wo 2012/046463 A1 I T IA0KO0 000 OO OO

12) FEFHBAEZHICE SO T AR S -ERERE

(19) t R M EFT A RS
EfSE75E

(43) B REA
2012 &£ 4 A 12 H(12.04.2012)

10) EELHRES
WO 2012/046463 A1l

(51

eay)
(22)
(25)
(26)
(30)

1

(72)
(73)

74

ES 455557 58
HO4L 9/20 (2006.01)

EFRHEES:
EFRHRER:
EFrHEDOEE:
EFRARDOERE:

BERIET—H:
458 2010-228259 2010 £ 10 A 8 H(08.10.2010)  JP

HEA CKEZBR<2TORERICONT): 2
& A E I E (Tamagawa K-12 & University) [JP/
JP]; T 1948610 RIRAMETHM EJIFEEARTH 1
Z 15 Tokyo (JP).

¥HE; BLV

ZEBAE/HBEA CRKEIZOWTOH): [GA &
(HIROTA Osamu) [JP/JP]; T 2450061 %I R 1K
MRAERKRR6THE2 2% 3 05 Kanagawa
(JP).

REA:FHKk BEHK, #H(YOSHINAGA Takahiro ct
al); T 1510064 BRE AKX ER 1 —3 3 — 1
4 MKEI 4FE Tokyo (JP).

PCT/JP2011/054688

2011 &£ 3 A 2 H(02.03.2011)
BHAE

BHAE

62y

84)

BEE (RTOLGEWVRY., 2 TORBEOENR
#AVE[BE): AE, AG, AL, AM, AO, AT, AU, AZ, BA,
BB, BG, BH, BR, BW, BY, BZ, CA, CH, CL, CN, CO,
CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS,
KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS,
LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PE, PG, PH, PL,
PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, ST, SV,
SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC,
VN, ZA, ZM, ZW.

HBEE (RFDODGEWVRY ., 2TOREEDLER
% HYE[EE): ARIPO (BW, GH, GM, KE, LR, LS, MW,
MZ, NA, SD, SL, SZ, TZ, UG, ZM, ZW), A —5 7
(AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 3—H w /%
(AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR,
GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MK, MT,
NL, NO, PL, PT, RO, RS, SE, SI, SK, SM, TR), OAPI
(BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML, MR,
NE, SN, TD, TG).

AT AFRERE:

EBRRAEHRE (FHF 21 £0)

(54) Title: OPTICAL TRANSMISSION DEVICE AND RECEIVING DEVICE FOR YUEN ENCRYPTION, OPTICAL
TRANSMISSION METHOD AND RECEIVING METHOD FOR YUEN ENCRYPTION, AND ENCRYPTED COMMUNICA -
TION SYSTEM

) ZAOET Y u e n S AXRELBERURERE. Y u e nWSAREAERRVRESE, BT
ISR RT A

[E3]

(57) Abstract: [Problem] To provide an optical sig-
nal configuration method, encryption device, and en-
cryption system whereby it is possible for an autho-

40 60
/ ’
REERE REERE o
g g BERLALH
AA AA FEEH
Running #& 65

HEBR
L]
81 62 63
s y

»{ ;;i%,} -[ﬁlg%lﬂ&ﬂ] —[E%%IE%H]

bid M-ar e
3 ] ’Li&%}g&d

BB

rized communicating party to communicate long-dis-
tance with information-theoretic security ensured
against a known-plaintext attack. [Solution] By
adding a transmission information data sequence ran-
domization device to this Yuen encrypted communi-
cations device, which divides transmission informa-
tion into blocks, appends sequence numbers thereto,
randomly switches the order of the blocks with a dig-
itized signal of output of an electrical noise genera-
tor, and inputs same into a conventional Yuen en-
crypted optical transmitter transmission data genera-
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tor, the relation between a known transmission infor-
mation data sequence (plaintext) and an optical sig-
nal which is outputted from a transmitter is random-
ized, allowing forcibly making even a circumstance
wherein a known-plaintext attack would be possible
into a ciphertext-only attack, implementing informa-
tion-theoretic security against a known-plaintext at-
tack.
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