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(57) ABSTRACT 

Systems and methods for managing (for example, creating, 
transmitting, delivering, encrypting, storing, and the like) 
secure SMS (short message service) and secure MMS (mul 
timedia messaging service) communications are disclosed. 
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SYSTEMIS AND METHODS FOR SECURE 
SHORT MESSAGING SERVICE AND 
MULTIMEDIA MESSAGING SERVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. Ser. No. 
12/414,355 filed on Mar. 30, 2009 and entitled “SYSTEMS 
AND METHODS FOR SECURE SHORT MESSAGING 
SERVICE AND MULTIMEDIA MESSAGING SERVICE. 
U.S. Ser. No. 12/414,355 is a non-provisional of U.S. Provi 
sional No. 61/040,526 filed on Mar. 28, 2008 and entitled 
“SECURE SHORT MESSAGING SERVICE AND MULTI 
MEDIA MESSAGING SERVICE SYSTEMS AND METH 
ODS. 
0002 This application is also a continuation-in-part of 
U.S. Ser. No. 1 1/807,024 filed on May 25, 2007 and entitled 
“SECURE MOBILE INFORMATION MANAGEMENT 
SYSTEMAND METHOD. U.S. Ser. No. 1 1/807,024 is a 
non-provisional of U.S. Provisional No. 60/920,603 filed on 
Mar. 29, 2007 and entitled “SECURE MOBILEINFORMA 
TION MANAGEMENT SYSTEMAND METHOD. U.S. 
Ser. No. 1 1/807,024 is also a non-provisional of U.S. Provi 
sional No. 60/809,052 filed on May 25, 2006 and entitled 
MOBILE INFORMATION MANAGEMENT SYSTEM 
AND METHOD. The entire contents of all of the foregoing 
applications are hereby incorporated by reference. 

TECHNICAL FIELD 

0003. The present disclosure relates to systems and meth 
ods for managing short messaging service (SMS) messages 
and multimedia messaging service (MMS) messages in an 
encrypted and secure manner. 

BACKGROUND 

0004 Creation, transmission, and delivery of SMS and 
MMS messages have greatly increased, as Supporting mobile 
devices and networks have proliferated. However, messages 
are typically unencrypted during at least a portion of trans 
mission and delivery (i.e., messages are not typically 
encrypted end-to-end), and are thus Vulnerable to intercep 
tion or other undesired access. Additionally, a mobile device 
may be lost or misplaced and messages and/or other informa 
tion stored thereon may be accessed or otherwise revealed. 
0005 Moreover, in the past, people have carried many 
different items in their wallets or purses, for example. Certain 
of these items store personal information, provide identifica 
tion for various purposes, allow the person to make pur 
chases, provide proof of particular facts, or a combination 
thereof. Certain items that have been carried in wallets 
include credit cards, bank cards, debit cards, check books, 
bank books, bank account records, credit card records, bills, 
identification cards, licenses such as a driver's license. CDL, 
pilot's license, etc., social security cards, Voter registration 
cards, passports, Visas, immigration cards, loyalty cards, e.g., 
for grocery stores such as SAFEWAYTM, and ALBERT 
SONSTM, retail stores such as GAPTM, and STARBUCKSTM, 
membership cards such as COSTCOTM, REITM, gyms, and 
country clubs, frequent flyer program cards or numbers, 
rewards programs, video clubs, library cards, insurance 
cards. Such as health, auto, home, and life insurance, login 
and password information, elevator cards, parking structure 
cards, room keys, phone numbers, e-mail and Street 
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addresses, calendars, calling cards, medical information Such 
as medical history, drugs being taken, immunization records, 
living wills, medical power of attorney, emergency contact 
information, personal photographs, personal memorabilia, 
receipts, proof of warranties and warranty information, tax 
records, proof of professional credentials, proof of authority, 
and business cards, as examples. 
0006. In the past, people have also carried mobile phones, 
which, besides being used to place and receive calls and send, 
receive, and store short messaging service (SMS) messages 
and multimedia messaging service (MMS) messages, have 
contained information Such as phone numbers and calendars, 
and some of which have had Internet access. Mobile phones 
typically include processors, digital storage, displays, and 
Software, among other things, and many hold and display 
photographs, provide for purchases on the Internet, include a 
global positioning system (GPS) or a combination thereof. 
Further, systems and methods have been developed to man 
age various information and activities including personal 
information. Various such systems and methods are computer 
implemented, involve computer Software, utilize computer 
storage databases, are network or Internet based, or a combi 
nation thereof, as examples. Still further, bar codes, near field 
communication (NFC) and Bluetooth communication, 
among other technologies, have been used to communicate 
with electronic devices of certain types. Even further, per 
Sonal digital assistants (PDAs) and Smartphones. Such as the 
BLACKBERRYTM have been used to send and receive 
e-mails, as well as placing and receiving telephone calls, 
although, in the past, users of PDAs, Smartphones, and the 
like have typically had to sort through a large number of 
e-mails to find particular information that they needed or 
desired. 

0007 Furthermore, needs and potential for benefit, exist 
for a person to be able to use the Internet, or otherwise provide 
for efficient communication, entering of data, and transfer 
ring of data, but needs also exist that an acceptable level of 
data security be maintained with Such systems and methods. 
Further needs and areas for potential for improvement include 
improving the availability of information from a number of 
different sources, reducing duplication in the entering of 
information, organizing information and providing informa 
tion in a more-usable form, more effectively transferring 
information between a storage device and another device, and 
providing more information, more up-to-date information, or 
both, to a user. Further needs and areas for potential for 
improvement include updating information, for example, in a 
timely manner or in real time, and providing notifications or 
alarms, at least for particularly important information. 
0008. In specific examples, needs and potential for benefit 
exist in the areas of methods and systems for managing infor 
mation for a number of users, using the Internet and mobile 
phones of the users. Particular needs and potential for benefit 
exist for Such systems and methods that allow users to send, 
receive, and store SMS and MMS messages that are 
encrypted during transmission and/or that are large in size. 
Particular needs and potential for benefit exist for such sys 
tems and methods that receive information from users, that 
include a criteria for alarming, that receive information from 
one or more third parties, that select a fraction of the infor 
mation from third parties, that transmit this fraction of the 
information to the mobile phones of the users, where the 
information is organized in a manner that it is accessible to the 
users. Additional needs and potential for benefit exist for 
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certain processes to be repeated, and for alarms to be provided 
to the users when certain information satisfies one or more 
criteria, for example, that the users have identified. Further 
needs and potential for benefit exist for software modules 
operating on servers and on mobile phones that provide for 
secure storage of information, that select, send, and receive 
nuggets of personal information, and that store the nuggets 
for access by the user, for example, without sorting through a 
number of e-mails. 
0009. In addition, in the past, various systems and meth 
ods for authorizing actions and authenticating access have 
existed. For example, locks and keys have been used to con 
trol physical access to spaces (e.g., locked doors on buildings, 
electronic keys for hotel rooms, etc.). However, people had to 
carry Such keys to obtain access. Passwords and pass codes 
have been used to authorize access to controlled spaces, and 
to grant computer access to electronically stored data. How 
ever, users must remember these passwords or pass codes. 
Systems and methods have also existed for authorizing other 
actions. For example, cards have also been used to authorize 
financial transactions, such as payment at the point of sale for 
the purchase of goods or for the provision of services. Besides 
requiring the presence of the card, transactions have been 
authorized using bank card networks, which verified that the 
cards were authorized. Signatures have also been used to 
authorize transactions. However, users needed to carry the 
cards, and signatures have been forged. 
0010 Needs and potential for benefit exist for other or 
better systems and methods for authorizing Such actions, or 
other actions, that do not require the users to carry additional 
cards or keys, remember additional passwords, codes, or 
information, that use items already carried by the users, that 
use items that are frequently used and controlled by the user, 
that are more convenient, that offer alternatives, that are easily 
trackable, that provide an ability to authorize a variety of 
different actions, that cannot easily be forged, or a combina 
tion thereof. 

SUMMARY 

0011 Disclosed are systems and methods configured for 
managing (i.e., creating, editing, Viewing, compressing, 
decompressing, disassembling, reassembling, queuing, rout 
ing, encrypting, decrypting, sending, receiving, replying, for 
warding, storing, and/or the like) communications (for 
example, short messaging service (SMS) messages, multime 
dia messaging service (MMS) messages, and other informa 
tion transmission, and/or the like) in a secure manner (e.g., in 
an encrypted or otherwise secured manner). In an embodi 
ment, a secure short messaging service (SMS) system com 
prises a software module configured for use on a device. Such 
as a mobile device. The software module is configured to 
encrypt an SMS or MMS message via a first encryption. A 
gateway is configured to communicate with the mobile 
device. The gateway is configured to receive the encrypted 
SMS message from the mobile device. 
0012. In another embodiment, a user composes a SMS or 
MMS message on a mobile device and the message is 
encrypted thereon. The user sends the encrypted message to a 
gateway or server. The gateway or server decrypts the 
encrypted message. The gateway determines the message 
destination (e.g., another user or a third party). Depending on 
the message destination (and whether further encryption is 
desired), the gateway may re-encrypt the decrypted message 
(often using a different encryption) and send the re-encrypted 
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message to the destination (e.g., another user or a third party). 
The mobile device of the receiving party receives the re 
encrypted message and decrypts the message. The receiving 
party's mobile device may send delivery acknowledgement, 
open acknowledgement, error, or other desired messages to 
the gateway. These message status indicators may further be 
sent by the gateway to the originator of the message. 
0013. In another embodiment, a method of securely deliv 
ering a message to a mobile device comprises dividing the 
message into at least two Sub-messages. The Sub-messages 
are configured according to a short messaging service (SMS) 
protocol. The Sub-messages are encrypted, and transmitted to 
a mobile device according to an SMS protocol. At the mobile 
device, the at least two encrypted Sub-messages are decrypted 
and combined to form the message. 
0014. In another embodiment, a method of securely deliv 
ering a message to a mobile device comprises encrypting the 
message and dividing the encrypted message into at least two 
Sub-messages. The at least two Sub-messages are transmitted 
to a mobile device according to at least one of an SMS 
protocol or an MMS protocol. At the mobile device, the at 
least two Sub-messages are combined to form an encrypted 
message; and the encrypted message is decrypted at the 
mobile device. 
0015. In yet another embodiment, a method of deleting 
information on a mobile device, comprises transmitting, to a 
mobile device, a secure message comprising a wipe instruc 
tion. At the mobile device, at least one item of information is 
deleted responsive to the wipe instruction. 
0016. The contents of this summary section are provided 
only as a simplified introduction to the disclosure, and are not 
intended to be used to limit the scope of the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a block diagram illustrating, among other 
things, an example of an environment in which various 
embodiments may operate and various examples of systems 
of managing information and/or messages for a number of 
users; 
0018 FIG. 2 is a block diagram illustrating particular 
examples of systems of managing and disseminating infor 
mation and/or messages for a number of users; 
0019 FIG. 3 illustrates communication between mobile 
users and/or third parties via a gateway 115 in order to create, 
send, receive, and/or store short messaging service (SMS) 
messages and multimedia messaging service (MMS) mes 
Sages in a secure manner; 
0020 FIG. 4 illustrates installation and registration of a 
software module on a mobile device; 
0021 FIG. 5 further illustrates communication between 
mobile users and/or third parties via a gateway 115; 
0022 FIG. 6 is a flowchart illustrating a method for 
securely transmitting a message; 
0023 FIG. 7 is a flowchart illustrating a method for wiping 
a mobile device; 
0024 FIG. 8 is a flowchart illustrating another method for 
securely transmitting a message. 
0025 FIG.9 is a flowchart illustrating examples of various 
methods, including, for instance, methods of managing infor 
mation for at least a plurality of users using the Internet and 
mobile phones of the users; 
0026 FIG. 10 is a flowchart illustrating examples of vari 
ous methods, including, for instance, methods of authorizing 
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actions, methods of authenticating transactions, and methods 
of authenticating access, in many embodiments, using mobile 
phones; 
0027 FIG. 11 is a block diagram illustrating particular 
examples of systems of managing and disseminating infor 
mation for a number of users; 
0028 FIG. 12 is a block diagram illustrating an environ 
ment where server 15 manages and disseminates information 
to users 21, 22, and 23; and 
0029 FIG. 13 illustrates a flowchart illustrating examples 
of various methods of using server 15 to communicate with 
one or more of users 21, 22, and 23 to provide information to 
users 21, 22, and 23; 
0030 The drawings illustrate, among other things, various 
particular examples of embodiments, and certain examples of 
characteristics thereof. Different embodiments include vari 
ous combinations of elements or acts shown in the drawings, 
described herein, known in the art, or a combination thereof. 

DETAILED DESCRIPTION 

0031. The present disclosure provides, among other 
things, a number of embodiments of systems and methods for 
managing short messaging service (SMS) messages and mul 
timedia messaging service (MMS) messages in a secure man 
ner. While various embodiments are described in sufficient 
detail to enable those skilled in the art to practice the inven 
tion, it should be understood that other embodiments may be 
realized and that various changes may be made without 
departing from the spirit and scope of the invention. Thus, the 
detailed description herein is presented for purposes of illus 
tration only and not of limitation. For example, the steps 
recited in any of the method or process descriptions may be 
executed in any order and are not limited to the order pre 
sented. 
0032 Moreover, for the sake of brevity, certain sub-com 
ponents of the individual operating components, conven 
tional data networking, application development and other 
functional aspects of the systems may not be described in 
detail herein. Furthermore, the connecting lines shown in the 
various figures contained herein are intended to represent 
exemplary functional relationships and/or physical and/or 
electronic couplings between the various elements. It should 
be noted that many alternative or additional functional rela 
tionships or physical connections may be present in a practi 
cal system. 
0033. As used herein, a “mobile device may be any 
device configured for transmitting and receiving electronic 
communications, for example a cellular phone, a satellite 
phone, a Palm Pilot TM device, personal digital assistant 
(PDA), BlackBerryTM device, iPhoneTM, Smartphone, desk 
top computer, laptop computer, tablet computer, netbook, 
portable device for communication, or the like. Throughout 
various exemplary embodiments illustrated or discussed in 
this disclosure, a mobile device may be referred to herein as a 
“phone' or “mobile phone, but it should be understood that 
it may have other functionality or be any other type of mobile 
device. 
0034 Particular embodiments include methods for autho 
rizing actions using mobile phones. Embodiments may 
include acts such as receiving from a person having authority 
to authorize the action, an identification of a phone number 
for obtaining authorization for the action, and receiving from 
a person seeking the action a request for authorization of the 
action. Certain embodiments also include acts such as send 
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ing a first message through a mobile phone network to the 
mobile phone, including a description of the action for which 
authorization is requested, and receiving, from the first 
mobile phone, a second message, which authorizes the action. 
Actions that are authorized, in different embodiments, 
include computer access, physical access, and financial trans 
actions, as examples. In various embodiments, the phone 
number may be received through the mobile phone network, 
through the Internet, through a local signal, or directly from 
the user, as examples. 
0035. In some embodiments, a user may be able to enter 
information into a website, or may authorize entry of infor 
mation into the website by others, which may be transmitted 
to the phone automatically for storage. In addition, in some 
embodiments, users may be able to enter information through 
their phone for transfer to the website server. In various 
embodiments, third parties, such as airlines, financial institu 
tions such as banks, and the like, may provide information to 
the website, some or all of which may be transferred to the 
phone. Further, in some embodiments, certain Such informa 
tion may provide an alert or alarm to the user, for example, 
regarding important information Such as notification of large 
deposits or withdrawals, changes in flight information, loca 
tion of children, and the like. In various embodiments, a user 
may be able to view other information on the phone, on the 
website, or both, such as, for example, bank account balances, 
transaction histories, frequent flier miles, credit card bills, 
automatic deposits and withdrawals, insurance information, 
warranties, service contracts, and the like. 
0036. In various embodiments, FIGS. 1 through 8 illus 
trate an example of an environment in which various embodi 
ments may operate, and also illustrates various examples of 
systems, including systems of managing SMS messages in a 
secure manner. Various embodiments described herein are 
illustrated for use with a short messaging service (SMS) 
protocol. However, other protocols, for example, a multime 
dia messaging service (MMS) protocol, an Unstructured 
Supplementary Service Data (USSD) protocol, or other mes 
saging protocol, and/or the like may suitably be employed. 
Moreover, various embodiments described hereinare suitable 
for use when a messaging protocol is utilized for at least a 
portion of the communication. System 100 is, among other 
things, an example of a network-based system configured for 
managing information that is transferred to, transferred from, 
and/or stored on a mobile device, which is accomplished in 
many embodiments while maintaining an acceptable level of 
data security. In the example of system 100, users 21, 22, and 
23 own, use, control, or have access to mobile phones 41, 42. 
and 43 respectively, which are serviced through a network, for 
example mobile phone network 40. Although one mobile 
phone network 40 is shown, some embodiments may include 
or use a number of mobile phone networks 40, which may be 
interconnected, for example. As used herein, unless specifi 
cally stated otherwise, a “mobile phone network” may be a 
cellular network, a satellite network, a WiFi network, a 
WiMAX network, a wireless network, or any other suitable 
network for transmission of information to mobile phones 
and/or other mobile devices. Moreover, a mobile device may 
connect to a network in any suitable manner, for example via 
a GSM modem, a CDMA modem, and the like. Additionally, 
a mobile device may connect to multiple networks simulta 
neously, for example to a GSM network of a first carrier via a 
GSM modem, and to a CDMA network of a second carrier via 
a CDMA modem. Further, the three users 21 to 23 and mobile 
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phones 41 to 43 shown may serve as examples of a larger 
number of users and mobile phones. Many users of system 
100 may have access to the Internet 10. For example, in 
various embodiments, user 23 has access to the Internet 10 
through personal computer 13. Further, in certain embodi 
ment, mobile phone network 40 is in communication with the 
Internet 10, or information is capable of being communicated 
(e.g., in one or both directions) between mobile phone net 
work 40 and the Internet 10. In various embodiments, mobile 
phone network 40 may be connected to one or more addi 
tional mobile phone networks 40 or other networks in any 
suitable manner, for example via the Internet 10, via a public 
switched telephone network (PSTN), and/or the like. 
0037 Moreover, system 100 may be a public system (e.g., 
a system wherein any number of users may utilize system 
resources) or a private/closed system (e.g. a limited-access 
system with a “circle of trust” such that a user must be autho 
rized to utilize particular system resources and/or send and 
receive communications with other members of the circle of 
trust). In various embodiments, system 100 may be config 
ured to allow communication only between users (for 
example, users 21, 22, and 23) who are members of a particu 
lar trusted group. In this manner, system 100 may be particu 
larly suitable for businesses, military, law enforcement, gov 
ernments, and the like, who wish to exchange highly sensitive 
and confidential information via system 100. For example, 
system 100 may be configured to enable communication only 
between members of a pre-defined trusted group, such as FBI 
agents, ATF agents, Army personnel, and the like. 
0038. In various embodiments, server 15 is in communi 
cation with the Internet 10. However, server 15 may be in 
communication with a wireless carrier, a private network, a 
mobile phone, another server, and/or the like, via a wireless 
network or other means such that server 15 does not need to be 
in communication with the Internet 10. 

0039. In various embodiments, server 15 is part of system 
100, and server 15 is configured as a trusted gateway config 
ured to manage encrypted messages. Server 15 may provide 
any desired functionality to system 100, for example manag 
ing client Software installed on one or more mobile devices, 
updating client Software installed on one or more mobile 
devices, issuing commands to client Software, tracking mes 
sages sent and received by client software, and the like. Server 
15 may also manage encryption keys for client Software, 
generate new encryption keys, communicate with a hardware 
security module (for example, a module located on another 
server 15 coupled to the instant server 15), and provide resil 
iency to increase the reliability of message delivery. 
0040 System 100 further comprises, on server 15, (at least 
one) first software module 61. Although shown just on server 
15, in some embodiments, module 61 may be installed on or 
operating on more than one server. For example, server 15 
may include multiple servers, such as one or more of a fire 
wall server, a database server, an SMS gateway server, a web 
server, a domain server, or any other server. In certain 
embodiments, software module 61 may form at least one 
website 65. In certain embodiments, multiple users (e.g., 21 
to 23) may access or visit website 65 (for example, through 
the Internet 10) and elect to send, receive, forward, reply, 
view, sort, and generate reports, including compliancy 
reports, through system 100 using their mobile devices or 
other communications devices. Moreover, one or more users 
may access or visit website 65 via any suitable protocol, for 
example WAP. https, and the like. 
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0041. In certain embodiments, a user (for example, user 
23) who does not have a module 201 (as described below) 
installed on his mobile device, may access website 65 in order 
to view a secure message via an anonymous retrieval method 
as follows: (1) the mobile device may receive a first standard 
(unencrypted) SMS message containing first unique hyper 
link to a first website; (2) the user follows the hyperlink to the 
first website in order to create a password and receive a unique 
personal identification (PIN) number; (3) the user replies to 
the first SMS message with the unique PIN number in order to 
receive a second standard SMS message containing a second 
unique hyperlink to a second website; (4) the user follows the 
hyperlink to the second website and may view the secure 
message after inputting the password. In other embodiments, 
user 23 may access website 65 through computer 13 and 
internet 10. In different embodiments, computer 13 may be a 
desktop personal computer, a laptop or notebook computer, a 
PDA, and the like. In some embodiments, users may access 
website 65 on server 15 through their phones (e.g., 41 to 43), 
through mobile phone network 40, or both, as examples. 
0042. In many embodiments, first software module 61 or 
module 201 (described below) provide secure storage 64 for 
each users (e.g., 21 to 23) personal information, for example, 
information received from the user, contents of sent and 
received SMS messages, and the like. In a number of embodi 
ments, storage 64 may also be used to store personal infor 
mation about the users that has been received by module 61, 
module 501, or server 15 from at least one third party, which 
may be acting on behalf of the user to provide information to 
the user. In certain embodiments, third party 33 may provide 
such information to module 61 or module 201 through the 
Internet 10, and third party 31 may provide such information 
to module 61 or module 201 through mobile telephone net 
work 40 and the Internet 10. In some embodiments, informa 
tion that is communicated through mobile telephone network 
40 may also, or instead, be communicated through a tradi 
tional phone network, for example, that provides direct wired 
phone service for a number of users. Moreover, third parties 
31, 32, and 33 can choose to deploy gateway 115 at their 
respective data center behind their firewall. This provides 
each third party with another layer of security. Each third 
party can manage all access to server 15 according to their 
internal security policy. All communication between gateway 
115 and mobile phone network 40 (e.g., carriers) can be 
direct. 

0043 Module 201 may be self-updating (e.g., when a new 
Software update is available, gateway 115 may send a mes 
sage to module 201 informing module 201 of the available 
update). The user's (or third party's) phone is informed of the 
update (e.g., via a SMS or MMS message (e.g., formatted 
with a command)) and asked for permission to update module 
201. For example, the message (e.g., formatted with a com 
mand) queries the user as to whether the user would like to 
receive the update. If the user accepts to receive the update, 
then module 201 terminates itself, starts a browser to access 
server 15 or gateway 115, and downloads the latest version of 
module 201 from server 15 or gateway 115. Thus, once per 
mission is given to update module 201, the new version of 
module 201 is downloaded to the user's (or third party's) 
phone and installed over the old version of module 201. A 
message confirming installation of module 201 may be sent to 
gateway 115. Moreover, module 201 may be configured to 
communicate with and/or utilize multiple gateways 115. 
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0044. In various embodiments, customized versions of 
module 201 may be provided in order to make module 201 
operative and/or available for use on varying hardware, for 
example various mobile phones and/or computing platforms 
(e.g., Google Android, Java 2 Mobile Edition, Windows 
Mobile, Linux, Microsoft Windows, Mac OS, Unix, and the 
like). Moreover, access to module 201 may be controlled via 
a password, a biometric, and the like. Additionally, module 
201 may contain and/or be associated with information con 
figured to identify a third party (e.g., a reseller, a referrer, a 
corporation, and the like), in order to provide customized 
services and/or tracking. For example, a reseller may receive 
a commission based on the number of secure SMS messages 
transmitted by module(s) 201 associated with the reseller. 
0045 Moreover, module 201 may be configured to utilize 
registration with a gateway, for example gateway 115. In 
various embodiments, registration may comprise a user tak 
ing affirmative steps, for example inputting a secure identifi 
cation provided by a gateway administrator; inputting a short 
code, along code, or a phone number (for example, a number 
associated with a cellular modem) to facilitate routing of one 
or more messages. Furthermore, registration may comprise 
exchanging encryption keys between a mobile device and a 
gateway. For example, a server public key may be utilized to 
securely send the encryption key of module 201 to a mobile 
device. 
0046. In certain embodiments, module 201 is registered on 
gateway 115 in order to facilitate communications between 
module 201 and gateway 115. For example, registration may 
be accomplished through use of a default server public key, a 
unique module 201 public key, a short code, and a unique 
secure identification code. In this manner, a module 201 may 
know how to contact gateway 115 in order to register. Module 
201 encrypts the unique secure identification code and the 
newly generated module 201 public key with the default 
server public key and sends the result in an SMS message to 
the short code. Gateway 115 decrypts the SMS message using 
a default server private key. Gateway 115 verifies the unique 
secure identification code and the phone number associated 
with module 201. If the result is not verified, an error message 
is returned to module 201. If the result is verified, gateway 
115 transmits a new server public key to module 201. 
0047 Gateway 115 then creates a unique AES key and 
sends this key, together with registration information, to mod 
ule 201 via a registration message encrypted with the module 
201 public key. Module 201 decrypts the registration message 
using module 201 private key. Module 201 then transmits a 
registration acknowledgement message, encrypted with a 
unique AES key associated with module 201, to gateway 115. 
Upon receipt of the registration acknowledgement message at 
gateway 115, module 201 is registered with gateway 115. 
0048. In addition, module 201 may be configured to sup 
port methods for determining unauthorized access to module 
201 (i.e., intrusion detection, and the like). For example, if the 
correct password to gain access to module 201 is not provided 
for three (3) consecutive times (or any desired value chosen 
by a user or a gateway administrator), data stored by module 
201 and/or module 201 itself may be deleted. 
0049 Additionally, a module 201 on a mobile device may 
be registered with multiplegateways 115 simultaneously. For 
example, a module 201 may be registered with a first gateway 
115 associated with a GSM network of a first carrier, and 
communications between module 201 and the first gateway 
115 may be transmitted via a GSM modem. The same module 
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201 may also be registered with a second gateway 115 asso 
ciated with a CDMA network of a second carrier, and com 
munications between module 201 and the second gateway 
115 may be transmitted via a CDMA modem. Module 201 
may be registered with any suitable number of gateways 115 
in order to facilitate communications with various intended 
message recipients. Similarly, a gateway 115 may be config 
ured to communicate with a first group of modules 201 asso 
ciated with a first carrier via a first GSM modem, configured 
to communicate with a second group of modules 201 associ 
ated with a second carrier via a second GSM modem, config 
ured to communicate with a third group of modules 201 via a 
dedicated short code, and so on. In this manner, gateway 115 
may communicate with multiple modules 201 via a cellular 
modem and/or other communications device appropriate for 
each particular module 201 (e.g., based on particular mobile 
phone hardware, for example). 
0050. In certain embodiments, gateway 115 may be con 
figured to allow an SMS message from a module 201 to be 
delivered only to other modules 201 who are in a common 
circle of trust with the message sender. Stated another way, in 
various embodiments, a module 201 may only be permitted to 
communicate with other members of a predefined group. For 
example, a module 201 utilized by a sensitive government 
agency may be permitted to communicate only with other 
members of the same agency. Moreover, gateway 115 may 
also be configured to allow an SMS message from a module 
201 to be delivered only to other modules 201 who are in a 
common circle of trust with each other, but not with the 
message sender. In this manner, gateway 115 may be further 
secured, as unintended and/or undesired communications 
outside a particular circle of trust or other group may be 
reduced and/or eliminated. Further, gateway 115 may be con 
figured to allow an SMS message from a module 201 to be 
delivered to any other module 201. Moreover, gateway 115 
may be configured to contact another gateway 115 for infor 
mation regarding a module 201 registered with the other 
gateway 115. Gateway 115 may also be configured to route at 
least one message of module 201 to another gateway 115. 
0051. In various embodiments, gateway 115 may be con 
figured with a “whitelist comprising a list of approved mod 
ules 201 and/or mobile devices which may beauthorized to be 
registered with gateway 115. For example, a user 21 may 
desire to enroll in mobile banking services offered by third 
party 31. User 21 communicates the desire to third party 31, 
who approves the request. The module 201 associated with 
user 21 may then be added to a whitelist on gateway 115 
associated with third party 31. User 21 may then register their 
module 201 with gateway 115. In this manner, a pre-ap 
proved, trusted set of modules 201 may be defined and/or 
registered Such that communications between members of the 
whitelist and/or one or more third parties may be facilitated. 
Moreover, each module 201 and/or mobile device in a 
whitelist may be configured with a unique identification code. 
The unique verification code may be valid for a limited period 
of time, for example six hours. In this manner, security may 
be improved, as a module 201 may be required to both be a 
member of a whitelist and provide a unique identification 
code in order to register with gateway 115 and/or to commu 
nicate with other modules 201 via gateway 115. 
0052. In certain embodiments, third party 32 also provides 
information to module 61 or module 201 on server 15 through 
a communication means other than the Internet 10. Such a 
communication means may be, for example, a private net 



US 2011/O 145564 A1 

work, a local area network (LAN), a wide area network 
(WAN), a telephone network, a financial or bank card net 
work, etc. Third parties 31, 32, and 33 are examples of data 
providers, or personal data providers. Third parties 31 to 33 
may be, for example, lottery organizers or operators (e.g., a 
government agency, a state, or a gambling organization). 
brokers for lottery organizers (e.g., resellers, convenience 
stores, or server 15), distributors for lottery organizers (e.g., 
resellers, convenience stores, or server 15), financial institu 
tions, airlines, bank card providers, merchants, an employer 
or employee of the user, news providers, health care provid 
ers, insurance companies, stock brokers, governmental agen 
cies, non-governmental organizations, etc., or any of these 
that may be functional on-line. 
0053 Module 201, server 15, and/or gateway 115 or other 
components utilizing encryption may utilize any Suitable 
encryption techniques and/or security models to encrypt, 
decrypt, compress, decompress, or otherwise manipulate 
and/or process information, for example symmetric key, 
asymmetric key, AES, block cipher, and the like. Moreover, 
module 201, server 15, gateway 115, and/or other compo 
nents may update, revise, expand, replace or otherwise 
modify the security model and/or encryption technique uti 
lized, as desired. 
0054 Module 201 can be configured to store a set number 
of messages on server 15, gateway 115, or the user's phone. 
Module 201 can be configured to store the latest specified 
number of messages (set by the user, server 15, or gateway 
115). Older messages may be deleted to make room for new 
messages (although permanent means of storage can also be 
used). Users can mark messages that should be exempt from 
this deletion process. Such marked messages may be stored 
until manually deleted by the user, server 15, or gateway 115. 
0055. Third parties 31, 32, and 33 or user 21, 22, and 23 
can set a specific notification, for example a ringtone, to a 
message. The ringtone can be one or more ringtone sounds, 
vibrations with custom duration, light flashing, or other 
means of notification. This ringtone is played on the user's 
phone 41, 42, or 43 when the message is received at phone 41, 
42, or 43. For example, a university can create an alarm 
ringtone to identify messages that may require immediate 
action (versus a notification ringtone that identifies messages 
that are more informational or not urgent). For example, the 
header of the message can include an identification to identify 
the priority of the message (e.g., which can be set by a third 
party 31, 32, or 33 or a user 21, 22, or 23). 
0056. Third parties 31, 32, and 33 can send special secure 
SMS messages to users 21, 22, and 23. Once these secure 
SMS messages are received by module 201 on the user's 
phones 41, 42, or 43, the messages can be converted to one or 
more bar codes or graphics that can be used at third party 
Point-of-Sale (POS) terminals or websites to get discounts, 
coupons including electronic coupons, loyalty points/re 
wards, airline boarding passes, or other considerations. 
0057 Module 201 can be customized to provide users 21, 
22, and 23 with an easy to use menu system (e.g., with menu 
driven options), in order to facilitate communications with 
another user or third party. For example, a user can click on a 
'get my balance' menu option on its phone 41, 42, or 43 and 
select an account from a list of accounts on the menu (rather 
than having to remember a list of commands such as “bal 
account1'). Moreover, module 201 may be configured with 
any Suitable menus, options, interfaces and/or commands to 
facilitate desired functionality for module 201 and/or ease of 
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use for a user. In various embodiments, module 201 may be 
configured to support various communications via SMS mes 
sages, for example: mobile banking, requesting and/or receiv 
ing a credit score, requesting and/or receiving funds for a 
prepaid phone, requesting access to and/or granting access to 
a physical location; requesting and/or receiving medical 
records, and the like. Module 201 and/or associated menus 
and interfaces may be updated and/or revised in order to 
provide new functionality as appropriate. 
0058. In an embodiment, module 201 may be configured 
to Support a mobile banking application. For example, a user 
may purchase prepaid mobile phone credits (e.g. minutes, and 
the like) from a vendor. The credits may be associated with a 
carrier for a mobile device having module 201 operative 
thereon. The user may then send an SMS message to the 
carrier via module 201, instructing the carrier to deposit a 
selected amount of credit with a banking institution. The 
carrier may then deposit an amount of money corresponding 
to the credits into the requested bank account, and then deduct 
the deposited credits from the carrier account associated with 
the mobile device. In this manner, a user may move money 
into a bank account. Similarly, a user may move money out of 
a bank account by sending an SMS message to the bank, 
requesting an amount of money be provided to a carrier in 
exchange for prepaid mobile phone credits. A user may also 
send an SMS message to a carrier, instructing the carrier to 
transfer a selected number of minutes to another user. In like 
manner, users may send prepaid phone credits and/or money 
to and/or from a retailer, and the like, and/or any combination 
to and from various users, Vendors, carriers, banks, and so 
forth. Transfers of credits may incur a fee, for example a fee 
charged by a carrier, a fee charged by a banking institution, 
and the like. 

0059. In certain embodiments, users 21, 22, and 23 can 
send a SMS or MMS message to multiple recipients (e.g., 
other users or third parties). Recipients of the message can 
reply to all recipients (including the sender) at one time. 
Module 201 creates and encrypts messages uniquely for each 
recipient. In addition to the message contents, messages may 
include a list of recipients, so that each recipient can reply to 
one or more of the recipients (including the sender).Users can 
also add more and different recipients to the list of original 
recipients. In certain embodiments, users 21, 22 and 23 can 
create a group consisting of a list of recipients. In other 
embodiments, a group is created by an administrator and the 
information for the group is sent to module 201 by one or 
more SMS messages. In these embodiments, users 21, 22 and 
23 can send or forward messages to a group predefined by an 
administrator. 

0060 Moreover, in various embodiments the administra 
tor can define a profile on gateway 115 consisting of pre 
defined configuration settings. The administrator may then 
apply the profile to at least one module 201 by sending one or 
more SMS messages to a module 201. Responsive to the at 
least one SMS message, the configuration settings on module 
201 may be changed to match the predefined configuration 
settings of the profile. In some embodiments, the profile may 
prevent users 21, 22 and 23 from overriding the settings 
changed by the predefined profile. In other embodiments, 
users 21, 22 and 23 can override the predefined profile set 
tings to further customize module 201. 
0061. In a number of embodiments, one or more software 
modules (for example, second software module 72 (described 
below)) may be loaded on users’ mobile phones to facilitate 
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the sending, receiving, and storing of SMS messages and 
MMS messages in an encrypted and secure manner. In some 
embodiments, second software module 72 that is used on the 
mobile phones may be downloaded to the mobile phones 
through the mobile phone network, through the Internet, or 
both, as examples. In other embodiments, second Software 
module 72 may be loaded onto the phone by the manufacturer 
of the phone, or by the mobile phone service provider, for 
example, where the phone is sold to the user or serviced. In 
Some embodiments, module 72 may be loaded on a phone 
using a memory card, for example a MicroSD card, other 
flash memory card, and/or the like. In other embodiments, 
module 72 may be loaded on a phone from a computer using 
a data cable or other suitable wired connection. Moreover, 
module 72 may be loaded on a phone via a wireless protocol, 
for example Bluetooth and the like. Moreover, software mod 
ule 72, software module 61, module 201, and/or various other 
components may be configured to Support a particular appli 
cation and/or user group, for example mobile banking, entry 
of healthcare information, domain registration, airline check 
in, intra- and inter-government agency communication, 
enterprise communication, and the like. 
0062. In some embodiments, managing SMS messages 
and/or MMS messages or other communications may be done 
using a device other than a mobile phone, or that has more 
functionality or features than are typically found in a mobile 
phone. Such a device may be a personal digital assistant 
(PDA), a Smartphone, a Blackberry, a laptop computer, a 
netbook, and the like. 
0063. With reference now to FIGS. 1 and 12, in various 
embodiments, server 15 communicates with one or more 
third parties 31, 32, and 33 and/or users 21, 22, and 23 to send, 
receive, and store short messaging service (SMS) messages 
and multimedia messaging service (MMS) messages in a 
secure manner on phones 41, 42, and 43, and disseminate 
information to users 21, 22, and 23. Communication between 
module 201 and server 15 and/or gateway 115 can be through 
SMS, MMS, data services, and the like. Module 201 can be 
configured to use any of these protocols in a specified 
sequence until the data transmission to server 15 and/or gate 
way 115 or to module 201 is complete. Moreover, module 201 
may be configured to send, receive, and store messages and 
information both in a secure and an unencrypted manner, as 
desired. Stated another way, a user may utilize module 201 to 
send both secure messages and unencrypted messages, reduc 
ing and/or eliminating the need for multiple messaging appli 
cations on the user's mobile device. 

0064. In certain embodiments, users 21, 22, and 23 may 
communicate with each other through SMS messages or 
other messages in a secure manner. For example, module 201 
or a second software module 72 (described below) on the 
mobile phone of user 21 may sendan SMS message intended 
for delivery to a mobile phone of user 22. Module 201 is 
accessed and installed onto the user's mobile phone much like 
module 61 or module 72 are accessed and installed onto the 
user's mobile phone. In many embodiments, a text message, 
large text file, or other information desired to be transmitted 
may need to be in a particular format in order to be able to 
transmit it using one or more SMS messages (e.g., due to the 
limitation of the number of characters that can be transmitted 
in an SMS message). In one example, numerous text mes 
sages are sent from server 15 (orphone 41 of user 21) to phone 
42 of user 22, the text messages are compiled at phone 42 of 
user 22, and user 22 reviews one large text file (or text mes 
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sage) on phone 42. In this example, the transmission of one 
text message or multiple text messages is seamless to user 22 
(e.g., user 22 receives one large text file or text message 
(instead of multiple text messages)). This format can be use 
ful in sending information using text messages without the 
limitation of the number of characters typically found in text 
messaging. Stated another way, when the size of a particular 
piece of desired information exceeds a message size thresh 
old, multiple messages may be utilized to convey Such desired 
information to and/or from a mobile device. 
0065. With reference now to FIGS. 3, 4, and 5 and in 
various embodiments, communications between one or more 
users 21/22/23 and/or third parties 31/32/33 can be routed 
through a trusted gateway 115. In this manner, system secu 
rity may be improved. Gateway 115 communicates with one 
or more third parties 31/32/33 and/or users 21/22/23 (for 
example, via mobile phones 41/42/43) to send, receive, and 
store short messaging service (SMS) messages and multime 
dia messaging service (MMS) messages in a secure manner. 
Gateway 115 may also communicate with users 21/22/23 in a 
conventional (unsecured) manner, if desired. Moreover, users 
21/22/23 and/or phones 41/42/43 may download software 
(e.g., secure SMS module 201) from a server 15. Gateway 115 
may be notified of Such installation and be configured to 
communicate with module 201 accordingly. 
0066. In an embodiment, gateway 115 may be configured 
as Software as a Service (SaaS). Gateway 115 may be 
accessed by third parties authorized to utilize the SaaS via a 
secure network connection, such as HTTPS. Performance of 
gateway 115 may be scaled, for example through use of 
load-balanced server farms. Moreover, gateway 115 may be 
connected to wireless carrier networks via multiple redundant 
connections. In this manner, gateway 115 may be configured 
to support a scalable number of users. 
0067. In another embodiment, gateway 115 may be con 
figured as an on-site enterprise server. Gateway 115 may thus 
be accessed by an organization's internal resources, for 
example via a dedicated short code hosted with any Supported 
aggregator or carrier. Moreover, gateway 115 may be config 
ured to support a limited-access “circle of trust' allowing 
communication only between certain authorized users. Gate 
way 115 may also be configured with a customizable encryp 
tion scheme, message storage and/or archiving functionality 
and other features as desired by a particular organization 
deploying gateway 115 on-site. 
0068. In another embodiment, gateway 115 may be con 
figured as a wireless carrier managed service. Gateway 115 
may thus be partially or fully integrated into a wireless carri 
er's gateway, for example a wireless carrier's short messaging 
service center (SMSC). Alternatively, gateway 115 may oper 
ate as a stand-alone system. For example, gateway 115 may 
communicate witha SMSC of a first wireless carrier and with 
a SMSC of a second wireless carrier. Moreover, a gateway 
115 may be associated with and/or coupled to any number of 
SMSCs. Similarly, one SMSC may associated with an/or 
coupled to any number of gateways 115. In this manner, 
gateway 115 may be configured to support a scalable number 
of users in a wireless carrier environment, and gateway 115 
may facilitate secure delivery of messages across various 
networks. 

0069. With reference now to FIG. 6 and in various embodi 
ments, one or more of third parties 31, 32, and 33 can create 
an account associated with gateway 115 (step 602). Third 
parties 31, 32, and 33 notify users 21, 22, and 23 to download 
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module 201 onto phones 41, 42, and 43 (step 604). Alter 
nately, third parties 31, 32, and 33 can send module 201 to 
users 21, 22, and 23 through a MMS (Multimedia Messaging 
Service) or WAP (Wireless Application Protocol) push (step 
606). The user downloads the module 201 (step 608). One or 
more APIs (Application Programming Interfaces) and https 
(Hypertext Transfer Protocol over Secure Socket Layer) or 
http (Hypertext Transfer Protocol) can be used between 
server 15 or gateway 115 and third parties 31, 32, and 33 or 
users 21, 22, and 23. Moreover, server 15, gateway 115, third 
parties 31, 32, and 33, and/or users 21, 22, and 23 may 
communicate via any suitable protocol, method, or means. 
Accordingly, the methods of the present disclosure are Suit 
able for use on Global System for Mobile Communications 
(GSM) networks, code division multiple access (CDMA) 
networks, time division multiple access (TDMA) networks, 
frequency division multiple access (FDMA) networks, trans 
mission control protocol/internet protocol (TCP/IP) net 
works, satellite communications networks, and/or the like, 
and/or any combination of the same. 
0070 A secure SMS API is used by third parties 31-33 to 
send a SMS or MMS message to gateway 115 or server 15 
(step 610). A secure SMS API may utilize HTTPS, Web 
Services, Java API, and/or any other suitable protocols. A 
determination is made as to whether the user has module 201 
loaded on their phone 41, 42, or 43 (step 612). If the user has 
module 201 loaded on its phone, then the user receives a 
secure SMS or MMS message on their phone in module 201 
(step 614). An acknowledgement message may be sent back 
to the sender of the message (e.g., user 21, 22, or 23 or third 
party 31, 32, or 33) (step 616). Once the receiving user opens 
the message it received (step 618), another acknowledgement 
message may be sent to the sender via server 15 or gateway 
115 confirming that the user opened the message (step 620). 
If the user does not have module 201 loaded on their phone, 
then the user may receive a link to download module 201 onto 
their phone (step 622), the message may be sent in clear text, 
the message may be skipped, an anonymous message 
retrieval method (as discussed above) may be utilized, and/or 
the like. 

0071. In various embodiments, with continued reference 
to FIG. 6, a user downloads module 201 (step 624). When the 
user elects to send a message from its phone to the phone of 
another user or third party (step 626), the user enters one or 
more phone numbers to send a message to in its phone (alter 
natively, the user may select from a secure address book on 
the user's phone) (step 628). For example, using a secure 
address book, the user can import their general address book 
content (from their phone) into their secure SMS address 
book (e.g., located in a database created by module 201). The 
information in the secure SMS address book is encrypted and 
stored on the phone. In this manner, if the phone is lost or 
stolen, those with access to the phone may be prevented from 
extracting personal contact information (or other sensitive 
information) from the phone. 
0072 The user's message is encrypted and sent to gateway 
115 (step 630). As previously discussed, a determination is 
made as to whether the receiving user has module 201 loaded 
on its phone (step 612). If the user has module 201 loaded on 
its phone, then the user receives a secure SMS or MMS 
message on their phone in module 201 (step 614). An 
acknowledgement (for example, a delivery confirmation) is 
sent back to the sender of the message (step 616). Once the 
receiving user opens the message it received (step 618), then 

Jun. 16, 2011 

another acknowledgement (for example, a read confirmation) 
is sent to the sender via server 15 or gateway 115 confirming 
that the user opened the message (step 620). In certain 
embodiments, when a user replies to or forwards a message, 
a message identification is included in the message to enable 
tracking of which message was replied to, forwarded, and the 
like. In some embodiments, additional information may be 
embedded into the message, for example a total number of 
messages, a number representing the Sub-message in the mes 
sage chain, and the like. In this manner, a “thread of related 
messages may be managed. 
0073. In various embodiments, the sender could log into a 
website associated with server 15 or gateway 115 to deter 
mine if the message has been delivered and opened. In 
another example, when the receiving user opens the message, 
module 201 automatically deletes the message within a pre 
determined period of time after the message is opened. In 
another example, when the receiving user opens and closes 
the message, module 201 automatically deletes the message 
(either immediately or within a predetermined period of time 
after the message is closed). Server 15, gateway 115, or 
module 201 can create Such an automatic deletion process by 
including a field in the header of the message (or in the body 
of the message) with a command to delete the message upon 
one of the exemplary events (or other defined event, time 
period, and the like). Users and third parties can view the 
status of every message. For sent messages, users and third 
parties can tell when each message was sent, when each 
message was delivered, and when each message was opened 
(e.g., via time, date, and status information about the mes 
sage). For example, one or more icons may be provided (e.g. 
within module 201, via a web browser, and the like) in order 
to indicate the status of a particular message (e.g., sent, deliv 
ered, read, replied to, forwarded, deleted, and the like). 
0074. With reference now to FIG. 7 and in some embodi 
ments, third parties 31, 32, and 33, and/or users 21, 22, and 23 
can elect to wipe their phone (e.g., delete one or more items of 
information or data) remotely (step 702). For example, if a 
phone is lost, misplaced, or no longer being used, wiping the 
phone of any personal information, messages, or other infor 
mation may be desired. Third parties 31, 32, or 33, and/or 
users 21, 22, or 23 may utilize a secure SMS API or other 
method to send a wipe command to one or more phones (step 
704). In one example, the user can access the third party's 
website or server 15 in order to send a wipe command to the 
user's phone (step 706). Gateway 115 authenticates the user, 
encrypts a wipe command, and sends the encrypted wipe 
command to the user's phone via a SMS or MMS message, or 
via other Suitable method (e.g., within the body of a message, 
in the header of a message, and the like) (step 708). Module 
201 on the user's phone receives the encrypted wipe com 
mand and decrypts the encrypted wipe command (step 710). 
A secure SMS database (created by module 201) on the user's 
phone is deleted based on the decrypted wipe command (step 
712). Moreover, a wipe command may also result in deletion 
of data other than or in addition to a secure SMS database. For 
example, via a wipe command, the memory contents of a 
phone or data for other applications may be at least partially 
and/or entirely wiped, deleted, reset, and the like. Addition 
ally, module 201 may be configured to automatically wipe a 
secure SMS database and/or an entire phone memory respon 
sive to repeated failed local authorization attempts or other 
reasons as desired. In this manner, security of data located on 
a phone may be enhanced. 
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0075 Moreover, in various embodiments, one or more 
components of system 100 may be configured to log, record, 
or otherwise monitor communications between a phone and a 
server, for example, to detect attempts to “spoof or otherwise 
impersonate a phone or other telecommunications device, or 
otherwise misrepresent the origination or other attributes of 
one or more messages. System 100 may also inform a user, a 
system administrator, a third party, and the like, of the con 
tents of such records, for example, attempts to spoof a user's 
identity or to send messages purporting to come from a par 
ticular user or a particular mobile device. 
0076 Turning now to FIG. 8, in some embodiments, a user 
sends a message from one phone to another (e.g., from phone 
41, 42, or 43 to phone 41, 42, or 43) in a secure manner (step 
802). Prior to sending the message, the message is encrypted 
on the first phone (e.g., using a first encryption key) (Step 
804). The encrypted message is sent to gateway 115 (or server 
15) (step 806) and gateway 115 (or server 15) receives the 
encrypted message (step 808). The encrypted message is 
decrypted at gateway 115 (or server 15) (e.g., using the first 
encryption key) (step 810). A determination is made as to 
whether the message is from one phone to another of a user 
(step 812). If the message is not from one phone to another of 
a user (e.g., from a user phone to a third party), then the 
message is sent to the third parties server, for example using 
Web Services, Java remote method invocation (RMI), 
HTTP/S Post, and the like (step 814). A delivery confirmation 
may then be sent to the phone. If the message is from one 
phone to another of a user, then the message is encrypted (e.g., 
using a second encryption key) at gateway 115 (or server 15) 
for the recipient user (step 816). The encrypted message is 
sent to the receiving user's phone (step 818). The receiving 
user's phone receives the encrypted message. (step 820). A 
delivery confirmation is sent to gateway 115 (or server 15) 
that the message was delivered to the receiving user's phone 
(step 822). The encrypted message is decrypted (e.g., using 
the second encryption key) at the receiving user's phone and 
opened. A delivery confirmation may be displayed on the 
sender's phone by changing the icon associated with the sent 
message, or may be shown on a status page. Once the receiv 
ing user opens the decrypted message, an open acknowledge 
ment or other Suitable read confirmation is sent to gateway 
115 (or server 15) (step 824). Gateway 115 or server 15 may 
forward the open acknowledgement to the sender's phone. 
The open acknowledgement may be displayed on the sender's 
phone by changing the icon associated with the sent message, 
may be shown on a status page, and/or the like. 
0077. In various embodiments, the original message sent 

is encrypted differently than the message finally received, so 
that only users or third parties who have the relevant 
encrypted key can decrypt, open, and read the message. Each 
user or third party can have their own unique key, so that one 
user or third party cannot access, open, or read another user or 
third party's message. Each unique key can also be changed as 
desired, for example periodically, for additional security. 
Moreover, a user may modify its own encryption key manu 
ally or at a specific time interval. This key change made by the 
user is communicated to gateway 115 to keep module 201 in 
synchronization with gateway 115. Moreover, the encryption 
key associated with a particular mobile device may be stored 
off the mobile device for additional security. 
0078. In certain embodiments, an encryption key associ 
ated with a particular module 201 may be updated. Gateway 
115 is configured with two encryption keys per module 201, 
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a current key and a new key. Module 201 is configured to use 
the current key. Responsive to a predetermined interval, a key 
change request from module 201, and/or a key change 
instruction from gateway 115, module 201 is configured to 
replace the current key with the new key. The current key is 
kept active on gateway 115, and a new key is generated. A key 
change command, including the new key, is sent to module 
201. The status of module 201 is changed to from “current to 
“pending'. Messages to and from module 201 are held in a 
queue on gateway 115 until the status of module 201 returns 
to “current'. 

0079. When the key change command is received by mod 
ule 201, module 201 stores the new key in place of the current 
key, and transmits a key change acknowledgement to gateway 
115 using the new key. When gateway 115 receives the key 
change acknowledgement from module 201, the new key is 
copied to the current key, and the new key is set to a blank 
value. The status of module 201 is changed to “current'. 
Messages in the queue for module 201 may then be processed 
utilizing the current key (which was formerly the new key), 
and messages sent and/or received using the oldkey (formerly 
the current key) will fail and may be logged. 
0080. In the event module 201 does not return a key 
change acknowledgement after a key change command is 
sent to module 201, gateway 115 may re-send the key change 
command to module 201 one or more times. If a key change 
acknowledgement is not received from module 201, for 
example within a predetermined time period, in response to a 
predetermined number of transmitted key change commands, 
and the like, the status of module 201 may be changed to 
“suspended. Moreover, gateway 115 may be configured to 
periodically check all pending key change requests, resend 
key change commands, and/or disable one or more modules 
201, as appropriate. 
I0081. If module 201 is suspended responsive to an uncom 
pleted key change, or disabled by an administrator associated 
with gateway 115, module 201 may be required to re-register 
withgateway 115. Upon re-registration with gateway 115, the 
status of module 201 may be set to “current and queued 
messages for module 201 may be processed. 
0082 Invarious embodiments, one or more messages may 
be queued and/or otherwise stored on gateway 115. Messages 
queued on gateway 115 may be encrypted via a third encryp 
tion key, for example a storage encryption key associated with 
gateway 115. Queued messages may be marked for automatic 
or manual processing. Messages marked for automatic pro 
cessing may be processed when the associated module 201 
returns to "current status. Messages marked for manual pro 
cessing may be processed via a system administrator or other 
manual process. Messages may be kept in a queue for a 
predetermined period of time, for example three days. Mes 
sages which have been in a queue longer than a predetermined 
period of time may be archived. 
0083. As discussed above, in various embodiments, mod 
ule 201 may have a status associated therewith, for example 
“pending”, “whitelisted”, “current”, “suspended”, “dis 
abled', and the like. A whitelisted module 201 has been 
placed on a whitelist but has not registered with gateway 115. 
A current module 201 has registered with gateway 115 and its 
encryption key is up-to-date. A pending module 201 has 
registered with gateway 115 and a key change command has 
been sent to module 201, but a key change acknowledgement 
has not yet been received from module 201. A suspended 
module 201 has registered withgateway 115 and a key change 
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command has been sent to module 201, but a key change 
acknowledgement has not been received from module 201 
within an allowed time, within a predetermined number of 
requests, and the like. A disabled module 201 was once reg 
istered with gateway 115, but has been disabled by an admin 
istrator or other Supervisory entity associated with gateway 
115, for example in response to an unpaid bill, a report of a 
lost mobile device, repeated entry of an incorrect password, 
and the like. 

0084. When module 201 is pending, messages may be 
queued. When module 201 is whitelisted, messages may be 
queued. When module 201 is current, messages may be pro 
cessed. When module 201 is suspended, messages may be 
queued. When module 201 is disabled, messages may be 
flagged as invalid and/or deleted. Moreover, module 201 may 
be associated with any appropriate status, and messages asso 
ciated with module 201 may be queued, processed, deleted, 
and the like, in any suitable manner to enable secure commu 
nications between module 201 and gateway 115. 
0085. A message sender can run reports to determine 
which messages have been received and/or read/opened. 
Moreover, server 15 and/or gateway 115 may be configured to 
store various information related to a user, for example a 
“mirror” or duplicate copy of one or more items of informa 
tion stored on a users phone (e.g. personal information, credit 
card information, identification information, financial infor 
mation, health records, and the like), records of user messages 
sent and received, and the like. Because server 15 and/or 
gateway 115 may track, monitor, and/or store each message in 
and out of server 15 and gateway 115 (and whether the mes 
sage was delivered and opened, and the like). Such tracking of 
information can be used for compliancy reports (e.g., under 
the Sarbanes-Oxley Act or Federal Information Security 
Management Act), audit trail evidence, internal company 
control of information within company (e.g., through infor 
mation technology) or in and out of company, fraud risk 
assessment and detection, or any other desired use. Since 
gateway 115 tracks delivery of every message, gateway 115 
can be configured to resubmit a message that has not been 
delivered (e.g., due to error or any other reason). Gateway 115 
can be configured to set the duration between resubmission of 
a message to a predetermined period of time or based on the 
status of the message (e.g., received, opened, and the like). 
I0086. The present disclosure also provides various meth 
ods, including, for example, methods of managing informa 
tion for a number of users, methods of authorizing actions, 
methods of authenticating transactions, methods of authenti 
cating access, and methods of alarming as to proximity to a 
location. FIGS.9 and 10 illustrate examples of such methods, 
and different methods in accordance various embodiments 
may include a selection of the operations or acts shown in 
FIGS. 9 and 10, described herein, or both, which may be 
performed or accomplished in the order presented, or in many 
embodiments, in a different order. 
0087 Turning now to FIG. 9, this figure is a flowchart 
illustrating examples of various methods, including, for 
instance, methods of managing information for a number of 
users using the Internet and mobile phones of the users. Many 
embodiments have some but not all of the acts shown in FIG. 
9. In certain embodiments, method 900 includes receiving 
information from a user (act 905). This may include, in some 
embodiments, at least for some of the users, receiving a first 
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set of personal information (e.g., of the user) from the user 
through at least one of the Internet and the mobile phone of 
the user. 

I0088 For example, user 23 shown in FIG. 1 may access 
website 65 through computer 13 and the Internet 10, may 
open an account, and may enter information, select options, 
etc. Information that may be entered or selected may include, 
for example, names of financial institutions, account num 
bers, names of airlines, frequent flyer numbers, names of 
insurance companies, insurance policy numbers, driver's 
license numbers, passport information, and the like. In some 
cases, this personal information may be complete, while in 
other cases, the first set of personal information may include 
information to facilitate receipt or completion of information 
from one or more third parties (e.g., 31 to 33), such as by 
identifying the third parties, accounts, and the like. 
I0089. Further, in some embodiments, the first set of per 
Sonal information includes identification of information that 
is important to the user, which may include one or more 
criteria for alarming. Such a criteria (e.g., received inact 905) 
may be entered by the user or selected from one or more 
menus, for example. The criteria may include, for instance, an 
election to receive an alarm if a withdrawal, debit, or charge 
from a financial account exceeds a threshold that is entered or 
selected by the user. In some embodiments, the criteria (e.g., 
received in act 905) may include a selection or indication of 
whether the user is to receive alarms throughout the day, or 
only during certain hours of the day, as another example, 
which may vary depending upon the nature of the alarm or the 
particular threshold. Other examples of alarms include 
whether travel departure times, departure locations, or the 
like, have changed, whether bills are due, whether insurance 
coverage has expired, whether stock prices have changed, 
whether weather conditions or forecasts, or other environ 
mental conditions meet a certain criteria, whether a document 
or credential is about to expire, whether someone has 
requested a particular action or access, whether children have 
traveled into a region of concern, etc. 
0090. In certain embodiments, method 900 further 
includes downloading a mobile phone module (act 910). In 
Some embodiments, for example, for multiple users, the user 
instructs the server (e.g., 15) or selects at a website (e.g., 65) 
to download a mobile phone module, for example, second 
software module 72, 77, or both, shown in FIG. 1. In a par 
ticular embodiment, for instance, second software module 72 
is downloaded from first software module 61 through the 
Internet 10 and mobile phone network 40 to mobile phone 41, 
upon instruction by user 21. In other embodiments, software 
module 72 may be downloaded to mobile phone 43, for 
example, through the Internet 10, and computer 13, for 
instance, through a USB port or a wireless network. In other 
embodiments, software module 72, 77, or both, may be 
loaded onto the phone at a store where the mobile phone was 
purchased, or at an establishment of the entity that controls 
server 15, that operates website 65, or that provides a service 
or system of managing information for a number of users. 
0091. In a number of embodiments, and in the particular 
embodiment shown in FIG.9, method 900 includes receiving 
information from third parties (act 915). In some embodi 
ments, for example, for each of multiple users, this act (915) 
includes receiving a second set of personal information of 
each user from at least one third party, for instance, through a 
network (e.g., the Internet 10). In many embodiments, this act 
(915) may be performed or accomplished, for a particular 
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user, after receiving personal information (act 905) from that 
particular user, which may identify the third party, provide 
information with which the third party can identify the par 
ticular user, identify particular information that the particular 
user authorizes or requests be provided from the third party, 
identify bank accounts, etc. 
0092. In many embodiments, the user may directly request 
a third party to send the information. For example the user 
may visita third party website (e.g., via the Internet 10), login 
to the third party website and provide information to the third 
party through the website to identify the user in system 100 
(FIG. 1), which would also indicate the user's willingness for 
the third party to send the information. In various embodi 
ments, the information received from the third parties (e.g., in 
act 915) may include one or more account balances, one or 
more descriptions of account transactions (e.g., an amount of 
a withdrawal, which may include, who the withdrawal is to). 
flight information, changes in flight information, insurance 
information, loyalty information, passwords, pass codes, cal 
endar entries, navigational information, account numbers, 
bank card numbers, location information concerning regions 
of concern, etc. 
0093. In certain embodiments, method 900 further 
includes selecting a fraction of the information (act 920). In 
Some embodiments, for example, a fraction of the informa 
tion received from the third parties (e.g., in act 915) may be 
selected, for example, by the first software module 61. As 
used herein, “selecting a fraction of certain information 
means selecting less than all of that information. For example, 
particular Subsets or nuggets of the information may be 
selected. In some embodiments, the fraction of the informa 
tion may be selected (e.g., in act 920) using a criteria that has 
been predefined (e.g., in module 61). In some embodiments, 
the fraction of the information may be selected (e.g., in act 
920) using the criteria (e.g., received in act 905). 
0094. In various embodiments, in act 920, particular infor 
mation is selected that is considered to be of particular impor 
tance or concern to the user. Examples include changes in 
departure time, status, or departure location for a flight that 
the user is booked on, withdrawals from an account that 
exceed a threshold, account balances, etc. In particular 
embodiments, for each of a more than one of the users, for 
instance, act 920 may include selecting a fraction of the 
second set of personal information described herein, while in 
various embodiments, act 920 may include selecting a frac 
tion of the first set of personal information instead, or in 
addition. 

0095 Various embodiments include encrypting the frac 
tion of the information (act 925). The information that is 
encrypted may be the fraction of the information that is 
selected in act 920, for example. In some embodiments, a 
fraction of the second set of personal information is encrypted 
(e.g., in act 925), for example. Information may be encrypted 
(e.g., in act 925), for instance, to maintain its confidentiality. 
Information may be encrypted (e.g., in act 925), for example, 
using PGP (pretty good privacy), public-key cryptography, 
asymmetric key encryption, or the like, as examples. 
0096. Further, various embodiments include compressing 
the fraction of the information (act 930). The information that 
is compressed may be the fraction of the information that is 
selected in act 920, for example. In some embodiments, a 
fraction of the second set of personal information is com 
pressed (e.g., in act 930), for instance. Information may be 
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compressed (e.g., in act 930), for example, to make it easier, 
quicker, or less expensive to transmit, store, or both. 
0097. In different embodiments, information may be com 
pressed (e.g., in act 930), encrypted (e.g., in act 925), or both, 
in either order. In some embodiments, method 900 further 
includes, for each of multiple users, before the transmitting of 
the fraction of the second set of personal information (e.g., act 
935), for example, to the user's mobile phone, at least one of 
encrypting (e.g., act 925) the fraction of the second set of 
personal information (e.g., selected in act 920), and com 
pressing (act 930) the fraction of the second set of personal 
information (e.g., selected in act 920). In certain embodi 
ments, the encrypting (e.g., act925), and the compressing (act 
930), for example, of the fraction of the second set of personal 
information (e.g., selected in act 920), may be repeated, for 
instance, along with other acts, as described herein. 
0098. In certain embodiments, method 900 also includes 
transmitting information (act 935). Such information may 
include, for example, the fraction of the second set of personal 
information (e.g., selected in act 920). In various embodi 
ments, the receiving (act 905), for example, of the first set of 
personal information, the receiving (act 915), for example, of 
the second set of personal information, the selecting of the 
fraction (act 920), and the transmitting of the fraction (act 
935), are all performed by the first software module 61 resid 
ing on server 15 connected to the Internet 10. And in some 
embodiments, the first software module 61 further forms the 
(at least one) Internet website 65. In some embodiments, 
methods include, for example, for each of multiple users, 
transmitting the fraction (e.g., selected in act 920) of the 
second set of personal information to the user's mobile phone, 
for example, through the mobile phone network (e.g., net 
work 40 shown in FIG. 1) for storage on the user's mobile 
phone, for instance, using second software module 72 (e.g., 
residing on the phone). 
0099. In this embodiment, method 900 further includes 
evaluating whether information satisfies one or more criteria 
(act 940). Such criteria may be, as described herein, or pro 
vided or selected by the user (e.g., in act 905). If the informa 
tion (e.g., the fraction of the information selected in act 920, 
transmitted in act 935, or both) satisfies the criteria (e.g., for 
alarming, for instance, as determined in act 940), then an 
alarm may be provided (act 945). In some embodiments, the 
method includes, for each of multiple users, for example, 
using the second software module, providing an alarm to the 
user (act 945) if at least a portion of the fraction of the second 
set of personal information satisfies the criteria. Such an 
alarm (e.g., of act 945) may be audible, visual, or, for 
example, in the form of a vibration. In some embodiments, a 
sound or vibration may be produced by the mobile phone of 
the user (e.g., in act 945), and the reason for the alarm may be 
displayed on the screen of the phone, for instance. In some 
embodiments, the default ring tone of the phone or an existing 
phone ring setting may be used for the alarm (e.g., in act 945), 
as examples. 
0100. In some embodiments, the user may be prompted to 
acknowledge the alarm or the description of the reason for the 
alarm, or may be asked to make a response or take an affir 
mative action to provide consent, for example, for the reason 
for the alarm or an event described in the description. For 
example, if the reason for the alarm is that a withdrawal has 
been made from the user's bank account, the mobile phone 
may ring or vibrate. The user may then open the phone or 
press a button on the phone to acknowledge the alarm. The 
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phone may then display the amount of the withdrawal, for 
example, along with a description of the account, and of the 
transaction. In some embodiments, the user may be asked to 
make a selection to provide consent to the withdrawal, for 
instance. In another scenario, the phone may ring to provide 
an alarm that the user's flight has been delayed, as another 
example. The user may open the phone to acknowledge the 
alarm, and a brief description of the delay, and new estimated 
departure time, may be provided on the screen of the mobile 
phone, for instance. Other examples are described herein. 
0101. In some such methods, for example, for each of a 
number of the users, the first set of personal information (e.g., 
received in act 905) includes an identification of at least one 
financial account, the second set of personal information 
(e.g., received in act 915) includes an identification of depos 
its into the account, withdrawals from the account, and a 
balance of the account, and, the providing of an alarm (act 
945) includes at least one of alarming ifa withdrawal exceeds 
a first threshold identified within the criteria (e.g., received in 
act 905), and alarming if the balance of the account drops 
below a second threshold identified within the criteria. As 
used herein, such a “withdrawal' may be a debit from, or a 
charge to, the account, as examples. 
0102. As another example, in some methods, for each of a 
plurality of the users, the first set of personal information 
(e.g., received in act 905) includes at least one of travel 
information (e.g., frequent flyer information Such as a fre 
quent flyer identification number) and an identification of at 
least one of a common carrier (e.g., an airline) and a travel 
agent. Further, in some embodiments, the second set of per 
sonal information (e.g., received in act 915) includes travel 
itinerary, which may include identification of a departure time 
and a departure location, for example. And the providing of an 
alarm (act945) may include alarming if there is a change in at 
least one of the departure time and the departure location, in 
Some embodiments. In many embodiments, if the informa 
tion (e.g., the fraction of the information selected in act 920, 
transmitted in act 935, or both) does not satisfy the criteria 
(e.g., for alarming, for instance, as determined in act 940), 
then an alarm may not be provided, and act 945 may be 
skipped, at least for that particular iteration of method 900. 
(0103. In various embodiments, method 900 further 
includes transmitting information to a different party (act 
955). In many such embodiments, the user may (e.g., first) 
select, or otherwise provide instructions or commands to send 
certain information to the third party (evaluated in act 950). In 
particular, in Some embodiments, (e.g., in the order indicated 
or in another order), at least for several of the users, method 
900 may include, upon instruction by the user (e.g., evaluated 
in act 950), transmitting (e.g., in act 955) at least a portion of 
the second set of personal information (e.g., received in act 
915, selected in act 920, transmitted in act 935, or a combi 
nation thereof) to a different party mobile phone. In some 
embodiments, this may be accomplished through the mobile 
phone network (e.g., 40) for storage on the different party 
mobile phone, for instance, for access by the different party. 
0104 Referring to FIG. 1 for an example, user 21 may 
provide an instruction or command (e.g., in act 950), for 
instance, through user 21's mobile phone 41, to send at least 
a portion of the information received (e.g., in act 935), to 
different user 22, specifically, via mobile phone 42. In differ 
ent embodiments, mobile phone 41 may send the portion of 
the information to mobile phone 42, for example, through 
mobile phone network 40, or mobile phone 41 may instruct 
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server 15 or first software module 61 to send the portion of the 
information to mobile phone 42, for instance, through the 
Internet 10, mobile phone network 40, or both, as examples. 
In some embodiments, delivery may be certified, or delivery 
may be tracked and the sender may be notified when delivery 
has been accomplished, or alternatively, when delivery has 
been unsuccessful. 

0105. In some embodiments, the first software module 61 
receives a command (e.g., in act 950) from the user (e.g., 21), 
for instance, through mobile phone network 40, and upon the 
receipt of the command (e.g., in act 950), transmits (e.g., in 
act 955) at least a portion of the nuggets (e.g., 78) or fraction 
of the personal information to the different party (e.g., 22) 
through the Internet 10. In some embodiments, the system 
(e.g., system 100) may send the particular information, frac 
tion thereof, or nuggets in different ways (e.g., in act 955), 
depending on whether the different party is a user of system 
100 e.g., has visited website 65 and elected to have their 
personal information managed by System 100, or has down 
loaded (e.g., act 910) or otherwise received, or has installed, 
the second software module 72 on their mobile phone. 
0106. In some embodiments, the user (e.g., 21) may select 
(e.g., in act 950) at least a portion of the personal information 
that is stored on the mobile phone (e.g., 41), select or enter 
(e.g., inact 950) an identifier of at least one of a different party 
(e.g., 22) and a different party mobile phone (e.g., 42), and 
elect (e.g., in act 950) to send (e.g., in act 955) the at least a 
portion of the personal information to the different party 
mobile phone (e.g., 42). In many embodiments, the first soft 
ware module 61 evaluates whether the different party mobile 
phone (e.g., 42) contains a copy of the second Software mod 
ule 72, and if the different party mobile phone (e.g., 42) 
contains a copy of the second software module 72, then the 
first software module 61 sends (e.g., in act 955) the portion of 
the personal information to the copy of the second software 
module 72 on the different party mobile phone (e.g., 42), for 
example, through the mobile phone network 40 (e.g., by 
SMS). In some embodiments, delivery may be certified, or a 
notification message may be sent (e.g., by SMS to user 21) 
when delivery has been accomplished, or alternatively, after a 
certain amount of time or number of attempts when delivery 
has been unsuccessful. 
0107. In particular embodiments, for example, the portion 
of the second set of personal information (e.g., transmitted in 
act 955) includes a travel itinerary, for instance. Thus, in some 
embodiments, a user is able to conveniently send their travel 
itinerary to another person. In FIG.9, in many embodiments, 
if the user does not instruct particular information to be sent to 
a different party, then the act of transmitting information to a 
different party (act 955) is omitted, at least for that iteration of 
method 900. 

0.108 Still referring to FIG. 9, in many embodiments, 
method 900 further includes receiving a local signal (act960), 
transmitting a local signal (act965) or both. As used herein, a 
local signal is a signal that is transmitted and received without 
going through the main transmitter that the mobile phone uses 
for placing telephone calls and without going through the 
main receiver that the mobile phone uses for receiving tele 
phone calls. In addition, a local signal does not go through the 
mobile phone network (e.g., 40). For example, a local signal 
from mobile phone 42 may be transmitted by local transmitter 
or communications device 82 and received (i.e., directly) by 
reader or communications device 88, or vice versa. Examples 
of local signals include near field communication (NFC) sig 
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nals and Bluetooth communication signals, for example, that 
use transmitters, receivers, or both (e.g., device 82), on the 
mobile phone that are separate from the transmitter and 
receiver that are used for telephone conversations. 
0109. In particular embodiments, method 900 further 
includes, for each of multiple users, using signal receiving 
hardware (e.g., device 82 shown in FIG. 1) located on the 
user's mobile phone (e.g., 42), and using the second Software 
module (e.g., 72), under the control of the user (e.g., user 22), 
receiving (e.g., in act 960) a local signal from a transmitter 
(e.g., device 88) within proximity to the mobile phone (e.g., 
42). Further, some embodiments include, for example, for 
each of a number of the users, using local signal transmitting 
hardware (e.g., device 82) located on the user's mobile phone 
(e.g., 42), and using the second software module (e.g., 72), 
under the control of the user (e.g., 22), transmitting a local 
signal (e.g., in act 965) that includes at least a portion of at 
least one of the first set of personal information (e.g., received 
in act 905) and the second set of personal information (e.g., 
received in act 915) to a reader (e.g., device 88) within prox 
imity to the mobile phone (e.g., 42). As used herein, "proX 
imity”, in this context, means within ten (10) feet, and “close 
proximity” means within one (1) foot. 
0110. In particular embodiments, for example, for each of 
several of the users, the first set of personal information (e.g., 
received in act 905) includes at least one of loyalty informa 
tion and identification of at least one of a merchant and a 
service provider, and at least one of the first set of personal 
information (e.g., received in act 905) and the second set of 
personal information (e.g., received in act 915) includes the 
loyalty information. Further in some such embodiments, the 
local signal (e.g., transmitted in act 965) includes at least a 
portion of the loyalty information, and the transmitting of the 
local signal (e.g., act 965) includes transmitting the at least a 
portion of the loyalty information to at least one of the mer 
chant and the service provider. Such a merchant and service 
provider are examples of the third parties 31 to 33 shown in 
FIG. 1, for example. Thus, a user (e.g., 22) may be able to use 
their mobile phone (e.g., 42) to store and provide loyalty 
information, for example, a COSTCO membership, member 
ship to a health club, a SAFEWAY card, etc. In some embodi 
ments, insurance information may be handled in Such a man 
ner, or similarly. 
0111 Local signals (e.g., between devices 82and88) may 
also (or instead) be used to make purchases or payments. In 
certain embodiments, as an example, for each of multiple 
users, the first set of personal information (e.g., received in act 
905) includes at least one of bank card information and an 
identification of at least one of a bank and a bank card pro 
vider. Such a bank or a bank card provider may be further 
examples of the third parties 31 to 33 shown in FIG. 1, for 
instance. In some embodiments, at least one of the first set of 
personal information (e.g., received in act 905) and the sec 
ond set of personal information (e.g., received in act 915) 
includes the bank card information, the local signal (e.g., 
transmitted in act 965) includes the bank card information, 
and the transmitting of the local signal (e.g., in act 965) 
includes transmitting the bank card information to at least one 
of the merchant and the service provider to make or authorize 
a payment, as examples. As used herein, the phrase “bank 
card” includes, for example, credit cards and debit cards, 
whether or not issued by a bank. 
0112 In some embodiments, for instance, using near field 
communications, a user (e.g., 22) can Swipe his or her phone 
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(e.g., 42, or specifically, device 82) past an NFC reader (e.g., 
device 88) to communicate the user's bank card number or 
information for payment for goods or services, thus eliminat 
ing the need to carry or present the bank card. 
0113. In certain embodiments, method 900 further 
includes organizing certain information (act 970), for 
example, information that is handled by system 100. For 
example, in many embodiments, the second software module 
72 organizes (act 970), at the mobile phone (e.g., 41), the 
fraction (e.g., nuggets 78, 79, or both) of the second set of 
personal information (e.g., selected inact 920 and transmitted 
in act 935), which may include, in various embodiments, 
where applicable, decrypting the information, decompress 
ing the information, making the fraction of the second set of 
personal information accessible to the user (act 975), for 
instance, on the user's mobile phone, or a combination 
thereof. In some embodiments, for each of multiple users, the 
second software module (e.g., 72) organizes (act 970) the 
fraction of the second set of personal information based on 
topic and makes the fraction of the second set of personal 
information (e.g., nuggets 78, 79, or both) accessible (act 
975) to the user (e.g., 21), for instance, based on the topic of 
the information (e.g., in folder or folders 76). 
0114. In various embodiments, some or all of the acts of 
method 900 may be repeated. For example, in some embodi 
ments (e.g., for each of some or all of the users) method 900 
may involve repeating, at least a number of times, the receiv 
ing (act 915), for example, of the second set of personal 
information, the selecting of the fraction (act 920), and the 
transmitting of the fraction act 935). In many embodiments, 
where applicable, the encrypting (act 925), compressing (act 
930), providing of an alarm (act 945), transmitting of infor 
mation to a different party (act 955), receiving or transmitting 
(or both) of local signals (acts 960, 965, or both), the orga 
nizing of the information (act 970), the providing of the 
information to the user (act 975) or a combination thereof, 
may be repeated, as appropriate. Further, in Some embodi 
ments, the receiving of information from the user (act 905) 
may be repeated, but may be repeated less often than certain 
other acts, such as the receiving of information from third 
parties (act 915), for instance. 
0.115. In many embodiments (e.g., for each of multiple 
users), the repeating includes (e.g., as part of act 970) replac 
ing at least a portion of the fraction of the second set of 
personal information that is stored on the user's mobile 
phone, while maintaining the organization of the information, 
for instance, based on the topic of the information. Further, in 
various embodiments, for each of more than one of the users, 
the repeating includes (e.g., as part of act 970) synchronizing 
at least a portion of the fraction of the second set of personal 
information that is stored on the user's mobile phone with 
corresponding personal information that was already stored 
on the mobile phone, while maintaining the organization of 
the information based on the topic of the information. As used 
herein, “synchronizing of information includes both replac 
ing and appending the information, while sorting or main 
taining a sorted organizational structure based on topic. Top 
ics may include, for example, travel information, account 
information (which may be sorted for different accounts), 
bank card information, loyalty information, insurance infor 
mation, etc. 
0116. In various embodiments, a user (e.g., 22) may be 
able to use a mobile phone (e.g., 42) to gain access to a 
physical space. Such as an elevator, floor or area of a building, 
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parking garage, etc. Access may be obtained, in some 
embodiments, for example, bypassing the phone (e.g.,42) by 
or over a reader (e.g., communications device 88), transmit 
ting a local signal (e.g., in act 965), for example, using near 
field communication (NFC). In some embodiments, for 
instance, user 22 selects the desired code or number on phone 
42, and then rubs phone 42 against the reader or device 88 or 
passes phone 42 over or by device 88. In certain embodi 
ments, user 22 may provide or select the code by name, for 
example, “elevator, which may be selected from a menu on 
mobile phone 42 or input as a voice command, for instance. 
0117. In some embodiments, phone 42 may then transmit 
(e.g., in act 965) a local signal containing a code that the 
reader (e.g., device 88) will understand, for example, to iden 
tify user 22. In Such embodiments, phone 42 may have local 
transmitter or communications device 82, which may be an 
NFC antenna, for example. In some embodiments, an NFC 
antenna (e.g., local transmitter or device 82) may be retrofit 
ted onto a preexisting phone 42 by replacing a back or battery 
cover of the phone with a cover having an antenna, circuitry, 
or both. In other embodiments, an NFC antenna (e.g., local 
transmitter or device 82) may be an original equipment com 
ponent of phone 42, for example. 
0118. Some embodiments may use (e.g., for local trans 
mitter or communications device 82) Bluetooth communica 
tion for particular functions in addition to or instead of NFC. 
For example, Bluetooth may be used for access to parking 
areas, and a user carrying a phone may be given access in 
some embodiments without a need to open the car window. 
Other embodiments may use WiFi or other forms of commu 
nication Such as infrared, bar codes, or the like. And in some 
embodiments, transponders may be used. In addition to pro 
viding access, such use of mobile phones and local signals 
may be used to track who has accessed particular areas, track 
movement of employees or other people, Verify that employ 
ees are working quickly enough, Verify that employees or 
others are traveling at safe speeds, track work or break times, 
etc., which may be published in one or more reports. 
0119. In some embodiments, a user (e.g., 22) may make 
selections, identify desired actions, provide assent, or per 
form other affirmative acts, by passing the phone (e.g., 42) by 
a reader (e.g., device 88) or a combination of several readers. 
For example, a user in a store may obtain information on a 
particular product by passing the user's phone by a particular 
reader (e.g., device 88). Or, in Some embodiments, a user may 
identify potential gifts for a bridal registry or identify a large 
item to be picked up at the register, as other examples. Further, 
in particular embodiments, a user may be able to Subscribe, in 
Such a manner, to particular advertisements, for example, for 
a particular type of product or from a particular source. Fur 
ther, phone 42 may be able to be used in a similar manner, in 
Some embodiments, by passing phone 42 past reader or 
device 88, to show membership (e.g., to COSTCO or to a gym 
or country club) to obtain frequent flyer miles, to get dis 
counts that are provided to holders ofloyalty cards, or the like. 
In other embodiments, a user may make affirmative acts in 
other ways, for example, responding to questions displayed 
on a phone by pressing one or more buttons, for example, on 
the phone. 
0120 In some embodiments, a phone may provide identi 
fication of the user. For example, phone 42 may contain and 
provide user 22’s driver's license number, social security 
number, credit card number, account number, address, phone 
number, employee ID number, birth certificate, proof of citi 
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Zenship, proof of legal residency, security clearance, passport 
number, visa number, criminal record, credentials, badge 
number, or the like, for example, through transmitter or local 
communications device 82. For example, in particular 
embodiments, in an airport, the phone may indicate a higher 
level of security which may permit the user to bypass of some 
or all of security. In addition, in certain embodiments, if a 
phone is lost or stolen, the authorized user may be able to wipe 
the phone of personal information, locate the phone, disable 
the phone, or a combination thereof, for example, with 
another phone or through website 65, for example. Such an 
action may be accomplished by sending instructions to the 
phone (e.g., through mobile phone network 40), and in the 
case of locating the phone, instructing the phone to provide its 
GPS coordinates, other location information, or both. In some 
embodiments, this may require entering at least one code or 
password, for instance. Further, it may be possible, in some 
embodiments, to reload the information back onto the phone, 
or onto a new or other phone, from an archive, for instance, at 
website 65. 

I0121. In some embodiments, the mobile phone (e.g., soft 
ware module 72 on phone 41) may prevent the user (e.g., 21. 
or another user who might not be authorized) from accessing 
module 201 or module 72 if the software (e.g., 72) or the 
phone (e.g., 41) has not been used for a specified period of 
time (for example, one minute, two minutes, and the like), if 
the user has failed to provide the correct password for the 
software (e.g., 72), if a remote lock command has been 
received by phone 41, and the like. Access to module 201 
and/or module 72 may afterward be restored, for example via 
entry of the correct password. In other embodiments, the 
software (e.g., software module 72 on phone 41) may provide 
the GPS coordinates of the phone (e.g., to module 61 on 
server 15) at regular intervals, upon accessing or exiting the 
Software (e.g., 72), upon accessing the phone, upon sending a 
secure message, upon turning the phone off, upon turning the 
phone on, upon running out of battery charge, or a combina 
tion thereof, as examples. In various embodiments, GPS coor 
dinates or other location data may be transmitted as a secure 
SMS message from module 72 on phone 41 to module 61 on 
server 15. Moreover, a delivery acknowledgement, an open 
acknowledgement, and/or the like, may also include GPS 
coordinates, timestamp information, cell tower triangulation 
information, and/or the like. 
I0122. In a number of embodiments, a mobile phone may 
contain insurance information, as an example of a topic of 
personal information, which may include, for example, proof 
of insurance (e.g., automobile or health insurance), coverage, 
payment dates, preferred providers, contract terms, and the 
like. In some embodiments, the user (e.g., 21 to 23) may be 
reminded (e.g., provided an alarm in act 945) to make pay 
ments, obtain expanded coverage, make or keep an appoint 
ment, or the like, via the phone (e.g., 41 to 43). For instance, 
in some embodiments, a user may be prompted (e.g., pro 
vided an alarm in act 945) through the phone to authorize 
payment, for example, for insurance, utilities, mortgage or 
lottery ticket payments, rent, credit card payments, various 
bills, etc. In another example, a user may be reminded (e.g., 
provided an alarm in act 945) to obtain automobile insurance 
for another country when traveling into or near that country, 
and in Some embodiments, it may be possible to purchase 
Such insurance over the phone, obtain proof of insurance on 
the phone, or both, as examples. 
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0123. As described herein, specific embodiments include, 
among other things, ways to communicate information to 
other electronic devices, and, in certain embodiments, ways 
to affirmatively make selections. In some embodiments, the 
electronic device or reader (e.g., device 88) may query the 
phone (e.g., 42) for the particular information that is needed, 
a handshake routine may be followed, or both. In some 
embodiments, an affirmative act of assent may be required, at 
least for certain functions, for example, to authorize a trans 
action or payment, or to authorize access. Such an act of 
assent may include, in Some embodiments, for example, user 
22 entering a personal identification number (PIN) or a pass 
word into a graphical user interface or keyboard on the mobile 
phone, providing a signature on a touch pad, providing a 
biometric, passing the phone (e.g., 42) by an NFC reader 
(e.g., device 88), or the like. 
0.124. Further, in some of these embodiments, for yet 
another example, the first Software module (e.g., module 61) 
includes programming instructions to receive (e.g., in act 
905) instructions from the user identifying at least one thresh 
old for alarm (e.g., used in act 940) for at least a portion of the 
particular information (e.g., nugget 78). In some of these 
embodiments, at least one of the first Software module (e.g., 
61) and the second software module (e.g., 72) includes pro 
gramming instructions to compare (e.g., in act 940) at least a 
portion of the particular information to the threshold. And in 
some such embodiments, at least one of the first software 
module (e.g., 61) and the second Software module (e.g., 72) 
includes programming instructions to provide an alarm (e.g., 
in act 945) to the user if the particular information passes the 
threshold (e.g., in act 940). 
0125. As mentioned, in some embodiments, certain meth 
ods of managing information for users using the Internet and 
mobile phones involve extracting information from e-mails 
and sending the information to the mobile phones. Particular 
such methods include (e.g., as or within act 915), an act of 
receiving e-mails, for instance, from third parties. For 
example, in some embodiments, for each of multiple users 
(e.g., users 21 to 23), method 900 includes an act of receiving 
at an information sorting Software module (e.g., 67), a plu 
rality of (e.g., select) e-mails containing information about 
the business of the user, wherein the user has caused the select 
e-mails to be sent to the information sorting Software module. 
A user may, for example, cause (e.g., select) e-mails to be sent 
to an information Sorting software module (e.g., 67) through 
the entering or selection of information (e.g., in act 905) or by 
downloading or enabling Software module or plug-in 17, as 
examples. 
0126 Such examples of method 900 may also include, for 
each of numerous users, using the information Sorting soft 
ware module (e.g., 67), an act of searching at least two of the 
select e-mails for at least one of keywords and identifying 
numbers, and also for each of multiple users, using the infor 
mation sorting software module (e.g., 67), an act of extracting 
the particular information from the select e-mails (e.g., act 
920). As used herein, this act of extracting particular infor 
mation does not mean or include forwarding or sending (e.g., 
in act 935) the whole e-mail. Rather, a portion (i.e., less than 
all) of the information within the e-mail is extracted (e.g., in 
act 920) to be sent (e.g., in act 935). 
0127. In a number of embodiments, such examples of 
method 900 also include, for each of numerous users (e.g., 
users 21 to 23 shown in FIG. 1), sending (e.g., in act 935) the 
particular information to the user's mobile phone (e.g., phone 

Jun. 16, 2011 

41 of user 21) through a mobile phone network (e.g., 40) for 
storage on the user's mobile phone (e.g., 41) and access by the 
user (e.g., 21). In some embodiments, the particular informa 
tion that is sent may be, contain, or be similar to, the nuggets 
(e.g., 78 and 79, and may be stored, for example, within folder 
76, by module 77, for example). In some embodiments, soft 
ware module 67 on server 15 may be a sorting software 
module, and may perform or initiate the acts of receiving the 
e-mails (e.g., act 915), searching for keywords or identifying 
numbers (or both) and extracting the particular information 
(e.g., in act 920), and in some embodiments, transmitting or 
sending (e.g., act 935) the particular information. In some 
embodiments, the particular information may be the same or 
similar to the fraction of the information described herein, for 
example, with reference to acts 920 to 935. 
I0128. In many embodiments, method 900 also includes 
acts of repeating, for example, multiple times, the searching 
(e.g., part of act 920), the extracting (e.g., part of act 920), and 
the sending (e.g., act 935). Various embodiments of such 
methods may be performed in various orders and may include 
additional acts. For example, in some embodiments, method 
900 may include, (e.g., for each of more than one of the users 
21 to 23), after the extracting of the particular information 
(e.g., in act 920), and before the sending of the particular 
information (e.g., in act 935), for example, to the user's 
mobile phone (e.g., 41 to 43), acts of encrypting the particular 
information (act 925), compressing the particular informa 
tion (act 930), or both. In some embodiments, the information 
sorting software module (e.g., 67), extracts the particular 
information (e.g., in act 920) only from a fraction of the select 
e-mails. In such embodiments, the e-mails may be searched 
for keywords or identifying numbers (or both) (e.g., in act 
920, or in a previous operation), and the particular informa 
tion may be extracted or selected (e.g., in act 920) only from 
the e-mails that have those keywords or identifying numbers. 
I0129. Further, in some embodiments, for multiple users, 
before the receiving of the (e.g., select) e-mails (e.g., in act 
915), method 900 also includes an act of configuring the 
user's e-mail handling software module (act 912). For 
example, the user's e-mail handling module may be config 
ured to automatically forward incoming e-mails from at least 
one particular third party (e.g., at least one of third parties 31 
to 33) to information sorting module 67. In such embodi 
ments, the select e-mails mentioned herein may include (or 
be) the incoming e-mails from the (at least one) particular 
third party (e.g., one or more of third parties 31 to 33). As an 
example, plug-in module 17 may be added to MICROSOFT 
OUTLOOK on computer 13 of user 23, and may provide 
functionality to automatically forward e-mails that are sent to 
an e-mail account of user 23 from particular senders to mod 
ule 67 (e.g., via the Internet 10). 
0.130. In other embodiments, a user's e-mail handling 
module may be configured, or a plug-in or software module 
may be added (e.g., module or plug-in 14), that will search 
e-mails for keywords or identifying numbers (or both), select 
the particular information, perform tasks associated with act 
920 or even acts 920 to 935, or a combination thereof, as 
examples, which may result in a select set of e-mails, the 
particular information, a fraction of the information, nuggets 
of information, or the like. In such embodiments, the user's 
computer (e.g., computer 13 of user 23), or software running 
on the computer (e.g., module or plug-in 14 on computer 13), 
may perform tasks described herein for software module 67. 
In some such embodiments, software module 67 may not be 
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needed. In other embodiments, on the other hand, some or all 
of such tasks may be performed at server 15, software module 
61, or software module 67, as examples. In different embodi 
ments, tasks described hereinas being performed by modules 
14, 17, and 67, may in other embodiments be described by 
others of such modules. 
0131 Moreover, some examples of method 900 further 
include, for various of the users (e.g., 21 to 23), for example, 
before the receiving of the select e-mails (e.g., in act 915), 
instructing (e.g., in act 905) at least one particular third party 
(e.g., of 31 to 33) to send e-mails containing information 
about the business of the user to the information sorting 
module (e.g., 67). These select e-mails may include (or be). 
for example, e-mails containing information about the busi 
ness of the user. In various embodiments, the users (e.g., 21 to 
23) may provide these instructions through the Internet 10 
(e.g., user 23 may provide these instructions via computer 
13), through their mobile phones (e.g., 41 to 43), or both. In 
addition, in various embodiments, users (e.g., 21 to 23) may 
provide these instructions through module 61 or website 65, 
or directly to the third parties (e.g., 31 to 33), for example, 
through the Internet 10, mobile phone network 40, or both. 
0.132. In some embodiments, as another example, the 
searching of the e-mails (e.g., in act 920 or otherwise) 
includes (e.g., for each of numerous users), searching for 
e-mails from at least one particular sender (e.g., from one 
particular e-mail address), and the extracting of the particular 
information (e.g., in act 920) includes extracting the particu 
lar information only from the e-mails from the at least one 
particular sender. 
0133. In particular embodiments, (e.g., for each of mul 

tiple users), method 900 may include acts of receiving 
instructions (e.g., in act 905) from the user (e.g., one of users 
21 to 23), and identifying at least one criteria or threshold for 
alarm for at least a portion of the particular information. In 
Some such embodiments, after the extracting of the particular 
information (e.g., act 920), method 900 may include compar 
ing (e.g., in act 940) at least a portion of the particular infor 
mation to the criteria or threshold for alarm, and providing an 
alarm (e.g., in act 945) to the user (e.g., one of users 21 to 23) 
if the particular information satisfies the criteria or passes the 
threshold, as examples. 
0134 For instance, in Some such methods, (e.g., for each 
of various users), the particular information includes financial 
account information including an amount of a withdrawal or 
a debit from an account, and the threshold is an amount of the 
withdrawal or debit beyond which the alarm is provided (e.g., 
in act 945). In another example, (e.g., for each of a number of 
the users), the particular information includes travel informa 
tion including a departure time or a departure location (or 
both), and an alarm is provided (e.g., in act 945) if (e.g., as 
determined in decision activity 940) there is a change in the 
departure time or the departure location (or both). In specific 
embodiments, for example, the travel information includes 
flight information, for instance, including the departure time 
and a departure gate, and the alarm is provided (e.g., in act 
945) if there is a change in either the departure time or the 
departure gate. 
0135 Still other embodiments include, (e.g., for multiple 
users 21 to 23), upon instruction by the user (e.g., user 21), 
transmitting (e.g., act 955) at least a portion of the particular 
information to a third party (e.g., 22) mobile phone (e.g., 42) 
for instance, through mobile phone network 40, for storage on 
the third party mobile phone (e.g., 42), for access by the third 
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party (e.g., user 22). In some such embodiments, the at least 
a portion of the particular information (e.g., transmitted in act 
955) does not include a complete e-mail (e.g., an e-mail 
received by user 21 or by module 67, and forwarded to user 
22). As an example, in some embodiments, the (at least a 
portion of the) particular information includes a travel itiner 
ary (e.g., of user 21). Thus, user 21 can easily send his travel 
itinerary (or other of the particular information) to another 
person, to facilitate Such communication. 
0.136 Turning now to FIG. 10, this flowchart illustrates, 
among other things, various methods of authorizing an action 
and various methods of authenticating access, as examples. 
Most of the various acts of method 1000 may be performed, 
for example, in an automated process, for instance, by server 
15, module 61, or both, shown in FIG.1. In various embodi 
ments, method 1000 may be performed by a company or 
business, for instance, as a service for other companies or 
businesses, or the like. 
0.137 In various embodiments, in various methods of 
authorizing an action, method 1000 includes receiving (act 
1003), for example, from a person having authority to autho 
rize the action, an identification of a first phone number for 
obtaining authorization for the action. Such a person having 
authority to authorize the action may be, for example, one of 
users 21 to 23 shown in FIG. 1. In some embodiments, the 
person having authority to authorize the action may provide 
the phone number (e.g., received in act 1003) through their 
computer or mobile phone, for example. For instance, if user 
23 is the person having authority to authorize the action, user 
23 may provide the phone number (e.g., received in act 1003) 
of phone 43 via phone 43 or via computer 13 and website 65. 
0.138. In some embodiments, the person having authority 
to authorize the action may enter or key in the phone number 
directly, while in other embodiments, the person (e.g., user 
23) may enter or select a name, for example, or other identifier 
or indicia, which may be used (e.g., in act 1003, for instance, 
by server 15 or module 61) to look up the appropriate phone 
number (e.g., of phone 43). In some embodiments, the person 
having authority to authorize the action may select the phone 
number, for example, from a menu, or the number may be 
read automatically from the person's phone or from a caller 
ID feature or service when the phone is used. As used herein, 
all such are examples of acts (e.g., 1003) of receiving, from a 
person having authority to authorize the action, an identifica 
tion of a first phone number for obtaining authorization for the 
action. 

0.139. In various embodiments, method 1000 also includes 
an act (1009) of receiving, for instance, from a person seeking 
the action, a request for authorization of the action. In differ 
ent embodiments, acts 1003 and 1009 may occur in either 
order, including, for example, the order shown in FIG. 10. In 
different embodiments or different situations, the person 
seeking the action (e.g., who requests authorization in act 
1009) and the person having authority to authorize the action 
(e.g., who provides the number in act 1003) may be the same 
person, or may be different people (e.g., of users 21 to 23). 
0140. After the receiving of the identification of the first 
phone number (e.g., in act 1003), and after the receiving of the 
request for authorization (e.g., act 1009), in various embodi 
ments, method 1000 also includes an act (1015) of sending a 
first message, for example, through a mobile phone network 
(e.g., 40 shown in FIG. 1) to a first mobile phone, for instance, 
having the first phone number. In such embodiments, the first 
message (e.g. ofact 101015) may include a description of the 
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action for which authorization is requested, for example. In 
Some embodiments, the first phone message is sent (e.g., in 
act 1015) automatically, meaning herein that other than mak 
ing the request for authorization (e.g., received in act 1009), 
and providing the number and any criteria (e.g., received in 
one or both of acts 1003 and 1009), no human interaction is 
involved (i.e., between acts 1009 and 1015). 
0141. In addition, after the sending of the first message 
(e.g., after act 1015), method 1000 includes an act (1021) of 
receiving, for example, from the first mobile phone, (i.e., 
having the first phone number) a second message, which may 
authorize the action. In various embodiments, the second 
message (e.g., received in act 1021) may be the result of the 
person who controls the phone taking an affirmative action to 
indicate authorization of the action (act 1018). Act 1018 may 
be performed, by one of users 21 to 23 shown in FIG. 1, for 
example. 
0142. In some embodiments, the first message (e.g., of act 
1015) includes at least one menu and at least one prompt to 
authorize the action by making a selection from the menu. 
The person who controls the phone may take an affirmative 
action to indicate authorization of the action (act 1018) by 
making a selection from the menu, for example. In some 
embodiments, authorization is indicated (act 1018) and the 
second message authorizing the action is sent (e.g., which is 
received in act 1021) by pressing, for example, a single button 
on the mobile phone, after the first message (e.g., sent in act 
1015) is received by the mobile phone. As used herein, 
“pressing a single button' does not include Such actions such 
as opening a flip phone, Scrolling to view a message, or 
pressing 'send'. In other words, when determining how many 
buttons have been pressed, opening a flip phone, Scrolling to 
view a message, or pressing 'send', are not counted. 
0143. In some embodiments, the first message (e.g., sent 
in act 1015), the second message (e.g., received in act 1021), 
or both, are SMS messages. One or both (e.g., of the first and 
second messages sent in act 1015 and received in act 1021, 
respectively) may be transmitted (e.g., sent and received) 
through the mobile phone network (e.g., 40 shown in FIG. 1). 
Further, in Some embodiments, the first message, (e.g., sent in 
act 1015), the second message (e.g., received in act 1021), or 
both, are Voice message, as further examples, which may be 
computer generated, interpreted using Voice recognition soft 
ware, or both, as examples. In some embodiments, the first 
message (e.g., sent in act 1015), may be a Voice message, 
while the second message (e.g., received in act 1021), is an 
SMS message. Other embodiments may have other combina 
tions. 

0144. In various embodiments, method 1000 also includes 
an act (1027) of evaluating whether the second message (e.g., 
received in act 1021) authorizes the action. If so, then (in act 
1030) the action may be allowed, facilitated, or performed, as 
examples. Some embodiments include an act of allowing the 
action (act 1030) only if the second message is received (e.g., 
in act 1021) and the second message authorizes the action 
(e.g., as determined in act 1027). Some embodiments further 
include repeating the receiving of the request for authoriza 
tion of the action (e.g., act 1009), the sending of the first 
message (e.g., act 1015), and the receiving of the second 
message (e.g., act 1021). These acts may be repeated, for 
example, for requests for different actions, requests for the 
same action for different people, requests for the same action 
or same person at different times, etc. 
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(0145. Further still, some of these embodiments further 
include an act (1012) of encrypting the first message, for 
example, before the sending of the first message (e.g., act 
1015), for instance, to the first mobile phone. Some embodi 
ments also (or instead) include an act (1024) of decrypting the 
second message, for example, after the receiving of the sec 
ond message (e.g., act 1021), for instance, from the first 
mobile phone. In such embodiments, the first mobile phone 
may decrypt the first message and encrypt the second mes 
sage, as examples. In some embodiments, compression and 
decompression may also (or instead) be utilized. 
0146 In some embodiments, prior to the receiving of the 
request for authorization of the action (e.g., act 1009), the first 
phone number is received (e.g., in act 1003) through an Inter 
net website (e.g., website 65 via the Internet 10 shown in FIG. 
1), the mobile phone network (e.g., 40), or both. Some 
embodiments further include an act (1006) of receiving, for 
instance, through an Internet website (e.g., website 65 via the 
Internet 10) or a mobile phone network (e.g., 40), or both, for 
example, from each of numerous persons having authority to 
authorize the action, an indication of a criteria for obtaining 
authorization for the action, for instance, for that particular 
person. Such a criteria may be typed in or entered verbally by 
the person, or may be selected by the person from one or more 
menus, for example. In some embodiments, act 1006 may be 
similar to act 905 shown in FIG. 9 and described herein. 
Further, in some embodiments, act 1003 may be included 
within act 1006 or vice versa, or acts 1003 and 1006 may be 
performed in another order. 
0147 As an example, in some embodiments of method 
1000, act 1006 includes receiving, for instance, from the 
person having authority to authorize the action, through at 
least one of the Internet website (e.g., website 65 via the 
Internet 10 shown in FIG. 1) and the mobile phone network 
(e.g., 40), an identification of time limits for sending the first 
message (e.g., in act 1015). In many such embodiments, the 
sending of the first message (e.g., act 1015) may be performed 
only in accordance with the time limits. For example, in some 
embodiments, the person may not want to be prompted for 
certain kinds of authorization during certain nighttime hours, 
and may enter one or more criteria or make selections accord 
ingly. 
0.148. In a number of embodiments, the person who con 
trols the phone (e.g., who is in a position to indicate authori 
zation in act 1018) is, in fact, or is intended to be, the person 
having authority to authorize the action (e.g., from whom the 
number was received in act 1003, criteria was received in act 
1006, or both). In other embodiments, the person who con 
trols the phone is, in fact, or is intended to be, a person who is 
authorized by the person having authority to authorize the 
action (e.g., from whom the number was received in act 1003, 
criteria was received in act 1006, or both). Further, some 
embodiments provide certain assurances that the person who 
controls the phone is the correct person. 
0149 For example, in some embodiments, the second 
message (e.g., received in act 1021) includes a password oran 
authorization code which has been memorized by the person 
having authority to authorize the action and keyed into the 
first mobile phone (e.g., in act 1018) after receiving the first 
message (e.g., sent in act 1015) and before sending the second 
message (e.g., received in act 1021). As another example, 
certain embodiments include, for example, in the first mes 
sage (e.g., in act 1015), an act of asking a personal question 
about the person having authority to authorize the action who 
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is expected to be in control of the mobile phone. Such 
embodiments may also include, in the second message (e.g., 
in act 1021), an act of receiving a present answer to the 
personal question. Such embodiments may further include 
(e.g., in act 1027) an act of comparing the present answer to a 
previous answer to the personal question provided (e.g., inact 
1006), for instance, by the person having authority to autho 
rize the action. 

0150. In a number of embodiments, the first message (e.g., 
sent in act 1015) identifies the person seeking the action. And 
in Some embodiments, the first message (e.g., sent in act 
1015) also (or instead) identifies the action being requested 
(e.g., in act 1009). Such information may be valuable, for 
example, in embodiments or situations where the person 
requesting the authorization (e.g., in act 1009) is different 
than the person who has the authority to authorize the action 
(e.g., that provided the number received in act 1003, to which 
the first message was sent in act 1015, who indicates the 
authorization in act 1018, etc.). In some embodiments, on the 
other hand, the first mobile phone is controlled by the person 
seeking the action (e.g., who requests the authorization 
received in act 1009), and in some embodiments, the person 
seeking the action (e.g., who requests the authorization 
received in act 1009) is the same person having authority to 
authorize the action (e.g., in act 1003, act 1018, or both). 
0151. Moreover, some embodiments further include an act 
(e.g., within act 1006) of receiving, from the person having 
authority to authorize the action, for instance, through the 
Internet website (e.g., website 65 via the Internet 10 shown in 
FIG. 1) or the mobile phone network (e.g., 40), or both, an 
identification of a second phone number for advising a third 
person of the action (e.g., the action for which a request is 
received in act 1009, which is allowed in act 1030, or both). 
Some such embodiments include an act (e.g., 1033), for 
example, after receiving the request for authorization (e.g., in 
act 1009), of automatically sending the first message, the 
second message, a third message, or a combination thereof 
(e.g., in act 1033), to the second phone number. The act 
(1033), of notifying the third person, may include, for 
example, sending a description of the action for which autho 
rization is requested, identifying the person requesting the 
action (e.g., in act 1009), or both, as examples. 
0152. In various embodiments, method 1000 further 
includes act 1036 of tracking the authorization granted for the 
action over time, which may include reporting results of the 
tracking. For example, a report may be issued which may 
indicate which authorizations were requested (e.g., in act 
1009), when authorizations were requested, who requested 
Such authorizations, whether and when authorizations were 
granted (e.g., in act 1018), and whether or when actions were 
allowed (e.g., in act 1030). In some embodiments, such a 
report or data may be provided (e.g., inact 1036) to or through 
the (e.g., first or second) mobile phone, for example, as SMS 
messages or nuggets of information described herein, as 
examples. 
0153. In some embodiments, information may be pro 
vided via a local signal (received in act 1007). Act 1007 may 
be similar to act 960 shown in FIG. 9 and described herein 
with reference thereto. A local signal may be received (e.g., in 
act 1007), for example, via local communications devices 88 
and 82 shown in FIG. 1 and described herein with reference 
thereto, wherein device 88 is receiving and device 82 is trans 
mitting. A local signal may be received (e.g., in act 1007), via 
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NFC, for instance, and may be received (e.g., in act 1007) 
when the mobile phone is passed by a reader (e.g., device 88). 
0154) In different embodiments, different types of actions 
are requested (e.g., in act 1009), authorized (e.g., in act 1018), 
and allowed (e.g., in act 1030). Some embodiments are lim 
ited to particular types of actions. For example, some actions 
involve providing access, physical or otherwise, and some 
embodiments involve transfer of funds or money from one 
entity or account to another, for instance. As a specific 
example, in Some embodiments, the action is granting of 
computer access to electronically stored information, and the 
person seeking the action (e.g., requesting the authorization 
in act 1009) is seeking the computer access to the electroni 
cally stored information. Embodiments of method 1000 may 
be used to provide computer access, for example, instead of a 
password, if a password has been forgotten, or in addition to 
a password, for example, to provide an added level of security 
in case an unauthorized user has obtained the password. In 
Some Such embodiments, the first message (e.g., of act 1015) 
may include a description of the computer access or electroni 
cally stored information for which authorization is requested. 
0.155. In another example, the action is granting of physi 
cal access to a controlled space and the person seeking the 
action (e.g., requesting the authorization in act 1009) is seek 
ing the physical access to the controlled space. Physical 
access may be controlled, for example, to a building, part of a 
building, a floor of a building, a room, an enclosure, a com 
pound, a storage area, a parking area, a road, furniture such as 
a desk or filing cabinet, a safe, etc. In such embodiments, 
physical access may be allowed (e.g., in act 1030), for 
example, by electronically unlocking or opening a door, gate, 
or compartment, by allowing an elevator to reach a particular 
floor, etc. In such embodiments, the first message (e.g., of act 
1015) may include a description of the room, floor, building, 
space, etc., for which authorization for access is requested. 
0156. In another specific example, in particular embodi 
ments, the action (e.g., requested in act 1009, authorized in 
act 1018, allowed in act 1030, or a combination thereof) is (or 
includes) a financial transaction, the first message (e.g., sent 
in act 1015) includes an amount of the transaction, and the 
second message (e.g., received inact 1021) includes an autho 
rization (e.g., from act 1018) of the transaction. Some such 
embodiments include (e.g., in act 1006), receiving from the 
person having authority to authorize the action, for example, 
through an Internet website (e.g., website 65 via the Internet 
10 shown in FIG. 1) or a mobile phone network (e.g., 40), or 
both, an identification of a threshold monetary value of trans 
actions. In some such embodiments, the first message is sent 
(e.g., act 1015) for transactions exceeding the threshold, and 
transactions below the threshold are approved or authorized 
without sending the first message (e.g., without acts 1012 
through 1027). 
0157. Further, in some embodiments, the transaction is (or 
includes) a withdrawal or a debit from a bank account and the 
person having authority to authorize the action is an autho 
rized user of the account. Thus, in Some embodiments, a user 
(e.g., 21 to 23 shown in FIG. 1) can elect (e.g., in selecting or 
indicating the criteria that is received in act 1006) to be 
notified via their phone (e.g., 41 to 43) of large withdrawals or 
debits (e.g., inact 1015), but not to be bothered (e.g., by a first 
message sent in act 1015) with smaller (e.g., routine) with 
drawals or debits. Furthermore, in a number of embodiments, 
the user must authorize (e.g., in act 1018) the larger transac 
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tions, thus protecting the user, the bank (or other financial 
institution), or both from losses resulting from unauthorized 
withdrawals or debits. 
0158. In some embodiments, the first message (e.g., sent 
in act 1015) may include the balance of the account, and even 
where debits or withdrawals have been authorized, method 
1000 may help the user to avoid overdrawing the account. 
And in some embodiments, the user can choose the threshold 
amount above which authorization is required. As used 
herein, accounts held at credit unions and other businesses 
that receive deposits of funds from various customers, hold 
the funds in accounts, and return the funds to the customers 
upon request, are considered to be "bank accounts'. 
0159. In another example, in particular embodiments, the 
transaction (e.g., requested in act 1009, authorized in act 
1018, allowed in act 1030, or a combination thereof) is (or 
includes) a bank card expenditure made at a point of sale for 
a purchase of goods or a payment for services. In some Such 
embodiments, the person having authority to authorize the 
action is an authorized user of the bank card. In some Such 
embodiments, the bank card has a bank card number, and the 
method further comprises, for example, before the sending of 
the first message (e.g., in act 1015), an act of receiving the 
bank card number from the first mobile phone via a local 
signal transmitted from the first mobile phone (e.g., where the 
local signal is received in act 1007). 
0160. In certain embodiments, as another example, the 
transaction (e.g., requested in act 1009, authorized in act 
1018, allowed in act 1030, or a combination thereof) is (or 
includes) an expenditure made from a credit or debit account 
at a point of sale for a purchase of goods or a payment for 
services, the person having authority to authorize the action 
(e.g., user 22) is an authorized user of the account, the account 
has an account indicia, and the method further includes, 
before the sending of the first message (e.g., act 1015), an act 
of receiving (e.g., act 1007) the account indicia from the 
mobile phone (e.g., 42) via a local signal transmitted from the 
mobile phone (e.g., from communication device 82). As used 
herein “account indicia’ includes credit card numbers, debit 
card numbers, and combinations of letters, numbers, sym 
bols, or a combination thereof, that identifies an account from 
which a user can make credit or debit charges using the 
indicia. 

0161 In further examples, in some embodiments, the 
transaction (e.g., the approval of which is the action requested 
in act 1009, authorized in act 1018, allowed in act 1030, or a 
combination thereof) is (or includes) an expenditure made 
from a credit or debit account at a point of sale for a purchase 
of goods or a payment for services, the person having author 
ity to authorize the action is an authorized user of the account, 
and the second message (e.g., received in act 1021) includes 
an authorization code which has been memorized by the 
person having authority to authorize the action and keyed into 
the first mobile phone after receiving the first message (e.g., 
sentinact 1015) and before sending the second message (e.g., 
received in act 1021). The keying in of the authorization code 
may constitute, or be included within, the act of indicating 
authorization (act 1018), for example. 
0162. In addition, in some embodiments, the transaction 
(e.g., the approval of which is the action requested in act 1009, 
authorized in act 1018, allowed in act 1030, or a combination 
thereof) is (or includes) an expenditure made from a creditor 
debit account at a point of sale for a purchase of goods or a 
payment for services, the person having authority to authorize 
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the action is an authorized user of the account, the account has 
an account indicia, and the second message (e.g., received in 
act 1021) includes the account indicia. In an example of Such 
an embodiment, a customer provides a merchant with his 
phone number, either verbally or by keying it into a key pad, 
as examples. Then the merchant sends or causes to be sent the 
first message (e.g., in act 1015) to the customer's mobile 
phone. Then the customer presses one or more buttons on the 
phone to indicate authorization of the transaction (e.g., act 
1018), and the phone sends the second message (e.g., 
received in act 1021) to the merchant, along with the custom 
er's credit or debit card number to be charged. 
0163. In other embodiments, the customer's phone num 
ber may be received by the merchant via a local signal (e.g., 
in act 1007) when the customer passes his mobile phone by a 
local receiver (e.g., reader or device 88 shown in FIG. 1). And 
in other embodiments, the acts of sending the first message 
(1015), receiving the second message (1021), or both, may be 
performed by a service provider rather than directly by the 
merchant. In some embodiments, the second message (e.g., 
received in act 1021) is (or includes) an SMS message 
received through the mobile phone network (e.g., 40) and 
method 1000 further includes, before the act of sending of the 
first message (e.g., act 1015), an act of receiving from the 
person seeking the action, or from the first mobile phone, the 
first phone number. In different embodiments, or different 
situations, the person seeking the action may provide the 
phone number verbally, through a keyboard, or by passing the 
phone by a reader (e.g., device 88), as examples. 
0164. Other methods of authenticating a transaction that 
are illustrated by FIG.10 include (at least) the act of receiving 
through an Internet website (e.g., 65) or a mobile phone 
network (e.g., 40) (or through both), from each of multiple 
users (e.g., 21 to 23), for instance, an indication of a criteria 
for the user for obtaining authorization for transactions (act 
1006). Such embodiments may also include, for each of more 
than one of the users (e.g., 21 to 23), an act of sending a first 
automated message (e.g., act 1015), for example, through 
mobile phone network (e.g., 40) to a mobile phone (e.g., 41 to 
43) of the user, the message containing an amount of the 
transaction and requesting an affirmative action (e.g., in act 
1018) to indicate authorization of the transaction. And such 
methods may also include, for instance, for each of at least a 
number of the users (e.g., 21 to 23), receiving from the mobile 
phone (e.g., 41 to 43) of the user, a second message (e.g., in 
act 1021) indicating that the user (e.g., 21 to 23) of the mobile 
phone has taken the affirmative action (e.g., in act 1018) to 
indicate authorization of the transaction. 

0.165 Such an affirmative action (e.g., in act 1018) may be 
pressing abutton, making a selection from a menu, entering a 
Voice command, entering a password or authorization num 
ber, etc. Various examples of actions that may be allowed 
(e.g., in act 1030) in different embodiments are described 
herein. In a number of different embodiments, such acts may 
be combined in various combinations or with other acts or 
features (or both) described herein. 
0166 In addition to other things, FIG. 10 also illustrates 
various methods of authenticating access. In particular 
examples, such embodiments of method 1000 include, (e.g., 
in the order illustrated, or in another suitable order) various 
acts. Some such embodiments include, for example, the act of 
receiving from a person seeking access (e.g., from one of 
users 21 to 23 shown in FIG. 1), identification indicia for the 
person seeking the access (e.g., in act 1009). In various Such 
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embodiments, the identification indicia may be or include the 
name of the person, a user ID or identification number for the 
person, or the phone number for the person, as examples. 
0167 Some embodiments include, for example, after the 
act of receiving the identification indicia (e.g., act 1009), and 
before the act of sending of the first automated message (e.g., 
act 1015), an act (1010) of looking up the requester (e.g., the 
person who made, or allegedly made, the request for autho 
rization inact 1009). In particular embodiments, this (e.g., act 
1010) may involve looking up the identification indicia (e.g., 
received in act 1009) in a database (e.g., in storage 64), and 
obtaining from the database a phone number for the mobile 
phone of the person having authority for the access (e.g., to 
which the first message is sent in act 1015). 
0168. In embodiments where the identification indicia 
includes the phone number for the mobile phone of the person 
having authority for the access (e.g., to which the first mes 
sage is sent in act 1015), the act of looking up the requester 
(e.g., act 1010) may involve verifying that the phone number 
corresponds to that of a (or the) person having authority for 
access. In embodiments where the request for authorization 
(e.g., received inact 1009) includes more than one indicia, the 
act of looking up the requestor (1010) may include verifying 
that Some orall of the indicia are consistent, correspond to the 
same person, are correct, etc. 
0169. In a number of embodiments, method 1000 may also 
include an act of sending a first (e.g., automated) message 
(e.g., act 1015), for example, through mobile phone network 
40 shown in FIG. 1, to a mobile phone of a person (e.g., 
identified in act 1009 or 1010) having authority for the access. 
In such embodiments, “automated” means that the first mes 
sage is sent (e.g., in act 1015) by machines, for example, by 
one or more computers, servers, Software, or the like. For 
example, in some embodiments, the first message is sent (e.g., 
in act 1015) by server 15, software module 61, or both, shown 
in FIG. 1, in response to receiving the request for authoriza 
tion (e.g., in act 1009). In some embodiments, the first (e.g., 
automated) message is sent (e.g., in act 1015) to the phone 
number of the person identified in act 1010 as having author 
ity for the access. 
0170 In some of these embodiments, the act of sending 
the first message (e.g., act 1015) includes or consists of send 
ing the first message (e.g., through mobile phone network 40) 
to a mobile phone of the person seeking the access. In other 
words, the person seeking access and the person having 
authority for access are, or are assumed to be, the same 
person, in Some embodiments. On the other hand, in other 
embodiments, the person seeking the access is a first person, 
the person having authority for the access is a second person 
(i.e., a different person). In many such embodiments, the first 
message (e.g., sent in act 1015) includes an identification of 
the first person who is seeking the access. Such an identifica 
tion may be, or include, part orall of the indicia (e.g., received 
in act 1009), or that is obtained (e.g., in act 1010) with refer 
ence thereto. 

0171 In some embodiments, the first automated message 
(e.g., sent in act 1015) includes an identification of the access 
requested and a request for an affirmative action to indicate 
authorization of the access. In other embodiments, the first 
automated message (e.g., sent in act 1015) includes a pass 
word. And in some embodiments, the first automated mes 
sage (e.g., sent in act 1015) includes an identification of the 
access requested, a request for an affirmative action to indi 
cate authorization of the access, and a password. 
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(0172 Many such embodiments of method 1000 also 
include the act of receiving the password (act 1019), for 
example, from the person seeking the access. Further, many 
embodiments include the act of receiving, for example, from 
the mobile phone of the person having authority for the 
access, a second message (e.g., act 1021) indicating, for 
example, that the person having authority for the access has 
taken the affirmative action to indicate authorization of the 
access. Some embodiments include act 1019 but not act 1021 
(e.g., wherein the first message, sent in act 1015, includes a 
password, but not a request for a response or a second mes 
sage), some embodiments include act 1021 but not act 1019 
(e.g., wherein the first message, sent in act 1015, includes a 
request for a response or a second message, but not a pass 
word), and some embodiments include both act 1019 and act 
1021 (e.g., wherein the first message, sent in act 1015, 
includes a request for a response or a second message, and a 
password). 
0173. In a specific example, a number of embodiments 
involve sending the first automated message (e.g., act 1015) 
through the mobile phone network (e.g., 40) to the mobile 
phone of the person having authority for the access, wherein 
the first automated message contains the password. Such 
methods may also include receiving the password from the 
person seeking the access (act 1019). In some such embodi 
ments, for example, the person seeking the access is seeking 
computer access to electronically stored information. 
0.174. In a particular example, if a user (e.g. 23) attempts 
to log into a computer (e.g., 13) or a System (e.g., a personal 
area of website 65), but has forgotten his password, then the 
computer (e.g., 13) or system (e.g., module 61) may ask the 
user (e.g., 22) to identify himself, for example, by entering his 
name, userID, phone number, or other identification indicia 
(e.g., in act 1009). The computer (e.g., 13) or system (e.g., 
software module 61) may then look up (e.g., in act 1010) the 
user's phone number in a database (e.g., in storage 64), or 
verify that the user's (e.g., 23) phone number is in the data 
base, and then send the first message (e.g., in act 1015) to the 
user (e.g., to his mobile phone 43) with the password. The 
user (e.g. 23) then receives the password on their mobile 
phone (e.g., via a SMS message, a Voice message, or the like) 
and enters the password into the computer (e.g., 13) or system 
(e.g., website 65). 
0.175. In different embodiments, such a password may be 
the original password, a temporary password, or a one-time 
use password, as examples. In other embodiments, instead of 
using such a process only when a password is lost or forgot 
ten, the process may be used every time a person logs in, 
randomly, at regular intervals (e.g., of time or numbers of log 
ins), when an unauthorized user is Suspected, in addition to 
requiring a password (e.g., for added security), or the like. 
0176 For additional security, for example, some embodi 
ments further include the acts of asking the person seeking the 
access a personal question (e.g., in act 1015), for example, 
about the person having authority for the access (which may 
be the same person, in some embodiments). Such a method 
may also include an act of receiving from the person seeking 
the access (e.g., in act 1021) a present answer to the personal 
question. Some of these embodiments also include the acts 
(e.g., within act 1027, a similar act occurring before act 1021, 
or act 1019) of comparing the present answer to a previous 
answer to the personal question provided (e.g., inact 1006) by 
the person having authority for the access, and proceeding to 
allow the action (e.g., in act 1030) or to send the first auto 
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mated message containing the password (e.g., in act 1021) 
only if the present answer matches the previous answer. 
0177. In some such embodiments, the first automated 
message (e.g., sentinact 1015) contains the personal question 
and the second message (e.g., received in act 1021) contains 
the present answer, for example. Such a personal question 
may be, or include, as examples, “what is your mother's 
maiden name?”, “what is your pet's name?', or “what is your 
favorite color?', or a combination or alternate selection 
thereof. Such questions may provide an added level of Secu 
rity, in Some embodiments. 
0.178 Certain embodiments of method 1000 include the 
specific act of sending the first automated message (e.g., inact 
1015) through the mobile phone network (e.g., 40) to the 
mobile phone of the person having authority for the access, 
wherein the first message contains the identification of the 
access requested (e.g., received in act 1009) and the request 
for an affirmative action to indicate authorization of the 
access. These embodiments may also include the specific act 
of receiving (e.g., in act 1021), from the mobile phone of the 
person having authority for the access, the second message 
(e.g., indicating that the person having authority for the 
access has taken the affirmative action to indicate authoriza 
tion of the access). Such an affirmative action may be, for 
example, making a selection from a menu, pressing a button 
on the phone, making a voice command, or the like. 
0179 For example, in some embodiments, the first (e.g., 
automated) message (e.g., received in act 1015) includes at 
least one menu and at least one prompt to authorize the access 
by making a selection from the menu. In some Such embodi 
ments, the second message (e.g., received in act 1021) either 
authorizes the access, or does not authorize the access (e.g., as 
determined in act 1027) based upon which menu selection is 
made. In some Such embodiments, failure to make a menu 
selection at all either results in the second message not being 
sent, or the second message being sent after a period of time 
indicating that the affirmative action has not been taken. 
0180. Some of these embodiments further include the acts 
of receiving a present password (e.g., when the request for 
authorization is received in act 1009, in act 1019, or in the 
second message in act 1021) from the person seeking (e.g., in 
act 1009) the access. Such methods may also include an act of 
comparing (e.g., within act 1027, a similar act occurring 
before act 1021, in act 1010, or in act 1019) the present 
password to a previous password stored in memory (e.g., in 
storage 64), and proceeding to provide the access (e.g., allow 
the access or action in act 1030) only if the present password 
matches the previous password (e.g., as evaluated in act 
1027). In different embodiments, the password may be 
received (e.g., when the request for authorization is received 
in act 1009, in act 1019, or in the second message in act 1021) 
through a local key pad or key board, through the user's 
mobile phone, Verbally (e.g., using Voice recognition soft 
ware), etc. 
0181 Many different embodiments include other features 
or aspects, including those described herein. As some specific 
examples, in many embodiments, the first message (e.g., sent 
in act 1015), the second message (e.g., received in act 1021), 
or both, are SMS messages. Such messages may be received 
through mobile phone network 40, for example. Further, 
Some methods further include the acts of encrypting (e.g., act 
1012) the first automated message (e.g., before the sending, in 
act 1015, of the first automated message to the mobile phone 
of the person having authority for the access). Embodiments 
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that include a second message (e.g., received in act 1021), 
may include (e.g., in addition to or instead of act 1012) an act 
of decrypting (e.g., act 1024) the second message (e.g., after 
the receiving, in act 1021) of the second message from the 
mobile phone of the person having authority for the access). 
Further, some of these methods further include the act of 
receiving, for example, through Internet website 65, mobile 
phone network 40, or both, for instance, from each of at least 
a number of persons who have authority for access, an indi 
cation of a criteria for obtaining authorization for access for 
the person (e.g., in act 1006). 
0182. In some embodiments, the access that is being 
sought (e.g., in act 1009) is physical access. For example, in 
a number of embodiments, the act of sending the first auto 
mated message (e.g., act 1015) includes, or consists of send 
ing the first automated message through the mobile phone 
network (e.g., 40) to a mobile phone of the person seeking the 
access (e.g., as requested in act 1009), and the person seeking 
the access is seeking (e.g., in act 1009) physical access to a 
controlled space. In other words, the person seeking the 
access (e.g., as requested in act 1009) and the person having 
authority for the access (e.g., in act 1003, 1006, 1021, or a 
combination thereof) are the same person, and that person is 
seeking physical access. Such physical access may be, for 
example, physical access to enter a building or a floor or area 
of a building, or access to move a vehicle into a controlled 
space. Further examples of physical access are described 
elsewhere herein. 

0183. Further, in certain embodiments, the receiving of the 
identification indicia for the person seeking the access (e.g., 
in act 1009) involves receiving a near-field communications 
signal from a mobile phone of the person seeking the access. 
For instance, user 22 may pass her phone 42 past NFC reader 
or communications device 88. In so doing, mobile phone 42 
may transmit the indicia (e.g., of act 1009) to device 88. 
which may be in communication with server 15, software 
module 61, or both, for example via the Internet 10. In dif 
ferent embodiments, such a NFC signal may also indicate the 
access or authorization requested (e.g., in act 309), or the 
selection of reader or device 88 may serve to indicate which 
access or authorization is requested (e.g., in act 309). 
0.184 Referring now to FIGS. 1, 2, and 11, in a particular 
embodiment provided as an example, system 202 manages 
personal information and/or enables secure communication 
for any number of users, and includes a SECURE MOBILE 
INFORMATIONMANAGEMENTTM (SMIM) platform 200 
and Personal Data Providers 209. SMIM platform 200 is an 
example of a technology platform for system 100 which 
enables mobile phone users (e.g., 21 to 23) to have access to 
certain personal information via their mobile phone (e.g., 41 
to 43), in some embodiments, even when there is no signal or 
internet connection for the cell phone (e.g., from mobile 
telephone network 40). In this embodiment, SMIM platform 
200 includes one or more blocks of code configured to pro 
vide the framework and foundation of system 100 and encom 
passes functionality from defining standards under which 
development takes place to defining security, to communica 
tion between components and various core software applica 
tions. 

0185. In certain embodiments, SMIM platform 200 
includes module 201 (e.g., MICRO AGENTTM module or 
MICRO AGENT TECHNOLOGYTM (MAT) module) and 
module 203 (e.g., WEBSERVICES module or CELLTRUST 
WALLET WEB SERVICESTM module). In this example of 
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an embodiment, module 201 runs on mobile phones, and is an 
example of the second software module 72, or a portion 
thereof, and module 203 is an example of first software mod 
ule 61, or a portion thereof. In this example, module 203 is a 
block of code or software that runs on server 15 and that 
communicates with or exchanges data with module 201 on 
the phones, website 65, and secure storage 64, for example. 
Module 203 may be a communication layer between module 
201, website 65, and storage 64, for instance. Module 203 
may provide or allow authentication, communication, proto 
col definition, auditing of the integrity of data, prevention of 
unauthorized access, and so on, and may allow access to 
website 65 from the Internet 10. Module 201 allows users 21, 
22, and 23 to create, send, receive, and store secure SMS and 
MMS messages via phones 41, 42, and 43. 
0186 Module 203 also, in various embodiments, allows 
third parties (e.g., 31 to 33) or Personal Data Providers 209 
(e.g., banks, airlines, merchants, health care providers, and 
the like) to communicate with a customer (for example, to 
update their customer's accounts or personal information on 
storage 64, website 65, and/or secure areas thereof, to 
exchange electronic medical records in a HIPAA-compliant 
manner, to provide flight information and/or booking, and so 
forth). Module 201 or second software module 72 provides a 
user interface, local storage, synchronization, and alerts com 
ponents, in this embodiment on one or more of phones 41 to 
43. Further, in certain embodiments, a user interface, within 
mobile phone 41 or second software module 72, may gather 
information from the user (e.g., 21) and provide information 
back to the user. For example, Personal Data Providers 209 
include financial institutions, airlines, retailers, or merchants. 
Module 203 allows Personal Data Providers 209 to update 
customer accounts or personal information Such as bank 
account information and statements, flight information, 
credit card information and charges. 
0187. In some embodiments, local storage (e.g., folder 76 
on mobile phone 41) enables the application (e.g., second 
software module 72) to store information (e.g., nuggets 78 
and 79 of information) on the phone (e.g., 41), which may 
provide for faster access, reduce dependence on the network 
(e.g., mobile phone network 40, the Internet 10, or both), and 
may reduce the total cost of ownership by limiting the amount 
of data communication through mobile phone network 40 
that takes place (e.g., at the expense of user 21). In some 
embodiments, the data (e.g., nuggets 78 and 79) on the phone 
(e.g., 41) is synchronized with data on server 15 to ensure that 
the user (e.g., 21) has access to updated information both on 
their phone (e.g., 41) and on the web (i.e., Internet 10, which 
may be accessed, at least by user 23, through computer 13, for 
instance). 
0188 In certain embodiments, data is compressed, 
encrypted, or both, for communication with the mobile phone 
or device (e.g., between module 201 and module 203 or 
between the first software module 61 and the second software 
module 72). In addition, in Some embodiments, alerts may 
provide substantially real time notification of various events 
or activities that can be sent to a phone (e.g., 41) running 
module 201 (an example of module 72, or a portion thereof). 
For example, alerts may inform the user of an important or 
critical event such as a large withdrawal from their account or 
a flight cancellation, flight changes, gate changes, or the like. 
In addition, in some embodiments, module 207 provides a 
middle tier between users (e.g. 23) operating on their com 
puters (e.g., 13) and module 205, module 201, or both. In 
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some embodiments, module 203 may provide information 
(e.g., from Personal Data Providers 209) to module 207, 
which may then be provided to module 205, module 201 (e.g., 
on the mobile phones), or both. 
0189 Further, in certain embodiments, module 207 (an 
example of part of first software module 61 or part of website 
65) is a web application that enables users (e.g., 21 to 23) to 
access and modify various information, such as their personal 
information, Such as their card information for example, on 
the web (e.g., through the Internet 10 and web site 65). In 
some embodiments, module 207 uses module 205 to commu 
nicate and synchronize users information with their mobile 
phone. In a number of embodiments, module 203, module 
207, module 205, or a combination thereof, can also be used 
by third parties (e.g.,31 to 33) or Personal Data Providers 209 
to send, receive, or both, information to (or from) mobile 
phones (e.g., 41 to 43) running module 201 (e.g., second 
software module 72). For example, a bank such as WELLS 
FARGOTM bank may be able to sendalerts to their customers’ 
mobile phones (e.g., 41 to 43) and to provide them with the 
latest bank account information, for instance. Another 
example (e.g., of a third party 31 to 33) is an airline such as 
SOUTHWEST AIRLINESTM, which may send their custom 
ers (e.g., 41 to 43) up-to-the-minute gate and cancellation 
information, as appropriate. 
0190. In a particular example of an embodiment, SMIM 
platform 200, which includes embodiments of first software 
module 61 and second software module 72, provides func 
tionality and features that include substantially secure storage 
of cards and information, including, for example, credit 
cards, bank cards, identification cards such as a driver's 
license to identify a person, loyalty cards, for instance, for 
grocery stores such as SAFEWAYTM, and ALBERTSONSTM, 
and retail stores such as The GAPTM, and STARBUCKSTM, 
frequent flyer programs, rewards programs, membership 
cards, video clubs, library cards, insurance cards, for 
instance, health, auto, or life, and login and password infor 
mation, and the like. Various embodiments may provide a 
combination of the items or information described herein or 
(e.g., any information or data) that is typically found or has 
been known to have been carried in a person's wallet or purse, 
for example, or equivalent functionality. 
(0191) Further, some embodiments include central, 
secured, and backed up storage, for example, through module 
61, server 15, or both. In various embodiments, a user (e.g., 21 
to 23) may enter the data once (e.g., into their phone 41 to 43, 
into website 65, etc.) and may use such information, for 
example, as long as it remains current. In addition, in particu 
lar embodiments, a user (e.g., 21 to 23) may be able to easily 
replace aparticular phone (e.g., user21 may be able to replace 
mobile phone 41), a carrier or service provider (e.g., of 
mobile phone network 40), or both, without re-entering per 
Sonal information. Further, in this particular embodiment, a 
user (e.g., 21 to 23) may have access to their personal infor 
mation from virtually anywhere (e.g., through their mobile 
phone). 
0.192 In addition, particular embodiments that provide 
alerts to inform users of important changes, are configurable. 
In some Such embodiments, the user (e.g., 21 to 23) may 
select which nuggets of information or changes are important 
to them such that the user should be alerted when the infor 
mation is updated (e.g., immediately) and which should be 
stored for later review, for instance. Certain embodiments 
may provide immediate or near-immediate notification. Spe 
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cifically, in some embodiments, a message may pop up on the 
mobile phone (e.g., 41 to 43) to alert the user (e.g., 21 to 23) 
of an event. In this embodiment, users can then bring up 
MICROAGENT, or second software module 72, for detailed 
information about the event. 

0193 In some embodiments, a user can use module 201, 
or second software module 72 to take an immediate action. 
For example, if the user is informed of a large withdrawal 
from their account, the user may be able to use module 201, or 
second software module 72 to inform the bank (which may be 
one of the third parties 31 to 33 or a Personal Data Providers 
502, for example) of possible fraud or mistake. Hence, in this 
particular embodiment, banks or other financial institutions 
may be able to limit their liability or reduce their losses by 
immediately putting the account under investigation. In vari 
ous embodiments, users may take control of their data by 
putting their personal information in SMIM platform 200 or 
system 100. In many embodiments, users’ personal informa 
tion is not stored on an employers' server where the employer 
controls the information and has the ability, or even the legal 
right, to access it. Further, in some embodiments, users (e.g., 
21 to 23) can change jobs without the need for re-entering 
their data over again. 
0194 Moreover, certain embodiments may use mobile 
phones (e.g., 41 to 43) to provide certain identification card 
functions. For example, mobile phone 42 may be used to 
identify user 22. Personal information stored on a mobile 
phone, on server 15, or both, may include a driver's license 
number, a Social security number, a passport number, visa 
information, security clearance information, credentials, a 
birth certificate, a green card, a work permit, a military ID, 
access cards, membership cards, elevator cards, copy cards, 
etc. In some embodiments, if cards or the phone are lost, 
destroyed, or stolen, a user may replace Some or all access 
cards with a mobile phone. In various embodiments, a user 
may use a mobile phone to access a parking garage, an office 
building, secure labs, or other areas, for example. Further, in 
some embodiments, a user may use SMIM platform 200, 
module 205 (e.g., Secure Mobile Services), or first software 
module 61 to locate employees, for example, immediately or 
within a certain time period. User 22 may be located, for 
example, by determining the location of the cell that phone 42 
is within, by using GPS information from phone 42, or a 
combination thereof. 

(0195 In a number of embodiments, SMIM platform 200 
or system 100 may be used in a retail sales environment. For 
example, in Some embodiments, user 22 may use mobile 
phone 42 to retrieve product information about a product 
using a local signal Such as Near Field Communication or 
Bluetooth, for example. In some embodiments, a user may 
use a phone to look up a location of a product, receive a 
coupon as the user enters a store, receive daily specials, store 
product information and price for price comparisons, or a 
combination thereof. In some embodiments, a user may send 
friends or family, for example, gift cards from a mobile 
phone, and a recipient may be able to redeem the gift certifi 
cate using their mobile phone. In certain embodiments, 
SMIM platform 200 or system 100 may also allow users to 
purchase products in stores by payment with a phone, for 
example, charging a credit card, debit card, or the like. In 
particular embodiments, SMIM platform 200 or system 100 
also allows for secure communication between module 201 or 
second software module 72 and the website (e.g., 65) as well 
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as secure SMS communication, for example, for transmitting 
sensitive information rather than text messaging using clear 
text. 

0196. Yet another embodiment includes or combines a 
phone with key card. An example is an apparatus for commu 
nicating a code, that includes a component for a mobile phone 
(or a mobile phone that includes the component) wherein the 
component includes a passive code configured to be read by a 
reader when the phone is passed in close proximity to the 
reader. In many of these embodiments, the reader is an appa 
ratus, for example, as opposed to a person. The reader of this 
embodiment may be similar to communications device 88 
shown in FIG. 1 and described herein, and may be a card 
reader configured to read passive codes from cards, for 
example, or similar thereto. 
0.197 In certain embodiments, for example, the passive 
code comprises a magnetic code and the reader is configured 
to read magnetic codes or the passive code comprises a bar 
code and the reader comprises a bar code reader. In some 
embodiments, the passive code is Substantially unchange 
able. As used herein, “substantially unchangeable' means 
that a typical user cannot change the passive code in a manner 
that is more convenient than replacing the component or the 
phone. Thus, a user cannot change their code on a whim, 
which a person reading the code may rely on, for example, to 
identify the user. Although not necessarily foolproof, in some 
of these embodiments, changing the passive code of a specific 
phone or component to copy the passive code of a different 
phone would be at least as difficult as making a duplicate of 
someone else's credit card, as a further example. 
0198 As used herein, “passive' or “passively’ means to 
not be powered by the battery or electrical system of the 
phone or electrically connected to the phone (or another bat 
tery or electrical system). Further, as used herein, in this 
context, the “component of the phone excludes disposable 
packaging for the phone (that may contain a bar code for 
product sales or tracking purposes, for example). Further, in 
Some embodiments, the component is comprises a back of the 
mobile phone, a battery cover of the mobile phone, a battery 
for the mobile phone or a case for the mobile phone, as 
examples. 
0199 Further, in some embodiments, the mobile phone 
has a phone number and the passive code comprises the phone 
number of the mobile phone. Further, in some embodiments, 
for another example, the passive code comprises a number 
that is unique to the component from all other components for 
mobile phones and all other mobile phones. In other embodi 
ments, the passive code may comprise or include the name of 
the user, an indicia for the user, an indicia for an account, a 
portion thereof, or a combination thereof, as examples. 
0200 Various embodiments may also include a method to 
replace a back of a phone with a key card. Another example 
comprises a method of eliminating a need to carry a card. This 
method includes providing or obtaining a mobile phone hav 
ing a component (or at least providing or obtaining a compo 
nent for a mobile phone), wherein the component is config 
ured to passively produce a code configured to be read by a 
reader (e.g., device 88) when the mobile phone, that includes 
the component, is passed in close proximity to the reader. 
Some embodiments may require only proximity instead of 
close proximity, for example, using Bluetooth. Such a method 
may include obtaining or providing components having one 
or more aspects described above for the example of the appa 
ratus for communicating a code. Particular embodiments 
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include providing the component as a replacement part for a 
preexisting mobile phone that previously did not have an 
ability to passively produce Such a code. 
0201 Other embodiments comprise various methods to 
use a phone with a key card. An example of Such an embodi 
ment comprises a method of identifying people, that includes 
the acts of providing or obtaining at least one reader (e.g., 
device 88) configured to read a passive code from an appara 
tus containing the code that is passed within (e.g., close) 
proximity to the reader, permitting people who whish to be 
identified to pass their mobile phones (e.g., 42) within close 
proximity to the reader (e.g., device 88), wherein the people 
(e.g., 22) who wish to be identified have the passive code 
located on their mobile phones (e.g., 42). Such methods may 
also include an act of using the passive code, as read by the 
reader (e.g., device 88), to identify the people (e.g., 22). 
0202 Such a method may be employed by a merchant, a 
service provider, an employer, a land lord, a manufacturer, a 
company, a school, or a government agency, for example. 
Further, Such a method may include obtaining or providing 
components having one or more aspects described above for 
the example of the apparatus for communicating a code. In 
Some embodiments, such a method may be used in combina 
tion with, or as part of, other methods described herein. In 
Some embodiments. Such a method or system may be used for 
a particular purpose, or for more than one purpose. 
0203. In particular embodiments, for each of multiple 
people, the identity of the person is used to authorize an 
expenditure from a creditor debit accountata point of sale for 
a purchase of goods or a payment for services. In various 
embodiments, for each of numerous people, the identity of 
the person is used to authorize physical access to a controlled 
space. Further, in Some embodiments, for each of at least two 
of the people, the identity of the person is used to authorize 
computer access to electronically stored information. Even 
further, in some embodiments, the method further includes at 
least one other means for identifying the people. Such other 
means may be one of the means described herein, or known in 
the art, for example. 
0204 Still another embodiment comprises a method of 
eliminating a need to carry a card. This example of a method 
includes replacing an old component of a mobile phone with 
a new component. In some embodiments, the new component 
includes at least one of a back, a battery cover, a battery, and 
a case for the mobile phone, as examples. In some embodi 
ments, the new component includes a magnetic code area 
configured to produce a magnetic code to be read by a card 
reader (e.g., device 88) when the phone is passed in close 
proximity to the card reader. Other embodiments may use a 
bar code. 

0205 Another embodiment comprises another method of 
eliminating a need to carry a card. Such a method may include 
configuring a mobile phone with a component, wherein the 
component comprises at least one of a back, a battery cover, 
a battery, and a case for the mobile phone, wherein the com 
ponent includes a code configured to be read by a card reader 
(e.g., device 88) when the phone is passed in close proximity 
to the card reader. Other embodiments include a method or 
phone that communicates a code using near-field communi 
cation, for example, wherein the code is stored on the phone, 
selected by the user, and transmitted via a NFC transmitter 
(e.g., device 82). Different uses are described herein wherein 
the codes are sent to the phone via the mobile phone network 
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(e.g., 40) from a server (e.g., 15) or that collects the codes 
from third parties (e.g., 31 to 33) through the internet 10, for 
example. 
0206 Referring now to FIGS. 1 and 12, in some embodi 
ments, an agent 1203 uses one or more of an assigned short 
code (or long code) and a generic assigned identification (ID) 
(e.g., a keyword) for selling items. The short code and generic 
assigned ID may be advertised through magazines, web/In 
ternet, or other means/media, as examples. Short codes are 
also referred to as short numbers, dedicated short codes, 
shared short codes, or Common Short Codes (CSC) (e.g., 
special telephone numbers that can be used to address SMS 
and Multimedia Messaging Service (MMS) messages from 
phone 41, 42, or 43). For example, the generic assigned ID 
includes a keyword sent in a message to the short code (or 
long code), the requested item sent in a message to the short 
code (or long code), or a generic assigned ID for a particular 
item sent in a message to the short code (or long code). Each 
agent 1203 or server 15 can have one or more of a unique short 
code, generic assigned ID, and keyword. For example, server 
15 or each agent 1203 can be assigned a unique short code. If 
server 15 is assigned a unique short code, then server 15 can 
act as the merchant or agent 1203 by assigning a unique 
keyword to each merchant or agent 1203. When the user 
orders an item, the keyword used by the user identifies the 
particular agent 1203 to order and purchase the item from. In 
another example, if each agent 1203 is assigned a unique 
short code, then agent 1203 can act as the merchant itself. 
Different short codes or long codes can belong to different 
third parties 31, 32, or 33. The communication between mod 
ule 201 and each third party 31, 32, and 33 is encrypted using 
a different key. Furthermore, third parties 31, 32, and 33 can 
specify their own encryption algorithm, key generation algo 
rithm, and duration between changes in their encryption key. 
0207 For example, server 15 or agent 1203 may store 
information or have access to one or more servers. User 21 
sends a keyword (e.g., 1234) to a short code (e.g., 54321) via 
phone 41. In this example, user 21 sends an SMS message or 
MMS message for item 1234 to short code 54321 via phone 
41. Since short code 54321 is assigned to server 15 (or agent 
1203), server 15 has information stored on item 1234 (e.g., 
server 15 has a nugget of predefined information on item 1234 
stored, which can be customized depending on the request or 
purchase made by user 21). Server 15 provides the nugget of 
information on item 1234 to user 21 by replying to the SMS 
message or MMS message user 21 previously sent to short 
code 54321. Server 15 has an SMS gateway 115 with a nugget 
of predefined information associated with each keyword 
(e.g., “item 1234', 'ABCD', or any other keyword), so that it 
can easily return the specific information user 21 requests. 
For example, the nugget of information can include one or 
more of order information (e.g., number), confirmation infor 
mation (e.g., number), alerts, or other information. 
0208. A keyword can be any combination of commands or 
requests. Second Software module 72 can configure auto 
mated command options (e.g., predefined keywords for user 
21 to have menu driven options (such as preconfigured and 
defined keywords for user 21 to select from)). Server 15 
and/or agent 1203 are notified that user 21 requests informa 
tion on or wants to purchase item 1234. Server 15 or agent 
1203 request confirmation of the order and charges (or use of 
pre-paid credits) from user 21 and provide information on 
item 1234 to user 21 by sending an SMS message or MMS 
message to user21 via the internet, an SMS gateway (or MMS 
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gateway) 115, and phone 41. For example, server 15 or agent 
1203 sends user 21 an SMS message requesting confirmation 
for a purchase of goods for a charge of S25. 
0209 First software module 61 of server 15 is recorded on 
a computer-readable medium and includes programming 
instructions to receive information about one or more agents 
1203 to create one or more agent accounts. In an exemplary 
embodiment, with continued reference to FIGS. 1 and 12, 
agent 1203 receives an agent account at server 15 or a vendor 
1205 (e.g., merchant, third party, or other entity) directly or 
via server 15. In this exemplary embodiment, the agent 
account enables agent 1203 to perform the following tasks via 
server 15: create an SMS or MMS message for a particular 
item, customize the message, activate and de-activate a mes 
sage, configure the message, purchase SMS, email credits, or 
MMS credits, and view reports. The agent account can be 
set-up and configured in various ways depending on the needs 
of agent 1203. 
0210 Agent 703 creates an SMS or MMS message for a 
particular merchant for the generic assigned ID (or a key 
word) via server 15. For example, agent 1203 can purchase 
one or more generic assigned IDs from server 15. Agent 1203 
customizes the message for specific keywords relevant to the 
information requested by users 21, 22, and/or 23 via server 
15. Agent 1203 activates and/or de-activates a message 
depending on the circumstances via server 15. Agent 1203 
configuring the message via server 15 includes deciding if an 
SMS or MMS or email should be sent to agent 1203 every 
time a user (e.g., prospective buyer) requests information, and 
responding to the user's request for information by further 
requesting that the user provide an email address to send 
further information to the email address provided by the user. 
If the user provides an email address, then server 15 can send 
the user an SMS message, email, or MMS message with more 
detailed information. For example, server 15 can send a link 
(e.g., WAP push) to the user via an SMS message or MMS 
message with Such information (e.g., Such as a message with 
a link to a WAP address). Server 15 can also communicate 
with phone 41, 42, or 43 of the user and by using location 
based services provide information about other lotteries in a 
particular area (state, region, or other area) based on the 
global positioning system of phone 41, 42, and 43 at any 
instance intime, or any other location specific information the 
user may desire. Agent 1203 purchases SMS or MMS credits 
from server 15 and can make the SMS or MMS credits avail 
able for users 21, 22, and/or 23 to use. Agent 1203 viewing 
reports include identifying the number of prospective buyers, 
phone numbers of the prospective buyers, and other relevant 
information. 

0211 Prospective users 21, 22, and/or 23 may use phone 
41, 42, or 43 (such as a mobile phone or cell phone in some 
embodiments) to retrieve information by sending an SMS 
message, MMS message, or text message, for example, to the 
short code (or long code) and type ageneric assigned ID as the 
text for the message. For example, agent 703 may include 
information on how to send a message including the generic 
assigned ID for an item (e.g., ABCDE), a request for the item, 
or any other identifying or requested information to the short 
or long code (e.g., 65203). SMS gateways can be used for 
sending and receiving SMS messages (or MMS gateways can 
be used for sending and receiving MMS messages). For 
example, in FIG. 1, an SMS gateway 115 (or an MMS gate 
way 115) is typically between phone network 40 and internet 
10 or internet 10 and server 15 or a part of server 15. Server 

Jun. 16, 2011 

15, phone 41, 42, or 43, and/or third parties 31, 32, and/or 33 
can send or receive SMS or MMS messages via such an SMS 
gateway 115 or MMS gateway 115 in a secure manner. Gate 
way 115 may include the following modules that communi 
cate with each other so that server 15, phone 41, 42, or 43, 
and/or third parties 31, 32, and/or 33 can send or receive SMS 
or MMS messages via such an SMS gateway 115 or MMS 
gateway 115 in a secure manner: SMS/MMS module, cam 
paign module, account module, contact module, reporting 
module, scheduling module, template module, Subscription 
module, coupon module, media module, multi-channel gate 
way module, and the like. Moreover, gateway 115 may com 
prise any suitable modules configured to allow secure cre 
ation, transmission, delivery, storage, and/or reporting 
regarding secure and/or conventional messages. If mobile 
broadband cards (or a laptop wireless Internet access card) is 
used with a mobile device (phone 41, 42, or 43), then phone 
network 40 can be used for communication (with or without 
access to the Internet). 
0212. In some embodiments, once server 15 receives the 
SMS or MMS message, server 15 retrieves information about 
the item, and in some embodiments, server 15 may format the 
information, attach a personal or generic message from agent 
1203, or both, and send the information to users 21, 22, and/or 
23. Server 15 receives a request for information from user 21, 
22, and/or 23 via the SMS or MMS message, where the 
information depends on at least one of the short code, long 
code, and a generic assigned ID associated with the item. 
Server 15 communicates with third parties 31, 32, and/or 33 
(e.g., a merchant or merchant server, agent 1203, or an 
EBAYTM server) to obtain the item requested by user 21, 22. 
and/or 23. For example, server 15 communicates with third 
parties 31, 32, and/or 33 to retrieve the information. Commu 
nication between server 15 and third parties 31, 32, and/or 33 
can be through a HTTP/HTTPS protocol and/or Web Service 
over an internet connection. Server 15 requests information 
from a merchant server using the item number as the key 
word. The merchant server responds to the request by server 
15 by providing data corresponding to the particular item. 
Server 15 extracts the relevant information (e.g., cost, num 
ber, and any other desirable information). This relevant infor 
mation is formatted to a package of information that is often 
less than 160 characters if it is to fit in one SMS message. 
Server 15 can format the information (e.g., taking the SMS or 
MMS message information in a desirable format (e.g., limited 
number/type of characters) and converting the information 
into a more desirable format). Server 15 can attach a message 
(e.g., from agent 1203) and send the information requested by 
user 21, 22, and/or 23 to phone 41, 42, and/or 43 of user 21, 
22, and/or 23 through a mobile phone network. Agent 1203 
has the ability to access server 15 via web (the Internet) and 
modify the information in some embodiments. 
0213 FIG. 13 illustrates a flowchart illustrating examples 
of various methods of using server 15 to communicate with 
one or more of users 21, 22, and 23 to provide information to 
users 21, 22, and 23. Server 15 receives a request for infor 
mation from one or more of users 21, 22, and 23 (act 1301). 
Users 21, 22, and 23 send the request for information via at 
least one of a text message, multimedia messaging service 
message, and an SMS message sent to at least one of a short 
code and a long code (act 1303). The information requested 
by users 21, 22, and 23 depends on a generic assigned iden 
tification associated with information requested by users 21, 
22, and 23. Server 15 communicates with one or more third 
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parties 31, 32, or 33 to obtain the information requested by 
users 21, 22, and 23 or otherwise has access to the information 
requested by users 21, 22, and 23 (e.g., within server 15) (act 
1305). Server 15 sends the information requested by users 21, 
22, and 23 to one or more phones 41, 42, 43 of users 21, 22. 
and 23 via at least one of a text message, a MMS message, and 
an SMS message through phone network 40 (act 1307). 
0214. In one exemplary embodiment and with further ref 
erence to FIG. 1, a second software module 72 (described 
below) for running on phone 41, 42, and/or 43 of user 21, 22. 
and/or 23 is recorded on a computer-readable medium and 
includes programming instructions to communicate with one 
or more merchant servers or agent 1203 to request and receive 
information on, order, and purchase items using phone 41, 42. 
and/or 43 of user 21, 22, and/or 23. Second software module 
72 also includes programming instructions to request, 
receive, and transmit information. 
0215 Agent 1203 can configure messages and view 
reports via communication with server 15. Agent 1203 can 
change the information provided to server 15. Agent 1203 can 
configure its profile or environment with server 15 to alert 
agent 1203 if any of users 21, 22, or 23 request specific 
information, send a message to a short or long code, or oth 
erwise communicate with server 15. Some embodiments 
include one or more of the following features: prospective 
users (e.g., users or buyers) can register on the web to receive 
updates through SMS, MMS, or email about items/products: 
agents can automatically send their contact information 
through email, MMS, or SMS to prospective buyers; and 
agents can offer a service to SMS, MMS, or email prospective 
buyers when an item becomes available that match the buy 
er's profile (e.g., brands, services, availability in certain areas, 
or any other desired feature). 
0216. With further reference to FIG. 1, website 65 may 
include a main or home page (or more than one such page) to 
which new users and new third parties may be directed. New 
users may be directed to this page or pages or to website 65 by 
search engines, advertisers, brokers, agents, or the like, as 
examples. Users (e.g., 21 to 23) may be assigned (or asked to 
elect) user names, user ID's, passwords, and/or the like, 
which they may use to access secure areas or pages of website 
65, for example, where their personal information may be 
entered, displayed, updated, and/or the like. In some embodi 
ments, security of Such areas may be provided, for example, 
using novel systems and methods which may be described 
herein, for instance. In some embodiments, these secure areas 
may include information entered by third parties (e.g., 31,32. 
and 33). Further, in some embodiments, third parties (e.g., 31 
to 33) may have their own secure areas (e.g., that are password 
protected, or protected as described herein), for example, 
within website 65 or on server 15 or another server, in which 
the third parties (e.g., some or all of 31, 32, and 33) may be 
able to enter, view, update, or a combination thereof, infor 
mation for a number of users. 

0217. In some embodiments, the first software module 61 
filters the personal information and selects nuggets of the 
personal information which the first software module 61 
sends to the mobile phone (e.g., 41) of the appropriate user 
(e.g., 21). As used herein, a “nugget of information' is a 
discrete piece of information that is a subset of the total 
information. Nuggets of information may be in digital form, 
for example, and may be in text form, in the form of numbers 
or values, or a combination thereof, as examples. In some 
embodiments, nuggets may include pictures, text, graphics, 
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or the like, as further examples. These nuggets may be sent, 
for example, through mobile phone network 40, for instance, 
and may be sent as text, MMS messages, or SMS messages, 
for instance. In some embodiments, server 15 may access 
mobile phone network 40 through the Internet 10, for 
example. 
0218. In various embodiments, a second software module 
72, is operating (e.g., independently) on more than one of the 
mobile phones (e.g., 41 to 43, although module 72 is shown 
only on phone 41). Further, in this embodiment, the second 
software module 72 is configured to receive the nuggets of the 
personal information of the user (e.g., 21) from the first soft 
ware module 61 through the Internet 10 and through mobile 
phone network 40, and to store the personal information on 
mobile phone 41 so that the personal information may later be 
accessed by user 21, for example, even when mobile phone 41 
is not connected to mobile phone network 40. User 21 may 
access the personal information, for instance, by viewing 
folder 76 containing nuggets 78 and 79, which may be orga 
nized by Subject matter, for example. One such Subject may 
be financial information, for example, which may include 
account balances, transaction records, and the like, and 
another Such Subject, in Some embodiments, may be travel 
information, as another example, which may include, for 
example, flight departure times and locations, and the like. 
Other examples of subjects are described herein, and include 
insurance information, bank card information, medical 
records, appointments, and the like. 
0219. In some such embodiments, for multiple users (e.g., 
21 to 23), second software module 72 is downloadable by the 
users from first software module 61 to the mobile phones 
(e.g., 41 to 43), for example, through website 65, through the 
Internet 10, through mobile phone network 40, or a combi 
nation thereof. Further, in some embodiments, for many of 
the users (e.g., 21 to 23), first software module 61 includes 
instructions to search some or all of the e-mails received for or 
to the users (e.g., 21 to 23) for keywords, identifying num 
bers, or both, and to select the nuggets (e.g., 78 and 79) of the 
personal information from the e-mails using the keywords, 
identifying numbers, or both. For example, software module 
61 may search e-mails received for a specific user (e.g., 21. 
22, or 23) for account numbers, flight numbers, names of third 
parties (e.g., one or more of 31, 32, and 33), etc., and may 
extract nuggets of information pertaining thereto. In some 
embodiments, software module 61 may search all e-mails 
(e.g., sent to particular users), while in other embodiments, 
only e-mails from certain sources, or certain e-mail addresses 
may be searched. 
0220. In addition, in some such embodiments, for many or 
all of the users, second software module 72 contains instruc 
tions to allow the user (e.g., 21) to select at least a portion of 
the personal information that is stored on the mobile phone 
(e.g., select nugget 78), select or enteran identifier of at least 
one of a different party (e.g., 22) and a different party mobile 
phone (e.g., 42), and elect to send the personal information 
(e.g., nugget 78) to the different party mobile phone (e.g., 42). 
Examples of such a different party are other users, for 
instance, for user 21, users 22 and 23 may be different parties, 
and their phones 42 and 43 may be different party mobile 
phones. Examples of Such an identifier include the name of 
the different party, the phone number for the different party, a 
user identification number, etc. In many embodiments, for 
multiple users, the first software module 61 further contains 
instructions to evaluate whether the different party mobile 
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phone has certain functionality or contains a copy of particu 
lar software, such as second software module 72. 
0221. In some such embodiments, if the different party 
mobile phone contains a copy of the second software module 
72, for example, then the first software module 61 may send 
the (at least a) portion of the personal information to the copy 
of the second software module 72 on the different party 
mobile phone, for instance, through mobile phone network 
40, the Internet 10, or both. On the other hand, in some 
embodiments, if the different party mobile phone does not 
contain a copy of the second software module 72, for 
example, or in some cases other Software having adequate 
equivalent functionality, then the first software module 61 
may send the (at leasta) portion of the personal information to 
the different party mobile phone, in another form, for 
instance, in the form of a standard e-mail or text message. 
0222. In other embodiments, software module 72 may 
send the information directly to the different party rather than 
having the first software module (e.g., module 61) do it. In 
some embodiments, for more than one of the users, the first 
software module 61 further contains instructions to receive a 
command from the user (e.g., from user 21), for instance, 
through mobile phone network 40, and upon the receipt of the 
command, to transmit at least a portion of the nuggets of the 
personal information to a different party (e.g., to user 22 or 
23, or specifically, in some embodiments, to their phones 42 
or 43), for example, through the Internet 10. 
0223) In addition, in some embodiments, formany orall of 
the users, first software module 61 contains instructions to 
receive a command from the user (e.g., one of users 21 to 23), 
for instance, through mobile phone network 40, to dispute a 
financial transaction for a particular account described in the 
nuggets of the personal information. In particular embodi 
ments, for example, upon the receipt of the command, first 
Software module 61 may contain instructions to transmit a 
dispute of the transaction to a manager of the particular 
account through a network, such as Internet 10, for example. 
The manager of the account may be third party 33, for 
example, and may be a bank or financial institution, for 
instance. Such a dispute of the transaction may be transmitted 
to the third party (e.g., 33) in the form of an e-mail or a text 
message, for example, sent via the Internet 10, mobile phone 
network 40, or both, while in other embodiments, a dispute of 
a transaction may be sent through a private or financial net 
work, as another example. 
0224. In various embodiments, software module 72, soft 
ware module 61, and/or various other components may be 
configured to Support a particular application and/or user 
group, for example mobile banking, entry of health care infor 
mation, domain registration, airline check-in, intra- and inter 
government agency communication, enterprise communica 
tion, and the like. 
0225. Further, in some embodiments, some or all of the 
mobile phones (e.g., 41 to 43) may be configured to transmit, 
receive, or both, local signals. For example, mobile phone 42 
includes local transmitter, receiver, antenna, or a combination 
thereof, local communication device 82, which, in this 
embodiment, communicates with reader or local communi 
cation device 88. In different embodiments, device 88 may 
read signals, send signals, or both. Communications devices 
82 and 88 may exchange signals in one or both directions 
through near-field communications, a personal area network, 
Bluetooth, bar codes, WiFi, or the like, as examples. 
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0226 Various embodiments provide for extracting par 
ticular information from a user's e-mails and sending that 
information to the user's mobile phone. Referring to FIG. 1, 
particular embodiments include, for example, various sys 
tems for managing information for multiple users (e.g., 21 to 
23) using the Internet 10 and mobile phones (e.g., 41 to 43) of 
the users (e.g., 21 to 23). In many embodiments, the system 
includes a first software module 67 for sorting information. 
Such a software module 67 may be recorded on a computer 
readable medium, for instance, Such as a hard drive, random 
access memory (RAM), read only memory (ROM), a disk, a 
memory Stick, or the like, as examples. Such a Software 
module 67 may be located on server 15, for example, and may 
be, or be part of module 61, for instance, as shown. In some 
embodiments, first software module 67 includes program 
ming instructions to receive multiple e-mails containing 
information about the business of the user (e.g., one of users 
21 to 23). These e-mails may be all or a select portion of 
e-mails that have been sent to the particular users (e.g., one of 
users 21 to 23) e-mail address, for example, via Internet 10. 
0227. The information about the business of the user may 
be, or include, as examples: personal information; financial 
information; travel information; information concerning 
financial accounts, financial transactions, expenditures, pur 
chases, savings, loans, etc.; or other information described 
herein or known in the art. Further, information about the 
business of the user may concern the user's personal affairs or 
the affairs of a business that is owned, controlled, managed, 
invested in, or an employer of the user, as additional 
examples. In some embodiments, fewer than all (i.e., select) 
e-mails sent to the particular user (e.g., one of users 21 to 23) 
may be received (e.g., at first software module 67). For 
example, in Some embodiments, only e-mails sent from one 
or more particular senders or entities (e.g., from some or all of 
third parties 31 to 33), or one or more particular e-mail 
addresses, may be received (i.e., select e-mails), by module 
67. Such senders (e.g., some or all of third parties 31 to 33) 
may include, for example, banks, financial institutions, card 
providers, airlines, travel agents, etc., or other examples of 
third parties 31 to 33 described herein, which may have been 
selected by the user (e.g., one of users 21 to 23) in certain 
embodiments. 

0228. In some embodiments, first software module 67 
includes programming instructions to search some or all of 
the (e.g., select) e-mails for keywords or identifying numbers 
(or both), as examples, and to extract particular information 
from the select e-mails. Examples of Such keywords and 
identifying numbers include account numbers, frequent flyer 
numbers, flight numbers, words like “balance”, “with 
drawal', "debit”, “delayed”, “gate”, “flight”, “cancelled', or 
the like. Such particular information may include, for 
instance, account balances, amounts of withdrawals or debits 
from, or deposits to, accounts, amounts of bank cardbillings, 
travel information Such as departure times, departure loca 
tions, status of flights, etc. In various embodiments, the first 
Software module 67 also includes programming instructions 
to send the particular information to the users (e.g., one of 
users 21 to 23) mobile phone (e.g., the appropriate one of 
phones 41 to 43) through, for instance, mobile phone network 
40, the Internet 10, or both. 
0229. Various embodiments also include second software 
module 77 for running (e.g., that is running) on the user's 
mobile phone (e.g., the appropriate one of phones 41 to 43). 
Second software module 77 may include programming 
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instructions to store (e.g., in folder 76) the particular infor 
mation on the user's mobile phone (e.g., the appropriate one 
of phones 41 to 43), and provide access to the particular 
information by the user (e.g., one of users 21 to 23). Such a 
second software module 77 may be recorded on a computer 
readable medium, for instance, Such as a hard drive, random 
access memory (RAM) read only memory (ROM), a disk, a 
memory stick, or the like, as examples. 
0230. In some embodiments, second software module 77 
may be stored or recorded on a server (e.g., server 15), for 
downloading onto the user's mobile phone (e.g., the appro 
priate one or more of phones 41 to 43). In a number of 
embodiments, second software module 77 may be recorded 
on memory within the user's mobile phone (e.g., the appro 
priate one of phones 41 to 43), for example. Such a second 
software module 77 may be, for example, part of software 
module 72 shown in FIG. 1 on mobile phone 41. The particu 
lar information may be, include, or be included within, for 
example, the nuggets 78, 79, or both, for instance, as 
described herein. 

0231. Some such embodiments also include a third soft 
ware module 17 (e.g., recorded on a computer-readable 
medium) configured for running on the user's computer (e.g., 
computer 13 of user 23), (or that is actually running on the 
user's computer) that includes programming instructions to 
search for e-mails from at least one particular sender (e.g., 
from one or more of third parties 31 to 33) and to send the 
e-mails from the at least one particular sender, for example, 
through the Internet 10, to first software module 67. In various 
embodiments, module 17 may forward e-mails to module 67. 
and in different embodiments, the e-mails may be kept as new, 
marked as read, or marked as forwarded on the user's com 
puter (e.g., computer 13 of user 23), or may be deleted or 
erased therefrom. In certain embodiments, third software 
module 17 may be a plug-in for an e-mail management appli 
cation, such as MICROSOFT OUTLOOK, for example. 
0232 Further, in some embodiments, first software mod 
ule 67 or 61 includes programming instructions to encrypt the 
particular information before sending the particular informa 
tion to the user's mobile phone (e.g., 41). In some embodi 
ments, second software module 77 or 72 includes program 
ming instructions to decrypt the particular information. Even 
further, in some embodiments, first software module 67 or 61 
includes programming instructions to compress the particular 
information before sending the particular information to the 
user's mobile phone (e.g., 41). And in Some embodiments, 
second software module 77 or 72 includes programming 
instructions to decompress the particular information. 
Decryption and compression may be used together or sepa 
rately in different embodiments. 
0233. Additionally, in certain embodiments, first software 
module 67 or 61 includes programming instructions to 
receive instructions from the user (e.g., user 21) identifying at 
least one threshold for alarm for at least a portion of the 
particular information. In particular Such embodiments, first 
Software module 67 or 61 or second software module 77 or 72 
(or a combination thereof) includes programming instruc 
tions to compare at least a portion of the particular informa 
tion to the threshold. Furthermore, in some embodiments, 
first software module 67 or 61 or second software module 77 
or 72 (or a combination thereof) includes programming 
instructions to provide an alarm to the user if the particular 
information passes the threshold. Such an alarm may be, for 
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example, in a manner described herein, such as an audible 
alarm a light or display, a vibratory alarm, or a combination 
thereof. 

0234. In some embodiments, for example, for one or more 
of multiple users (e.g., users 21 to 23), the particular infor 
mation includes financial account information, which may 
include, for instance, amounts of withdrawals or debits from 
an account. Such as a financial or bank account. In certain 
embodiments, the (e.g., at least one) threshold may be, or 
include, the amount of a withdrawal or debit, for example, and 
first software module 67 or second software module 77 (or 
both) may include programming instructions to provide an 
alarm to the user e.g., the appropriate one (or more) of users 
21 to 23 if a withdrawal or a debit (or both) exceeds the 
threshold. In another example, in Some embodiments, for 
each of a number of the users (e.g., users 21 to 23), the 
particular information includes travel information, which 
includes a departure time, a departure location (e.g., a depar 
ture gate), or both. In some Such embodiments, first Software 
module 67 or second software module 77 (or both) includes 
programming instructions to provide an alarm if there is a 
change in the departure time or the departure location (or 
both), as examples. In other embodiments, alarms may be 
provided for other thresholds or other criteria. 
0235 Further, in a number of embodiments, for one or 
more of the users (e.g., users 21 to 23), second Software 
module 77 contains programming instructions to allow the 
user (e.g., user 21) to select at least a portion of the particular 
information that is stored on the mobile phone (e.g., 41), 
select or enter a third party mobile phone number (e.g., the 
phone number of user 22), and elect to send at least a portion 
of the particular information to the third party mobile phone 
(e.g., to mobile phone 42 of user 22). In some embodiments, 
at least for many users (e.g., user 21), first software module 67 
further contains instructions to evaluate whether the third 
party mobile phone (e.g., mobile phone 42 of user 22) con 
tains a copy of second software module 77, module 72, or 
both. In some such embodiments, if the third party mobile 
phone (e.g., mobile phone 42 of user 22) contains a copy of 
second software module 77, for example, then first software 
module 67 may send the portion of the personal information 
to the copy of second software module 77 on the third party 
mobile phone (e.g., mobile phone 42 of user 22) for example, 
through mobile phone network 40, the Internet, or both. 
0236 Benefits, other advantages, and solutions to prob 
lems have been described herein with regard to specific 
embodiments. However, the benefits, advantages, solutions to 
problems, and element(s) that may cause benefit, advantage, 
or solution to occur or become more pronounced are not to be 
construed as critical, required, or essential features or ele 
ments of the claims. Reference to an element in the singular is 
not intended to mean “one and only one' unless explicitly so 
stated, but rather "one or more.” As used herein, the terms 
“comprises”, “comprising, or a variation thereof, are 
intended to cover a non-exclusive inclusion, Such that a pro 
cess, method, article, or apparatus that comprises a list of 
elements does not include only those elements but may 
include other elements not expressly listed or inherent to such 
process, method, article, or apparatus. Further, no element 
described herein is required for practice unless expressly 
described as “essential' or "critical'. Moreover, those skilled 
in the art will recognize that changes and modifications may 
be made to the exemplary embodiments without departing 
from the scope of the present invention. Thus, different 
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embodiments may include different combinations, arrang 
ments and/or orders of elements or processing steps described 
herein, or as shown in the drawing figures. For example, the 
various components, elements or process steps may be con 
figured in alternate ways depending upon the particular appli 
cation or in consideration of cost. These and other changes or 
modifications are intended to be included within the scope of 
the present invention, as set forth in the following claims. 
We claim: 
1. A short messaging service (SMS) system configured for 

secure communications, the SMS system comprising: 
a Software module configured for use on a mobile device, 

wherein the Software module is configured to encryptan 
SMS message via a first encryption; and 

a gateway configured to communicate with the mobile 
device, wherein the gateway is configured to receive the 
encrypted SMS message from the mobile device. 

2. The system of claim 1, wherein the gateway is config 
ured to decrypt the encrypted SMS message received from the 
mobile device. 

3. The system of claim 2, wherein the gateway is config 
ured to re-encrypt the decrypted SMS message via a second 
encryption. 

4. The system of claim 3, wherein the first encryption and 
the second encryption are different. 

5. The system of claim 4, wherein the gateway is config 
ured to transmit the re-encrypted SMS message to a mobile 
device. 

6. A method of securing short messaging service (SMS) 
communications, the method comprising: 

encrypting, at a mobile device, an SMS message; 
transmitting the encrypted SMS message to a gateway; 
decrypting, at the gateway, the encrypted SMS message; 
re-encrypting, at the gateway, the decrypted SMS message; 

and 
transmitting the re-encrypted SMS message to a recipient. 
7. The method of claim 6, wherein the message is 

encrypted at a mobile device via a first encryption, and 
wherein the decrypted message is re-encrypted at the gateway 
via a second encryption different from the first encryption. 

8. The method of claim 6, further comprising transmitting, 
to a mobile device, a delivery confirmation responsive to 
delivery of the re-encrypted SMS message to a recipient. 

9. The method of claim 6, further comprising transmitting, 
to a mobile device, an open confirmation responsive to the 
re-encrypted SMS message being accessed by a recipient. 
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10. The method of claim 6, wherein, at the mobile device, 
information identifying the recipient of the message is 
encrypted with the message. 

11. The method of claim 10, wherein the decrypting, at the 
gateway, further comprises determining a recipient of the 
encrypted message. 

12. The method of claim 6, further comprising dividing, at 
the mobile device, the encrypted message into at least two 
encrypted Sub-messages, wherein the at least two encrypted 
Sub-messages are configured according to an SMS protocol 
for transmittal to the gateway. 

13. The method of claim 12, further comprising assem 
bling, at the gateway, the at least two encrypted Sub-messages 
to reconstitute the encrypted message. 

14. The method of claim 6, further comprising updating, at 
the mobile device, an encryption key associated with the 
mobile device, wherein the updating is responsive to a key 
update command transmitted by the gateway. 

15. The method of claim 14, further comprising queuing, at 
the gateway, at least one message associated with the mobile 
device, wherein the queuing is responsive to a key update 
command transmitted by the gateway. 

16. The method of claim 15, further comprising process 
ing, at the gateway, the at least one queued message, wherein 
the processing is responsive to a key change acknowledge 
ment message transmitted from the mobile device to the 
gateway. 

18. A communication system for securely delivering a 
message to a mobile device, the system comprising: 

a first software module configured as a gateway, wherein 
the first software module is configured to encrypt at least 
one of a short messaging service (SMS) message or a 
multimedia messaging service (MMS) message for 
delivery to the mobile device; and 

a second software module configured for use on the mobile 
device, wherein the second software module is further 
configured to decrypt at least one of the encrypted SMS 
message or the encrypted MMS message received from 
the first software module, and wherein the information 
in at least one of the encrypted SMS message or the 
encrypted MMS message was received at the first soft 
ware module from a third party. 

19. The system of claim 18, wherein the second software 
module comprises an encrypted address book. 

20. The system of claim 18, wherein the second software 
module is configured to be locked after a period of inactivity. 
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