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SYSTEM AND METHOD FOR
CORRELATING NETWORK INFORMATION
WITH SUBSCRIBER INFORMATION IN A
MOBILE NETWORK ENVIRONMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This Application is a continuation (and claims the
benefit under 35 U.S.C. §120) of U.S. application Ser. No.
13/731,480, filed Dec. 31, 2012, entitled “SYSTEM AND
METHOD FOR CORRELATING NETWORK INFORMA-
TION WITH SUBSCRIBER INFORMATION IN A
MOBILE NETWORK ENVIRONMENT,” Inventors
Bikram Kumar Gupta, et al. The disclosure of the prior
application is considered part of (and is incorporated by
reference in) the disclosure of this application. This appli-
cation is also related to commonly assigned U.S. application
Ser. No. 13/652,923, filed Oct. 16, 2012.

TECHNICAL FIELD

[0002] This disclosure relates in general to the field of
mobile networks, and more particularly, to correlating net-
work events with subscriber information in a mobile net-
work environment.

BACKGROUND

[0003] Advances in hardware and communication tech-
nologies have resulted in the proliferation of mobile devices
and mobile network environments all over the world.
Today’s mobile devices are powerful computing systems
that operate on various platforms and have the ability to
provide users with network access connectivity and access
to needed resources, even when in transit. As mobile devices
have soared in popularity, malicious software (“malware”)
targeting mobile devices has also increased. Until recently,
network security solutions have been largely focused on
traditional computer networks and the protection of network
elements and network endpoints in those networks. With the
rise of mobile malware in wireless networks and the extraor-
dinary expansion of mobile devices, however, it has become
critical to the security of mobile devices and mobile net-
works, to apply tailored mobile security solutions in wireless
operator networks.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] To provide a more complete understanding of the
present disclosure and features and advantages thereof,
reference is made to the following description, taken in
conjunction with the accompanying figures, wherein like
reference numerals represent like parts, in which:

[0005] FIG. 1 is a simplified block diagram of a commu-
nication system for correlating network events with sub-
scriber information in a mobile network environment in
accordance with an embodiment of the present disclosure;
[0006] FIG. 2 is a simplified block diagram illustrating an
example network threat behavior analysis engine and man-
agement console in accordance with an embodiment;
[0007] FIG. 3 is a simplified flowchart illustrating poten-
tial operations that may be associated with the communica-
tion system in accordance with an embodiment;

[0008] FIG. 4 is a simplified flowchart illustrating addi-
tional potential operations that may be associated with the
communication system in accordance with an embodiment;
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[0009] FIG. 5 is a simplified block diagram illustrating
additional details associated with an example network threat
behavior analysis engine and management console in accor-
dance with an embodiment; and

[0010] FIG. 6 is a block diagram illustrating a computing
system that is arranged in a point-to-point configuration
according to an embodiment.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Overview

[0011] A method is provided in one example embodiment
and includes receiving information for network traffic in a
wireless network; correlating the information with a sub-
scriber of a plurality of subscribers; and generating a behav-
ior profile for the subscriber based on the information over
a period of time

[0012] In specific embodiments, the subscriber device
information includes at least one of an International Mobile
Equipment Identity (IMEI), an International Mobile Sub-
scriber Identity (IMSI), a Mobile Station International Sub-
scriber Directory Number (MSISDN), and an access point
name (APN). In more specific embodiments the mapping
includes storing the network address and the subscriber
device information in a mapping table. In even more specific
embodiments, the method includes receiving a subscriber
accounting stop packet, identifying a network address in the
accounting stop packet, searching the mapping table for a
stored network address corresponding to the network
address of the accounting stop packet, and deleting the
stored network address from the mapping table.

EXAMPLE EMBODIMENTS

[0013] Turning to FIG. 1, FIG. 1 is a simplified block
diagram of a communication system 10 for correlating
network events with subscriber information in a mobile
network environment. FIG. 1 includes an example sub-
scriber device 12 connected to a radio tower 14, which
enables communications between subscriber device 12 and
other subscriber devices and networks, such as a packet data
network (PDN) 8. Subscriber device 12 may be referred to
as “subscriber”, “mobile device”, and/or “device.” A user
that is using subscriber device 12, may be referred to as a
“subscriber user.” A mobile service provider’s core network
in communication system 10 can include a serving node 16,
a gateway node 20, and a connection interface 18 between
serving node 16 and gateway node 20. In addition, the core
network may include an Authentication, Authorization, and
Accounting (AAA) server 22, a network security platform
30, and an interface 24 between AAA server 22 and network
security platform 30, for receiving accounting packets with
subscriber device information. The core network may also
include a connection interface 26 that couples gateway node
20 to packet data network 8. Network security platform 30
may also be configured to communicate with a management
console 40 and a network threat behavior analysis engine
(NTBA) engine 6. Network threat behavior analysis engine
6 can be configured with a deep Netflow inspection engine
7 and a correlation module 36. Network threat behavior
analysis engine 6 may also be configured to communicate
with management console 40. PDN 8 can include public
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networks (e.g., the Internet) and/or private networks (e.g., a
private corporate network) that communicate by sending and
receiving data in packets.

[0014] Elements of FIG. 1 may be coupled to one another
through one or more interfaces employing any suitable
connection (wired or wireless), which provide viable path-
ways for electronic communications. Additionally, any one
or more of these elements of FIG. 1 may be combined or
removed from the architecture based on particular configu-
ration needs.

[0015] Generally, communication system 10 may be
implemented in any suitable type or topology of network
(e.g., Intranet, Extranet, LAN, WAN, WLAN, MAN,
VLAN, VPN, cellular network, etc.) or suitable combina-
tions thereof, including wired and/or wireless communica-
tion. In communication system 10, network traffic, which is
inclusive of packets, frames, signals, data, etc., can be sent
and received according to any suitable communication mes-
saging protocols. Suitable communication messaging pro-
tocols can include a multi-layered scheme such as Open
Systems Interconnection (OSI) model, or any derivations or
variants thereof (e.g., Transmission Control Protocol/Inter-
net Protocol (TCP/IP), user datagram protocol/IP (UDP/IP)).
Additionally, radio signal communications over a cellular
network may also be provided in communication system 10.
Suitable interfaces and infrastructure may be provided to
enable communication between the cellular network and the
packet data networks.

[0016] A packet is a unit of data that can be routed
between an origin and a destination on a packet-switched
network, such as packet data network 8 or a packet-switched
domain of a mobile service provider’s core network. A
packet includes a source network address and a destination
network address. These network addresses can be Internet
Protocol (IP) addresses in a TCP/IP messaging protocol. The
term ‘data’ as used herein, refers to any type of binary,
numeric, voice, video, textual, or script data, or any type of
source or object code, or any other suitable information in
any appropriate format that may be communicated from one
point to another in electronic devices and/or networks.
Additionally, messages, requests, responses, and queries are
forms of network traffic, and therefore, may comprise pack-
ets, frames, signals, data, etc.

[0017] For purposes of illustrating certain example tech-
niques of communication system 10, it is important to
understand the communications that may be traversing the
mobile network environment. The following foundational
information may be viewed as a basis from which the
present disclosure may be properly explained.

[0018] A mobile phone is a mobile electronic device that
can make and receive telephone calls over a radio link, by
connecting to a cellular network provided by a mobile
service provider. A smartphone is a mobile phone built on a
mobile operating system, with advanced computing capa-
bility and network access capability. Mobile service provid-
ers also offer packet-switched networks for handling mobile
data sent and received by smartphones.

[0019] With the rapid increase in the wireless (3G/4G)
subscribers and Internet access, telecom operators may
desire to profile the network traffic of a subscriber without
intruding into the privacy of the subscriber. Embodiments of
this disclosure describe a wireless network that is configured
to learn network behavior of a subscriber using deep packet
inspection. A framework for network behavior of the sub-
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scriber and risk profiling in 3G/4G networks is provided in
one or more embodiments. To perform these functions, the
wireless network employs a network security platform and
a network threat behavior analysis engine. The network
threat behavior analysis engine may also be referred to as a
network threat behavior analysis module.

[0020] Mobile service providers provide wireless commu-
nications services, including radio communications and
packet-switched network communications to subscriber
devices. A ‘subscriber device,” as used herein, is intended to
refer to a smartphone or any other wireless device config-
ured to send data to and receive data from a packet data
network via a cellular network (e.g., 3G, 4G-LTE, etc.).
Mobile service providers typically offer core networks with
a packet-switched domain configured to receive radio signal
communications from a subscriber device, convert the radio
signals to data packets, and send the data packets to a
destination node via a packet data network. The packet-
switched domain of a core network can also be configured
to receive data packets from a node on a packet data
network, convert the data packets to radio signals, and send
the radio signals to a subscriber device.

[0021] With reference to FIG. 1, a packet-switched
domain of a mobile service provider’s core network gener-
ally includes serving node 16, gateway node 20, connection
interface 18 between serving node 16 and gateway node 20,
and connection interface 26 between gateway node 20 and
packet data network 8. The serving node is capable of
communicating via radio signals on one end and capable of
communicating via packet data (e.g., Internet Protocol) at
another end over connection interface 18 to the gateway
node. The gateway node is capable of communicating via
packet data over connection interface 26 to a packet data
network, such as the Internet.

[0022] One example core network may include Universal
Mobile Telecommunications Service (UMTS), which is a
packet-based wireless communication service enabling con-
tinuous connection to the Internet for 3G wireless connec-
tion. In this service, with reference to FIG. 1, serving node
16 is referred to as a Serving GPRS Support Node (SGSN),
and gateway node 20 is referred to as a Gateway GPRS
Support Node (GGSN). A ‘Gn interface’ is connection
interface 18 between the SGSN and the GGSN. A ‘Gi
interface’ is connection interface 26 between the GGSN and
a destination network such as the Internet or other public or
private packet data network.

[0023] Another example core network may be configured
for 4G Long Term Evolution (LTE) wireless communication
standard. In this core network, with reference again to FIG.
1, serving node 16 is referred to as a Serving Gateway
(S-GW), and gateway node 20 is referred to as a PDN
Gateway (P-GW). An ‘S5 interface’ is connection interface
18 between the S-GW and the P-GW. An ‘SGi interface’ is
connection interface 26 between the P-GW and a destination
network such as the Internet or other public or private packet
data network.

[0024] In yet another example, a core network may be
configured for CDMA2000 standards. In this scenario, gate-
way node 20 of FIG. 1 is referred to as a packet data serving
node (PDSN). PDSN may perform the functions of both
serving node 16 and gateway node 20.

[0025] Mobile phones can have several unique identifiers.
An International Mobile Equipment Identity (IMEI)
uniquely identifies a mobile phone internationally and is
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generally allocated by the equipment manufacturer. An
International Mobile Subscriber Identity (IMSI) is a unique
number allocated to each mobile subscriber in a mobile
communication network (e.g., Global System for Mobile
Communications (GSM)) that identifies the subscriber and
his or her subscription with the network. An IMSI can be
stored in a subscriber identity module (SIM) of mobile
phones. Some phones, however, are not configured to use
SIMs. A unique Mobile Station International Subscriber
Directory Number (MSISDN) is a mobile telephone number
used to identify a mobile phone internationally and is used
to make and receive calls on the mobile phone.

[0026] An access point name (APN) is a network identifier
used by a mobile phone when connecting to a core network
of a mobile service provider. The mobile service provider
can examine the access point name to determine a type of
network connection to be created (e.g., Internet Protocol (IP)
addresses to be assigned to the mobile phone) and a type of
security to be used. The APN can also identify a packet data
network to which the mobile phone can communicate.
[0027] A mobile service provider may have one or more
central databases that contain details of each mobile phone
that is authorized on the core network of the mobile service
provider. A Home Location Register (HLR) record can store
details of SIM cards issued by the mobile service provider,
including the IMSI and the MSISDN.

[0028] Mobile service providers can provide wireless
communication services to millions of customers having
subscriber devices. The increase in threats in wireless net-
works generally, combined with the number of subscriber
devices at risk from those threats, necessitates deployment
of network security solutions to prevent malware infections.
For example, deep packet inspection (DPI) solutions are
often deployed in a mobile service provider’s core networks
between a gateway node on the packet-switched network
side and a serving node on the radio communications side
(e.g., in the Gn or S5 interface). DPI solutions may include,
but are not limited to, intrusion prevention systems (IPS),
intrusion detection systems (IDS), and next-generation fire-
walls (NGFWs).

[0029] Typically, DPI systems inspect network traffic and
display network addresses of the network traffic when a
network event is detected. In addition, some DPI systems
can also analyze traffic and determine application informa-
tion associated with a network address (e.g., chat applica-
tions, audio and video applications, etc.). In a network using
Internet Protocol Suite (TCP/IP), for example, a DPI system
may provide IP addresses of traffic flow when a network
event is detected.

[0030] An IP address identified from a detected network
event can enable identification of a network node on a packet
data network, or can generally indicate that some subscriber
device is associated with the network event. IP addresses
alone, without additional identifying information, however,
may not enable identification of particular subscriber
devices associated with a detected network event. Without
the ability to correlate transport layer, application layer, and
network layer information with particular subscriber
devices, wireless administrators may be limited in their
ability to create and report behavioral profiles. Identifying
information of particular subscriber devices associated with
a network event may be very useful to wireless administra-
tors. For example, MSISDN (telephone number), IMSI
(SIM card number), IMEI (equipment number), and APN
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(access point name) may be desirable and useful information
for a wireless administrator of a mobile service provider.

[0031] In a configuration in which a network security
device is deployed on a Gn or S5 interface of a mobile
service provider’s core network, mobile telephone numbers
may be obtained by adding significant overhead to the
network security device. For example, in one scenario, an
intrusion prevention system (IPS) may be deployed on the
Gn interface. A GPRS Tunneling Protocol (GTP) inspection
may be provided to obtain mobile phone information. GTP
inspection, however, can add significant overhead to IPS
processing on communications from millions of subscriber
devices. Therefore, a more efficient approach is needed for
obtaining pertinent mobile phone information and correlat-
ing it to network events.

[0032] A communication system for correlating network
events with subscriber information in a mobile network
environment, as outlined in FIG. 1 can resolve these issues
(and others). In the communication system of FIG. 1,
network security platform 30 can receive accounting infor-
mation for each subscriber device that comes online in the
mobile network environment and send the accounting meta-
data to network threat behavior analysis engine 6 in a flow
record (Netflow). The accounting information can be parsed
and a mapping table created. The mapping table can map or
otherwise link network addresses assigned to subscriber
devices to mobile telephone numbers assigned to the sub-
scriber devices. Network addresses can also be mapped or
otherwise linked to other subscriber device information.
Network threat behavior analysis engine 6 can monitor
network flow records along with application metadata, from
or to subscriber devices, for any indications of a network
event (e.g., accessing a website, using an application,
streaming data for voice or video, connecting to the net-
work). If a network event is detected, the network event can
be correlated to the appropriate subscriber device, using the
network address associated with the network event to search
the mapping table. The network event information and the
correlated subscriber device information (e.g., mobile tele-
phone number and other subscriber device information) can
be provided to a management console, which may be
accessed by authorized wireless operators. Thus, the mobile
telephone number can be derived for a detected network
event in a Gi or SGi interface rather than a Gn or S5 interface
in a mobile service provider’s core network.

[0033] Correlated information that includes network event
and flow information with a mobile phone number (and
other subscriber device information) provides numerous
advantages. Access to this correlated information enables a
mobile service provider to view a mobile phone number of
a subscriber device that is associated with a network event
or session. The mobile service provider may take immediate
remediation actions, if desired. This information also pro-
vides a mobile service provider with more useful informa-
tion about subscribers in its mobile network by providing
drilling down capabilities on detected network events based
on mobile phone number, IMEI number, IMSI number,
and/or APN number. As a result, patterns, trends, or other
correlations between network events and the particular
mobile phones associated with the network events can be
identified and addressed accordingly. Moreover a mobile
service provider may choose to educate subscribers (e.g.,
users/owners of subscriber devices) on their particular
behaviors. Additionally, mobile service providers may gen-
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erate customer-specific behavior reports and share with
customers (e.g., on demand, as part of a monthly bill, etc.)
on a regular or opt-in basis.

[0034] Some of the behavior profile items may include:
identification of malware files including applications down-
loaded on to the mobile device; characterization of Hyper-
text Transfer Protocol (htt)p traffic from mobile device, such
as URL access patterns, risk, category, and time of access;
risk profile of the subscriber or the mobile device based on
security events; applications used by the mobile device
(Netflix, Facebook chat, google talk, Salesforce, p2p etc.),
with bandwidth consumption; top bandwidth consumers
among subscribers; and identifying communications of the
mobile device with risky sites.

[0035] Operators can use behavior profile items for cus-
tomizing bundled services, providing security awareness for
customers, and/or enabling targeted advertisement cam-
paigns. Moreover operators can bill customers (for example,
parents would like to know their children’s activity, corpo-
rations would like to monitor the corporate phones etc.).
Embodiments of this disclosure enable operators to deploy
a network framework that in turn can be revenue-generating.
[0036] Most prior systems are either deployed using an
endpoint agent, or are deployed on the GTP link. Operators
have traditionally used an expensive approach to learning
customer network behavior, such as by placing an agent on
the handset or investing in deep-packet inspection (DPI)
products which sit on the network. Placing an agent on the
subscriber’s phone involves privacy issues. The solutions
sitting on packet gateway (like GGSN, P-GW) pose the risk
of introducing latency or causing inline performance issues.
We describe a framework that is non-intrusive, sits on an IP
network, and is not inline.

[0037] Turning to the infrastructure of FIG. 1, communi-
cation system 10 in accordance with an example embodi-
ment is shown. A mobile service provider’s core network in
communication system 10 can include serving node 16.
Serving node 16 can be a computing system configured to
receive radio signals on a radio interface, translate the radio
signals to data packets (e.g., IP packets), and communicate
the data packets to another node over connection interface
18. Serving node 16 is also configured to receive data
packets over connection interface 18, translate the data
packets to radio signals, and communicate the radio signals
to the appropriate subscriber device via a radio tower. For
example, serving node may send and receive signals to
subscriber device 12 via radio tower 14.

[0038] Gateway node 20 can be a computing system
configured to receive and communicate data packets to other
nodes in the mobile service provider’s core network, in
addition to nodes of other networks such as packet data
network 8. AAA server 22 can be configured to provide an
accounting feed with information related to subscriber
devices having a status change (e.g., start connection, stop
connection, continue connection) in communication system
10. In an embodiment, AAA server 22 can be configured
using Remote Authentication Dial in User Service (RA-
DIUS) networking protocol to authenticate users or devices
to the network, to authorize users or devices for certain
network resources, and/or to account for usage of the
network resources. In other implementations, AAA server 22
can be configured using Diameter networking protocol.
[0039] AAA server 22 can receive pertinent phone infor-
mation, such as MSISDN, IMSI, IMEI, and APN for each
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subscriber device that comes online (i.e., requests a network
address) in communication system 10. AAA server 22 can be
configured to provide a network address (e.g., IP address) to
a subscriber device that requests one. AAA server 22 can
provide an accounting feed to gateway node 20 and network
security platform 30. The accounting feed can push sub-
scriber accounting information to gateway node 20 each
time a subscriber device comes online in communication
system 10.

[0040] The particular configurations of components in a
mobile service provider’s core network may vary depending
on the wireless standard that is implemented. For a 3rd
Generation standard of mobile communications, serving
node 16 can be a serving GPRS support node (SGSN),
gateway node 20 could be a gateway GPRS support node
(GGSN), connection interface 18 could be a Gn interface,
and connection interface 26 could be a Gi interface. For a
Long Term Evolution standard (LTE) 4G standard of mobile
communications, serving node 16 can be an S-GW, gateway
node 20 could be a P-GW, connection interface 18 could be
an S5 Interface, and connection interface 26 could be an SGi
Interface. The examples provided herein for particular com-
ponents of a mobile service provider’s core network are
intended for illustrative purposes and are not intended to be
limiting. It will be apparent that the concepts of the present
disclosure may be applied to various mobile network envi-
ronments implementing any number of wireless communi-
cation standards.

[0041] Network security platform (NSP) 30 can be a
computing system configured with deep packet inspection
engine 32 to evaluate network data traffic for network events
in communication system 10. Deep packet inspection engine
32 could be an IPS, an NGFW, an IDS, or any other suitable
network security solution for inspecting data packets. Net-
work security platform (NSP) 30 may be configured with
Nettlow module 34. Netflow module 34 may be configured
to generate Netflow records and metadata related to the
network traffic and network events and send them to network
threat behavior analysis engine 6. The information in the
network traffic may include transport layer information,
application layer information, and network layer informa-
tion. For example, NSP 30 may generate Netflow records,
additional application metadata, such as an attack ID, HTTP
metadata, SMTP metadata, DNS metadata, etc. NSP 30 may
also send RADIUS or DIAMETER accounting metadata, as
subscriber device 12 enters and leaves the network. The
Netflow record can be sent to network threat behavior
analysis engine 6 for every network connection. When the
flow content is RADIUS or DIAMETER accounting, then
NSP 30 generates a Netflow record with subscriber device
12 information as metadata. The subscriber device 12 infor-
mation may include APN, IMSI, IMEI, MSISDN, and other
such information. NSP 30 sends the netflow record for
START and STOP accounting. Network threat behavior
analysis engine 6 uses those records to build a subscriber
table containing an IP address, MSISDN, IMSI, IMEI, APN,
TIME IN, TIME OUT, and other such information.

[0042] Network threat behavior analysis engine 6 can be a
computing system configured with deep Netflow inspection
engine 7. Netflow records could be received from NSP 30.
Netflow inspection engine 7 may use a parser module to
parse through the Netflow records and extract information
such as network event information, RADIUS or DIAM-
ETER information, subscriber device information, and
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metadata information like URL, File access, e-mail recipi-
ents etc. Deep Netflow inspection engine 7 also normalizes
the flow records, extracts the application metadata and looks
for anomaly patterns in the session. Network threat behavior
analysis engine 6 may also include correlation module 36 to
correlate network events with subscriber device information
and provide the correlated information to management con-
sole 40. Network threat behavior analysis engine 6 can store
subscriber device information along with network event
information in a database and can enable wireless operators
to build a behavior profile for the mobile network and
subscriber devices.

[0043] Management console 40 may be a computing sys-
tem configured to be used by a user to view any behavior
profiles, network event information, and subscriber device
information.

[0044] Interface device 24 is configured to connect AAA
server 22 with network security platform 30 to enable the
network traffic between AAA server 22 and gateway node 20
to also flow to network security platform 30. Thus, network
security platform 30 receives accounting feeds from AAA
server 22 and can parse the accounting packets to extract
subscriber device information. In an embodiment, interface
device 24 could be layer 3 switch with a SPAN port that
provides, to network security platform 30, a copy of data
packets that are sent from AAA server 22 to gateway 20. In
another embodiment, interface device 24 could be a network
TAP in which an access port is set up between a network
element (e.g., layer 3 switch) and another network element
(e.g., network security platform 30) to allow passive moni-
toring of network traffic flowing from AAA server 22 to
gateway 20. In an embodiment, interface 24 could be
integrated with gateway node 20 such that the accounting
packets flow from gateway node 20 to network security
device 30.

[0045] Serving node 16, gateway node 20, AAA server 22,
interface 24, network security platform 30, and management
console 40 are network elements that facilitate electronic
communication with subscriber devices and/or other nodes
in a given network (e.g., PDN 8). As used herein, the term
‘network element’ is meant to encompass computing sys-
tems, routers, switches, wireless access points (WAPs),
gateways, bridges, loadbalancers, appliances, firewalls,
servers, processors, modules, or any other suitable device,
component, element, proprietary appliance, or object oper-
able to exchange information in a network environment. A
network element may include any suitable hardware, soft-
ware, components, modules, interfaces, or objects that facili-
tate the operations thereof. This may be inclusive of appro-
priate algorithms and communication protocols that allow
for the effective exchange of data or information.

[0046] Turning to FIG. 2, FIG. 2 is a block diagram
illustrating some possible details associated with network
threat behavior analysis engine 6, which performs network
data traffic inspection and subscriber accounting information
processing. In an embodiment, network security platform 30
can include deep packet inspection engine 32 with a Netflow
module 34. Network threat behavior analysis engine 6 may
include deep Netflow inspection engine 7 with parser mod-
ule 9, correlation module 36, a database 38 with a mapping
table 39 and behavior profiles 50, and behavior analysis
module 41 with a reporting module 44.

[0047] Network security platform 30 can receive sub-
scriber accounting traffic 33. In an embodiment, subscriber
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accounting traffic 33 can include an accounting start packet
or an accounting stop packet for a subscriber device. An
accounting start or stop packet is received in a data plane
from AAA server 22. An accounting start packet indicates
the start of a subscriber device’s network access and can
contain a network address assigned to the subscriber device
in addition to subscriber device information. An accounting
stop packet indicates the termination of network access by a
subscriber device, and can contain the network address of
the subscriber device. In some cases, an accounting stop
packet may also include subscriber device information. The
transmission and reception of subscriber accounting traffic
33 can include any appropriate communication protocol,
including TCP/IP communication protocols such as Trans-
mission Control Protocol (TCP), Stream Control Transmis-
sion Protocol (SCTP), Internet Protocol version 4 (IPv4),
Internet Protocol version 6 (IPv6), etc.

[0048] By way of illustration, an accounting start packet
can be created by AAA server 22 when subscriber device 12
initiates communication with communication system 10. In
an example implementation, AAA server 22 may provide a
network address to subscriber device 12. The network
address can be an IP address in a TCP/IP messaging proto-
col. When a network access is granted to subscriber device
12, an accounting start request may be sent to AAA server
22. AAA server 22 can receive subscriber device informa-
tion from the accounting start request. Subscriber device
information can include, but is not limited to, MSISDN
(mobile telephone number), IMSI (SIM card number), IMEI
(equipment number), and APN (access point name). Other
subscriber device information may also be received in the
accounting start request, such as subscriber device location.
The network address of subscriber device 12 and any or all
of the subscriber device information can be included in the
accounting start packet created by AAA server 22. In one
example embodiment, the accounting start packet can be the
same configuration and include the same data as the
accounting start request.

[0049] An accounting stop packet can be created by AAA
server 22 when subscriber device 12 terminates its commu-
nication with communication system 10. By way of illus-
tration, when subscriber device 12 terminates its connection
to communication system 10, an accounting stop request is
sent to AAA server 22. AAA server 22 may receive sub-
scriber device information from the accounting stop request,
such as MSISDN, IMSI, IMEI, APN, subscriber device
location, etc. The network address of subscriber device 12
and any or all of the subscriber device information can be
included in the accounting stop packet. In one example
embodiment, the accounting stop packet can be the same
configuration and include the same data as the accounting
stop request.

[0050] Subscriber accounting traffic 33, which includes an
accounting stop or start packet, can be pushed from AAA
server 22 to gateway node 20 via interface 24. Network
security platform 30 can receive subscriber accounting traf-
fic 33 from interface 24 via, for example, a SPAN or TAP
configuration. Network security platform 30 then forwards
subscriber accounting traffic 33 to network threat behavior
analysis engine 6. Deep Netflow inspection engine 7 can
include extraction/parser module 9 to distinguish subscriber
accounting traffic 33 from subscriber data traffic 31. In an
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example embodiment, subscriber accounting traffic 31 may
not be subjected to a deep packet inspection as it can be
assumed to be benign.

[0051] If subscriber accounting traffic 33 includes an
accounting start packet for subscriber device 12, extraction/
parser module 9 parses the accounting start packet and
collects the network address of subscriber device 12. Extrac-
tion/parser module 9 can also extract subscriber device
information such as MSISDN, IMSI, IMEI and APN, and
any other desired information such as subscriber device
location. In an embodiment, extraction/parser module 9 can
build mapping table 39 with subscriber data 35, which
includes the network address of subscriber device 12 and its
subscriber device information. Mapping table 39 can be
configured such that the network address of subscriber
device 12 is mapped to its subscriber device information.
Mapping table 39 may be stored in database 38 of network
threat behavior analysis engine 6.

[0052] In an embodiment, a network address may be
‘mapped’ or ‘linked’ to subscriber device information using
any suitable technique that results in a relationship between
the network address and the subscriber device information in
a memory element (e.g., in database 38, in cache memory,
etc.). In an embodiment, the relationship may be persistent
in data storage such as database 38. In one example imple-
mentation, the network address and each item of the sub-
scriber device information can be stored in different columns
of the same database record. In another example, the net-
work address can be stored in mapping table 39 and one or
more pointers can be provided to indicate the location of the
subscriber device information. These examples are provided
for illustrative purposes only. Numerous other mapping
techniques may be used to map network addresses to sub-
scriber device information, and such techniques are consid-
ered to be included within the broad scope of this disclosure.
[0053] If subscriber accounting traffic 33 includes an
accounting stop packet, extraction/parser module 9 parses
the accounting stop packet and collects the network address
of subscriber device 12. Extraction/parser module 9 can
search mapping table 39 for the network address of sub-
scriber device 12. If the network address is found, then the
network address can be deleted from mapping table 39.
Therefore, if another subscriber device joins communication
system 10 and is assigned the same network address, then a
conflict in mapping table 39 is avoided. Subscriber device
information that corresponds to the network address may
also be deleted from mapping table 39.

[0054] Network security platform 30 can also receive
subscriber data traffic 31. Subscriber data traffic may contain
data packets that are being sent to or from subscriber device
12. A subscriber data packet can be examined by deep packet
inspection engine 32 to identify any network events. A
network event can include malicious software (“malware”),
unauthorized software (although potentially not malicious),
SPAM messages, data leakage, or any other unauthorized
activities. The term “malware” is commonly used as a label
for any hostile, intrusive, or annoying software such as a
computer virus, spyware, adware, botnet, etc., but generally
includes any software designed to interfere with the normal
operation of a computer or network through unauthorized
access, destruction, disclosure, modification of data, and/or
denial of service.

[0055] If deep Netflow inspection engine 7 detects a
network event in Netflow records or metadata, then network
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event data 37 may be provided to correlation module 36
using Netflow. In an embodiment, a network address asso-
ciated with subscriber data traffic 31 could be a source or
destination IP address of the subscriber data traffic. In one
embodiment, both the source and the destination network
address are provided in network event data 37 with the
network event information. Network event information may
include, but is not limited to, an identifier of the detected
network event.

[0056] Correlation module 36 correlates the subscriber
device information for subscriber device 12 with the Net-
flow for subscriber data traffic 31. In an embodiment,
correlation module 36 may search mapping table 39 for a
network address that matches the network address associ-
ated with the detected network event and/or session. Either
one or both of the source and destination network addresses
from Netflow data 48 may be used to search mapping table
39. If a matching network address is found, then the sub-
scriber device information that is mapped to the matching
network address is correlated to the detected network ses-
sion/event and is profiled based on network behavior.
Accordingly, correlation module 36 may retrieve the corre-
lated subscriber device information from mapping table 39.
In an embodiment, correlation module 36 can then provide
the matched network address, the subscriber device infor-
mation, and the network event information to management
console 40. Such information may be provided via an
automatic correlation feed and may, in some scenarios,
include an alert to one or more email addresses, phone
numbers, computers, or other devices.

[0057] Management console 40 can include a user inter-
face 42 and event database 46. A wireless operator could
view a display, via user interface 42, in which subscriber
visualization dashboard 55 can be drilled down based on any
of the associated subscriber device information. For
example, a display might be selected to show all of the
network events for a particular mobile phone number (e.g.,
based on MSISDN), for a particular type of manufacturer
(e.g., based on a portion of the IMEI identifying the manu-
facturer), for a particular SIM card (e.g., based on IMSI), or
for a particular access point (e.g., based on APN). Thus, it is
possible to determine, among other things, which subscriber
devices have accessed which websites and for the length of
time spent on those websites, identification of malware files
including applications downloaded on to the mobile device,
characterization of http traffic from the mobile device, URL
access patterns, risk, category and time of access, risk
profiles of the subscriber user or the mobile device based on
network events, applications used by mobile device, with
bandwidth consumption for each application, top bandwidth
consumers among subscribers, identifying communication
of mobile devices with any particular websites, and which
phone numbers have been responsible for any outgoing
attacks, etc. Moreover, a mobile service provider can lever-
age information received via management console 40 to
generate behavior profiles 50.

[0058] Behavior analysis module 41 may take network
event information correlated to subscriber devices by cor-
relations module 36 and generate behavior profiles 50.
Behavior profiles 50 may include information such as URL
access per subscriber, risk and category of the URL via
Global Reputation Intelligence, attacks sent and received
from the subscriber mobile device, application usage per
subscriber for different applications of the mobile device,
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application downloaded per subscriber, bandwidth con-
sumed per subscriber and overall per application, risk score
of the subscriber (based on URL reputation, apps down-
loaded, attacks detected), violations report (parental control
rules, for example), etc. Global reputation Intelligence is a
database of IP addresses and URLs and their reputation
(malicious/benign) on the Internet.

[0059] Behavior analysis module 41 may include a report-
ing module 44. In an example embodiment, management
console 40 can store the network event information and the
correlated subscriber device information in event database
46. Reporting module 44 can be configured to allow vis-
ibility into event database 46 and/or to provide behavior
profiles 50 to the mobile service provider or subscriber
based on the event information and/or the subscriber device
information.

[0060] Turning to FIG. 3, a flowchart illustrates an
example flow 130 that may be associated with communica-
tion system 10 for correlating network events with sub-
scriber information in a mobile network environment. In an
embodiment, flow 130 represents one or more activities
performed by extraction/parser module 9 in deep Netflow
inspection engine 7 of network threat behavior analysis
engine 6.

[0061] Flow 130 may begin at 131, where a determination
is made as to whether an accounting start packet is received.
An accounting start packet may be received from AAA
server 22. If an accounting start packet has been received,
then mapping table 39 may be searched at 132 for a network
address that matches a network address of the accounting
start packet. If it is determined at 133 that a matching
network address is present in mapping table 39, then at 134,
the network address and associated subscriber device infor-
mation are deleted from mapping table 39. At 135, the
network address of accounting start packet and its associated
subscriber device information may be added to mapping
table 39. With reference again to 133, if it is determined that
a matching network address is not present in mapping table
39, then at 135, the network address of accounting start
packet and its associated subscriber device information may
be added to mapping table 39. Once these updates are made
for the accounting start packet, flow 130 may end.

[0062] If it is determined at 131 that an accounting start
packet has not been received, then at 136, a determination is
made as to whether an accounting stop packet is received. If
an accounting stop packet has also not been received, then
flow 130 may end because there are no updates needed to
database 38.

[0063] If it is determined at 136 that an accounting stop
packet has been received, then at 137, mapping table 39 may
be searched for a network address that matches a network
address of the accounting stop packet. If it is determined at
138 that a matching network address is not present in
mapping table 39, then flow 130 may end without any
updates to database 38. However, if it is determined at 138
that a matching network address is present in mapping table
39, then at 139, the network address and any associated
subscriber device information is deleted from mapping table
39, and flow 130 may end.

[0064] Turning to FIG. 4, a flowchart illustrates an
example flow 400 that may be associated with communica-
tion system 10 for correlating network events with sub-
scriber information in a mobile network environment. In an
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embodiment, flow 400 represents one or more activities
performed by correlation module 36 in network threat
behavior analysis engine 6.

[0065] Flow 400 may begin at 141, where network event
data 37 is received. Network event data 37 can include
network event information. The network event information
represents a network event detected in subscriber data traffic
31. The network event was detected by deep Nettlow
inspection engine 7 after receiving subscriber data traffic 31.
Network event data 37 can also include either one or both of
a source network address and destination network address
from subscriber data traffic 31. At 142, mapping table 39
may be searched for a network address that matches the
network address associated with the detected network event.
In an embodiment, mapping table 39 may be searched using
either one or both of the source network address and the
destination network address associated with the detected
network event. If it is determined at 143 that a matching
network address is not present in mapping table 39, then at
146, a log is made that a subscriber was not found and a
summary of unresolved subscriber flows is sent to manage-
ment console 40. In one or more other embodiments, the
network event information and the network address may
also be provided to management console 40, and flow 400
may end.

[0066] However, if it is determined at 143 that a matching
network address is present in mapping table 39, then at 144,
the subscriber device information mapped to the network
address may be extracted from mapping table 39. The
subscriber device information may be added to the subscrib-
er’s behavior profile. At 145, subscriber reports, anomalies,
and on-demand statistics may be provided to management
console 40. These different items may be found in the
subscriber’s behavior profile. The network event informa-
tion, the network address of the associated subscriber
device, and the subscriber device information extracted from
mapping table 39 may be also be provided to management
console 40. Additionally, identification of malware files
including applications downloaded on to the mobile device;
characterization of http traffic from mobile device, such as
URL access patterns, risk, category, and time of access; risk
profile of the subscriber or the mobile device based on
security events; applications used by mobile device (Netflix,
Facebook chat, google talk, Salesforce, p2p etc.), with
bandwidth consumption; top bandwidth consumers among
subscribers; and identifying communication of mobile
device with risky sites may also be provided to management
console 40. Once the information is sent to management
console 40, flow 400 may end.

[0067] FIG. 5 is a block diagram illustrating one example
of where data may be processed and maintained in commu-
nication system 10. Network security platform 30 can have
a control plane 51 and a data plane 52. Subscriber account-
ing traffic 33 is received in data plane 52. Network security
platform 30 sends information 57 to network threat behavior
analysis engine 6. Information 57 may be Netflow plus
metadata. Deep Nettlow inspection engine 7 extracts sub-
scriber device information from information 57. Mapping
table 39 in database 38 can be populated and maintained
from data received in control plane 51. Correlation module
36 may receive subscriber netflow records with application
metadata from deep packet inspection engine 32 and use
mapping table 39 to profile the subscribers using their device
address. Management console 40 can include a subscriber
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visualization dashboard 55 to display subscriber device
information along with associated network event informa-
tion and behavior profiles 50, which are received from
control plane 51 of network security platform 30.

[0068] FIG. 6 illustrates a computing system 600 that is
arranged in a point-to-point (PtP) configuration according to
an embodiment. In particular, FIG. 6 shows a system where
processors, memory, and input/output devices are intercon-
nected by a number of point-to-point interfaces. Generally,
network elements of communication system 10 may be
configured in the same or similar manner as computing
system 600. For example network security platform 30 and
management console 40, as described herein, may each be a
computing system, such as exemplary computing system
600.

[0069] As illustrated in FIG. 6, system 600 may include
several processing elements, of which only two processing
elements 670 and 680 are shown for clarity. While only two
processing elements 670 and 680 are shown, it is to be
understood that an embodiment of system 600 may also
include only one such processing element. Processing ele-
ments 670 and 680 may each include a processor core 674a
and 684a to execute multiple threads of a program. Proces-
sors 670 and 680 may also each include integrated memory
controller logic (MC) 672 and 682 to communicate with
memory elements 632 and 634. The memory elements 632
and/or 634 may store various data. In alternative embodi-
ments, memory controller logic 672 and 682 may be discrete
logic separate from processing elements 670 and 680.
[0070] Processing elements 670 and 680 may be any type
of a processing element (also referred to herein as ‘proces-
sor’). Processing elements 670 and 680 may exchange data
via a point-to-point (PtP) interface 650 using point-to-point
interface circuits 678 and 688, respectively. Processing
elements 670 and 680 may each exchange data with a
chipset 690 via individual point-to-point interfaces 622 and
624 using point-to-point interface circuits 676, 686, 694, and
698. Chipset 690 may also exchange data with a high-
performance graphics circuit 638 via a high-performance
graphics interface 639, using an interface circuit 692, which
could be a PtP interface circuit. In alternative embodiments,
any or all of the PtP links illustrated in FIG. 6 could be
implemented as a multi-drop bus rather than a PtP link.

[0071] As shown in FIG. 6, each of processing elements
670 and 680 may be multicore processors, including first and
second processor cores (i.e., processor cores 674a and 6745
and processor cores 684a and 6845). Such cores may be
configured to execute instruction code in a manner similar to
that discussed above with reference to FIGS. 2-5. Each
processing element 670, 680 may include at least one shared
cache 696. Shared cache 671, 681 may store data (e.g.,
instructions) that are utilized by one or more components of
processing elements 670, 680, such as cores 674a, 6745,
684a, and 6845.

[0072] Chipset 690 may be in communication with a bus
620 via an interface circuit 696. Bus 616 may have one or
more devices that communicate over it, such as a bus bridge
618 and [/O devices 616. Via a bus 610, bus bridge 618 may
be in communication with other devices such as a keyboard/
mouse 612 (or other input device such as a touch screen,
trackball, etc.), communication devices 626 (such as
modems, network interface devices, or other types of com-
munication devices that may communicate through a com-
puter network), audio I/O devices 614, and/or a data storage
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device 628. Data storage device 628 may store code 630 that
may be executed by processing elements 670 and/or 680. In
alternative embodiments, any portions of the bus architec-
tures could be implemented with one or more PtP links.
[0073] In one example implementation, network elements
of communication system 10 may include software in order
to achieve the correlating activities outlined herein. These
activities can be facilitated by various modules (e.g., deep
Nettlow inspection engine 7, extraction/parser module 9,
correlation module 36, user interface 42, reporting module
44, etc.), which can be suitably combined in any appropriate
manner, and which may be based on particular configuration
and/or provisioning needs. In other embodiments, these
correlating activities may be executed externally to these
elements, or included in some other network element to
achieve this intended functionality. In still other embodi-
ments, the elements in communication system 10 may
include this software (or reciprocating software) that can
coordinate with other network elements in order to achieve
the operations, as outlined herein. Furthermore, the modules
can be implemented as software, hardware, firmware, or any
suitable combination thereof.

[0074] Note that in certain example implementations, the
correlating activities outlined herein may be implemented by
logic encoded in one or more tangible, non-transitory media
(e.g., embedded logic provided in an application specific
integrated circuit (ASIC), digital signal processor (DSP)
instructions, software (potentially inclusive of object code
and source code) to be executed by a processor (e.g.,
processing elements 670, 680), or other similar machine,
etc.). In some of these instances, one or more memory
elements (as shown in FIG. 6) can store data used for the
operations described herein. This includes the memory ele-
ment being able to store software, logic, code, or processor
instructions that are executed to carry out the activities
described in this Specification.

[0075] A processor (as shown in FIG. 6) can execute any
type of instructions associated with the data to achieve the
operations detailed herein in this Specification. In one
example, a processor could transform an element or an
article (e.g., data) from one state or thing to another state or
thing. In another example, the activities outlined herein may
be implemented with fixed logic or programmable logic
(e.g., software/computer instructions executed by a proces-
sor) and the elements identified herein could be some type
of a programmable processor, programmable digital logic
(e.g., a field programmable gate array (FPGA), an erasable
programmable read only memory (EPROM), an electrically
erasable programmable ROM (EEPROM)) or an ASIC that
includes digital logic, software, code, electronic instruc-
tions, or any suitable combination thereof. Any of the
potential processing elements, modules, and machines
described in this Specification should be construed as being
encompassed within the broad term ‘processor.”

[0076] The network elements in communication system
10 may further keep information, to be used in achieving the
correlating activities as discussed herein, in any suitable
memory element (random access memory (RAM), read only
memory (ROM), EPROM, EEPROM, ASIC, etc.), software,
hardware, or in any other suitable component, device, ele-
ment, or object where appropriate and based on particular
needs. Moreover, the information being used, tracked, sent,
or received in communication system 10 could be provided
in any database, register, queue, table, cache, or other
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storage structure, all of which can be provided in any
suitable timeframe. Any of the memory items or storage
options may be included within the broad term ‘memory
element’ as used herein.

[0077] Note that with the examples provided herein, inter-
action may be described in terms of two, three, or more
network elements. However, this has been done for purposes
of clarity and example only. In certain cases, it may be easier
to describe one or more of the functionalities of a given set
of flows by only referencing a limited number of network
elements. It should be appreciated that communication sys-
tem 10 and its teachings are readily scalable and can
accommodate a large number of components, as well as
more complicated/sophisticated arrangements and configu-
rations. Accordingly, the examples provided should not limit
the scope or inhibit the broad teachings of communication
system 10 as potentially applied to a myriad of other
architectures.

[0078] It is also important to note that the steps in the
preceding flow diagrams illustrate only some of the possible
correlating scenarios and patterns that may be executed by,
or within, communication system 10. Some of these steps
may be deleted or removed where appropriate, or these steps
may be modified or changed considerably without departing
from the scope of the present disclosure. In addition, a
number of these operations have been described as being
executed concurrently with, or in parallel to, one or more
additional operations. However, the timing of these opera-
tions may be altered considerably. The preceding operational
flows have been offered for purposes of example and dis-
cussion. Substantial flexibility is provided by communica-
tion system 10 in that any suitable arrangements, chronolo-
gies, configurations, and timing mechanisms may be
provided without departing from the teachings of the present
disclosure.

[0079] Although the present disclosure has been described
in detail with reference to particular arrangements and
configurations, these example configurations and arrange-
ments may be changed significantly without departing from
the scope of the present disclosure. Moreover, certain com-
ponents may be combined, separated, eliminated, or added
based on particular needs and implementations. For
example, management console 40 may be integrated with
network security platform 30 or network behavior threat
analysis engine 6. Data storage elements may also be
combined. Additionally, although communication system 10
has been illustrated with reference to particular elements and
operations that facilitate the communication process, these
elements and operations may be replaced by any suitable
architecture, protocols, and/or processes that achieve the
intended functionality of communication system 10.

1.-20. (canceled)

21. One or more non-transitory computer-readable media
that includes code for execution and when executed by a
processor is operable to perform operations comprising:

receiving, at a network threat behavior analysis engine, a

plurality of records containing information related to
network traffic intercepted by a network security device
in a mobile network, wherein the information includes
a network address and application metadata of an
application used by a subscriber device associated with
the network traffic;

correlating the information with a unique identifier of the

subscriber device based on the network address from
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the information corresponding to a real-time network
address mapped to subscriber device information of the
subscriber device;

extracting network event information from the plurality of

records; and

generating a network behavior profile for the subscriber

device based, at least in part, on the extracted network
event information and the unique identifier.

22. The one or more non-transitory computer-readable
media of claim 21, wherein the network behavior profile is
to include an identification of any attacks sent by the
subscriber device and an identification of any attacks
received by the subscriber device.

23. The one or more non-transitory computer-readable
media of claim 21, wherein the subscriber device informa-
tion is to include at least one of an International Mobile
Equipment Identity (IMEI), an International Mobile Sub-
scriber Identity (IMSI), a Mobile Station International Sub-
scriber Directory Number (MSISDN), and an access point
name (APN).

24. The one or more non-transitory computer-readable
media of claim 21, wherein the unique identifier of the
subscriber device is a mobile telephone number.

25. The one or more non-transitory computer-readable
media of claim 21, wherein the network address indicates
one of a source or a destination of the network traffic.

26. The one or more non-transitory computer-readable
media of claim 21, wherein the processor is operable to
perform further operations comprising:

monitoring the plurality of records to identify a network

event.

27. The one or more non-transitory computer-readable
media of claim 26, wherein the extracting the network event
information is based, at least in part, on an identification of
the network event.

28. The one or more non-transitory computer-readable
media of claim 27, wherein the identification of the network
event is based on one or more anomaly patterns in the
plurality of records, the anomaly patterns associated with a
network session that includes the network traffic.

29. The one or more non-transitory computer-readable
media of claim 26, wherein the network event is selected
from a group of network events comprising accessing a
website, using a particular application, streaming data for
voice, streaming data for video, and connecting to a net-
work.

30. The one or more non-transitory computer-readable
media of claim 27, wherein the processor is operable to
perform further operations comprising:

using the network behavior profile to provide for display

on a user interface the unique identifier of the sub-
scriber device and at least a portion of the network
event information.

31. The one or more non-transitory computer-readable
media of claim 21, wherein the processor is operable to
perform further operations comprising:

extracting the application metadata from the plurality of

records, wherein the generated network behavior pro-
file includes the application metadata.

32. The one or more non-transitory computer-readable
media of claim 21, wherein the information in the plurality
of records includes at least two of transport layer informa-
tion, application layer information, and network layer infor-
mation.
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33. The one or more non-transitory computer-readable
media of claim 21, wherein the network behavior profile is
to include one or more of identification of malware files,
characterization of Hypertext Transfer Protocol (HTTP)
network traffic from the mobile device, application usage of
the one or more applications used by the subscriber device,
identification of any applications downloaded by the sub-
scriber device, bandwidth consumed by the subscriber
device, and bandwidth consumed by the subscriber device
per application.

34. An apparatus, comprising:

a memory element configured to store data;

a hardware processor operable to execute instructions

associated with the data;

a network threat behavior analysis engine configured to
interface with the memory element and the hardware
processor to receive a plurality of records containing
information related to network traffic intercepted by a
network security device in a mobile network, wherein
the information includes a network address and appli-
cation metadata of an application used by a subscriber
device associated with the network traffic; and

a correlation module configured to interface with the
memory element and the hardware processor to corre-
late the information with a unique identifier of the
subscriber device based on the network address from
the information corresponding to a real-time network
address mapped to subscriber device information of the
subscriber device,

wherein network event information is extracted from the
plurality of records and a network behavior profile for
the subscriber device is generated based, at least in part
on the extracted network event information and the
unique identifier.

35. The apparatus of claim 34, wherein the unique iden-

tifier of the subscriber device is a mobile telephone number.

36. The apparatus of claim 34, wherein the network threat
behavior analysis engine is configured to interface with the
memory element and the hardware processor to:
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monitor the plurality of records to identify a network
event, wherein the extracting the network event infor-
mation is based, at least in part, on an identification of
the network event.

37. The apparatus of claim 36, wherein the identification
of the network event is based on one or more anomaly
patterns in the plurality of records, the anomaly patterns
associated with a network session that includes the network
traffic.

38. A method comprising:

receiving, at a network threat behavior analysis engine, a
plurality of records containing information related to
network traffic intercepted by a network security device
in a mobile network, wherein the information includes
a network address and application metadata of an
application used by a subscriber device associated with
the network traffic;

correlating the information in the plurality of records with
a unique identifier of the subscriber device based on the
network address from the information corresponding to
a real-time network address mapped to subscriber
device information of the subscriber device;

extracting network event information from the plurality of
records; and

generating a network behavior profile for the subscriber
device based, at least in part, on the extracted network
event information and the unique identifier.

39. The method claim 38, further comprising:

providing, for display on a user interface, the unique
identifier of the subscriber device and at least a portion
of the network event information.

40. The method of claim 38, further comprising:

extracting the application metadata from the plurality of
records, wherein the generated network behavior pro-
file includes the application metadata.
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