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A method, system and computer program product for intelli-
gently responding to hardware failures so as to optimize
system performance. An administrative server monitors the
utilization of the hardware as well as the software compo-
nents running on the hardware to assess a context of the
software components running on the hardware. Upon detect-
ing a hardware failure, the administrative server analyzes the
hardware failure to determine the type of hardware failure and
analyzes the properties of the workload running on the failed
hardware. The administrative server then responds to the
detected hardware failure based on various factors, including
the type of the hardware failure, the properties of the work-
load running on the failed hardware and the context of the
software running on the failed hardware. In this manner, by
taking into consideration such factors in responding to the
detected hardware failure, a more intelligent response is pro-
vided that optimizes system performance.
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INTELLIGENTLY RESPONDING TO
HARDWARE FAILURES SO AS TO OPTIMIZE
SYSTEM PERFORMANCE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation applica-
tion of pending U.S. patent application Ser. No. 13/759,207,
which was filed on Feb. 5, 2013, which is assigned to the
assignee of the present invention. The present application
claims priority benefits to U.S. patent application Ser. No.
13/759,207.

TECHNICAL FIELD

[0002] The present invention relates generally to cloud
computing, and more particularly to intelligently responding
to hardware failures so as to optimize system performance.

BACKGROUND

[0003] In a cloud computing environment, computing is
delivered as a service rather than a product, whereby shared
resources, software and information are provided to comput-
ers and other devices as a metered service over a network,
such as the Internet. In such an environment, computation,
software, data access and storage services are provided to
users that do not require knowledge of the physical location
and configuration of the system that delivers the services.
[0004] The functions of the cloud computing environment
are performed by a data center, which includes disparate
hardware components (e.g., storage controllers, network
switches, physical compute machines) which are integrated
amongst each other. Currently, hardware failures, such as
central processing unit core failures, dual in-line memory
module failures, adapter card failures, etc. are reported to the
hardware management components, which may later be
reported to the customers.

[0005] Since the data centers of cloud computing environ-
ments can be large (large number of hardware and software
components) and complex, the failure reporting can be com-
plex and exhaustive. Furthermore, since the data centers of
cloud computing environments can be large and complex,
response systems have difficulty in responding to such hard-
ware failures in a manner that ensures continuity of service
for the customer that meets the customer’s service require-
ments. Such response systems respond to hardware failures
based on locating alternative devices to continue the process-
ing of the failed hardware without understanding the context
of the software running on the hardware. For example, a
response system may respond to a hardware failure by trans-
ferring the processing of the failed compute machine to a new
compute machine to handle. By not taking into consideration
the context of the software running on the hardware, other
alternatives that may be viable, such as creating a new virtual
machine to make up for the lost capacity, are not considered.
As aresult, such response systems are deficient in responding
to hardware failures thereby degrading system performance.

BRIEF SUMMARY

[0006] In one embodiment of the present invention, a
method for intelligently responding to hardware failures so as
to optimize system performance comprises monitoring utili-
zation of hardware in a system. The method further comprises
monitoring software components running on the hardware in
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the system to assess a context of the software components
running on the hardware. Furthermore, the method comprises
detecting a hardware failure. Additionally, the method com-
prises analyzing the hardware failure to determine a type of
the hardware failure. The method additionally comprises ana-
lyzing properties of a workload running on the failed hard-
ware. In addition, the method comprises responding, by a
processor, to the detected hardware failure based on the type
of the hardware failure, the properties of the workload run-
ning on the failed hardware and the context of the software
running on the failed hardware.

[0007] Other forms of the embodiment of the method
described above are in a system and in a computer program
product.

[0008] The foregoing has outlined rather generally the fea-
tures and technical advantages of one or more embodiments
of the present invention in order that the detailed description
of the present invention that follows may be better under-
stood. Additional features and advantages of the present
invention will be described hereinafter which may form the
subject of the claims of the present invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0009] A better understanding of the present invention can
be obtained when the following detailed description is con-
sidered in conjunction with the following drawings, in which:
[0010] FIG. 1 illustrates a network system configured in
accordance with an embodiment of the present invention;
[0011] FIG. 2 illustrates a cloud computing environment in
accordance with an embodiment of the present invention.
[0012] FIG. 3 illustrates a schematic of an exemplary cloud
computing node in a virtualized computer environment in
accordance with an embodiment of the present invention;
[0013] FIG. 4 illustrates a hardware configuration of an
administrative server configured in accordance with an
embodiment of the present invention; and

[0014] FIG. 5 is a flowchart of a method for intelligently
responding to hardware failures so as to optimize system
performance in accordance with an embodiment of the
present invention.

DETAILED DESCRIPTION

[0015] The present invention comprises a method, system
and computer program product for intelligently responding to
hardware failures so as to optimize system performance. In
one embodiment of the present invention, an administrative
server monitors the utilization of the hardware in the cloud
computing environment (e.g., monitoring the storage, net-
work, memory and compute capacity of the cloud computing
environment). Furthermore, the administrative server moni-
tors the software components running on the hardware in the
cloud computing environment to assess a context of the soft-
ware components running on the hardware. Upon detecting a
hardware failure, the administrative server analyzes the hard-
ware failure to determine the type of hardware failure. Fur-
thermore, the administrative server analyzes the properties of
the workload (e.g., policies and pattern of workload) running
on the failed hardware. The administrative server then
responds to the detected hardware failure based on various
factors, including the type of the hardware failure, the prop-
erties of the workload running on the failed hardware and the
context of the software running on the failed hardware. In this
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manner, by taking into consideration such factors in respond-
ing to the detected hardware failure, a more intelligent
response is provided that optimizes system performance.
[0016] In the following description, numerous specific
details are set forth to provide a thorough understanding of the
present invention. However, it will be apparent to those
skilled in the art that the present invention may be practiced
without such specific details. In other instances, well-known
circuits have been shown in block diagram form in order not
to obscure the present invention in unnecessary detail. For the
most part, details considering timing considerations and the
like have been omitted inasmuch as such details are not nec-
essary to obtain a complete understanding of the present
invention and are within the skills of persons of ordinary skill
in the relevant art.

[0017] Itisunderstood in advance that although this disclo-
sure includes a detailed description on cloud computing,
implementation of the teachings recited herein are not limited
to a cloud computing environment. Rather, the embodiments
of the present invention are capable of being implemented in
conjunction with any type of clustered computing environ-
ment now known or later developed.

[0018] In any event, the following definitions have been
derived from the “The NIST Definition of Cloud Computing”
by Peter Mell and Timothy Grance, dated September 2011,
which is cited on an Information Disclosure Statement filed
herewith, and a copy of which is provided to the U.S. Patent
and Trademark Office.

[0019] Cloud computing is a model for enabling ubiqui-
tous, convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provi-
sioned and released with minimal management effort or ser-
vice provider interaction. This cloud model is composed of
five essential characteristics, three service models, and four
deployment models.

[0020] Characteristics are as follows:

[0021] On-Demand Self-Service: A consumer can unilat-
erally provision computing capabilities, such as server time
and network storage, as needed, automatically without
requiring human interaction with each service’s provider.
[0022] Broad Network Access: Capabilities are available
over a network and accessed through standard mechanisms
that promote use by heterogeneous thin or thick client plat-
forms (e.g., mobile phones, tablets, laptops and worksta-
tions).

[0023] Resource Pooling: The provider’s computing
resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to
consumer demand. There is a sense of location independence
in that the consumer generally has no control or knowledge
over the exact location of the provided resources but may be
able to specify location at a higher level of abstraction (e.g.,
country, state or data center). Examples of resources include
storage, processing, memory and network bandwidth.
[0024] Rapid Elasticity: Capabilities can be elastically pro-
visioned and released, in some cases automatically, to scale
rapidly outward and inward commensurate with demand. To
the consumer, the capabilities available for provisioning often
appear to be unlimited and can be purchased in any quantity
at any time.

[0025] Measured Service: Cloud systems automatically
control and optimize resource use by leveraging a metering
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capability at some level of abstraction appropriate to the type
of service (e.g., storage, processing, bandwidth and active
user accounts). Resource usage can be monitored, controlled
and reported providing transparency for both the provider and
consumer of the utilized service.

[0026] Service Models are as follows:

[0027] Software as a Service (SaaS): The capability pro-
vided to the consumer is to use the provider’s applications
running on a cloud infrastructure. The applications are acces-
sible from various client devices through either a thin client
interface, such as a web browser (e.g., web-based e-mail) or a
program interface. The consumer does not manage or control
the underlying cloud infrastructure including network, serv-
ers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-spe-
cific application configuration settings.

[0028] Platform as a Service (PaaS): The capability pro-
vided to the consumer is to deploy onto the cloud infrastruc-
ture consumer-created or acquired applications created using
programming languages, libraries, services and tools sup-
ported by the provider. The consumer does not manage or
control the underlying cloud infrastructure including net-
works, servers, operating systems or storage, but has control
over the deployed applications and possibly configuration
settings for the application-hosting environment.

[0029] Infrastructure as a Service (IaaS): The capability
provided to the consumer is to provision processing, storage,
networks and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, storage
and deployed applications; and possibly limited control of
select networking components (e.g., host firewalls).

[0030] Deployment Models are as follows:

[0031] Private Cloud: The cloud infrastructure is provi-
sioned for exclusive use by a single organization comprising
multiple consumers (e.g., business units). It may be owned,
managed and operated by the organization, a third party or
some combination of them, and it may exist on or off pre-
mises.

[0032] Community Cloud: The cloud infrastructure is pro-
visioned for exclusive use by a specific community of con-
sumers from organizations that have shared concerns (e.g.,
mission, security requirements, policy and compliance con-
siderations). It may be owned, managed and operated by one
or more of the organizations in the community, a third party,
or some combination of them, and it may exist on or off
premises.

[0033] Public Cloud: The cloud infrastructure is provi-
sioned for open use by the general public. It may be owned,
managed and operated by a business, academic or govern-
ment organization, or some combination of them. It exists on
the premises of the cloud provider.

[0034] Hybrid Cloud: The cloud infrastructure is a compo-
sition of two or more distinct cloud infrastructures (private,
community or public) that remain unique entities, but are
bound together by standardized or proprietary technology
that enables data and application portability (e.g., cloud burst-
ing for load balancing between clouds).

[0035] Referring now to the Figures in detail, FIG. 1 illus-
trates a network system 100 configured in accordance with an
embodiment of the present invention. Network system 100
includes a client device 101 connected to a cloud computing
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environment 102 via anetwork 103. Client device 101 may be
any type of computing device (e.g., portable computing unit,
Personal Digital Assistant (PDA), smartphone, laptop com-
puter, mobile phone, navigation device, game console, desk-
top computer system, workstation, Internet appliance and the
like) configured with the capability of connecting to cloud
computing environment 102 via network 103.

[0036] Network 103 may be, for example, a local area
network, a wide area network, a wireless wide area network,
a circuit-switched telephone network, a Global System for
Mobile Communications (GSM) network, Wireless Applica-
tion Protocol (WAP) network, a WiFi network, an IEEE 802.
11 standards network, various combinations thereof, etc.
Other networks, whose descriptions are omitted here for
brevity, may also be used in conjunction with system 100 of
FIG. 1 without departing from the scope of the present inven-
tion.

[0037] Cloud computing environment 102 is used to deliver
computing as a service to client device 101 implementing the
model discussed above. An embodiment of cloud computing
environment 102 is discussed below in connection with FIG.
2

[0038] FIG. 2 illustrates cloud computing environment 102
in accordance with an embodiment of the present invention.
As shown, cloud computing environment 102 includes one or
more cloud computing nodes 201 (also referred to as “clus-
ters”) with which local computing devices used by cloud
consumers, such as, for example, Personal Digital Assistant
(PDA) or cellular telephone 202, desktop computer 203, lap-
top computer 204, and/or automobile computer system 205
may communicate. Nodes 201 may communicate with one
another. They may be grouped (not shown) physically or
virtually, in one or more networks, such as Private, Commu-
nity, Public, or Hybrid clouds as described hereinabove, or a
combination thereof. This allows cloud computing environ-
ment 102 to offer infrastructure, platforms and/or software as
services for which a cloud consumer does not need to main-
tain resources on a local computing device. A description of a
schematic of an exemplary cloud computing node 201 is
provided below in connection with FIG. 3. It is understood
that the types of computing devices 202, 203, 204, 205 shown
in FIG. 2, which may represent client device 101 of FIG. 1, are
intended to be illustrative and that cloud computing nodes
201 and cloud computing environment 102 can communicate
with any type of computerized device over any type of net-
work and/or network addressable connection (e.g., using a
web browser). Program code located on one of nodes 201 may
be stored on a computer recordable storage medium in one of
nodes 201 and downloaded to computing devices 202, 203,
204, 205 over a network for use in these computing devices.
For example, a server computer in computing nodes 201 may
store program code on a computer readable storage medium
on the server computer. The server computer may download
the program code to computing device 202, 203, 204, 205 for
use on the computing device.

[0039] Referring now to FIG. 3, FIG. 3 illustrates cloud
computing nodes 201 A-201N in a virtualized computer envi-
ronment in accordance with an embodiment of the present
invention. Cloud computing nodes 201A-201N may collec-
tively or individually be referred to as cloud computing nodes
201 or cloud computing node 201, respectively. Cloud com-
puting nodes 201A-201N are each coupled to an administra-
tive server 301 configured to provide data center-level func-
tions.
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[0040] With reference now to cloud computing node 201A,
cloud computing node 201 A includes a virtual operating sys-
tem 302A. Operating system 302A executes on a real or
physical computer 303A. Real computer 303 A includes one
or more processors 304A, a memory 305A (also referred to
herein as the host physical memory), one or more disk drives
306 A and the like. Other components of real computer 303A
are not discussed herein for the sake of brevity.

[0041] Virtual operating system 302A further includes user
portions 307A-307B (identified as “Guest 1 and Guest 2.’
respectively, in FIG. 3), referred to herein as “guests.” Each
guest 307A, 307B is capable of functioning as a separate
system. That is, each guest 307A-307B can be independently
reset, host a guest operating system 308 A-308B, respectively,
(identified as “Guest 1 O/S” and “Guest 2 O/S,” respectively,
in FIG. 3) and operate with different programs. An operating
system or application program running in guest 307A, 307B
appears to have access to a full and complete system, but in
reality, only a portion of it is available.

[0042] Each guest operating system 308A, 308B may host
one or more virtual machine applications 309A-309C (iden-
tified as “VM 1,” “VM 2” and “VM 3,” respectively, in FIG.
3), such as Java™ virtual machines. For example, guest oper-
ating system 308 A hosts virtual machine applications 309 A-
309B. Guest operating system 308B hosts virtual machine
application 309C.

[0043] Virtual operating system 302A further includes a
common base portion 310A, referred to herein as a hypervi-
sor. Hypervisor 310A may be implemented in microcode
running on processor 304A or it may be implemented in
software as part of virtual operating system 302 A. Hypervisor
310A is configured to manage and enable guests 307A, 307B
to run on a single host.

[0044] As discussed above, virtual operating system 302A
and its components execute on physical or real computer
303A. These software components may be loaded into
memory 305A for execution by processor 304A.

[0045] As also discussed above, cloud computing environ-
ment 102 (FIG. 2) can include multiple cloud computing
nodes 201A-201N as is shown in FIG. 3. In one embodiment,
each cloud computing node 201A-201N is configured simi-
larly as previously discussed cloud computing node 201A.
For example, cloud computing node 201N is configured simi-
larly as cloud computing node 201 A. Cloud computing node
201N includes the same elements as cloud computing node
201A. For example, guests 307C-307D (identified as “Guest
3 and Guest 4,” respectively, in FIG. 3) are functionally the
same as guests 307A-307B. Similarly, guest operating sys-
tems 308C-308D (identified as “Guest 3 O/S” and “Guest 4
O/8,” respectively, in FIG. 3) are functionally the same as
guest operating systems 308 A-308B. Virtual machines 309D-
309E (identified as “VM 4” and “VM 5,” respectively, in FIG.
3) are functionally the same as virtual machines 309A-309C.
Furthermore, hypervisor 310B is functionally the same as
hypervisor 310A. Hence, the discussion of cloud computing
node 201A applies to each cloud computing node 201, includ-
ing cloud computing node 201N. In one embodiment, each
cloud computing node 201 can be configured differently and
the physical hardware, hypervisors and other components
may be different as well.

[0046] Guests 307A-307D may collectively or individually
be referred to as guests 307 or guest 307, respectively. Guest
operating systems 308A-308D may collectively or individu-
ally be referred to as guest operating systems 308 or guest
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operating system 308, respectively. Virtual machines 309 A-
309E may collectively or individually be referred to as virtual
machines 309 or virtual machine 309, respectively. Hypervi-
sors 310A-310B may collectively or individually be referred
to as hypervisors 310 or hypervisor 310, respectively.
[0047] FIG. 3 is not to be limited in scope to a particular
number of cloud computing nodes 201 and each cloud com-
puting node 201 may include any number of guests 307, guest
operating systems 308, virtual machines 309, etc. Further-
more, cloud computing nodes 201 include other components
that were not discussed herein for the sake of brevity. Hence,
cloud computing node 201 is not to be limited in scope to the
elements depicted in FIG. 3.

[0048] Referring again to FIG. 3, in some embodiments,
administrative server 301 supports a module, referred to
herein as the management software 311, that can be used to
manage all the hardware components of cloud computing
nodes 201, monitor system utilization, intelligently deploy
images of data and optimize the operations of cloud comput-
ing environment 102. Furthermore, management software
311 can be used to intelligently respond to hardware failures
s0 as to optimize system performance as discussed further
below. A description of the hardware configuration of admin-
istrative server 301 is provided further below in connection
with FIG. 4.

[0049] Referring now to FIG. 4, FIG. 4 illustrates a hard-
ware configuration of administrative server 301 (FIG. 4)
which is representative of a hardware environment for prac-
ticing the present invention. Administrative server 301 has a
processor 401 coupled to various other components by sys-
tem bus 402. An operating system 403 runs on processor 401
and provides control and coordinates the functions of the
various components of FIG. 4. An application 404 in accor-
dance with the principles of the present invention runs in
conjunction with operating system 403 and provides calls to
operating system 403 where the calls implement the various
functions or services to be performed by application 404.
Application 404 may include, for example, a program, such
as management software 311 of FIG. 3, for intelligently
responding to hardware failures so as to optimize system
performance as discussed further below in association with
FIG. 5.

[0050] Referring again to FIG. 4, read-only memory
(“ROM”) 405 is coupled to system bus 402 and includes a
basic input/output system (“BIOS”) that controls certain
basic functions of administrative server 301. Random access
memory (“RAM”) 406 and disk adapter 407 are also coupled
to system bus 402. It should be noted that software compo-
nents including operating system 403 and application 404
may be loaded into RAM 406, which may be administrative
server’s 301 main memory for execution. Disk adapter 407
may be an integrated drive electronics (“IDE”) adapter that
communicates with a disk unit 408, e.g., disk drive. It is noted
that the program for intelligently responding to hardware
failures so as to optimize system performance, as discussed
further below in association with FIG. 5, may reside in disk
unit 408 or in application 404.

[0051] Administrative server 301 may further include a
communications adapter 409 coupled to bus 402. Communi-
cations adapter 409 interconnects bus 402 with an outside
network (e.g., network 103 of FIG. 1).

[0052] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
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of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” ‘module”
or “system.” Furthermore, aspects of the present invention
may take the form of a computer program product embodied
in one or more computer readable medium(s) having com-
puter readable program code embodied thereon.

[0053] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or flash memory), a portable compact disc read-
only memory (CD-ROM), an optical storage device, a mag-
netic storage device, or any suitable combination of the fore-
going. In the context of this document, a computer readable
storage medium may be any tangible medium that can con-
tain, or store a program for use by or in connection with an
instruction execution system, apparatus, or device.

[0054] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus or device.

[0055] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
[0056] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the C programming language or
similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0057] Aspects of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the present
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invention. It will be understood that each block of the flow-
chart illustrations and/or block diagrams, and combinations
of'blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the function/acts specified in the flowchart and/or
block diagram block or blocks.

[0058] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0059] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the function/acts specified in the
flowchart and/or block diagram block or blocks.

[0060] As stated in the Background section, the functions
of'the cloud computing environment are performed by a data
center, which includes disparate hardware components (e.g.,
storage controllers, network switches, physical compute
machines) which are integrated amongst each other. Cur-
rently, hardware failures, such as central processing unit core
failures, dual in-line memory module failures, adapter card
failures, etc. are reported to the hardware management com-
ponents, which may later be reported to the customers. Since
the data centers of cloud computing environments can be
large (large number of hardware and software components)
and complex, the failure reporting can be complex and
exhaustive. Furthermore, since the data centers of cloud com-
puting environments can be large and complex, response
systems have difficulty in responding to such hardware fail-
ures in a manner that ensures continuity of service for the
customer that meets the customer’s service requirements.
Such response systems respond to hardware failures based on
locating alternative devices to continue the processing of the
failed hardware without understanding the context of the
software running on the hardware. For example, a response
system may respond to a hardware failure by transferring the
processing of the failed compute machine to a new compute
machine to handle. By not taking into consideration the con-
text of the software running on the hardware, other alterna-
tives that may be viable, such as creating a new virtual
machine to make up for the lost capacity, are not considered.
As aresult, such response systems are deficient in responding
to hardware failures thereby degrading system performance.

[0061] The principles of the present invention provide a
means for intelligently responding to hardware failures by
taking into consideration the type of hardware failure, the
properties of the workload running on the failed hardware and
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the context of the software running on the failed hardware so
as to optimize system performance as discussed below in
connection with FIG. 5.

[0062] FIG. 5 is a flowchart of a method 500 for intelli-
gently responding to hardware failures so as to optimize
system performance in accordance with an embodiment of
the present invention.

[0063] Referring to FIG. 5, in conjunction with FIGS. 1-4,
in step 501, administrative server 301 monitors the utilization
of the hardware of cloud computing environment 102. Such
monitoring may include monitoring of the storage, network-
ing, memory and compute capacity of cloud computing envi-
ronment 102.

[0064] In step 502, administrative server 301 monitors the
software components (e.g., virtual machines 309) running on
the hardware in cloud computing environment 102. In one
embodiment, by monitoring the software components run-
ning on the hardware in cloud computing environment 102,
administrative server 301 can assess the context of the soft-
ware running on the hardware. For example, the context of
virtual machine 309 running a program may be assessed.
[0065] Instep 503, administrative server 301 detects a hard-
ware failure. “Hardware failure,” as used herein, refers to any
malfunction within the electronic circuits or electromechani-
cal components (e.g., disks) of a hardware component, such
as storage, networking, memory and computing components.
[0066] In step 504, administrative server 301 analyzes the
detected failure so as to determine the type of failure.
[0067] In step 505, administrative server 301 analyzes the
properties of the workload running on the failed hardware. A
“workload” refers to the amount of processing that a hard-
ware component has been given to do at a given time. The
“properties” of a workload may include the policies (e.g.,
high availability policies) and the pattern of the workload.
The “pattern” of a workload refers to the collection of virtual
machines 309 on cloud computing nodes 201 to perform the
required processing of the workload.

[0068] In step 506, administrative server 301 analyzes the
needs of the pattern of the workload. The needs of the pattern
of the workload refer to the resources required by the work-
load, such as the resources required by virtual machines 309,
as discussed further below.

[0069] In step 507, administrative server 301 analyzes the
impact on workload requirements.

[0070] In step 508, administrative server 301 responds to
the detected failure based on the type of failure, the properties
of'the workload running on the failed hardware, the context of
the software running on the failed hardware, the needs of the
workload pattern and the impact on workload requirements.
For example, depending on the type of failure, such as a dual
in-line memory module failure, the hardware itself may be
able to isolate the failure and keep it from causing downtime.
In such cases, administrative server 301 will determine if
sufficient memory is present to keep the workload on that
damaged hardware (e.g., server), move it to another location
or recreate the workload elsewhere if needed.

[0071] As discussed above, the properties of the workload
running on the failed hardware may be used as a factor in
determining the appropriate response to the detected failure.
For example, where high availability is critical, administra-
tive server 301 may create an additional image of the work-
load pattern running on a hardware (e.g., server) that appears
likely to fail and place it in hot-standby mode (a hot spare or
hot standby is used as a failover mechanism to provide reli-
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ability in system configurations) to help quickly regain high
availability. As a result, when the hardware failure does occur,
the image can be quickly regained. In another example, the
properties of the workload, such as high availability policies,
may be used to determine when a virtual machine should be
recreated or moved. In a further example, the pattern of the
workload may be used as a factor in determining the appro-
priate response to the detected failure by determining what is
the current collection of virtual machines 309 that is being
used to run the workload thereby determining if a damaged
ephemeral virtual machine 309 (i.e., a short-lived virtual
machine 309) in the pattern of virtual machines 309 could be
recreated to pick up the lost work.

[0072] An example of using the context of the software
running on the failed hardware as a factor in determining the
appropriate response to the detected failure includes deter-
mining if the virtual machine 309 running on the failed hard-
ware is rated high priority. If so, then virtual machine 309 may
be relocated to a different hardware component (e.g., server)
or a new hot standby virtual machine 309 may be spun up to
take over the processing of virtual machine 309 running on
the failed hardware.

[0073] As also discussed above, the workload pattern needs
may be used as a factor in determining the appropriate
response to the detected failure. The needs of the workload
pattern may include individual virtual machine resource
requirements (i.e., resource requirements for each virtual
machine 309 in the pattern) and how virtual machines 309
work together in the pattern. For example, each virtual
machine 309 in the collection of virtual machines 309 form-
ing the workload pattern requires a certain amount of
resources (e.g., memory, networking, storage, central pro-
cessing unit). Such consideration may be used to determine
an appropriate response to the detected failure.

[0074] As further discussed above, the impact on workload
requirements may also be used as a factor in determining the
appropriate response to the detected failure. For example, the
impact on the workload requirements, such as the central
processing unit, memory, networking and storage require-
ments, may be used to determine an appropriate response to
the detected failure.

[0075] As a result of taking into consideration the type of
hardware failure, the properties of the workload running on
the failed hardware, the context of the software running on the
failed hardware, the needs of the workload pattern and the
impact on workload requirements in responding to a detected
hardware failure, a more intelligent response is performed
that optimizes system performance.

[0076] Insome implementations, method 500 may include
other and/or additional steps that, for clarity, are not depicted.
Further, in some implementations, method 500 may be
executed in a different order presented and that the order
presented in the discussion of FIG. 5 is illustrative. Addition-
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ally, in some implementations, certain steps in method 500
may be executed in a substantially simultaneous manner or
may be omitted.

[0077] The descriptions of the various embodiments of the
present invention have been presented for purposes of illus-
tration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the described embodi-
ments. The terminology used herein was chosen to best
explain the principles of the embodiments, the practical appli-
cation or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art
to understand the embodiments disclosed herein.

1. A method for intelligently responding to hardware fail-
ures so as to optimize system performance, the method com-
prising:

monitoring utilization of hardware in a system;

monitoring software components running on said hard-

ware in said system to assess a context of said software
components running on said hardware;

detecting a hardware failure;

analyzing said hardware failure to determine a type of said

hardware failure;

analyzing properties of a workload running on said failed

hardware; and

responding, by a processor, to said detected hardware fail-

ure based on said type of said hardware failure, said
properties of said workload running on said failed hard-
ware and said context of said software running on said
failed hardware.

2. The method as recited in claim 1, wherein said monitor-
ing of said utilization of said hardware in said system com-
prises monitoring storage, networking, memory and compute
capacity.

3. The method as recited in claim 1, wherein said properties
of said workload comprises policies and a pattern of said
workload.

4. The method as recited in claim 3, wherein said pattern of
said workload comprises a collection of virtual machines.

5. The method as recited in claim 4 further comprising:

analyzing needs of said pattern of said workload; and

responding to said detected hardware failure is further
based on said needs of said pattern of said workload.

6. The method as recited in claim 5, wherein said needs of
said pattern of said workload comprise individual virtual
machine resource requirements and how said virtual
machines work together in said pattern.

7. The method as recited in claim 1 further comprising:

analyzing an impact on workload requirements; and

responding to said detected hardware failure is further
based on said impact on workload requirements.
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