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SYSTEM ON CHIP AND TERMINAL

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Application No. PCT/CN2017/090591, filed on Jun. 28,
2017, which claims priority to Chinese Patent Application
No. 201610512240.9, filed on Jul. 1, 2016, the disclosures of
the aforementioned applications are hereby incorporated by
reference in their entireties.

TECHNICAL FIELD

[0002] This disclosure relates to the field of information
technologies, and more specifically, to a system on chip
(SOC) and a terminal.

BACKGROUND

[0003] Mobile phone payment, also known as mobile
payment (Mobile Payment), is a service mode that allows a
mobile subscriber to pay for consumed goods or services by
using a mobile terminal (typically a mobile phone) of the
mobile subscriber. Currently, mobile payment is imple-
mented by a mobile phone mainly in three manners, that is,
implemented by using a secure digital (SD) card, by using
a subscriber identity module (SIM) card, or by using an
all-terminal solution of near field communication (NFC) and
an embedded secure element (eSE). The eSE, also referred
to as an external secure element, integrates a secure element
(SE) chip into a mobile phone product board to implement
an application service such as a financial service. In the
all-terminal solution, a mobile phone performs contactless
card swipe at a point of sale (POS) machine, and the NFC
and the SE (on which a bank application and data has been
preconfigured) cooperate to complete a payment transaction.
[0004] For an existing smartphone, a touchscreen is the
only apparatus that allows a user to easily enter a password
or other data. However, the data entered by the user on the
touchscreen is not really secure. Theoretically, an input
touch point and data on the screen may be intercepted by a
malicious application, and consequently, security sensitive
data such as a bank password of the user may be obtained.
[0005] For an existing SD card, SIM card, or eSE solution,
an SOC chip and a touchscreen are directly connected by
using an inter-integrated circuit (I2C) bus or another bus.
Both touchscreen input data and display location data are
first obtained by an application processor (AP) on the SOC,
and a security level is relatively low.

SUMMARY

[0006] Embodiments of this application provide a system
on chip and a terminal, so as to improve input security.

[0007] According to a first aspect, a system on chip SOC
is provided, including: a bus interface, a secure element SE,
and a first element that are integrated in the SOC, where the
bus interface is configured to be connected to an input/
output /O device; the SE is configured to: in a secure
scenario, access the I/O device by using the bus interface,
obtain first data input by the /O device, and perform secure
processing on the first data, and in a common scenario,
control access of the first element to the I/O device, where
the secure scenario indicates a scenario that requires secure
input, and a common scenario indicates a scenario that does
not require secure input; and the first element is configured
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to: in the common scenario, under control of the SE, obtain
second data input by the /O device.

[0008] In the SOC in an embodiment of this application,
the SE may directly access the bus interface. Therefore, in
the secure scenario, input data is obtained directly by the SE,
instead of being forwarded by the first element. This can
improve input security.

[0009] Insome possible implementations, the SE is further
configured to: in the secure scenario, control the I/O device
to display a data input interface.

[0010] Insome possible implementations, the SE is further
configured to send, to a server, data obtained after secure
processing.

[0011] For example, during secure payment, the SE dis-
plays a password input interface to a user by using the bus
interface; the user enters a password in this interface; and the
SE obtains, by using the bus interface, password data
entered by the user, encrypts the password data by using a
PIN key stored in the SE, and sends encrypted data to a
financial industry verification server for verification. This
can improve payment security.

[0012] Insome possible implementations, the SE is further
configured to determine, according to an application that is
currently accessing the 1/0 device, whether a current appli-
cation environment is the secure scenario or the common
scenario.

[0013] In some possible implementations, the SE is con-
figured to: in the common scenario, access the /O device by
using the bus interface, obtain the second data, and send the
second data to the first element.

[0014] In some possible implementations, the bus inter-
face is disposed in the SE.

[0015] In some possible implementations, the bus inter-
face is controlled by system software running on the SE.
[0016] In some possible implementations, the SE is con-
figured to configure, in the secure scenario, an access mode
of the bus interface as accessible only by the SE, and
configure, in the common scenario, the access mode of the
bus interface as accessible by the first element.

[0017] In some possible implementations, the SE can
configure the access mode of the bus interface, and the first
element cannot configure the access mode of the bus inter-
face.

[0018] The access mode of the bus interface includes
accessible only by the SE and accessible by the first element.
[0019] In some possible implementations, the bus inter-
face includes a first bus interface and a second bus interface,
and the SE is configured to: in the secure scenario, control
the second bus interface to be connected to the I/O device,
and access the 1/O device by using the second bus interface;
and in a non-secure scenario, control the first bus interface
to be connected to the I/O device, so that the first element
accesses the [/O device by using the first bus interface.
[0020] Insome possible implementations, the SOC further
includes a multi-way switch, and the SE is configured to
control switching of the multi-way switch in the secure
scenario, so that the second bus interface is connected to the
1/0O device, and control switching of the multi-way switch in
the common scenario, so that the first bus interface is
connected to the I/O device.

[0021] In some possible implementations, the multi-way
switch is disposed in the SE.

[0022] In some possible implementations, the second bus
interface is disposed in the SE.
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[0023] Insome possible implementations, the SE is further
configured to send a security indication to the user when
determining to enter the secure scenario.

[0024] In some possible implementations, the SE may
determine, according to a fact that an application currently
requiring input is an application in the SE, that secure input
is required, that is, determine to enter the secure scenario.
[0025] In some possible implementations, the SE is spe-
cifically configured to turn on a security indicator when
determining to enter the secure scenario.

[0026] In some possible implementations, the 1/O device
includes a data collection sensor, a touchscreen, or a display.
[0027] In some possible implementations, the bus inter-
face includes an inter-integrated circuit bus 12C interface or
a mobile industry processor interface MIPI.

[0028] Insome possible implementations, the first element
includes an application processor, a processor core in a
trusted execution environment TEE, a digital signal proces-
sor, or an application-specific integrated circuit.

[0029] The SOC in the embodiments of this application
can achieve SE-level security.

[0030] A mobile phone or another mobile terminal open
platform that uses the SOC in the embodiments of this
application has a secure input capability of a POS machine.
In other words, the mobile phone or another mobile terminal
device may have a POS machine function.

[0031] According to a second aspect, a terminal is pro-
vided, where the terminal includes the SOC according to the
first aspect or any possible implementation of the first
aspect, and an I/O device.

BRIEF DESCRIPTION OF DRAWINGS

[0032] To describe the technical solutions in the embodi-
ments of this application more clearly, the following briefly
introduces the accompanying drawings required for describ-
ing the embodiments of this application. Apparently, the
accompanying drawings in the following description show
merely some embodiments of this application, and a person
of ordinary skill in the art may still derive other drawings
from these accompanying drawings without creative efforts.
[0033] FIG. 1a is an application architecture diagram
according to an embodiment of this application;

[0034] FIG. 15 is a schematic block diagram of an SOC
according to an embodiment of this application;

[0035] FIG. 2 is a schematic block diagram of an SOC
according to another embodiment of this application;
[0036] FIG. 3 is a schematic structural diagram of an SOC
according to still another embodiment of this application;
[0037] FIG. 4 is a schematic structural diagram of an SOC
according to still another embodiment of this application;
[0038] FIG. 5 is a schematic block diagram of an SOC
according to still another embodiment of this application;
[0039] FIG. 6a is a schematic structural diagram of an
SOC according to still another embodiment of this applica-
tion;

[0040] FIG. 65 is a schematic structural diagram of an
SOC according to still another embodiment of this applica-
tion;

[0041] FIG. 7 is a schematic block diagram of a terminal
according to an embodiment of this application; and
[0042] FIG. 8 is a schematic structural diagram of a
terminal according to another embodiment of this applica-
tion.
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DESCRIPTION OF EMBODIMENTS

[0043] The following clearly describes the technical solu-
tions in embodiments of this application with reference to
the accompanying drawings in the embodiments of this
application. Apparently, the described embodiments are
merely some but not all of the embodiments of this appli-
cation. All other embodiments obtained by a person of
ordinary skill in the art based on the embodiments of this
application without creative efforts shall fall within the
protection scope of this application.

[0044] An SOC chip in the embodiments of this applica-
tion may be applied to a terminal (such as a mobile phone)
that supports mobile payment, so as to improve input or
output security of the terminal.

[0045] For easy understanding of the technical solutions in
the embodiments of this application, the following first
describes related terminology in the embodiments of this
application.

[0046] In the prior art, a secure element (Secure Element,
SE) is a tamper-resistant chip, and can ensure that data is
stored in a secure place, and information is accessible only
to authorized application programs and personnel. The
secure element is similar to a personal identity of a user or
a device. For example, during secure payment, a bank
application and data are stored in the SE.

[0047] After various forms of iteration of mobile payment
products, products such as a mobile phone and a wearable
device gradually become mainstream application carriers for
mobile payment, and present a greater advantage over
conventional manners in terms of usability, security, porta-
bility, an interaction interface, and so on. Currently, financial
functions of these products are all based on a core compo-
nent: an embedded secure element (embedded Secure Ele-
ment, eSE). The eSE, also referred to as an external SE,
varies in size and also in design, and can be embedded in any
type of mobile device. The eSE can manage and control a
financial application in a mobile payment product conve-
niently and securely.

[0048] In the embodiments of this application, the SE is
embedded in the SOC chip and is called an integrated secure
element (integrated Secure Element, inSE). That is, an SE
subsystem integrated in the SOC, instead of an embedded
SE (eSE), is used. The inSE may also be represented as an
in-SOC SE.

[0049] In the embodiments of this application, optionally,
the SE may include at least one processor that is configured
to execute various operations of the SE, such as data access,
data processing, and control, to implement related functions
of'the SE in the embodiments of this application. Optionally,
the SE may further include: a memory, configured to store
data, an instruction, or the like; and a communications
interface, configured to communicate with another compo-
nent. It should be understood that the foregoing is just a
specific implementation of the SE, and this application
imposes no limitation thereto. That is, the SE may also use
another possible implementation that can implement related
functions of the SE in the embodiments of this application.
[0050] In the embodiments of this application, a first
element is a processing element, other than the SE, in the
chip. For example, the first element may be an application
processor, a processor core running in a trusted execution
environment (TEE), a digital signal processor (DSP), an
application-specific integrated circuit (ASIC), or the like.
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[0051] FIG. 1a is an application architecture diagram
according to an embodiment of this application. As shown in
FIG. 1a, in this embodiment of this application, an eSE is not
used; instead, an SE is integrated in an SOC chip. A
processing element, other than the SE, in the SOC chip is
referred to as a first element. In FIG. 1a, a processor and a
memory are used as examples of the SE and the first
element. However, this is not limited in this application. In
other words, the SE and the first element may include more
or fewer components or modules, that is, a quantity and a
type of the components or modules may be configured
according to an actual requirement.

[0052] In the SOC chip with an integrated SE in this
embodiment of this application, a bus interface for inter-
connecting with an input/output (I/0) device (such as a
touch sensor) is disposed in the SE, or access to the bus
interface is controlled by the SE, so that real SE-level
security can be achieved.

[0053] FIG. 15 is a schematic block diagram of an SOC
100 according to an embodiment of this application. As
shown in FIG. 15, the SOC 100 includes a bus interface 110,
an SE 120, and a first element 130 that are integrated in the
SOC 100.

[0054] In this embodiment of this application, the SE 120
is integrated in the SOC 100. The SE 120 stores tamper-
proof data. For example, during secure payment, a bank
application and data, such as a personal identification num-
ber (Personal Identification Number, PIN) key, are stored in
the SE.

[0055] The bus interface 110 is configured to be connected
to an 1/O device. The 1/O device is an input/output device of
a terminal. For example, the I/O device may be a data
collection sensor, a touchscreen, or a display.

[0056] The data collection sensor is a sensor (sensor) with
a data collection function, including a sensor that collects
data in an interaction manner such as somatosensory, iris,
and brain waves, for example, a touch sensor.

[0057] The touchscreen may include a touch sensor and a
liquid crystal display (Liquid Crystal Display, LCD).
[0058] The display may include an LCD, an organic
light-emitting diode (Organic Light-Emitting Diode, OLED)
screen, an e-ink, a plasma display panel (Plasma Display
Panel, PDP), and the like.

[0059] The bus interface 110 may be an 12C interface, a
mobile industry processor interface (Mobile Industry Pro-
cessor Interface, MIPI), or another bus interface that can be
connected to the /O device.

[0060] It should be understood that, the foregoing
examples of the 1/O device and the bus interface 110 are only
intended to help a person skilled in the art better understand
this embodiment of this application, rather than limiting the
scope of this embodiment of this application. For ease of
description, the following descriptions are based on an
example in which the 1/O device is a touch sensor and the
bus interface 110 is an 12C interface.

[0061] The SE 120 is configured to: in a secure scenario,
access the [/0O device by using the bus interface 110, obtain
first data input by the I/O device, and perform secure
processing on the first data; and in a common scenario,
control access of the first element 130 to the /O device.

[0062] The secure scenario indicates a scenario that
requires secure input, for example, a secure payment sce-
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nario that requires secure input and display, and the common
scenario indicates a scenario that does not require secure
input.

[0063] Optionally, the SE 120 may determine, according
to an application currently accessing the I/O device, whether
a current application environment is the secure scenario or
the common scenario. For example, if an application that
currently requires the I/O device to input data is an appli-
cation in the SE 120, the SE 120 may determine that secure
input is required, that is, the current application environment
is the secure scenario; otherwise, the current application
environment is the common scenario.

[0064] In this embodiment of this application, the SE 120
accesses the 1/0 device in the secure scenario by using the
bus interface 110, that is, the SE 120 may directly access the
bus interface 110 in the secure scenario, and then access the
1/0O device, and obtain the first data input by the 1/O device.
The first data is not forwarded by the first element 130, so
that input security in the secure scenario can be improved.
[0065] Optionally, the SE 120 is further configured to
control, in the secure scenario, the I/O device to display a
data input interface.

[0066] Specifically, when secure input is required, for
example, when the SE 120 determines, based on a fact that
the application currently requiring input is an application in
the SE 120, that secure input is required, the SE 120 accesses
the I/O device by using the bus interface 110 and outputs a
display interface to a user; the user inputs the first data
according to the display interface; and the SE 120 obtains,
by using the bus interface 110, the first data input by the user.
[0067] Optionally, the SE 120 is further configured to
perform secure processing on the first data and send, to a
verification server, data obtained after secure processing.
[0068] For example, during secure payment, the SE 120
displays a password input interface to a user by using the bus
interface 110; the user enters a password in this interface;
and the SE 120 obtains, by using the bus interface 110,
password data entered by the user, encrypts the password
data by using a PIN key stored in the SE 120, and sends
encrypted data to a financial industry verification server for
verification. This can improve payment security.

[0069] It should be understood that, in various embodi-
ments of this application, operations such as data access,
data processing, and control may be implemented by using
a processor in the SE, and data transmission may be imple-
mented by using a communications interface in the SE.
However, this is not limited in this application.

[0070] The first element 130 is configured to: in the
common scenario, under control of the SE 120, obtain
second data input by the /O device.

[0071] In the common scenario, that is, in a scenario that
does not require secure input, the first element 130 may
obtain, under the control of the SE 120, the second data input
by the /O device.

[0072] In this embodiment of this application, there may
be various position and connection relationships between the
SE 120 and the bus interface 110, and correspondingly, there
may be a variety of control modes of the SE 120, which are
described separately below.

[0073] Optionally, in an embodiment of this application, in
the common scenario, the SE 120 accesses the [/O device by
using the bus interface 110, obtains the second data, and
sends the second data to the first element 130.
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[0074] In this embodiment, the SE 120 may directly
access the bus interface 110, but the first element 130 may
not directly access the bus interface 110. For example, as
shown in FIG. 2, the bus interface 110 is disposed in the SE
120. As the SE 120 is integrated in the SOC 100, perfor-
mance and a response latency of the SE 120 may be
relatively good. The bus interface 110 is directly disposed in
the integrated SE 120 and controlled by the SE 120 (for
example, system software running on the SE 120). In this
case, for a common scenario, that is, a scenario that does not
require secure input, access of the first element 130 to the
bus interface 110 is forwarded by the SE 120. For a secure
scenario, that is, a scenario that requires secure input, the SE
120 does not forward data any more, that is, only the SE 120
can obtain, by using the bus interface 110, data entered by
a user, so that input security is improved.

[0075] Optionally, the SE 120 may further send a security
indication to a user when determining to enter the secure
scenario. For example, the SE 120 controls a security
indicator and informs, by turning on the security indicator,
the user of entering the secure scenario.

[0076] For example, the SE 120 determines, based on a
fact that an application currently requiring input is an
application in the SE 120, that secure input is required, that
is, determines to enter the secure scenario.

[0077] FIG. 3 is an example of an SOC in this embodiment
of'this application. As shown in FIG. 3, an 12C interface 310
is disposed in an SE 320. The SE 320 is corresponding to the
foregoing SE 120. Specifically, the SE 320 may include a
processor 321 that is configured to execute various opera-
tions of the SE 320, a memory 322, a general-purpose
input/output (GPIO) 323, and the like. The GPIO 323 is
connected to a security indicator 340. It should be under-
stood that, the SE 320 may further include another module,
and a quantity and a type of modules in the SE 320 may be
set according to an actual requirement. This is not limited in
this application. An AP 330 is corresponding to the forego-
ing first element 130. Specifically, the AP 330 may include
a processor 331, a memory 332, and the like. It should be
understood that, the AP 330 may further include another
module, and a quantity and a type of modules in the AP 330
may be set according to an actual requirement. This is not
limited in this application.

[0078] The 12C interface 310 is connected to a touch
sensor 350, and an MIPI 360 is connected to an LCD 370.

[0079] In a scenario that does not require secure input, a
message and data of the touch sensor 350 are forwarded (for
example, by using email communication) by a chip operat-
ing system (COS) of the SE 320 to a primary AP 330. When
COS system software determines that secure input is
required, the security indicator 340 (or another security
indication that can notify the user; this application is not
limited to the security indicator) is turned on and the
message or the data of the touch sensor 350 are not for-
warded to the primary AP 330 any more until user input is
completed. The messages and the data of the touch sensor
350 can continue to be forwarded to the AP 330 after the user
clicks OK and the security indicator 340 is turned off.

[0080] In FIG. 3, the 12C interface 310 is disposed in the
SE 320, and the MIPI 360 is not in the SE 320. It should be
understood that the MIPI 360 that is interconnected with the
LCD 370 may alternatively be disposed in the SE 320. In
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other words, both the 12C interface 310 and the MIPI 360
may be disposed in the SE 320. This is not limited in this
application.

[0081] Optionally, in another embodiment of this applica-
tion, in the secure scenario, the SE 120 configures an access
mode of the bus interface 110 as accessible only by the SE
120; and in the common scenario, the SE 120 configures the
access mode of the bus interface 110 as accessible by the
first element 130.

[0082] In this embodiment, the SE 120 may configure the
access mode of the bus interface 110, whereas the first
element 130 may not configure the access mode of the bus
interface 110. In the secure scenario, the SE 120 configures
the access mode of the bus interface 110 as accessible only
by the SE 120. In this scenario, only the SE 120 can access
the bus interface 110, and the first element 130 cannot access
the bus interface 110. When exiting the secure scenario, the
SE 120 configures the access mode of the bus interface 110
as accessible by the first element 130. In this scenario, the
first element 130 can access the bus interface 110.

[0083] Optionally, the SE 120 may further send a security
indication to a user when determining to enter the secure
scenario. For example, the SE 120 controls a security
indicator and informs, by turning on the security indicator,
the user of entering the secure scenario.

[0084] For example, FIG. 4 is another example of a chip
according to an embodiment of this application. In FIG. 4,
an SE 420 configures an access mode of an 12C interface
410. The SE 420 is corresponding to the foregoing SE 120.
Specifically, the SE 420 may include a processor 421 that is
configured to execute various operations of the SE 420, a
memory 422, a GPIO 423, and the like. The GPIO 423 is
connected to a security indicator 440. It should be under-
stood that, the SE 420 may further include another module,
and a quantity and a type of modules in the SE 420 may be
set according to an actual requirement. This is not limited in
this application. An AP 430 is corresponding to the forego-
ing first element 130. Specifically, the AP 430 may include
a processor 431, a memory 432, and the like. It should be
understood that, the AP 430 may further include another
module, and a quantity and a type of modules in the AP 430
may be set according to an actual requirement. This is not
limited in this application, either.

[0085] The 12C interface 410 is connected to a touch
sensor 450, and an MIPI 460 is connected to an LCD 470.

[0086] In a secure scenario, the SE 420 configures the 12C
interface 410 that is interconnected with the touch sensor
450 as accessible only by the SE (SE Access Only), that is,
only the processor 421 of the SE 420 can access the 12C
interface 410, and any other processor, such as the processor
431, cannot access the 12C interface 410. When exiting the
secure scenario, only the SE 420 can make, by means of
configuration, the 12C interface 410 exit the SE Access Only
mode. After the 12C interface 410 exits the SE Access Only
mode, a processor of the first element, for example, the
processor 431, can access the 12C interface 410.

[0087] In FIG. 4, the SE 420 configures the access mode
of the 12C interface 410, and the SE 420 does not configure
an access mode of the MIPI 460. It should be understood
that, the SE 420 may also configure the access mode of the
MIPI 460. In other words, the access modes of both the 12C
interface 410 and the MIPI 460 may be controlled by the SE
420. This is not limited in this application.
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[0088] Optionally, in another embodiment of this applica-
tion, as shown in FIG. 5, a bus interface 110 may include a
first bus interface 111 and a second bus interface 112.
[0089] An SE 120 accesses the second bus interface 112.
Optionally, the second bus interface 112 may be disposed in
the SE 120.

[0090] A first element 130 accesses the first bus interface
111.
[0091] In this case, in a secure scenario, the SE 120

controls the second bus interface 112 to be connected to an
1/0 device, and accesses the /O device by using the second
bus interface 112; and in a common scenario, the SE 120
controls the first bus interface 111 to be connected to the I/O
device, so that the first element 130 accesses the I/O device
by using the first bus interface 111.

[0092] In this embodiment, a pin interconnected with the
1/0 device is internally reused, that is, the first bus interface
111 and the second bus interface 112 may be switched to be
connected to the /O device, and the switching is controlled
by the SE 120. Specifically, in the secure scenario, the SE
120 controls the second bus interface 112 to be connected to
the I/O device, so that the SE 120 accesses the [/O device by
using the second bus interface 112. In the common scenario,
the SE 120 controls the first bus interface 111 to be con-
nected to the I/O device, so that the first element 130
accesses the I/O device by using the first bus interface 111.
[0093] Optionally, the switching may be implemented by
using a multi-way switch 140. Specifically, in the secure
scenario, the SE 120 controls switching of the multi-way
switch 140, so that the second bus interface 112 is connected
to the I/O device, and the SE 120 can access the I/O device
by using the second bus interface 112. In the common
scenario, the SE 120 controls switching of the multi-way
switch 140, so that the first bus interface 111 is connected to
the I/O device, and the first element 130 can access the 1/0O
device by using the first bus interface 111.

[0094] Optionally, the multi-way switch 140 may be dis-
posed in the SE 120.

[0095] Optionally, the SE 120 may further send a security
indication to a user when determining to enter the secure
scenario. For example, the SE 120 controls a security
indicator and informs, by turning on the security indicator,
the user of entering the secure scenario.

[0096] For example, FIG. 6a is another example of a chip
in this embodiment of this application. In FIG. 64, an SE 620
controls a multi-way switch 680 to switch between an 12C
interface 611 and an I2C interface 612 to connect to a touch
sensor 650. The SE 620 is corresponding to the foregoing SE
120. Specifically, the SE 620 may include a processor 621
that is configured to execute various operations of the SE
620, a memory 622, a GPIO 623, and the like. The GPIO 623
is connected to a security indicator 640. Optionally, the SE
620 may further control the multi-way switch 680 by using
the GPIO 623. The SE 620 may also control the multi-way
switch 680 by other means, for example, controlling the
multi-way switch 680 by using configured register logic. It
should be understood that, the SE 620 may further include
another module, and a quantity and a type of modules in the
SE 620 may be set according to an actual requirement. This
is not limited in this application. An AP 630 is corresponding
to the foregoing first element 130. Specifically, the AP 630
may include a processor 631, a memory 632, and the like. It
should be understood that, the AP 630 may further include
another module, and a quantity and a type of modules in the
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AP 630 may be set according to an actual requirement. This
is not limited in this application.

[0097] An MIPI 660 is connected to an LCD 670.
[0098] In a scenario that does not require secure input, the
SE 620 controls switching of the multi-way switch 680, so
that the 12C interface 611 is connected to the touch sensor
650. Data entered by a user is directly sent to the 12C
interface 611, so as to facilitate access by the AP 630. When
COS system software determines that secure input is
required, the security indicator 640 (or another security
indication that can notify the user; this application is not
limited to the security indicator) is turned on, and switching
of the multi-way switch 680 is controlled, so that the 12C
interface 612 is connected to the touch sensor 650. The 12C
interface 611 can no longer obtain data from the touch sensor
650. Only after user input is completed, the user clicks OK,
and the security indicator 640 is turned off, the SE 620 can
control switching of the multi-way switch 680, so that the
12C interface 611 is connected to the touch sensor 650 to
continue to work.

[0099] It should be understood that the MIPI 660 may also
use dual-interface design, and the SE 620 controls switch-
ing. This is not limited in this application.

[0100] FIG. 64 is another example of a chip according to
an embodiment of this application. In FIG. 65, a multi-way
switch 680 is disposed in an SE 620 and directly controlled
by the SE 620. A specific working process of the chip in FIG.
65 is similar to that in FIG. 6a, and details are not described
herein again.

[0101] In the SOC chip in the embodiments of this appli-
cation, the SE may directly access the bus interface. There-
fore, in the secure scenario, input data is obtained directly by
the SE, instead of being forwarded by the first element.
Therefore, the input data is not intercepted by a malicious
application software, and input security can be improved.
[0102] Therefore, the SOC in the embodiments of this
application can achieve SE-level security. A mobile phone or
another mobile terminal open platform that uses the SOC in
the embodiments of this application has a secure input
capability of a POS machine. In other words, the mobile
phone or another mobile terminal device may have a POS
machine function.

[0103] FIG. 7 is a schematic block diagram of a terminal
700 according to an embodiment of this application. As
shown in FIG. 7, the terminal 700 may include the SOC 100
in the foregoing embodiments of this application, and an I/O
device 710, where the 1/O device 710 may be the I/O device
described in the foregoing embodiments of this application.
[0104] The terminal 700 may support mobile payment. By
using the SOC in the embodiments of this application, the
terminal 700 can achieve SE-level security and provide a
secure input capability of a POS machine, that is, the
terminal 700 may serve as a POS machine.

[0105] A person of ordinary skill in the art may understand
that, the terminal 700 may also include another component
not shown in FIG. 7. For example, as a mobile phone, the
terminal 700 may also include components such as a radio
frequency (Radio Frequency, RF) circuit. This is not limited
in this application.

[0106] For example, FIG. 8 is a schematic structural
diagram of a terminal 800 according to an embodiment of
this application. As shown in FIG. 8, the terminal 800 may
include a processor 810, an /O device 820, a transceiver
830, and an antenna 840. The processor 810 may be the SOC
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in the foregoing embodiments of this application, and for
brevity, details are not described herein again. The /O
device 820 may be the 1/0 device described in the foregoing
embodiments of this application. The transceiver 830 com-
municates with another device by using the antenna 840. A
person of ordinary skill in the art may understand that, a
terminal structure shown in FIG. 8 does not constitute a
limitation on the terminal. The terminal may include more or
fewer components than those shown in the figure, or some
components may be combined, or some components may be
separated, or the components may be disposed in a different
manner.

[0107] It should be understood that, specific examples in
foregoing description are only intended to help a person
skilled in the art better understand the embodiments of this
application, rather than limiting the scope of the embodi-
ments of this application.

[0108] A person of ordinary skill in the art may be aware
that, in combination with the examples described in the
embodiments disclosed in this specification, units and algo-
rithm steps may be implemented by electronic hardware,
computer software, or a combination thereof. To clearly
describe the interchangeability between the hardware and
the software, the foregoing has generally described compo-
sitions and steps of each example according to functions.
Whether the functions are performed by hardware or soft-
ware depends on particular applications and design con-
straint conditions of the technical solutions. A person skilled
in the art may use different methods to implement the
described functions for each particular application, but it
should not be considered that the implementation goes
beyond the scope of this application.

[0109] In the several embodiments provided in this appli-
cation, it should be understood that the disclosed apparatus
may be implemented in other manners. For example, the
described apparatus embodiment is merely an example. For
example, the unit division is merely logical function division
and may be other division in actual implementation. For
example, a plurality of units or components may be com-
bined or integrated into another system, or some features
may be ignored or not performed. In addition, the displayed
or discussed mutual couplings or direct couplings or com-
munication connections may be implemented through some
interfaces, indirect couplings or communication connections
between the apparatuses or units, or electrical connections,
mechanical connections, or connections in other forms.
[0110] The units described as separate parts may or may
not be physically separate, and parts displayed as units may
or may not be physical units, may be located in one position,
or may be distributed on a plurality of network units. Some
or all of the units may be selected according to actual
requirements to achieve the objectives of the solutions of the
embodiments of this application.

[0111] In addition, functional units in the embodiments of
this application may be integrated into one processing unit,
or each of the units may exist alone physically, or two or
more units are integrated into one unit. The integrated unit
may be implemented in a form of hardware, or may be
implemented in a form of a software functional unit.
[0112] When the integrated unit is implemented in the
form of a software functional unit and sold or used as an
independent product, the integrated unit may be stored in a
computer-readable storage medium. Based on such an
understanding, the technical solutions of this application
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essentially, or the part contributing to the prior art, or all or
some of the technical solutions may be implemented in a
form of a software product. The software product is stored
in a storage medium, and includes several instructions for
instructing a computer device (which may be a personal
computer, a server, or a network device) to perform all or
some of the steps of the methods described in the embodi-
ments of this application. The foregoing storage medium
includes: any medium that can store program code, such as
a USB flash drive, a portable hard disk, a read-only memory
(Read-Only Memory, ROM), a random access memory
(Random Access Memory, RAM), a magnetic disk, or an
optical disc.

[0113] The foregoing descriptions are merely specific
embodiments of this application, but are not intended to
limit the protection scope of this application. Any modifi-
cation or replacement readily figured out by a person skilled
in the art within the technical scope disclosed in this
application shall fall within the protection scope of this
application. Therefore, the protection scope of this applica-
tion shall be subject to the protection scope of the claims.

What is claimed is:

1. A system on chip (SOC), comprising:

a bus interface integrated into the SOC and to be con-

nected to an input/output (I/O) device;

a first element integrated into the SOC; and

a secure element (SE) integrated into the SOC and to:

in a secure scenario, access the [/O device by using the
bus interface, obtain first data input by the I/O
device, and perform secure processing on the first
data; and

in a common scenario, control access of the first
element to the 1/O device, wherein the secure sce-
nario indicates a scenario that requires secure input,
and the common scenario indicates a scenario that
does not require secure input; and

the first element is configured to: in the common scenario,

under control of the SE, obtain second data input by the
1/O device.

2. The SOC according to claim 1, wherein the SE is
further to control, in the secure scenario, the I/O device to
display a data input interface.

3. The SOC according to claim 1, wherein the SE is
further to send, to a server, data obtained after secure
processing.

4. The SOC according to claim 1, wherein the SE is
further to determine, according to an application that is
currently accessing the 1/0 device, whether a current appli-
cation environment is the secure scenario or the common
scenario.

5. The SOC according to claim 1, wherein the SE is to: in
the common scenario, access the [/O device by using the bus
interface, obtain the second data, and send the second data
to the first element.

6. The SOC according to claim 5, wherein the bus
interface is disposed in the SE.

7. The SOC according to claim 1, wherein the SE is to
configure, in the secure scenario, an access mode of the bus
interface as accessible only by the SE, and configure, in the
common scenario, the access mode of the bus interface as
accessible by the first element.

8. The SOC according to claim 1, wherein the bus
interface comprises a first bus interface and a second bus
interface; and
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the SE is to: in the secure scenario, control the second bus
interface to be connected to the 1/0 device, and access
the 1/O device by using the second bus interface; and
in the common scenario, control the first bus interface to
be connected to the I/O device, so that the first element
accesses the 1/O device by using the first bus interface.

9. The SOC according to claim 8, wherein the SOC
further comprises a multi-way switch; and

the SE is configured to: control switching of the multi-

way switch in the secure scenario, so that the second
bus interface is connected to the I/O device, or control
switching of the multi-way switch in the common
scenario, so that the first bus interface is connected to
the I/O device.

10. The SOC according to claim 9, wherein the multi-way
switch is disposed in the SE.

11. The SOC according to claim 8, wherein the second bus
interface is disposed in the SE.

12. The SOC according to claim 1, wherein the SE is
further configured to send a security indication to a user
when determining to enter the secure scenario.

13. The SOC according to claim 1, wherein the /O device
comprises a data collection sensor, a touchscreen, or a
display.

14. The SOC according to claim 1, wherein the bus
interface comprises an inter-integrated circuit bus 12C inter-
face or a mobile industry processor interface (MIPI).
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15. The SOC according to claim 1, wherein the first
element comprises an application processor, a processor
core in a trusted execution environment (TEE), a digital
signal processor, or an application-specific integrated cir-
cuit.

16. A terminal, comprising:

an input/output (I/O) device; and

a system on chip (SOC) comprising:

a bus interface, a secure clement (SE), and a first
element that are integrated in the SOC, wherein

the bus interface to be connected to the I/O device;
the SE to:

in a secure scenario, access the /O device by using
the bus interface, obtain first data input by the I/O
device, and perform secure processing on the first
data; and

in a common scenario, control access of the first
element to the 1/O device, wherein the secure
scenario indicates a scenario that requires secure
input, and the common scenario indicates a sce-
nario that does not require secure input; and

the first element to: in the common scenario, under
control of the SE, obtain second data input by the [/O
device.



