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(57) ABSTRACT

A data processing circuit, a data processing method, and an
electronic device are provided. The data processing circuit
includes a first data processing sub-circuit and a second data
processing sub-circuit. An output terminal of the first data
processing sub-circuit is connected to an input terminal of
the second data processing sub-circuit. The first data pro-
cessing sub-circuit is configured to receive an original
sequence to generate a first processed sequence. Each of first
processed numbers in the first processed sequence is calcu-
lated from at least two pieces of original data in the original
data. The second data processing sub-circuit is configured to
receive the first processed sequence to generate a second
processed sequence.
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S101

The first data processing sub-circuit receives an original
sequence to generate a first processed sequence, cach of the
first processed numbers in the first processed sequence is
calculated according to at least two pieces of original data in
the original data.

Y

The second data processing sub-circuit receives the first| 5102
processed sequence to generate the second processed
sequence, and the n™ second processed number in the second
processed sequence is calculated according to the n™ first
processed number and the (n-1)" second processed number
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DATA PROCESSING CIRCUIT, DATA
PROCESSING METHOD, AND ELECTRONIC
DEVICE

This is a National Phase application filed under 35 U.S.C.
371 as a national stage of PCT/CN2020/124032, filed Oct.
27, 2020, content of which is hereby incorporated by refer-
ence in its entirety.

TECHNICAL FIELD

The present disclosure relates to the technical field of
digital integrated circuit, and in particular, to a data pro-
cessing circuit, a data processing method, and an electronic
device.

BACKGROUND

The internet terminal index has been increased due to the
rapid development of the internet of things. With the
improvement of the Al technology, more application scenes
in the future are machine-to-machine communication, there-
fore information security is the most basic requirement for
equipments in the future.

At present, in order to quickly occupy the market, many
manufacturers of the internet terminal devices do not even
adopt a security module, or some manufacturers only adopt
a simple key module and a software algorithm, therefore, a
great security risk exists. For example, hackers can learn an
architecture model of a circuit from random numbers of a
terminal chip or fragment data of a key through a machine
learning technology, and predict data to be generated in the
future by setting parameters. Once data same as that of the
terminal chip is generated, the hackers can be invaded into
a chip kernel, thereby threatening the security of the terminal
device.

SUMMARY

The present disclosure intends to solve at least one of the
technical problems existing in the prior art and thus provide
a data processing circuit, a data processing method and an
electronic device.

A data processing circuit is provided in the present
disclosure. The data processing circuit includes a first data
processing sub-circuit and a second data processing sub-
circuit.

An output terminal of the first data processing sub-circuit
is connected to an input terminal of the second data pro-
cessing sub-circuit.

The first data processing sub-circuit is configured to
receive an original sequence to generate a first processed
sequence, wherein each of first processed numbers in the
first processed sequence is calculated from at least two
pieces of original data in the original data.

The second data processing sub-circuit is configured to
receive the first processed sequence to generate a second
processed sequence, wherein n” second processed number
in the second processed sequence is calculated from n” first
processed number and (n-1)" second processed number, n is
a positive integer more than or equal to two.

In some embodiments, the first data processing sub-circuit
includes a first register and a data selector connected to each
other.

The first register is configured to receive the original data.
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The data selector is configured to receive the original data
stored in the first register to generate the first processed
sequence.

In some embodiments, the first data processing sub-circuit
includes three first registers and one data selector. The three
first registers are cascaded in sequence. A first one of the
three first registers is configured to receive the original
sequence, each of the three first registers is connected to the
data selector, and the data selector is configured to output the
first processed sequence.

In some embodiments, the first data processing sub-circuit
is configured to perform a first predetermined algorithm on
the original sequence and to generate the first processed
sequence based on the original sequence.

The first predetermined algorithm includes: fa(n)=s,,,
2'8,+5,,,°S,,,1, Wherein fa(n) is a first processed number, s,, is
n” piece of original data of the original sequence, s,,,, is
(n+1)? piece of original data of the original sequence, and
S,,.- 15 (n+2)” piece of original data of the original sequence.

In some embodiments, the first register includes a first D
flip-flop.

In some embodiments, the second data processing sub-
circuit includes a logic processing circuit and a second
register.

An input terminal of the logic processing circuit is con-
nected to the output terminal of the first data processing
sub-circuit, an output terminal of the logic processing circuit
is connected to an input terminal of the second register, and
the output terminal of the logic processing circuit serves as
an output terminal of the second processing sub-circuit.

The logic processing circuit is configured to receive a n
first processed number in the first processed sequence gen-
erated by the first data processing sub-circuit and a (n—1)"
second processed number in the second processed sequence
stored in the second register and perform a logic operation
on the n” first processed number in the first processed
sequence generated by the first data processing sub-circuit
and the (n-1)* second processed number in the second
processed sequence stored in the second register, to obtain
n” second processed number in the second processed
sequence.

In some embodiments, the logic processing circuit
includes an XOR gate and the second register includes a
second D flip-flop. An output terminal of the second D
flip-flop is connected to an input terminal of the XOR gate,
an output terminal of the XOR gate is connected to an input
terminal of the second D flip-flop, and the output terminal of
the XOR gate serves as an output terminal of the second
processing sub-circuit.

In some embodiments, the data processing circuit further
includes an original sequence generation sub-circuit config-
ured to randomly generate the original sequence.

In some embodiments, the original sequence generation
sub-circuit includes a random data generator or a digital chip
fingerprint generator.

In some embodiments, the data processing circuit further
includes an output sub-circuit configured to output the
second processed sequence in a form of an image.

In some embodiments, the image includes a digital image
or a color image.

Accordingly, an embodiment of the present disclosure
further provides a data processing method applied for above
data processing circuit. The method includes: receiving, by
the first data processing sub-circuit, an original sequence to
generate a first processed sequence, wherein each of first
processed numbers in the first processed sequence is calcu-
lated from at least two pieces of original data in the original
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data; and receiving, by the second data processing sub-
circuit, the first processed sequence to generate a second
processed sequence, wherein n” second processed number
in the second processed sequence is calculated from n™ first
processed number and (n—-1)" second processed number, n is
a positive integer more than or equal to two.

Accordingly, an embodiment of the present disclosure
further provides an electronic device including above data
processing circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram showing a structure of a
data processing circuit according to an embodiment of the
present disclosure;

FIG. 2 is a circuit diagram showing a data processing
circuit according to an embodiment of the present disclo-
sure;

FIG. 3 is a schematic diagram showing a data processing
process performed by a data processing circuit according to
an embodiment of the present disclosure;

FIG. 4 is a schematic diagram showing a structure of
another data processing circuit according to an embodiment
of the present disclosure;

FIG. 5 is a schematic diagram showing a random number
generator according to an embodiment of the present dis-
closure;

FIG. 6 a schematic diagram showing an image effect of an
original sequence generated by a random number generator
according to an embodiment of the present disclosure;

FIG. 7 is a schematic diagram showing an image effect of
a sequence generated by processing of the data processing
circuit according to an embodiment of the present disclo-
sure; and

FIG. 8 is a flowchart showing a data processing method
according to an embodiment of the present disclosure.

DETAILED DESCRIPTION

In order to make the objects, technical solutions and
advantages of the embodiments of the present disclosure
more apparent, the technical solutions of the embodiments
of the present disclosure will be clearly and completely
described below with reference to the accompanying draw-
ings of the embodiments of the present disclosure. It is to be
understood that the described embodiments are only a part
but not all of embodiments of the present disclosure. All
other embodiments, which can be derived by one of ordinary
skill in the art from the described embodiments of the
present disclosure without inventive step, fall within the
scope of the present disclosure.

The terminology used herein for describing the embodi-
ments of the present disclosure is not intended to limit and/or
define the scope of the present disclosure. For example,
unless otherwise defined, technical or scientific terms used
herein shall have the ordinary meaning as understood by one
of ordinary skill in the art to which this disclosure belongs.
It should be understood that the terms “first,” “second,” and
the like, as used in the present disclosure, do not denote any
order, quantity, or importance, but rather are used to distin-
guish one element from another. The singular forms “a”,
“an”, or “the” and similar referents do not denote a limita-
tion of quantity, but rather denote the presence of at least
one, unless the context clearly dictates otherwise.

It will be further understood that the terms “include”,
“comprise” or the like, mean that the element or item
preceding the word is intended to cover the element or item
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listed after the word and its equivalent, but not to exclude
other elements or items. The terms “connect”, “couple,” or
the like, are not restricted to physical or mechanical con-
nections, but may include electrical connections, whether
direct or indirect. “Upper”, “lower”, “left”, “right”, and the
like are used only to indicate relative positional relation-
ships, and when the absolute position of the object being
described changes, the relative positional relationships may
also be changed accordingly.

As a first aspect, an embodiment of the present disclosure
provides a data processing circuit. FIG. 1 is a schematic
diagram showing a structure of a data processing circuit
provided in an embodiment of the present disclosure. As
shown in FIG. 1, the data processing circuit 100 includes a
first data processing sub-circuit 101 and a second data
processing sub-circuit 102. An output terminal of the first
data processing sub-circuit 101 is connected to an input
terminal of the second data processing sub-circuit 102. An
input terminal of the first data processing sub-circuit 101 is
configured to receive an original sequence, and an output
terminal of the second data processing sub-circuit 102 is
configured to output a second processed sequence.

In the present embodiment, the first data processing
sub-circuit 101 is configured to generate a first processed
sequence based on the original sequence. The first processed
sequence has a plurality of first processed numbers therein.
Each of the first processed numbers in the first processed
sequence is calculated from at least two pieces of original
data in the original data.

The original sequence is a data sequence to be encrypted,
and the original sequence contains a plurality pieces of
original data. The first data processing sub-circuit 101 is
configured to receive the original sequence including the
plurality pieces of original data, calculate each of the first
processed numbers according to at least two pieces of
original data to obtain the first processed sequence, and
output the first processed sequence to the second data
processing sub-circuit 102.

It should be noted that the original sequence is a sequence
including a plurality of binary numbers, and one of the
binary numbers in the original sequence is one piece of
original data. For example, the original sequence is
0110001, with one “0” or one “1” representing one piece of
original data. The first processed sequence is a new binary
number sequence generated, by the first data processing
sub-circuit 101, according to the original binary number
sequence. Each of the first processed numbers in the first
processed sequence is calculated from at least two binary
numbers in the original binary number sequence.

In the present embodiment, the second data processing
sub-circuit 102 is configured to generate a second processed
sequence based on the first processed sequence. The n”
second processed number in the second processed sequence
is calculated according to the n” first processed number and
the (n-1)" second processed number, wherein n is a positive
integer more than or equal to two.

The second processed sequence is an encrypted data
sequence. The second processed sequence includes a plu-
rality of second processed numbers. The second data pro-
cessing sub-circuit 102 calculates the n” second processed
number according to the n” first processed number and the
(n-1)" second processed number based on the acquired first
processed sequence, so as to obtain the second processed
sequence.

In the embodiment, the first data processing sub-circuit
generates the first processed sequence based on the original
sequence, and the second data processing sub-circuit gen-
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erates the second processed sequence based on the first
processed sequence, such that the generated second pro-
cessed sequence can be more complex and more random
than the original sequence.

In some embodiments, the first data processing sub-circuit
includes a first register and a data selector. The first register
is connected to the data selector. The first register is con-
figured to receive original data. The data selector is config-
ured to receive the original data stored by the first register to
generate the first processed sequence. In the embodiment of
the present disclosure, the numbers of the first register and
the data selector are not limited, as long as the first data
processing sub-circuit including the first register and the
data selector can generate the first processed sequence based
on the original data.

In an embodiment, FIG. 2 is a circuit diagram showing a
data processing circuit provided by an embodiment of the
present disclosure. As shown in FIG. 2, the first data
processing sub-circuit 101 includes three first registers 21,
22, and 23 and one data selector 24. The three first registers
21, 22, 23 are cascaded in sequence. The first one of the
three first registers 21 is configured to receive the original
sequence, and each of the three first registers 21, 22, 23 is
connected to the data selector 24. The data selector 24 is
configured to output the first processed sequence.

In the embodiment, the three first registers 21, 22, and 23
may be the same register or different registers. In the present
embodiment, each of the three first registers 21, 22, and 23
is a first D flip-flop. The data selector 24 includes an
operational circuit, such as at least one of an AND gate, an
OR gate, a NOT gate, and the like.

For example, in some embodiments, the first data pro-
cessing sub-circuit 101 includes three first registers 21, 22,
23 and one data selector 24. The original sequence is
181,82,83,84, - - - 8,} and is named as S with a whole length
of n.

The first data processing sub-circuit is configured to
perform a first predetermined algorithm to generate the first
processed sequence based on the original sequence. In an
embodiment, the first predetermined algorithm described
above may be, but is not limited to: fa(n)=s,,, 'S, +S,:2°S,.115
wherein fa(n) is the n” first processed number, s, is the n”
piece of original data of the original sequence, s,,,; is the
(n+1)” piece of original data of the original sequence, and
S,.» is the (n+2)” piece of original data of the original
sequence. According to the first predetermined algorithm,
each of the first processed numbers in the first processed
sequence is calculated according to three pieces of original
data in the original data, that is, each of the first processed
numbers in the first processed sequence is calculated accord-
ing to a piece of original data and the two pieces of original
data immediately after the piece of original data. It should be
understood that the first predetermined algorithm is not
limited to the algorithm described above. The first data
processing sub-circuit for performing the algorithm also
changes accordingly if the first predetermined algorithm
changes.

In some embodiments, the second data processing sub-
circuit 102 is configured to perform a second predetermined
algorithm to generate the second processed sequence based
on the first processed sequence. The second predetermined
algorithm includes: performing an exclusive-or operation on
the n” first processed number (the n” first processed number
is obtained through an algorithm of fa(n)=s,,,'s,+S,,2°5,..1)
in the first processed sequence and the (n-1)” second
processed number in the second processed sequence to
obtain the n” second processed number in the second

15

25

40

45

55

6

processed sequence. In an embodiment, the second prede-
termined algorithm may be, but is not limited to:

Jh()=fh(n-1)xor{fa(n)]

Wherein fa(n) is the n” first processed number, fb(n) is the
n” second processed number, and fb(n-1) is the (n-1)"
second processed number. According to the second prede-
termined algorithm, the n” second processed number in the
second processed sequence is calculated from the n” first
processed number and the (n-1)” second processed number.
Of course, it should be understood that the second prede-
termined algorithm is not limited to the algorithm described
above. The second data processing sub-circuit 102 for
performing the algorithm also changes accordingly if the
second predetermined algorithm changes.

In the embodiment, since the first data processing sub-
circuit 101 is configured to perform the first predetermined
algorithm fa(n)=s,,,,'s,+5,.2°5,.., and the second data pro-
cessing sub-circuit 102 is configured to perform the second
predetermined algorithm fb(n)=fb(n-1)xor[fa(n)], the data
processing circuit including the first data processing sub-
circuit and the second data processing sub-circuit is config-
ured to perform: th(n)=tb(n-1)xor(s,,, 'S, +5,42°S,,1)- It can
be seen from the above formula that the processed number
of tb(n) in the second processed sequence is related to the
processed number of fb(n-1), that is, a value of a processed
number in the second processed sequence is related to a
value of the immediately previous processed number, there-
fore, the method implemented by the whole data processing
circuit is a chaotic method, that is, a sequence, obtained by
the data processing circuit based on the original sequence, is
unpredictable.

In an embodiment, the data processing circuit is config-
ured to perform fb(n)=fb(n-1)xX01(s,,»'S,+5,,2°8,.1)- FOr
example, a certain original sequence is 01110101, wherein
S1=0, S2=1, S3=1, S4=1, S5=0, S6=1, S7=0, and S8=I.
After the processing by the data processing circuit:

FH)=D(O)x0r(s 35, +55:55)=0x0r(1-1+T-1)=0.
Q)= (1 x0r (s 52545 :53)=0x0r(1- 14T-1)=1.
TH3)=D(2)x0r(s555+55:5,)=1x0r(0-1+T-1)=1.
THA=D(3)x0r(sgis,+54-55)=1x0r(1-1+T-0)=0.
TB(5)=1b(A)x0r(s 7554575 5)=0x0r(0-0+0-1)=1.

SB(6)=fb(5)x0r(sg°s c+55°57)=1x0r(1:1+1-0)=0

The sequence of 011010 is obtained after the original
sequence is processed by the data processing circuit, there-
fore, the randomness and the complexity of the original
sequence can be improved through the data processing
circuit.

In some embodiments, the second data processing sub-
circuit 102 includes a logic processing circuit and a second
register. An input terminal of the logic processing circuit is
connected to the output terminal of the first data processing
sub-circuit, an output terminal of the logic processing circuit
is connected to an input terminal of the second register, and
serves as an output terminal of the second processing
sub-circuit.

The logic processing circuit receives and performs a logic
operation on the n™ first processed number in the first
processed sequence generated by the first data processing
sub-circuit and the (n—1)” second processed number in the
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second processed sequence stored in the second register, to
obtain the n” second processed number in the second
processed sequence.

With continued reference to FIG. 2, in some embodi-
ments, the logic processing circuit 25 includes an exclusive-
or (XOR) gate and the second register 26 includes a second
D flip-flop. An output terminal of the second D flip-flop 26
is connected to an input terminal of the XOR gate 25, an
output terminal of the XOR gate 25 is connected to an input
terminal of the D flip-flop 26, and serves as an output
terminal of the second data processing sub-circuit 102. The
second D flip-flop 26 may be the same as or different from
the first D flip-flops 21, 22 and 23. It should be noted that in
the embodiment, the first and second flip-flops are used only
for distinguishing between different flip-flops, but the func-
tions thereof are the same, both for registering the sequence
data.

As shown in FIG. 2, the data processing process of the
data processing circuit is as follow. The original sequence S
is input so as to realize the three-level buffering of the data;
and an output is obtained after the original sequence S passes
through the data selector 24; an XOR operation is then
performed on the output and the previous output, to output
one second processed number, as shown in FIG. 3. All of the
second processed numbers in the second processed sequence
can be obtained based on the same processing steps.

The whole data processing process is described as fol-
lows.

£,=(5,112°5,+5,,7°5,..1 )XOr I,,_,, Wherein r,, is the n” second
processed number in the processed second processed
sequence, s,, S,,, |, S,.. are the three-level register values of
S, and r,,_, is a register value of r,,.

In an embodiment, when the original sequences input into
the data processing circuit are 001 and 011, respectively, one
bit of data O is generated after both of the sequences are
processed by the data processing circuit, therefore even if
the output data O is stolen, the specific values of s, s,,,1, S,,.2
and relationship betweens,,, s,,, |, s,,,», cannot be determined.

In an embodiment, with continued reference to FIG. 2, the
data processing circuit includes a first data processing sub-
circuit 101 and a second data processing sub-circuit 102.
The first data processing sub-circuit 101 includes three first
registers 21, 22, 23 and one data selector 24. The second data
processing sub-circuit includes a logic processing circuit and
a second register. The three first registers 21, 22, 23 are
cascaded in sequence. The first one of the first registers 21
is configured to receive the original sequence, and each of
the three first registers 21, 22, 23 is connected to the data
selector 24. The data selector 24 is configured to output the
first processed sequence. The logic processing circuit 25
includes an XOR gate, the second register 26 includes a
second D flip-flop. An output terminal of the second D
flip-flop 26 is connected to an input terminal of the XOR
gate 25, an output terminal of the XOR gate 25 is connected
to an input terminal of the D flip-flop 26, and serves as an
output terminal of the second data processing sub-circuit
102.

The operation principles for components of the first data
processing sub-circuit 101 and the second data processing
sub-circuit 102 in the data processing circuit are the same as
the operation principles described above, and therefore a
detailed description thereof is omitted.

In the embodiment, the first data processing sub-circuit
generates the first processed sequence based on the original
sequence, and each of the first processed numbers in the first
processed sequence is associated with at least two pieces of
original data in the original sequence. The second data

35

40

45

50

55

60

65

8

processing sub-circuit generates the second processed
sequence based on the first processed sequence, and each of
the second processed numbers in the second processed
sequence is associated with a second processed number
immediately before the second processed number. There-
fore, the second processed sequence generated by the first
data processing sub-circuit and the second data processing
sub-circuit can be more complicated and more random than
the original sequence.

FIG. 4 is a schematic diagram showing a structure of
another data processing circuit provided in the embodiment
of the present disclosure. As shown in FIG. 4, the data
processing circuit further includes an original sequence
generation sub-circuit 103 and an output sub-circuit 104.
The original sequence generation sub-circuit 103 is config-
ured to randomly generate the original sequence. The output
sub-circuit 104 is configured to output the second processed
sequence in the form of an image.

In some embodiments, the output sub-circuit 104
includes, but is not limited to, a level conversion module
(not shown) for converting a voltage signal output by the
second data processing sub-circuit into a digital signal, and
a display module (not shown) for outputting image data,
including, but being not limited to, a digital image or a color
image, in response to the digital signal input by the level
conversion module. The digital image includes, but is not
limited to, a binary sequence, IDs, etc.; and the color image
includes, but is not limited to, an image made up of black
and white squares.

In some embodiments, the original sequence generation
sub-circuit 103 includes a random number generator and a
digital chip fingerprint generator.

In some embodiments, as shown in FIG. 5, the random
number generator 51 includes a logic operation unit 512, a
shift register and a plurality of data selectors 513. The
number of bits of random number seed SG is n+1. The shift
register includes (n+1) D flip-flops 514 cascaded together.
Input terminals of the (n+1) D flip-flops 514 are connected
in a one-to-one correspondence to output terminals o1 of the
(n+1) data selectors 513, respectively. Specifically, an input
terminal of the 1% flip-flop 514 is connected to an output
terminal ol of the 1% data selector 513, an input terminal of
the 2"¢ D flip-flop 514 is connected to an output terminal ol
of the 2 data selector 513, and so on, until an input terminal
of the (n+1)* D flip-flop 514 is connected to an output
terminal ol of the (n+1)” data selector 513. A first input
terminal i1 of the 1% data selector 513 is connected to an
output terminal of the logical operation unit 512, and a first
input terminal i1 of the j* data selector 513 is connected to
an output terminal of the (j-1)? D flip-flop 514, where j is
an integer and 1<j=n+1. The values of the (n+1) bits of the
random number seed SG are respectively input to second
input terminals i2 of the (n+1) data selectors 512, and two
input terminals of the logic operation unit 512 are respec-
tively connected to the output terminals of the last two D
flip-flops 514. When the random number generator 51 is
triggered to generate random numbers, the second input
terminal i2 of each of the data selectors 513 is controlled to
be connected to the output terminal ol of the data selector
513, so that the (n+1) bits of the random number seed SG are
input to the input terminals of the (n+1) D flip-flops 514,
respectively. And then, the first input terminal il of each of
the data selectors 513 is controlled to be connected to the
output terminal ol of the data selector 513. The bits in one
binary sequence output by the (n+1) D flip-flops 514 are
denoted as prbs [0], prbs [1] . . . prbs [n], respectively. The
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bits prbs[n—1] and prbs[n] are input to the two input termi-
nals of the logical operation unit 512, respectively.

For example, a plurality of binary sequences generated by
repeatedly performing, by the random number generator 51,
a right shift operation are arranged in sequence to form a
random number sequence. A first bit prbs [0] of the first one
of the plurality of binary sequences serves as the first bit of
the random number sequence, and the last bit prbs [n] of the
last one of the plurality of binary sequences serves as the last
bit of the random number sequence.

For example, in a case where the random number seed is
01100010, the random number generator 51 generates a
binary sequence of 10110001 by performing the right shift
operation for the first time, generates a binary sequence of
11011000 by performing the right shift operation for the
second time, generates a binary sequence of 01101100 by
performing the right shift operation for the third time, and
generates a binary sequence of 00110110 by performing the
right shift operation for the fourth time; and so on. The
random number sequence is formed by sequentially arrang-
ing the four binary sequences according to the generated
order, that is, the random number sequence is
10110001110110000110110000110110.

FIG. 6 is a schematic diagram showing an image effect of
the original sequence generated by the random number
generator 51 according to some embodiments of the present
disclosure. Each of the pixel points corresponds to one
random number, and a gray level of each of the pixel points
is determined according to a value of the corresponding
random number. The pixel point is black when the random
number is 0, and the pixel point is white when the random
number is 1. FIG. 7 is a schematic diagram showing an
image effect of the sequence processed by the data process-
ing circuit according to the original sequence in FIG. 6. It
can be seen that the processed sequence has a higher
improvement in both complexity and randomness.

FIG. 8 is a flowchart showing a data processing method
provided in an embodiment of the present disclosure. As
shown in FIG. 8, the data processing method is applied to
above data processing circuit, and the method includes steps
S101 and S102.

At step S101, the first data processing sub-circuit receives
an original sequence to generate a first processed sequence.
Each of the first processed numbers in the first processed
sequence is calculated according to at least two pieces of
original data in the original data.

In the embodiment, the first data processing sub-circuit
101 receives an original sequence to generate the first
processed sequence. Specifically, the original sequence is a
data sequence to be encrypted. The original sequence
includes a plurality pieces of original data, and the first
processed sequence includes a plurality of first processed
numbers. The first data processing sub-circuit 101 is con-
figured to receive the original sequence including the plu-
rality pieces of original data, calculate each of the first
processed numbers according to at least two pieces of
original data so as to obtain the first processed sequence, and
output the first processed sequence to the second data
processing sub-circuit 102.

At step S102, the second data processing sub-circuit
receives the first processed sequence to generate the second
processed sequence. The n” second processed number in the
second processed sequence is calculated according to the n”
first processed number and the (n-1)” second processed
number, n being a positive integer more than or equal to two.

In the present embodiment, the second data processing
sub-circuit 102 is configured to receive the first processed
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sequence to generate the second processed sequence. Spe-
cifically, the second processed sequence is an encrypted data
sequence, and the second processed sequence includes a
plurality of second processed numbers. The second data
processing sub-circuit 102 calculates the n” second pro-
cessed number according to the n” first processed number
and the (n-1)” second processed number based on the
acquired first processed sequence, so as to obtain the second
processed sequence.

In the embodiment, the first data processing sub-circuit
generates the first processed sequence based on the original
sequence, and the second data processing sub-circuit gen-
erates the second processed sequence based on the first
processed sequence, such that the generated second pro-
cessed sequence can be more complex and more random
than the original sequence.

An embodiment of the present disclosure further provides
an electronic device, which includes the data processing
circuit provided in the embodiment of the present disclosure.

The electronic device in the embodiments of the present
disclosure may be a chip in a communication device. Each
component in the data processing circuit provided by the
embodiment of the present disclosure adopts a digital cir-
cuit, so that the data processing circuit can be easily inte-
grated into various chips.

The sequence generated by the data processing circuit in
the embodiment of the present disclosure has higher com-
plexity and randomness, thereby improving the safety and
reliability of the electronic device in communication.

It should be understood that the above implementations
are merely exemplary embodiments for the purpose of
illustrating the principles of the present disclosure, however,
the present disclosure is not limited thereto. It will be
apparent to one of ordinary skill in the art that various
changes and modifications can be made without departing
from the spirit and essence of the present disclosure, which
are also to be regarded as the scope of the present disclosure.

What is claimed is:

1. A data processing circuit comprising a first data pro-
cessing sub-circuit and a second data processing sub-circuit;
wherein

an output terminal of the first data processing sub-circuit

is connected to an input terminal of the second data
processing sub-circuit,

the first data processing sub-circuit is configured to

receive an original sequence to generate a first pro-
cessed sequence, wherein each of first processed num-
bers in the first processed sequence is calculated from
at least two pieces of original data in the original
sequence, and

the second data processing sub-circuit is configured to

receive the first processed sequence to generate a
second processed sequence, wherein n” second pro-
cessed number in the second processed sequence is
calculated from n” first processed number and (n—1)"
second processed number, n being a positive integer
more than or equal to two,

the first data processing sub-circuit comprises a first

register and a data selector connected to each other,
the first register is configured to receive the original
sequence, and

the data selector is configured to receive the original

sequence stored in the first register to generate the first
processed sequence.

2. The data processing circuit of claim 1, wherein

the first data processing sub-circuit comprises three first

registers and one data selector,
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the three first registers are cascaded in sequence,

a first one of the three first registers is configured to
receive the original sequence,

each of the three first registers is connected to the data
selector, and

the data selector is configured to output the first processed
sequence.

3. The data processing circuit of claim 2, wherein

the first data processing sub-circuit is configured to per-
form a first predetermined algorithm on the original
sequence and generate the first processed sequence
based on the original sequence, and

the first predetermined algorithm comprises: fa(n)=s,,,
2'8,+8,,2°S,,.1, Wherein fa(n) is a first processed number,
s,, is n piece of original data of the original sequence,
5,., is (n+1)” piece of original data of the original
sequence, and s, , is (n+2)” piece of original data of
the original sequence.

4. The data processing circuit of claim 2, wherein the first

register comprises a first D flip-flop.

5. The data processing circuit of claim 1, wherein

the second data processing sub-circuit comprises a logic
processing circuit and a second register,

an input terminal of the logic processing circuit is con-
nected to the output terminal of the first data processing
sub-circuit, an output terminal of the logic processing
circuit is connected to an input terminal of the second
register and serves as an output terminal of the second
processing sub-circuit, and

the logic processing circuit is configured to receive a n
first processed number in the first processed sequence
generated by the first data processing sub-circuit and a
(n-1)" second processed number in the second pro-
cessed sequence stored in the second register and
perform a logic operation on the n” first processed
number in the first processed sequence generated by the
first data processing sub-circuit and the (n-1)" second
processed number in the second processed sequence
stored in the second register, to obtain n” second
processed number in the second processed sequence.

6. The data processing circuit of claim 5, wherein

the logic processing circuit comprises an XOR gate and
the second register comprises a second D flip-flop, and

an output terminal of the second D flip-flop is connected
to an input terminal of the XOR gate, an output
terminal of the XOR gate is connected to an input
terminal of the second D flip-flop and serves as an
output terminal of the second processing sub-circuit.

7. The data processing circuit of claim 1, further com-

prising an original sequence generation sub-circuit config-
ured to randomly generate the original sequence.
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8. The data processing circuit of claim 7, wherein the
original sequence generation sub-circuit comprises a ran-
dom number generator or a digital chip fingerprint generator.

9. The data processing circuit of claim 1, further com-
prising an output sub-circuit configured to output the second
processed sequence in a form of an image.

10. The data processing circuit of claim 9, wherein the
image comprises a digital image or a color image.

11. A data processing method for the data processing
circuit of claim 1, the method comprising:

receiving, by the first data processing sub-circuit, the

original sequence to generate the first processed
sequence, wherein each of the first processed numbers
in the first processed sequence is calculated from the at
least two pieces of original data in the original
sequence; and

receiving, by the second data processing sub-circuit, the

first processed sequence to generate the second pro-
cessed sequence, wherein the n” second processed
number in the second processed sequence is calculated
from the n™ first processed number and the (n—1)"
second processed number, n being a positive integer
more than or equal to two.

12. An electronic device comprising the data processing
circuit of claim 1.

13. A data processing circuit comprising a first data
processing sub-circuit and a second data processing sub-
circuit; wherein

the first data processing sub-circuit is configured to

receive an original sequence to generate a first pro-
cessed sequence,

the second data processing sub-circuit is configured to

receive the first processed sequence to generate a
second processed sequence,

the first data processing sub-circuit comprises three first

registers cascaded in sequence and one data selector,

a first one of the three first registers is configured to

receive the original sequence,

each of the three first registers is connected to the data

selector, and

the data selector is configured to output the first processed

sequence,

the second data processing sub-circuit comprises an XOR

gate and a second register,

an output terminal of the second register is connected to

an input terminal of the XOR gate, an output terminal
of the XOR gate is connected to an input terminal of the
second register and serves as an output terminal of the
second processing sub-circuit.

14. An electronic device comprising the data processing
circuit of claim 13.



