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AUTHENTICATION AND AUTHORIZATION
SYSTEM AND AUTHENTICATION AND
AUTHORIZATION METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] The present application claims priority from Japa-
nese application JP 2019-220470, filed on Dec. 5, 2019, the
contents of which is hereby incorporated by reference into
this application.

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0002] The present invention relates to an authentication
and authorization system and an authentication and autho-
rization method.

2. Description of the Related Art

[0003] In development of an application, a new applica-
tion may be constructed by cooperating with various types
of software already provided as services, such as a database
service and a voice recognition service. Use of these coop-
eration services (hereinafter referred to as external service)
is implemented by performing a call using an application
programming interface (API) from programs constituting
the application. Accordingly, application developers can
easily use functions of the various services.

[0004] On the other hand, some external services require
usage licenses. When the external services are used, authen-
tication processing for authenticating a service user (here-
inafter referred to as user) and authorization processing for
authorizing the authenticated service user to use the service
are performed, and the use of the service is permitted only
when the service is authorized. As a method of performing
the authorization processing, use of an OAuth is exempli-
fied. The OAuth is a protocol for permitting an access to a
service (user resource) for which the user has a usage license
instead of permitting the user.

[0005] Further, in the OAuth, since the authorization pro-
cessing is performed by replacing an user ID and a password
required to access the user resource with key information
called access token, cooperation with the external service is
implemented without disclosing the user ID and the pass-
word to an application (client application) for accessing the
user resource.

[0006] When the access to the external service is per-
formed via the API, an API providing device such as an API
Gateway that bundles and manages accesses to a plurality of
services is used, and a plurality of API providing devices
may be required depending on the external service to be
cooperated or a system configuration. In this case, it is
necessary to manage the access token for the client appli-
cation to access the user resource, a client ID used for client
identification when the access token is issued, a client secret,
and the like for each of the API providing devices. Methods
for reducing this management burden include Patent Litera-
ture 1 (JP-A-2019-139621).

[0007] In the OAuth, it is necessary to input the user ID
and the password by the user in order to issue the access
token, but an effective period is set for the access token and
the access token is invalidated when a certain period of time
elapses. In this case, the client application cannot access the
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user resource and the user needs to re-input the user ID and
the password to reissue the access token. In order to reduce
the number of steps, a method of storing the user ID and the
password in the client application may be considered, but
there is a risk that the stored user ID and the stored password
may flow out when the client application receives some
security attack.

[0008] Further, in order to reduce the number of steps
required for reissuing the access token associated with
expiration of the access token, there is an effective method
of preventing the access token from expiring by performing
access token acquisition processing regularly instead of at a
timing when the client application accesses the user
resource, and storing a latest access token in the client
application.

[0009] However, in this method, since the timing at which
the client application accesses the user resource and an
acquisition timing of the access token are asynchronous, the
client application may use an expired access token depend-
ing on the timings.

SUMMARY OF THE INVENTION

[0010] Therefore, one object of the invention is to deal
with, in an authentication and authorization system that
performs authentication and authorization of an external
service with which a client application cooperates, expira-
tion of an access token which occurs when an access token
acquisition timing and a service usage timing are asynchro-
nous while preventing leakage of user information such as a
user ID and a password.

[0011] In order to solve this technical problem, the inven-
tion provides, as one aspect, an authentication and authori-
zation system configured to perform authentication and
authorization when an external service with which an appli-
cation executed by a user cooperates is used via a coopera-
tion unit. The authentication and authorization system
includes: an application execution unit configured to execute
the application; a user information storage unit configured to
store user information of the user; a token acquisition unit
configured to acquire, using the user information acquired
from the user information storage unit, an access token from
an authorization server that authorizes the application to use
the external service when a valid access token is presented
via the cooperation unit; and a token storage unit configured
to store the access token acquired by the token acquisition
unit. The token acquisition unit is configured to acquire the
access token from the authorization server at a predeter-
mined cycle and store the acquired access token in the token
storage unit. The application execution unit is configured to,
when the application uses the external service, acquire the
access token from the token storage unit, and request the
cooperation unit to make the application cooperate with the
external service using the acquired access token.

[0012] According to the invention, for example, in the
authentication and authorization system that performs the
authentication and authorization of the external service with
which the client application cooperates, when the number of
steps for acquiring an access token required for external
service usage authorization is reduced, it is possible to deal
with expiration of an access token which occurs when an
access token acquisition timing and a service usage timing
are asynchronous while preventing leakage of user informa-
tion such as a user ID and a password.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a diagram showing an example of a
functional configuration of an authentication and authoriza-
tion system in a first embodiment.

[0014] FIG. 2 is a diagram showing an example of a
specific configuration of the authentication and authoriza-
tion system in the first embodiment.

[0015] FIG. 3 is an example of a flowchart showing a flow
of regular access token acquisition processing by a token
acquisition unit in the first embodiment.

[0016] FIG. 4 is an example of a flowchart showing a flow
of usage processing of an external service by a client
application in the first embodiment.

[0017] FIG. 5is an example of a flowchart showing a flow
of usage processing of an external service by a client
application in a second embodiment.

[0018] FIG. 6 is an example of a flowchart showing a flow
of access token reacquisition processing by a token acqui-
sition unit in the second embodiment.

[0019] FIG. 7 is a diagram showing an example of hard-
ware of a computer for implementing an authentication and
authorization system.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0020] Hereinafter, embodiments will be described with
reference to the drawings. It should be noted that the
following embodiments are merely exemplary, and the
invention itself is not intended to be limited to the following
specific contents.

[0021] In the following description, the same or similar
elements and processing are denoted by the same reference
numerals, and a repetitive description thereof will be omit-
ted. Further, in the following embodiments, only differences
from the foregoing embodiments will be described, and a
repetitive description will be omitted.

[0022] The description of the following embodiments and
the configurations and the processing shown in the drawings
show outlines of the embodiments to an extent necessary for
understanding and performing the invention, and are not
intended to limit the embodiments of the invention. Further,
each of the embodiments and each of the modifications can
be partly or wholly combined within a range of matching
with each other without departing from the spirit of the
invention.

First Embodiment

[0023] The present embodiment shows, in an authentica-
tion and authorization system that performs authentication
and authorization of an external service with which a client
application cooperates, a method of managing user infor-
mation required for external service usage authorization
separately from the client application, regularly acquiring an
access token required for service usage, and storing the
access token in the client application, and processing for
dealing with expiration of an access token which occurs
when an access token acquisition timing and a service usage
timing are asynchronous.
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<Functional  Configuration of Authentication and
Authorization System S in First Embodiment>

[0024] First, an example of a functional configuration of
an authentication and authorization system S in the present
embodiment will be described with reference to FIG. 1. FIG.
is a diagram showing the example of the functional con-
figuration of the authentication and authorization system S
in the first embodiment. As shown in FIG. 1, the authenti-
cation and authorization system S includes a user operation
unit 100, a client application 101, an API providing unit 102,
an external service 103, a token storage unit 104, a token
acquisition unit 105, a user information storage unit 106, and
an authorization server 107.

[0025] First, a method of cooperating the client applica-
tion 101 with the external service 103 will be described. A
user who uses the authentication and authorization system S
executes the client application 101 by operating the user
operation unit 100. The client application 101 is an example
of an application execution unit. Further, the client applica-
tion 101 includes execution processing of the external
service 103 which requires a usage licenses. The client
application 101 calls an external service access API pro-
vided by the API providing unit 102 to execute the external
service 103. The API providing unit 102 is an example of a
cooperation unit.

[0026] At this time, the client application 101 presents an
access token required to use the external service 103 to the
API providing unit 102. The API providing unit 102 con-
firms to the authorization server 107 whether the presented
access token is valid, and when the access token is valid,
provides a resource of the external service 103 to the client
application 101. Accordingly, cooperative processing of the
client application 101 and the external service 103 can be
implemented.

[0027] Next, a method of acquiring the access token
required for the client application 101 to use the external
service 103 will be described. It is assumed that the user who
uses the authentication and authorization system S has the
usage license for the external service 103, or that when the
external service 103 is registered as an authorization target
of the authorization server 107 and the user who logs in to
the authorization server 107 has the license of the external
service 103, the authorization server 107 can permit the use
of the external service 103.

[0028] The token acquisition unit 105 acquires, from the
user information storage unit 106, a user ID and a password
(hereinafter, referred to as user information) for logging in
to the authorization server 107, regularly accesses the autho-
rization server 107, and acquires the access token required
to use the external service 103 from the authorization server
107.

[0029] The user information is stored in the user informa-
tion storage unit 106 by operating the user operation unit 100
in advance by the user. Further, the token acquisition unit
105 stores the acquired access token at any time in the token
storage unit 104. Accordingly, the access token presented by
the client application 101 to the API providing unit 102 can
be obtained by referring to the token storage unit 104 by the
client application 101.

<Specific Configuration of Authentication and Authorization
System S of First Embodiment>

[0030] Here, an example in which the configuration of the
authentication and authorization system S in the present
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embodiment is embodied will be described with reference to
FIG. 2. FIG. 2 is a diagram showing an example of the
specific configuration of the authentication and authoriza-
tion system S in the first embodiment. Here, an example of
a case is shown in which elements except for the user
operation unit 100 of the configuration of the authentication
and authorization system S shown in FIG. 1 are built on an
Azure (registered trademark (same below)) kubernetes ser-
vice (hereinafter referred to as AKS) provided by the
Microsoft (registered trademark (same below)) Corporation.
The AKS is an example of a public cloud service.

[0031] A user terminal 200 corresponds to the user opera-
tion unit 100, and is a terminal having a function of inputting
information by the user, such as a personal computer (PC) or
a tablet terminal. A client service Pod 201 is launched on the
AKS, and a client application 2011 corresponding to the
client application 101 in this client service Pod 201 is
operated as a container service. Then, a volume of the client
service Pod 201 is used as a token storage unit 2012.
[0032] Further, a token acquisition service Pod 202 is
launched on the AKS, and a token acquisition application
2021 corresponding to the token acquisition unit 105 in this
token acquisition service Pod 202 is operated as a container
service. Then, a volume of the token acquisition service Pod
202 is used as a user information storage unit 2022.
[0033] In this way, by disposing the client application
2011 and the user information storage unit 2022 in different
pods, it is possible to prevent leakage of the user ID and the
password even when the client application 2011 receives
some security attack.

[0034] Further, the API providing unit 102 and the autho-
rization server 107 can be implemented by using an API
Gateway 203 and an Active Directory (registered trademark
(same below)) 205 provided by the Azure, respectively.
[0035] Here, a case is shown in which a Dynamics (reg-
istered trademark (same below)) 204 provided by the
Microsoft Corporation is used as the external service 103.
The Dynamics is a business information system service, and
enables service cooperation, such as performing incident
registration on the Dynamics, based on processing of the
client application 2011.

<Regular Access Token Acquisition Processing of Token
Acquisition Unit 105 of First Embodiment>

[0036] Next, an example of a flow of processing of the
authentication and authorization system in the present
embodiment will be described with reference to flowcharts
of FIGS. 3 and 4. FIG. 3 is an example of a flowchart
showing the flow of regular access token acquisition pro-
cessing by the token acquisition unit 105 in the first embodi-
ment. The regular token acquisition processing is regularly
executed at a regular cycle.

[0037] First, the token acquisition unit 105 acquires the
user information for accessing the authorization server 107
from the user information storage unit 106 (S301). Next, the
token acquisition unit 105 accesses the authorization server
107 using the acquired user information, and requests the
access token to be used by the client application 101 for
usage authorization of the external service 103 (S302).
[0038] Next, the authorization server 107 collates the user
information, issues the access token for permitting the use of
the external service 103 for which the user has the license,
and provides the access token to the token acquisition unit
105 (S303). Further, the token acquisition unit 105 stores the

Jun. 10, 2021

access token acquired from the authorization server 107 in
the token storage unit 104 (S304). The token acquisition unit
105 determines whether a certain period of time has elapsed
(S305), and confirms an execution state of the client appli-
cation 101 after the certain period of time has elapsed (S305
Yes) (S306). When the client application 101 is being
executed, the token acquisition unit 105 returns to process-
ing of S301 and restarts the acquisition processing of the
access token. Accordingly, the regular acquisition of the
access token in a predetermined cycle and storage in the
token storage unit 104 can be implemented.

<Usage Processing of External Service 103 of First
Embodiment>

[0039] FIG. 4 is an example of a flowchart showing the
flow of usage processing of the external service 103 by the
client application 101 in the first embodiment.

[0040] First, the client application 101 is executed accord-
ing to an operation of the user operation unit 100 by the user
(S401). Next, the client application 101 acquires, from the
token storage unit 104, the access token required for the
usage authorization of the external service 103 to be called
during the processing (S402).

[0041] Next, the client application 101 requests the API
providing unit 102 to provide the resource of the external
service 103 using the access token acquired from the token
storage unit 104 (S403). Next, the API providing unit 102
confirms the validity of the access token presented by the
client application 101 to the authorization server 107 (S404).
[0042] Next, the API providing unit 102 determines
whether the access token is valid as a result of collating the
access token by the authorization server 107 (S405). When
the access token is valid (S405 Yes), the API providing unit
102 provides the resource of the external service 103 to the
client application 101 (S406).

[0043] On the other hand, when the access token is not
valid because it has expired as a result of collating the access
token by the authorization server 107 (S405 No), the API
providing unit 102 notifies the client application 101 of a
token error (S407). The client application 101 which
receives the token error returns to the processing of S402,
reacquires the access token required for the usage authori-
zation of the external service 103 from the token storage unit
104, and performs usage authorization processing of the
external service 103 with a new access token. Accordingly,
the use of the external service 103 by the client application
101 is implemented.

Effect of First Embodiment

[0044] According to the present embodiment, by regularly
acquiring a token from the authorization server 107 and
updating a token stored in the token storage unit 104, the
token stored in the token storage unit 104 can be kept within
an expiration date. Therefore, since the token within the
expiration date can be acquired without inputting the user
information each time for acquiring the token when the
application cooperated with the external service requiring
for the authorization processing is executed, the token
expiration at the time of application execution can be
prevented and convenience of the cooperation between the
application and the external service can be improved.

[0045] Further, according to the present embodiment,
since the user information storage unit 106 is disposed and
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managed independently of the client application 101, the
cooperation with the external service can be implemented
without disclosing the user information to the client appli-
cation 101, and leakage of the user information can be
avoided even when the client application 101 receives
security attack.

Modification of First Embodiment

[0046] In the present embodiment, FIG. 2 shows the
example in which the configuration of the authentication and
authorization system S is embodied. In the description
thereof, the example has been shown in which the elements
except for the user terminal 200 are built on the AKS.
However, the elements may be built on the other public
cloud services such as Amazon (registered trademark (same
below)) Elastic Kubernetes Service (Amazon EKS). When
the elements are built on the Amazon EKS, Amazon Cognito
(registered trademark (same below)) provided by Amazon
can be used as the authorization server 107.

[0047] Further, in FIG. 2, the API Gateway 203 corre-
sponding to the API providing unit 102, the Dynamics 204
corresponding to the external service 103, and the Active
Directory 205 corresponding to the authorization server 107
are built on the AKS. However, the invention is not limited
thereto, and a part of the configuration of the authentication
and authorization system S such as the API providing unit
102, the external service 103, and the authorization server
107 may be built on another cloud service or an on-premise
outside the cloud service.

[0048] Further, the present embodiment describes the
method of regularly acquiring the access token by the token
acquisition unit 105. Regarding an interval, in addition to
using an interval set in advance by a provider of the
authentication and authorization system, the system user
may freely set and change the interval in consideration of the
expiration date provided in the access token. A method of
freely setting the interval can be implemented by providing
a region for storing the access token acquisition interval in
the user information storage unit 106 and reading informa-
tion thereof by the token acquisition unit 105. At this time,
a storage method of the access token acquisition interval for
the user information storage unit 106 can be implemented by
an operation of the user operation unit 100 by the user. The
token acquisition unit 105 newly acquires an access token
from the authorization server 107 at a predetermined cycle
based on the information of the access token acquisition
interval read from the user information storage unit 106 and
updates the previously acquired access token stored in the
token storage unit 104. The predetermined cycle is, for
example, a cycle when the access token previously acquired
and stored in the token storage unit 104 is updated with a
new access token acquired this time from the authorization
server 107 within an expiration date of the previous access
token.

[0049] Further, there is no restriction on an authorization
protocol used in the authentication and authorization system
S. For example, the authorization method may use the
OAuth protocol or another protocol.

Second Embodiment

[0050] The present embodiment describes a method of
requesting, by the client application 101, the token acquisi-
tion unit 105 to reissue a token as a method of dealing with
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expiration of an access token which occurs when an access
token acquisition timing and a service usage timing are
asynchronous.

<Usage Processing of External Service 103 of Second
Embodiment>

[0051] An example of a flow of processing of an authen-
tication and authorization system in the present embodiment
will be described with reference to flowcharts of FIGS. 5 and
6. FIG. 5 is an example of a flowchart showing the flow of
the usage processing of the external service 103 by the client
application 101 in the second embodiment. The usage pro-
cessing of the external service 103 of the second embodi-
ment is different from the usage processing of the external
service 103 of the first embodiment in that S508 is executed
subsequent to S407, and the rest processing is the same.

[0052] The first embodiment describes the method of
re-obtaining an access token from the token storage unit 104
and executing the usage authorization processing of the
external service 103 with the new access token when the
client application 101 receives a token error from the API
providing unit 102. And the present embodiment is different
in that a token reissue request (S508) is issued to the token
acquisition unit 105. Hereinafter, only this difference will be
described below.

[0053] In S508 subsequent to S407, after the authorization
server 107 issues a valid token to the token acquisition unit
105 by executing token request processing, the client appli-
cation 101 which receives the token error returns to the
processing of S402 and re-executes a usage authorization
processing of the external service 103 with the new access
token. Accordingly, the use of the external service 103 by the
client application 101 is implemented.

<Access Token Reacquisition Processing of Token
Acquisition Unit 105 of Second Embodiment>

[0054] FIG. 6 is an example of a flowchart showing the
flow of access token reacquisition processing by the token
acquisition unit 105 in the second embodiment, and shows
detailed processing of S508.

[0055] First, the client application 101 receives a token
error returned from the API providing unit 102, and notifies
the token acquisition unit 105 of the token error (S601).
Subsequent S302 to S304 are the same as S302 to S304
shown in FIG. 3.

[0056] Subsequent to S304, the token acquisition unit 105
notifies the client application 101 of update completion of
the access token (S605). Accordingly, processing is imple-
mented to deal with the expiration of the access token which
occurs when the access token acquisition timing and the
usage timing of the external service 103 by the client
application 101 are asynchronous.

Effect of Second Embodiment

[0057] According to the present embodiment, when a
token error of expiration occurs when the application is
executed, by acquiring a token which is not regularly
acquired from the authorization server 107 at a timing at
which a token error occurs and updating the token stored in
the token storage unit 104, the token error can be dealt with
more quickly and the token error can be resolved.
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Modification of Second Embodiment

[0058] The present embodiment describes the method of
requesting, by the client application 101, the reissue of the
access token by notifying the token acquisition unit 105 of
the token error when the access token used for usage
authorization of the external service 103 has expired. How-
ever, a trigger of the access token reissue request when the
access token has expired need not be limited to the error
notification from the client application 101 to the token
acquisition unit 105 (S601). For example, the token acqui-
sition unit 105 may regularly monitor an error output of the
client application 101, and when the token error is detected,
the reissuing processing of the access token may be started.
[0059] Further, in the reissuing processing of the access
token, the method of reacquiring, by the client application
101, the access token triggered by the update completion
notification (S605) of the access token to the client appli-
cation 101 by the token acquisition unit 105 has been shown.
However, it is not always necessary to use the update
completion notification by the token acquisition unit 105 as
the trigger. For example, since the token acquisition unit 105
regularly acquires the access token and stores the access
token in the token storage unit 104, a valid access token is
stored in the token storage unit 104 after a certain period of
time elapses after the token error is detected. Therefore,
when the client application 101 receives the access token
error from the API providing unit 102, the usage authoriza-
tion processing of the external service 103 may be volun-
tarily re-executed after a certain period of time.

[0060] In the above-described first and second embodi-
ments, the client application 101 can also use a plurality of
external services 103. In this case, the access token is
managed in the token storage unit 104 for each external
service 103. Further, the client application 101 acquires an
access token associated with the external service 103 to be
used from the token storage unit 104 and uses it.

[0061] Further, in the authentication and authorization
system S, a plurality of client applications 101 may operate
in one container, and the token storage unit 104 may manage
the access token of the external service 103 for each client
application 101.

[0062] Further, in the first and second embodiments, the
client application 101 may store the access token of the
external service 103 to be used without providing the token
storage unit 104.

<Hardware of Computer for Implementing Authentication
and Authorization System S>

[0063] FIG. 7 is a diagram showing an example of hard-
ware of a computer for implementing the authentication and
authorization system S. In a computer 5000 for implement-
ing the authentication and authorization system S, a proces-
sor 5300 typified by a central processing unit (CPU), a
memory 5400 such as a random access memory (RAM), an
input device 5600 (for example, a keyboard, a mouse, a
touch panel), and an output device 5700 (for example, a
video graphics card connected to an external display moni-
tor) are connected with each other through a memory
controller 5500. In the computer 5000, a predetermined
program is read from an external storage device 5800 such
as an SSD or an HDD via an /O (Input/Output) controller
5200 and executed by cooperation of the processor 5300 and
the memory 5400, so that the authentication and authoriza-
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tion system S is implemented. Alternatively, each program
for implementing the authentication and authorization sys-
tem S may be acquired from an external computer by
communication via a network interface 5100. Alternatively,
programs for implementing the authentication and authori-
zation system S may be stored in a portable storage medium,
read by a medium reading device, and executed by coop-
eration of the processor 5300 and the memory 5400.

[0064] The invention is not limited to the above-men-
tioned embodiments, and includes various modifications.
For example, the above-mentioned embodiments have been
described in detail for easy understanding of the invention,
and the invention is not necessarily limited to those includ-
ing all the configurations described above. Apart of a con-
figuration of one embodiment can be replaced with a con-
figuration of another embodiment, and a configuration of
another embodiment can be added to a configuration of one
embodiment. A part of the configuration of each embodi-
ment may be added to, deleted from, or replaced with
another configuration. Further, each step in the processing of
each embodiment may be executed by appropriately chang-
ing the order as long as the same result can be obtained.

[0065] A part or all of the configurations, functions, pro-
cessing units, processing methods or the like described
above may be implemented by hardware such as through
design using an integrated circuit. Further, the above-men-
tioned configurations, functions, and the like may be imple-
mented by software by means of a processor interpreting and
executing a program for implementing corresponding func-
tions. Information such as a program, a table, a file, and the
like that implements each function can be stored in a storage
unit such as a memory, a hard disk, and a solid state drive
(SSD), or an IC card, a semiconductor recording medium, a
magnetic recording medium, and an optical recording
medium.

[0066] Control lines or information lines indicate what is
considered necessary for description, and not all control
lines or information lines are necessarily shown in a product.
In practice, it may be considered that almost all configura-
tions are connected to each other.

What is claimed is:

1. An authentication and authorization system configured
to perform authentication and authorization when an exter-
nal service with which an application executed by a user
cooperates is used via a cooperation unit, the authentication
and authorization system comprising:

an application execution unit configured to execute the
application;

a user information storage unit configured to store user
information of the user;

a token acquisition unit configured to acquire, using the
user information acquired from the user information
storage unit, an access token from an authorization
server that authorizes the application to use the external
service when a valid access token is presented via the
cooperation unit; and

a token storage unit configured to store the access token
acquired by the token acquisition unit, wherein

the token acquisition unit is configured to

acquire the access token from the authorization server
at a predetermined cycle, and store the acquired
access token in the token storage unit, and
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the application execution unit is configured to
when the application uses the external service, acquire
the access token from the token storage unit, and
request the cooperation unit to make the application
cooperate with the external service using the
acquired access token.
2. The authentication and authorization system according
to claim 1, wherein
the application execution unit cannot access the user
information storage unit.
3. The authentication and authorization system according
to claim 2, wherein
the application execution unit, the token storage unit, the
token acquisition unit, and the user information storage
unit are built on cloud,
the token acquisition unit and the user information storage
unit are disposed in the same container, and
the application execution unit and the token storage unit
are disposed in a container different from the container
in which the token acquisition unit and the user infor-
mation storage unit are disposed.
4. The authentication and authorization system according
to claim 3, wherein
the user information is stored in advance in the user
information storage unit via a predetermined terminal.
5. The authentication and authorization system according
to claim 1, wherein
the application execution unit is configured to
when a token error occurs in which the access token
when the cooperation unit is requested to make the
application cooperate with the external service is
invalid, reacquire an access token from the token
storage unit, and re-request the cooperation unit to
make the application cooperate with the external
service using the reacquired access token.
6. The authentication and authorization system according
to claim 1, wherein
the token acquisition unit is configured to
when a token error occurs in which the access token
when the cooperation unit is requested to make the
application cooperate with the external service is
invalid, reacquire an access token from the authori-
zation server, and store the reacquired access token
in the token storage unit, and
the application execution unit is configured to
after the access token reacquired by the token acquisi-
tion unit is stored in the token storage unit, reacquire
the access token from the token storage unit, and
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re-request the cooperation unit to make the applica-
tion cooperate with the external service using the
reacquired access token.

7. The authentication and authorization system according
to claim 1, wherein

the user information storage unit rewritably stores acqui-

sition interval information on the access token, and

the token acquisition unit is configured to

acquire the access token from the authorization server
at the predetermined cycle based on the acquisition
interval information read from the user information
storage unit, and store the acquired access token in
the token storage unit.

8. The authentication and authorization system according
to claim 1, wherein

the predetermined cycle is a cycle when the access token

previously acquired and stored in the token storage unit

is updated with a new access token acquired this time
from the authorization server within an expiration date
of the previous access token.

9. An authentication and authorization method performed
by an authentication and authorization system configured to
perform authentication and authorization when an external
service with which an application executed by a user coop-
erates is used via a cooperation unit, wherein

the authentication and authorization system includes:

an application execution unit configured to execute the
application;

a user information storage unit configured to store user
information of the user;

a token acquisition unit configured to acquire, using the
user information acquired from the user information
storage unit, an access token from an authorization
server that authorizes the application to use the
external service when a valid access token is pre-
sented via the cooperation unit; and

atoken storage unit configured to store the access token
acquired by the token acquisition unit,

the token acquisition unit is configured to

acquire the access token from the authorization server
at a predetermined cycle, and store the acquired
access token in the token storage unit, and

the application execution unit is configured to

when the application uses the external service, acquire
the access token from the token storage unit, and
request the cooperation unit to make the application
cooperate with the external service using the
acquired access token.
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