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An online system allows a web page user to establish a
session with an agent that allows the agent to view and
interact with a web page provided to the user. The online
system transmits a session identifier to the user, which the
user provides to an agent of the online system to connect to
the user’s session. Both the user and the agent can view and
interact with the web page. The user’s interactions with the
web page are communicated to the agent’s device through
page events and the agent’s interactions with the web page
are communicated to the user’s device through requests for
page events. The page events can be used to play back the
session in the future without capturing video data.
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ESTABLISHING AN EVENT-BASED SESSION
BETWEEN A USER DEVICE AND AN AGENT
DEVICE

BACKGROUND

[0001] Online systems provide web pages so that users can
access services provided by the online system. At times,
users may have questions about aspects of the services
provided by the online system or may have technical issues
with a web page. However, conventional online systems
typically do not provide effective real-time assistance to
users. Audio channels and real-time text-based chat features
require the user to describe the state of the web page, which
can be burdensome and inaccurate. Capturing a user’s screen
in a video stream can be used, however this approach
requires a significant amount of bandwidth and memory to
transmit and store the video data.

SUMMARY

[0002] An online system allows a web page user to
establish a session with an agent that allows the agent to
view and interact with a web page provided to the user. A
user uses a client device to connect to a web content server
and request a web page from the web content server. The
web content server transmits the requested web page to the
user’s client device and the user can interact with the web
page. If the user needs assistance from an agent, the user can
transmit a request for assistance to an assistance server of an
online system. The assistance server generates a session
identifier and transmits the session identifier to the user. The
session identifier identifies a session through which an agent
can view and interact with the user’s web page. The user
provides the session identifier to the agent via a channel that
is out-of-band channel established between a user client
device and an agent device. The out-of-band channel can
include an audio channel or a text-based channel. For
example, the out-of-band channel can include a telephone
call, an online audio conversation, or an online text-based
conversation.

[0003] The agent provides the assistance server with the
session identifier and is connected to the user’s session. The
user’s client device transmits a state of the web page to the
agent’s device via the assistance server. The state of the web
page reflects changes to the state of the web page that have
occurred before starting the session. For example, the origi-
nal page state can include options that the user has selected
or text that the user has input to text fields before the session
began. In some embodiments, the assistance server stores
the state of the web page and transmits the web page state
to a client device operated by the agent. The agent device
displays the web page to the agent and may store a local
copy of the web page. Thus, the agent can view the state of
the web page as presented to the user.

[0004] The user’s client device transmits page events to
the assistance server as the user interacts with the web page
on the user client device. A page event describes a change
made to the state of the user’s web page. The change
described by a page event can be caused by the user or by
the user client device. For example, a page event can
describe a mouse click by the user, an option selected by the
user, text input by a user, or updates to displayed information
made by the user client device. The assistance server stores
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the page event and transmits the page event to the agent
device. The agent device can then apply the page event to the
displayed web page.

[0005] The agent can also make changes to the user’s web
page via the agent’s device. To change the user’s web page,
the agent device transmits an event request to the user’s
client device. The user’s client device determines whether to
confirm the agent’s event request. For example, the user
client device may prompt the user to confirm the agent’s
event request or may determine whether the user’s event
request conflicts with an event caused by the user. If the
user’s client device confirms the event request, the user’s
client device transmits an event confirmation to the assis-
tance server. The assistance server stores the confirmed
event and transmits the event confirmation to the agent
device.

[0006] The assistance server can replay a user’s session to
a viewer based on stored web page states and page events.
The viewer of the replayed session can be the user, the agent,
an individual associated with the online system, or an
individual associated with a third-party system. The assis-
tance server can display the original state of a web page to
the viewer and applies changes in the stored events to the
web page over time based on timestamps associated with the
stored events. The assistance server can also transmit audio
data associated with the session to the viewer to be replayed
with the displayed web page.

[0007] The online system described herein improves on
conventional technology by allowing an agent of the online
system to associate an out-of-band channel with a session
established between the user and the agent. Additionally, by
conveying the state of the user’s web page using page events
rather than a video stream of a screen capture from the user’s
client device, the online system reduces the amount of
bandwidth necessary to establish and maintain the session
and reduces the amount of storage needed to store the
session for later playback. Finally, the replay of the session
is improved because the recreation of the session allows a
viewer of the recreation to view different portions of the web
page from the user’s view or the agent’s view during the
session.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 illustrates an example system environment
and architecture for an online system, in accordance with
some embodiments.

[0009] FIG. 2 is a sequence diagram for a method of
establishing a web page session between a user and an agent,
in accordance with some embodiments.

[0010] FIG. 3 is a sequence diagram illustrating the opera-
tion of an event-based session, in accordance with some
embodiments.

[0011] FIG. 4 is a flowchart illustrating a method for
recreating an event-based session, in accordance with some
embodiments.

[0012] FIG. 5 illustrates an example web page, in accor-
dance with some embodiments.

[0013] FIG. 6 illustrates an example session identifier
presented to a user, in accordance with some embodiments.
[0014] FIG. 7 illustrates an example web page presented
to a user wherein an agent can provide assistance to the user,
in accordance with some embodiments.

[0015] FIG. 8 illustrates a user interface for replaying a
session to a viewer, in accordance with some embodiments.
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DETAILED DESCRIPTION

Example System Environment and Architecture

[0016] FIG. 1 illustrates an example system environment
for an online system 140, in accordance with some embodi-
ments. The system environment illustrated in FIG. 1
includes a user client device 100, a user telecommunication
device 110, a network 120, a web content server 130, and an
online system 140. Alternate embodiments may include
more, fewer, or different components from those illustrated
in FIG. 1, and the functionality of each component may be
divided between the components differently from the
description below. Additionally, each component may per-
form their respective functionalities in response to a request
from a human, or automatically without human intervention.
[0017] The user client device 100 is a personal computing
device operated by a user of the online system 140 to interact
with web pages offered by the online system 140. For
example, the user client device 100 can include a desktop, a
laptop, a smart phone, or a tablet. The user client device 100
includes a network interface that allows the user client
device 100 to communicate with the online system 140 via
the network 120 and a user interface that allows the user to
interact with a web page. A user can use the user client
device 100 to interact with a web page and to request
assistance from the online system 140. For example, the user
can use the user interface of the user client device 100 to
interact with elements of a web page or to select an option
to request assistance from an agent of the online system 140.
[0018] The user telecommunication device 110 is a per-
sonal communication device operated by the user of the
online system 140 to communicate with an agent operating
an agent device 160 via an out-of-band channel. The out-
of-band channel can include an audio channel (e.g., a
telephone call or an internet-based voice call) or a text-based
channel (e.g., a text-based chat). The user telecommunica-
tion device 110 can include a landline phone, a mobile
phone, a tablet, a desktop, or a laptop. The user telecom-
munication device 110 includes an audio interface that
receives and outputs audio information for the user and a
network interface that allows the user telecommunication
device 110 to communicate with an agent of the online
system 140 via the network 120. While the user telecom-
munication device 110 is primarily described herein as a
separate device from the user client device 100, the user
telecommunication device 110 may be the same device as
the user client device 100.

[0019] The user client device 100 and the user telecom-
munication device 110 can communicate with the online
system 140 via the network 120. While the network 120 is
primarily described herein as one network, the network 120
may include multiple networks, and the user client device
100 and the user telecommunication device 110 may com-
municate via different networks of the networks that make
up the network 120. The network may comprise any com-
bination of local area and wide area networks employing
wired or wireless communication links. In some embodi-
ments, the network 120 uses standard communications tech-
nologies and protocols. For example, the network 120
includes communication links using technologies such as
Ethernet, 802.11, worldwide interoperability for microwave
access (WiMAX), 3G, 4G, code division multiple access
(CDMA), digital subscriber line (DSL), cellular networks,
landline networks, etc. Examples of networking protocols
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used for communicating via the network 120 include mul-
tiprotocol label switching (MPLS), transmission control
protocol/Internet protocol (TCP/IP), hypertext transport pro-
tocol (HTTP), simple mail transfer protocol (SMTP), file
transfer protocol (FTP), and voice over internet protocol
(VOIP). Data exchanged over the network 120 may be
represented using any format, such as hypertext markup
language (HTML) or extensible markup language (XML).
In some embodiments, all or some of the communication
links of the network 120 may be encrypted.

[0020] The web content server 130 includes one or more
servers that serve web-related content to the user client
device 100, such as web page files (e.g., HTML), markup
language files (e.g., XML), style sheet language files (e.g.,
CSS), audio files, image files, or video files. Additionally,
the web content server 130 may provide application pro-
gramming interface (API) functionality to send data directly
to native client device operating systems, such as IOS®,
ANDROID™, macOS®, OS X®, Microsoft Windows, or
Linux. The web content server 130 stores one or more web
pages that are available to the user operating the user client
device 100. Each web page includes one or more elements
with which a user can interact. Elements of pages can
include text boxes, radio options, checkboxes, dropdown
menus, buttons, or scroll bars. In the embodiment illustrated
in FIG. 1, the web content server 130 is separate from the
online system 140, however the web content server 130 can
be part of the online system 140 in alternate embodiments.

[0021] FIG. 1 illustrates an example system architecture of
an online system 140, in accordance with some embodi-
ments. The online system 140 illustrated in FIG. 1 includes
an assistance server 150 and one or more agent devices 160.
Alternate embodiments may include more, fewer, or differ-
ent components from those illustrated in FIG. 1, and the
functionality of each component may be divided between
the components differently from the description below.
Additionally, each component may perform their respective
functionalities in response to a request from a human, or
automatically without human intervention.

[0022] The assistance server 150 includes one or more
servers that link the online system 140 via the network 120
to the user client device 100. The web server 150 may also
receive and route audio data between the online system 140
and the user telecommunication device 110.

[0023] The assistance server 150 can communicate with
one or more agent devices 160 operated by agents of the
online system 140. Each agent device 160 is one or more
devices that an agent uses to connect to a user’s session. The
agent can also use an agent device 160 to establish an
out-of-band channel with the user telecommunication device
110, thereby allowing the agent to communicate with the
user via the out-of-band channel. An agent device 160 can
include a desktop computer, a laptop computer, a landline
phone, a smart phone, or a tablet.

[0024] In the embodiment illustrated in FIG. 1, the agent
devices 160 are part of the online system 140. In alternative
embodiments, the agent devices 160 are operated by agents
of a third-party system. The third-party system may use the
online system 140 to establish sessions between the agents
of the third-party system and users of the third-party system.
The third-party system can be a system that operates the web
content server 130.
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Establishing an Web Page Session

[0025] FIG. 2 is a sequence diagram for a method of
establishing a web page session between a user and an agent,
in accordance with some embodiments. Alternate embodi-
ments may include more, fewer, or different steps or devices
from those illustrated in FIG. 2, and the steps may be
performed in a different order from that illustrated in FIG. 2.
Additionally, each of these steps may be performed auto-
matically by the user client device 100, the user telecom-
munication device 110, the web content server 130, the
assistance server 150, or the agent device 160 without
human intervention.

[0026] The user client device 100 transmits a request 200
for a web page to the web content server 130. The web page
request 200 can include an identifier for a web page or an
internet address for the web page. The web content server
130 transmits the requested web page 210 to the user client
device 100 for display to the user. The requested web page
200 includes an element that allows the user to request
assistance from an agent of the online system 140. If the user
selects the element, the user client device 100 transmits an
assistance request 220 to the assistance server 150. In some
embodiments, the user client device 100 transmits the assis-
tance request 220 to the assistance server 150 automatically
without input from the user. For example, the user client
device 100 may automatically send the assistance request
220 in an attempt to reconnect to the assistance server 150
in the event that the connection is dropped. The assistance
request 220 can include a user identifier for the user, a page
identifier for the web page the user is viewing, or a current
state of the web page. The assistance server 150 replies to
the assistance request 220 by transmitting a session identifier
230 to the user client device 100. The session identifier is a
unique identifier for the session to be used by the user and
the agent.

[0027] To communicate the session identifier to the agent,
the user telecommunication device 110 establishes an out-
of-band channel 240 with the agent device. The out-of-band
channel 240 can include a phone call via a telephone
network or an online audio communication service, video
chat using a video chat service, or a text-based chat using a
text-based chat service. The assistance server 150 can store
audio data, video data, or text data that is transmitted as a
part of the out-of-band channel 240 between the user tele-
communication device 110 and the agent device 160. The
channel data is stored with timestamps that indicate when
the channel data is recorded. In some embodiments, the
agent device 160 transmits the channel data to the assistance
server 150 for storage during or after the out-of-band
channel use. Alternatively, the out-of-band channel may be
established with the agent device 160 via the assistance
server 150, and the assistance server 150 automatically
stores the channel data as the channel data is transmitted via
the out-of-band channel 240.

[0028] The user communicates the session identifier 250
to the agent device 160 via the out-of-band channel 240. The
agent device 160 subsequently transmits the session identi-
fier 250 to the assistance server 150. In some embodiments,
the agent manually inputs the session identifier 250 into the
agent device 160 for transmission to the assistance server
150. Alternatively, the agent device 160 may be automati-
cally configured to receive the session identifier 250 from

May 16, 2019

the user and transmit the session identifier 160 to the
assistance server 150 (e.g., via voice recognition or through
dial input from a telephone).

[0029] The assistance server 150 uses the session identifier
250 to generate 260 the session between the user and the
agent. The assistance server 150 can match the session
identifier 250 received from the agent device 160 with the
session identifier 230 transmitted to the user client device
100 to ensure that the session is generated between the
correct agent device 160 and user client device 100. In some
embodiments, the assistance server 150 automatically gen-
erates 260 the session in response to receiving a session
identifier from the agent device 160, with or without receiv-
ing an assistance request 220 from the user client device
100.

[0030] In some embodiments, as part of generating 260
the session or after the session has begun, the assistance
server 150 stores elements of the web page. Some web pages
contain links to elements stored in locations different from
where the web page is stored, and the web page is generated
for the user by pulling the elements from their linked
locations. The assistance server 150 can locally store the
elements of a web page such that, if the elements to which
the page links are directed change, the assistance server 150
can still recreate the web page as viewed during the session
based on the stored elements of the original web page. For
example, the assistance server 150 may store images pre-
sented on a web page to ensure that a replay of a session
involving the web page displays the original images dis-
played on the web page should the images on the web page
change in the future. The assistance server 150 also stores
other files associated with the web page that impact how the
web page is displayed, such as markup language files or
style sheet language files. In some embodiments, the assis-
tance server 150 or the user client device 100 edits page
links of the stored web page to reference the location of the
stored elements rather than the original location of the
elements.

Operation of an Event-Based Session

[0031] FIG. 3 is a sequence diagram illustrating the opera-
tion of an event-based session, in accordance with some
embodiments. Alternate embodiments may include more,
fewer, or different steps or devices from those illustrated in
FIG. 3, and the steps may be performed in a different order
from that illustrated in FIG. 3. Additionally, each of these
steps may be performed automatically by the user client
device 100, the assistance server 150, or the agent device
160 without human intervention.

[0032] The user client device 100 transmits an original
state of the web page 300 to the assistance server 150. The
original page state 300 describes the state of the web page
when the user requested assistance from the online system
140. The original page state 300 can include an identifier for
the web page that the user is viewing and information
describing interactions that the user has had with the web
page. The original page state 300 can also indicate a portion
of'the web page that the user is currently viewing, the current
location of a mouse cursor on the web page, or the current
location of a typing cursor on the web page. The assistance
server 150 receives the original page state 300 from the user
client device 100 and stores 305 the original page state. In
some embodiments, the assistance server 150 stores 305 the
original page state with a timestamp indicating when the
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original page state was received or stored. The assistance
server 150 transmits the original page state 310 to the agent
device 160 and the agent device 160 displays 315 the web
page to the agent according to the original page state 310. In
some embodiments, the agent device 160 stores a local copy
of'the web page and presents the local copy of the web page
to the agent.

[0033] The online system 140 uses page events detected
on the user client device 100 to update the assistance server
150 and the agent device 160 with the current state of the
web page. Page events describe changes made to the state of
the web page made by the user or the user client device 100.
Page events can describe edits made to the web page, such
as the selection of an option or text input by the user into a
text field, as well as additional elements added to or removed
from the page. Page events can also describe a user’s
interactions with the user client device 100, such as an
adjustment to the user’s view of the web page, a movement
of' a mouse cursor, a press of a keyboard button, or a tap on
atouch screen display. A page event can include a type of the
page event, values associated with the page event (such as
text that was input to a text field, a new location of a mouse
cursor, or the new boundaries of the user’s view of the web
page), changes to the content or the layout of the web page,
or an element identifier for an element associated with the
page event.

[0034] The user client device 100 creates or detects 320
page events associated with the web page and transmits the
detected page events 325 to the assistance server 150. The
assistance server 150 stores 330 the page events 325 and
transmits the page event 335 to the agent device 160. The
agent device 160 updates 340 the state of the web page
displayed to the agent based on the received page event and,
in some embodiments, updates a local copy of the web page.
[0035] The agent can use the agent device 160 to make
changes to the user’s web page. If the agent interacts with
the web page, the agent device 160 detects 345 the agent
page event and transmits a page event request 350 to the user
client device 100 via the assistance server 150. The page
event request 350 describes a page event to be executed on
the web page. The page event request can describe a change
to be made to the web page, a page event type, or a value
associated with the page event. In some embodiments, the
assistance server 150 stores the page event request 350 along
with a timestamp of when the agent device 160 transmitted
the page event request or when the assistance server 130
stored the page event request.

[0036] Inresponse to receiving the page event request 350
from the agent device 160, the user client device 100
determines whether to confirm 355 the page event request.
In some embodiments, the user client device 100 determines
whether to confirm the page event request based on whether
the requested page event conflicts with another page event
already performed by the user via the user client device 100,
thereby ensuring the accuracy of the versions of the web
page presented to the user and to the agent. For example, if
the page event request describes an event that selects an
option on the web page and the user has already selected the
option on the web page or a conflicting option on the web
page, the user client device 100 may deny the page event
request. Additionally, the user client device 100 may deny
the page event request if the user has indicated that they do
not want the agent to be able to interact with the web page.
In some embodiments, the user client device 100 can lock an
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element of the web page when the user interacts with the
element and deny page event requests relating to the element
until the user has unlocked the element. For example, if the
user is typing in a text field element, the user client device
100 may lock the text field element until the user has
finished typing. The user client device 100 can unlock an
element in response to the user interacting with a different
element or in response to receiving an instruction from the
user to unlock the element.

[0037] If the user client device 100 confirms 355 the page
event, the user client device 100 applies the page event to the
web page and transmits an event confirmation 360 to the
assistance server 150 that acknowledges that the page event
has been applied to the user’s state of the web page.
Alternately, rather than sending an explicit event confirma-
tion 360 to the assistance server 150, the user client device
100 implicitly confirms the page event by transmitting the
current state of the web page to the assistance server 150. In
some embodiments, the user client device 100 locks an
element associated with the page event request and prevents
the user from interacting with the element until the agent has
finished interacting with the element. The assistance server
150 stores 365 the event confirmation 360 with a timestamp
that describes when the assistance server 150 received the
event confirmation and transmits the event confirmation 370
to the agent device 160. Upon receiving the event confir-
mation 370, the agent device 160 updates 375 the web page
displayed to the agent to reflect the requested page event. In
some embodiments, the agent device 160 does not update
the displayed web page until receiving the event confirma-
tion 165 and may notify the agent that confirmation of the
page event request is pending. The agent device 160 also
may update a stored local copy of the web page with the
requested page event upon receiving the event confirmation.
[0038] Any steps described above can be repeated during
the session between the user and the agent. For example, the
user client device 100 may regularly transmit the current
state of the web page to the agent device 160 via the
assistance server 150 so that the agent device 160 remains
up-to-date with the actual current state of the web page.
Similarly, more than one page event can be transmitted to
the agent device 160 and the agent device 160 can apply the
page events in the order in which they are transmitted.

Recreating a Session

[0039] FIG. 4 is a flowchart illustrating a method for
recreating an event-based session, in accordance with some
embodiments. Alternate embodiments may include more,
fewer, or different steps from those illustrated in FIG. 4, and
the steps may be performed in a different order from that
illustrated in FIG. 4. Additionally, each of these steps may
be performed automatically by the assistance server 150
without human intervention.

[0040] The assistance server 150 can recreate a session
between a user and an agent by reapplying the page events
to the original state of the web page, thereby allowing a
viewer to replay and review the session. The viewer can be
the user, the agent, or another individual associated with the
online system 140. The assistance server 150 accesses 400
session data associated with a session identifier. Session data
includes data stored by the assistance server 150 from a
session, such as states of the web page, page events, page
event requests, event confirmations, stored page elements, or
channel data from an out-of-band channel between the agent
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device 160 and the user telecommunication device 110. In
some embodiments, the assistance server 150 accesses the
session data associated with a session in response to receiv-
ing a session identifier from a user or an agent of the online
system 140.

[0041] The assistance server 150 generates 410 an initial
model of the web page based on the accessed session data
and displays 420 a recreation of the web page from the
session based on the web page model. In some embodi-
ments, the assistance server 150 uses the original state of the
web page to generate the initial model of the web page. The
assistance server 150 recreates the session by applying 430,
to the page model, the page events that were applied to the
original web page. The assistance server 150 can use stored
timestamps associated with the page events to recreate the
page events applied to the web page at times corresponding
to when the original page events occurred. In some embodi-
ments, the assistance server 150 accesses a series of page
events that are arranged in the series based on time stamps
associated with the page events. The assistance server 150
can apply the page events to the page model based on their
order in the series.

[0042] The assistance server 150 updates 440 the dis-
played web page based on the page events applied to the
page model to reflect the page events that occurred during
the session. In some embodiments, the assistance server 150
recreates the page model based on stored states of the web
page that were transmitted by the user client device 100 after
the original web page state was transmitted by the user client
device 100. For example, the assistance server 150 may
generate a new page model based on subsequent web page
states transmitted by the user client device 100 during the
session.

Example User Interfaces

[0043] FIG. 5 illustrates an example web page, in accor-
dance with some embodiments. The web page illustrated in
FIG. 5 includes web page clements, such as text field
elements 500 and option selection elements 510. The web
page also includes a link element 520 to transfer to another
web page. A user can view and interact with the web page
using the user client device 100 and, if the user needs
assistance from an agent, the user can select an assistance
request element 530. The user client device 100 transmits an
assistance request to the assistance server 150 and the
assistance server 150 transmits a session identifier to the
user client device 100 to be presented to the user. FIG. 6
illustrates an example session identifier 600 presented to a
user, in accordance with some embodiments.

[0044] FIG. 7 illustrates an example web page presented
to a user wherein an agent can provide assistance to the user,
in accordance with some embodiments. The agent has
received the session identifier from the user via an out-of-
band channel established between the user telecommunica-
tion device 110 and the agent device 160. The example web
page includes an indicator 700 of the location of the agent’s
mouse on the web page and an identifier 710 for the agent.
[0045] FIG. 8 illustrates a user interface for replaying a
session to a viewer, in accordance with some embodiments.
The user interface includes a displayed web page 800
reflecting a web page model generated from stored web page
states and stored page events. The user interface also
includes an indicator 810 of the portion of the web page
viewed by the user or the agent during the session. The user
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interface may also include an indication of the location of
the user’s mouse, the agent’s mouse, the user’s keyboard
cursor, or the agent’s keyboard cursor.

[0046] The user interface includes a scrubber 820 that a
viewer can select a time during the session to go to and
watch a recreation of the session from that time forward.
Audio channel data associated with the session can be
replayed and synchronized with the replay of the session.
The scrubber includes one or more event indicators 830 that
describe where in the session’s timeline page events
occurred and can indicate a type of the page events. The
viewer can select options 840 for which event types the
viewer would like to see on the scrubber. The selected
options can also be used to determine which events are listed
in a list of events 850 included in the user interface. The
viewer can select the event indicators 830 or the listed events
850 to skip to the point in the session timeline when the
event occurred and replay the session from that point.
[0047] In some embodiments, the user interface includes a
search field wherein a viewer of the replayed session can
search for page events within the session. The viewer can
input one or more keywords into the search field and the user
interface can display page events that correspond to the
keywords. Page events that correspond to the keywords can
include page events that add text to the web page that
contains the keyword or page events that relate to elements
of the web page associated with the keywords. In some
embodiments, the page events are presented via indicators
830 on the scrubber 820 or in a list presented on the user
interface.

[0048] The viewer can also use the search field to search
a transcript of a communication captured in audio data
associated with the session. The user interface can present
indicators on the scrubber 820 corresponding to times during
the session when the user or the agent said a keyword. The
viewer can select an indicator to replay the session begin-
ning at the time when the user or agent said the keyword.

Additional Configurations

[0049] While the description above may focus on event-
based sessions relating to web pages, the principles herein
can be applied to other contexts than web pages displayed to
a user. The user can request assistance from the online
system for any user interface page (or “page”) displayed to
the user. A user interface page is a user interface presented
to the user by the user client device. For example, a user
interface page can include a web page displayed via a web
browser, as described above, or a layout view that is part of
a user interface for a client application operating on the user
client device. User interface pages may be transmitted to the
user client device by the web content server or may be
generated and stored locally on the user client device and are
presented to the user as the user progresses through the client
application. As described above, the user can request assis-
tance from the online system via an element of the user
interface page and can establish a session between the web
server and the user client device, as described above.

[0050] The user client device can transmit the state of the
user interface page to the online system. The state of the user
interface page can include the state of a web page presented
to the user or the state of a user interface associated with a
client application operating on the user client device. When
the state of the user interface page changes (e.g., in response
to a user’s interaction with the user interface page), the user
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client device can transmit a page event to the web server
describing the change to the page state, as described above.
Additionally, the agent device can transmit page event
requests to the user client device to cause changes to the
state of the user interface page on the user client device.

Additional Considerations

[0051] The foregoing description of the embodiments has
been presented for the purpose of illustration; it is not
intended to be exhaustive or to limit the patent rights to the
precise pages disclosed. Persons skilled in the relevant art
can appreciate that many modifications and variations are
possible in light of the above disclosure.

[0052] Some portions of this description describe the
embodiments in terms of algorithms and symbolic repre-
sentations of operations on information. These algorithmic
descriptions and representations are commonly used by
those skilled in the data processing arts to convey the
substance of their work effectively to others skilled in the
art. These operations, while described functionally, compu-
tationally, or logically, are understood to be implemented by
computer programs or equivalent electrical circuits, micro-
code, or the like. Furthermore, it has also proven convenient
at times, to refer to these arrangements of operations as
modules, without loss of generality. The described opera-
tions and their associated modules may be embodied in
software, firmware, hardware, or any combinations thereof.
[0053] Any of'the steps, operations, or processes described
herein may be performed or implemented with one or more
hardware or software modules, alone or in combination with
other devices. In some embodiments, a software module is
implemented with a computer program product comprising
one or more computer-readable media containing computer
program code or instructions, which can be executed by a
computer processor for performing any or all of the steps,
operations, or processes described. In some embodiments, a
computer-readable medium comprises one or more com-
puter-readable media that, individually or together, comprise
instructions that, when executed by one or more processors,
cause the one or more processors to perform, individually or
together, the steps of the instructions stored on the one or
more computer-readable media.

[0054] Embodiments may also relate to an apparatus for
performing the operations herein. This apparatus may be
specially constructed for the required purposes, and/or it
may comprise a general-purpose computing device selec-
tively activated or reconfigured by a computer program
stored in the computer. Such a computer program may be
stored in a non-transitory, tangible computer readable stor-
age medium, or any type of media suitable for storing
electronic instructions, which may be coupled to a computer
system bus. Furthermore, any computing systems referred to
in the specification may include a single processor or may be
architectures employing multiple processor designs for
increased computing capability.

[0055] Embodiments may also relate to a product that is
produced by a computing process described herein. Such a
product may comprise information resulting from a com-
puting process, where the information is stored on a non-
transitory, tangible computer readable storage medium and
may include any embodiment of a computer program prod-
uct or other data combination described herein.

[0056] Finally, the language used in the specification has
been principally selected for readability and instructional
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purposes, and it may not have been selected to delineate or
circumscribe the inventive subject matter. It is therefore
intended that the scope of the patent rights be limited not by
this detailed description, but rather by any claims that issue
on an application based hereon. Accordingly, the disclosure
of the embodiments is intended to be illustrative, but not
limiting, of the scope of the patent rights, which is set forth
in the following claims.

What is claimed is:

1. A method comprising:

receiving, at an online system, an assistance request from

a user client device, wherein the assistance request
identifies a page with which a user operating the user
client device needs assistance;

responsive to receiving the assistance request, generating

a session identifier for a session associated with the
user, wherein the session allows an agent of the online
system to provide assistance to the user;

transmitting the session identifier to the user client device;

receiving the session identifier at an agent device operated

by an agent, wherein the session identifier is received
via an out-of-band channel; and

responsive to receiving the session identifier via the

out-of-band channel, generating a session between the
user and the agent.

2. The method of claim 1, further comprising:

transmitting the page to the user client device.

3. The method of claim 1, wherein the assistance request
comprises an original state of the page, and wherein the
original state of the page describes one or more changes
made to the page before the session is generated.

4. The method of claim 3, wherein the page comprises a
plurality of page elements, and wherein the one or more
changes are associated with one or more of the plurality of
page elements.

5. The method of claim 4, wherein generating a session
between the user and the agent comprises:

storing the plurality of page elements at the online system,

wherein the plurality of page elements are stored in
association with the session identifier.

6. The method of claim 1, wherein the session identifier
is received from a user telecommunication device, wherein
the user telecommunication device is a different device than
the user client device.

7. The method of claim 1, wherein generating the session
comprises:

matching a received session identifier from the with the

session identifier transmitted to the user client device.

8. The method of claim 1, wherein the out-of-band
channel comprises an audio channel between the user and
the agent.

9. The method of claim 1, further comprising:

storing audio data transmitted via the out-of-band chan-

nel.

10. The method of claim 1, wherein the page is a web page
or a user interface layout view of a client application.

11. A computer-readable medium comprising instructions
that, when executed by a processor, cause the processor to:

receive, at an online system, an assistance request from a

user client device, wherein the assistance request iden-
tifies a page with which a user operating the user client
device needs assistance;

responsive to receiving the assistance request, generate a

session identifier for a session associated with the user,



US 2019/0146807 Al

wherein the session allows an agent of the online
system to provide assistance to the user;

transmit the session identifier to the user client device;

receive the session identifier at an agent device operated

by an agent, wherein the session identifier is received
via an out-of-band channel; and

responsive to receiving the session identifier via the

out-of-band channel, generate a session between the
user and the agent.

12. The computer-readable medium of claim 11, wherein
the instructions further cause the processor to:

transmit the page to the user client device.

13. The computer-readable medium of claim 11, wherein
the assistance request comprises an original state of the
page, and wherein the original state of the page describes
one or more interactions that the user has had with the page
before the session is generated.

14. The computer-readable medium of claim 13, wherein
the page comprises a plurality of page elements, and wherein
the one or interactions are associated with one or more of the
plurality of page elements.

15. The computer-readable medium of claim 14, wherein
the instructions for generating a session between the user
and the agent further comprise instructions that cause the
processor to:
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store the plurality of page elements at the online system,
wherein the plurality of page elements are stored in
association with the session identifier.

16. The computer-readable medium of claim 11, wherein
the session identifier is received from a user telecommuni-
cation device, wherein the user telecommunication device is
a different device than the user client device.

17. The computer-readable medium of claim 11, wherein
the instructions for generating the session comprises instruc-
tions that cause the processor to:

match a received session identifier from the with the
session identifier transmitted to the user client device.

18. The computer-readable medium of claim 11, wherein
the out-of-band channel comprises an audio channel
between the user and the agent.

19. The computer-readable medium of claim 11, wherein
the instructions further cause the processor to:

store audio data transmitted via the out-of-band channel.

20. The computer-readable medium of claim 11, wherein
the page is a web page or a user interface layout view of a
client application.



