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MULTI-PARTY CRYPTOGRAPHIC SYSTEMS
AND METHODS

RELATED APPLICATION

[0001] This application is a continuation of U.S. applica-
tion Ser. No. 17/004,610, filed Aug. 27, 2020, and entitled
“MULTI-PARTY CRYPTOGRAPHIC SYSTEMS AND
METHODS,” which claims the benefit of priority under 35
U.S.C. § 119(e) to U.S. Provisional Application No. 62/892,
357, filed Aug. 27, 2019, and entitled “MULTI-PARTY
CRYPTOGRAPHIC SYSTEMS AND METHODS,” both
of which are hereby incorporated by reference in their
entireties.

COPYRIGHT AUTHORIZATION

[0002] Portions of the disclosure of this patent document
may contain material which is subject to copyright protec-
tion. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the U.S. Patent and Trademark
Office patent file or records, but otherwise reserves all
copyright rights whatsoever.

SUMMARY

[0003] The present disclosure relates generally to crypto-
graphic systems and methods. More specifically, but not
exclusively, the present disclosure relates to systems and
methods for performing cryptographic operations involving
multiple parties.

[0004] Media license generation and delivery and/or key
distribution protocols are often used connection with the
secure distribution and management of protected content.
For example, content may be protected through encryption
that requires a device to possess a content key used to the
decrypt protected content prior to rendering the content.
Access to content may thus be managed by controlling the
generation and/or distribution of licenses and/or content
keys to devices.

[0005] Content services may generate and distribute con-
tent keys and/or licenses associated with protected content.
In some content management architectures, a content service
may use a separate license service to manage the distribution
of content keys and/or licenses to authorized users and/or
associated devices. For example, a content service may
generate a content key and encrypt content using the content
key. The content service may share this content key with a
license service, which may manage the distribution of the
content key and/or associated licenses to authorized users
and their devices.

[0006] In some circumstances, a content service may not
wish to share content keys in an unencrypted and/or other-
wise cleartext form with a license service for a variety of
security reasons. The content service, however, may still
wish to use a separate license service in connection with the
management and/or distribution of content keys to autho-
rized users and/or devices.

[0007] Embodiments of the disclosed systems and meth-
ods may use multi-party cryptographic methods in connec-
tion with the management of protected content keys and/or
associated licenses and/or the distribution of content keys
and/or licenses to authorized users and/or devices. In some
embodiments, the disclosed systems and methods may allow
for the management and distribution of content keys and/or
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associated licenses to authorized users and/or devices using
multiple license services without the content keys being
revealed in the clear and/or in an otherwise unencrypted
form to the license services. Although various embodiments
are described herein as generating protected content keys
(which may be included in some embodiments in an asso-
ciated content license) for use in decrypting a protected
electronic content item, it will be appreciated that an elec-
tronic content item as used herein may comprise any type of
content, information, data, and/or payload that may be
protected using keyed encryption.

[0008] Incertain embodiments, a content service may split
a generated content key into a plurality of “shares” of the
content key. The content key shares may be sent by the
content service to separate license services. For example, the
content service may send a first key share—k,—of a content
key k to a first license service. Similarly, the content service
may send a second key share—k,—of the content key k to
a second license service. The first and second key shares
may be generated in a manner such that knowledge of either
the first key share or the second key share alone does not
reveal the unencrypted content key k (e.g., reveal the unen-
crypted content key to the license services).

[0009] Consistent with embodiments described herein, the
first license service may encrypt the first key share using a
device public key—n —associated with an authorized user
and/or device. The first license service may send the
encrypted first key share—denoted as [k, ], indicating key
share k, encrypted with the device public key n—to the
second license service. Using a suitable multi-party compu-
tation (“MPC”) technique, the second license service may
generate a protected content key [k],, using, at least in part,
the encrypted first key share received from the first license
service, the second key share received from the content
service, and the device public key associated with the
authorized user and/or device. The protected content key
may comprise the content key k encrypted with the device
public key n associated with the authorized user and/or
device. The protected content key may be sent to the
authorized user and/or device by the second license service
for use in connection with accessing, using, and/or rendering
protected content (e.g., sent as part of a content license
and/or the like).

[0010] The generation of the protected content key [k],
using MPC techniques consistent with various embodiments
disclosed herein may be performed by the second license
service without revealing the unencrypted first content key
share and/or the unprotected content key to the second
license service. In this manner, the content service may be
assured that the unprotected content key is not shared in an
unencrypted and/or otherwise cleartext form with either the
first license service or the second license service.

[0011] In certain embodiments, a method for managing an
electronic content item may include receiving a public key
from a device at a first license service. In some embodi-
ments, the public key may be associated with the device, a
user of the device, and/or another associated principal.

[0012] A first content key share of a content key may be
received from a content service managing the electronic
content item. In some embodiments, the first content key
share may be generated by the content service. The first
content key share may comprise a padded key share. The
content key may comprise a content decryption key associ-
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ated with the electronic content item and, in certain embodi-
ments, be generated by the content service.

[0013] A protected second content key share of the content
key may be received from a second license service that may
be separate from the first license service. The protected
second content key share may comprise a second content
key share of the content key encrypted by the second license
service using the public key (e.g., encrypted using a homo-
morphic encryption algorithm). In certain embodiments, the
second content key share may be generated by the content
service. In some embodiments, the second content key share
may comprise a protected padded content key share.
[0014] A protected first content key share of the content
key may be generated by the first license service by encrypt-
ing the first content key share using the public key (e.g.,
using the homomorphic encryption algorithm used to gen-
erate the protected second content key share).

[0015] The protected first content key share and the pro-
tected second content key share may be used to generate a
protected content key. In certain embodiments, the protected
content key may comprise the content key encrypted with
the public key using a homomorphic encryption algorithm.
In some embodiments, the protected content key may be
generated by multiplying the protected first content key
share and the protected second content key share. When the
protected first content key share and the protected second
content key share comprise padded key shares, the generated
protected content key may comprise a protected padded
content key.

[0016] The protected first content key share may be trans-
mitted to the device for use in accessing the electronic
content item. In some embodiments, various aspects of the
disclosed methods may be performed in response to receiv-
ing a request for a license to access the electronic content
item. In response to such a request, a license may be
generated that includes the protected first content key. The
license may be transmitted to the device from the first
license service.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The inventive body of work will be readily under-
stood by referring to the following detailed description in
conjunction with the accompanying drawings, in which:
[0018] FIG. 1 illustrates an example of a content key
distribution protocol involving a content service, a license
service, and a rendering device consistent with certain
embodiments disclosed herein.

[0019] FIG. 2 illustrates a simplified example of a content
key distribution protocol involving a content service, mul-
tiple license services, and a rendering device consistent with
certain embodiments disclosed herein.

[0020] FIG. 3 illustrates a more detailed example of a
content key distribution protocol using multiple content key
shares involving a content service, multiple license services,
and a rendering device consistent with certain embodiments
disclosed herein.

[0021] FIG. 4 illustrates an example of a content key
distribution protocol using multiple content key shares and
padding consistent with certain embodiments disclosed
herein.

[0022] FIG. 5 illustrates a flow chart of an example of a
method of generating padded content key shares consistent
with certain embodiments disclosed herein.
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[0023] FIG. 6 illustrates a conceptual diagram of an
example of a multi-party computation method using an
additive function consistent with certain embodiments dis-
closed herein.

[0024] FIG. 7 illustrates an example of a system that may
be used to implement aspects of the disclosed systems and
methods consistent with certain embodiments disclosed
herein.

DETAILED DESCRIPTION OF THE DRAWINGS

[0025] A description of the systems and methods consis-
tent with embodiments of the present disclosure is provided
below. While several embodiments are described, it should
be understood that the disclosure is not limited to any one
embodiment, but instead encompasses numerous alterna-
tives, modifications, and equivalents. In addition, while
numerous specific details are set forth in the following
description in order to provide a thorough understanding of
the embodiments disclosed herein, some embodiments can
be practiced without some or all of these details. Moreover,
for the purpose of clarity, certain technical material that is
known in the related art has not been described in detail in
order to avoid unnecessarily obscuring the disclosure.
[0026] The embodiments of the disclosure may be under-
stood by reference to certain drawings. The components of
the disclosed embodiments, as generally described and/or
illustrated in the figures herein, could be arranged and
designed in a wide variety of different configurations. Thus,
the following description of the embodiments of the systems
and methods of the disclosure is not intended to limit the
scope of the disclosure, but is merely representative of
possible embodiments of the disclosure. In addition, the
steps of any method disclosed herein do not necessarily need
to be executed in any specific order, or even sequentially, nor
need the steps be executed only once, unless otherwise
specified.

[0027] Embodiments of the disclosed systems and meth-
ods may use multi-party cryptographic methods in connec-
tion with the management of protected content keys and/or
associated licenses. Some embodiments described herein
may allow for a content service to use multiple license
services without revealing secret content keys to a single
license service in the clear and/or in an otherwise unen-
crypted form.

[0028] In certain embodiments, a content service may split
a generated content key into a plurality of “shares” of the
content key. The content key shares may be sent by the
content service to separate license services. As described in
more detail below, the license serves may engage in an MPC
to generate a protected version of the content key that, in
some embodiments, may comprise an encrypted content key
(e.g., encrypted with a public key of a rendering device). In
some embodiments, the MPC may proceed in a manner that
does not reveal the content key in the clear and/or in an
otherwise unencrypted form to the license services.

[0029] In some embodiments, a homomorphic cipher may
be used in connection with generating the protected content
key. For example and without limitation, in some embodi-
ments, a homomorphic public key cryptosystem such as
Rivest-Shamir-Adleman (“RSA”) may be used. Content key
shares may be encrypted by the license services using a
device public key shared with the license service. Using the
homomorphic property of the encryption cipher and the
encrypted content key shares, a protected content key (e.g.,
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the content key encrypted with the device public key) may
be generated by at least one of the license services without
revealing the unprotected cleartext content key to the license
services.

[0030] Although wvarious embodiments are described
herein in connection with cryptographic MPCs used to
generate protected content keys and/or associated content
licenses, it will be appreciated that the disclosed embodi-
ments and/or aspects thereof may be further used in con-
nection with a variety of other applications and/or contexts.
[0031] FIG. 1 illustrates an example of a content key
distribution protocol involving a content service 100, a
license service 102, and a rendering device 104 consistent
with certain embodiments disclosed herein. The content
service 100, license service 102, and/or rendering device
104 may be communicatively coupled via one or more
communication channels that, in some embodiments, may
comprise secure communication channels.

[0032] The content service 100, license service 102, and/
or rendering device 104 shown in connection with FIG. 1
(and/or other content services, license services, and/or ren-
dering devices shown in connection with other figures
and/or described elsewhere herein) may comprise any suit-
able computing system or combination of systems config-
ured to implement embodiments of the systems and methods
disclosed herein. In certain embodiments, the content ser-
vice 100, license service 102, rendering device 104, and/or
one or more other systems or services may comprise at least
one processor system configured to execute instructions
stored on an associated non-transitory computer-readable
storage medium. As discussed in more detail below, the
content service 100, license service 102, and/or rendering
device 104, and/or one or more other systems or services
may further comprise a secure processing unit (“SPU”)
and/or a trusted execution environment (“TEE”) configured
to perform sensitive operations such as trusted credential
and/or key management, secure policy and/or condition
management, and/or other aspects of the systems and meth-
ods disclosed herein. The content service 100, license ser-
vice 102, and/or rendering device 104, and/or one or more
other systems or services may further comprise software
and/or hardware configured to enable electronic communi-
cation of information between the systems, services, and/or
devices 100-104 via one or more associated network con-
nections.

[0033] The content service 100, license service 102, ren-
dering device 104, and/or one or more other systems or
services may comprise one or more computing devices
executing one or more applications configured to implement
embodiments of the systems and methods disclosed herein.
In certain embodiments, the content service 100, license
service 102, and/or rendering device 104 may comprise at
least one of a smartphone, a smartwatch, a laptop computer
system, a desktop computer system, a tablet computer, a
server computer system, and/or any other computing system
and/or device that may be used in connection with the
disclosed systems and methods. In certain embodiments, the
content service 100, license service 102, and/or the render-
ing device 104 may comprise software and/or hardware
configured to, among other things, generate content keys
associated with protected content and/or associated content
key shares, communicate keys and/or other information
(e.g., key shares) for use in connection with generating
protected content keys and/or licenses, perform encryption
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operations, engage and/or otherwise coordinate MPCs in
connection with generating protected content keys and/or
licenses, and/or perform other aspects of the disclosed
embodiments.

[0034] The content service 100, license service 102, and/
or the rendering device 104 may communicate using a
network comprising any suitable number of networks and/or
network connections. The network connections may com-
prise a variety of network communication devices and/or
channels and may use any suitable communication protocols
and/or standards facilitating communication between the
connected devices and systems. For example, in some
embodiments the network may comprise the Internet, a local
area network, a virtual private network, and/or any other
communication network utilizing one or more electronic
communication technologies and/or standards (e.g., Ether-
net and/or the like). In some embodiments, the network
connections may comprise a wireless carrier system such as
a personal communications system (“PCS”), and/or any
other suitable communication system incorporating any suit-
able communication standards and/or protocols. In further
embodiments, the network connections may comprise an
analog mobile communications network and/or a digital
mobile communications network utilizing, for example,
code division multiple access (“CDMA”), Global System
for Mobile Communications or Groupe Special Mobile
(“GSM”), frequency division multiple access (“FDMA™),
and/or time divisional multiple access (“TDMA”) standards.
In certain embodiments, the network connections may incor-
porate one or more satellite communication links. In yet
further embodiments, the network connections may use
IEEE’s 802.11 standards, Bluetooth®, ultra-wide band
(“UWB”), Zigbee®, and or any other suitable communica-
tion protocol(s).

[0035] Insome embodiments, the content service 100 may
comprise a service that generates content. In further embodi-
ments, the content service 100 may comprise a content
distribution service configured to securely manage the dis-
tribution of content generated by other services and/or
systems to authorized users and/or devices and/or coordinate
protected content key and/or license distribution with one or
more license services (e.g., license service 102).

[0036] Insome embodiments, the content service 100 may
generate a content key k associated with protected electronic
content. In some embodiments, the content key may com-
prise a key that may be used to decrypt the protected
electronic content. In certain embodiments, the protected
electronic content may be encrypted using the content key
and/or another related key. In some embodiments, the con-
tent key may be used to directly decrypt the protected
electronic content. In further embodiments, the content key
may be used to generate another key that may be used to
decrypt the protected electronic content.

[0037] The content service 100 may share the generated
content key k with the license service 102. Consistent with
embodiments disclosed herein, the license service 102 may
generate a protected content key and/or an associated license
using the content key k. For example, in some embodiments,
a device 104 and/or associated user that is authorized to
access, use, and/or otherwise render the electronic content
may share a device public key—n —with the license service
102. In some embodiments, the device public key may
comprise a public key used in connection with an asymmet-
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ric cryptographic protocol such as, for example and without
limitation, RSA and/or other associated protocols.

[0038] Although various embodiments disclosed herein
may use the notation n to refer to a public key for expla-
nation purposes, it will be appreciated that in certain asym-
metric cryptographic protocols, including RSA, a public key
may comprise integer values associated with the modulus n
and the public and/or encryption exponent e. In addition,
although various embodiments described herein may use a
device public key n in connection with various aspects of the
disclosed embodiments, it will be appreciated a variety of
other types of public keys may be used including, for
example and without limitation, a public key associated with
a user and/or another principal.

[0039] The license service 102 may encrypt the content
key k using the device public key n to generate a protected
content key [k],,. In some embodiments, the license service
102 may include the protected content key in a license
associated with the protected content. The protected content
key and/or an associated license may be distributed to the
authorized device 104 and/or an associated user for use in
connection with accessing, using, and/or otherwise render-
ing the protected electronic content. For example, in some
embodiments, the device 104 may decrypt the protected
content key using a private device decryption key corre-
sponding to its public encryption key n and use the
decrypted content key to decrypt protected electronic con-
tent for access, use, and/or rendering by the device 104.
[0040] In the protocol shown in FIG. 1, the license service
102 may receive the unprotected content key k from the
content service 100. As discussed above, however, a content
service may not wish to share content keys in the clear
and/or in an otherwise unencrypted form for a variety of
security reasons. Accordingly, multi-party cryptographic
methods consistent with aspects of the disclosed embodi-
ments may be used in connection with the management of
protected content keys and/or associated licenses and/or the
distribution of content keys and/or licenses to authorized
users and/or devices.

[0041] FIG. 2 illustrates a simplified example of a content
key distribution protocol involving a content service 100,
multiple license services LS1 102a and LS2 1025, and a
rendering device 104 consistent with certain embodiments
disclosed herein. Consistent with embodiments disclosed
herein, the content service 100 may split a content key into
multiple shares and may communicate the generated shares
to different license services 102a, 1025. For example, as
illustrated, the content service 100 may send a first key
share—k,—of a content key k to a first license service 102a
and a second key share—k,—of the content key k to a
second license service 1025b. In various embodiments, the
first and second key shares may be generated in a manner
such that knowledge of either the first key share or the
second key share alone does not reveal the unencrypted
content key k (e.g., reveal the unencrypted content key to the
license services 102a, 1025).

[0042] Using the received key shares k; and k, and the
device public key n the license services 102a, and 1025 may
engage in a cryptographic MPC protocol, described in more
detail below in connection with FIG. 3, to generate a
protected content key [k],. Consistent with embodiments
disclosed herein, the generation of the protected content key
[k],, may be performed by the license services 102a, 1025
without revealing the cleartext and/or otherwise unen-
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crypted key shares with each other and/or the unprotected
content key. In this manner, the content service 100 may be
assured that the unprotected content key is not shared in an
unencrypted and/or otherwise cleartext form with either the
first license service 102a or the second license service 10254.

[0043] Although various examples described herein,
including the examples illustrated in connection FIG. 2, use
two license services [L.S1 102a and L.S2 1025 and two-party
cryptographic MPC protocols, it will be appreciated that any
suitable number of license services and/or associated par-
ticipants in a cryptographic MPC protocol may be used in
connection with the disclosed embodiments. For example
and without limitation, a content service may generate three
content key shares and may employ three license services
engaging in a three-party cryptographic MPC protocol to
generate a protected content key and/or associated license
for distribution to a device and/or an authorized user. In this
manner, it will be appreciated that a number of variations
can be made to the architecture, relationships, and examples
presented in connection with the figures and/or described
herein within the scope of the inventive body of work. Thus
it will be appreciated that the architecture, relationships, and
examples presented in connection with the various figures
and/or associated description are provided for purposes of
illustration and explanation, and not limitation.

[0044] FIG. 3 illustrates a more detailed example of a
content key distribution protocol using multiple content key
shares involving a content service 100, multiple license
services [L.S1 102q, L.S2 10254, and a rendering device 104
consistent with certain embodiments disclosed herein. Con-
sistent with embodiments disclosed herein, the content ser-
vice 100 may split a content key k that may be used to
decrypt protected and/or otherwise encrypted electronic
content into multiple key shares. The content service 100
may communicate the generated key shares to different
license services 102a, 1025. For example, as illustrated, the
content service 100 may send a first key share—k,—of a
content key k to a first license service 102a. Similarly, the
content service may send a second key share—k,—of the
content key k to a second license service 1025. In various
embodiments, the first and second key shares may be
generated in a manner such that knowledge of either the first
key share or the second key share alone does not reveal the
unencrypted content key k.

[0045] The device 104 may share a device public key n
with the content service 100 and/or license services 102a,
1025. As described above, the device public key may
comprise a public key used in connection with an asymmet-
ric cryptographic protocol such as, for example and without
limitation, RSA and/or other associated protocols. In certain
embodiments, the cryptographic protocol may use a homo-
morphic encryption function such as RSA.

[0046] In certain embodiments, the content key and/or
content key shares k; and/or k, may be generated by the
content service 100 (and/or a key share generation service
associated with the content service) based, at least in part, on
the device public key n shared by the device 104. For
example and without limitation, the content service 100 may
generate content key shares k;, and/or k, that, when
encrypted with the device public key n, may be multiplied
to generate the content key k encrypted by the device public
key n—that is [k, ], [k,],=[k],,. In some embodiments, the
content key shares k; and/or k, may be generated using a
factorization process applied to the content key k. In further
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embodiments, the content key k may be generated by the
content service 100 by first generating content key shares k;
and/or k, and identifying a content key k that, when
encrypted by the device public key n, may be computed by
multiplying the generated content key shares k, and/or k,
encrypted by the device public key n—that is [k,], [k,],=
[k],,.

[0047] As shown in FIG. 3, the first license service 102a
may encrypt the first content key share k, received from the
content service 100 using the device public key n received
from the device 104. The first license service 102¢ may
communicate the encrypted first key share [k,], to the
second license service 1025. The second license service
1025 may encrypt the second key share k, received from the
content service 100 using the device public key n.

[0048] Using the encrypted first key share [k, ], received
from the first license service 102a and the generated
encrypted second key share [k,],, the second license service
1025 may generate the protected content key [k],, (e.g., the
content key k encrypted by the device public key n) by
multiplying the encrypted key shares—that is [k, ], [k,],=
[k],,- In some embodiments, the second license service 1026
may include the generated protected content key in a license
associated with the protected content. The protected content
key and/or an associated license may be distributed to the
authorized device 104 and/or an associated user for use in
connection with accessing, using, and/or otherwise render-
ing the protected electronic content. For example, in some
embodiments, the device 104 may decrypt the protected
content key using a private device decryption key corre-
sponding to its public encryption key n, and use the
decrypted content key to decrypt protected electronic con-
tent for access, use, and/or rendering by the device 104.
[0049] As discussed above, a homomorphic encryption
cipher such as, for example and without limitation, unpad-
ded RSA, may be used in connection with various disclosed
embodiments. With a homomorphic encryption cipher, such
as unpadded RSA, given two messages m; and m,:

[my-my],=[m], [ma],

[0050] Inmore detail, if e is the public key exponent (e.g.,
often e=65,537, although other suitable values may also be
used), then:

(mym)° mod n=m,*m,° mod n

[0051] To split a content encryption key k into two content
key shares k, and k,, in some embodiments, the content
service 100 may generate a message r for use in connection
with generating the shares. In certain embodiments, the
message r may comprise a random message. The content key
shares k, and k, may be computed as:

k;=r mod # and k,=k-+~! mod #

[0052] Splitting the content key into content key shares k;
and k, in the above manner may result in content key shares
k, and k, that, when encrypted with the device public key n,
may be multiplied to generate the content key k encrypted by
the device public key n—that is [k, |, [k,],=[k],,

[0053] In the embodiments illustrated and described in
connection with FIG. 3, the device 104 may share, either
directly or indirectly via one or more suitable intermediaries
which may include one or more of the license services 102a,
1024, its public key n with the content service 100. The
content service may generate key shares k; and k, that
depend, at least in part, on the device public key n. By
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extension, the content key k may also depend on the device
public key n. In other words, the content key k may only be
used by a device that possesses the private decryption key
corresponding to the device’s public key n. This may result
in the content service 100 having to generate different
device-specific content keys for different devices.

[0054] A content service 100 may wish to generate content
keys k and/or associated content key shares that may not
necessarily be specific to a particular device and/or associ-
ated device public key n. For example, a content service 100
may be interested in generating and distributing content keys
that can be protected using a variety of different public keys.
[0055] Insome asymmetric encryption techniques, includ-
ing certain RSA encryption techniques, data may be padded
prior to encryption. For example, consistent with embodi-
ments disclosed herein, content keys may be transformed
(e.g., padded) with padding data prior to encryption. A
variety of padding algorithms may be used in connection
with generating padding data including, for example and
without limitation, RSA PKCS #1 v1.5 and/or Optimal
Asymmetric Encryption Padding (“OAEP”).

[0056] Consistent with various disclosed embodiments,
padding techniques may be employed in connection with
content key and/or content key share generation that may
allow for the content service 100 to generate content keys
and/or associated content shares that can be protected using
a variety of different device public keys. Using padding
techniques may further simplify content key and/or key
share generation. FIG. 4 illustrates an example of a content
key distribution protocol using multiple content key shares
and padding consistent with certain embodiments disclosed
herein.

[0057] RSA PKCS #1 v1.5 may provide certain flexibility
in terms of the structure of generating padding data. Con-
sistent with embodiments disclosed herein, this flexibility
may be used to help simply the generation of content keys
and/or content key shares.

[0058] As shown in FIG. 4, the rendering device 104 may
share its device public key n with a first license service 102a
and a second license service 1025. The content service 100
may generate a padded version of the content key k that, in
certain instances herein, may be denoted as x. The padded
content key x may be generated by applying a padding
function as follows:

x=g(k)

where x is the padded content key, k is the content key, and
g( ) is the padding function.

[0059] The device 104 may expect to receive (e.g., receive
as part of a license to access content) the padded content key
encrypted with the device public key n—that is [g(k)],, or
[x],,- Upon receipt of the encrypted padded content key, the
device 104 may decrypt the padded content key using its
private device key corresponding to the device public key n
and extract the content key from the decrypted padded
content key information.

[0060] As discussed above, a variety of padding functions
(e.g., RSA padding functions) may be used in connection
with the disclosed embodiments. For example and without
limitation, in some embodiments, a RSA PKCS #1 v1.5
padding scheme may be used. A padded message using this
scheme may have the form: 00 02 PS 00 k, where PS is the
padding string. If the modulus n has lengthinl bytes (e.g.,
Inl=256), and the content key payload k has [kl bytes (e.g.,
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IkI=16), then in certain embodiments the padding string PS
may have Inl-1kl-3 bytes (e.g., IPSI=237). In certain
embodiments, the bytes of the padding string may be non-
zero, but may otherwise be random and/or pseudorandom.
[0061] Consistent with embodiments disclosed herein, the
content service 100 may generate a padding string PS that
allows for factorization of a resulting padded content key x
into padded content key shares x; and x,. For example, for
certain padding schemes (e.g., RSA a PKCS #1 v1.5), the
content service 100 may find integers x, and x, of size Inl/2
so that x,x,=x=g(k). Although various embodiments may
use integers X, and x, of size Inl/2, will be appreciated that
any suitable length of integers x, and x, may be employed,
including integers of different lengths, so that x,; x,=x=g(k).
[0062] In some circumstances, the factorization of an
integer of size x| may be relatively expensive in terms of
time and/or computational requirements. In various dis-
closed embodiments, a padding string PS may be selected
that helps to reduce factorization time and/or computational
requirements. In certain embodiments, the choice of the
padding string PS may not necessarily be fixed, but in some
embodiments may be random and/or pseudorandom.
[0063] If x=x,x, are integers, then for any device public
key n:

x° mod #=x,°%,° mod »

[0064] Consistent with various disclosed embodiments,
methods used to factor x=x,X, by the content service 100
can be accomplished in stages, from right to left, starting
with the least significant bits of x; and x,. In certain
embodiments, the scheme may restrict itself to using content
keys k that are odd integers. That is, the scheme may force
the least significant bit of generated content keys k to be one.
Under this scheme, x; and x, may also be odd (e.g., their
least significant bits may also be one).

[0065] In at least one non-limiting example, the content
service 100 may initially fix the L least significant bits of x,
and x, (L being greater than or equal to one), and the set L
least significant bits of x,x, may agree with the L least
significant bits of x. The content service 100 may define bit
variables b, and b,, where b,=x, mod 2* and b,=x, mod 2.
The factorization method may select bits a, and a, so that the
L+1 least significant bits of x agree with the L+1 least
significant bits of:

(2La +b ) (2Lay+by)=2 a,a+25(a by+asb ) +b by

[0066] If b,b,~x mod 2-*! the method may take a,=a,=0
or a,=a,=1. If b;b,=x mod2**! then a,=0, a,=1 or a,=I,
a,=0. The method may proceed in this matter until L=|k|+8.
At this stage, the method may continue and attempt to
establish:

x1%,=0002(2S)00(k)

[0067] The method may select the most significant bytes
of'x; and x, to be 01. The remaining bytes of X, and x, may
be chosen repeatedly at random, until the padding string has
no zero bytes and the first two bytes of x are 00 02. In some
circumstances, this may occur with a few random trials.

[0068] Insome embodiments, an adjustment may be made
to the aforementioned methods if the padded content key x
is not necessarily an odd integer (e.g., even)—that is, if a
padded content key x ends in m zero bits, where m>=0. In
the case where m=0 and the padded content key x is
therefore an odd integer, the initial values of x; and x, in
binary may be Ob1 and Obl. If m=1, x, may initialize as Ob10
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and x, may initialize as Obl. If m=2, X, may initialize as
0b10 and x, may initialize as 0b10. In connection with the
factorization process, for all m>=0, the m zero bits may be
split between x; and x,. Then the lower m+1 bits of x may
agree with those of x;X,.

[0069] In various embodiments, the goal of the methods
described above may be for the content service 100 to
generate randomized shares of X, and x, so that x, -x,=x=¢g
(k). The method may generate random candidate paddings of
x=g(k), possibly in parallel, and may start attempting to
factor x=x, ‘x,, where x, and x, have approximately similar
and/or equal lengths, although it will be appreciated that in
further embodiments x; and x, may have different lengths. In
certain embodiments, integer factoring algorithms may run
a relatively long time. If a particular padded content key x
resists factorization within some time t, the padded content
key x may be discarded, and a new padded content key
x'=g(k) may be generated. This may proceed until a suitable
factorization g(k)=x=x, X, is found by the content service
100.

[0070] Once padded content key shares x, and x, have
been generated, the content service 100 may communicate
the padded content key shares to different license services
102a, 1025. For example, as illustrated in FIG. 4, the content
service 100 may send a first padded content key share x, to
the first license service 1024. Similarly, the content service
100 may send a second padded content key share x, to the
second license service 1025. Knowledge of either the first
padded content key share x, or the second padded content
key share x, alone may not reveal the unencrypted padded
content key x. As described above, the padded key shares x,
and x,, when encrypted with the device public key n, may
be multiplied to generate the padded content key x encrypted
by the device public key n—that is [x,],, [X,],=[X],,-
[0071] The device 104 may share a device public key n
with the license services 102a, 1025. As described above,
the device public key may comprise a public key used in
connection with an asymmetric cryptographic protocol such
as, for example and without limitation, RSA and/or other
associated protocols. In certain embodiments, the crypto-
graphic protocol may use a homomorphic encryption func-
tion such as RSA.

[0072] As shown in FIG. 4, the first license service 102a
may encrypt the first padded content key share x, received
from the content service 100 using the device public key n
received from the device 104. The first license service 102a
may communicate the encrypted first padded content share
[x,], to the second license service 1025. The second license
service 1025 may encrypt the second key share x, received
from the content service 100 using the device public key n.
[0073] Using the encrypted first key share [x,], received
from the first license service 102¢ and the generated
encrypted second key share [x,],,, the second license service
1025 may generate the protected padded content key [x],,
(e.g., the padded content key x encrypted by the device
public key n) by multiplying the encrypted padded key
shares—that is [x,],,[X,],=[x],,- In some embodiments, the
second license service 1026 may include the generated
protected padded content key [x],, in a license associated
with the protected content. The protected content key and/or
an associated license may be distributed to the authorized
device 104 and/or an associated user for use in connection
with accessing, using, and/or otherwise rendering the pro-
tected electronic content. For example, in some embodi-
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ments, the device 104 may decrypt the protected padded
content key using a private device decryption key corre-
sponding to its public encryption key n, extract the content
key k from the decrypted padded content key, and use the
content key k to decrypt protected electronic content for
access, use, and/or rendering by the device 104.

[0074] In various embodiments, this technique may be
generalized for some number of license services s, such that
2=s=Inl/Ikl. Moreover, although various embodiments
described above use RSA PKCS #1 v1.5 as padding scheme,
it will be appreciated that various principles and/or aspects
of the disclosed embodiments may be used in connection
with other padding schemes including, for example and
without limitation, OAEP schemes.

[0075] In various embodiments and examples described
herein where multiple license services are used (e.g., LS1
and [.S2), a license service may receive encrypted key
shares from one or more other license services, generate an
encrypted key share based on its key share received from the
content service, and generate a protected content key based
on the received encryption key shares and the generated
encrypted key share for distribution to the device. For
example, as illustrated in FIG. 4, the second license service
1025 may generate an encrypted second key share [x,],
using the second key share received from the content service
100 and the device public key n, and may generate the
protected padded content key [x],, for distribution to the
device 104 by multiplying the generated encrypted second
key share [x,],, by an encrypted first key share [x,],, received
from the first license service 102a—that is [x, |, [X,],=[X],,-
In further embodiments, the device 100 itself may generate
the protected padded content key [x],, based on encrypted
key share information provided by one or more license
services (e.g., license services 102a, 1025). For example, in
some embodiments, the first license service 102a may share
the encrypted first key share [x,],, with the device 100, and
the second license service 10256 may share the encrypted
second key share [x,], with the device 100. Based on the
received encrypted key shares [x, |, and [X,],,, the device 100
may generate the protected padded content key [x], by
multiplying the received encrypted padded key shares—that
is [x],[%,],~[x],,-

[0076] In various embodiments, key shares and/or padded
key shares transmitted from the content service to one or
more license services may be associated with key identifi-
cation information that may allow receiving license services
and/or devices to identify that received key shares and/or
padded key shares are associated with other key shares
and/or padded key shares. In addition, a protected key share
and/or padded key share generated by a license service
shared with another license service and/or a device may also
include key identification information that may allow the
receiving service and/or device to identify that the received
protected key share and/or padded key share is associated
with other protected key shares and/or padded key shares.
[0077] For example, referring to FIG. 4, the content ser-
vice 100 may communicate key identification information
associated with x, to the first license service 102a and key
identification information associated with x, to the second
license service 1024. The key information associated with x,
and x, may be used to identify that x, and x, are shares
associated with the same padded content key. The first
license service 102a may associate key identification infor-
mation with [x,], and transmit the key identification infor-
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mation along with [x,],, to the second license service 1024.
Using the key identification information associated with its
received padded key share x, and key identification infor-
mation associated with the protected padded key share [x,],
received from the first license service 102a, the second
license service 1026 may determine that x, and [x,], are
both associated with the same padded content key and may
use the this determined relationship to generate the protected
padded content key [x],,.

[0078] In embodiments where key shares are generated
based on a specific device public key n, such as, for example,
various embodiments illustrated in and described in connec-
tion with FIG. 3, key identification information may allow
for the key shares to be identified by receiving license
services and/or devices as being associated with the particu-
lar device public key n used to generate the key shares.
[0079] FIG. 5 illustrates a flow chart of an example of a
method 500 of generating content key shares consistent with
certain embodiments disclosed herein. The illustrated
method 500 and/or aspects thereof may be performed by
and/or in conjunction with software, hardware, firmware,
and/or any combination thereof. In various embodiments,
the method 500 may be performed by a content service for
use in connection with generating padded content key shares
for distribution to a plurality of license services.

[0080] At 502, the content service may generate a content
key. In various embodiments, the content key may be used
to decrypt a piece of protected electronic content. In some
embodiments, the protected electronic content may com-
prise electronic content encrypted with the content key
and/or another associated key that may be decrypted using
the content key and/or another decryption key derived
therefrom.

[0081] At 504, one or more candidate padded content keys
may be generated. In certain embodiments, the candidate
padded content keys may comprise the content key gener-
ated at 502 with included padding data. In some embodi-
ments, the padding data may be appended to the content key
k to generate the candidate padded content keys. For
example, using a RSA PKCS #1 v1.5 padding scheme, a
padding string PS and one or more other set bytes may be
appended to a content key k to generate a candidate padded
content string (e.g., resulting in a padded content key of the
form 00 02 PS 00 k), although other suitable padding
schemes are also envisioned.

[0082] The content service may attempt to factor the one
or more candidate padded content keys generated at 504 into
a plurality of padded content key shares at 506. In some
embodiments, this factorization process may involve the
various factorization steps and/or associated methods
detailed above in reference to FIG. 3 in connection with the
generation of candidate key shares.

[0083] At 508, each of the generated padded content key
shares may be transmitted to a separate license service of a
plurality of license services operating to generate protected
padded content keys and/or associated licenses on behalf of
the content service. For example and without limitation, in
an implementation using where a padded content key is split
into two padded content key shares, a generated first padded
content key share may be transmitted from the content
service to a first license service and a generated second
padded content key share may be transmitted from the
content service to a second license service. Consistent with
various aspects of the disclosed embodiments, the license
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services may use the received padded content key shares to
generate a protected padded content key (e.g., the padded
content key encrypted using a device public key shared with
the license services by a rendering device) and deliver the
protected padded content key and/or a license including the
same to the rendering device.

[0084] In various examples and/or embodiments described
above, protected content key shares—I[k,],, and [k,],—and/
or protected padded content key shares—[x, ], and [x,],—
may comprise multipliable key shares. That is, the protected
content key shares may be multiplied by a license service (or
in certain other embodiments a device itself) to generate a
protected content key [k],, and/or the protected content key
shares may be multiplied by a license service (or in certain
other embodiments a device itself) to generate a protected
padded content key [x],,.

[0085] FIG. 6 illustrates a conceptual diagram of an
example of an MPC method 600 using an additive function
consistent with certain embodiments disclosed herein. In
certain embodiments, the MPC method 600 may comprise a
Goldwassen, Micali, and Wigderson (“GMW”) method that
may be based on additive shares. In the illustrated method
600, two parties P, and P,, that in connection with the
disclosed embodiments may comprise separate license ser-
vices, may hold secret inputs a and b. In connection with
various disclosed embodiments, these secret inputs may
comprise different content key shares k, and k, and/or
padded content key shares x,; and x, as described above.

[0086] The two parties P, and P, may wish to compute a
value ¢ based on secret inputs a and b using a function
f—that is, c=f(a,b). In some embodiments, function f may
comprise a one-way function. For example, function f may
operate such that knowing the result ¢ of the function does
not reveal the inputs to the function a or b.

[0087] The GMW method 600 may start by establishing
the shares of secret inputs a and b. For example, as shown,
party P, may hold secret input share a and party P, may hold
secret input share b. Party P, may not have knowledge,
however, of secret input share b. Similarly, party P, may not
have knowledge of secret input share a.

[0088] Parties P, and P, may generate and exchange ran-
dom numbers—r; and r,—used in connection with the
method 600. For example, as shown, party P, may generate
and transmit r; to party P,, and party P, may generate and
transmit r, to party P,. In the computation, party P,’s share
of a and b may be a,=a-r, and b,=r,, and party P,’s share
of a and b may be a,=r, and b,=b-r,, where a,+a,=a and
b,+b,=b.

[0089] Party P, may compute the result of a function f
based on its share of a and b—that is f(a—r, +r,). The result
computed by party P, may be communicated to party P,.
Party P, may compute the result of a function f based on its
share of a and b—that is f(b-r,+r;). Using the result
communicated from party P, and the result computed by
party P,, party P, may compute the result of the function f
based the additive combination of secret inputs a and b by:
f(a+b)=f(a-r, +r,)+f(b-r +r,).

[0090] In certain embodiments, the function f may com-
prise an encryption function (e.g., encryption by a device
public key n). The above method 600 may thus be applied
in connection with computing a protected padded content
key [x],, using associated additive padded content key shares
x,; and x,, where [x],=[X,+X,],=[X, -1, 41, ], +[X,—1, +15],,.
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[0091] In some embodiments, the GMW protocol may
express the one-way function f as a cascade of two kinds of
input “gates,” performing either an addition (XOR) x=y or
a multiplication (AND) x-y of bits.

[0092] Although not specifically illustrated in connection
with FIG. 6, if party P, and P, have shares of u;, u,, y,, and
y, of secret inputs u and y, they may form shares of z=u+y
by computing separately z,=u,+y, and z,=u,+y,. Comput-
ing shares of z=uy may involve party P, and party P,
engaging in an “oblivious transfer” protocol as part of a
GMW method. The difference may be due, at least in part,
to the shares being additive (a=a, +a,), as well as the addition
function f(u,y)=u+y being additively homomorphic—i.e.,
o +u,, ¥, +y) =10, +y )+, +Y ).

[0093] FIG. 7 illustrates a system 700 that may be used to
implement certain embodiments of the systems and methods
of the present disclosure. In certain embodiments, elements
of the illustrated system 700 may be included in and/or
otherwise be associated with a content service, a license
service, a rendering device, and/or any other associated
party, device, system, and/or service used in connection with
the disclosed embodiments.

[0094] As illustrated in FIG. 7, the system 700 may
include: a processing unit 702; system memory 704, which
may include high speed random access memory (“RAM”™),
non-volatile memory (“ROM”), and/or one or more bulk
non-volatile non-transitory computer-readable storage medi-
ums (e.g., a hard disk, flash memory, etc.) for storing
programs and other data for use and execution by the
processing unit 702; a port 712 for interfacing with remov-
able memory 714 that may include one or more diskettes,
optical storage mediums (e.g., flash memory, thumb drives,
USB dongles, compact discs, DVDs, etc.) and/or other
non-transitory computer-readable storage mediums; a net-
work interface 708 for communicating with other systems
via one or more network connections 710 using one or more
communication technologies; a user interface 716 that may
include a display and/or one or more input/output devices
such as, for example, a touchscreen, a keyboard, a mouse, a
track pad, and the like; and one or more busses 718 for
communicatively coupling the elements of the system 700.
[0095] In some embodiments, the system 700 may, alter-
natively or in addition, include secure hardware 706 such as,
for example and without limitation, an SPU and/or a TEE,
that is protected from tampering by a user of the system 700
or other entities by utilizing secure physical and/or virtual
security techniques. For example, an SPU can help enhance
the security of sensitive operations such as personal infor-
mation management, trusted credential and/or key manage-
ment, privacy and policy management, and other aspects of
the systems and methods disclosed herein. In certain
embodiments, the SPU may operate in a logically secure
processing domain and be configured to protect and operate
on secret information, as described herein. In some embodi-
ments, the SPU may include internal memory storing
executable instructions or programs configured to enable the
SPU to perform secure operations, as described herein.
[0096] The operation of the system 700 may be generally
controlled by a processing unit 702 and/or an SPU operating
by executing software instructions and programs stored in
the system memory 704 (and/or other computer-readable
media, such as removable memory 714). The system
memory 704 may store a variety of executable programs or
modules for controlling the operation of the system 700. For
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example, the system 700 memory may include an operating
system (“OS”) 720 that may manage and coordinate, at least
in part, system hardware resources and provide for common
services for execution of various applications (e.g., appli-
cations 724) and/or a trust and privacy management system
for implementing trust and privacy management function-
ality including protection and/or management of personal
data through management and/or enforcement of associated
policies. The system memory 700 may further include,
without limitation, communication software 722 configured
to enable in part communication with and by the system 700,
applications 724, one or more cryptographic modules 726
configured to perform various aspects of the disclosed
embodiments (e.g., cryptographic key operations, hashing
operations, etc.), key and/or license information 728, and/or
any other information and/or applications configured to
implement embodiments of the systems and methods dis-
closed herein.

[0097] The systems and methods disclosed herein are not
inherently related to any particular computer, electronic
control unit, or other apparatus and may be implemented by
a suitable combination of hardware, software, and/or firm-
ware. Software implementations may include one or more
computer programs comprising executable code/instructions
that, when executed by a processor, may cause the processor
to perform a method defined at least in part by the executable
instructions. The computer program can be written in any
form of programming language, including compiled or
interpreted languages, and can be deployed in any form,
including as a standalone program or as a module, compo-
nent, subroutine, or other unit suitable for use in a computing
environment. Further, a computer program can be deployed
to be executed on one computer or on multiple computers at
one site or distributed across multiple sites and intercon-
nected by a communication network. Software embodiments
may be implemented as a computer program product that
comprises a non-transitory storage medium configured to
store computer programs and instructions, that when
executed by a processor, are configured to cause the pro-
cessor to perform a method according to the instructions. In
certain embodiments, the non-transitory storage medium
may take any form capable of storing processor-readable
instructions on a non-transitory storage medium. A non-
transitory storage medium may be embodied by a compact
disk, digital-video disk, a magnetic disk, flash memory,
integrated circuits, or any other non-transitory digital pro-
cessing apparatus memory device.

[0098] Although the foregoing has been described in some
detail for purposes of clarity, it will be apparent that certain
changes and modifications may be made without departing
from the principles thereof. It is noted that there are many
alternative ways of implementing both the systems and
methods described herein. Accordingly, the disclosed
embodiments are to be considered as illustrative and not
restrictive, and the invention is not to be limited to the details
given herein, but may be modified within the scope and
equivalents of the appended claims.

What is claimed is:

1. A method for managing electronic data performed by a
first service system comprising a processor and a non-
transitory computer-readable medium storing instructions
that, when executed by the processor, cause the first service
system to perform the method, the method comprising:

receiving a public key from a device;
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receiving a first padded decryption key share of a decryp-
tion key and first key identification information asso-
ciated with the first padded decryption key share from
a data management service managing the electronic
data, the first padded decryption key share comprising
a first padding string, the first key identification infor-
mation identifying that the first padded key share is
associated with the decryption key;

receiving a protected second padded decryption key share
of the decryption key and second key identification
information associated with the protected second pad-
ded decryption key share from a second service, the
protected second padded decryption key share com-
prising a second padded decryption key share of the
decryption key encrypted by the second service using
the public key, the second padded decryption key share
comprising a second padding string, the second key
identification information identifying that the second
padded key share is associated with the decryption key;

generating a protected first padded decryption key share
of the decryption key by encrypting the first padded
decryption key share using the public key;

determining that both the first padded decryption key
share and the second padded decryption key share are
associated with the decryption key based on the first
key identification information and the second key iden-
tification information respectively;

generating, at least in part responsive to the determining,
aprotected decryption key by multiplying the protected
first padded decryption key share and the protected
second padded decryption key share, the generated
protected decryption key comprising the decryption
key encrypted with the public key, wherein the first
padding string and the second padding string being
configured to allow for generation of the protected
decryption key by the first service system without
decrypting the protected first padded decryption key
share and the protected second padded decryption key
share; and

transmitting the protected decryption key to the device for
use in accessing the electronic data through the device
decrypting the protected decryption key using a private
key corresponding to the public key.

2. The method of claim 1, wherein the method further
comprises receiving a request from the device for a license
to access the electronic data.

3. The method of claim 2, wherein the method further
comprises generating an electronic license for the electronic
data, the electronic license comprising the protected decryp-
tion key.

4. The method of claim 3, wherein transmitting the
protected decryption key to the device comprises transmit-
ting the electronic license to the device.

5. The method of claim 1, wherein determining that both
the first padded decryption key share and the second padded
decryption key share are associated with the decryption key
comprises determining that the first key identification infor-
mation and the second key identification information match.

6. The method of claim 1, wherein the first service is
separate from the second service.

7. The method of claim 1, wherein the decryption key is
generated by the data management service.
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8. The method of claim 1, wherein the first padded
decryption key share is generated by the data management
service.

9. The method of claim 1, wherein the second padded
decryption key share is generated by the data management
service.

10. The method of claim 1, wherein the first service
system is an untrusted system with respect to the data
management service.

11. The method of claim 1, wherein the second service
system is an untrusted system with respect to the data
management service.

12. The method of claim 1, wherein the protected decryp-
tion key comprises the decryption key encrypted with the
public key using a homomorphic encryption algorithm.

13. The method of claim 1, wherein the protected second
padded decryption key share comprises the second padded
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decryption key share encrypted with the public key using a
homomorphic encryption algorithm by the second service
system.

14. The method of claim 1, wherein the protected first
padded decryption key share comprises the first padded
decryption key share encrypted with the public key using a
homomorphic encryption algorithm.

15. The method of claim 1, wherein the protected decryp-
tion key comprises a protected padded decryption key.

16. The method of claim 1, wherein the public key is
associated with the device.

17. The method of claim 1, wherein the public key is
associated with a user of the device.

18. The method of claim 1, wherein the private key is
associated with the device.

19. The method of claim 1, wherein the private key is
associated with a user of the device.

#* #* #* #* #*



