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A memory circuit may include a plurality of electrically
programmable memory cells arranged in a non-volatile
memory cell array along a rows and columns, a plurality of
word lines, each word line coupled with one or more
memory cells, a plurality of non-volatile marking memory
cells, wherein at least one word line of the plurality of word
lines is associated with one or more marking memory cells,
and a plurality of marking bit lines, each associated with
marking memory cells, a plurality of marking source lines,
each associated with marking memory cells, wherein, for
marking memory cells, a physical connection from an asso-
ciated marking source line and/or from an associated mark-
ing bit line to the marking memory cells defines those
marking memory cells to a non-changeable state, wherein
the marking memory cells are configured to identify the
associated word line of respective marking memory cells in
the non-changeable memory state.
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MEMORY CIRCUIT AND METHOD OF
OPERATING A MEMORY CIRCUIT

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority to German Patent
Application Serial No. 10 2016 122 828.1, which was filed
Nov. 25, 2016, and is incorporated herein by reference in its
entirety.

TECHNICAL FIELD

[0002] Various embodiments relate generally to a memory
circuit and to a method of operating a memory circuit.

BACKGROUND

[0003] In a basic typical arrangement, memory cells may,
be arranged in a matrix fashion, wherein, in one direction,
the memory cells may be connected to common word lines,
and in an orthogonal direction they may be connected to
common bit lines. More hierarchies may be based on this
arrangement, but this may be irrelevant here.

[0004] An “erase” operation may affect all the memory
cells connected to at least one word line, setting all of them
to a value defining an unwritten state, e.g., to “1°.

[0005] A “write” operation may affect some memory cells
connected to one word line, setting them to a value defining
a written state, e.g., to ‘0’, wherein the specific memory cells
to be written may be selected through the bit lines.

[0006] A “read” operation may read out some memory
cells connected to one word line, resulting in data consisting
of “1’s and “0’s, wherein the specific memory cells to be read
may be selected through the bit lines.

[0007] For all of these operations, an address may define
which word line and (except for the erase operation) which
bit lines are to be operated on.

[0008] For an operation of a highly secure memory, it may
be essential to be able to reliably verify that the memory
operations like erase, write, and read are or have been really
performed on the intended memory cells, even in a case of
an attacker having physical access to the chip.

[0009] This may be difficult to achieve, if one has to
assume that the attacker is not only able to manipulate the
erase, write, and/or read operations, but also to manipulate
the verify operation itself.

[0010] In part, this aim may currently be achieved by
using an address dependent data encryption. However, by
this, not all relevant cases may be covered.

SUMMARY

[0011] In various embodiments, a memory circuit is pro-
vided. The memory circuit may include a plurality of
electrically programmable memory cells arranged in an
electrically programmable non-volatile memory cell array
along a plurality of rows and a plurality of columns, a
plurality of word lines, each word line coupled with one or
more memory cells of the plurality of memory cells, a
plurality of electrically programmable non-volatile marking
memory cells, wherein at least one word line is associated
with one or more marking memory cells of the plurality of
marking memory cells, and a plurality of marking bit lines,
each marking bit line associated with one or more marking
memory cells of the plurality of marking memory cells, a
plurality of marking source lines, each marking source line

May 31, 2018

associated with one or more marking memory cells of the
plurality of marking memory cells, wherein, for one or more
marking memory cells of the plurality of marking memory
cells, a physical connection from an associated marking
source line and/or from an associated marking bit line to the
one or more marking memory cells is set to thereby define
those one or more marking memory cells to a non-change-
able memory state, wherein the plurality of marking
memory cells is configured to identify the associated word
line of respective one or more marking memory cells in the
non-changeable memory state.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] In the drawings, like reference characters generally
refer to the same parts throughout the different views. The
drawings are not necessarily to scale, emphasis instead
generally being placed upon illustrating the principles of the
invention. In the following description, various embodi-
ments of the invention are described with reference to the
following drawings, in which:

[0013] FIGS. 1A and 1B show schematic drawings of
memory circuits in accordance with various embodiments;
[0014] FIG. 1C shows a schematic drawing of the memory
circuit of FIG. 1A in accordance with various embodiments;
[0015] FIG. 2 shows a schematic overview of a distribu-
tion of marker bits in a memory circuit in accordance with
various embodiments;

[0016] FIG. 3A and FIG. 3B each show a schematic
drawing of a portion of respective memory circuits in
accordance with various embodiments;

[0017] FIG. 4 shows a schematic overview of a distribu-
tion of marker bits in a memory circuit in accordance with
various embodiments;

[0018] FIG. 5 shows a flow diagram of a method of
operating a memory circuit in accordance with various
embodiments; and

[0019] FIG. 6 shows a flow diagram of a method of
operating a memory circuit in accordance with various
embodiments.

DESCRIPTION

[0020] The following detailed description refers to the
accompanying drawings that show, by way of illustration,
specific details and embodiments in which the invention
may be practiced.

[0021] The word “exemplary” is used herein to mean
“serving as an example, instance, or illustration”. Any
embodiment or design described herein as “exemplary” is
not necessarily to be construed as preferred or advantageous
over other embodiments or designs.

[0022] The word “over” used with regards to a deposited
material formed “over” a side or surface, may be used herein
to mean that the deposited material may be formed “directly
on”, e.g. in direct contact with, the implied side or surface.
The word “over” used with regards to a deposited material
formed “over” a side or surface, may be used herein to mean
that the deposited material may be formed “indirectly on”
the implied side or surface with one or more additional
layers being arranged between the implied side or surface
and the deposited material.

[0023] Herein, for various elements (e.g., memory cells,
word lines, bit lines, marking bit lines, etc.) that may occur
in pluralities, a common basic reference number may be
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used, which may, e.g. in the figures and description thereof,
be followed by a number for identifying individual elements
of the plurality of elements. Even in a case of only the
individual identification being used, the identified element is
to be understood as being a representative of the basic
element.

[0024] In various embodiments, a design and operation of
a highly secure non-volatile memory (NVM) may be pro-
vided. For example, a memory circuit and a method of
operating a memory circuit may be provided.

[0025] In various embodiments, so-called marker bits may
be added to the memory circuit. The marker bits may, in
various embodiments, be configured to mark the word lines.
[0026] In various embodiments, a capability to simulta-
neously read from two locations on the word line in the
memory array that are not related to the same data word may
be provided. This may be referred to as “interleaved read-
ing”.

[0027] In various embodiments, the marker bits and the
interleaved reading may be applied in combination, which
makes them extremely powerful to improve security.
[0028] In various embodiments, the described principles
may in various embodiments easily be applied for other
types of memories.

[0029] FIG. 1A and FIG. 1B show schematic drawings of
memory circuits 100a, 1005 in accordance with various
embodiments, and FIG. 1C shows a schematic drawing of
the memory circuit 100a of FIG. 1A.

[0030] The memory circuits 100a, 1005 may, in various
embodiments, include a plurality of electrically program-
mable memory cells 102 arranged in an electrically pro-
grammable non-volatile memory cell array A102 along a
plurality of rows and a plurality of columns, wherein the
memory cell array A102 may have any suitable number of
memory cells, rows and columns, respectively. The memory
cells 102 may be formed as known in the art. For example,
each memory cell 102 may include at least one transistor
having a source, a drain, and a gate. The exemplary memory
circuit 100a shown in FIG. 1A, which may be based on an
HS3P memory array, may for example include two transis-
tors per memory cell, and the exemplary memory circuit
10056 shown in FIG. 1B, which may be based on a 1T-UCP
memory array, may for example include one transistor per
memory cell.

[0031] The memory circuits 100a, 1005 may, in various
embodiments, further include a plurality of word lines 114.
Each of the word lines 114 may be coupled, for example as
known in the art, with one or more memory cells 102 of the
plurality of memory cells 102. For example, each word line
114 may be electrically connected to a gate terminal of each
of the respective one or more memory cells 102 that the
word line 114 may be coupled with. The memory cells 102
may, in various embodiments, be configured to assume at
least two different states. The memory cells 102 may for
example be set to and/or switched between two, three, four,
or more different states (also referred to as levels). In the
following examples, two-level memory cells will be
described, and the two levels will be referred to as 1 and 0,
respectively, but the described principles are to be under-
stood as being applicable also to three-, four-, or more level
memory cells.

[0032] In various embodiments, the memory circuits
100a, 1005 may include a plurality of electrically program-
mable non-volatile marking memory cells 102m. Identified
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in FIG. 1A and FIG. 1B are two of the plurality of marking
memory cells as 102m, and four of the marking memory
cells that are numbered as 102m1, 102m2, 102m3 and
102m4 for later reference.

[0033] In various embodiments, the marking memory cells
102m, as shown in FIG. 1A and FIG. 1B, may form an array
A102m of marking memory cells. The marking memory cell
array A102m may for example be an extension of the
memory cell array A102 or a portion of an original memory
cell array that may have been reassigned a functionality of
the marking memory cell array A102m. In various embodi-
ments, the marking memory cell array A102m may be
separate from the memory cell array A102.

[0034] In various embodiments, the plurality of marking
memory cells 102m may not be arranged as the marking
memory cell array A102m, but may instead be distributed,
for example individual memory cells 102 of the memory cell
array A102 may be reassigned a functionality of the marking
memory cells 102m, and a distribution of the marking
memory cells 102m may be known.

[0035] Invarious embodiments, at least one word line 114
of'the plurality of word lines 114 may be associated with one
or more marking memory cells 102m of the plurality of
marking memory cells 102m.

[0036] In various embodiments, the at least one word line
114 may be associated with the one or more marking
memory cells 102m by being electrically connected to the
one or more marking memory cells 102m, e.g. to respective
gate terminals of the marking memory cells 102m. In other
words, the one or more marking memory cells 102 that
may be associated with the at least one word line 114 may
lie on the same word line 114 as the plurality of memory
cells 102 that may be coupled to the word line. In the
exemplary embodiment shown in FIG. 1A, the word line
114_3 may, for example, be coupled with two of the memory
cells 102, e.g. the memory cells 102, shown at the bottom of
FIG. 1A, and may also be coupled with the marking memory
cells 102m4, 102m5, 102m6, and a further marking memory
cell shown at the bottom of FIG. 1A.

[0037] Invarious embodiments (not shown), the word line
114 may be associated with the one or more marking
memory cells 102m, even though the one or more marking
memory cells 102m may not lie on the word line 114, but
may instead lie on a different word line. For example, a
software or a hardware may be configured to associate the
word line 114 with the one or more marking memory cells
102m. For example, the one or more marking memory cells
102m may be electrically connected to a switch, which may
be configured to select the word line 114 to which the one
or more marking memory cells 102m are associated, in such
a way that a selecting of the word line 114 may also select
the word line that the one or more marking memory cells
102m are connected to. In another example, the software,
e.g. a memory circuit driver software, may be configured to
associated the one or more marking memory cells 102m with
the word line 114.

[0038] In various embodiments, the memory circuits
100a, 1005 may include a plurality of marking bit lines
110m, each marking bit line 110m associated with one or
more marking memory cells 102m of the plurality of mark-
ing memory cells 102m. In various embodiments, the one or
more marking memory cells 102m may lie on the marking
bit line 110m with which they are associated. In various
embodiments, the association between the marking memory



US 2018/0151244 Al

cells 102m and the marking bit line 110 may be a spatial
association, e.g. the marking memory cell 102m may be
associated with the marking bit line 110m to which it is
closest. In various embodiments, at least some of the plu-
rality of marking memory cells 102 may be electrically
connected to the plurality of marking bit lines 110, wherein
each of the connected marking memory cells 102m may be
electrically connected to only one of the marking bit lines
110m, whereas each of the marking bit lines 110m may be
connected to none, one, or several of the marking memory
cells 102m. In various embodiments, the remaining marking
memory cells of the plurality of marking memory cells 102m
may not be electrically connected (e.g. be electrically dis-
connected) from the marking bit line 110m. The electrically
disconnected remaining marking memory cells 102m may
for example have a contact to the marking bit line 110m
removed or not formed, or, in various embodiments, the
marking memory cell 102 itself may not or only partially
be formed, wherein the marking memory cell 102 may be
sufficiently formed that it is addressable by the marking bit
line 110w and the word line that it may lie on.

[0039] In various embodiments, the marking bit lines
110 may be different from the bit lines 110 of the memory
cell array A102. In various embodiments, for example in a
case of the marking memory cells 102m being formed within
the memory cell array A102, the marking bit lines 110m may
at least partially include or consist of the bit lines 110.
[0040] In various embodiments, the marking bit lines
110m and/or the bit lines 110 may have a hierarchical
structure including one or more global (marking) bit lines
and a plurality of local (marking) bit lines. In FIG. 1B, local
marking bit lines 110 and local bit lines 110 are shown.
[0041] In the exemplary embodiment of FIG. 1A, marking
bit line 110m 3 may for example be associated with marking
memory cells 102m1, 102m2, and 102m5, wherein the local
marking bit line 110m3 may be electrically connected only
to the marking memory cell 102m5, and be disconnected
from the marking memory cells 1021 and 102m2. In the
exemplary embodiment of FIG. 1B, the local marking bit
line marked with 1103 may for example be associated with
marking memory cells 102m7, 102m8, and 10210, wherein
the local marking bit line 1103 may be electrically con-
nected only to the marking memory cell 102m10, and be
disconnected from the marking memory cells 102m7 and
102m8.

[0042] In various embodiments, the memory circuits
100a, 1005 may include a plurality of marking source lines
112m, each marking source line 112m associated with one or
more marking memory cells 102m of the plurality of mark-
ing memory cells 102m.

[0043] In various embodiments, the one or more marking
memory cells 102 may lie on the marking source line 112m
with which they are associated. In various embodiments, the
association between the marking memory cells 102m and the
marking source line 112m may be a spatial association, e.g.
the marking memory cell 102m may be associated with the
marking source line 112m to which it is closest. In various
embodiments, at least some of the plurality of marking
memory cells 102m may be electrically connected to the
plurality of marking source line 112m, wherein each of the
connected marking memory cells 102m may be electrically
connected to only one of the marking source line 112m,
whereas each of the marking source lines 112m may be
connected to none, one, or several of the marking memory
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cells 102m. In various embodiments, the remaining marking
memory cells of the plurality of marking memory cells 102m
may not be electrically connected (e.g. be electrically dis-
connected) from the marking source line 112m. The electri-
cally disconnected remaining marking memory cells 102m
may for example have a contact to the marking source line
112m removed or not formed, or, in various embodiments,
the marking memory cell 102m itself may not or only
partially be formed, wherein the marking memory cell 102m
may be sufficiently formed that it is addressable by the word
line that it may lie on.

[0044] In various embodiments, as for example shown in
FIG. 1A, the source lines 112 and the word lines 114 may run
along the rows of the memory cell array A102—In various
embodiments, the marking source lines 112 may run along
the rows of the memory cell array A102.

[0045] In various embodiments, as for example shown in
FIG. 1B, the word lines 114 may run along the rows of the
memory cell array A102, while the (local) source lines 112
and the (local) marking source lines 112m may run along the
columns of the memory cell array A102 and of the marking
memory cell array A102m, respectively.

[0046] In various embodiments, the marking source lines
112m may be different from the source lines 112 of the
memory cell array A102. In various embodiments, for
example in a case of the marking memory cells 102m being
formed within the memory cell array A102, the marking
source lines 112m may at least partially include or consist of
the source lines 112.

[0047] In various embodiments, e.g. as shown in FIG. 1B,
the marking source lines 112m and/or the source lines 112
may have a hierarchical structure including one or more
global (marking) source lines and a plurality of local (mark-
ing) source lines. In FIG. 1B, local marking source lines
112m and local source lines 112 are shown.

[0048] In the exemplary embodiment of FIG. 1A, the
marking source line 112m2, which may, at the same time,
serve as the source line 112_2, may for example be associ-
ated with marking memory cells 102m4, 102m5, 102m6, and
a further marking memory cell 102m (not labelled in FIG.
1A to avoid crowding) shown to the right of the marking
memory cell 102m4, wherein the marking source line 112m2
may be electrically connected to the marking memory cells
102m5, 102m6 and the further unlabeled marking memory
cell, and may be electrically disconnected from the marking
memory cell 102m4. In the exemplary embodiment of FIG.
1B, the local marking source line 112m4 may for example be
associated with marking memory cells 102m9, 102m11, and
102m12, wherein the local marking source line 112m4 may
be electrically connected to the marking memory cell
102m12, and may be disconnected from the marking
memory cells 102m9 and 102m11.

[0049] In various embodiments, for one or more marking
memory cells 102m of the plurality of marking memory cells
102m, a physical connection 106, 108 from an associated
marking source line 112m and/or from an associated mark-
ing bit line 110m to the one or more marking memory cells
102m may be set (in this case for example by removing) to
thereby define those one or more marking memory cells
102m to a non-changeable memory state, wherein the plu-
rality of marking memory cells 102 may be configured to
identify the associated word line 114 of respective one or
more marking memory cells 102 in the non-changeable
memory state.
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[0050] In various embodiments, one or more of the plu-
rality of marking memory cells 102m may be physically
disconnected from bit line 110 and/or from the source line
112 to form a disconnection pattern in an array formed by
the plurality of marking memory cells 102m.

[0051] In various embodiments, as shown in FIG. 1A and
FIG. 1B, the setting of the physical connection may include
a not-forming or disconnecting of the physical connection.
In various embodiments, instead of or in addition to the
not-forming or disconnecting of the physical connection, the
setting may include an (at least partial) not-forming of the
respective marking memory cell 102m.

[0052] InFIG. 1A, aleft-out source line contact is marked
as 106f. In various embodiments of memory circuits, for
example in an HS3P memory device, a single source line
connection 106 may be used for connecting two adjacent
memory cells 102 to the source line 112. As the marking
memory cells 102m, normal memory cells of a non-volatile
memory device of which the memory circuit 100a may be
part, may be used. Thus, two adjacent marking memory cells
102m may be connected to the marking source line 112m by
a single source line connection 106. Thus, by not forming,
removing or destroying a single source line connection 106
(represented by 106f), the two adjacent marking memory
cells (in FIG. 1A, those are the marking memory cells
102m3 and 102m4) may be set. They may be referred to as
a marking source line pair or as a source line marker pair. In
the exemplary memory circuit 100a, the lack of contact in
position 106/ may mean that the marking memory cells
102m3, 102m4 may never be able to drive a current, and thus
may always look written (they may be assigned a bit value
of 0).

[0053] In FIG. 1A, a left-out bit line contact is marked as
108f. In various embodiments of memory circuits, for
example in an HS3P memory device, a single bit line
connection 108 (also referred to as bit line contact 108) may
be used for connecting two adjacent memory cells 102 to the
bit line 110, and similarly for connecting two adjacent
marking memory cells 102m to the marking bit line 110m.
Thus, two adjacent marking memory cells 102m may be
connected to the marking bit line 110m by a single bit line
connection 108. As a consequence, by not forming, remov-
ing or destroying a single bit line connection 108 (repre-
sented by 108f), the two adjacent marking memory cells (in
FIG. 1A, those are the marking memory cells 102m1 and
102m2) may be set. They may also be referred to as a
marking bit line pair or as a bit line marker pair. In the
exemplary memory circuit 100q, the lack of contact in
position 108/ may mean that the marking memory cells
102m1, 102m2 may never be able to drive a current, and thus
may always look written, e.g. they may be assigned a bit
value of 0.

[0054] In various embodiments, the two adjacent marking
memory cells 102m3, 102m4 that may be affected by the
missing source line contact 106/ may be assigned to two
different word lines 114_1, 114_3.

[0055] In various embodiments, the two adjacent marking
memory cells 102m1, 102m2 that may be affected by the
missing bit line contact 108f may be assigned to two
different word lines 114_1, 114_2.

[0056] In various embodiments, the pair of word lines
114_1, 114_3 to which the marking memory cells 102m3,
102m4 that may be affected by the missing bit line contact
108/ may be assigned may be offset by one word line 114 (or,
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more generally, by an uneven number of word lines 114)
from the pair of word lines 114_1, 114_2 to which the
marking memory cells 102m1, 1022 that may be affected
by the missing source line contact 106/ may be assigned.

[0057] In a memory circuit in which, as described above,
a single missing contact 108/, 106/ may affect the respective
two adjacent marking memory cells 102m, removing only
one or more source line contact 106 or only one or more bit
line contact 108 may not make it possible to provide each
word line 114 with a unique arrangement of assigned set
marking memory cells 102m, because pairs of word lines
114 with identical arrangements of set assigned marking
memory cells 102m would be created.

[0058] However, in various embodiments, a combination
of one or more removed source line contacts 106 and one or
more removed bit line contacts 108 may be used for pro-
viding each word line with a unique arrangement of set
marking memory cells 102m. In the example shown in FIG.
1A, the pair of marking memory cells 102m1, 102m2 that
may be set by the removed bit line contact 108 may be
associated with word lines 114_2 and 114_1, respectively.
The pair of marking memory cells 102m3, 102m4 that may
be set by the removed source line contact 106/ may be
associated with word lines 114_1 and 114_3, respectively.
The offsetting of the two pairs of word lines 114 from each
other by one word line 114 may be recognized from the fact
that one of the marking memory cells of each pair (in the
example, 1022 and 102m3) may lie on the common word
line 114_1, while the respective other memory cells 102m1
and 102m4 of the two pairs may lie on word lines 114_2 and
114_3, respectively, which may be different from each other
and different from the word line 114_1.

[0059] Thereby, in various embodiments, each of the word
lines 114_1,114_2, 114_3 may be associated with a plurality
of marking memory cells 102m having a unique arrange-
ment of set marking memory cells 102m.

[0060] In the example of FIG. 1A, only the first marking
memory cell 102m1 of the four shown marking memory
cells 104m associated with the word line 114_2 may be set,
e.g. set to the “written”-value 0. The other three marking
memory cells 102m may for example have the “erased”-
value of 1; only the first and the third marking memory cells
102m2, 102m3 of the four shown marking memory cells
104m associated with the word line 114_1 may be set, e.g.
set to the “written”-value 0. The other two marking memory
cells 102m may for example have the “erased”-value of 1;
and only the third marking memory cell 102m4 of the four
shown marking memory cells 104m associated with the
word line 114_3 may be set, e.g. set to the “written”-value
0. The first, second and fourth marking memory cells 102m
may for example have the “erased”-value of 1. The bit
values of the marking memory cells 102m may also be
referred to as marker bits.

[0061] Thus, in various embodiments, by reading the four
marking memory cells 102m associated with one word line,
and determining their respective bit values, which may have
a unique sequence for each word line, it may be determined
with which word line 114 the read marking memory cells
102m may be associated. In other words, the marking
memory cells may be configured to allow for an identifica-
tion of the associated word line. For example, if a string of
0111 is read, the associated word line may be the word line
114_2, if a string of 0101 is read, the associated word line
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may be the word line 114_1, and if a string of 1101 is read,
the associated word line may be the word line 114_3.
[0062] In various embodiments, fewer or more than the
three word lines 114 shown in FIG. 1A may be identified
from their associated marking memory cells 102m.

[0063] In FIG. 1B, another exemplary embodiment for an
arrangement of set marking memory cells 102m that may be
configured to allow an identification of respective associated
word lines 114 is shown. For example, if a string of 0111 is
read, the associated word line may be the word line 114_5,
if a string of 0101 is read, the associated word line may be
the word line 114_4, and if a string of 1101 is read, the
associated word line may be the word line 114_6.

[0064] In various embodiments, the set value may be
assigned the bit value of 1, for example in a case of the
memory circuit being part of an RRAM (Restrictive Ran-
dom Access Memory) device. The set marking memory cells
102m may for example have their memory elements
replaced by contacts or vias, such that they can always drive
a current. The RRAM cell may, in that case, look set, which
may be assigned a value of 1.

[0065] In the RRAM memory circuit, in accordance with
various further embodiments, the marking memory cells
102m may be individually set by for example removing or
not forming at least some of the bit line contacts 108, or of
the source line contacts 106, or by at least partially not
forming the respective marking memory cell 102m. The
RRAM cell may, in that case, look reset, which may be
assigned a value of 0.

[0066] In the RRAM memory circuit, by replacing
memory elements by contacts or vias or by leaving out bit
line contacts 108 or source line contacts, no pairs of adjacent
marking memory cells 102m need to be affected. Instead,
individual marking memory cells 102 may be set.

[0067] The plurality of marking memory cells 102m may,
in various embodiments, be configured as a code, which may
also be referred to as a marking code or a marker code. A
distribution of set marking memory cells 102m amongst the
plurality of marking memory cells 102m may be arranged
such that a code may be formed that may allow the identi-
fication of the respective associated word line 114.

[0068] In various embodiments, the marker bits may typi-
cally be placed into the memory cell array A102m in such a
way that each word line 114 can uniquely be identified by its
individual coding.

[0069] In various embodiments, additional n memory cells
102m may be added on each word line 114, which may
typically be read in parallel to the memory cell array 102 on
the word line. In various embodiments, the marking memory
cells 102m may form (at least a part of) a marker word M.
[0070] In various embodiments, on every word line 114, a
different group of out of these additional n marking memory
cells may be formed by set marker bits, which may result in
every word line having a different value for M, as long as all
the normal (in other words, unset) bits in M are erased for
a valid identification of the word line (below, an embodi-
ment is described of deliberately setting one or more of the
unset marker bits to an invalid bit value).

[0071] In various embodiments, due to the pairs of set
marking bits 102m being generated by leaving out a contact,
no arbitrary values for the word M can be assigned.
[0072] One embodiment of a possible coding (out of
many) may give a bijective relation between word line
address and set marking bit coding: the marking bit pairs
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may be set such that each word line 114 is associated with
a unique sequence of marking bits, taking into account the
generated set marking bit pairs. Each sequence of marking
bits associated with a word line 114 of the plurality of word
lines may be considered as forming a marking word. The
marking word may be a word of the code, also referred to as
a code word.

[0073] The above embodiments having O as the set value
or having 1 as the set value are to be understood as serving
only as a representative example. The set values may,
depending on the memory circuit used and on the manipu-
lation performed for setting the memory cell to the
unchangeable state, for example be either 0, or 1, or a
different value of a multi-valued memory cell.

[0074] FIG. 2 shows a schematic overview of a distribu-
tion of marker bits in a memory circuit 200 in accordance
with various embodiments

[0075] In various embodiments, an X may represent a bit
value of a set marker bit, which may be read as ‘0’ (written),
and an ‘N’ may represent a “normal” (in other words, unset)
bit that may be read as “1” (erased).

[0076] In various embodiments, the bit values for each of
the word line 114 addresses O, . . . , 7 and further may form
a marking word M (eight marking words are shown).
[0077] In various embodiments, bits n-2 . . . 0 of word M
may be derived from the word line address (ignoring its least
significant bit (LSB)). One or more of the marking memory
cells 102m (indicated in FIG. 2 are the marking memory
cells 102m1, 102m2), and thus the bits they represent, may
be set (also referred to as implemented) by removing BL
contacts (indicated as 108f).

[0078] In various embodiments, M[n-2] . . . M[0]=addr
[n—-1] ... addr[1], in other words, each of the marking words
may include at least a portion of the word line address of the
respective word line that the marking word may be associ-
ated with. The bit n—-1 of word M may be derived from the
lowest two bits of the word line address and may be
implemented by removing a source line 112 contact: M[n-
1]=addr[1] XOR addr[0].

[0079] In various embodiments, error detection and/or
error correction capability for the words M may be added as
known in the art, for example by incorporating parity bit(s)
or an ECC coding into the words M.

[0080] In various embodiments, two or more codes may
be combined to increase a minimum distance (also referred
to as hamming distance) of the marker codes. For example,
a (10, 5, 3) linear code satisfying all constraints concerning
marking of neighbored word lines may be constructed by
concatenating a (3, 1, 3) repetition code and a (7, 4, 3) linear
code. Let the (7, 4, 3) code be given by the rows {0x0B,
0x15, 0x26, 0x47} of the generator matrix and let [m3, . . .
, m0] denote the message bits to be encoded. The repetition
code may encode the bit m1 XOR m0, and the (7, 4, 3) code
may encodes the bits [m3, . . ., m1]. Then the resulting code
word may be a concatenation of the code words. The first
code words may be 0x000, 0x380, 0x395, 0x015, 0x026,
0x3A6, . . ..

[0081] In various embodiments, a code having a hamming
distance of three or more, e.g. four, five, six, or more, may
be selected.

[0082] Using the marker bits, it may in various embodi-
ments be verified that the memory operations like “erase”,
“write”, “read” really are or have been performed on the
intended memory cells 102.
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[0083] In various embodiments, a correct execution of an
erase operation for a word line 114 may be verified after
finishing the erase operation itself, by reading out the normal
word line content (which should be erased now) and addi-
tionally (e.g. sequentially or simultaneously) reading out the
marking word M associated to the word line, which may for
example lie on this same word line (like shown in FIG. 1A
and FIG. 1B). The marking word M should, as shown in the
exemplary embodiment of FIG. 2, correspond to the address
of the physical word line 114 that was intended to be erased.
In other embodiments, in which the code word M may not
be the word line address itself, the read code word M should
be known to be associated with the targeted word line 114.
If one of these two conditions is not fulfilled, a different
word line than was intended, or possibly no word line at all,
may have been targeted by the erase.

[0084] In various embodiments, a correct execution of a
write operation for a word line 114 may be verified after
finishing the write operation itself, by reading out the normal
word line content (which should match to the written data
now), and additionally (e.g. sequentially or simultaneously)
reading out the marking word M associated to the word line,
which may for example lie on this same word line (like
shown in FIG. 1A and FIG. 1B). The read marking word M
should, as shown in the exemplary embodiment of FIG. 2,
correspond to the address of the physical word line that was
intended to be written. In other embodiments, in which the
code word M may not be the word line address itself, the
code marking word M should be known to be associated
with the targeted word line 114. If one of these two condi-
tions is not fulfilled, a different word line than was intended,
or possibly no word line at all, may have been targeted by
the write.

[0085] In various embodiments, a correct execution of a
read operation for a word line may be verified by not only
reading out the normal word line 114 content (which may be
the requested data), but additionally reading out the marking
word M associated with the word line the data comes from.
The read marking word M should, as shown in the exem-
plary embodiment of FIG. 2, correspond to the address of the
physical word line that was intended to be written. In other
embodiments, in which the code word M may not be the
word line address itself, the code marking word M should be
known to be associated with the targeted word line 114. If
one of these two conditions is not fulfilled, a different word
line than was intended, or possibly no word line at all, may
have been targeted by the read.

[0086] In various embodiments, since the “normal” bits in
word M may be written like all normal memory cells, a word
line may intentionally be marked as invalid by writing at
least a portion of the marking word M to a value that is
invalid, e.g. to all-‘0’, so that the above described check of
M surely fails, until the word line 114 is erased again.
[0087] This functionality may for example be used for
deactivating word lines. As an example, in a memory device
used for payment, having an amount to be spent stored as
data content in a word line, after a spending of the amount,
instead of erasing the word line, which may be a relatively
time consuming process, one or more bits of the (as yet unset
and thus writable) associated marking word may be written,
which will cause a future verification of a read process to
fail. Thereby, the spent amount may have been invalidated
using a write process, which may be faster than the erase
process.
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[0088] In various embodiments, the above described usage
of the marking words may secure a memory circuit from a
rather static manipulation.

[0089] FIG. 3A and FIG. 3B each show a schematic
drawing of a portion of respective memory circuits 300 and
301, respectively, in accordance with various embodiments.
Except for the differences described below, the memory
circuits 300, 301 may be similar or identical to the memory
circuits described above. In various embodiments, the
memory circuits 300, 301 may be used as described above
for the memory circuits 100a, 1005, and 200.

[0090] If an attacker has an ability to dynamically adapt
his attack, a process that may be referred to as “interleaved
reading” defeats him. Interleaved reading may, in various
embodiments, provide a capability to simultaneously read
from two locations on a word line that may not be related to
the same data word.

[0091] In various embodiments, of which an exemplary
example is schematically shown in FIG. 3A, this may be
achieved by adding additional reading circuitry that, in
addition to reading a data word 330, which may be stored in
memory cells 102, at the same time may be able to read a
marker word M, for example as described above, of the
addressed word line, which may be stored in marking
memory cells 102m. In this way, by simultaneously reading
the data word 330 and the associated marker word, which
may be configured to identify the word line 114, it may be
ensured that the data word 330 and the marker word M are
really read from the same word line 114, and furthermore it
may be ensured that the same word line is the addressed
word line 114.

[0092] In various embodiments, for allowing the simulta-
neous read of the data word 330 and of the marker word M,
additional read circuitry, e.g. the marking memory cells
102m, an additional marking bit line 110, and an additional
sense amplifier 334_2 may be required, e.g. in addition to
the memory cells 102, a bit line 110 and a sense amplifier
334_1.

[0093] The additional read circuitry may require addi-
tional area on a chip. Such a requirement may be strongly
reduced for the following various embodiments, of which a
representative example is schematically shown in FIG. 3B.
[0094] In various embodiments, no or only little additional
read circuitry, which may for example require little or no
additional chip area, may be provided, which may just add
to an existing read circuitry, e.g. as known in the art, an
ability to partially read from different addresses on the same
addressed word line 114.

[0095] In various embodiments, the read circuitry of the
memory circuit 301 may be divided into at least two
portions. For easy understanding of the concept, an embodi-
ment with two portions is shown in FIG. 3B and described,
but in various embodiments, three or more portions may be
used in a similar way.

[0096] In FIG. 3B, the first read circuitry portion may
include a first memory cell portion 102A, in which a first
data word portion 330A may be stored, a first marking
memory cell portion 102mA, in which a first portion M_A
of the marking word M may be stored, a first bit line/
marking bit line 110_31, 11031, and a first sense amplifier
334_3. The second read circuitry portion may include a
second memory cell portion 102B, in which a second data
word portion 330B may be stored, a second marking
memory cell portion 102mB, in which a second portion M_B
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of the marking word M may be stored, a second bit line/
marking bit line 110_32, 110m32, and a second sense
amplifier 334_4.

[0097] In various embodiments, each portion may have
the ability to read either from the normal data word 330 or
from the marker word M.

[0098] In the exemplary embodiment of FIG. 3B, for
illustrative purposes only and without limiting the various
embodiments thereto, the marking word M and the normal
data word may each have a width n, and the two portions
may be assigned to consecutive bits of the data word.
[0099] Portion 330A may include bits m—1 down to 0, and
portion 330B may include bits n—1 down to m, with m<n. As
a typical choice that may be best for security, m may be
selected as follows:

m=n/2(for even n)

m=(n-1)/2 or m=(n+1)/2(for odd #)

[0100] A normal read operation may be performed with
both read portions targeting either a normal data word 330A,
330B or a marker word M_A, M_B.

[0101] A secured (interleaved) read operation may include
or consist of two interleaved read operations, performed in
arbitrary order:

[0102] 1) The first read portion of a first read process
targeting the first portion 330A of the normal data word 330,
yielding D[m-1 . . . 0], and the second read portion of the
first read process targeting the second portion M_B of the
marking word M, yielding M[n-1 . . . m]

[0103] 2) The first read portion of a further read process
targeting the second portion 330B of the normal data word
330, yielding D[n-1 . . . m] and the second read portion of
the second read process targeting the first portion M_A of
the marking word M, yielding M[m-1 . . . 0].

[0104] Together, the read operations 1) and 2) may yield
the full normal data word 330 and the full marker word M
that may contain the marker bits, which may now be
checked for consistency as described above.

[0105] In various embodiments, for the interleaved read-
ing, since the read operations 1) and 2) read interleaved, it
may not be possible that the data word 330 and the marking
word M come from different word lines, but at most can be
mixed from two different word lines, which may be detected
by a suitable coding for M, e.g. two times containing the
address information, once in M[m-1 . . . 0] and once in
M[n-1 . .. m], for example as shown in FIG. 4.

[0106] In various embodiments, more than one marking
word M may be included per word line 114.

[0107] In various embodiments, for the interleaved read-
ing, the set marker bits, which may be configured to identify
an associated word line of the plurality of word lines, may
be set to the non-changeable memory state as described
above. In various embodiments, for the interleaved reading,
the set marker bits may not be set to a non-changeable
memory state, but may instead be normally written memory
bits, which may nevertheless be configured to identify the
associated word line of the plurality of word lines, for
example by including the word line address, or a different
code for identifying the associated word line 114.

[0108] In various embodiments, the interleaved reading
may not require a dedicated coding using marker bits, and
even no special, additional word M may be necessary.
[0109] In an exemplary embodiment, the read circuitry
may be divided into X portions.
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[0110] Each portion may have the ability to read from one
out of x words addressed independently on the same word
line 114.

[0111] In various embodiments, X read operations may be
performed, wherein each of the read portions may be simul-
taneously reading its portion from a different of the x words,
and where, after all x read operations have been performed,
each read portion has read its portion from all x different
words, such that a full interleaved reading of all x words may
have been performed.

[0112] A consistency check of the data may certify that the
words have consistently been read from the same word line
114. This check may for example include or consist of
checking an error detection code or checking that one of the
words codes for the correct word line address. In the latter
case, the embodiment may be similar to the various embodi-
ments described above, but using normal programmed data
(e.g., known data) instead of marking words.

[0113] In various embodiments, the memory circuit for
executing the interleaved reading and/or for using the
marker bits, e.g. the set marker bits, and/or for checking for
a correct execution of a write or a read operation may be at
least one of a group of memory circuits, the group including
all types of non volatile memory circuits, e.g. RRAM,
CBRAM, PCRAM, MRAM, flash memory (like UCP,
HS3P, nano crystals, MONOS, ETOX, SST, SONOS,
DiNOR), EEPROM,; etc. The memory circuit(s) may in
various embodiments be included in a memory device, for
example an SSD, embedded NVM, stand-alone memory
device (like, e.g., a memory stick), and the like.

[0114] In various embodiments, the memory circuit for
executing the check for a correct execution of an erase
operation may be at least one of a group of non-volatile
memory circuits that may provide a dedicated erase opera-
tion targeting an erase of a word line at a time, the group
including flash memory (like UCP, HS3P, nano crystals,
MONOS, ETOX, SST, SONOS, DiNOR), etc. The memory
circuit(s) may in various embodiments be included in a
memory device, for example an SSD, embedded NVM,
stand-alone memory device (like, e.g., a memory stick), and
the like.

[0115] In various embodiments, the memory circuit hav-
ing the marker bits and/or executing the interleaved reading,
and/or the checking for the correct execution of operations
(read, write) may be included in other types of memories,
e.g. RAM (SRAM, DRAM), and the like.

[0116] FIG. 5 shows a flow diagram 500 of a method of
operating a memory circuit in accordance with various
embodiments.

[0117] For the method of operating a memory circuit, a
memory circuit as described above may be used.

[0118] In various embodiments, the method may include
reading one or more memory cells of the plurality of
memory cells coupled to a word line of the plurality of word
lines (in 510), and reading one or more of the marking
memory cells associated with the word line (in 520).
[0119] FIG. 6 shows a flow diagram of a method of
operating a memory circuit in accordance with various
embodiments.

[0120] For the method of operating a memory circuit, a
memory circuit as described above may be used.

[0121] In various embodiments, the method may include
providing a memory circuit comprising a plurality of elec-
trically programmable memory cells and a plurality of
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electrically programmable marking memory cells (in 610),
and reading at least one memory cell of the one or more
memory cells coupled to a word line of the plurality of word
lines simultaneously with at least one marking memory cell
of'the one or more marking memory cells associated with the
word line (in 620).

[0122] In various embodiments, a memory circuit is pro-
vided. The memory circuit may include a plurality of
electrically programmable memory cells arranged in an
electrically programmable non-volatile memory cell array
along a plurality of rows and a plurality of columns, a
plurality of word lines, each word line coupled with one or
more memory cells of the plurality of memory cells, a
plurality of electrically programmable non-volatile marking
memory cells, wherein at least one word line of the plurality
of word lines is associated with one or more marking
memory cells of the plurality of marking memory cells, and
a plurality of marking bit lines, each marking bit line
associated with one or more marking memory cells of the
plurality of marking memory cells, a plurality of marking
source lines, each marking source line associated with one
or more marking memory cells of the plurality of marking
memory cells, wherein, for one or more marking memory
cells in the marking memory cell array, a physical connec-
tion from an associated marking source line and/or from an
associated marking bit line to the one or more marking
memory cells is set to thereby define those one or more
marking memory cells to a non-changeable memory state,
wherein the marking memory cells configured to identify the
associated word line of respective one or more marking
memory cells in the non-changeable memory state.

[0123] In various embodiments, the marking memory cells
may form a code configured to identify the associated word
line of respective one or more marking memory cells in the
non-changeable memory state.

[0124] In various embodiments, the code may include at
least one of a group of codes, the group including a linear
code and a repetition code.

[0125] In various embodiments, the set physical connec-
tion from an associated marking source line and/or from an
associated marking bit line to the one or more marking
memory cells may be a disconnected physical connection
from an associated marking source line and/or from an
associated marking bit line to the one or more marking
memory cells.

[0126] In various embodiments, each of the unconnected
physical connections from an associated marking source line
and/or from an associated marking bit line to the one or more
marking memory cells may be configured to disconnect a
pair of two adjacent memory cells associated with a pair of
adjacent word lines.

[0127] In various embodiments, the one or more marking
memory cells may include a first pair of two adjacent
memory cells associated with a first pair of adjacent word
lines, and a second pair of two adjacent memory cells,
wherein one memory cell of the second pair is associated
with one word line of the first pair of adjacent word lines,
whereas the other memory cell of the second pair is asso-
ciated with a word line that is different from the first pair of
associated word lines.

[0128] In various embodiments, the memory circuit may
be configured to read one or more memory cells coupled to
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a word line of the plurality of word lines simultaneously
with one or more of the marking memory cells associated
with the word line.

[0129] In various embodiments, the memory circuit may
further include a plurality of sense amplifiers, wherein the
one or more memory cells coupled to a word line may be
coupled to a first sense amplifier of the plurality of sense
amplifiers, while the one or more of the marking memory
cells associated with the word line may be coupled to a
further sense amplifier of the plurality of sense amplifiers.
[0130] In various embodiments, a method of operating the
memory circuit in accordance with various embodiments
may be provided, wherein the method may include reading
one or more memory cells of the plurality of memory cells
coupled to a word line of the plurality of word lines, and
reading one or more of the marking memory cells associated
with the word line.

[0131] In various embodiments, the reading one or more
memory cells and the reading one or more of the marking
memory cells may be executed simultaneously.

[0132] In various embodiments, the method may further
include, before the reading one or more memory cells and
before the reading one or more of the marking memory cells,
writing to the one or more memory cells.

[0133] In various embodiments, the method may further
include, before the reading one or more memory cells and
before the reading one or more of the marking memory cells,
erasing the one or more memory cells.

[0134] In various embodiments, the method may further
include, after the reading one or more memory cells and
after the reading one or more of the marking memory cells,
checking that data read from the memory cells originate
from the one or more memory cells coupled to the word line
using information read from the marking memory cells and
the code.

[0135] In various embodiments, the method may further
include writing to at least one of the marking memory cells
except the set memory cells, thereby invalidating a data
content of the associated word line.

[0136] In various embodiments, a memory circuit may be
provided. The memory circuit may include a plurality of
electrically programmable memory cells arranged in an
electrically programmable non-volatile memory cell array
along a plurality of rows and a plurality of columns, a
plurality of word lines, each word line coupled with one or
more memory cells of the plurality of memory cells, and a
plurality of electrically programmable non-volatile marking
memory cells, wherein each word line is associated with one
or more marking memory cells of the plurality of marking
memory cells, wherein one or more marking memory cells
in the marking memory cell array are in a known memory
state, wherein the marking memory cells form a code
configured to identify the associated word line of respective
one or more marking memory cells in the non-changeable
memory state, and wherein the memory circuit is configured
to read, for each of the word lines, at least one memory cell
of'the one or more memory cells simultaneously with at least
one marking memory cell of the one or more marking
memory cells.

[0137] In various embodiments, the at least one memory
cell may include a data portion of the at least one memory
cell and a further data portion of the at least one memory
cell, wherein the at least one marking memory cell may
include a marking portion of the at least one marking
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memory cell and a further marking portion of the at least one
marking memory cell, wherein the memory circuit may be
configured to read, for each of the word lines, the data
portion simultaneously with the further marking portion, and
to read the further data portion simultaneously with the
marking portion.

[0138] In various embodiments, the memory device may
further include at least two sense amplifiers, wherein a first
sense amplifier of the at least two sense amplifiers is
connected to the at least one memory cell and a second sense
amplifier of the at least two sense amplifiers is connected to
the at least one marking memory cell.

[0139] In various embodiments, the method may further
include at least two sense amplifiers, wherein a first sense
amplifier of the at least two sense amplifiers may be con-
nected to the data portion and to the marking portion, and a
second sense amplifier of the at least two sense amplifiers
may be connected to the further data portion and to the
further marking portion.

[0140] In various embodiments, at least a portion of the
one or more marking memory cells in the marking memory
cell array that are in a known memory state may include yet
another data portion having known data.

[0141] In various embodiments, at least one marking
memory cell of the one or more marking memory cells in the
marking memory cell array that are in a known memory state
may be in a non-changeable memory state.

[0142] In various embodiments, a method of operating a
memory circuit in accordance with various embodiments
may be provided. The method may include: reading at least
one memory cell of the one or more memory cells coupled
to a word line of the plurality of word lines simultaneously
with at least one marking memory cell of the one or more
marking memory cells associated with the word line.
[0143] In various embodiments, the method may further
include, before the reading one or more memory cells and
before the reading one or more of the marking memory cells,
writing to the one or more memory cells.

[0144] In various embodiments, the method may further
include, before the reading one or more memory cells and
before the reading one or more of the marking memory cells,
erasing the one or more memory cells.

[0145] In various embodiments, the method may further
include, after the reading one or more memory cells and
after the reading one or more of the marking memory cells,
checking that data read from the memory cells originate
from the one or more memory cells coupled to the word line
using information read from the marking memory cells and
the code.

[0146] Various embodiments have been described in con-
text with a device, and various embodiments have been
described in context with a method. Further embodiments of
the device may be given by the description of the method,
and vice versa.

[0147] While the invention has been particularly shown
and described with reference to specific embodiments, it
should be understood by those skilled in the art that various
changes in form and detail may be made therein without
departing from the spirit and scope of the invention as
defined by the appended claims. The scope of the invention
is thus indicated by the appended claims and all changes
which come within the meaning and range of equivalency of
the claims are therefore intended to be embraced.
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What is claimed is:

1. A memory circuit, comprising:

a plurality of electrically programmable memory cells
arranged in an electrically programmable non-volatile
memory cell array along a plurality of rows and a
plurality of columns;

a plurality of word lines, each word line coupled with one
or more memory cells of the plurality of memory cells;

a plurality of electrically programmable non-volatile
marking memory cells;

wherein at least one word line of the plurality of word
lines is associated with one or more marking memory
cells of the plurality of marking memory cells; and

a plurality of marking bit lines, each marking bit line
associated with one or more marking memory cells of
the plurality of marking memory cells;

a plurality of marking source lines, each marking source
line associated with one or more marking memory cells
of the plurality of marking memory cells;

wherein, for one or more marking memory cells of the
plurality of marking memory cells, a physical connec-
tion from an associated marking source line and/or
from an associated marking bit line to the one or more
marking memory cells is set to thereby define those one
or more marking memory cells to a non-changeable
memory state, wherein the plurality of marking
memory cells is configured to identify the associated
word line of respective one or more marking memory
cells in the non-changeable memory state.

2. The memory circuit of claim 1,

wherein the marking memory cells form a code config-
ured to identify the associated word line of respective
one or more marking memory cells in the non-change-
able memory state.

3. The memory circuit of claim 1,

wherein the set physical connection from an associated
marking source line and/or from an associated marking
bit line to the one or more marking memory cells is a
disconnected physical connection from an associated
marking source line and/or from an associated marking
bit line to the one or more marking memory cells.

4. The memory circuit of claim 3,

wherein each of the disconnected physical connections
from an associated marking source line and/or from an
associated marking bit line to the one or more marking
memory cells is configured to disconnect a pair of two
adjacent memory cells associated with a pair of adja-
cent word lines.

5. The memory circuit of claim 4,

wherein the one or more marking memory cells comprises
a first pair of two adjacent memory cells associated
with a first pair of adjacent word lines, and a second
pair of two adjacent memory cells, wherein one
memory cell of the second pair is associated with one
word line of the first pair of adjacent word lines,
whereas the other memory cell of the second pair is
associated with a word line that is different from the
first pair of adjacent word lines.

6. The memory circuit of claim 1,

wherein the memory circuit is configured to read one or
more memory cells coupled to a word line of the
plurality of word lines simultaneously with one or more
of the marking memory cells associated with the word
line.



US 2018/0151244 Al

7. The memory circuit of claim 1, further comprising:

a plurality of sense amplifiers,

wherein the one or more memory cells coupled to a word
line are coupled to a first sense amplifier of the plurality
of sense amplifiers, while the one or more of the
marking memory cells associated with the word line are
coupled to a further sense amplifier of the plurality of
sense amplifiers.

8. A method of operating the memory circuit of claim 2,

comprising:

reading one or more memory cells of the plurality of
memory cells coupled to a word line of the plurality of
word lines; and

reading one or more of the marking memory cells asso-
ciated with the word line.

9. The method of claim 8,

wherein the reading one or more memory cells and the
reading one or more of the marking memory cells is
executed simultaneously.

10. The method of claim 8, further comprising:

before the reading one or more memory cells and before
the reading one or more of the marking memory cells,
writing to the one or more memory cells.

11. The method of claim 8, further comprising:

before the reading one or more memory cells and before
the reading one or more of the marking memory cells,
erasing the one or more memory cells.

12. The method of claim 8, further comprising:

after the reading one or more memory cells and after the
reading one or more of the marking memory cells,
checking that data read from the memory cells originate
from the one or more memory cells coupled to the word
line using information read from the marking memory
cells and the code.

13. The method of claim 8, further comprising:

writing to at least one of the marking memory cells except
the set marking memory cells, thereby invalidating a
data content of the associated word line.

14. A memory circuit, comprising:

a plurality of electrically programmable memory cells
arranged in an electrically programmable non-volatile
memory cell array along a plurality of rows and a
plurality of columns;

a plurality of word lines, each word line coupled with one
or more memory cells of the plurality of memory cells;

a plurality of electrically programmable non-volatile
marking memory cells;

wherein each word line is associated with one or more
marking memory cells of the plurality of marking
memory cells;

wherein one or more marking memory cells in the mark-
ing memory cell array are in a known memory state,
wherein the marking memory cells form a code con-
figured to identify the associated word line of respec-
tive one or more marking memory cells in the known
memory state, and

wherein the memory circuit is configured to read, for each
of the word lines, at least one memory cell of the one
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or more memory cells simultaneously with at least one
marking memory cell of the one or more marking
memory cells.

15. The memory circuit of claim 14,

wherein the at least one memory cell comprises a data
portion of the at least one memory cell and a further
data portion of the at least one memory cell;

wherein the at least one marking memory cell comprises
a marking portion of the at least one marking memory
cell and a further marking portion of the at least one
marking memory cell;

wherein the memory circuit is configured to read, for each
of the word lines, the data portion simultaneously with
the further marking portion, and to read the further data
portion simultaneously with the marking portion.

16. The memory circuit of claim 14, further comprising:

at least two sense amplifiers, wherein a first sense ampli-
fier of the at least two sense amplifiers is connected to
the at least one memory cell and a second sense
amplifier of the at least two sense amplifiers is con-
nected to the at least one marking memory cell.

17. The memory circuit of claim 15, further comprising:

at least two sense amplifiers, wherein a first sense ampli-
fier of the at least two sense amplifiers is connected to
the data portion and to the marking portion, and a
second sense amplifier of the at least two sense ampli-
fiers is connected to the further data portion and to the
further marking portion.

18. The memory circuit of claim 14,

wherein at least one marking memory cell of the one or
more marking memory cells in the marking memory
cell array that are in a known memory state is in a
non-changeable memory state.

19. A method of operating the memory circuit of claim 14,

comprising:

reading at least one memory cell of the one or more
memory cells coupled to a word line of the plurality of
word lines simultaneously with at least one marking
memory cell of the one or more marking memory cells
associated with the word line.

20. The method of claim 19, further comprising:

before the reading one or more memory cells and before
the reading one or more of the marking memory cells,
writing to the one or more memory cells.

21. The method of claim 19, further comprising:

before the reading one or more memory cells and before
the reading one or more of the marking memory cells,
erasing the one or more memory cells.

22. The method of claim 19, further comprising:

after the reading one or more memory cells and after the
reading one or more of the marking memory cells,
checking that data read from the memory cells originate
from the one or more memory cells coupled to the word
line using information read from the marking memory
cells and the code.
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