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(57) ABSTRACT

A computer sends a request to an authorization source to
access a resource and includes its own location information.
The computer receives a reply that includes the unencrypted
location information of the computer and the resource
encrypted such thata decryption key of the computer decrypts
the encrypted resource. The entire reply is encrypted such that
a decryption key of a third-party computer can decrypt the
reply. The computer sends the encrypted reply to the third-
party computer, and the reply is decrypted and returned to the
computer if a distance between the computer and the third-
party computer fulfills a proximity condition, as determined
by the location of the computers.
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SECURE ACCESS USING LOCATION-BASED
ENCRYPTED AUTHORIZATION

FIELD OF THE INVENTION

[0001] The present invention relates generally to authori-
zation based on location and more particularly to authoriza-
tion based on the relative proximity of two or more authenti-
cating computing devices.

BACKGROUND OF THE INVENTION

[0002] Methods and techniques are known for digital
authentication, which includes use of a Public Key Infrastruc-
ture for encryption, decryption and authentication. For autho-
rization of sensitive tasks, or requests for access to sensitive
materials, granting access requires consideration of authen-
ticating the identity of the requestor and confirmation of the
authority of the requestor to have access to the requested
resource or to perform a requested task. It may be necessary
to have additional authorizing entities concur with authoriz-
ing access. A known example of this is the two-key system
required to access the contents of a safety deposit box in bank
vaults. Other scenarios may include authentication to access
arestricted database, access to sensitive or secure documents,
or initiating or discontinuing a program or event that is under
control of a computing device.

[0003] Accesstoaresource may require authorization from
asource in a specified location, or may require the authorizing
entity to be at a specified location. This may be to ensure that
the requested information would be received at a known and
protected environment, or to ensure that the resource is not
requested under threat or intimidation.

[0004] Existing solutions to scenarios such as those men-
tioned above present significant security exposure if the
specified location information is discovered, or if dedicated
hardware is compromised. Depending upon a specified loca-
tion as a component of authorization can greatly limit the
flexibility of secure authorization implementations, as most
future needs cannot be foreseen.

SUMMARY

[0005] Embodiments of the present invention disclose a
method, computer program product, and system for location-
based authorization to access a resource. A first computer
sends to a second computer, a request to access a resource, in
which the request includes location information of the first
computer. The first computer receives a reply from the second
computer, the reply including unencrypted location informa-
tion of the first computer and the resource that is encrypted
such that a decryption key of the first computer decrypts the
encrypted resource, and the reply is encrypted such that a
decryption key of a third computer decrypts the reply. The
first computer sends the reply to the third computer, and the
third computer includes location information of the third
computer and is configured to decrypt the reply, revealing the
location information of the first computer and the encrypted
resource, and the first computer receives the encrypted
resource from the third computer, in response to the third
computer determining a distance between the first computer
and the third computer fulfills a proximity condition.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0006] FIG. 1 is a functional block diagram illustrating an
authorization environment of distributed computing devices,
in accordance with an embodiment of the present invention.
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[0007] FIG. 2 is a block transaction diagram depicting
transaction steps of a location-based authorization program
within the authorization environment of FIG. 1, in accordance
with an embodiment of the present invention.

[0008] FIG. 3isablock transaction diagram further depict-
ing transaction steps of a location-based authorization pro-
gram within the authorization environment of FIG. 1, in
accordance with an embodiment of the present invention.
[0009] FIG. 4is a block transaction diagram further depict-
ing transaction steps of a location-based authorization pro-
gram within the authorization environment of FIG. 1, in
accordance with an embodiment of the present invention.
[0010] FIG. 5 is aflowchart depicting the steps of a location
based authorization and encryption program, in accordance
with an embodiment of the present invention.

[0011] FIG. 6 is a flowchart depicting the steps of an alter-
nate location-based authorization program, in accordance
with an embodiment of the present invention.

[0012] FIG. 7 is a flowchart depicting the steps of an alter-
nate location-based authorization program, in accordance
with an embodiment of the present invention.

[0013] FIG. 8 is a block diagram of the computing devices
executing the transaction and program steps, in accordance
with an embodiment of the present invention.

DETAILED DESCRIPTION

[0014] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “mod-
ule” or “system.” Furthermore, aspects of the present inven-
tion may take the form of a computer program product
embodied in one or more computer-readable medium(s) hav-
ing computer readable program code/instructions embodied
thereon.

[0015] Any combination of computer-readable media may
be utilized. Computer-readable media may be a computer-
readable non-transitory medium or a computer-readable non-
transitory storage medium. A computer-readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of a computer-readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer-readable non-transitory storage medium may be
any tangible medium that can contain, or store a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0016] Program code embodied on a computer-readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
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[0017] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on a user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer, or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0018] Aspects of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0019] These computer program instructions may also be
stored in a computer-readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer-readable medium produce
an article of manufacture including instructions, which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

[0020] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer-imple-
mented process such that the instructions, which execute on
the computer or other programmable apparatus, provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0021] The present invention will now be described in
detail with reference to the Figures. FIG. 1 is a functional
block diagram illustrating authorization environment 100, in
accordance with an embodiment of the present invention.
Authorization environment 100 includes server computer
110, task 190, and client computers 120, 130, and 140, all
interconnected over network 150. Although the exemplary
embodiment of FIG. 1 shows three client computers, other
embodiments may include generally two or more client com-
puters.

[0022] Network 150 can be, for example, a local area net-
work (LAN), a wide area network (WAN) such as the Inter-
net, or a combination of the two, and can include wired or
wireless connections. In general, network 150 can be any
combination of connections and protocols that will support
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communications via suitable channels between client com-
puters 120, 130, and 140, server computer 110 and task 190,
in accordance with an embodiment of the present invention.

[0023] Authorization environment 100 is a distributed
computing environment in which a server, such as server
computer 110, functions to receive requests for access autho-
rization and to initiate authorizing activity. Access authoriza-
tion may include, but is not limited to, access to resources,
access to secure areas, and performance of an activity con-
trolled by a computing device, such as server computer 110.

[0024] Server computer 110 includes location-based
authorization program 200. Server computer 110 receives
requests for authorization from client computers within
authorization environment 100, and uses location-based
authorization program 200 to acquire the location informa-
tion of the requesting client computer, and one or more addi-
tional client computers, to determine authorization. In one
embodiment, location-based authorization program 200 uses
the client computer location to add additional encryption
security. Server computer 110, running location-based autho-
rization program 200, receives requests for authorization,
sends messages requesting information or messages includ-
ing encrypted resources and instructions, determines if autho-
rization requirements are fulfilled and, when fulfilled,
approves authorization requests.

[0025] Client computers 120, 130, and 140 submit autho-
rization requests to server computer 110, or participate in
authorization processes. One or more client computers, for
example client computer 130, may receive information
requests from server computer 110 associated with an autho-
rization request from another client computer. Client comput-
ers responding to information requests from server computer
110 include location information, such as the location infor-
mation of client computer 130 included in a response from
client computer 130, to a request from server computer 110.

[0026] Invarious embodiments, client computers 120, 130,
and 140, and server computer 110, can each be a laptop,
tablet, or netbook personal computer (PC), a desktop com-
puter, a personal digital assistant (PDA), a smart phone, a
mainframe computer, or a networked server computer. Fur-
ther, server computer 110 can be computing systems utilizing
clustered computers and components to act as single pools of
seamless resources when accessed through network 150, or
can represent one or more cloud computing datacenters. In
general, each of server computer 110, client computer 120,
client computer 130, and client computer 140 can be any
programmable electronic device as described in further detail
with respect to FIG. 8.

[0027] Client computers 120, 130, and 140 include location
devices LD 115, LD 117, and LD 119, respectively. Location
devices 115, 117, and 119 may be, for example, satellite-
based navigation system chipsets that determine location
from the Global Positioning System (GPS), which is a satel-
lite-based navigation system maintained by the U.S. Depart-
ment of Defense. In other embodiments the location devices
115, 117 or 119 may be a locally connected cell phone with
satellite-based navigation system capability, or any device,
program or combination of both, that can determine and
provide information about the location of client computers
120, 130, and 140. In yet other embodiments, client comput-
ers 120, 130, and 140 may include more than one location
device such that location information of client computer 120,
for example, as determined by one location device, such as
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LD 115, may be verified by an additional location device (not
shown) associated with client computer 120.

[0028] Client computers 120, 130, and 140 include loca-
tions 126, 136, and 146, respectively. Locations 126, 136, and
146 represent the physical location of the respective client
computers, as determined by the respective location devices
115, 117, and 119. Locations 126, 136, and 146 may be
represented as coordinates, such as latitude and longitude, or
may be represented by a distance and direction from a desig-
nated reference point, or may be represented in some other
manner of distinct location. Locations 126, 136, and 146 may
be determined by a first location device and verified by a
second location device. The location information of a client
computer, derived, for example, from location 126, 136 or
146, may be scaled to represent an area of a designated size,
which can be set as a larger or smaller area to match a prede-
termined proximity condition or proximity condition for an
authorization policy.

[0029] Inthe exemplary embodiment of FIG. 1, task 190 is
an activity requiring authorization by server computer 110,
prior to the activity being initiated. Task 190 may be, for
example, opening an entrance to a secure area, initiation or
termination of a program, or initiation or termination of a
hardware device. In general, task 190 is identified in an autho-
rization request from a client computer within authorization
environment 100 and can be any activity that requires autho-
rization and is controlled by another computing device, such
as server computer 110 for example, by direct connection or
through connection to network 150.

[0030] Location-based authorization program 200 includes
program modules: location proximity module 210, cascading
verification module 220, and proximity encryption module
230, the operations of which will be explained in more detail
with respectto FIGS. 2, 3,4, 5, 6, and 7. Server computer 110
also includes resource 180, having access controlled by loca-
tion-based authorization program 200 operating on server
computer 110. Resource 180 represents a secure or restricted
resource that can only be accessed with approved authoriza-
tion. Resource 180 may be, but is not limited to, one or more
or combinations of: digitized files, folders, pictures, media
files, databases, passwords, and programs. Resource 180 can
be downloaded or included in an electronic message to a
client computer if approved by a computer securely control-
ling resource 180, or a computer acting on behalf of and under
the direction of a computer securely controlling resource 180,
such as sever computer 110. Resource 180 may be stored on
a computer-readable storage media such as tangible storage
device 818, (FIG. 8), which may be an internal component of
server computer 110, or an external peripheral device con-
nected to server computer 110, or it may be stored on a storage
device accessible to server computer 110 via network 150.
Access to resource 180 requires predetermined authorization
requirements be fulfilled.

[0031] In apreferred embodiment, location-based authori-
zation program 200 approves or rejects received requests for
authorization to access resource 180, by analyzing the rela-
tive proximity of the location of the requesting client com-
puter and the location of one or more additional client com-
puters. In a preferred embodiment, proximity conditions and
the timeframe of a response are predetermined parameters set
as part of an established authorization policy that location-
based authorization program 200 supports and enforces. In
various embodiments, the locations of client computers may
be stationary, or may change from one access request trans-
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action to another. Location proximity may refer to geographi-
cal location, relative location (within defined areas), or may
refer to a computing device connection to a particular physi-
cal network node, subnet, wireless network node, router, cell-
phone tower, or other connection point that can be identified
and referred to as a location. Similarly, distances between
locations may be determined as a straight line or Euclidean
calculations, or distances between locations may be deter-
mined as two points on the surface of a sphere when great
circle distances are used for calculations.

[0032] Location proximity module 210 receives a request
for authorization that includes location information from a
first client computer and sends a request for location infor-
mation to a second client computer. Location proximity mod-
ule 210 determines the proximity of the two client computer
locations, and if the locations fulfill a predetermined proxim-
ity authorization policy, the request is approved.

[0033] Cascading verification module 220 responds to a
first client computer request for authorization to access a
secure resource by: encrypting the requested resource so that
only the first client computer can decrypt it, adding the loca-
tion of the first client computer, such as client computer 120,
and encrypting the entire message so that it can be decrypted
by a key known only to a second client computer, such as
client computer 130. The second client computer decrypts the
message revealing the location information of the first client
computer, which the second client computer compares to its
location information. If the proximity of locations fulfills the
requirements of a predetermined proximity authorization
policy, then the encrypted resource is sent to the requesting
client computer, and the requesting client computer decrypts
the resource and gains access.

[0034] Proximity encryption module 230 performs autho-
rization transaction steps involving third party delivery of'the
requested resource, similar to that of cascading verification
module 220, however, proximity encryption module 230 uses
an encryption key, based on the location information of the
requesting client computer, and a second client computer to
further secure transaction messages between the server com-
puter and client computers.

[0035] Ina preferred embodiment of the present invention,
the request and authorization messages exchanged within
authorization environment 100 by client computers, such as
client computers 120, 130, and 140, and a server computer,
such as server computer 110, are encrypted and decrypted
using public keys and private keys. The public and private
keys of each computing device are uniquely paired and used
in the asymmetric encryption and decryption of messages,
and the authentication of digital signatures between computer
entities.

[0036] FIGS. 2, 3, and 4 illustrate the transaction steps of
the modules of location-based authorization program 200.
FIG. 2 is a transaction block diagram illustrating the transac-
tions steps of location proximity module 210 within authori-
zation environment 100 of FIG. 1, in accordance to an
embodiment of the present invention. In the embodiment,
server computer 110 maintains control over access to
resource 180.

[0037] In an exemplary embodiment, client computer 120
sends an authorization request A, to location proximity mod-
ule 210 operating on server computer 110. The request is for
access to resource 180, and includes location information 126
of’client computer 120, as determined by location device 115.
In various embodiments of the present invention, authoriza-
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tionrequest A may be made using a preformatted form; it may
be generated based on a user selection from a listing of
resources or other means by which location proximity mod-
ule 210 can receive and interpret the request; or the request
may be input manually by a user of client computer 120 and
interpreted manually by a user of server computer 110.

[0038] Location proximity module 210 processes authori-
zation request A by creating and transmitting a message B, to
client computer 130, which requests the location information
of client computer 130. Client computer 130 receives mes-
sage B and transmits location 136, as determined by location
device 117, to location proximity module 210, included in
response message C. Location proximity module 210 deter-
mines the proximity of the locations of client computers 120
and 130 by calculating the distance between location 126 and
location 136. If the proximity condition for authorization is
fulfilled, then location proximity module 210 approves autho-
rization request A, retrieves resource 180, and includes the
resource in an authorization reply D, which is sent to client
computer 120.

[0039] FIG. 3 is atransaction block diagram illustrating the
transaction steps between client and server computers for
program module cascading verification module 220 in accor-
dance to an exemplary embodiment of the present invention.

[0040] Client computer 120 sends an authorization request
A to cascading verification module 220, for access to resource
180, and the request includes location 126. Cascading verifi-
cation module 220 processes the request by encrypting
resource 180 so that the resource can be decrypted by the
private key of client computer 120, and adds location 126 as
unencrypted text to encrypted resource 180 in a message.
Cascading verification module 220 encrypts the entire mes-
sage such that decrypting the message requires the private key
of client computer 130. In one embodiment, the entire mes-
sage is encrypted again with the public key of a third client
computer, for example client computer 140, and the message
requires the private key unique to client computer 140 to
decrypt. Cascading verification module 220 sends the
encrypted message in a reply B, to client computer 120. Client
computer 120 cannot decrypt the message and forwards the
message C, to client computer 130. Client computer 130
cannot decrypt the message and forwards the message D, to
client computer 140. Client computers 140 is an optional,
additional, verification illustrated in FIG. 3, and in other
embodiments of the present invention, additional client com-
puters may be included in the authorization process, thus
offering a cascade of verification for the authorization pro-
cess.

[0041] Client computer 140 decrypts the message using its
private key, revealing an encrypted message E that is sent to
client computer 130. Client computer 130 decrypts the mes-
sage using its private key, to reveal location 126 as unen-
crypted text and encrypted resource 180 that client computer
130 cannot decrypt. Client computer 130 uses location 136 to
determine if the distance between location 126 and location
136 fulfills a predetermined proximity condition for authori-
zation. If the requirement is fulfilled, then client computer
130 forwards the message F, including encrypted resource
180, to client computer 120. Client computer 120 receives
and decrypts the message using its private key, revealing
access to resource 180.

[0042] FIG. 4is atransaction block diagram illustrating the
transactions steps of proximity encryption module 230,
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which includes location-based encryption and location-based
authorization for requests to access restricted resources.
[0043] Proximity encryption module 230 receives an
encrypted authorization request A from client computer 120,
for access to resource 180 and the request includes location
126. Proximity encryption module 230 authenticates that the
request is from client computer 120 and decrypts the request
using the private key of server computer 110. Proximity
encryption module 230 processes the request for authoriza-
tion by creating a message B to be sent to client computer 130.
Proximity encryption module 230 encrypts resource 180
using the public key of client computer 120 and using location
126 as the basis for creating an encryption key, encrypts
resource 180 again. In one embodiment, proximity encryp-
tion module 230 adds an unencrypted instruction for client
computer 130 to use location 136 as the basis for creating a
key to decrypt the message, and encrypts the entire message
again using the public key of client computer 130. In another
embodiment, client computer 130 uses location 136 as the
basis for creating a key to decrypt the message as a matter of
established practice or policy. Proximity encryption module
230 sends the encrypted message B to client computer 130.
[0044] Client computer 130 receives the encrypted mes-
sage, authenticates that it is from server computer 110, and
decrypts the message using the private key of client computer
130, thus revealing the instruction to use location 136 as the
basis for creating a key to decrypt the message further. Client
computer 130 uses location 136 as the basis for creating a key
and decrypts the message and sends the decrypted message to
client 120. If the decryption by client computer 130 was
successful, the private key of client computer 120 decrypts
resource 180. If the decryption by client computer 130 was
unsuccessful, the private key of client computer 120 will be
unable to decrypt resource 180 and client computer 120 does
not obtain access to resource 180.

[0045] Proximity encryption module 230 does not require
client computers 120 and 130 to know each other’s location,
however, it may require the locations to be scaled to an area
such that locations residing within the same scaled area are
considered by proximity encryption module 230 to be the
same location.

[0046] FIG. 5 is a flowchart depicting the transaction steps
of location proximity module 210 in accordance with an
embodiment of the present invention. Location proximity
module 210 receives a request from a first client computer
(step 510), such as client computer 120, as depicted in the
transaction diagram of FIG. 2. The request is for authorization
to access a resource, such as resource 180, and includes the
location of the first client computer, such as client computer
120, for example. Location proximity module 210 verifies the
authenticity of the request from the first client computer, for
example, by using the public key of client computer 120, and
obtains the location information of client computer 120,
which is location 126 (step 515).

[0047] Location proximity module 210 creates a message
requesting the location information of a second client com-
puter and sends the message to the second client computer
(step 520), such as client computer 130. If location proximity
module 210 receives a reply message from the second client
computer (step 525, “yes” branch), location proximity mod-
ule 210 authenticates the reply, and obtains the location infor-
mation of the second client computer (step 530). For example,
location proximity module 210 authenticates the reply from
client computer 130 by using the public key of client com-
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puter 130 and receives location 136. If no reply is received
from the second client computer, for example client computer
130, within a predetermined amount of time (step 525, “no”
branch), location proximity module 210 rejects the request
for authorization (step 550) and processing ends.

[0048] Having received and authenticated the location
information of the first and second client computers, such as
locations 126 and 136, location proximity module 210 deter-
mines the distance between locations 126 and 136 (step 535).
If the distance between locations 126 and 136 fulfills the
proximity conditions previously determined for the authori-
zation policy, location proximity module 210 approves the
authorization request (step 540, “yes” branch). Location
proximity module 210 retrieves and includes the requested
resource in a message and sends the message to the first client
computer (step 545) and processing ends. For example, loca-
tion proximity module 210 includes resource 180 in a mes-
sage and sends the message to client computer 120. The
operation of location proximity module 210 ends once the
requested resource has been approved, and in this example,
delivered.

[0049] If location proximity module 210 determines that
the distance between the locations of the first and second
client computers, such as client computers 120 and 130, does
not fulfill the requirements previously determined for the
authorization policy (step 540, “no” branch), then location
proximity module 210 rejects the request (step 550), and the
operation of location proximity module 210 ends.

[0050] FIG. 6 is a flowchart depicting the transaction steps
of cascading verification module 220, in accordance to an
exemplary embodiment of the present invention. Cascading
verification module 220 receives a request for authorization
from a first client computer (step 610), such as client com-
puter 120, as depicted in the transaction diagram of FIG. 3, to
access a secure resource, such as resource 180. Cascading
verification module 220 verifies the authenticity of the
request and obtains the location information of the first client
computer (step 615). For example, cascading verification
module 220 uses the public key of client computer 120 to
authenticate the request and obtain location 126.

[0051] Cascading verification module 220 responds to the
request from client computer 120 by encrypting resource 180
using the public key of client computer 120, such that the
private key of client computer 120 is required to decrypt
resource 180. Additionally, cascading verification module
220 adds the unencrypted location information of the first
client computer, such as location 126, to the reply message
(step 620). Cascading verification 220 encrypts the entire
reply message using the public key of a second client com-
puter, such as client computer 130, such that the private key of
client computer 130 is required to decrypt the message (step
625). Cascading verification module 220 can optionally
include additional client computers as part of a sequence of
reviewers for authorization and thus create a cascade of veri-
fications for the authorization process, as shown in FIG. 3. For
exemplary purposes, the flowchart in FIG. 6 illustrates pro-
cess steps of cascading verification 220 that includes only a
second client computer.

[0052] Cascading verification module 220 sends the
encrypted message that includes encrypted resource 180 and
the location of client computer 120, to client computer 130
(step 630). Alternatively, the encrypted message may be sent
as a reply from cascading verification module 220 to the
requesting client computer, for example client computer 120.
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Client computer 120 is unable to decrypt the message, and
forwards the message to client computer 130, following a
previously implemented protocol. After the encrypted mes-
sage including encrypted resource 180 and location 126 is
sent in step 630, processing of cascading verification module
220 ends.

[0053] The second client computer receives the encrypted
message sent from cascading verification 220, decrypts the
message using its private key, revealing the location informa-
tion of the first client computer. The second client computer
determines the distance between the first and second client
computers and if the distance fulfills the previously deter-
mined authorization requirements then the second client
computer sends the encrypted resource in a message, to the
first client computer. The first client computer decrypts the
resource and has access to the requested resource.

[0054] Forexample, client computer 130 decrypts the mes-
sage using its private key, revealing encrypted resource 180
and location 126 of client computer 120. Client computer 130
uses its own location information, location 136, and deter-
mines the distance between locations 126 and 136. Client
computer 130 determines if the distance between locations
126 and 136 fulfills predetermined authorization require-
ments, and if so, sends encrypted resource 180 to client com-
puter 120. Client computer 120 decrypts the encrypted
resource using its private key, and has access to the resource
180.

[0055] If, alternatively, the proximity ofthe first and second
client computers, such as client computers 120 and 130, for
example, are determined to not fulfill the predefined require-
ments for authorization, then client computer 130 does not
forward encrypted resource 180 to client computer 120.
[0056] FIG. 7 is a flowchart depicting the transaction steps
of proximity encryption module 230, in accordance to an
exemplary embodiment of the present invention. Proximity
encryption module 230 uses the location information of a first
and second client computer as the basis of creating an encryp-
tion key and a decryption key, respectively. The compatibility
of'the encryption and decryption keys depends on the firstand
second client computers having the same location. Embodi-
ments of the present invention may use a predetermined scal-
ing factor that defines an area as a location, such that two or
more computers positioned within the area are considered to
be at the same location. Different implementations may vary
the scaling to match the proximity conditions of a predeter-
mined authorization policy.

[0057] Proximity encryption module 230 receives a request
from a first client computer, for example client computer 120
(step 710), requesting authorization to access a secured
resource, such as resource 180, as depicted in the transaction
diagram of FIG. 4. Proximity encryption module 230 authen-
ticates the request and obtains the location information of the
first client computer, such as location 126, for example, which
is included in the request (step 715).

[0058] Proximity encryption module 230 responds by pre-
paring a message for a second client computer, such as client
computer 130, which includes requested resource 180
encrypted with the public key of client computer 120 (step
720). Proximity encryption module 230 uses location 126 of
the first client computer, as a basis of an encryption key and
encrypts the entire message using this key (step 725). Prox-
imity encryption module 230 may add an instruction in plain
text for client computer 130 to use its own location informa-
tion, location 136, as the basis of a key to further decrypt the



US 2015/0163226 Al

message. Proximity encryption module 230 encrypts the
entire message, including the twice-encrypted resource 180
and the plain text instruction, so that only the private key of
client computer 130 can decrypt the message. Proximity
encryption module 230 sends the encrypted message to client
computer 130 (step 730), and ends.

[0059] Theencrypted message sent from proximity encryp-
tion module 230 is received by the second client computer,
client computer 130, and is authenticated and decrypted using
the private key of client computer 130. The first decryption
reveals another encryption and may include an instruction for
client computer 130 to use its own location information as the
basis of a key to decrypt the message further. Client computer
130 decrypts the message further using its own location as the
basis of a decryption key. The decryption reveals the
encrypted resource and client computer 130 forwards the
encrypted resource to the first client computer.

[0060] For example, client computer 130 receives the
encrypted message, authenticates it, and decrypts the mes-
sage using its private key, revealing the instruction to use
location 136 as the basis of a key to further decrypt the
message. Client computer 130 decrypts the message using a
key based on location 136, revealing encrypted resource 180
that requires the private key of client computer 120 to decrypt.
If the message is successtully decrypted by client computer
130 using a key based on location 136, encrypted resource
180 can be successfully decrypted by the private key of client
computer 120. Iflocation 136 of client computer 130 does not
successfully decrypt the message, client computer 120, will
not be able to complete the final decryption and will not have
access to the requested resource. Client computer 130 for-
wards encrypted resource 180 to client computer 120. If the
locations 126 and 136 are considered the same, the message is
successfully decrypted by client computer 130 and sent to
client computer 120 as an approved request, such that client
computer 120 can decrypt and access resource 180.

[0061] In another embodiment, as an alternative to the two
client computers having the “same” location, proximity
encryption module 230 can be configured to use the calcu-
lated distance between the locations as a basis of creating a
key to encrypt or decrypt content within a message, such that
the calculated distance must fulfill a distance or area of sepa-
ration matching a predetermined requirement for authoriza-
tion.

[0062] Inyetanother embodiment, after receiving a request
for access to a restricted resource from the first client com-
puter, for example client computer 120, proximity encryption
module 230 requests the location of the second client com-
puter, for example, location 136 of client computer 130.
Receiving location 136, from client computer 130, proximity
encryption module 230 uses location 136 as the basis of an
encryption key and encrypts the requested resource, for
example resource 180. Proximity encryption module 230
adds instruction for client computer 120 to use its own loca-
tion, location 126, for example, as the basis of'a key to decrypt
resource 180, and sends the encrypted message in a reply to
client computer 120. If locations 136 and 126 are effectively
the same location for creating encryption and decryption
keys, respectively, client computer 120 successfully decrypts
resource 180 and obtains access. If locations 126 and 136 are
not effectively the same location used as a basis of creating
encryption and decryption keys, respectively, then client
computer 120 cannot successfully decrypt resource 180.
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[0063] There are many possible alternatives and variations
to the ideas presented in the described embodiments. Files or
other digital material may be stored external to server com-
puter 110 and may require server computer 110 to provide the
granting of authorization through a different computer to
execute, for example. Determination of the proximity condi-
tions being fulfilled may be done by server computer 110, a
second client computer or a different computer, however ful-
filling the location proximity is required to approve the autho-
rization.

[0064] FIG. 8 depicts a block diagram of various compo-
nents of server computer 110, client computer 120, client
computer 130 and client computer 140, in accordance with an
illustrative embodiment of the present invention. It should be
appreciated that FIG. 8 provides only an illustration of one
implementation and does not imply any limitations with
regard to the environments in which different embodiments
may be implemented. Many modifications to the depicted
environment may be made.

[0065] Data processing system 800 is representative of any
electronic device capable of executing machine-readable pro-
gram instructions. Data processing system 800 may be rep-
resentative of a smart phone, a computer system, PDA, or
other electronic devices. Examples of computing systems,
environments, and/or configurations that may represented by
data processing system 800 include, but are not limited to,
personal computer systems, server computer systems, thin
clients, thick clients, hand-held or laptop devices, multipro-
cessor systems, microprocessor-based systems, network PCs,
minicomputer systems, and distributed cloud computing
environments that include any of the above systems or
devices.

[0066] Server computer 110, and client computers 120,
130, and 140 include respective sets of internal and external
components 800 a, b, ¢, and d, illustrated in FIG. 8. Each of
the sets of components 800 a, b, ¢, and d includes one or more
processors 810, one or more computer-readable RAMs 812
and one or more computer-readable ROMs 814 on one or
more buses 816, and one or more operating systems 830, and
one or more computer-readable tangible storage devices 818.
The one or more operating systems 830 and location-based
authorization program 200 includes the program modules
location proximity module 210, cascading verification mod-
ule 220 and proximity encryption module 230, which can be
stored in tangible storage device(s) 818 for execution by one
or more of the respective computer processors 810 via one or
more respective RAMs 812 (which typically include cache
memory). Inthe embodiment illustrated in FIG. 8, each of the
computer-readable tangible storage devices 818 is a magnetic
disk storage device of an internal hard drive. Alternatively,
each of the computer-readable tangible storage devices 818 is
a semiconductor storage device such as ROM 814, EPROM,
flash memory or any other computer-readable tangible stor-
age device that can store a computer program and digital
information.

[0067] Each set of internal components 800 a, b, ¢, and d
also includes a R/W drive or interface 822 to read from and
write to one or more portable computer-readable tangible
storage devices 860 such as a CD-ROM, DVD, memory stick,
magnetic tape, magnetic disk, optical disk or semiconductor
storage device. Location-based authorization program 200
includes the program modules location proximity module
210, cascading verification module 220 and proximity
encryption module 230, can be stored on one or more of
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portable computer-readable tangible storage devices 860,
read via R/W drive or interface 822 and loaded into tangible
storage device(s) 818.

[0068] Each set of internal components 800 a, b, ¢, and d
also includes network adapters or interfaces 820 such as a
TCP/IP adapter cards, wireless wi-fi interface cards, or 3G or
4G wireless interface cards or other wired or wireless com-
munication links. Location-based authorization program
200, which includes the program modules location proximity
module 210, cascading verification module 220, and proxim-
ity encryption module 230, can be downloaded from an exter-
nal computer via a network (for example, the Internet, a local
area network or other, wide area network) and network
adapter or interface 820. From the network adapter or inter-
face 820, location-based authorization program 200, which
includes the program modules location proximity module
210, cascading verification module 220, and proximity
encryption module 230, are loaded into tangible storage
device(s) 818. The network may comprise copper wires, opti-
cal fibers, wireless transmission, routers, firewalls, switches,
gateway computers and/or edge servers.

[0069] Each of the sets of internal components 800 a, b, ¢,
and d also includes device drivers 824 to interface with input
and output devices. The input and output devices can include
a computer display monitor 826, a keyboard 840, a keypad, a
touch screen, a computer mouse 844, and/or some other suit-
able input device. Device drivers 824 also interface with
location device 870, which provides location information to
location-based authorization program 200, residing in tan-
gible storage device 818 or optionally in portable tangible
storage device 860. The device drivers 824, R/W drive or
interface 822 and network adapter or interface 820 comprise
hardware and software (stored in tangible storage device 818
and/or ROM 814).

[0070] The programs described herein are identified based
upon the application for which they are implemented in a
specific embodiment of the invention. However, it should be
appreciated that any particular program nomenclature herein
is used merely for convenience, and thus the invention should
not be limited to use solely in any specific application iden-
tified and/or implied by such nomenclature.

[0071] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

What is claimed is:

1. A method for authorizing access to a resource, the
method comprising:
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a first computer, sending to a second computer, a request to
access a resource, wherein the request includes location
information of the first computer;

the first computer receiving a reply from the second com-
puter, the reply including unencrypted location informa-
tion of the first computer and the resource that is
encrypted, such that a decryption key of the first com-
puter decrypts the encrypted resource, and wherein the
reply is encrypted such that a decryption key of a third
computer decrypts the reply;

the first computer sending the reply to the third computer,
wherein the third computer includes location informa-
tion of the third computer and is configured to decrypt
the reply, revealing the location information of the first
computer and the encrypted resource; and

the first computer receiving the encrypted resource from
the third computer, in response to the third computer
determining a distance between the first computer and
the third computer fulfills a proximity condition.

2. The method of claim 1, wherein the decryption key of the
first computer is a private key of the first computer, an encryp-
tion key of the resource is a public key of the first computer,
the decryption key of the third computer is a private key of the
third computer, and an encryption key of the reply is a public
key of the third computer.

3. The method of claim 1, wherein the decryption key of the
resource is based on the location of the first computer, and the
decryption key of the reply is based on the location of the third
computer.

4. The method of claim 1, wherein fulfilling the proximity
condition includes compliance to a predetermined parameter
of distance between the second computer and the third com-
puter.

5. The method of claim 4, wherein the predetermined
parameter of distance between the second computer and the
third computer is greater than a specified minimum distance,
less than a specified maximum distance, or considered to be a
same location.

6. The method of claim 1, wherein the resource further
comprises one or a combination of: digitized media, opera-
tion of a computer-readable program, operation of a device,
operation of a switch, operation of a lock.
7. A computer program product for authorizing access to a
resource, the computer program product comprising:
a computer-readable non-transitory storage medium hav-
ing program instructions embodied therewith, wherein
the program instructions are executable by a computer
processor, the program instructions comprising:
program instructions to send a request to access a
resource to a second computer, wherein the request
includes location information of a first computer;

program instructions to receive a reply from the second
computer, the reply including unencrypted location
information of the first computer and the resource that
is encrypted such that a decryption key of the first
computer decrypts the encrypted resource, and
wherein the reply is encrypted such that a decryption
key of a third computer decrypts the reply;

program instructions to send the reply to the third com-
puter, wherein the third computer includes location
information of the third computer and is configured to
decrypt the reply, revealing the location information
of' the first computer and the encrypted resource; and
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program instructions to receive the encrypted resource
from the third computer, in response to the third com-
puter determining a distance between the first com-
puter and the third computer fulfills a proximity con-
dition.

8. The computer program product of claim 7, wherein the
decryption key of the first computer is a private key of the first
computer, an encryption key of the resource is a public key of
the first computer, the decryption key of the third computer is
a private key of the third computer, and an encryption key of
the reply is a public key of the third computer.

9. The computer program product of claim 7, wherein the
decryption key of the resource is based on the location of the
first computer, and the decryption key of the reply is based on
the location of the third computer.

10. The computer program product of claim 7, wherein
fulfilling the proximity condition includes compliance to a
predetermined parameter of distance between the second
computer and the third computer.

11. The computer program product of claim 10, wherein
the predetermined parameter of distance between the second
computer and the third computer is greater than a specified
minimum distance, less than a specified maximum distance,
or considered to be a same location.

12. The computer program product of claim 7, wherein the
resource further comprises one or a combination of: digitized
media, operation of a computer-readable program, operation
of a device, operation of a switch, operation of a lock.

13. A computer system for authorizing access to aresource,
the computer system comprising:

one or more computer processors;

one or more computer-readable non-transitory storage

media;

program instructions stored on the computer-readable non-

transitory storage media for execution by at least one of

the one or more processors, the program instructions

comprising:

program instructions to send a request to access a
resource to a second computer, wherein the request
includes location information of a first computer;
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program instructions to receive a reply from the second
computer, the reply including unencrypted location
information of the first computer and the resource that
is encrypted such that a decryption key of the first
computer decrypts the encrypted resource, and
wherein the reply is encrypted such that a decryption
key of a third computer decrypts the reply;

program instructions to send the reply to the third com-
puter, wherein the third computer includes location
information of the third computer and is configured to
decrypt the reply, revealing the location information
of' the first computer and the encrypted resource; and

program instructions to receive the encrypted resource
from the third computer, in response to the third com-
puter determining a distance between the first com-
puter and the third computer fulfills a proximity con-
dition.

14. The computer system of claim 13, wherein the decryp-
tion key of the first computer is a private key of the first
computer, an encryption key of the resource is a public key of
the first computer, the decryption key of the third computer is
a private key of the third computer, and an encryption key of
the reply is a public key of the third computer.

15. The computer system of claim 13, wherein the decryp-
tion key of the resource is based on the location of the first
computer, and the decryption key of the reply is based on the
location of the third computer.

16. The computer system of claim 13, wherein fulfilling the
proximity condition includes compliance to a predetermined
parameter of distance between the second computer and the
third computer.

17. The computer system of claim 16, wherein the prede-
termined parameter of distance between the second computer
and the third computer is greater than a specified minimum
distance, less than a specified maximum distance, or consid-
ered to be a same location.

18. The computer system of claim 13, wherein the resource
further comprises one or combination of: digitized media,
operation of a computer-readable program, operation of a
device, operation of a switch, operation of a lock.
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