US 20160165620A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2016/0165620 A1

Dagen et al.

43) Pub. Date: Jun. 9, 2016

(54)

(71)

(72)

@
(22)

(86)

(60)

SYSTEMS AND METHODS FOR
INTEGRATED SECURITY ACCESS
CONTROL FOR VIDEO AND AUDIO
STREAMING

Applicant: LENEL SYSTEMS
INTERNATIONAL, INC., Pittsford,
NY (US)

Inventors: Justin Dagen, Pittsford, NY (US); Jason
Higley, East Rochester, NY (US)

Appl. No.: 14/908,649

PCT Filed: Jun. 17, 2014
PCT No.: PCT/US14/42692
§371 (o)D),

(2) Date: Jan. 29, 2016

Related U.S. Application Data

Provisional application No. 61/859,587, filed on Jul.

29, 2013.

200f

VU
0¢0¢0¢v¢vﬂ
OO

A

v
Q
\X

A
v

‘V

Publication Classification

(51) Int.CL
HO4W 72/10 (2006.01)
HO4L 29/06 (2006.01)
HO4W 4/02 (2006.01)
HO4L 29/08 (2006.01)
(52) US.CL
CPC oo HO4W 72/10 (2013.01); HO4L 67/10
(2013.01); HO4L 67/125 (2013.01); HO4L
65/4076 (2013.01); HO4W 4/02 (2013.01)
(57) ABSTRACT

A security server in a communication network determines a
number of available channels for a plurality of mobile devices
and allocates one channel of the available channels to one of
the mobile devices based on at least one priority parameter.
The security server further receives data including at least one
of'audio data and video data from the one mobile device over
the one channel and transmits the audio data and/or video data
to at least one different device configured to display the audio
data and/or video data.
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SYSTEMS AND METHODS FOR
INTEGRATED SECURITY ACCESS
CONTROL FOR VIDEO AND AUDIO
STREAMING

RELATED APPLICATIONS

[0001] This application claims the benefit of and priority to
U.S. Provisional Patent Application No. 61/859,587 filed Jul.
29, 2013, the contents of which are incorporated herein by
reference in their entirety.

BACKGROUND
[0002] 1. Field of the Invention
[0003] The present disclosure relates to security technolo-

gies, and more particularly, to security systems with stream-
ing video and/or audio.

[0004] 2. Description of the Related Art

[0005] Conventional security systems provide fixed, hard-
wired cameras integrated with enterprise access control plat-
forms for a given facility or site. However, such conventional
security systems typically include non-monitored or poorly
monitored areas (e.g., “dead zones”) that do not have video
coverage. Additionally, such conventional security systems
typically do not include audio recording coverage for a major-
ity of the facility due to prohibitive costs.

[0006] Security service professionals such as police offic-
ers that respond to emergencies at these facilities may have
specialized recording equipment (e.g., a dash mounted cam-
era), however such specialized recording equipment is typi-
cally limited in mobility (e.g., fixed to a vehicle dashboard)
and is traditionally not integrated with the conventional enter-
prise access control platforms of the particular facility or site.
[0007] Although such conventional security systems have
generally been considered satisfactory for their intended pur-
pose, there is still a need in the art for improved security
systems, methods and devices that allows for improved secu-
rity monitoring.

SUMMARY

[0008] According to certain embodiments of the present
invention, techniques described herein provide for an inte-
grated security server that determines a number of available
channels for a plurality of devices (e.g., mobile devices) in a
communication network and allocates one channel of the
available channels to one of the mobile devices based on at
least one priority parameter such as a location, a user-speci-
fied priority, a position of a user in an organization, a band-
width of the communication network, an emergency code,
and an event-driven priority elevation, and the like. The inte-
grated security server further receives data including at least
one of the audio data and video data from the one mobile
device over the one channel and transmits the audio data and
the video data to a different device capable of displaying the
video and audio (e.g., a different mobile device, a video and
alarm monitoring station at a Security Operations Center
(SOC), a computer, etc.).

[0009] In certain embodiments, the integrated security
server further deallocates the one channel from the one
mobile device to cause the one mobile device to store audio
data and video data locally.

[0010] In certain embodiments, the integrated security
server transmits a recording command from the security
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server to the one mobile device to cause the one mobile device
to record and transmit audio data and video data to the secu-
rity server.

[0011] Moreover, in some embodiments, the integrated
security server receives global positioning system (GPS)
data. When the integrated security server transmits the audio
data and/or the video data to the at least one different device,
the at least one different displays the audio data and/or the
video data with a map overlay displaying the GPS data.
[0012] Theseand other features ofthe systems and methods
of'the subject invention will become more readily apparent to
those skilled in the art from the following detailed description
of the preferred embodiments taken in conjunction with the
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] So that those skilled in the art to which the subject
invention appertains will readily understand how to make and
use the devices and methods of the subject invention without
undue experimentation, preferred embodiments thereof will
be described in detail herein below with reference to certain
figures, wherein:

[0014] FIG.1is a schematic diagram of an exemplary com-
munication network;

[0015] FIG. 2 is a block diagram of an exemplary network
node/device of the communication network shown in FIG. 1;
[0016] FIG. 3 is schematic diagram showing operation of
an integrated security system according to one or more exem-
plary embodiments;

[0017] FIG. 4A schematically illustrates a mobile device
displaying audio and video data for a monitored area;
[0018] FIG. 4B schematically illustrates the mobile device
of FIG. 4, showing the audio and video display of the moni-
tored area and a map overlay; and

[0019] FIG. 5 illustrates one embodiment of an allocation
schematic diagram, according to one or more location param-
eters.

[0020] A component or a feature that is common to more
than one drawing is indicated with the same reference number
in each of the drawings.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0021] According to one or more embodiments of the dis-
closure, the techniques discussed herein provide for inte-
grated access to video and audio streaming for multiple moni-
toring devices. With respect to the monitoring devices, the
techniques provide for capturing and pushing, real-time
monitoring data (e.g., video and audio data, etc.) from resi-
dent onboard electronics (e.g., cameras and microphones, and
the like). The captured data is dynamically encoded and
pushed from the monitoring device to a central server for
storage, subsequent display, and/or for broadcast to addi-
tional devices for display. The central server employs tech-
niques to receive the captured data and dynamically allocate
one or more channels to additional devices for subsequent
display based on various criteria, as discussed herein (e.g., a
total number of available licenses, available bandwidth, loca-
tions of particular devices, etc.). The embodiments and tech-
niques discussed herein are employed in communication net-
works and use various communication protocols, as
appreciated by those skilled in the art.
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Description

[0022] A communication network is a geographically dis-
tributed collection of nodes interconnected by communica-
tion links and segments for transporting data between end
nodes, such as personal computers and workstations, or other
devices, such as sensors. Many types of networks are avail-
able, ranging from local area networks (LANs), wide area
networks (WANSs), to radio access networks (RANs). LANs
typically connect the nodes over dedicated private communi-
cations links located in the same general physical location,
such as a building or campus. WANs and RANSs, on the other
hand, typically connect geographically dispersed nodes over
long-distance communications links, such as common carrier
telephone lines, mobile telecommunications infrastructure,
optical lightpaths, synchronous optical networks (SONET),
synchronous digital hierarchy (SDH) links, or Powerline
Communications (PLC) such as IEEE 61334, IEEE P1901.2,
and others.

[0023] FIG. 1 is a schematic diagram of an example com-
munication network 100 illustratively comprising network
nodes/devices 200 (e.g., labeled as shown-200a-200g—and
described in FIG. 2 below) such as mobile devices, tablets,
computers, servers, cellular tower devices, etc., each inter-
connected by various methods of communication to commu-
nication network 100. For instance, the links 105 may be
wired links or shared media (e.g., wireless links, PL.C links,
etc.) where certain nodes (e.g., node 200a) may be in com-
munication with other nodes (e.g., node 200¢), e.g., based on
channel allocation, distance, signal strength, current opera-
tional status, location, etc. Those skilled in the art will under-
stand that any number of nodes, devices, links, etc. may be
used in the communication network, and that the view shown
herein is for simplicity. Also, those skilled in the art will
further understand that the network 100 is merely an example
illustration that is not meant to limit the disclosure.

[0024] Data packets 140 (e.g., traffic and/or messages sent
between the devices/nodes) may be exchanged among the
nodes/devices of the communication network 100 using pre-
defined network communication protocols such as the Trans-
mission Control Protocol/Internet Protocol (TCP/IP), User
Datagram Protocol (UDP), wireless protocols (e.g., IEEE
Std. 802.15.4, WiF1i, Bluetooth®, General Packet Radio Ser-
vices (GPRS) protocols, Enhanced Data GSM Environment
(EDGE) protocols, Universal Mobile Telecommunication
Service (UMTS), Wideband Code-Division Multiple Access
(WCDMA), High-Speed Downlink Packet Access (HSDPA),
Evolution Data Maximized (EVDO), etc.), or other shared-
media protocols where appropriate. In this context, a protocol
consists of a set of rules defining how the devices interact with
each other.

[0025] FIG. 2 is a schematic block diagram of an example
network node/device 200 that may be used with one or more
embodiments described herein, e.g., as any of the devices 200
shown in FIG. 1 above. The network device may comprise
one or more network interfaces 210 (e.g., wired, wireless,
etc.), at least one processor 220, and a memory 240 intercon-
nected by a bus 250, as well as an optional power supply 260
(e.g., battery, plug-in, etc.).

[0026] The network interface(s) 210 contain the mechani-
cal, electrical, and signaling circuitry for communicating data
over links 105 coupled to the network 100. The network
interfaces may be configured to transmit and/or receive data
using a variety of different communication protocols. The
devices may have two different types of network connections
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210, e.g., wireless (e.g., a mobile device, etc.) and wired/
physical connections (e.g., a server, etc.), and that the view
herein is merely for illustration.

[0027] The memory 240 comprises a plurality of storage
locations that are addressable by the processor 220 and the
network interfaces 210 for storing software programs and
data structures associated with the embodiments described
herein. Note that certain devices may have limited memory or
no memory (e.g., no memory for storage other than for pro-
grams/processes operating on the device and associated
caches). The processor 220 may comprise hardware elements
or hardware logic adapted to execute the software programs
and manipulate one or more data structures 245 such as
routes/prefixes, etc. An operating system 242, portions of
which are typically resident in memory 240 and executed by
the processor, functionally organizes the device by, inter alia,
invoking operations in support of software processes and/or
services executing on the device. These software processes
and/or services may comprise an integrated security process/
services 244. It will be apparent to those skilled in the art that
other processor and memory types, including various com-
puter-readable media, may be used to store and execute pro-
gram instructions pertaining to the techniques described
herein. Also, while the description illustrates various pro-
cesses, it is expressly contemplated that various processes
may be embodied as modules configured to operate in accor-
dance with the techniques herein (e.g., according to the func-
tionality of a similar process). [llustratively, the techniques
described herein may be performed by hardware, software,
and/or firmware, such as in accordance with the integrated
security process 244, which may contain computer execut-
able instructions executed by the processor 220 (or indepen-
dent processor of interfaces 210) to perform functions relat-
ing to the techniques described herein.

[0028] As noted above, conventional security systems
include various dead zones that do not include proper moni-
toring and although security service professionals have spe-
cialized recording equipment, such equipment is typically not
mobile nor is it integrated with the conventional security
systems. Accordingly, the techniques herein provide mecha-
nisms that integrate streaming and recording mobile device
video and audio using a central security server in a security-
focused platform. Generally, the central security server
receives incoming video and audio data from one or more
mobile devices of a communication network, stores the video
and audio data, and then broadcasts the video and audio data
to additional mobile devices for subsequent display. The tech-
niques herein also provide dynamic allocation of data chan-
nels to each mobile device according to one or more priority
parameters to support mobile devices in excess of the number
of total channels.

[0029] For example, referring to FIG. 3, a schematic dia-
gram 300 illustrates operation of integrated security system
according to one or more exemplary embodiments discussed
herein. As discussed above, a hard-wired security camera 305
monitors a particular area 310, while other areas 315 include
dead zones and remain poorly monitored. A security person-
nel such as an emergency responder, a security guard, etc.,
uses a mobile device 200a (e.g., a mobile phone, a tablet, a
dedicated recording device, and the like) to supplement secu-
rity camera 305 and provide coverage of the previously
poorly monitored area 315. Operationally, mobile device
200aq records and transmits video and audio data to security
server 200e via a communication network 100. Security
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server 200¢ integrates the received video and audio from both
security camera 305 and mobile device 200a into a compre-
hensive security feed, which can then be sent to another
remote mobile device such as mobile device 200c. In some
embodiments, when mobile device 200a cannot connect to
network 100, it locally records audio and video data to resi-
dent hardware (e.g., data structures 245 of memory 240).
Notably, although security 200e is depicted as a single net-
work device, it is contemplated that in certain embodiments,
that security server 200e can comprise multiple network
devices. For example, the security server 200e can comprise
a server that receives, decodes, encodes audio/video, a server
that stores and broadcasts the audio/video, etc.

[0030] In certain other embodiments, the mobile devices
(i.e., mobile device 200a and mobile device 200c¢) are con-
trolled, in part, by a remote security server (i.e., security
server 200¢) or other remote network device. Such embodi-
ments support the ability to remotely initiate video and audio
streaming and/or recording on, for example, mobile device
200a from a monitoring command center (security server
200e¢). Such functionality allows an authorized officer in the
monitoring center to initiate streaming and recording from
any mobile device of other officer’s without direct interaction
from the officer. This is particularly adapted for when a field
officer is not capable of interacting with their mobile device to
initiate streaming For example, the field officer may have both
hands busy during an incident response, may need to remain
discreet (e.g., duress situation), or may be incapacitated (e.g.,
a man down situation), rendering him unable to initiate
streaming Certain authorized officers may, in these scenarios,
initiate a command to the field officer’s mobile device to
initiate recording audio and video data without any user inter-
action.

[0031] Operationally, the security server first identifies a
current Internet Protocol (IP) address of the field officer’s
device to remotely initiate audio and video streaming on the
field officer’s device. To identify the current IP address of the
field officer’s device, the field officer’s device typically
“pings” the security server with its current IP address any
time its IP address changes (e.g., changing from WiFi to
cellular network, device power off/on, lost connection to
carrier, etc.). The ping message is specifically formatted and
includes a device identifier, the user who is currently assigned
to that device, and the resident IP address of the mobile
device. Once identified, the security server transmits a spe-
cifically formatted command that is interpreted by the field
officer’s mobile device (e.g., via an application running on the
mobile device) and initiates streaming with no interaction
required by the device user. In this fashion, the mobile device
can be commanded to record and/or stream audio and video
data in a number of potentially life-threatening scenarios. For
example, in an officer down scenario, the best information
that the officers responding for backup is the eyes and ears of
the incapacitated officer. The command center, via security
server 200e, can send a command through that initiates video
and audio streaming on the down officer’s device thereby
giving the monitoring or command center situational aware-
ness, and giving responding officers, carrying a different
mobile device 200c¢, eyes and ears on the scene.

[0032] Referring to FIG. 4A, mobile device 200¢ is shown
displaying the audio and video data for area 320 captured by
device 200a, shown in FIG. 3. As discussed above, mobile
device 200a transmits audio and video data, via network 100,
to security server 200e. Security server 200e, in turn, broad-
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casts the audio and video data to other mobile devices (i.e.,
mobile device 200c¢) for subsequent display. In this fashion,
other security personnel are provided with additional cover-
age of an emergency scene.

[0033] Referring now to FIG. 4B, mobile device 200c¢ is
shown displaying the audio and video data for area 320 cap-
tured by device 200a with a map display 405 indicating
Global Positioning System (GPS) coordinates of where the
audio and video data was recorded. In certain embodiments,
mobile devices such as mobile device 200a, are configured to
include location data (e.g., GPS data, cellular triangulation
data, Wifi location data, etc.) in addition to the video and
audio data transmitted to security server 200e. Security server
200¢ uses the location data to overlay a map display 405
which illustrates the location of mobile device 2004 when the
video and audio data was recorded. This real-time injection of
map 405 into the video and audio feed showing the exact
location of mobile device 200qa is extremely valuable real-
time information for both officers in a monitoring center and
for other officers in the field who may be watching and lis-
tening from their respective mobile devices. Notably, the
location data can be used for real-time tracking of a mobile
device that captures video data and/or audio data, as well as
for post-event forensic analysis.

[0034] With respect to the dynamic allocation of data chan-
nels to mobile devices 200 according to one or more priority
parameters, FIG. 5 illustrates one embodiment of an alloca-
tion schematic diagram 500, according to one or more loca-
tion parameters. As shown, security personnel in location A
are assigned one of a plurality of available data channels 1-N
by security server 200e. An emergency arises at location B,
and channel 1 is re-assigned from mobile device 200q at
location A to mobile device 2005 at location B. In some
embodiments, an alert is generated by security server 200e
and transmitted to the other mobile devices having an allo-
cated channel that a “new” mobile device is online and
streaming data. Such alert can include the new device name/
identifier and, in certain embodiments, may trigger the other
mobile devices to display the streaming audio and video data.
In this fashion, security server 200e can support more mobile
devices than available security channels.

[0035] With respect to channel allocation, the security
server 200e prioritizes allocation of channels based on a
number of factors or parameters including network band-
width, device specific information, device owner information
(e.g., a position of a user in an organization such as first
responders, response teams, supervisors, etc.), the user’s
specified priority of the current stream (e.g., assigning an
emergency level), and the like. For example, a first respond-
er’s mobile device can be assigned a higher priority than an
officer who is out on a routine perimeter patrol. The officer on
patrol, however, can specify that the audio and video stream
currently being sent is a high priority or critical stream
because of an emergency situation. In this fashion, the officer
on patrol can temporarily elevate a priority level of the mobile
device’s recording data and ensure a channel is allocated.
Additionally, the allocation parameters can include event-
driven priority elevation. For example, an officer provides his
badge at a reader and signals he is in duress by use of a special
personal identifier (e.g., a personal identification number
(PIN)) thereby indicating an elevated priority level. This
allows a person who is being forced to provide access under
duress to notify a monitoring center while still being granted
access and not alerting potentially adverse parties (e.g.,
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aggressors). As another example, an officer wears a hardware
device that is able to automatically indicate a man down
scenario to detect when the officer has gone to a horizontal
rather than vertical position and trigger an alarm and elevate
the priority level. Further, as discussed above, the security
server can automatically, or at the direction of an officer,
assign a channel to a mobile device device and remotely
initiate data streaming without intervention from the user. IN
some embodiments, the security server can also assign one or
more channels to officers in the proximity of a down-officer
and likewise cause the corresponding mobile devices to
remotely initiate data streaming Importantly, these param-
eters can each be used independently to determine a device
stream’s priority or they can be used in conjunction with each
other to collectively determine the priority of a device stream.

[0036] The techniques described herein, therefore, provide
integrated access to video and audio data for multiple moni-
toring devices. In particular, the techniques herein provide
streaming coverage of previously unknown areas or dead
zones. Moreover, a large number of mobile devices are sup-
ported even when using an allocation scheme of channels or
licenses less than the number of mobile devices. That is, the
channels or licenses are allocated amongst the mobile devices
based on various parameters.

[0037] While there have been shown and described illus-
trative embodiments that provide for integrated access to
video and audio data, it is to be understood that various other
adaptations and modifications may be made within the spirit
and scope of the embodiments herein. For example, the
embodiments have been shown and described herein with
relation to a single security server. However, the embodi-
ments in their broader sense are not as limited, and may, in
fact, be deployed amongst various other network devices.
Additionally, although functions employed by the security
server and the various mobile devices are discussed as inde-
pendent, such functions can be employed interchangeably by
any networked device. Moreover, while shown and described
in the exemplary context of streaming and/or recording video
and audio, those skilled in the art will readily appreciate that
only video or only audio can also be used with the embodi-
ments disclosed herein without departing from the scope of
this disclosure. Further, while some of the exemplary
embodiments discuss techniques for coordinating access and
integrating streaming audio and/or video with respect to
emergency responders, such techniques can be employed for
various field operations (e.g., civilian and military opera-
tions).

[0038] The foregoing description has been directed to spe-
cific embodiments. It will be apparent, however, that other
variations and modifications may be made to the described
embodiments, with the attainment of some or all of their
advantages. For instance, it is expressly contemplated that the
techniques described herein can be implemented as software
being stored on a tangible (non-transitory) computer-read-
able medium (e.g., disks/CDs/RAM/EEPROM/etc.) having
program instructions executing on a computer, hardware,
firmware, or a combination thereof. Accordingly this descrip-
tion is to be taken only by way of example and not to other-
wise limit the scope of the embodiments herein. Therefore, it
is the object of the appended claims to cover all such varia-
tions and modifications as come within the true spirit and
scope of the embodiments herein.
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What is claimed:

1. A method, comprising:

determining, via a security server, a number of available

channels for a plurality of mobile devices in a commu-
nication network;

allocating, via the security server, one channel of the avail-

able channels to one of the mobile devices based on at
least one priority parameter;

receiving data including at least one of audio data and

video data from the one mobile device over the one
channel; and

transmitting the audio data and/or the video data to at least

one different device configured to display the audio data
and/or the video data.

2. The method of claim 1, wherein the priority parameter is
one of at least a location, a user-specified priority, a position
of'a user in an organization, a bandwidth of the communica-
tion network, an emergency code, and an event-driven prior-
ity elevation.

3. The method of claim 1, further comprising:

deallocating the one channel from the one mobile device to

cause the one mobile device to store audio data and/or
video data locally.

4. The method of claim 1, further comprising:

transmitting a recording command from the security server

to the one mobile device to cause the one mobile device
to record and transmit the audio data and/or video data to
the security server.

5. The method of claim 1, wherein receiving data further
comprises receiving global positioning system (GPS) data,
wherein transmitting the audio data and/or video data
includes transmitting the audio data and/or video data to the at
least one different device to cause the at least one different
device to display the audio data and/or video data with a map
overlay displaying the GPS data.

6. An apparatus, comprising:

one or more network interfaces of a security server adapted

to communicate in a communication network;

a processor adapted to execute one or more processes; and

a memory configured to store a process executable by the

processor, the process when executed operable to:

determine a number of available channels for a plurality
of mobile devices in the communication network;

allocate one channel of the available channels to one of
the mobile devices based on at least one priority
parameter,

receive data including at least at least one of audio data
and video data from the one mobile device over the
one channel; and

transmit the audio data and/or video data to at least one
different mobile device.

7. The apparatus of claim 6, wherein the priority parameter
is one of at least a location, a user-specified priority, a position
of'a user in an organization, a bandwidth of the communica-
tion network, an emergency code, and an event-driven prior-
ity elevation.

8. The apparatus of claim 6, wherein the process, when
executed, is further operable to:

deallocate the one channel from the one mobile device to

cause the one mobile device to store audio data and/or
video data locally.

9. The apparatus of claim 6, wherein the process, when
executed, is further operable to:
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transmit a recording command from the security server to
the one mobile device to cause the one mobile device to
record and transmit the audio data and/or video data to
the security server.

10. The apparatus of claim 6, wherein the process, when
executed to receive data is further operable to receive global
positioning system (GPS) data, wherein the process to trans-
mit the audio data and/or video data, when executed, is further
operable to transmit the audio data and/or video data to the at
least one different mobile device to cause the at least one
different mobile device to display the audio data and/or video
data with a map overlay displaying the GPS data.

11. A tangible, non-transitory, computer-readable media
having software encoded thereon, the software, when
executed by a processor, operable to:

determine a number of available channels for a plurality of

mobile devices in a communication network;
allocate one channel of the available channels to one of the
mobile devices based on at least one priority parameter;

receive data including at least one of audio data and video
data from the one mobile device over the one channel;
and

transmit the audio data and/or video data to at least one

different mobile device.

12. The apparatus of claim 11, wherein the priority param-
eter is one of at least a location, a user-specified priority, a
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position of a user in an organization, a bandwidth of the
communication network, an emergency code, and an event-
driven priority elevation.

13. The apparatus of claim 11, wherein the software, when
executed by the processor, is further operable to:

deallocate the one channel from the one mobile device to
cause the one mobile device to store audio data and/or
video data locally.

14. The apparatus of claim 11, wherein the software, when
executed by the processor, is further operable to:

transmit a recording command from the security server to
the one mobile device to cause the one mobile device to
record and transmit the audio data and/or video data to
the security server.

15. The apparatus of claim 11, wherein the process, when
executed by the processor to receive data is further operable to
receive global positioning system (GPS) data, wherein the
process to transmit the audio data and/or video data, when
executed by the processor, is further operable to transmit the
audio data and/or video data to the at least one different
mobile device to cause the at least one different mobile device
to display the audio data and/or video data with a map overlay
displaying the GPS data.
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