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SYSTEMS AND METHODS FOR
BLOCKCHAIN-BASED CYBER THREAT
MANAGEMENT

COPYRIGHT NOTICE

[0001] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the U.S. Patent and Trademark
Office patent file or records, but otherwise reserves all
copyright rights whatsoever.

BACKGROUND

[0002] Due to significantly increased cyber threat occur-
rences in recent years, cyber risk insurance has become
necessary for many businesses in various industries.
Because a cyber risk insurance policy is an underwriting
product that necessarily involves a plurality of parties (at
least the insured, the insurance carrier, a cyber assessment
entity, and often an agent or other intermediary), the cyber
risk issuance process is lengthy, complicated, and requires a
great deal of inter-party communications. Due to the com-
plex nature of modern business computing systems, breach
detection, breach reporting, and the claims process subse-
quent to a breach or other cyber threat event are often
complex and time consuming.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The figures depict embodiments for purposes of
illustration only. One skilled in the art will readily recognize
from the following description that alternative embodiments
of the systems and methods illustrated herein may be
employed without departing from the principles described
herein, wherein:

[0004] FIG. 1 is a block diagram of a system according to
some embodiments;

[0005] FIG. 2 is a block diagram of a system according to
some embodiments;

[0006] FIG. 3 is a block diagram of a system according to
some embodiments;

[0007] FIG. 4 is an example data storage structure accord-
ing to some embodiments;

[0008] FIG. 5 is a systemic flow diagram of a method
according to some embodiments;

[0009] FIG. 6 is a flow diagram of a method according to
some embodiments;

[0010] FIG. 7A, FIG. 7B, and FIG. 7C are diagrams of an
example interface system according to some embodiments;
[0011] FIG. 8 is a block diagram of an apparatus according
to some embodiments; and

[0012] FIG. 9A, FIG. 9B, FIG. 9C, FIG. 9D, and FIG. 9E
are perspective diagrams of exemplary data storage devices
according to some embodiments.

DETAILED DESCRIPTION

1. Introduction

[0013] Time saved in detecting, reporting, and/or address-
ing cyber threat occurrences can significantly impact the
overall extent and cost of the threat event. Typical cyber
threat assessments are snapshots in time of current Infor-
mation Technology (IT) infrastructure, settings, and prac-
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tices for an organization. Such assessments may identify
threat vectors, but do not detect events themselves. The cost
and complexity required to conduct IT forensic investiga-
tions subsequent to a breach are often quite significant, even
if no actual damage, ransom, etc., has been incurred. Cyber
insurance policies typically are formulated based on the
results of a cyber threat assessment in assigning risk to a
particular account (e.g., an organization having a particular
set of IT assets, infrastructure, and practices in place). Such
policies are static and reactive, however, at best providing
claim payouts after a cyber threat event/breach has occurred.
In the typical case where threat event detection and reporting
are delayed (sometimes for as long as hundreds of days), the
amount of damage incurred and the claim damage amounts
that must be paid are both significantly higher.

[0014] In accordance with embodiments herein, these and
other deficiencies of existing systems are remedied by
providing systems, apparatus, methods, and articles of
manufacture for blockchain-based cyber threat manage-
ment. In some embodiments, for example, specially-pro-
grammed chain code instructions customized for a cyber
threat insurance, detection, reporting, and/or management
process may be generated, stored, and/or replicated across
various remotely-situated and cooperative network devices
or “nodes”. According to some embodiments, the chain code
may include instructions that cause transmission of one or
more specialized cyber insurance chain code blocks or
“payloads” to a plurality of remote nodes. In some embodi-
ments, “dark web” and/or other cyber threat information
may trigger blockchain payload creation and/or may com-
prise the contents of one or more blockchain payloads.

II. Blockchain-Based Cyber Threat Management Systems

[0015] Referring first to FIG. 1, a block diagram of a
system 100 according to some embodiments is shown. In
some embodiments, the system 100 may comprise a plural-
ity of node devices 102a-n, a network 104, a third-party
device 106, a cyber asset 108, and/or a server device 110.
According to some embodiments, any or all of the compo-
nents 102a-r, 106, 108, 110 may comprise and/or be in
communication with a data storage and/or memory device
140-1a-n, 140-2. Each node device 102a¢-# may comprise a
local memory device 140-1a-r, for example, and/or the
server device 110 may comprise a network memory device
140-2. As depicted in FIG. 1, any or all of the components
102a-n, 106, 108, 110, 140-1a-n, 140-2 (or any combina-
tions thereof) may be in communication via the network
104. In some embodiments, communications between and/
or within the components 102a-», 106, 108, 110, 140-1a-»,
140-2 of the system 100 may be utilized to provide a
blockchain-based cyber threat management platform. The
server device 110 may, for example, interface with one or
more of the node devices 102a-» and/or the third-party
device 106 to execute multiple instances of specially-pro-
grammed chain code (not depicted) stored in any or all of the
memory devices 140-1a-7, 140-2 and/or provide a specially-
structured interface via which a party to a cyber risk under-
writing contract may obtain, verify, and/or modify cyber
insurance data, such as “dark web” and/or other cyber threat
data (e.g., assessments, status), with respect to the cyber
asset 108.

[0016] Fewer or more components 102a-r, 104, 106, 108,
110, 140-1a-n, 140-2 and/or various configurations of the
depicted components 102a-7, 104, 106, 108, 110, 140-1a-n,
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140-2 may be included in the system 100 without deviating
from the scope of embodiments described herein. In some
embodiments, the components 102a-», 104, 106, 108, 110,
140-1a-n, 140-2 may be similar in configuration and/or
functionality to similarly named and/or numbered compo-
nents as described herein. In some embodiments, the system
100 (and/or portion thereof) may comprise a blockchain-
based cyber threat management program, system, and/or
platform programmed and/or otherwise configured to
execute, conduct, and/or facilitate the methods 500, 600 of
FIG. 5 and/or FIG. 6 herein, and/or portions or combinations
thereof.

[0017] The node devices 102a-r, in some embodiments,
may comprise any types or configurations of computing,
mobile electronic, network, user, and/or communication
devices that are or become known or practicable. The node
devices 102a-r may, for example, comprise one or more
Personal Computer (PC) devices, computer workstations
(e.g., an underwriter workstation), tablet computers, such as
an iPad® manufactured by Apple®, Inc. of Cupertino, CA,
and/or cellular and/or wireless telephones, such as an
iPhone® (also manufactured by Apple®, Inc.) or an LG
Optimus™ Zone™ 3 smart phone manufactured by LG®
Electronics, Inc. of San Diego, CA, and running the
Android® operating system from Google®, Inc. of Moun-
tain View, CA. In some embodiments, the node devices
102a-» may comprise devices owned and/or operated by one
or more users, such as cyber insurance agents, underwriters,
account managers, agents/brokers, customer service repre-
sentatives, data acquisition partners (e.g., “dark web” moni-
toring services), and/or consultants or service providers,
and/or cyber risk and/or underwriting product customers (or
potential customers, e.g., contractors). According to some
embodiments, the node devices 102¢-» may communicate
with the server device 110 via the network 104 to conduct
cyber risk underwriting inquiries and/or processes and/or to
assess, evaluate, and/or manage (e.g., disable) the cyber
asset 108, in accordance with a distributed chain code
execution process as described herein. According to some
embodiments, any of the node devices 102a-z may be
communicatively coupled to the cyber asset 108. A first node
device 102a may, for example, be in communication with,
reside and/or be located on or at, be hosted by, and/or may
comprise the cyber asset 108.

[0018] In some embodiments, the node devices 102a-r
may interface with the server device 110 and/or the third-
party device 106 to effectuate communications (direct or
indirect) with one or more other node devices 102a-» (such
communication not explicitly shown in FIG. 1) operated by
other users and/or with the cyber asset 108. In some embodi-
ments, the node devices 102¢-» may interface with the
server device 110 to effectuate communications (direct or
indirect) with the third-party device 106 (such communica-
tion also not explicitly shown in FIG. 1). In some embodi-
ments, the node devices 102a-» and/or the server device 110
may execute separate instances of a chain code algorithm
that cause a cyber risk contract ledger to be distributed in an
encrypted and verifiable manner. As described herein, for
example, the node devices 102a-» and/or the server device
110 may communicate with the third-party device 106 to
identify data descriptive of the cyber asset 108 and to
execute a cryptographic service utilized to securely dissemi-
nate a cyber risk contract chain code block or payload (e.g.,
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containing the data descriptive of the cyber asset 108) to a
plurality of the node devices 102a-n.

[0019] The network 104 may, according to some embodi-
ments, comprise a Local Area Network (LAN; wireless
and/or wired), cellular telephone, Bluetooth®, Near Field
Communication (NFC), and/or Radio Frequency (RF) net-
work with communication links between the server device
110, the node devices 102a-n, the third-party device 106,
and/or the memory devices 140-1g-n, 140-2. In some
embodiments, the network 104 may comprise direct com-
munications links between any or all of the components
102a-n, 106, 108, 110, 140-1a-7, 140-2 of the system 100.
The node devices 102a-n may, for example, be directly
interfaced or connected to one or more of the server device
110 and/or the management device 106 via one or more
wires, cables, wireless links, and/or other network compo-
nents, such network components (e.g., communication
links) comprising portions of the network 104. In some
embodiments, the network 104 may comprise one or many
other links or network components other than those depicted
in FIG. 1. The node devices 102a-r» may, for example, be
connected to the server device 110 and/or the third-party
device 106 via various cell towers, routers, repeaters, ports,
switches, and/or other network components that comprise
the Internet and/or a cellular telephone (and/or Public
Switched Telephone Network (PSTN)) network, and which
comprise portions of the network 104.

[0020] While the network 104 is depicted in FIG. 1 as a
single object, the network 104 may comprise any number,
type, and/or configuration of networks that is or becomes
known or practicable. According to some embodiments, the
network 104 may comprise a conglomeration of different
sub-networks and/or network components interconnected,
directly or indirectly, by the components 102a-», 106, 108,
110, 140-1a-n, 140-2 of the system 100. The network 104
may comprise one or more cellular telephone networks with
communication links between the node devices 102a-» and
the server device 110, for example, and/or may comprise the
Internet, with communication links between the server
device 110 and the third-party device 106 and/or one or more
of the memory devices 140-1a-r, 140-2, for example.

[0021] The third-party device 106, in some embodiments,
may comprise any type or configuration of a computerized
processing device, such as a PC, laptop computer, computer
server, database system, and/or other electronic device,
devices, or any combination thereof. In some embodiments,
the third-party device 106 may be owned and/or operated by
a third-party (i.e., an entity different than any entity owning
and/or operating either the node devices 102a-# or the server
device 110; such as certificate, orderer, authentication and/or
cryptographic service provider, a “dark web” monitoring
service, a cyber threat assessment service, etc.). The third-
party device 106 may, for example, execute one or more web
services that provide for (i) automated cyber risk assess-
ments (e.g., of the cyber asset 108; such as may be provided
by BitSight™ Technologies, Inc. of Boston, MA), (ii) auto-
mated “dark web” monitoring processes, (iii) cyber asset
108 status monitoring, characterization, valuation, and/or
management, and/or (iv) centralized blockchain crypto-
graphic functionality, such as the Hyperledger™ Fabric™
blockchain framework available from The Linux Founda-
tion® of San Francisco, CA. In some embodiments, the
third-party device 106 may receive blockchain data from
one or more of the node devices 102a-» and/or the server
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device 110, may apply a hash algorithm to the received data,
and may transmit the encrypted data to each of the node
devices 102a-n and the server device 110 (e.g., for storage
in local copies of a blockchain ledger). According to some
embodiments, the third-party device 106 may comprise a
plurality of devices and/or may be associated with a plurality
of third-party entities.

[0022] According to some embodiments, the cyber asset
108 may comprise any type, quantity, and/or configuration
of IT and/or network components, devices, and/or objects
that have value. The cyber asset 108 may comprise, but is
not limited to, for example, (i) a file, (ii) a database, (iii) a
memory device, (iv) a website, (v) a communications and/or
computer port, (vi) a network switch (and/or other network
device), (vii) a firewall, (viii) a computer, (ix) a domain
name, (x) an Internet Protocol (IP) address, and/or a (xi)
Uniform Resource Locator (URL) address. In some embodi-
ments, one or more of the nodes 102a-z may comprise, be
in communication with, and/or be otherwise assigned to or
associated with the cyber asset 108. In the case that the cyber
asset 108 comprises a network location, such as a domain,
URL, and/or 1P address, for example, one or more of the
nodes 102a-r (and/or the server device 110) may be located
at and/or addressable via the network location/cyber asset
108.

[0023] In some embodiments, the server device 110 may
comprise an electronic and/or computerized controller
device, such as a computer server communicatively coupled
to interface with the node devices 102a-r and/or the third-
party device 106 (directly and/or indirectly). The server
device 110 may, for example, comprise one or more Pow-
erEdge™ R830 rack servers manufactured by Dell®, Inc. of
Round Rock, TX, which may include one or more Twelve-
Core Intel® Xeon® ES5-4640 v4 electronic processing
devices. In some embodiments, the server device 110 may
comprise a plurality of processing devices specially-pro-
grammed to execute and/or conduct processes that are not
practicable without the aid of the server device 110. The
server device 110 may, for example, execute one or more
coded rules to manage a blockchain ledger for a plurality of
cyber insurance contracts, and/or provide real-time cyber
risk assessment, monitoring, and/or reporting, which would
not be capable of being conducted without the benefit of the
specially-programmed server device 110. According to some
embodiments, the server device 110 may be located
remotely from one or more of the node devices 102a-n
and/or the third-party device 106. The server device 110 may
also or alternatively comprise a plurality of electronic pro-
cessing devices located at one or more various sites and/or
locations.

[0024] According to some embodiments, the server device
110 may store and/or execute specially programmed instruc-
tions to operate in accordance with embodiments described
herein. The server device 110 may, for example, execute one
or more programs, modules, and/or routines that facilitate
the provision and/or sales of cyber insurance products, e.g.,
in an online environment. According to some embodiments,
the server device 110 may comprise a computerized pro-
cessing device, such as a computer server and/or other
electronic device, to manage and/or facilitate transactions
and/or communications regarding the node devices 102a-n.
An insurance company employee, agent, claim handler,
underwriter, and/or other user (e.g., customer, contractor,
client, or company) may, for example, utilize the server
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device 110 to (i) receive a request for a cyber risk insurance
policy and/or underwriting product (e.g., a quote, purchase,
and/or claim), (ii) price and/or underwrite one or more cyber
risk underwriting products, (iii) query the third-party device
106 for a cyber risk rating of the cyber asset 108, (iv)
generate and/or update a smart contract and/or blockchain
ledger descriptive of the underwriting product, (v) monitor
the cyber asset 108 for cyber threats/events, (vi) report a
cyber threat/event, (vii) automatically disable the cyber asset
108, and/or (viii) provide an interface via which the con-
tractor/client may manage the cyber threat exposure of the
cyber asset 108 in real-time, as described herein.

[0025] In some embodiments, the node devices 102a-n,
the third-party device 106, and/or the server device 110 may
be in communication with the memory devices 140-1a-n,
140-2. The memory devices 140-1a-7, 140-2 may comprise,
for example, various databases and/or data storage mediums
that may store, for example, cyber asset 108 data, cyber
threat data, contractor/client preference and/or characteris-
tics data, historic cyber threat/event data, geolocation data,
and/or business classification data, historic cyber threat
metrics (e.g., statistics) defined by the server device 110,
cyber threat processing rules, chain code instructions, block-
chain data, cryptographic keys and/or data, login and/or
identity credentials, and/or instructions that cause various
devices (e.g., the server device 110, the third-party device
106, and/or the node devices 102a-r) to operate in accor-
dance with embodiments described herein.

[0026] The memory devices 140-1a-n, 140-2 may store,
for example, blockchain data defining a distributed cyber
insurance policy/smart contract ledger, chain code instruc-
tions, data that causes communications with the third-party
device 106 (e.g., an API and/or API tunnel to a web service
that provides cyber threat monitoring, blockchain authenti-
cation, certification, and/or cryptographic hashing). In some
embodiments, the memory devices 140-1a-n, 140-2 may
comprise any type, configuration, and/or quantity of data
storage devices that are or become known or practicable.
The memory devices 140-1a-n, 140-2 may, for example,
comprise an array of optical and/or solid-state hard drives
configured to store cyber insurance ledger data provided by
(and/or requested by) the node devices 102a-n, cyber assess-
ment analysis data (e.g., analysis formulas and/or math-
ematical models), and/or various operating instructions,
drivers, etc. While the memory devices 140-1a-, 140-2 are
depicted as stand-alone components of the various node
devices 102a-rz and the server 110, the memory devices
140-1a-n, 140-2 may comprise multiple components. In
some embodiments, multi-component memory devices 140-
1a-r,140-2 may be distributed across various devices and/or
may comprise remotely dispersed components. Any or all of
the node devices 102a-n, the third-party device 106, and/or
the server 110 may comprise the memory devices 140-1a-n,
140-2 or a portion thereof, for example.

[0027] Turning now to FIG. 2, a block diagram of a system
200 according to some embodiments is shown. In some
embodiments, the system 200 may comprise a plurality of
node devices 202a-c (e.g., a cyber risk underwriting device
202a, a cyber asset device 20254, and/or a cyber threat
assessment device 202¢). In some embodiments, the cyber
risk underwriting device 202a (e.g., utilized by a cyber risk
underwriting entity; not shown) may be in communication
via a first network 204a (e.g., the Internet, a cellphone
network, and/or a short-range communication network) with
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the cyber asset device 2025 (e.g., utilized by a cyber risk
underwriting consumer and/or customer, e.g., that owns one
or more cyber assets; not shown). According to some
embodiments, the cyber asset device 2026 may be in com-
munication via a second network 2045 (e.g., the Internet, a
cellphone network, and/or a short-range communication
network) with the cyber threat assessment device 202¢ (e.g.,
utilized by a cyber asset assessment and/or monitoring
entity; not shown). In some embodiments, a blockchain
services device 206 may be in communication with any or
all of the cyber risk underwriting device 202a, the cyber
asset device 2025, and/or the cyber threat assessment device
202¢, e.g., via the first network 204a and/or the second
network 204b. According to some embodiments, the cyber
threat assessment device 202¢ may be in communication
with the blockchain services device 206 and/or a cyber risk
management device 210, via a third network 204¢ (e.g., the
Internet, a cellphone network, and/or a short-range commu-
nication network). According to some embodiments, the
system 200 may comprise one or more interfaces 220a-c.
Each of the cyber risk underwriting device 2024, the cyber
asset device 2025, and/or the cyber threat assessment device
202¢ may, for example, comprise and/or generate a first,
second, or third interface 220a-c, respectively. According to
some embodiments, each device 202a-c, 206, 210 may also
or alternatively be in communication with and/or comprise
a memory device 240a-e (e.g., any of which may be imple-
mented and/or defined by an object data store and/or other
data storage technique and/or service, such as utilizing the
Amazon® Simple Storage Service (Amazon® S3™) avail-
able from Amazon.com, Inc. of Seattle, WA or an open-
source third-party database service, such as MongoDB™
available from MongoDB, Inc. of New York, NY).

[0028] Insome embodiments, each memory device 240a-¢
may store various instructions and/or data utilized to effec-
tuate blockchain-based cyber threat management, as
described herein. First, second, third, and/or fourth memory
devices 240a-d coupled (physically and/or communica-
tively) to the cyber risk underwriting device 202a, the cyber
asset device 2025, the cyber threat assessment device 202c¢,
and the cyber risk management device 210, respectively,
may store for example, first, second, third, and fourth
instances of chain code 242a-d, respectively. The chain code
242a-d may, in some embodiments, comprise specially-
coded instructions that cause each respective device 202a-c,
210 to generate and/or update a distributed cyber risk
underwriting product/contract ledger. According to some
embodiments, a fifth memory device 240e coupled (physi-
cally and/or communicatively) to the blockchain services
device 206 may store blockchain instructions 242e. The
blockchain instructions 242¢ may comprise, for example,
specially-coded instructions that cause the blockchain ser-
vices device 206 to be responsive to queries and/or data
transmissions from any or all of the cyber risk underwriting
device 202a, the cyber asset device 2025, the cyber threat
assessment device 202¢, and the cyber risk management
device 210. The blockchain instructions 242e may cause, for
example, creation and/or editing of a blockchain 244a-d
having instances stored throughout the system 200 (e.g., in
each of the first, second, third, and/or fourth memory devices
240a-d). In some embodiments, the blockchain instructions
242¢ may be accessible and/or executed by the cyber risk
management device 210 (e.g., the cyber risk management
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device 210 may operate in place of or in conjunction with
the blockchain services device 206).

[0029] According to some embodiments, the blockchain
244q-d may comprise a “private” distributed ledger by being
stored only on the devices 202a-c, 210 of the system 200. In
some embodiments, the blockchain 244a-d may comprise a
“semi-private” or even “public” distributed ledger by includ-
ing instances stored on additional devices, such as trusted or
public devices, respectively (neither of which is shown).
According to some embodiments, the chain code 242a-d
may include instructions that direct the individual devices
202a-c, 210 to initiate a transmission of cyber risk under-
writing product/contract ledger information to the block-
chain services device 206 (e.g., via one or more of the
networks 204a-c).

[0030] The cyber risk underwriting device 202a may, for
example, initiate distributed ledger creation by generating an
initial or first instance (e.g., a “genesis block™) of the
blockchain 2444 by executing a first instance of the chain
code 242a. In the case that the cyber risk underwriting
device 202q is utilized to open an account for a new cyber
risk underwriting product/contract, for example, information
detailing the account/product may be cryptographically
hashed or otherwise processed to generate the first instance
of the blockchain 244a. In some embodiments, the first
instance of the chain code 242a may cause the information
detailing the account/product (e.g., received via a first inter-
face 220a) to be transmitted to the blockchain services
device 206, e.g., via the first network 204a. The blockchain
services device 206 may then, for example, conduct authen-
tication, certification, and/or cryptographic processing of the
information received from the cyber risk underwriting
device 2024 to generate and/or define the first instance of the
blockchain 244a. According to some embodiments, the first
instance of the blockchain 244a may be transmitted by the
blockchain services device 206 to the cyber risk underwrit-
ing device 202q, e.g., causing the first instance of the
blockchain 244a to be stored in the first memory device
240a.

[0031] In some embodiments, the cyber risk underwriting
device 202a may transmit (or provide) an indication of the
account/product and/or the first instance of the blockchain
244q to the cyber asset device 202b, e.g., via the first
network 204a. The cyber risk underwriting device 202a may
post the account/product (and/or a quote or instance thereof)
to a website (not shown), for example, and the cyber asset
device 20256 may be utilized to navigate to and view the
account/product/quote  (e.g., information defining the
account/product/quote may be output via a second interface
22056). In some embodiments, the account/product/quote
(and/or other cyber risk underwriting data) may be auto-
matically searched, located, identified, and/or sourced or
recommended to the cyber asset device 2025. The cyber risk
management device 210 may, for example, provide an
automatic cyber product search and/or matching service (not
explicitly depicted in FIG. 2).

[0032] According to some embodiments, such as in the
case that a consumer or other entity associated with the
cyber asset device 2026 desires to obtain the account/
product, a second instance of the chain code 2426 may be
executed. The second instance of the chain code 2425 may,
for example, cause information detailing a desire to obtain
the account/product (e.g., received via the second interface
220b) to be transmitted to the blockchain services device
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206, e.g., via the second network 2045. The blockchain
services device 206 may then, for example, conduct authen-
tication, certification, and/or cryptographic processing of the
information received from the cyber asset device 2025 to
generate and/or define the second instance of the blockchain
244b. According to some embodiments, the second instance
of the blockchain 2445 may be transmitted by the block-
chain services device 206 to the cyber asset device 2025,
e.g., causing the second instance of the blockchain 24454 to
be stored in the second memory device 2405. The second
instance of the blockchain 2445 may also or alternatively be
transmitted to the cyber risk underwriting device 202a, such
that the first instance of the blockchain 244a is overwritten
or appended with the encrypted information of the second
instance of the blockchain 244b. In such a manner, for
example, information based on the second instance of the
blockchain 2445 may be output via the first interface 220a
to alert the cyber risk underwriting entity that a request for
the account/product may be forthcoming (and/or has been
submitted; e.g., pending cyber risk assessment/review).

[0033] In some embodiments, the cyber asset device 2025
may transmit (or provide) an indication of the desire to
obtain the account/product and/or the second instance of the
blockchain 24454 to the cyber threat assessment device 202¢,
e.g., via the second network 2045. In order to apply for
and/or obtain the account/product, for example, the con-
sumer may provide input via the second interface 2205 that
causes the second instance of the chain code 2425 to trigger
a generation of the second instance of the blockchain 2445
and/or to transmit a request for a cyber risk assessment to the
cyber threat assessment device 202¢. According to some
embodiments, certain cyber asset details may be required for
submitting a request for a cyber risk assessment and/or for
completing a request for the account/product. In some
embodiments, a limited or reduced amount of data may be
required by the cyber threat assessment device 202¢ (and/or
the cyber risk management device 210) querying stored
historic cyber assessment and/or cyber asset data (not
shown) to automatically fill in some or many of the required
fields on behalf of the consumer.

[0034] According to some embodiments, the cyber threat
assessment device 202¢ may generate or prepare a cyber risk
assessment (e.g., utilizing data received from the cyber asset
device 2025 and/or input received via a third interface 220c)
and may transmit the assessment to the cyber risk manage-
ment device 210, e.g., via the third network 204¢. In some
embodiments, the preparation and/or transmission of the
cyber risk assessment may trigger a third instance of the
chain code 242¢ to generate and/or create a third instance of
the blockchain 244c¢. The third instance of the chain code
242¢ may, for example, cause information detailing the
cyber risk assessment for one or more cyber assets (e.g.,
received via the second interface 2205 and/or the third
interface 220c¢) to be transmitted to the blockchain services
device 206, e.g., via the second network 2045 and/or third
network 204c¢. The blockchain services device 206 may
then, for example, conduct authentication, certification, and/
or cryptographic processing of the information received
from the cyber threat assessment device 202¢ to generate
and/or define the third instance of the blockchain 244c.
According to some embodiments, the third instance of the
blockchain 244¢ may be transmitted by the blockchain
services device 206 to the cyber threat assessment device
202c, e.g., causing the third instance of the blockchain 244¢
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to be stored in the third memory device 240c. The third
instance of the blockchain 244¢ may also or alternatively be
transmitted to the cyber risk underwriting device 202a
and/or the cyber asset device 202b, such that the first
instance of the blockchain 244a and/or the second instance
of the blockchain 2445 is overwritten or appended with the
encrypted information of the third instance of the blockchain
244c. In such a manner, for example, information based on
the third instance of the blockchain 244¢ may be output via
the first interface 220a and/or the second interface 2205 to
alert the cyber risk underwriting entity and/or the consumer/
user, respectively, that an application for a cyber risk under-
writing product (e.g., complete with cyber risk assessment)
has been submitted.

[0035] In some embodiments, the cyber risk management
device 210 may receive the cyber risk underwriting product
application (and/or the cyber risk assessment) from the
cyber threat assessment device 202¢ and may process the
application (utilizing underwriting logic, rules, and/or
thresholds; not explicitly depicted in FIG. 2) to derive and/or
compute an underwriting decision. According to some
embodiments, the underwriting decision may be transmitted
to the cyber threat assessment device 202c¢, the cyber asset
device 2025, and/or the cyber risk underwriting device 202a
(e.g., via the first, second, and/or third network 204a-c). In
some embodiments, the generation and/or transmission of
the underwriting decision may trigger a fourth instance of
the chain code 242d to generate and/or create a fourth
instance of the blockchain 244d. The fourth instance of the
chain code 242d may, for example, cause information detail-
ing the approval or denial of a cyber risk underwriting
product account/application (e.g., computed by execution of
an underwriting logic set) to be transmitted to the blockchain
services device 206, e.g., via the third network 204¢. The
blockchain services device 206 may then, for example,
conduct authentication, certification, and/or cryptographic
processing of the information received from the cyber risk
management device 210 to generate and/or define the fourth
instance of the blockchain 244d. According to some embodi-
ments, the fourth instance of the blockchain 2444 may be
transmitted by the blockchain services device 206 to the
cyber risk management device 210, e.g., causing the fourth
instance of the blockchain 2444 to be stored in the fourth
memory device 240d. The fourth instance of the blockchain
244d may also or alternatively be transmitted to the cyber
risk underwriting device 2024, the cyber asset device 2025,
and/or the cyber threat assessment device 202¢, such that the
first instance of the blockchain 244a, the second instance of
the blockchain 2445, and/or the third instance of the block-
chain 244c is overwritten or appended with the encrypted
information of the fourth instance of the blockchain 244d. In
such a manner, for example, information based on the fourth
instance of the blockchain 2444 may be output via the first
interface 220a, the second interface 2205, and/or the third
interface 220c, to alert the cyber risk underwriting entity, the
consumer/user, and/or the cyber risk assessment entity,
respectively, that the cyber risk underwriting product appli-
cation has been approved or denied, as the case may be.

[0036] According to some embodiments, after the cyber
risk underwriting product application has been approved,
and, e.g., during the term of the product/account, the cyber
threat assessment device 202¢ may periodically and/or auto-
matically re-evaluate the cyber risk assessment for the one
or more cyber assets. Upon conducting a reassessment, the
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cyber threat assessment device 202¢ may transmit a notifi-
cation/report of the reassessment to the cyber risk under-
writing device 202a. In some embodiments, the reassess-
ment may comprise an alert and/or indication that there has
been (or is currently) a cyber threat event with respect to the
one or more cyber assets. The various instances of the
blockchain 244a-d may be updated to reflect and/or alert
other entities and/or devices 202¢, 210 of the reassessment/
alert/cyber threat event and/or details thereof. In some
embodiments, the system 200 may automatically adjust,
block, and/or disable the one or more cyber assets in
response to the reassessment. According to some embodi-
ments, the various instances of the blockchain 244a-d may
continue to be updated and/or propagated to the various
memory devices 240a-d throughout any remaining cyber
threat, reassessment, and/or product life-cycle events. In the
case that the one or more cyber assets are disabled in
response to a cyber threat event, for example, information
descriptive of the disabling, damage, incursion, cyber foren-
sics data, etc., may be recorded in the various instances of
the blockchain 244a-d. Similarly, the various instances of
the blockchain 2444a-d may be updated to reflect a remedia-
tion of the cyber threat event, addition and/or changes to the
one or more cyber assets, premium payments, renewals,
cancellation, termination, claims, etc.

[0037] Fewer or more components 202a-c, 204a-c, 206,
210, 220a-c, 240a-e, 242a-e, 244a-d and/or various con-
figurations of the depicted components 202a-c, 204a-c, 206,
210, 220a-c, 240a-e, 242a-e, 244a-d may be included in the
system 200 without deviating from the scope of embodi-
ments described herein. In some embodiments, the compo-
nents 202a-c, 204a-c, 206, 210, 220a-c, 240a-¢, 242a-e,
244a-d may be similar in configuration and/or functionality
to similarly named and/or numbered components as
described herein. In some embodiments, the system 200
(and/or one or more portions thereof) may comprise a
blockchain-based cyber threat management program, sys-
tem, and/or platform programmed and/or otherwise config-
ured to execute, conduct, and/or facilitate the methods 500,
600 of FIG. 5 and/or FIG. 6 herein, and/or portions or
combinations thereof.

[0038] Referring now to FIG. 3, a block diagram of a
system 300 according to some embodiments is shown. In
some embodiments, the system 300 may comprise a plural-
ity of node devices 302a-d (e.g., an insurance node 302aq, a
user node 3025, a cyber assessment node 302¢, and/or a
financial node 3024) in communication with an orderer node
306 and comprising and/or in communication via a private
blockchain fabric 310. In some embodiments, a plurality of
client devices 312a-c may be in communication with the
node devices 302a-d. Some or all of the client devices
312a-¢c may be in direct communication with the node
devices 302a-d (and/or the private blockchain fabric 310)
and/or may be communicatively coupled via one or more
Virtual Private Cloud (VPC) endpoints 314. As depicted, for
example, a first or insurance client 312¢ may be in commu-
nication with the insurance node 302a, a second or user
client 3126 may be in communication with the user node
3025 via the VPC endpoints 314, and/or a third or cyber
vendor client 312¢ may be in communication with the cyber
assessment node 302¢ via the VPC endpoints 314. In some
embodiments, any or all of the nodes 302a-d may comprise,
store, and/or define one or more Application Programming
Interface (API) programs 342a-1, 3426-1, 342¢-1, 342d-1,
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chain code instructions 342a-2, 342b-2, 342c¢-2, 342d-2,
and/or ledger instances 344a-d.

[0039] According to some embodiments, the system 300
may be configured and/or utilized to provide, enable, facili-
tate, and/or conduct blockchain-based cyber threat manage-
ment as described herein. The user client 31256 may be
utilized, for example, to interact with the user node 3025 by
execution of a second or user API 3425-1. The user API
342b-1 may comprise, for example, a web application
programmed to conduct communications between the nodes
302a-d to rate, quote, and/or issue a cyber risk insurance
policy (and/or other underwriting product). In some embodi-
ments, the insurance node 302a may execute a first or
insurance API 342q-1 that implements stored rules, logic,
and/or instructions to rate, quote, and/or issue the cyber risk
insurance policy, e.g., via communications with the user
node 3025 (and/or the user client 3125). According to some
embodiments, the insurance API 342a-1 may incorporate
results of a cyber risk assessment and/or other cyber threat
analysis data into the rating, quoting, and/or structuring of
the cyber risk insurance policy. The insurance API 342a-1
may, for example, communicate with the cyber assessment
node 302¢ and/or may utilize the insurance client 312a to
retrieve and/or identify data descriptive of cyber risk metrics
for one or more cyber assets (e.g., identified by the user
client 3125).

[0040] In some embodiments, the cyber assessment node
302¢ may execute a third or cyber assessment API 342¢-1
that conducts cyber risk assessments, e.g., by invoking,
executing, and/or communicating with the cyber vendor
client 312¢ and/or a darkweb service 318. The darkweb
service 318 may comprise, for example, an API programmed
to evaluate cyber risk metrics for the cyber asset, such as, but
not limited to, network traffic analysis, log file analysis, port
data (e.g., open port identification), and/or Distributed
Denial-of-Service (DDoS) attack analysis data. In some
embodiments, the darkweb service 318 may reside on, be
hosted and/or execute by, and/or may otherwise comprise
the cyber vendor client 312¢. According to some embodi-
ments, the cyber vendor client 312¢ and the cyber assess-
ment node 302¢ may conduct an initial cyber assessment for
the cyber asset and provide data descriptive of the assess-
ment to the insurance node 302a for inclusion in the rating,
quoting, and/or product structuring process. In some
embodiments, the financial node 3024 may execute a fourth
or financial API 342d-1 that may comprise, for example, a
payment API, storefront, payment verification and/or autho-
rization service, etc. Upon rating, quoting, structuring, and/
or selling of a cyber risk insurance product to (or through)
the user, for example, the insurance node 302a may call,
invoke, and/or hand-off the transaction to the financial node
302d to effectuate payment (e.g., premium, deposit, etc.)
from the user for the cyber risk insurance product.

[0041] According to some embodiments, once initiated/
purchased, the cyber risk insurance product may be auto-
matically updated and/or rechecked for cyber risk metrics.
The insurance node 302¢ may, in communication with the
insurance client 312a, for example, execute a “bot” 346
(e.g., an automated process) that periodically and/or auto-
matically invokes and/or initiates the darkweb service 318 to
reassess, reevaluate, and/or update one or more status data
elements with respect to the cyber asset(s). In some embodi-
ments, such as in the case that a reassessment/check iden-
tifies a cyber threat event/incident, the cyber threat event
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may be automatically reported to the insurance node 302a,
the user node 3024, and/or the financial node 3024. Upon
detection of a cyber threat event the insurance node 302q
may confirm coverage for the event (e.g., based on event
details) and may automatically, for example, instruct the
financial node 302d to provide compensation for the cyber
threat event. In some embodiments, measures may also or
alternately be automatically implemented to reduce potential
losses by, e.g., automatically disabling and/or changing
settings for the cyber asset(s) to stop the cyber threat event
(and/or to prevent additional incursions/issues). These reas-
sessments, identifications of cyber threat events, remedia-
tions, etc., and any other transaction data (e.g., the original
rating, quoting, structuring, and/or selling) may be appended
to the distributed ledger instances 344a-d by execution of
the various chain code instructions 342a-2, 3425-2, 342¢-2,
342d4-2 in coordination with the orderer device 306. The
private blockchain fabric 310 may be utilized, for example,
to automatically reassess the cyber asset(s) for cyber risk
data/metrics, and to identify, remediate, and/or stop/prevent
cyber threat events, while recording such transactions in the
distributed ledger 344a-d.

[0042] Fewer or more components 302a-d, 306, 310,
312a-c, 314, 318, 342a-1, 342a-2, 342b-1, 342b-2, 342¢-1,
342¢-2, 342d-1, 342d-2, 344a-d, 346 and/or various con-
figurations of the depicted components 302a-d, 306, 310,
312a-c, 314, 318, 342a-1, 342a-2, 342b-1, 342b-2, 342¢-1,
342¢-2, 342d-1, 342d-2, 344a-d, 346 may be included in the
system 300 without deviating from the scope of embodi-
ments described herein. In some embodiments, the compo-
nents 302a-d, 306, 310, 312a-c, 314, 318, 342a-1, 3424-2,
342b-1, 342b-2, 342¢-1, 342¢-2, 342d-1, 3424-2, 344a-d,
346 may be similar in configuration and/or functionality to
similarly named and/or numbered components as described
herein. In some embodiments, the system 300 (and/or one or
more portions thereof) may comprise a blockchain-based
cyber threat management program, system, and/or platform
programmed and/or otherwise configured to execute, con-
duct, and/or facilitate the methods 500, 600 of FIG. 5 and/or
FIG. 6 herein, and/or portions or combinations thereof.

III. Blockchain-Based Cyber Threat Management Data
Structure

[0043] Referring now to FIG. 4, a block diagram of an
example data storage structure 440 according to some
embodiments is shown. In some embodiments, the data
storage structure 440 may comprise a plurality of blockchain
data blocks 444a-b defining a distributed cyber risk under-
writing product/contract ledger. In some embodiments, the
data storage structure 440 may be implemented and/or
defined by an object data store and/or other data storage
technique and/or service, such as the Amazon® Simple
Storage Service (Amazon® S3™) available from Amazon.
com, Inc. of Seattle, WA or an open-source third-party
database service, such as MongoDB™, available from Mon-
goDB, Inc. of New York, NY.

[0044] According to some embodiments, each blockchain
data block 444a-b may comprise a plurality of data ele-
ments, such as, but not limited to, hash data 444a-1, 4445b-1,
product (e.g., cyber risk underwriting product) data 444q-2,
444b-2, cyber asset data 444a-3, 444b-3, darkweb data
444a-4, 4445-4, and/or check data 444a-5, 4445-5. In some
embodiments, the blockchain data blocks 444a-b may com-
prise different data elements at different times. In the case
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that a first blockchain data block 444a comprises a genesis
block, for example, the first blockchain data block 444a may
initially comprise a first hash stored in the hash data 444a-1,
first cyber asset data stored in the cyber asset data 444a-3,
and/or first darkweb data stored in the darkweb data 444a-4.

[0045] According to some embodiments, the first block-
chain data block 444a may be generated, recorded, and/or
stored on a first device (not shown) in response to a first
cyber risk underwriting product event, such as a quotation of
a new account/product (e.g., input provided by a potential
consumer and a quote provided in response by an under-
writing entity). According to some embodiments, the cyber
asset data stored in the cyber asset data 444a¢-3 may com-
prise data descriptive of the one or more cyber assets for
which at least one of the cyber risk underwriting products is
desired (e.g., cyber asset name, identifier, location (e.g.,
network location), type, etc.). In some embodiments, the
first darkweb data stored in the darkweb data 444a-4 may
comprise data identifying cyber risk assessment data
acquired with respect to the one or more cyber assets.
According to some embodiments, each of the cyber asset
data 444a-3 and the darkweb data 444a-4 may be encrypted
in association with the hash data 4444-1 to define the first
blockchain data block 444aq, at a first point in time.

[0046] In some embodiments, the first blockchain data
block 444a and/or elements thereof may be transmitted to a
remote and/or second device (not shown) to establish and/or
update a second blockchain data block 4445. Upon comple-
tion of a cyber risk assessment and/or reassessment of the
one or more cyber assets, for example, the second block-
chain data block 4445 may be created on the second device,
thereby establishing a first level of distribution of the cyber
risk underwriting product/contract ledger. According to
some embodiments for example, the hash data 444a-1 may
be transmitted or replicated to record the hash data 4445-1
at “A-17, the cyber asset data 4444-3 may be transmitted or
replicated to record the cyber asset data 4445-3 at “A-2”,
and/or the darkweb data 444a-4 may be transmitted or
replicated to record the darkweb data 4445-4 at “A-3”.

[0047] According to some embodiments, upon occurrence
of a second cyber risk underwriting product event, the
second blockchain data block 4445 may be altered to include
first product data stored in the product data 4445-2, second
darkweb data stored in the darkweb data 4445-4, and/or first
check data stored in the check data 4445-5. In the case that
the second cyber risk underwriting product event comprises
a detection of a darkweb cyber threat event, for example, the
second darkweb data stored in the darkweb data 4445-4 may
comprise information identifying the cyber threat event,
associated darkweb data, affected cyber assets, mitigation
and/or remedial measures. According to some embodiments,
the first product data stored in the product data 4445-2 may
comprise data descriptive of one or more available types
and/or instances (e.g., configurations) of cyber risk under-
writing products.

[0048] In some embodiments, the second blockchain data
block 4445 may be utilized to update and/or modify the first
blockchain data block 444a. New hash data stored in the
hash data 444b-1 may be transmitted or replicated back to
the first device to update the hash data 444a-1 at “B-1”, for
example, and/or the first product data stored in the product
data 4445-2 may be transmitted or replicated to record the
product data 444a-2 on the first device at “B-2”. According
to some embodiments, second or updated darkweb data
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stored in the darkweb data 4445-4 may be transmitted or
replicated to the first device to update the darkweb data
4444a-4 at “B-3”. In some embodiments, the blockchain data
blocks 444a-b (and/or data elements therein) may be
appended, combined, stacked, concatenated, added, and/or
otherwise joined or stored in relation to one another. Accord-
ing to some embodiments, the first blockchain data block
444aq may be tied to the second blockchain data block 4445
by transmission or replication of the first check data stored
in the check data 4445-5 to the first device to record the
check data 444a-5 at “B-4. The check data 444a-5, 4445-5
may comprise, for example, data, such as a timestamp,
additional cryptographic data, and/or information identify-
ing or describing the second cyber risk underwriting product
event, such that an analysis of the first blockchain data block
444a (and/or the check data 444a-5 thereof) will identify
that the second blockchain data block 4445 should be stored
in relation to the first blockchain data block 444a.

[0049] In some embodiments, fewer or more data fields,
types, and/or configurations than are depicted in FIG. 4 may
be associated with the blockchain data blocks 444a-b. Only
a portion of one or more databases, data blocks, and/or other
data stores is necessarily shown in FIG. 4, for example, and
other database fields, columns, structures, orientations,
quantities, and/or configurations may be utilized without
deviating from the scope of some embodiments. Further, the
data shown in the various data fields is provided solely for
exemplary and illustrative purposes and does not limit the
scope of some embodiments described herein. In some
embodiments, the blockchain data blocks 444a-b may not
comprise distinct and/or separate data elements but may
instead comprise a Binary Large Object (“BLOB”) and/or
data package or string, such as may be structured in accor-
dance with an open-standard file format, such as JavaScript
Object Notation (“JSON™).

IV. Blockchain-Based Cyber Threat Management Processes

[0050] Referring now to FIG. 5, a systemic flow diagram
of'a process or method 500 according to some embodiments,
is shown. The method 500 may, for example, be executed by
various hardware and/or logical components via interactive
communications, involving communications between vari-
ous node devices 502a-d, such as a cyber underwriting
device 502a, a user device 5025, a cyber assessment device
502¢, a financial device 5024, and/or an orderer device 506.
While not explicitly depicted in FIG. 5, the devices 502a-d,
506 may be in communication via various networks and/or
network components, and/or may process received data by
executing chain code instructions via one or more electronic
processing devices.

[0051] The process diagrams and flow diagrams described
herein do not necessarily imply a fixed order to any depicted
actions, steps, and/or procedures, and embodiments may
generally be performed in any order that is practicable
unless otherwise and specifically noted. While the order of
actions, steps, and/or procedures described herein is gener-
ally not fixed, in some embodiments, actions, steps, and/or
procedures may be specifically performed in the order listed,
depicted, and/or described and/or may be performed in
response to any previously listed, depicted, and/or described
action, step, and/or procedure. Any of the processes and
methods described herein may be performed and/or facili-
tated by hardware, software (including microcode), firm-
ware, or any combination thereof. For example, a storage

Jan. 18, 2024

medium (e.g., a hard disk, Random Access Memory (RAM)
device, cache memory device, Universal Serial Bus (USB)
mass storage device, and/or Digital Video Disk (DVD); e.g.,
the memory devices 140-1a-n, 140-2, 240a-e¢, 440, 840,
9404a-¢ of FIG. 1, FIG. 2, FIG. 4, FIG. 8, FIG. 9A, FIG. 9B,
FIG. 9C, FIG. 9D, and/or FIG. 9E herein) may store thereon
instructions that when executed by a machine (such as a
computerized processor) result in performance according to
any one or more of the embodiments described herein.

[0052] In some embodiments, the method 500 (e.g., for
managing a distributed cyber insurance policy contract
ledger and/or cyber threat status) may begin at “1” with a
transmitting of a request for a quote and/or sale of a cyber
risk underwriting product (e.g., a cyber risk insurance
policy) by the user device 5025. In some embodiments, the
request or transmitting at “1” may comprise a transmission
of data descriptive of a cyber asset 508 to the cyber
underwriting device 502a (and accordingly the receipt of the
information thereof). In some embodiments, the cyber
underwriting device 502¢ may forward and/or transmit an
indication of the request to the orderer device 506, at “2”.
The transmitting at “2” may, in some embodiments, result
from an automatic activation of a hard-coded network
address or remote identifier of the orderer device 506
embedded within and/or accessible to chain code application
instructions executed by the cyber underwriting device
502a. The orderer device 506 may, in some embodiments,
generate a genesis or initial blockchain at “3” based on the
cyber asset (and/or other user) data and/or may publish,
forward, and/or transmit the initial blockchain data back to
the cyber underwriting device 502a, at “4”. As depicted with
respect to the initial blockchain data at “4”, and as repeated
throughout the example depiction of the method 500, in
some embodiments the blockchain data may also or alter-
natively be published, posted, and/or transmitted to one or
more of the user device 5025, cyber assessment device 502¢,
and/or the financial device 5024 (e.g., as depicted by the
dotted line boxes and arrows in FIG. 5), with each trans-
mission causing an updating of an instance of the blockchain
stored in each respective device 502a-d). In some embodi-
ments, an instance of the blockchain stored on (or by) the
cyber underwriting device 502a may be updated by chain
code executed on or by the cyber underwriting device 502a
in response to the receiving of the request transmitted at “1”
and/or in response to receiving the initial blockchain data
from the orderer device 506 at “4”. According to some
embodiments, the cyber underwriting device 502a may,
upon receiving, storing, and/or processing the initial block-
chain data and/or in response to the receiving of the request,
generate a cyber risk assessment request, at “5”. In some
embodiments, the cyber risk assessment request may be
transmitted and/or forwarded to the cyber assessment device
502c¢, at “6” and/or the cyber risk assessment request (e.g.,
an indication thereof) may be transmitted to the orderer
device 506, at “7”.

[0053] According to some embodiments, the orderer
device 506 may add to or alter the genesis block and/or
initial blockchain with data representative of the cyber risk
assessment request, at “8”. In some embodiments, the
orderer device 506 may publish, forward, and/or transmit the
updated blockchain data to the cyber assessment device
502¢ (and/or other devices 502a-b, 502d), at “9”. According
to some embodiments, an instance of the blockchain stored
on (or by) the cyber assessment device 502¢ may be updated
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by chain code executed on or by the cyber assessment device
502c¢ in response to the receiving of the cyber risk assess-
ment request transmitted at “6” and/or in response to receiv-
ing the updated blockchain data from the orderer device 506
at “9”. In some embodiments, the cyber assessment device
502¢ may (e.g., after receiving the cyber risk assessment
request) conduct a cyber risk/threat assessment of the cyber
asset 508, at “10”. The cyber risk assessment may, for
example, identify various “red flags”, such as settings and/or
metrics that are identified to be outside of acceptable
bounds/ranges and/or may define an overall estimated risk
level for the cyber asset 508. According to some embodi-
ments, the cyber assessment device 502¢ may forward
and/or transmit an indication of the assessment/risk analysis
to the orderer device 506, at “11”. According to some
embodiments, the orderer device 506 may add to or alter the
blockchain with data representative of the cyber risk assess-
ment/risk analysis, at “12”. In some embodiments, the
orderer device 506 may publish, forward, and/or transmit the
updated blockchain data to the cyber underwriting device
502a (and/or other devices 50256-d), at “13”.

[0054] In some embodiments, an instance of the block-
chain stored on (or by) the cyber underwriting device 502a
may be updated by chain code executed on or by the cyber
underwriting device 502a in response to the receiving of the
cyber risk assessment/risk analysis data transmitted at “13”.
In some embodiments, the cyber underwriting device 502a
may process the cyber risk assessment/risk analysis data
(and/or other underwriting data) by executing and/or imple-
menting underwriting rules and/or logic to rate a policy for
the cyber asset 508, at “14”. According to some embodi-
ments, the processing at “14” may comprise a computation
of an underwriting decision, such as a decision to accept,
decline, and/or modify the request (e.g., an application for
the cyber risk underwriting product/policy received via the
request at “1”). In some embodiments, the cyber underwrit-
ing device 502a may forward and/or transmit an indication
of the underwriting decision and/or rating to the orderer
device 506, at “15”. According to some embodiments, the
orderer device 506 may add to or alter the blockchain with
data representative of the underwriting decision and/or rat-
ing, at “16”. In some embodiments, the orderer device 506
may publish, forward, and/or transmit the updated block-
chain data to the user device 5025 (and/or other devices
502a, 502¢-d), at “17”. As shown for exemplary purposes in
FIG. 5, in the case the underwriting decision is to accept the
application/request, the data indicative of the underwriting
decision transmitted to the user device 5025 at “17” may
comprise a quote for the cyber risk underwriting product/
policy. In some embodiments, such as in the case that a user
(not shown; e.g., a consumer or agent/broker) accepts the
quote (e.g., “OK”), the user device 5026 may transmit an
indication of the acceptance to the cyber underwriting
device 502a, at “18”. According to some embodiments, the
cyber underwriting device 502a may forward and/or trans-
mit an indication of the acceptance of the quote to the
orderer device 506, at “19”. According to some embodi-
ments, the orderer device 506 may add to or alter the
blockchain with data representative of the acceptance of the
quote, at “20”. In some embodiments, the orderer device 506
may publish, forward, and/or transmit the updated block-
chain data to the cyber underwriting device 502a (and/or
other devices 502b-d), at “21”.
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[0055] According to some embodiments, an instance of
the blockchain stored on (or by) the cyber underwriting
device 5024 may be updated by chain code executed on or
by the cyber underwriting device 5024 in response to the
receiving of the acceptance of the quote transmitted at “18”
and/or in response to receiving the updated blockchain data
from the orderer device 506 at “21”. In some embodiments,
the cyber underwriting device 5024 may generate and/or
create cyber risk underwriting product policy data, rules,
conditions, and/or documents, such as a power of attorney,
an issuance package, and/or policy conditions and/or rules,
at “22”. In some embodiments, the cyber underwriting
device 502a may transmit the cyber risk underwriting prod-
uct policy data, rules, conditions, and/or documents to the
financial device 5024 for execution, billing, and/or sales
processing, at “23”. In some embodiments, the financial
device 5024 may execute a sale of the cyber risk underwrit-
ing product to the user (and/or consumer/insured), e.g., by
processing payment information of the user (e.g., received as
part of the request at “1” and/or as part of the acceptance of
the quote at “18), at “24”. According to some embodiments,
the financial device 5024 may forward and/or transmit an
indication of the sale to the orderer device 506, at “25”.
According to some embodiments, the orderer device 506
may add to or alter the blockchain with data representative
of the sale, at ‘“26”. In some embodiments, the orderer
device 506 may publish, forward, and/or transmit the
updated blockchain data to the financial device 5024, at
“27”, and/or to the cyber underwriting device 502a (and/or
other devices 5025-c¢), at “28”. According to some embodi-
ments, an instance of the blockchain stored on (or by) the
financial device 5024 may be updated by chain code
executed on or by the financial device 5024 in response to
the receiving of the cyber risk underwriting product policy
data, rules, conditions transmitted at “23” and/or in response
to receiving the updated blockchain data from the orderer
device 506 at “27”.

[0056] In some embodiments, an instance of the block-
chain stored on (or by) the cyber underwriting device 502a
may be updated by chain code executed on or by the cyber
underwriting device 502¢ in response to the receiving of an
indication of the sale (e.g., a payment receipt, acknowledge-
ment, etc.) and/or the updated blockchain data from the
orderer device 506 at “28”. According to some embodi-
ments, the cyber underwriting device 502a may process data
descriptive of the payment/sale confirmation/authorization
to execute one or more policy/product procedures, at “29”.
The cyber underwriting device 502a¢ may, for example,
initiate and/or execute a “bot”, loop, and/or other program
that continually updates a status for, checks a status of,
and/or evaluates one or more conditions for the policy/
product (and/or the cyber asset 508 thereof). According to
some embodiments, the cyber underwriting device 502a
may transmit a request for reassessment and/or monitoring
of the cyber asset 508 to the cyber assessment device 502c¢,
at “30”. In some embodiments, the cyber assessment device
502¢ may, in response to the request at “30” for example,
monitor, reassess, reevaluate, and/or update a status of the
cyber asset 508, at “31”. According to some embodiments,
this monitoring may continue and/or be repeated (e.g.,
periodically, randomly, and/or in response to trigger events)
until (i) an expiration of the product/policy and/or (ii) a
cyber threat event detection.



US 2024/0022584 Al

[0057] As shown for exemplary purposes in FIG. 5, in the
case that a cyber threat event is detected, the cyber assess-
ment device 502¢ may forward and/or transmit data indica-
tive of the detected cyber threat event to the orderer device
506, at “32”. According to some embodiments, the orderer
device 506 may add to or alter the blockchain with data
representative of the cyber threat event, at “33”. In some
embodiments, the orderer device 506 may publish, forward,
and/or transmit the updated blockchain data to the cyber
assessment device 502¢ (and/or other devices 502a-b, 5024),
at “34”. According to some embodiments, an instance of the
blockchain stored on (or by) the cyber assessment device
502¢ may be updated by chain code executed on or by the
cyber assessment device 502¢ in response to the detection of
the cyber threat event and/or in response to receiving the
updated blockchain data from the orderer device 506 at
“34”7.

[0058] According to some embodiments, the cyber assess-
ment device 502¢ may process data descriptive of the cyber
threat event, e.g., by application of stored rules and/or logic
to determine a remediation and/or response action, such as,
but limited to, disabling the cyber asset 508, editing one or
more settings of the cyber asset 508, and/or restricting
network access to and/or from the cyber asset 508, at “35”.
As shown for exemplary purposes in FIG. 5, the cyber
assessment device 502¢ may, for example, transmit a com-
mand (and/or an alert) to the user device 5024 (and/or
directly to the cyber asset 508 and/or a device associated
therewith; not separately shown) requesting and/or causing
a disabling (and/or other remedial and/or response action) of
the cyber asset 508, at “36”. In some embodiments, the
transmitted command, data, and/or request may be imple-
mented and/or responded to by an adjustment being made to
the cyber asset 508, at “37”. The user device 5025 may, for
example, change a DNS setting, URL, access credential,
network path, security setting, power setting, etc., of the
cyber asset 508, e.g., to stop, minimize, and/or prevent
additional cyber threat event activities.

[0059] Insome embodiments, the cyber assessment device
502¢ may transmit an alert descriptive of the cyber threat
event to the cyber underwriting device 502a, at “38”.
According to some embodiments, the cyber underwriting
device 5024 may process the alert (and/or data descriptive of
the cyber threat event) utilizing stored rules, logic, and/or
instructions to determine whether the cyber threat event
meets a predefined condition, at “39”. In some embodi-
ments, the cyber underwriting device 5024 may proceed
back to (and/or replace) “36” by transmitting a command,
request, etc., to the user device 50256 to, e.g., disable and/or
otherwise affect the cyber asset 508 based on the analysis of
the cyber threat event with respect to the condition. Accord-
ing to some embodiments, the cyber underwriting device
502a may forward and/or transmit data indicative of the
analysis of the cyber threat event with respect to the con-
dition to the orderer device 506, at “40”. According to some
embodiments, the orderer device 506 may add to or alter the
blockchain with data representative of the analysis of the
cyber threat event with respect to the condition, at “41”. In
some embodiments, the orderer device 506 may publish,
forward, and/or transmit the updated blockchain data to the
cyber underwriting device 502a (and/or other devices 50264-
d), at “42”. According to some embodiments, an instance of
the blockchain stored on (or by) the cyber underwriting
device 502a may be updated by chain code executed on or
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by the cyber underwriting device 5024 in response to the
analysis of the cyber threat event with respect to the con-
dition at “39” and/or in response to receiving the updated
blockchain data from the orderer device 506 at “42”.

[0060] According to some embodiments, the cyber under-
writing device 502a may, e.g., based on the analysis of the
cyber threat event with respect to the condition, compute a
cyber risk underwriting product claim decision/determina-
tion, at “43”. The cyber risk underwriting product claim
decision/determination may, for example, comprise a deter-
mination that a payment should be made to the user/account
holder based on the detected cyber threat event with respect
to the cyber asset 508. According to some embodiments, the
decision may comprise a computation and/or calculation of
a payment amount, e.g., based on details of the cyber asset
508 and/or of the cyber threat event (e.g., a magnitude of the
cyber threat event, estimate of computer network damage
and/or data loss, etc.). In some embodiments, the cyber
underwriting device 502¢ may transmit an indication of the
claim determination and/or payment amount (e.g., an alert,
authorization, and/or command) to the financial device
5024, at “44”.

[0061] In some embodiments, the financial device 502d
may execute a payment of the cyber risk underwriting
product claim to the user (and/or consumer/insured), e.g., by
processing payment information, at “45”. According to some
embodiments, the financial device 5024 may forward and/or
transmit an indication of the payment to the orderer device
506, at “46”. According to some embodiments, the orderer
device 506 may add to or alter the blockchain with data
representative of the payment (and/or claim determination),
at “47”. In some embodiments, the orderer device 506 may
publish, forward, and/or transmit the updated blockchain
data to the financial device 5024 (and/or other devices
502a-c), at “48”. According to some embodiments, an
instance of the blockchain stored on (or by) the financial
device 5024 may be updated by chain code executed on or
by the financial device 502d in response to the conducting of
the payment and/or in response to receiving the updated
blockchain data from the orderer device 506 at “48”. In
some embodiments, the financial device 5024 may forward
and/or transmit confirmation of the payment to the cyber
underwriting device 502qa at “50” and the cyber underwrit-
ing device 502a and/or the financial device 5024 may
forward and/or transmit confirmation of the payment (and/or
payment details) to the user device 5025, at “51”.

[0062] While many specific actions of the method 500
have been described with respect to FIG. 5, fewer or more
actions, transmissions, and/or processing procedures may be
implemented in the method 500 without deviating from
embodiments herein. According to some embodiments, any
transmission sent from an origin to a destination may be
received by and/or at the destination, e.g., in response to the
transmission. In some embodiments, fewer or more compo-
nents 502a-d, 506, 508 and/or various configurations of the
depicted components 502a-d, 506, 508 may be included in
the method 500 without deviating from the scope of embodi-
ments described herein. In some embodiments, the compo-
nents 502a-d, 506, 508 may be similar in configuration
and/or functionality to similarly named and/or numbered
components as described herein. In some embodiments, the
method 500 (and/or one or more portions thereof) may
comprise a blockchain-based cyber threat management pro-
gram, system, and/or platform programmed and/or other-
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wise configured to execute, conduct, and/or facilitate the
method 600 of FIG. 6 herein, and/or portions or combina-
tions thereof.

[0063] Referring now to FIG. 6, a flow diagram of a
method 600 according to some embodiments is shown. In
some embodiments, the method 600 may be performed
and/or implemented by and/or otherwise associated with one
or more specialized and/or specially-programmed comput-
ers (e.g., the node devices 102a-n, 202a-c, 302a-d, 502a-d,
the third-party, blockchain services, and/or orderer devices
106, 206, 306, 506 and/or the server, cyber risk manage-
ment, private blockchain fabric devices, and/or apparatus
110, 210, 310, 810, all of FIG. 1, FIG. 2, FIG. 3, FIG. 5,
and/or FIG. 8 herein), computer terminals, computer servers,
computer systems and/or networks, and/or any combinations
thereof (e.g., by one or more multi-threaded and/or multi-
core processing units of a cyber risk management system).
In some embodiments, the method 600 may be embodied in,
facilitated by, and/or otherwise associated with various input
mechanisms and/or interfaces (e.g., the interfaces 720a-c,
820 of FIG. 7A, FIG. 7B, FIG. 7C, and/or FIG. 8 herein).

[0064] According to some embodiments, the method 600
may comprise receiving (e.g., by a processing device and/or
via an electronic communication network) a request for a
cyber risk insurance policy for a cyber asset, at 602. The
cyber risk insurance policy (and/or other cyber risk under-
writing product/policy) request may, for example, be gen-
erated by a remote user device (e.g., a peer device or node
in a blockchain fabric) operated by an entity desiring a cyber
risk insurance policy (e.g., a customer, potential customer,
and/or consumer). In some embodiments, the cyber risk
insurance policy request may comprise a request for one or
more specific types and/or configurations of cyber risk
underwriting products. According to some embodiments, the
cyber risk insurance policy request may include details of
one or more cyber assets to be covered (e.g., vulnerability
descriptions, first seen date, last seen date, network port
number, etc.), details defining the owner of the cyber asset
(s), an amount of desired coverage, and/or a coverage
date/time/range. In some embodiments, a cyber risk insur-
ance policy application or request package may be received.
Such a package or submission may comprise, for example,
various documentation, access credentials, identifiers (e.g., a
domain name, URL, and/or IP address), etc., e.g., descriptive
of the cyber asset(s).

[0065] According to some embodiments, the cyber risk
insurance policy request may be received by an insurance
entity and/or device, and/or an agent entity and/or device
(e.g., a cyber underwriting API blockchain client device).
According to some embodiments, the receiving device may
have access to and/or comprise, for example, a data storage
device storing (i) chain code instructions, (ii) underwriting
instructions, and/or (ii) a blockchain data structure. Accord-
ing to some embodiments, the chain code instructions may
be triggered by a receipt of the cyber risk insurance policy
request to record information descriptive of the cyber risk
insurance policy request in the blockchain data structure. In
some embodiments, such as in the case that a centralized
blockchain device (e.g., an orderer device) is utilized to
provide certification, authentication, and/or cryptographic
services, the insurance device (e.g., a peer device or node in
the blockchain fabric) may transmit a request to the block-
chain device to record the cyber risk insurance policy
request data. The insurance device may execute a blockchain
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application (e.g., an application that executes chain code and
calls the blockchain device), for example, that transmits a
signal to a network address of the blockchain device. In
some embodiments, the blockchain device may receive the
cyber risk insurance policy request data, apply a crypto-
graphic algorithm, such as a hash, to the data, and provide
the encrypted “block” back to the insurance device. Accord-
ing to some embodiments, the cyber risk insurance policy
request information may not be transmitted to the block-
chain device, but a call to the blockchain device may cause
the cryptographic algorithm to be applied to the data on the
insurance device. In the case that data already exists in the
blockchain data structure, the cyber risk insurance policy
request block may be appended to the end of the previous
block. In the case that the cyber risk insurance policy request
block is the first block, the cyber risk insurance policy
request block may be stored as a genesis block in the
blockchain data structure. In some embodiments, different
blockchain data structures may be employed for different
cyber risk insurance policy requests, cyber assets, custom-
ers/consumers, geographic locations, and/or underwriting
product transactions.

[0066] In some embodiments, the method 600 may com-
prise determining (e.g., by the processing device) a cyber
risk rating for the cyber asset, at 604. The insurance device
may, for example, trigger and/or transmit a request for a
cyber threat assessment of the cyber asset(s) identified in
and/or related to the request/application. According to some
embodiments, the insurance device may send a request for
a cyber threat assessment and/or rating to a third-party
device, such as a cyber assessment vendor server, API,
application, etc. (e.g., a cyber risk API blockchain client
device; e.g., a peer device or node in the blockchain fabric).
According to some embodiments, the cyber threat assess-
ment request may be triggered in response to an execution
of cyber risk underwriting instructions, e.g., by the insurance
device. In some embodiments, the cyber threat assessment
may be conducted by querying the third-party device and/or
service (e.g., utilizing data descriptive of the cyber asset(s))
and receiving a response thereto, e.g., that includes data
defining a cyber threat assessment score, rating, and/or other
data and/or metrics descriptive of, e.g., “red flags” with
respect to the cyber asset(s) (e.g., an indication of at least
one red flag indicator, such as (i) an open port, (ii) a software
vulnerability, (iii) an outdated update sequence, and (iv) an
existing infection). In some embodiments, the cyber threat
assessment may comprise a search of darkweb data sources
with respect to the cyber asset(s). According to some
embodiments, such as in the case that a cyber risk assess-
ment has already been conducted with respect to the cyber
asset(s), the results of the assessment may be queried,
looked-up, and/or retrieved from stored data. In some
embodiments, data descriptive of and/or indicative of the
cyber threat assessment may be stored in the blockchain,
e.g., by execution of the chain code instructions. A cyber
threat assessment block may be generated and recorded, for
example, by appending it to the cyber risk underwriting
policy/product request block in the blockchain data struc-
ture. In some embodiments, the cyber risk underwriting
policy/product block may be updated to indicate the rela-
tionship with the newly-added cyber threat assessment
block.

[0067] According to some embodiments, the method 600
may comprise generating (e.g., by the processing device) a
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cyber risk insurance policy quote, at 606. The insurance
device may receive an underwriting decision from another
device, for example, or may execute stored underwriting
rules to compute the underwriting decision, e.g., based on
the cyber threat assessment of the cyber asset(s). In some
embodiments, the underwriting decision may comprise and/
or compute various risk metrics, ratings, deductibles, pre-
miums, etc. In some embodiments, the cyber risk product/
policy underwriting decision may comprise a decision to
accept, reject, or modify (e.g., a counter-offer) the requested
cyber risk product/policy and/or may comprise the quote. In
some embodiments, data descriptive of and/or indicative of
the underwriting decision/quote may be stored in the block-
chain, e.g., by execution of the chain code instructions. An
underwriting decision/quote block may be generated and
recorded, for example, by appending it to the cyber threat
assessment block in the blockchain data structure. In some
embodiments, the cyber threat assessment block may be
updated to indicate the relationship with the newly-added
underwriting decision/quote block.

[0068] In some embodiments, the method 600 may com-
prise receiving (e.g., by a processing device and/or via an
electronic communication network) an acceptance of the
quote, at 608. The quote/underwriting decision may be
transmitted to the consumer/user (e.g., to the remote user
device) by the insurance device, for example, and a decision
to accept, deny, and/or counter-offer the quote may be input
by the user and transmitted back to the insurance device
(e.g., in response to the receiving of the quote). In some
embodiments, an indication of the acceptance of the quote
may be received by the insurance device and may comprise,
for example, a payment authorization, payment details/
identifiers, signed documents, waivers, powers of attorney,
etc. In some embodiments, data descriptive of and/or indica-
tive of the acceptance of the quote (or the denial and/or
counter-offer, as the case may be) may be stored in the
blockchain, e.g., by execution of the chain code instructions.
A quote acceptance block may be generated and recorded,
for example, by appending it to the underwriting decision/
quote block in the blockchain data structure. In some
embodiments, the underwriting decision/quote block may be
updated to indicate the relationship with the newly-added
quote acceptance block.

[0069] According to some embodiments, the method 600
may comprise creating (e.g., by the processing device) a
cyber risk insurance policy for the cyber asset, at 610. In the
case that the quote is accepted, for example, the insurance
device may execute the underwriting instructions to define
and/or generate various parameters and/or conditions for the
cyber risk underwriting product/policy (and check to verify
whether such parameters and/or conditions are met).
According to some embodiments, product/policy conditions
may include, but need not be limited to, a requirement that
automatic cyber threat monitoring be permitted for the cyber
asset(s), that the cyber asset(s) be managed in a particular
best-practice manner, that the cyber asset(s) be maintained
free of red flag indicators for a period of time, and/or that
certain other IT best practices be implemented. In some
embodiments, the creating/generating of the policy/product
may comprise selling the policy/product to the user (e.g.,
accepting payment in exchange for the activation of the
policy/product) and/or an identification of policy contacts
and/or addresses. In some embodiments, data descriptive of
and/or indicative of the acceptance of the cyber risk insur-
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ance policy may be stored in the blockchain, e.g., by
execution of the chain code instructions. A cyber risk
insurance policy block may be generated and recorded, for
example, by appending it to the quote acceptance block in
the blockchain data structure. In some embodiments, the
quote acceptance block may be updated to indicate the
relationship with the newly-added cyber risk insurance
policy block. In such a manner, for example, the cyber risk
insurance policy may be registered with the blockchain
system.

[0070] In some embodiments, the method 600 may com-
prise monitoring (e.g., by the processing device) the cyber
asset for cyber threats, at 612. The insurance device may
execute an automated procedure (e.g., a “bot”), for example,
that periodically (e.g., at predefined time intervals, ran-
domly, and/or in response to event triggers) transmits a
request to the third-party cyber threat assessment device/
service to reassess and/or update a status of the cyber
asset(s). In some embodiments, the third-party device/ser-
vice may otherwise be scheduled and/or automatically trig-
gered to provide cyber threat data with respect to the cyber
asset(s) on a recurring basis. According to some embodi-
ments, data descriptive of and/or indicative of the monitor-
ing may be stored in the blockchain, e.g., by execution of the
chain code instructions. A monitoring block may be gener-
ated and recorded, for example, by appending it to the cyber
risk insurance policy block in the blockchain data structure.
In some embodiments, the cyber risk insurance policy block
may be updated to indicate the relationship with the newly-
added monitoring block.

[0071] According to some embodiments, the method 600
may comprise determining (e.g., by the processing device)
whether there is a cyber threat, at 614. The cyber risk API
blockchain client device and/or a cyber threat assessment
and/or monitoring service thereof may, for example, identify
an occurrence of a cyber threat with respect to the cyber
asset(s) by execution of cyber threat monitoring algorithms
and/or processes. In some embodiments, an indication of the
threat may be provided to the insurance device and/or may
be identified by the insurance device by execution of moni-
toring rules that interpret monitoring data provided by the
cyber threat monitoring device/service. According to some
embodiments, the cyber threat may comprise an incursion
into a network, a DDoS attack, an installation of spyware,
malware, and/or a virus, and/or a cyber ransom attempt—
e.g., via an installation and/or occurrence of ransomware,
any or all with respect to the cyber asset(s). In some
embodiments, data descriptive of and/or indicative of the
cyber threat may be stored in the blockchain, e.g., by
execution of the chain code instructions. A cyber threat
block may be generated and recorded, for example, by
appending it to the monitoring block in the blockchain data
structure. In some embodiments, the monitoring block may
be updated to indicate the relationship with the newly-added
cyber threat block. In such a manner, for example, the cyber
threat may be registered with the blockchain system.

[0072] In some embodiments, the method 600 may com-
prise outputting (e.g., by the processing device, via the
electronic communication network, and/or to a remote user
device) an alert, at 616. In the case that the cyber threat is
detected and/or identified, for example, data descriptive of
the cyber threat may be shared amongst peer and/or node
devices and/or transmitted to one or more other devices
(e.g., an IT service provider device), e.g., to one or more
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addresses stored with respect to the policy/product. In some
embodiments, data descriptive of and/or indicative of the
alert may be stored in the blockchain, e.g., by execution of
the chain code instructions. An alert block may be generated
and recorded, for example, by appending it to the cyber
threat block in the blockchain data structure. In some
embodiments, the cyber threat block may be updated to
indicate the relationship with the newly-added alert block.

[0073] According to some embodiments, the method 600
may comprise determining (e.g., by the processing device)
whether the cyber threat meets a condition, at 618. In the
case that the cyber threat is detected and/or identified, for
example, data descriptive of the cyber threat may be com-
pared to stored thresholds and/or evaluated utilizing stored
rules to determine whether the detected cyber event meets
policy criteria (e.g., for automatic claim payment). Various
data parameters of the cyber threat event, such as a time/date
of the cyber threat event, a type of event, an extent of
incursion, estimated damage to the cyber asset(s), etc., may
be utilized, for example, to identify matches with one or
more condition statuses, desired actions/responses, notifica-
tion requirements, etc. In some embodiments, data descrip-
tive of and/or indicative of the condition status may be
stored in the blockchain, e.g., by execution of the chain code
instructions. A condition status block may be generated and
recorded, for example, by appending it to the alert block in
the blockchain data structure. In some embodiments, the
alert block may be updated to indicate the relationship with
the newly-added condition status block.

[0074] In some embodiments, the method 600 may com-
prise disabling (e.g., by the processing device) the cyber
asset, at 620. In the case that the cyber threat event is
determined to satisfy and/or meet the condition and/or
criteria, for example, action may be automatically taken to
minimize the incursion and/or damage, and/or to prevent
additional events. In some embodiments, the cyber asset
may be disabled by blocking access thereto, shutting off
power to a network device (e.g., the cyber asset itself),
and/or changing network and/or cyber asset settings. In
some embodiments, the disabling/mitigation/remediation
may comprise one or more of: (i) encrypting a file, (ii)
encrypting a server, (iii) encrypting a database, (iv) encrypt-
ing a website, (v) blocking access to an IP address, (vi)
changing a DNS setting, (vii) changing a port setting, and
(viii) powering-down a network device. In the case that the
cyber threat event is believed to have originated in a
particular country, for example, a domain and/or network-
type cyber asset may be modified by instituting geo-block-
ing that specifically excludes network traffic from the iden-
tified country. In the case that the cyber asset comprises a
network device, such as a server, laptop, smart phone,
switch, router, and/or firewall, power to the cyber asset may
be automatically disrupted and/or terminated, e.g., to stop
and/or prevent additional damage. In some embodiments,
data descriptive of and/or indicative of the disabling (and/or
other remedial action) may be stored in the blockchain, e.g.,
by execution of the chain code instructions. A remedial
action block may be generated and recorded, for example,
by appending it to the condition status block in the block-
chain data structure. In some embodiments, the condition
status block may be updated to indicate the relationship with
the newly-added remedial action block.

[0075] According to some embodiments, the method 600
may comprise authorizing (e.g., by the processing device)
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payment of a cyber insurance claim, at 622. In the case that
the condition/criteria comprises a rule defining when claim
payment pursuant to the cyber risk insurance policy is
permitted, for example, and the condition/criteria is deter-
mined to have been met by the detected cyber threat event,
the insurance device may trigger and/or authorize payment
for the cyber threat event occurrence. In some embodiments,
the insurance device may transmit payment authorization to
a financial services device to effectuate payment to the user
(and/or the user’s designee; e.g., the user’s IT vendor).
According to some embodiments, an amount of damage
caused by the cyber threat event may be estimated and the
authorized payment amount may be established as a per-
centage thereof (and/or a portion thereof, e.g., the total
damage amount minus any deductible amount). In some
embodiments, the remedial action must be taken (automati-
cally and/or as authorized and/or triggered by the user) for
the payment to be effectuated. In some embodiments, data
descriptive of and/or indicative of the payment may be
stored in the blockchain, e.g., by execution of the chain code
instructions. A payment block may be generated and
recorded, for example, by appending it to the remedial
action block in the blockchain data structure. In some
embodiments, the remedial action block may be updated to
indicate the relationship with the newly-added payment
block.

[0076] In some embodiments, any transmissions that are
sent and/or received between the various devices that may
be utilized by the parties to the cyber risk underwriting
product/policy contract (and/or a blockchain management
device or service) may be secured via any compression
and/or encryption protocols that are or become known or
practicable. According to some embodiments, fewer or more
devices, data storage structures, chain code instances, and/or
cyber risk underwriting product/policy ledger recordation
events may be included in the method 600. In some embodi-
ments, any or all blockchain recordation events may be
propagated or mirrored across devices and/or cyber risk
underwriting product/policy ledger instances, e.g., in accor-
dance with chain code instructions and/or protocols.

V. Blockchain-Based Cyber Threat Management Interfaces

[0077] Turning now to FIG. 7A, FIG. 7B, and FIG. 7C,
diagrams of an example interface system 700 according to
some embodiments are shown. In some embodiments, the
interface system 700 may comprise a mobile electronic user
device 702 that outputs one or more interfaces 720a-c.
According to some embodiments, the interfaces 720a-c may
comprise one or more of a web page, web form, database
entry form, API, spreadsheet, table, and/or application or
other GUI via which a user or other entity may enter data
(e.g., provide or define input) descriptive of a cyber asset
(not separately shown) and receive output descriptive of a
cyber risk underwriting product/policy and one or more
cyber threats thereof, as described herein. The interfaces
720a-c may, for example, comprise a front-end of a block-
chain-based cyber threat management program and/or plat-
form programmed and/or otherwise configured to execute,
conduct, and/or facilitate the methods 500, 600 of FIG. 5
and/or FIG. 6 herein, and/or portions or combinations
thereof. In some embodiments, the interfaces 720a-¢ may be
output via a computerized and/or specially-programmed
device, such as the node devices 102a-r, 202a-c, 302a-d,
502a-d, the third-party, blockchain services, and/or orderer
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devices 106, 206, 306, 506 and/or the server, cyber risk
management, private blockchain fabric devices, and/or
apparatus 110, 210, 310, 810, all of FIG. 1, FIG. 2, FIG. 3,
FIG. 5, and/or FIG. 8 herein.

[0078] According to some embodiments, the interfaces
720a-c may comprise one or more tabs and/or other seg-
mented and/or logically-presented data forms and/or fields.
In some embodiments, the interfaces 720a-c may be con-
figured and/or organized to allow and/or facilitate identifi-
cation, selection, and/or entry of information descriptive of
one or more cyber assets, such as websites, domains, URL
addresses, computer hardware and/or network components
and/or devices, data elements, data storage devices, etc.
According to some embodiments, the interfaces 720a-c may
comprise a menu and/or data entry page from which a user
may select one or more options that initiate specific func-
tionality of a mobile device application. As depicted in FIG.
7A, for example, a first version (or page or instance) of the
interface 720a may comprise a data acquisition and/or entry
interface that provides one or more data input and/or output
mechanisms, tools, objects, and/or features, such as a submit
button 720-1, a home button 720-2, a save button 720-3, an
instruction window 720-4, and/or a listing 720-5 of one or
more cyber assets. In some embodiments, the first version of
the interface 720a may be generated in response to an
initiation of a request/application for a cyber risk underwrit-
ing product/policy. In some embodiments, various cyber
assets may be automatically identified and/or classified (or
may be entered and/or defined by a user) and may be
presented to the user via the listing 720-5. According to
some embodiments, the user may be prompted to enter
and/or confirm information descriptive of the cyber assets
(e.g., the listing 720-5). An automatic scan and/or analysis of
one or more computer network devices associated with the
user (such as the mobile electronic user device 702) may be
conducted to identify and/or classify one or more of the
listed cyber assets (and/or details thereof), for example, and
the user may confirm, delete, and/or edit the auto-generated
(and/or user-defined) listing 720-5. In some embodiments,
activation of the home button 720-2 may cause a GUI
navigation to a “home screen” or page (e.g., the first
interface 720a) and/or the save button 720-3 may, upon
activation, cause the entered, generated, and/or selected data
(e.g., the data in the listing 720-5) to be stored (e.g., for
future reference and/or use). According to some embodi-
ments, the user may activate the submit button 720-1 to
submit the request/application and/or to generate and/or
access an active account/policy screen, such as may be
provided by a second version (or page or instance) of the
interface 72056 (e.g., defining a second input and/or output
mechanism) as depicted in FIG. 7B.

[0079] According to some embodiments, the second ver-
sion of the interface 7205 may provide an active cyber risk
policy/product information screen. As depicted in FIG. 7B,
for example, the second version of the interface 7205 may
comprise the universal GUI submit button 720-1, home
button 720-2, and save button 720-3, may output policy
details 722, may output a cyber threat alert 724, and/or may
provide various actuatable buttons 726a-c, such as a view
details button 726a, a take action button 7265, and/or a
submit claim button 726¢. In some embodiments, the cyber
threat alert 724 may be output in response to an automatic
detection of a cyber threat event due to ongoing monitoring
of one or more cyber assets from the policy (e.g., the policy
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for which details are provided via the policy details 722).
According to some embodiments, the view details button
726a may be actuated to navigate to a screen (not shown)
that provides details of the cyber threat event, such as, but
not limited to, a time, date, duration, geolocation, network
location, type, audit trail (e.g., accessed applications and/or
data), estimated damage, etc., of the cyber threat event. In
some embodiments, the take action button 7265 may be
actuated to enable user-defined cyber threat event response.
According to some embodiments, the submit claim button
726¢ may be actuated to trigger a transmission of data and/or
evaluation of the cyber threat event data with respect to
(and/or defining) a claim on the policy. Either of the
response and/or the claim actions may be conducted auto-
matically (e.g., without user input and/or intervention), e.g.,
in response to a detection of the cyber threat event and/or in
response to the alert 724. According to some embodiments,
the user may activate the take action button 7265 and/or the
submit claim button 726¢ to generate and/or access a cyber
threat event response screen, such as may be provided by a
third version (or page or instance) of the interface 720c¢ (e.g.,
defining a third input and/or output mechanism) as depicted
in FIG. 7C.

[0080] In some embodiments, the third version of the
interface 720c¢ may provide a cyber threat response infor-
mation screen. As depicted in FIG. 7C, for example, the third
version of the interface 720¢ may comprise the universal
GUI submit button 720-1, home button 720-2, and save
button 720-3, may output cyber target details 728a, may
output response action details 7285, may output estimated
damage 728¢, may output a claim decision 7284, and/or may
provide various actuatable buttons 726d-e, such as an edit
data button 726d and/or a get paid button 726e. According
to some embodiments, the cyber target details 7284 may
provide data descriptive of any cyber assets that have been
affected by the cyber threat event, the response action details
728b may provide data descriptive of any remedial, correc-
tive, and/or mitigating actions taken (automatically and/or as
defined/triggered by a user), and/or the estimated damage
728¢ may comprise a damage estimate due to, e.g., damaged
hardware, corrupted software, corrupted, locked, and/or lost
data, estimated labor to rebuild virtual server, client, and/or
database instances and/or reinstall software, etc. In some
embodiments, the claim decision 7284 may comprise an
automatically-generated determination regarding whether
the cyber threat event and/or any specific damage thereof is
covered by the cyber risk policy.

[0081] According to some embodiments, the edit data
button 7264 may be actuated to permit a user to add and/or
change data of the cyber target details 728a, the response
action details 7284, and/or the estimated damage 728c.
While certain aspects of the cyber threat event may have
been automatically (and quickly) determined and/or identi-
fied, for example, some details may require forensic analysis
to uncover and/or may take time to formulate. In such cases,
the user (and/or their IT personnel) may edit the data to
reflect any necessary changes, additions, or deletions (which
may, e.g., change the estimated damage 728c¢ and/or the
claim decision 728d). In some embodiments, the get paid
button 726¢ may be actuated to effectuate a monetary
transaction that, e.g., pays the user the estimated damage
728¢ (or a different claim amount).

[0082] Fewer or more components 702, 720a-c, 720-1,
720-2, 720-3, 720-4, 720-5, 722, 72, 726a-¢, 728a-d and/or
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various configurations of the depicted components 702,
720a-c, 720-1, 720-2, 720-3, 720-4, 720-5, 722, 72, 7264a-¢,
728a-d may be included in the system 700 without deviating
from the scope of embodiments described herein. In some
embodiments, the components 702, 720a-c, 720-1, 720-2,
720-3,720-4, 720-5,722, 72, 726a-e, 728a-d may be similar
in configuration and/or functionality to similarly named
and/or numbered components as described herein. In some
embodiments, the system 700 (and/or portions thereof) may
comprise a blockchain-based cyber threat management pro-
gram, system, and/or platform programmed and/or other-
wise configured to execute, conduct, and/or facilitate the
methods 500, 600 of FIG. 5 and/or FIG. 6 herein, and/or
portions or combinations thereof.

[0083] While various components of the interfaces 720a-c
have been depicted with respect to certain labels, layouts,
headings, titles, and/or configurations, these features have
been presented for reference and example only. Other labels,
layouts, headings, titles, and/or configurations may be
implemented without deviating from the scope of embodi-
ments herein. Similarly, while a certain number of tabs,
information screens, form fields, and/or data entry options
have been presented, variations thereof may be practiced in
accordance with some embodiments.

V1. Blockchain-Based Cyber Threat Management Apparatus
and Articles of Manufacture

[0084] Turning to FIG. 8, a block diagram of an apparatus
810 according to some embodiments is shown. In some
embodiments, the apparatus 810 may be similar in configu-
ration and/or functionality to any of the node devices
102a-n, 202a-c, 302a-d, 502a-d, 702, the third-party, block-
chain services, and/or orderer devices 106, 206, 306, 506
and/or the server, cyber risk management, and/or private
blockchain fabric devices 110, 210, 310, all of FIG. 1, FIG.
2, FIG. 3, FIG. 5, FIG. 7A, FIG. 7B, and/or FIG. 7C herein.
The apparatus 810 may, for example, execute, process,
facilitate, and/or otherwise be associated with the methods
500, 600 of FIG. 5 and/or FIG. 6 herein, and/or portions or
combinations thereof. In some embodiments, the apparatus
810 may comprise a processing device 812, a transceiver
device 814, an input device 816, an output device 818, an
interface 820, a memory device 840 (storing various pro-
grams and/or instructions 842 and data 844), and/or a
cooling device 850. According to some embodiments, any or
all of the components 812, 814, 816, 818, 820, 840, 842,
844, 850 of the apparatus 810 may be similar in configura-
tion and/or functionality to any similarly named and/or
numbered components described herein. Fewer or more
components 812, 814, 816, 818, 820, 840, 842, 844, 850
and/or various configurations of the components 812, 814,
816, 818, 820, 840, 842, 844, 850 be included in the
apparatus 810 without deviating from the scope of embodi-
ments described herein.

[0085] According to some embodiments, the processor
812 may be or include any type, quantity, and/or configu-
ration of processor that is or becomes known. The processor
812 may comprise, for example, an Intel® IXP 2800 net-
work processor or an Intel® XEON™ Processor coupled
with an Intel® E8501 chipset. In some embodiments, the
processor 812 may comprise multiple inter-connected pro-
cessors, microprocessors, and/or micro-engines. According
to some embodiments, the processor 812 (and/or the appa-
ratus 810 and/or other components thereof) may be supplied
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power via a power supply (not shown), such as a battery, an
Alternating Current (AC) source, a Direct Current (DC)
source, an AC/DC adapter, solar cells, and/or an inertial
generator. In the case that the apparatus 810 comprises a
server, such as a blade server, necessary power may be
supplied via a standard AC outlet, power strip, surge pro-
tector, and/or Uninterruptible Power Supply (UPS) device.
[0086] In some embodiments, the transceiver device 814
may comprise any type or configuration of communication
device that is or becomes known or practicable. The trans-
ceiver device 814 may, for example, comprise a Network
Interface Card (NIC), a telephonic device, a cellular network
device, a router, a hub, a modem, and/or a communications
port or cable. According to some embodiments, the trans-
ceiver device 814 may also or alternatively be coupled to the
processor 812. In some embodiments, the transceiver device
814 may comprise an IR, RF, Bluetooth™, Near-Field
Communication (NFC), and/or Wi-Fi® network device
coupled to facilitate communications between the processor
812 and another device (not shown).

[0087] According to some embodiments, the input device
816 and/or the output device 818 are communicatively
coupled to the processor 812 (e.g., via wired and/or wireless
connections and/or pathways) and they may generally com-
prise any types or configurations of input and output com-
ponents and/or devices that are or become known, respec-
tively. The input device 816 may comprise, for example, a
keyboard that allows an operator of the apparatus 810 to
interface with the apparatus 810 (e.g., by a consumer and/or
broker, such as to purchase a cyber risk insurance policy
with automatic blockchain-enabled cyber threat manage-
ment, as described herein). The output device 818 may,
according to some embodiments, comprise a display screen
and/or other practicable output component and/or device.
The output device 818 may, for example, provide an inter-
face (such as the interface 820 and/or the interfaces 720a-c
of FIG. 7A, FIG. 7B, and/or FIG. 7C herein) via which
blockchain-based cyber threat management information is
provided to a user (e.g., via a website and/or mobile appli-
cation). According to some embodiments, the input device
816 and/or the output device 818 may comprise and/or be
embodied in a single device, such as a touch-screen monitor.
[0088] The memory device 840 may comprise any appro-
priate information storage device that is or becomes known
or available, including, but not limited to, units and/or
combinations of magnetic storage devices (e.g., a hard disk
drive), optical storage devices, and/or semiconductor
memory devices, such as RAM devices, Read Only Memory
(ROM) devices, Single Data Rate Random Access Memory
(SDR-RAM), Double Data Rate Random Access Memory
(DDR-RAM), and/or Programmable Read Only Memory
(PROM). The memory device 840 may, according to some
embodiments, store one or more of chain code instructions
842-1, cyber threat instructions 842-2, underwriting instruc-
tions 842-3, interface instructions 842-4, blockchain data
844-1, cyber asset data 844-2, and/or darkweb data 844-3. In
some embodiments, the chain code instructions 842-1, cyber
threat instructions 842-2, underwriting instructions 842-3,
interface instructions 842-4, blockchain data 844-1, cyber
asset data 844-2, and/or darkweb data 844-3 may be utilized
by the processor 812 to provide output information via the
output device 818 and/or the transceiver device 814.
[0089] According to some embodiments, the chain code
instructions 842-1 may be operable to cause the processor
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812 to process the blockchain data 844-1, cyber asset data
844-2, and/or darkweb data 844-3 in accordance with
embodiments as described herein. Blockchain data 844-1,
cyber asset data 844-2, and/or darkweb data 844-3 received
via the input device 816 and/or the transceiver device 814
may, for example, be analyzed, sorted, filtered, decoded,
decompressed, ranked, scored, plotted, and/or otherwise
processed by the processor 812 in accordance with the chain
code instructions 842-1. In some embodiments, blockchain
data 844-1, cyber asset data 844-2, and/or darkweb data
844-3 may be fed by the processor 812 through one or more
mathematical and/or statistical formulas and/or models in
accordance with the chain code instructions 842-1 to auto-
matically generate, record, update, append, and/or propagate
data blocks to implement a blockchain-based cyber threat
management system as described herein.

[0090] Insome embodiments, the cyber threat instructions
842-2 may be operable to cause the processor 812 to process
the blockchain data 844-1, cyber asset data 844-2, and/or
darkweb data 844-3 in accordance with embodiments as
described herein. Blockchain data 844-1, cyber asset data
844-2, and/or darkweb data 844-3 received via the input
device 816 and/or the transceiver device 814 may, for
example, be analyzed, sorted, filtered, decoded, decom-
pressed, ranked, scored, plotted, and/or otherwise processed
by the processor 812 in accordance with the cyber threat
instructions 842-2. In some embodiments, blockchain data
844-1, cyber asset data 844-2, and/or darkweb data 844-3
may be fed by the processor 812 through one or more
mathematical and/or statistical formulas and/or models in
accordance with the cyber threat instructions 842-2 to auto-
matically assess, reassess, identify a cyber threat event for,
generate an alert for, and/or automatically disable and/or
remediate one or more cyber assets, as described herein.

[0091] According to some embodiments, the underwriting
instructions 842-3 may be operable to cause the processor
812 to process the blockchain data 844-1, cyber asset data
844-2, and/or darkweb data 844-3 in accordance with
embodiments as described herein. Blockchain data 844-1,
cyber asset data 844-2, and/or darkweb data 844-3 received
via the input device 816 and/or the transceiver device 814
may, for example, be analyzed, sorted, filtered, decoded,
decompressed, ranked, scored, plotted, and/or otherwise
processed by the processor 812 in accordance with the
underwriting instructions 842-3. In some embodiments,
blockchain data 844-1, cyber asset data 844-2, and/or dark-
web data 844-3 may be fed by the processor 812 through one
or more mathematical and/or statistical formulas and/or
models in accordance with the underwriting instructions
842-3 to calculate, compute, and/or generate or identify one
or more underwriting decisions (e.g., rate, quote, approve,
deny, modify), as described herein.

[0092] In some embodiments, the interface instructions
842-4 may be operable to cause the processor 812 to process
the blockchain data 844-1, cyber asset data 844-2, and/or
darkweb data 844-3 in accordance with embodiments as
described herein. Blockchain data 844-1, cyber asset data
844-2, and/or darkweb data 844-3 received via the input
device 816 and/or the transceiver device 814 may, for
example, be analyzed, sorted, filtered, decoded, decom-
pressed, ranked, scored, plotted, and/or otherwise processed
by the processor 812 in accordance with the interface
instructions 842-4. In some embodiments, blockchain data
844-1, cyber asset data 844-2, and/or darkweb data 844-3
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may be fed by the processor 812 through one or more
mathematical and/or statistical formulas and/or models in
accordance with the interface instructions 842-4 to provide
an interface (such as the interfaces 720a-c of FIG. 7A, FIG.
7B, and/or FIG. 7C herein) via which input and/or output
descriptive of cyber assets, cyber risk underwriting policies
and/or products, and/or cyber threat events (and/or reme-
diation actions in response thereto) is provided, as described
herein.

[0093] According to some embodiments, the apparatus
810 may comprise the cooling device 850. According to
some embodiments, the cooling device 850 may be coupled
(physically, thermally, and/or electrically) to the processor
812 and/or to the memory device 840. The cooling device
850 may, for example, comprise a fan, heat sink, heat pipe,
radiator, cold plate, and/or other cooling component or
device or combinations thereof, configured to remove heat
from portions or components of the apparatus 810.

[0094] Any or all of the exemplary instructions and data
types described herein and other practicable types of data
may be stored in any number, type, and/or configuration of
memory devices that is or becomes known. The memory
device 840 may, for example, comprise one or more data
tables or files, databases, table spaces, registers, and/or other
storage structures. In some embodiments, multiple databases
and/or storage structures (and/or multiple memory devices
840) may be utilized to store information associated with the
apparatus 810. According to some embodiments, the
memory device 840 may be incorporated into and/or other-
wise coupled to the apparatus 810 (e.g., as shown) or may
simply be accessible to the apparatus 810 (e.g., externally
located and/or situated).

[0095] Referring to FIG. 9A, FIG. 9B, FIG. 9C, FIG. 9D,
and FIG. 9E, perspective diagrams of exemplary data stor-
age devices 940a-e according to some embodiments are
shown. The data storage devices 940a-¢ may, for example,
be utilized to store instructions and/or data, such as the chain
code instructions 842-1, cyber threat instructions 842-2,
underwriting instructions 842-3, interface instructions 842-
4, blockchain data 844-1, cyber asset data 844-2, and/or
darkweb data 844-3, each of which is presented in reference
to FIG. 8 herein. In some embodiments, instructions stored
on the data storage devices 940a-e may, when executed by
aprocessor, cause the implementation of and/or facilitate the
methods 500, 600 of FIG. 5 and/or FIG. 6 herein, and/or
portions or combinations thereof.

[0096] According to some embodiments, the first data
storage device 940a may comprise one or more various
types of internal and/or external hard drives. The first data
storage device 940a may, for example, comprise a data
storage medium 946 that is read, interrogated, and/or oth-
erwise communicatively coupled to and/or via a disk reading
device 948. In some embodiments, the first data storage
device 940a and/or the data storage medium 946 may be
configured to store information utilizing one or more mag-
netic, inductive, and/or optical means (e.g., magnetic, induc-
tive, and/or optical-encoding). The data storage medium
946, depicted as a first data storage medium 946a for
example (e.g., breakout cross-section “A”), may comprise
one or more of a polymer layer 946a-1, a magnetic data
storage layer 946a-2, a non-magnetic layer 946a-3, a mag-
netic base layer 946a-4, a contact layer 946a-5, and/or a
substrate layer 946a-6. According to some embodiments, a
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magnetic read head 948a may be coupled and/or disposed to
read data from the magnetic data storage layer 946a-2.
[0097] In some embodiments, the data storage medium
946, depicted as a second data storage medium 9465 for
example (e.g., breakout cross-section “B”), may comprise a
plurality of data points 9465-2 disposed with the second data
storage medium 9465. The data points 9465-2 may, in some
embodiments, be read and/or otherwise interfaced with via
a laser-enabled read head 9485 disposed and/or coupled to
direct a laser beam through the second data storage medium
946b.

[0098] In some embodiments, the second data storage
device 9405 may comprise a CD, CD-ROM, DVD, Blu-
Ray™ Disc, and/or other type of optically-encoded disk
and/or other storage medium that is or becomes know or
practicable. In some embodiments, the third data storage
device 940c may comprise a USB keyfob, dongle, and/or
other type of flash memory data storage device that is or
becomes know or practicable. In some embodiments, the
fourth data storage device 9404 may comprise RAM of any
type, quantity, and/or configuration that is or becomes
practicable and/or desirable. In some embodiments, the
fourth data storage device 9404 may comprise an off-chip
cache, such as a Level 2 (L.2) cache memory device.
According to some embodiments, the fifth data storage
device 940e¢ may comprise an on-chip memory device, such
as a Level 1 (L1) cache memory device.

[0099] The data storage devices 940a-¢ may generally
store program instructions, code, and/or modules that, when
executed by a processing device cause a particular machine
to function in accordance with one or more embodiments
described herein. The data storage devices 940a-¢ depicted
in FIG. 9A, FIG. 9B, FIG. 9C, FIG. 9D, and FIG. 9E are
representative of a class and/or subset of computer-readable
media that are defined herein as “computer-readable
memory” (e.g., non-transitory memory devices as opposed
to transmission devices or media).

VIIL Rules of Interpretation

[0100] Throughout the description herein and unless oth-
erwise specified, the following terms may include and/or
encompass the example meanings provided. These terms
and illustrative example meanings are provided to clarify the
language selected to describe embodiments both in the
specification and in the appended claims, and accordingly,
are not intended to be generally limiting. While not gener-
ally limiting and while not limiting for all described embodi-
ments, in some embodiments, the terms are specifically
limited to the example definitions and/or examples provided.
Other terms are defined throughout the present description.
[0101] Some embodiments described herein are associated
with a “user device” or a “network device”. As used herein,
the terms “user device” and “network device” may be used
interchangeably and may generally refer to any device that
can communicate via a network. Examples of user or
network devices include a PC, a workstation, a server, a
printer, a scanner, a facsimile machine, a copier, a Personal
Digital Assistant (PDA), a storage device (e.g., a disk drive),
a hub, a router, a switch, and a modem, a video game
console, or a wireless phone. User and network devices may
comprise one or more communication or network compo-
nents. As used herein, a “user” may generally refer to any
individual and/or entity that operates a user device. Users
may comprise, for example, customers, consumers, product
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underwriters, product distributors, customer service repre-
sentatives, agents, brokers, etc.

[0102] As used herein, the term “network component”
may refer to a user or network device, or a component, piece,
portion, or combination of user or network devices.
Examples of network components may include a Static
Random Access Memory (SRAM) device or module, a
network processor, and a network communication path,
connection, port, or cable.

[0103] In addition, some embodiments are associated with
a “network™ or a “communication network”. As used herein,
the terms “network™ and “communication network” may be
used interchangeably and may refer to any object, entity,
component, device, and/or any combination thereof that
permits, facilitates, and/or otherwise contributes to or is
associated with the transmission of messages, packets, sig-
nals, and/or other forms of information between and/or
within one or more network devices. Networks may be or
include a plurality of interconnected network devices. In
some embodiments, networks may be hard-wired, wireless,
virtual, neural, and/or any other configuration of type that is
or becomes known. Communication networks may include,
for example, one or more networks configured to operate in
accordance with the Fast Ethernet LAN transmission stan-
dard 802.3-2002® published by the Institute of Electrical
and Electronics Engineers (IEEE). In some embodiments, a
network may include one or more wired and/or wireless
networks operated in accordance with any communication
standard or protocol that is or becomes known or practi-
cable.

[0104] As used herein, the terms “information” and “data”
may be used interchangeably and may refer to any data, text,
voice, video, image, message, bit, packet, pulse, tone, wave-
form, and/or other type or configuration of signal and/or
information. Information may comprise information packets
transmitted, for example, in accordance with the Internet
Protocol Version 6 (IPv6) standard as defined by “Internet
Protocol Version 6 (IPv6) Specification” RFC 1883, pub-
lished by the Internet Engineering Task Force (IETF), Net-
work Working Group, S. Deering et al. (December 1995).
Information may, according to some embodiments, be com-
pressed, encoded, encrypted, and/or otherwise packaged or
manipulated in accordance with any method that is or
becomes known or practicable.

[0105] In addition, some embodiments described herein
are associated with an “indication”. As used herein, the term
“indication” may be used to refer to any indicia and/or other
information indicative of or associated with a subject, item,
entity, and/or other object and/or idea. As used herein, the
phrases “information indicative of” and “indicia” may be
used to refer to any information that represents, describes,
and/or is otherwise associated with a related entity, subject,
or object. Indicia of information may include, for example,
a code, a reference, a link, a signal, an identifier, and/or any
combination thereof and/or any other informative represen-
tation associated with the information. In some embodi-
ments, indicia of information (or indicative of the informa-
tion) may be or include the information itself and/or any
portion or component of the information. In some embodi-
ments, an indication may include a request, a solicitation, a
broadcast, and/or any other form of information gathering
and/or dissemination.

[0106] Numerous embodiments are described in this pat-
ent application, and are presented for illustrative purposes
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only. The described embodiments are not, and are not
intended to be, limiting in any sense. The presently disclosed
invention(s) are widely applicable to numerous embodi-
ments, as is readily apparent from the disclosure. One of
ordinary skill in the art will recognize that the disclosed
invention(s) may be practiced with various modifications
and alterations, such as structural, logical, software, and
electrical modifications. Although particular features of the
disclosed invention(s) may be described with reference to
one or more particular embodiments and/or drawings, it
should be understood that such features are not limited to
usage in the one or more particular embodiments or draw-
ings with reference to which they are described, unless
expressly specified otherwise.

[0107] Devices that are in communication with each other
need not be in continuous communication with each other,
unless expressly specified otherwise. On the contrary, such
devices need only transmit to each other as necessary or
desirable, and may actually refrain from exchanging data
most of the time. For example, a machine in communication
with another machine via the Internet may not transmit data
to the other machine for weeks at a time. In addition, devices
that are in communication with each other may communi-
cate directly or indirectly through one or more intermediar-
ies.

[0108] A description of an embodiment with several com-
ponents or features does not imply that all or even any of
such components and/or features are required. On the con-
trary, a variety of optional components are described to
illustrate the wide variety of possible embodiments of the
present invention(s). Unless otherwise specified explicitly,
no component and/or feature is essential or required.
[0109] Further, although process steps, algorithms or the
like may be described in a sequential order, such processes
may be configured to work in different orders. In other
words, any sequence or order of steps that may be explicitly
described does not necessarily indicate a requirement that
the steps be performed in that order. The steps of processes
described herein may be performed in any order practical.
Further, some steps may be performed simultaneously
despite being described or implied as occurring non-simul-
taneously (e.g., because one step is described after the other
step). Moreover, the illustration of a process by its depiction
in a drawing does not imply that the illustrated process is
exclusive of other variations and modifications thereto, does
not imply that the illustrated process or any of its steps are
necessary to the invention, and does not imply that the
illustrated process is preferred.

[0110] “Determining” something can be performed in a
variety of manners and therefore the term “determining”
(and like terms) includes calculating, computing, deriving,
looking up (e.g., in a table, database or data structure),
ascertaining and the like.

[0111] It will be readily apparent that the various methods
and algorithms described herein may be implemented by,
e.g., appropriately and/or specially-programmed computers
and/or computing devices. Typically a processor (e.g., one or
more microprocessors) will receive instructions from a
memory or like device, and execute those instructions,
thereby performing one or more processes defined by those
instructions. Further, programs that implement such meth-
ods and algorithms may be stored and transmitted using a
variety of media (e.g., computer readable media) in a
number of manners. In some embodiments, hard-wired
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circuitry or custom hardware may be used in place of, or in
combination with, software instructions for implementation
of the processes of various embodiments. Thus, embodi-
ments are not limited to any specific combination of hard-
ware and software.

[0112] A “processor” generally means any one or more
microprocessors, CPU devices, computing devices, micro-
controllers, digital signal processors, or like devices, as
further described herein.

[0113] The term “computer-readable medium” refers to
any medium that participates in providing data (e.g., instruc-
tions or other information) that may be read by a computer,
a processor or a like device. Such a medium may take many
forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media
include, for example, optical or magnetic disks and other
persistent memory. Volatile media include DRAM, which
typically constitutes the main memory. Transmission media
include coaxial cables, copper wire and fiber optics, includ-
ing the wires that comprise a system bus coupled to the
processor. Transmission media may include or convey
acoustic waves, light waves and electromagnetic emissions,
such as those generated during RF and IR data communi-
cations. Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, any other magnetic medium, a CD-ROM,
DVD, any other optical medium, punch cards, paper tape,
any other physical medium with patterns of holes, a RAM,
a PROM, an EPROM, a FLASH-EEPROM, any other
memory chip or cartridge, a carrier wave, or any other
medium from which a computer can read.

[0114] The term “computer-readable memory” may gen-
erally refer to a subset and/or class of computer-readable
medium that does not include transmission media, such as
waveforms, carrier waves, electromagnetic emissions, etc.
Computer-readable memory may typically include physical
media upon which data (e.g., instructions or other informa-
tion) are stored, such as optical or magnetic disks and other
persistent memory, DRAM, a floppy disk, a flexible disk,
hard disk, magnetic tape, any other magnetic medium, a
CD-ROM, DVD, any other optical medium, punch cards,
paper tape, any other physical medium with patterns of
holes, a RAM, a PROM, an EPROM, a FLASH-EEPROM,
any other memory chip or cartridge, computer hard drives,
backup tapes, Universal Serial Bus (USB) memory devices,
and the like.

[0115] Various forms of computer readable media may be
involved in carrying data, including sequences of instruc-
tions, to a processor. For example, sequences of instruction
(1) may be delivered from RAM to a processor, (ii) may be
carried over a wireless transmission medium, and/or (iii)
may be formatted according to numerous formats, standards
or protocols, such as Bluetooth™, TDMA, CDMA, 3G.

[0116] Where databases are described, it will be under-
stood by one of ordinary skill in the art that (i) alternative
database structures to those described may be readily
employed, and (ii) other memory structures besides data-
bases may be readily employed. Any illustrations or descrip-
tions of any sample databases presented herein are illustra-
tive arrangements for stored representations of information.
Any number of other arrangements may be employed
besides those suggested by, e.g., tables illustrated in draw-
ings or elsewhere. Similarly, any illustrated entries of the
databases represent exemplary information only; one of
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ordinary skill in the art will understand that the number and
content of the entries can be different from those described
herein. Further, despite any depiction of the databases as
tables, other formats (including relational databases, object-
based models and/or distributed databases) could be used to
store and manipulate the data types described herein. Like-
wise, object methods or behaviors of a database can be used
to implement various processes, such as the described
herein. In addition, the databases may, in a known manner,
be stored locally or remotely from a device that accesses
data in such a database.

[0117] The present invention can be configured to work in
a network environment including a computer that is in
communication, via a communications network, with one or
more devices. The computer may communicate with the
devices directly or indirectly, via a wired or wireless
medium, such as the Internet, LAN, WAN or Ethernet,
Token Ring, or via any appropriate communications means
or combination of communications means. Each of the
devices may comprise computers, such as those based on the
Intel® Pentium® or Centrino™ processor, that are adapted
to communicate with the computer. Any number and type of
machines may be in communication with the computer.
[0118] The present disclosure provides, to one of ordinary
skill in the art, an enabling description of several embodi-
ments and/or inventions. Some of these embodiments and/or
inventions may not be claimed in the present application, but
may nevertheless be claimed in one or more continuing
applications that claim the benefit of priority of the present
application. Applicant intends to file additional applications
to pursue patents for subject matter that has been disclosed
and enabled but not claimed in the present application.
[0119] It will be understood that various modifications can
be made to the embodiments of the present disclosure herein
without departing from the scope thereof. Therefore, the
above description should not be construed as limiting the
disclosure, but merely as embodiments thereof. Those
skilled in the art will envision other modifications within the
scope of the invention as defined by the claims appended
hereto.

What is claimed is:

1. A system for blockchain-based cyber threat manage-

ment, comprising:

a private blockchain system comprising:
an orderer device; and
a plurality of peer devices in communication with the

orderer device, each peer device of the plurality of
peer devices comprising a distributed memory
device storing a copy of a distributed ledger;

a cyber underwriting API blockchain client device in
communication with at least one of the peer devices of
the plurality of peer devices;

a cyber risk API blockchain client device in communica-
tion with at least one of the peer devices of the plurality
of peer devices; and

a non-transitory data storage device in communication
with at least one of the private blockchain system, the
cyber underwriting API blockchain client device, and
the cyber risk API blockchain client device, the non-
transitory data storage device storing (i) cyber risk
underwriting instructions and (ii) processing instruc-
tions, that when executed by the at least one of the
private blockchain system, the cyber underwriting API
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blockchain client device, and the cyber risk API block-

chain client device, result in:

receiving, from a user device and by the cyber under-
writing API blockchain client device, a request for a
quote for a cyber risk underwriting policy, the
request for quote defining an identifier of at least one
cyber asset to be underwritten;

querying, utilizing the identifier of the at least one
cyber asset and by the cyber underwriting API block-
chain client device, a cyber risk assessment service
device for a cyber risk rating;

generating, by an execution of the cyber risk under-
writing instructions and based on the cyber risk
rating, a quotation for the cyber risk underwriting
policy;

transmitting, to the user device and by the cyber
underwriting API blockchain client device, an indi-
cation of the quotation for the cyber risk underwrit-
ing policy;

receiving, from the user device and by the cyber
underwriting API blockchain client device, an indi-
cation of an acceptance of the quotation for the cyber
risk underwriting policy;

generating, by an execution of the cyber risk under-
writing instructions and based on the quotation for
the cyber risk underwriting policy and in response to
the receiving of the indication of the acceptance of
the quotation for the cyber risk underwriting policy,
a cyber risk underwriting policy;

registering, by a communication between the cyber
underwriting API blockchain client device and a first
peer device of the plurality of peer devices of the
private blockchain system, the cyber risk underwrit-
ing policy with the private blockchain system;

monitoring, by the cyber risk API blockchain client
device, the at least one cyber asset;

identifying, by the cyber risk API blockchain client
device and based on the monitoring, a cyber threat
event associated with the at least one cyber asset;

registering, by a communication between the cyber risk
API blockchain client device and a second peer
device of the plurality of peer devices of the private
blockchain system, the identified cyber threat event;
and

outputting, in response to the identifying of the cyber
threat event, an alert descriptive of the cyber threat
event.

2. The system of claim 1, wherein the identifier of the at
least one cyber asset comprises one or more of (i) a domain
name, (ii) a URL, and (iii) an IP address.

3. The system of claim 1, wherein the identifier of the at
least one cyber asset comprises one or more of (i) a
vulnerability description, (i) an infection description, (iii) a
first seen date, (iv) a last seen date, and (v) an affected
network port number.

4. The system of claim 1, wherein the querying of the
cyber risk assessment service device for the cyber risk
rating, comprises:

transmitting, by the cyber underwriting API blockchain

client device and to the cyber risk assessment service
device, the identifier of the at least one cyber asset; and
receiving, in response to the transmitting of the identifier
of the at least one cyber asset, by the cyber underwrit-
ing API blockchain client device and from the cyber
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risk assessment service device, an indication of at least
one red flag indicator for the at least one cyber asset.

5. The system of claim 4, wherein the at least one red flag
indicator for the at least one cyber asset comprises one or
more of: (i) an open port, (ii) a software vulnerability, (iii)
an outdated update sequence, and (iv) an existing infection.

6. The system of claim 1, wherein the receiving of the
indication of the acceptance of the quotation for the cyber
risk underwriting policy comprises a receiving of an indi-
cation of a premium payment authorization.

7. The system of claim 6, wherein at least one of the cyber
risk underwriting instructions and the processing instruc-
tions, when executed by the at least one of the private
blockchain system, the cyber underwriting API blockchain
client device, and the cyber risk API blockchain client
device, further result in:

selling the cyber risk underwriting policy to a user asso-

ciated with the user device.

8. The system of claim 1, wherein the generating of the
cyber risk underwriting policy, comprises:

identifying at least one cyber risk condition for the cyber

risk underwriting policy; and

verifying, by transmission of an inquiry to the cyber risk

assessment service device, that the at least one cyber
asset complies with the at least one cyber risk condition
for the cyber risk underwriting policy.

9. The system of claim 8, wherein the at least one cyber
risk condition comprises a rule requiring the at least one
cyber asset to be free from any red flag indicators during a
particular time period.

10. The system of claim 1, wherein the generating of the
cyber risk underwriting policy, comprises:

requesting, by transmission of an inquiry to the cyber risk

assessment service device and utilizing the identifier of
the at least one cyber asset, a cyber risk assessment of
the at least one cyber asset;

receiving, from the cyber risk assessment service device

and in response to the requesting, the cyber risk assess-
ment of the at least one cyber asset; and

establishing, based on the cyber risk assessment of the at

least one cyber asset, at least one cyber risk condition
for the cyber risk underwriting policy.

11. The system of claim 10, wherein the cyber risk
assessment of the at least one cyber asset comprises a search
of the darkweb utilizing information descriptive of the at
least one cyber asset.

12. The system of claim 1, wherein the generating of the
cyber risk underwriting policy, comprises:

identifying contact information for one or more parties to

be alerted in the case of a cyber threat event detection.
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13. The system of claim 12, wherein the outputting of the
alert descriptive of the cyber threat event comprises a
transmission of the alert utilizing the contact information for
the one or more parties to be alerted in the case of the cyber
threat event detection.
14. The system of claim 1, wherein the identifying of the
cyber threat event associated with the at least one cyber
asset, comprises:
accessing, by the cyber risk API blockchain client device,
the private blockchain system, and comparing the cyber
threat event to at least one condition of the cyber risk
underwriting policy stored in the distributed ledger; and

determining that the at least one condition is violated by
the identified cyber threat event.
15. The system of claim 1, wherein at least one of the
cyber risk underwriting instructions and the processing
instructions, when executed by the at least one of the private
blockchain system, the cyber underwriting API blockchain
client device, and the cyber risk API blockchain client
device, further result in:
accessing, by the cyber risk API blockchain client device,
the private blockchain system, and comparing the cyber
threat event to at least one condition of the cyber risk
underwriting policy stored in the distributed ledger;

determining that the at least one condition is satisfied by
the identified cyber threat event; and

authorizing, by a third peer of the plurality of peer devices

of the private blockchain system, a payment of a claim
for the identified cyber threat event.

16. The system of claim 1, wherein at least one of the
cyber risk underwriting instructions and the processing
instructions, when executed by the at least one of the private
blockchain system, the cyber underwriting API blockchain
client device, and the cyber risk API blockchain client
device, further result in:

disabling, automatically and in response to the alert

descriptive of the cyber threat event, the at least one
cyber asset.

17. The system of claim 16, wherein the disabling of the
at least one cyber asset comprises one or more of: (i)
encrypting a file, (ii) encrypting a server, (iii) encrypting a
database, and (iv) encrypting a website.

18. The system of claim 16, wherein the disabling of the
at least one cyber asset comprises one or more of: (i)
blocking access to an IP address, (ii) changing a DNS
setting, (iii) changing a port setting, and (iv) powering-down
a network device.



