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METHOD AND DEVICE FOR
TRANSMITTING/RECEIVING DATA USING
BLUETOOTH MESH NETWORK

TECHNICAL FIELD

[0001] The present invention relates to a method and
device for transmitting/receiving data between devices using
Bluetooth, a short-range wireless technology, in a wireless
communication system, and more particularly, to a method
and device for transmitting/receiving data by Bluetooth
devices by forming a mesh network.

BACKGROUND ART

[0002] Bluetooth is an NFC technology standard allowing
various devices to be wirelessly connected in a near field to
exchange data. If two devices attempt to perform wireless
communication using Bluetooth communication, a user may
perform a procedure for discovering a Bluetooth device with
which he or she wants to communicate and requesting a
connection. In the present invention, the device may refer to
equipment or an apparatus.

[0003] In this case, the user may discover a Bluetooth
device according to a Bluetooth communication method
intended to be used using the Bluetooth device, and subse-
quently perform a connection.

[0004] The Bluetooth communication method may be
classified as a BR/EDR method and an LE method. The
BR/EDR method may be termed Bluetooth Classic. The
Bluetooth Classic method includes a Bluetooth technology
led from Bluetooth 1.0 and a Bluetooth technology using an
enhanced data rate (EDR) supported by Bluetooth 2.0 or a
subsequent version.

[0005] A Bluetooth low energy (LE) technology applied,
starting from Bluetooth 4.0, may stably provide information
of hundreds of kilobytes (KB) at low power consumption.
Such a Bluetooth low energy technology allows devices to
exchange information with each other by utilizing an attri-
bute protocol. The Bluetooth LE method may reduce energy
consumption by reducing overhead of a header and simpli-
fying an operation.

[0006] Among the Bluetooth devices, some products do
not have a display or a user interface. Complexity of
connection, management, control, and disconnection among
various types of Bluetooth devices and Bluetooth device
employing similar technologies has increased.

[0007] Bluetooth supports a high speed at relatively low
power consumption and at relatively low cost. However,
since the transmission distance of Bluetooth is limited to a
maximum of 100 m, Bluetooth is suitable for being used
within a limited space.

DISCLOSURE

Technical Problem

[0008] The present invention provides a method for trans-
mitting/receiving data using Bluetooth low energy (BLE)
technology.

[0009] The present invention also provides a method for
Bluetooth devices to transmit/receive data by forming a
mesh network.

[0010] The present invention also provides a method for
Bluetooth devices to transmit/receive data to/from even a
remote device in a relay manner by forming a mesh network.
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[0011] The present invention also provides a method for a
Bluetooth device to discover a nearby mesh network for a
connection to a mesh network.

[0012] The present invention also provides a data format
for a Bluetooth device to discover a nearby mesh network
for a connection to a mesh network.

[0013] The present invention also provides a method for a
Bluetooth device to obtain an address of a device to which
the Bluetooth device wants to transmit data through a mesh
network.

[0014] The present invention also provides a data format
for a Bluetooth device to obtain an address of a device to
which a Bluetooth wants to transmit data through a mesh
network.

[0015] The present invention also provides a method for a
Bluetooth device to receive a response with respect to data
transmitted through a mesh network.

[0016] The present invention also provides a data format
for a Bluetooth device to receive a response with respect to
data transmitted through a mesh network.

[0017] Technical subjects obtainable from the present
invention are non-limited by the above-mentioned technical
task. And, other unmentioned technical tasks can be clearly
understood from the following description by those having
ordinary skill in the technical field to which the present
invention pertains.

Technical Solution

[0018] In an aspect, a method for a first device to transmit/
receive data through a Bluetooth mesh network includes:
receiving a first message for setting an address of the first
device from a second device, wherein the first message
includes at least one of an address field including the address
or a first response field indicating whether a response to the
first message is requested; and transmitting a first response
message with respect to the message to the second device,
when the response field indicates a response request.
[0019] Also, in the present invention, the address field
may include at least one of a unicast address as a unique
address allocated to the first device or a group address as an
address of a group in which the first device is included.
[0020] Also, in the present invention, the first message
may be transmitted using a Bluetooth GATT protocol or a
mesh network.

[0021] Also, in the present invention, the method may
further include: when the first message is transmitted using
the Bluetooth GATT protocol, performing, by the first
device, a Bluetooth connection procedure with the second
device.

[0022] Also, in the present invention, the connection pro-
cedure may include: transmitting an advertising message to
the second device; receiving a connection request message
from the second device on the basis of the advertising
message; and performing an authentication procedure with
the second device.

[0023] Also, in the present invention, the method may
further include: transmitting a control message for control-
ling at least one device to the at least one device included in
the mesh network, wherein the control message may include
at least one of a second response field indicating whether a
response to the control message is requested, a source
address field indicating an address of a device transmitting
the control message, or a destination address field indicating
an address of a device for receiving the control message.
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[0024] Also, in the present invention, the method may
further include: when the second response field indicates
that a response is requested, receiving a second response
message from the at least one device.

[0025] Also, in the present invention, the destination
address field may include one of a unicast address indicating
a specific device and a group address indicating a group
including one or more devices.

[0026] Also, in the present invention, when the destination
address field includes the group address, the control message
may be transmitted to the one or more devices.

[0027] Also, in the present invention, the method may
further include: transmitting a notification message includ-
ing status information of the first device to at least one
device included in the mesh network.

[0028] Also, in the present invention, the first message
may further include an operation code instructing the first
device to set the address.

[0029] Also, in the present invention, the address may be
one of a first source device address indicating an address of
a device transmitting a message and a destination device
address indicating an address of a device receiving a mes-
sage.

[0030] Also, in the present invention, the method may
further include: receiving a second message including a
second source device address indicating an address of a third
device from the third device;

[0031] when the address is the first destination device
address, comparing the second source device address and the
first destination device address; and

[0032] when the first destination device address is differ-
ent from the second source device address, dropping the
second message.

[0033] In another aspect, a device, as a first device, for
transmitting/receiving data through a Bluetooth mesh net-
work includes: a communication unit communicating with
the exterior wirelessly or wiredly; and a processor function-
ally connected to the communication unit, wherein the
processor is configured to receive a first message for setting
an address of the first device from a second device, wherein
the first message includes at least one of an address field
including the address or a first response field indicating
whether a response to the first message is requested, and
transmit a first response message with respect to the message
to the second device, when the response field indicates a
response request.

Advantageous Effects

[0034] According to the method for controlling a device
using a Bluetooth BR/EDR and low energy (LE) technology
according to an embodiment of the present invention, con-
nection between other devices may be controlled by a
control device.

[0035] Also, in the present invention, since Bluetooth
devices transmit and receive data by forming a mesh net-
work, data may be transmitted even to a remote device.
[0036] Also, in the present invention, since a message
format of a mesh network is defined, a device may discover
a nearby mesh network.

[0037] Also, in the present invention, by periodically
transmitting an address of a device forming a mesh network
to other devices, an address of a device which wants to
transmit data may be known.
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[0038] Also, in the present invention, since a device
forming a mesh network transmits data to another device
within the network and receives a response thereof, whether
the other device has received data may be known.

[0039] Technical subjects obtainable from the present
invention are non-limited by the above-mentioned technical
task. And, other unmentioned technical tasks can be clearly
understood from the following description by those having
ordinary skill in the technical field to which the present
invention pertains.

DESCRIPTION OF DRAWINGS

[0040] FIG. 1 is a schematic diagram showing an example
of a wireless communication system using a Bluetooth LE
technology to which the present invention may be applied.
[0041] FIG. 2 shows an example of an internal block
diagram of a device to which the present invention may be
applied.
[0042]
ogy.
[0043] FIG. 4 is a diagram showing an example of Blu-
etooth communication architecture to which the present
invention may be applied.

[0044] FIG. 5 is a diagram showing an example of the
structure of a profile based on the generic attribute profile
(GATT) of Bluetooth LE.

[0045] FIG. 6 is a schematic diagram showing an example
of a Bluetooth mesh network to which the present invention
may be applied.

[0046] FIG. 7 is a diagram showing an example of the
protocol stack of a Bluetooth mesh network to which the
present invention may be applied.

[0047] FIG. 8 is a flowchart illustrating an example of a
method for a device to join a Bluetooth mesh network, to
which the present invention may be applied.

[0048] FIG. 9 is a flow chart illustrating an example of a
procedure for establishing an advertising-based bearer to
which the present invention may be applied.

[0049] FIGS. 10 and 11 illustrate an example of a method
for transmitting/receiving data in a Bluetooth mesh network,
to which the present invention may be applied.

[0050] FIG. 12 is a view illustrating an example of a data
format to which the present invention may be applied.
[0051] FIG. 13 is a flow chart illustrating an example of a
method for transmitting/receiving data in a Bluetooth mesh
network to which the present invention may be applied.
[0052] FIGS. 14 and 15 are flow charts illustrating another
example of a method and a message format for transmitting/
receiving data in a Bluetooth mesh network, to which the
present invention may be applied.

[0053] FIG. 16 is a flow chart illustrating another example
of' a method for transmitting/receiving data in a Bluetooth
mesh network, to which the present invention may be
applied.

[0054] FIG. 17 is a view illustrating another example of a
method for transmitting/receiving data in a Bluetooth mesh
network, to which the present invention may be applied.

FIG. 3 shows an example of Bluetooth LE topol-

BEST MODES

[0055] The aforementioned objects, features and advan-
tages of the present invention will become more apparent
through the following detailed description related to the
accompanying drawings. Hereinafter, the embodiments of
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the present invention will be described with reference to the
accompanying drawings, in which the same reference num-
bers refer to the same elements throughout the specification.
In describing the present invention, a detailed description of
the known functions and constitutions related to the present
invention will be omitted if it is deemed to make the gist of
the present invention unnecessarily vague.

[0056] Hereinafter, a method and apparatus related to the
present invention will be described in detail with reference
to the accompanying drawings. The suffixes of elements
used in the following description, such as “module” and
“unit”, are assigned or interchangeably used by taking into
consideration only the easy of the writing of the specifica-
tion, but they in themselves do not have different meanings
or roles.

[0057] Hereinafter, in the present invention, a component
may refer to a device or a specific component operating
within a device and may be mixedly used together with a
device or a node.

[0058] FIG. 1is a schematic diagram showing an example
of a wireless communication system using a Bluetooth LE
technology to which the present invention may be applied.
[0059] A wireless communication system 100 includes at
least one server device 120 and at least one client device 110.
[0060] The server device and the client device perform
Bluetooth communication using a Bluetooth low energy
(BLE) technology.

[0061] First, compared with a Bluetooth basic rate/en-
hanced data rate (BR/EDR), the BLE technology has a
relatively small duty cycle, may be produced at low cost, and
significantly reduce power consumption through a low data
rate, and thus, it may operate a year or longer when a coin
cell battery is used.

[0062] Furthermore, in the BLE technology, an inter-
device connection procedure is simplified and a packet size
is designed to be small compared with the Bluetooth
BR/EDR technology.

[0063] In the BLE technology, (1) the number of RF
channels is forty, (2) a data rate supports 1 Mbps, (3)
topology has a scattemet structure, (4) latency is 3 ms, (5) a
maximum current is 15 mA or lower, (6) output power is 10
mW (10 dBm) or less, and (7) the BLE technology is
commonly used in applications such as a clock, sports,
healthcare, sensors, device control, and the like.

[0064] The server device 120 may operate as a client
device in a relationship with other device, and the client
device may operate as a server device in a relationship with
other device. That is, in the BLE communication system,
any one device may operate as a server device or a client
device, or may operate as both a server device and a client
device if necessary.

[0065] The server device may be expressed as a data
service device, a slave device, a slave, a server, a conductor,
a host device, a gateway, a sensing device, a monitoring
device, a first device, and the like, and the client device 110
may be expressed as a master device, a master, a client, a
member, a sensor device, a sink device, a collector, a second
device, a third device, and the like.

[0066] The server device and the client device correspond
to major components of the wireless communication system,
and the wireless communication system may include com-
ponents other than the server device and the client device.
[0067] The server device refers to a device which receives
data from the client device and provides data to the client
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device in response when a corresponding request is received
from the client device, through direct communication with
the client device.

[0068] Furthermore, in order to provide data information
to the client device, the server device sends a notification
message or an indication message to the client device in
order to provide data information to the client device.
Furthermore, the server device receives a confirmation mes-
sage corresponding to the indication message from the client
device.

[0069] Furthermore, in the process of transmitting and
receiving notification, indication, and confirmation mes-
sages to and from the client device, the server device may
provide data information to a user through a display unit or
may receive a request input from the user through a user
input interface.

[0070] Furthermore, in the process of transmitting and
receiving message to and from the client device, the server
device may read data from a memory unit or may write new
data to the corresponding memory unit.

[0071] Furthermore, the single server device may be con-
nected with a plurality of client devices, and may be easily
re-connected with client devices using bonding information.
[0072] The client device 120 refers to a device which
requests data information and data transmission from the
server device.

[0073] The client device receives data through a notifica-
tion message or an indication message from the server
device, and when an indication message is received from the
server device, the client device sends an acknowledgement
message in response to the indication message.

[0074] Similarly, in the process of transmitting and receiv-
ing messages to and from the server device, the client device
may also provide information to the user through a display
unit or may receive an input from the user through a user
input interface.

[0075] Furthermore, in the process of transmitting and
receiving messages with the server device, the client device
may read data from a memory unit or may write new data to
the corresponding memory unit.

[0076] Hardware components such as the display units,
the user input interfaces, and the memory units of the server
device and the client device will be described in detail with
reference to FIG. 2.

[0077] Furthermore, the wireless communication system
may configure personal area networking (PAN) through the
Bluetooth technology. For example, in the wireless commu-
nication system, a private piconet may be established
between devices to quickly and safely exchange files, docu-
ments, and the like.

[0078] FIG. 2 shows an example of an internal block
diagram of a device to which the present invention may be
applied.

[0079] As illustrated in FIG. 2, a server device includes a
display unit 111, a user input interface 112, a power supply
unit 113, a processor 114, a memory unit 115, a Bluetooth
interface 116, other interface 117, and a communication unit
(or transceiver unit) 118.

[0080] The display unit 111, the user input interface 112,
the power supply unit 113, the processor 114, the memory
unit 115, the Bluetooth interface 116, other interface 117 and
the communication unit 118 are functionally connected to
perform a method proposed in this disclosure.
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[0081] Furthermore, the client device includes a display
unit 121, a user input interface 122, a power supply unit 123,
a processor 124, a memory unit 125, a Bluetooth interface
126, and a communication unit (or transceiver unit) 128.
[0082] The display unit 121, the user input interface 122,
the power supply unit 123, the processor 124, the memory
unit 125, the Bluetooth interface 126, other interface 127
and the communication unit 128 are functionally connected
and perform methods proposed in the present invention.
[0083] The Bluetooth interface 116, 126 refers to a unit (or
module) capable of transmitting data, such as a request/
response, a command, a notification, an indication/confir-
mation message, between devices.

[0084] The memory unit 115, 126 is a unit implemented in
various types of devices in which various types of data are
stored.

[0085] The processor 114, 124 refers to a module control-
ling an overall operation of the server device or the client
device, which controls requesting the transmission of a
message through the Bluetooth interface and other interface
and processing a received message.

[0086] The processor 114, 124 may also be called a
controller, a control unit or the like.

[0087] The processor 114, 124 may include application-
specific integrated circuits (ASICs), other chip sets, logic
circuits and/or data processing units.

[0088] The processor 114, 124 controls the communica-
tion units so that they receive an advertising message from
the server device, controls the communication unit so that it
transmits a scan request message to the server device and
receives a scan response message from the server device in
response to the scan request, and controls the communica-
tion unit so that it transmits a connection request message to
the server device in order to establish a Bluetooth connec-
tion with the server device.

[0089] Furthermore, after a Bluetooth LE connection is
established through a connection procedure, the processor
114, 124 controls the communication units so that they read
or write data using an attribute protocol from the server
device

[0090] The memory unit 115, 125 may include read-only
memory (ROM), random access memory (RAM), flash
memory, a memory card, a storage medium and/or other
storage devices.

[0091] The communication unit 118, 127 may include a
baseband circuit for processing a wireless signal. If an
embodiment is implemented in software, the aforemen-
tioned technology may be implemented as a module (pro-
cess, function, etc.) performing the aforementioned func-
tion. The module may be stored in the memory unit and
executed by the processor.

[0092] The memory unit 115, 125 may be present inside or
outside the processor 114, 124 and may be connected to the
processor 114, 124 through various well-known units.
[0093] The display unit 111, 121 refers to a module
providing status information of the device, message
exchange information and the like to a user through a screen.
[0094] The power supply unit 113, 123 refers to a module
receiving external power or internal power and supplying
power necessary for the operations of the components under
the control of the controller 114, 124.

[0095] As mentioned above, the BLE technology has a
relatively small duty cycle and significantly reduce power
consumption through a low data rate.
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[0096] The input unit 112, 122 refers to a module provid-
ing a user input to a controller, like a screen button, to allow
the user to control an operation of a device.

[0097] FIG. 3 is a view illustrating an example of the BLE
topology.
[0098] Referring to FIG. 3, a device A corresponds to a

master in a piconet (piconet A, the shaded portion) having a
device B and a device C as slaves.

[0099] In this case, the piconet refers to an aggregation of
devices in which any one of them is a mater and the other
devices occupy a shared physical channel connected to the
master device.

[0100] The BLE slaves do not share a common physical
channel with the master. Each of the slaves communicates
with the master trough a separate physical channel. There is
another piconet (piconet F) having a master device F and a
slave device G.

[0101] A device K is present in a scatternet K. In this case,
the scatternet refers to a group of piconets connected to other
piconets.

[0102] The device K is a master of a device L and a slave
of a device M.

[0103] A device O is also in the scatter net O. The device
O is a slave of a device P and a slave of a device Q.

[0104] Asillustrated in FIG. 2, five different device groups
are present.
[0105] 1. Device D is an advertiser and device A is an

initiator (group D).

[0106] 2. Device E is a scanner and Device C is an
advertiser (group C).

[0107] 3. Device H is an advertiser, and devices I and J are
scanners (group H).

[0108] 4. Device K is also an advertiser, and device N is
an initiator (group K).

[0109] 5. Device R is an advertiser, and device O is an
initiator (group R).

[0110] The devices A and B use a single BLE piconet
physical channel.

[0111] The devices A and C use another BLE piconet
physical channel.

[0112] In group D, the device D advertises using an
advertising event connectable in an advertising physical
channel, and the device A is an initiator. The device A may
establish a connection with the device D and add a device to
the piconet A.

[0113] In group C, the device C advertises on an adver-
tising physical channel using a certain type of an advertising
event captured by the scanner device E.

[0114] The group D and the group C may use different
advertising physical channels or different times in order to
avoid collision.

[0115] In the piconet F, a single physical channel is
present. The devices F and G use a single BLE piconet
physical channel. The device F is a master, and the device G
is a slave.

[0116] In group H, a single physical channel is present.
The devices H, I, and J use a single BLE advertising physical
channel. The device H is an advertiser, and the devices I and
J are scanners.

[0117] Inthe scatternet K, the devices K and L use a single
BLE piconet physical channel. The devices K and M use
another BLE piconet physical channel.

[0118] In group K, the device K advertises using an
advertising event connectable on an advertising physical
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channel, and the device N is an initiator. The device N may
establish a connection with the device K. In this case, the
device K may be a slave of two devices and a master of one
device at the same time.
[0119] In the scatternet O, the devices O and P use a single
BLE piconet physical channel. The devices O and Q use
another BLE piconet physical channel.
[0120] In group R, the device R advertises using an
advertising event connectable on an advertising physical
channel, and the device O is an initiator. The device O may
establish a connection with the device R. In this case, the
device O may be a slave of two devices and a master of one
device at the same time.
[0121] FIG. 4 is a diagram showing an example of Blu-
etooth communication architecture to which the present
invention may be applied.
[0122] Referring to FIG. 4, (a) of FIG. 4 illustrates an
example of a protocol stack of a Bluetooth basic rate
(BR)/enhanced data rate (EDR), and (b) of FIG. 4 illustrates
an example of a protocol stack of BLE.
[0123] In detail, as illustrated in (a) of FIG. 4, the Blu-
etooth BR/EDR protocol stack may include an upper con-
troller stack 10 and a lower host stack 20 with respect to a
host controller interface (HCI) 18.
[0124] The host stack (or host module) 20 refers to hard-
ware for transmitting or receiving a Bluetooth packet to and
from a wireless transceiver module receiving a Bluetooth
signal of 2.4 GHz, and is connected to a Bluetooth module,
the controller stack 10, to control the Bluetooth module and
performs an operation.
[0125] The host stack 20 may include a BR/EDR PHY
layer 12, a BR/EDR baseband layer 14, and a link manager
16.
[0126] The BR/EDR PHY layer 12 is a layer transmitting
and receiving a 2.4 GHz wireless signal. If Gaussian fre-
quency shift keying (GFSK) modulation is used, the
BR/EDR PHY layer 12 may transmit data by hopping 79 RF
channels.
[0127] The BR/EDR baseband layer 14 functions to trans-
mit a digital signal, select a channel sequence hopping 1400
times per second, and transmit a time slot having a length of
625 us for each channel.
[0128] The link manager layer 16 controls an overall
operation (link setup, control and security) of a Bluetooth
connection using a link manager protocol (LMP).
[0129] The link manager layer 16 may perform the fol-
lowing functions.
[0130] The link manager layer 16 may perform ACL/
SCO logical transport, logical link setup, and control
[0131] Detach: The link manager layer 16 stops con-
nection and informs a counterpart device about the
reason for stopping connection.
[0132] The link manager layer 16 performs power con-
trol and role switch.

[0133] The link manager layer 16 performs a security
(authentication, pairing and encryption) function.
[0134] The host controller interface layer 18 provides an
interface between the host module and the controller module
to allow the host to provide a command and data to the
controller and allow the controller to provide an event and

data to the host.

[0135] The host stack (or host module 20) includes a
logical link control and adaptation protocol (L2CAP) 21, a
security manager (SM) 22, an attribute protocol (ATT) 23, a
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generic attribute profile (GATT) 24, a generic access profile
(GAP) 25, and a BR/EDR profile 26.

[0136] The logical link control and adaptive protocol
(L2CAP) 21 may provide a two-way channel for transmit-
ting data to a specific protocol or a profile.

[0137] The L2CAP 21 may multiplex various protocols
and profiles provided by a Bluetooth higher position.
[0138] The L2CAP of the Bluetooth BR/EDR uses a
dynamic channel, supports a protocol service multiplexer,
retransmission, and a streaming mode, and provides seg-
mentation and reassembly, per-channel flow control, and
error control.

[0139] The generic attribute profile (GATT) 24 may oper-
ate as a protocol describing how the attribute protocol 23 is
used when services are configured. For example, the generic
attribute profile 24 may operate to define how the ATT
attributes are grouped with services, and operate to describe
features associated with the services.

[0140] Thus, the GATT 24 and the ATT 23 may use
features in order to describe the status and services of a
device and describe how the features are related and used.

[0141] The attribute protocol (ATT) 23 and profile 26
define a service (profile) using the Bluetooth BR/EDR and
define an application protocol for exchanging data thereof,
and the generic access profile (GAP) 25 defines a scheme for
discovering and connecting devices and providing informa-
tion to a user, and provides privacy.

[0142] As illustrated in (b) of FIG. 4, the Bluetooth LE
protocol stack includes a controller stack 30 operable to
process a wireless device interface whose timing is impor-
tant, and a host stack 40 operable to process high level data.

[0143] First, the controller stack 30 may be implemented
using a communication module that may include a Bluetooth
wireless device, for example, a processor module that may
include a processing device, such as a microprocessor.
[0144] The host stack may be implemented as part of an
OS that operates on a processor module or may be imple-
mented as the instantiation of a package on the OS.

[0145] Insome examples, the controller stack and the host
stack may operate or may be executed on the same process-
ing device within a processor module.

[0146] The controller stack 30 includes a physical layer
(PHY) 32, a link layer (LL) 34, and a host controller
interface (HCI) 36.

[0147] The physical layer (PHY) (wireless transceiver
module) 32 is a layer for transmitting and receiving a 2.4
GHz wireless signal, and uses Gaussian frequency shift
keying (GFSK) modulation and a frequency hopping tech-
nique including 40 RF channels.

[0148] The link layer (LL) 34 serving to transmit or
receive a Bluetooth packet provides a function of generating
a connection between devices after performing an advertis-
ing and scanning function using three advertising channels,
and exchanging data packets of a maximum of 257 bytes
through thirty-seven data channels.

[0149] The host stack may include a generic access profile
(GAP) 40, a logical link control and adaptation protocol
(L2CAP) 41, a security manager (SM) 42, an attribute
protocol (ATT) 43, a generic attribute profile (GATT) 44, a
generic attribute profile (GAP) 45, and an LE profile 46.
However, the host stack 40 is not limited thereto and may
include various protocols and profiles.
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[0150] The host stack multiplexes various protocols and
profiles provided from a Bluetooth higher position using the
L2CAP.

[0151] First, the L2CAP 41 may provide a single two-way
channel for transmitting data to a specific protocol or profile.
[0152] The L2CAP 41 may operate to multiplex data
between higher layer protocols, segment and reassemble
packages, and to manage the transmission of multicast data.
[0153] In Bluetooth LE, three fixed channels (one for
signaling CH, one for a security manager, and one for an
attribute protocol) are basically used. Also, a dynamic
channel may also be used as necessary.

[0154] Meanwhile, in a basic rate/enhanced data rate (BR/
EDR), a dynamic channel is basically used and a protocol
service multiplexer, retransmission, a streaming mode, and
the like, are supported.

[0155] The SM 42 is a protocol for certifying a device and
providing a key distribution.

[0156] The ATT 43 defines a rule for accessing data of a
counterpart device by a server-client structure. The ATT 43
includes six types of messages (request, response, com-
mand, notification, indication, and confirmation) as follows.
[0157] @ Request and Response message: a request mes-
sage is a message for a client device to request specific
information from a server device, and a response message,
as a response message with respect to the request message,
refers to a message transmitted from the server device to the
client device.

[0158] @ Command message: a message transmitted
from the client device to the server device in order to
indicate a command of a specific operation. The server
device does not transmit a response with respect to the
command message to the client device.

[0159] @ Notification message: a message transmitted
from the server device to the client device in order to provide
notification of an event or the like. The client device does not
transmit a confirmation message with respect to the notifi-
cation message to the server device.

[0160] @ Indication and confirmation message: a mes-
sage transmitted from the server device to the client device
in order to provide notification of an event or the like. Unlike
the notification message, the client device transmits a con-
firmation message regarding the indication message to the
server device.

[0161] In the present invention, when the GATT profile
using the attribute protocol (ATT) 43 requests long data, a
value regarding a data length is transmitted to allow a client
to clearly know the data length, and a characteristic value
may be received from a server using a universal unique
identifier (UUID).

[0162] The generic access profile (GAP) 45, a layer newly
implemented for the Bluetooth LE technology, is used to
select a role for communication between Bluetooth LED
devices and to control how a multi-profile operation takes
place.

[0163] Furthermore, the generic access profile (GAP) 45 is
mainly used for device discovery, connection generation,
and security procedure part, defines a scheme for providing
information to a user, and defines types of attributes as
follows.

[0164] @ Service: It defines a basic operation of a device
by a combination of behaviors related to data

[0165] @ Include: It defines a relationship between ser-
vices
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[0166] @ Characteristics: It is a data value used in a
server

[0167] @ Behavior: It is a format that may be read by a
computer defined by a UUID (value type).

[0168] The LE profile 46, profiles dependent upon GATT,
is mainly applied to a BLE device. The LE profile 46 may
include, for example, Battery, Time, FindMe, Proximity,
Time, Object Delivery Service, and the like, and details of
GATT-based

[0169] Profiles are as follows.

[0170] @ Battery: Battery information exchanging
method

[0171] % Time: Time information exchanging method
[0172] FindMe: Provision of alarm service according
to distance

[0173] @ Proximity: Battery information exchanging
method

[0174] @ Time: Time information exchanging method
[0175] The generic attribute profile (GATT) 44 may oper-
ate as a protocol describing how the attribute protocol (ATT)
43 is used when services are configured. For example, the
GATT 44 may operate to define how ATT attributes are
grouped together with services and operate to describe
features associated with services.

[0176] Thus, the GATT 44 and the ATT 43 may use
features in order to describe status and services of a device
and describe how the features are related and used.

[0177] Hereinafter, procedures of the Bluetooth low
energy (BLE) technology will be briefly described.

[0178] The BLE procedure may be classified as a device
filtering procedure, an advertising procedure, a scanning
procedure, a discovering procedure, and a connecting pro-
cedure.

[0179] Device Filtering Procedure

[0180] The device filtering procedure is a method for
reducing the number of devices performing a response with
respect to a request, indication, notification, and the like, in
the controller stack.

[0181] When requests are received from all the devices, it
is not necessary to respond thereto, and thus, the controller
stack may perform control to reduce the number of trans-
mitted requests to reduce power consumption.

[0182] An advertising device or scanning device may
perform the device filtering procedure to limit devices for
receiving an advertising packet, a scan request or a connec-
tion request.

[0183] In this case, the advertising device refers to a
device that transmits an advertising event, that is, a device
that performs an advertisement, and it is also called an
advertiser.

[0184] The scanning device refers to a device performing
scanning, that is, a device transmitting a scan request.
[0185] Inthe BLE, in a case in which the scanning device
receives some advertising packets from the advertising
device, the scanning device should transmit a scan request to
the advertising device.

[0186] However, in a case in which a device filtering
procedure is used so a scan request transmission is not
required, the scanning device may disregard the advertising
packets transmitted from the advertising device.

[0187] Even in a connection request process, the device
filtering procedure may be used. In a case in which device
filtering is used in the connection request process, it is not
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necessary to transmit a response with respect to the connec-
tion request by disregarding the connection request

[0188] Advertising Procedure

[0189] The advertising device performs an advertizing
procedure to perform undirected broadcast to devices within
a region.

[0190] In this case, omni-directional broadcast refers to
broadcast in all (every) directions, rather than broadcast in
a specific direction.

[0191] In contrast, directional broadcast refers to broad-
cast in a specific direction. Omni-directional broadcast is
generated between an advertising device and a device in the
listening state (hereinafter, referred to as a “listening
device”).

[0192] The advertising procedure is used to establish a
Bluetooth connection with an initiating device nearby.
[0193] Or, the advertising procedure may be used to
provide periodical broadcast of user data to scanning devices
performing listening in an advertising channel.

[0194] In the advertising procedure, all the advertisings
(or advertising events) are broadcast through an advertising
physical channel.

[0195] The advertising devices may receive scan requests
from listening devices performing listening to obtain addi-
tional user data from advertising devices. The advertising
devices transmit responses with respect to the scan requests
to the devices which have transmitted the scan requests,
through the same advertising physical channels as the adver-
tising physical channels in which the scan requests have
been received.

[0196] Broadcast user data sent as part of advertising
packets are dynamic data, while the scan response data is
generally static data.

[0197] The advertising device may receive a connection
request from an initiating device on an advertising (broad-
cast) physical channel. If the advertising device has used a
connectable advertising event and the initiating device has
not been filtered according to the device filtering procedure,
the advertising device may stop advertising and enter a
connected mode. The advertising device may start advertis-
ing after the connected mode.

[0198] Scanning Procedure

[0199] A device performing scanning, that is, a scanning
device performs a scanning procedure to listen to undirected
broadcasting of user data from advertising devices using an
advertising physical channel.

[0200] In order to request additional user data from the
advertising device, the scanning device transmits a scan
request to the advertising device. The advertising device
transmits a scan response, including additional user data
requested by the scanning device, through an advertising
physical channel in response to the scan request.

[0201] The scanning procedure may be used while being
connected to other BLE device in the BLE piconet.

[0202] If the scanning device is in an initiator mode in
which the scanning device may receive an advertising event
and initiates a connection request. The scanning device may
transmit a connection request to the advertising device
through the advertising physical channel to start a Bluetooth
connection with the advertising device.

[0203] When the scanning device transmits a connection
request to the advertising device, the scanning device stops
the initiator mode scanning for additional broadcast and
enters the connected mode
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[0204] Discovering Procedure

[0205] Devices available for Bluetooth communication
(hereinafter, referred to as “Bluetooth devices”) perform an
advertising procedure and a scanning procedure in order to
discover devices located nearby or in order to be discovered
by other devices within a given area.

[0206] The discovering procedure is performed asym-
metrically. A Bluetooth device intending to discover other
device nearby is termed a discovering device, and listens to
discover devices advertising an advertising event that may
be scanned. A Bluetooth device which may be discovered by
other device and available to be used is termed a discover-
able device and positively broadcasts an advertising event
such that it may be scanned by other device through an
advertising (broadcast) physical channel.

[0207] Both the discovering device and the discoverable
device may have already been connected with other Blu-
etooth devices in a piconet.

[0208] Connecting Procedure

[0209] A connecting procedure is asymmetrical, and
requests that, while a specific Bluetooth device is perform-
ing an advertising procedure, another Bluetooth device
should perform a scanning procedure.

[0210] That is, an advertising procedure may be aimed,
and as a result, only one device may response to the
advertising. After a connectable advertising event is
received from an advertising device, a connecting request
may be transmitted to the advertising device through an
advertising (broadcast) physical channel to initiate connec-
tion.

[0211] Hereinafter, operational states, that is, an advertis-
ing state, a scanning state, an initiating state, and a connec-
tion state, in the BLE technology will be briefly described.
[0212] Advertising State

[0213] Alink layer (LL) enters an advertising state accord-
ing to an instruction from a host (stack). In a case in which
the LL is in the advertising state, the LL transmits an
advertising packet data unit (PDU) in advertising events.
[0214] Each of the advertising events include at least one
advertising PDU, and the advertising PDU is transmitted
through an advertising channel index in use. After the
advertising PDU is transmitted through an advertising chan-
nel index in use, the advertising event may be terminated, or
in a case in which the advertising device may need to secure
a space for performing other function, the advertising event
may be terminated earlier

[0215] Scanning State

[0216] The LL enters the scanning state according to an
instruction from the host (stack). In the scanning state, the
LL listens to advertising channel indices.

[0217] The scanning state includes two types: passive
scanning and active scanning. Each of the scanning types is
determined by the host.

[0218] A separate time or advertising channel index for
performing scanning is not defined.

[0219] In the scanning state, the LL listens to an adver-
tising channel index for scan window duration. A scan
interval is defined as an interval between start points of two
continuous scan windows.

[0220] When there is no collision in scheduling, the LL
should listen in order to complete all the scan intervals of the
scan window as instructed by the host. In each scan window,
the LL should scan other advertising channel index. The LL
uses every available advertising channel index.
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[0221] In the passive scanning, the LL only receives
packets and cannot transmit any packet.

[0222] In the active scanning, the LL performs listening in
order to be relied on an advertising PDU type for requesting
advertising PDUs and advertising device-related additional
information from the advertising device

[0223] Initiating State

[0224] The LL enters the initiating state according to an
instruction from the host (stack).

[0225] When the LL is in the initiating state, the LL
performs listening on advertising channel indices.

[0226] During the initiating state, the LL listens to an
advertising channel index during the scan window interval
[0227] Connection State

[0228] When the device performing a connection state,
that is, when the initiating device transmits a CONNECT_
REQ PDU to the advertising device or when the advertising
device receives a CONNECT_REQ PDU from the initiating
device, the LL enters a connection state.

[0229] It is considered that a connection is generated after
the LL enters the connection state. However, it is not
necessary to consider that the connection should be estab-
lished at a point in time at which the LL enters the connec-
tion state. The only difference between a newly generated
connection and an already established connection is a LL
connection supervision timeout value.

[0230] When two devices are connected, the two devices
play different roles.

[0231] An LL serving as a master is termed a master, and
an LL serving as a slave is termed a slave. The master adjusts
a timing of a connecting event, and the connecting event
refers to a point in time at which the master and the slave are
synchronized.

[0232] Hereinafter, packets defined in a Bluetooth inter-
face will be briefly described. BLE devices use packets
defined as follows

[0233] Packet Format

[0234] The LL has only one packet format used for both
an advertising channel packet and a data channel packet.
[0235] Each packet includes four fields of a preamble, an
access address, a PDU, and a CRC.

[0236] When one packet is transmitted in an advertising
physical channel, the PDU may be an advertising channel
PDU, and when one packet is transmitted in a data physical
channel, the PDU may be a data channel PDU.

[0237] Advertising Channel PDU

[0238] An advertising channel PDU has a 16-bit header
and payload having various sizes.

[0239] A PDU type field of the advertising channel PDU
included in the heater indicates PDU types defined in Table
1 below

TABLE 1

PDU Type Packet Name

0000 ADV_IND

0001 ADV_ DIRECT_IND

0010 ADV_NONCONN_IND

0011 SCAN_REQ

0100 SCAN_RSP

0101 CONNECT__REQ

0110 ADV__SCAN_IND
0111-1111 Reserved
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[0240] Advertising PDU
[0241] The following advertising channel PDU types are
termed advertising PDUs and used in a specific event.

[0242] ADV_IND: Connectable undirected advertising
event

[0243] ADV_DIRECT_IND: Connectable directed adver-
tising event

[0244] ADV_NONCONN_IND: Unconnectable undi-

rected advertising event

[0245] ADV_SCAN_IND: Scannable undirected advertis-
ing event
[0246] The PDUs are transmitted from the LL in an

advertising state, and received by the LL in a scanning state
or in an initiating state

[0247] Scanning PDU

[0248] The following advertising channel DPU types are
termed scanning PDUs and are used in a state described
hereinafter.

[0249] SCAN_REQ: Transmitted by the LL in a scanning
state and received by the LL in an advertising state.
[0250] SCAN_RSP: Transmitted by the LL in the adver-
tising state and received by the LL in the scanning state.
[0251] Initiating PDU

[0252] The following advertising channel PDU type is
termed an initiating PDU.

[0253] CONNECT_REQ: Transmitted by the LL in the
initiating state and received by the LL in the advertising
state.

[0254] Data Channel PDU

[0255] The data channel PDU may include a message
integrity check (MIC) field having a 16-bit header and
payload having various sizes.

[0256] The procedures, states, and packet formats in the
BLE technology discussed above may be applied to perform
the methods proposed in this disclosure.

[0257] FIG. 5 is a diagram showing an example of the
structure of a profile based on the generic attribute profile
(GATT) of Bluetooth LE.

[0258] Referring to FIG. 5, a structure for exchanging
profile data of BLE may be examined.

[0259] In detail, the GATT defines a method for exchang-
ing data using a service between Bluetooth LE devices and
a characteristic.

[0260] In general, a peripheral device (for example, a
sensor device) serves as a GATT server, and has definition
regarding a service and a characteristic.

[0261] In order to read or write data, a GATT client sends
a data request to the GATT server, and every operation
(transaction) is started by the GATT client and a response is
received from the GAIT server.

[0262] A GATT-based operational structure used in the
Bluetooth LE may be a vertical structure as illustrated in
FIG. 5 on the basis of a profile, a service, and a character-
istic.

[0263] The profile includes one or more services, and the
services may include one or more characteristics or other
services.

[0264] The service functions to divide data into logical
units and may include one or more characteristics or other
services, each of the services has a 16-bit or 128-bit iden-
tifier called a universal unique identifier (UUID)).

[0265] The characteristic is the lowermost unit in the
GATT-based operational structure. The characteristic
includes only one data, and has a 16-bit or 128-bit UUID,
similar to the service.
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[0266] The characteristic is defined by values of various
types of information, and in order to hold each piece of
information, an attribute may be required for each piece of
information. The characteristic may use several continuous
attributes.

[0267] The attribute has four components and has mean-
ings as follows.

[0268] handle: Address of attribute

[0269] Type: Type of attribute

[0270] Value: Value of attribute

[0271] Permission: Right to access attribute
[0272] In Bluetooth LE, however, link quality is variable

in view of the characteristic of wireless transmission, and
thus a shadow area exceeding a radio propagation distance
may be generated in view of a one-to-one connection.
Accordingly, in order to solve such problems, in Bluetooth,
devices on which Bluetooth has been mounted may form a
mesh network as a scheme for control through a hop
connection between several devices.

[0273] The mesh network is described below.

[0274] FIG. 6 is a schematic diagram illustrating an
example of a Bluetooth mesh network to which the present
invention may be applied.

[0275] As illustrated in FIG. 6, a mesh network refers to
a network in which multiple devices are connected like a
mesh through Bluetooth to transmit and receive data.
[0276] A Bluetooth mesh network technology is provided
with a source device 200-1 transmitting data, a destination
device 200-2 receiving data, and several relay nodes relay-
ing a message midway.

[0277] Or, edge nodes 200-1 and 200-2 and relay nodes
may be differentiated.

[0278] Each node includes a message cache of a recently
received message. If a received message is already present
in a message cache, the message is not relayed.

[0279] However, the received message is not present in the
message cache, the message is relayed and stored in the
message cache.

[0280] The edge node, which is generally provided with
electric power through a battery, may usually be present in
a sleep state and may interact or periodically be awaken.
[0281] The edge node may process a received message
when the following conditions are met.

[0282] A message is not present in a message cache.

[0283] A message is authenticated by a known network
key.

[0284] A destination of a message is a unicast address of

the edge nodes or a broadcast address or a group
address is an address of a place to which the edge nodes
belong.
[0285] The relay node, a device generally provided with
main power, may always be awake and transmit received
data for other nodes.
[0286] The relay node may re-transmit received message
to another node when the following conditions are met.

[0287] A message is not present in a message cache.

[0288] A message is authenticated by a known network
key.

[0289] A field (e.g., a relay number value) indicating

whether to relay a message has a value permitting relay.

[0290] A destination address is not a unicast address
allocated to the relay node.
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[0291] In the Bluetooth mesh network, a flooding scheme
and a routing scheme may be differentiated depending on a
data transmission scheme of relay nodes.

[0292] In the routing scheme, the source device 200-1
transmits a message to a specific relay node, and the specific
relay node, which has received the message, transmits the
message with information of another relay node or the
destination node 200-2 to which the message is to be
re-transmitted.

[0293] In order to receive and re-transmit the message, the
routing scheme uses a broadcasting channel or a point-to-
point connection scheme.

[0294] Also, a routing device which receives a message in
the routing scheme determines the best routing route(s) for
transmitting the message to an intermediate device or a
destination device, and determines to which route the mes-
sage is to be transmitted on the basis of a determined routing
table.

[0295] However, in the routing scheme, since messages
should be transmitted, while maintaining the routing tables,
an increase in messages increases complexity, requires more
memories, is less dynamic compared with the flooding
scheme, and is difficult to implement, but is advantageous in
that it has good expandability.

[0296] The flooding scheme refers to a scheme in which
relay nodes receiving a message discharges the message in
the air using characteristics that radio propagation is spread
in every direction in the air.

[0297] That is, the source device 200-1 transmits a mes-
sage to the relay nodes through broadcast channels, and the
relay nodes, which have received the message, transmit the
received message to adjacent relay nodes to transmit the
message to the destination device 200-2.

[0298] In the flooding scheme, a broadcasting channel is
used to receive and re-transmit a message, and a message
transmission range may be extended.

[0299] A mesh network based on the flooding scheme is a
dynamic network. In the flooding-based mesh network, a
device may receive and transmit (or re-transmit) a message
satisfying density of the device.

[0300] The flooding scheme is advantageous in that is can
be easily implemented, but as a network expands, expand-
ability may be problematic because messages are transmit-
ted without directionality.

[0301] That is, in the flooding-based mesh network, when
a device transmits a message, multiple devices receive the
message and transmit the received message to other multiple
devices.

[0302] In order to prevent this, the number of devices
forming a mesh network may be adjusted to a range from
100 to 1000 and an accurate number of devices may be
determined by various factors.

[0303] For example, the number of devices may be deter-
mined according to network capacity, traffic load of data
sources, latency of a network, reliability requirements, and
the like.

[0304] Also, unlike the routing scheme, the flooding
scheme can easily transmit a message without incurring cost
for establishing a routing table but has shortcomings of
increasing network traffic due to characteristics that all the
relay devices which have received the message re-transmit
the received message.

[0305] In the Bluetooth mesh network, when a new device
wants to join the mesh network, the new device cannot know
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whether a mesh network is present therearound, and when a
message is intended to be transmitted to a destination device,
an address of the destination device cannot be accurately
known.

[0306] Also, there is no way to determine whether a
message transmitted to a destination device has been prop-
erly transmitted.

[0307] Thus, in order to solve the problems, the present
invention defines a new message type for a new device to
identify a mesh network and proposes a method for trans-
mitting an address of a destination device and a method for
receiving a response with respect to a transmitted message.
[0308] FIG. 7 is a diagram showing an example of the
protocol stack of a Bluetooth mesh network to which the
present invention may be applied.

[0309] Referring to FIG. 7, the protocol stack of the mesh
network includes a bearer layer 81, a network layer 82, a
transport layer 73 and an application layer 74.

[0310] The bearer layer 71 defines a method in which a
message is transmitted between nodes. That is, in a mesh
network, the bearer layer determines a bearer to which a
message is transmitted.

[0311] A mesh network includes an advertising bearer and
a GATT bearer for message transmission.

[0312] The network layer 72 defines a method of a mes-
sage being transmitted to one or more nodes in a mesh
network and the formats of network messages transmitted by
the bearer layer 81.

[0313] Furthermore, the network layer 72 defines whether
a message will be relayed or forwarded and a method of
authenticating and encrypting network messages.

[0314] The transport layer 73 defines the encryption and
authentication of application data by providing the confi-
dentiality of an application message.

[0315] The application layer 74 defines a method and
application Opcode and parameters relating how a higher
layer application uses the transport layer 73.

[0316] FIG. 8 is a flowchart illustrating an example of a
method for a device to join a Bluetooth mesh network, to
which the present invention may be applied.

[0317] In order for a new device or a non-provisioned
device to join a mesh network, the device should undergo a
provisioning procedure.

[0318] The provisioning procedure refers to a procedure
for authenticating a non-authenticated device and providing
basic information (e.g., a unicast address, various keys, etc.)
for joining the mesh network.

[0319] That is, the provisioning procedure is a procedure
for providing information for a provisioner of the mesh
network to join the mesh network, and through the provi-
sioning procedure, the first device may obtain an address of
the network, keys, a device identifier, and various types of
information to operate as part of the mesh network.

[0320] The provisioning procedure includes an invitation
step, a public key exchanging step, an authentication step,
and a provisioning data distribution step.

[0321] The provisioning procedure may be performed
through various types of bearer. For example, the provision-
ing procedure may be performed by an advertising-based
bearer, a mesh provisioning service-based bearer, or a mesh-
based bearer.

[0322] The advertising-based bearer is an essentially
established bearer. In case where the advertising-based
bearer is not supported or in case where provisioning data
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cannot be transmitted through the advertising-based bearer,
the provisioning service-based bearer or the mesh-based
bearer may be used in the provisioning procedure.

[0323] The provisioning service-based bearer refers to a
bearer for exchanging provisioning data through a GATT
protocol of an existing Bluetooth LE, and the mesh-based
bearer refers to a bearer exchanging provisioning data
through the mesh network when the first device and the
provisioner are not present within a distance for directly
exchanging data.

[0324] A procedure for establishing the advertising-based
bearer will be described hereinafter.

[0325] After the bearer is established between the first
device 300 and the provisioner, the first device may be
provisioned through the following provisioning procedure.
[0326] Invitation Step

[0327] The invitation step starts as the provisioner scans
the first device. The first device transmits a beacon message
to the provisioner (S8010). The beacon message includes a
UUID of the first device.

[0328] Through the beacon message, the provisioner
which has scanned the first device transmits an invite
message to the first device (S8020).

[0329] The invite message inquires about whether the first
device wants to perform a provisioning procedure, and when
the first device does not want to perform the provisioning
procedure, the first device disregards the invite message.
[0330] However, when the first device wants to perform
the provisioning procedure, that is, when the first device 300
wants to join the mesh network, the first device 300 trans-
mits a capability message as a response (S8030).

[0331] The capability message includes information indi-
cating whether the first device supports setting of a security
algorithm, a public key, information indicating whether a
value can be output to a user, information indicating whether
a value can be received from the user, and the like.

[0332] Public Key Exchanging Step

[0333] Thereafter, the provisioner transmits a starting
message for starting provisioning to the first device (S8040).
[0334] In case where a public key cannot be used due to
the use of an out-of-band technology, the provisioner and the
first device exchange public keys (S8050, S8060).

[0335] However, in case where a public key can be used
through an out-of-band mechanism, the provisioner may
transmit an ephemeral public key to the first device and read
a static public key from the first device using an out-of-band
technology.

[0336] Thereafter, the provisioner performs an authenti-
cation procedure with the first device to authenticate the first
device (S8070).

[0337] Provisioning Data Distribution Step

[0338] When the first device is authenticated, the provi-
sioner and the first device calculate and generate a session
key.

[0339] Thereafter, the provisioner transmits provisioning
data to the first device (S8080).

[0340] The provisioning data may include an application
key, a device key, a network key, an IVindex, a unicast
address, and the like.

[0341] When the first device receives the provisioning
data, the first device transmits a complete message as a
response, and the provisioning procedure is terminated
(S8090).
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[0342] FIG. 9 is a flow chart illustrating an example of a
procedure for establishing an advertising-based bearer to
which the present invention may be applied.

[0343] Referring to FIG. 9, before performing a provision-
ing procedure with a new device (first device), the provi-
sioner may establish the advertising-based bearer described
above with reference to FIG. 8.

[0344] In detail, the advertising-based bearer (hereinafter,
referred to as a “link™) is established between the provi-
sioner and the first device to transmit and receive messages
of the provisioning procedure.

[0345] First, the first device and the second device, which
have not been provisioned, transmit a beacon message to the
provisioner (S9010).

[0346] Here, the beacon message may be transmitted to
neighboring devices including the provisioner in a broadcast
manner, and may include a universal unique identifier
(UUID).

[0347] The provisioner may receive the beacon messages
and identify the devices which have transmitted the beacon
message through the UUID included in the beacon message.
[0348] The provisioner may select the first device as a
device for performing a provisioning procedure on the basis
of a received signal strength indicator (RSSI), and the like,
among the identified devices.

[0349] Thereafter, the provisioner may transmit a link
open message including the UUID of the selected first
device and an ID of an established link to the first device and
the second device (S9020).

[0350] Here, the link open message may be transmitted to
neighboring devices in a broadcast manner.

[0351] Upon receiving the link open message, the first
device may know that the provision wants to form a link
with the first device through the UUID included in the link
open message, and may transmit a response message includ-
ing an ID of the link to the provisioner, as a response
(S9030).

[0352] Through this procedure, a link may be formed
between the provisioner and the first device, and the provi-
sioning procedure described above with reference to FIG. 8
may be performed through the established link.

[0353] FIGS. 10 and 11 illustrate an example of a method
for transmitting/receiving data in a Bluetooth mesh network,
to which the present invention may be applied.

[0354] Referring to FIGS. 10 and 11, when a device
included in a Bluetooth mesh network transmits a message
to a device or a group of devices within the mesh network,
the device may transmit the message including an address of
a transmission device and an address of a reception device.
In FIG. 10, device 1 1000-1, device 2-1 1000-2, device 2-2
1000-3, and device 2-3 1000-4 form a mesh network, and the
device 2-1 1000-2, the device 2-2 1000-3, and the device 2-3
1000-4 form a group.

[0355] In case where the first device 100-1 transmits a
specific message to the devices forming the group, the first
device 1000-1 may set a destination address of the specific
message, as a group address, and transmit the specific
message.

[0356] The specific message may be received by the
devices forming the group, and the group may transmit a
response with respect to the specific message to the first
device 1000-1.

[0357] Here, addresses of the device to be used in the
mesh network may be allocated through the provisioning
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procedure discussed above with reference to FIG. 8. That is,
each device may perform the provisioning procedure to join
the Bluetooth mesh network and may be allocated an
address to be used in the mesh network through the provi-
sioning procedure.

[0358] An address of the source device of the response
may be set by the following two methods.

[0359] First, as illustrated in (a) of FIG. 10, in case where
the device transmits a message to a specific group, the
specific group may transmit a response message in which an
address field of a source device is set to an address of the
specific group to the first device 1000-1, in response thereof.
[0360] That is, after allocating a group address indicating
the group formed by the devices, the device 1 1000-2 may
include an address of the device 1 1000-2 in an SRC field
indicating an address of a source device and include an
address of the allocated group in a DST field indicating an
address of a destination device, when transmitting the mes-
sage to the group.

[0361] Here, in case where a response with respect to the
message is required, for example, in case where a specific
field included in the message indicates a request for a
response, the group may include the address of the group in
the SRC field and the address of the device 1 1000-1 in the
DST field, when transmitting a response message to the
device 1 1000-1.

[0362] Second, as illustrated in (b) of FIG. 10, in case
where the device transmits a message to a specific group, the
specific group may transmit a response message in which an
address field of a source device is set as an address of a
device transmitting a response message, to the first device
1000-1, as a response thereof.

[0363] That is, the device 1 1000-1 includes an address of
the device 1 1000-1 in the SRC field indicating an address
of'a source device as a device transmitting the message and
an address of the group in the DST field indicating an
address of a destination device as a device receiving the
message, when transmitting the message to the group.
[0364] Here, in case where a response with respect to the
message is required, for example, in case where a specific
field included in the message indicates a request for a
response, each device of the group includes a device address
of their own in the SRC field and an address of the device
11000-1 in the DST field and transmits a response message,
unlike the case of (a) of FIG. 10.

[0365] FIG. 11 illustrates an example of a method for a
switch to transmit a message for ON/OFF to each electric
bulb, as an embodiment of the method described above with
reference to FIG. 10.

[0366] Hereinafter, in this embodiment, for the purposes
of description, a switch and an electric bulb are described as
an example, but the present invention may also be applied
various devices, as well as to the switch and the electric
bulb.

[0367] In FIG. 11, switch 1 1100-1, switch 2 1100-2,
switch 3 1100-3, electric bulb 1 1110-1, and electric bulb 2
1110-2 form a Bluetooth mesh network, and the electric bulb
1 1110-1 and the electric bulb 2 1110-2 are included in group
1.

[0368] It is assumed that each switch knows each electric
bulb and an address of the group formed by the electric
bulbs.

[0369] In each of the switches and electric bulbs, an SRC
indicating an address of a device transmitting a message and
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a DST indicating an address of a destination device for
transmitting a message are set, and the switches and electric
bulbs may transmit a message according to the set DST.
[0370] That is, as illustrated in FIG. 11, in case where an
address of the switch 1 1100-1 is set in the SRC and an
address of the electric bulb 1 1110-1 is set in the DST, the
switch 1 1100-1 may transmit a message to the electric bulb
1 1110-1.

[0371] Similarly, in case where an address of the switch 2
1100-2 is set in the SRC and an address of the electric bulb
2 1110-2 is set in the DST, the switch 2 1100-2 may transmit
a message to the electric bulb 2 1110-2.

[0372] In the case of switch 3 1110-3, an address of the
switch 3 1100-3 is set in the SRC and an address of the group
1 is set in the DST. Thus, when the switch 3 1100-3 transmits
a message, the message may be transmitted to both the
electric bulb 1 1110-1 and the electric bulb 2 1110-2.
[0373] In order to set the SRC and the DST, two methods
may be provided as follows.

[0374] First, the SRC and the DST may be set through a
Bluetooth GATT database.

[0375] In detail, the switches and electric bulbs have SRC
characteristics indicating an address of a source device and
DST characteristics indicating an address of a destination
device in the GATT database.

[0376] When an address of a specific device is written in
the SRC characteristics and the DST characteristics, a mes-
sage in which the address written in the SRC is used as an
address of a source device and the address written in the
DST is used as an address of a destination device may be
transmitted.

[0377] Here, an address of a group may be set in the SRC
characteristics and the DST characteristics. However, in case
where it is possible to set addresses of devices in the DST
characteristics, the address of the group may not be used.
[0378] In order to set an address of the specific device in
the SRC characteristics and the DST characteristics, a mes-
sage (first message) requesting writing of the SRC charac-
teristics and the DST characteristics may be transmitted or
a motion of writing an address of the specific device in the
SRC characteristics and the DST characteristics may be
indicated through control point characteristics.

[0379] Second, the SRC and the DST may be set through
a setting message.

[0380] In detail, an address of a specific device may be set
in the SRC and the DST by transmitting a message (first
message) for setting an address of a source device, an
address of a destination device, and an address of a group in
the mesh network.

[0381] Here, a control device transmitting the setting
message should already know an address of a device to be
set in advance, and the setting message for setting the SRC
may be selectively used.

[0382] In this manner, according to the present invention,
a plurality of addresses may be allocated to one device. For
example, in case where devices form a group, the devices
may be allocated a unique address to be used in the mesh
network and an address of the formed group.

[0383] For example, in FIG. 11, the electric bulb 1 1110-1
and the electric bulb 2 1110-2 may be allocated a unique
address allocated to each device and an address of the group
1.

[0384] Through this method, the SRC indicating an
address of the source device and the DST indicating an
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address of the destination device may be set, and a message
may be transmitted to a desired device through the set SRC
and DST.

[0385] Also, in another embodiment of the present inven-
tion, the devices forming the Bluetooth mesh network
through the address set in the DST may determine whether
to receive a message by determining whether the message
received from another device has been received from a
device qualified to send data to the devices themselves.
[0386] For example, a first device in which the SRC
(address of a first source device) and the DST (address of a
destination device) are set may receive a message (second
message) from an adjacent device (third device).

[0387] Here, the message may include an SRC field
including an address of the third device (address of the
second source device) and a DST field including an address
of the destination device.

[0388] Here, the first device may compare the address of
the first destination device and the address of the second
source device, and when the addresses match, the first
device may determine that the device is qualified to send
data to the first device and receive the second message.
[0389] However, when the address of the first destination
device and the address of the second source device do not
match, the first device may determine that the third device
is not qualified to send data to the first device itself and drop
the second message. FIG. 12 is a view illustrating an
example of a data format to which the present invention may
be applied.

[0390] Referring to FIG. 12, the SRC and the DST dis-
cussed above with reference to FIG. 11 may be set through
the setting message in the Bluetooth mesh network, and
whether a transmitted message is a message requiring a
response may be determined.

[0391] Indetail, (a) to (d) of FIG. 12 illustrate an example
of a transaction identifier (TID) field included in a message
used in a general Bluetooth mesh network.

[0392] In the Bluetooth mesh network, the TID field may
be used in case where two or more messages are linked in
one transaction.

[0393] (a) of FIG. 12 illustrates a TID field in a general
message. As illustrated in (a) of FIG. 12, the TID field in a
general message may include an identifier field for identi-
fying a message linked to an end bit indicating the end of a
message.

[0394] (b) of FIG. 12 illustrates a TID field of a message
for obtaining or setting information of a device in the mesh
network. In (b) of FIG. 12, “Message Type” field indicates
a type of a message.

[0395] Table 2 below illustrates an example of the “Mes-
sage Type” field value.
TABLE 2
Value Type
00 Get
01 Set with Ack
10 Set without ACK
11 Status

[0396] In Table 2, when the “Message Type” field value is
“007, it indicates a message for requesting information from
a specific device. That is, specific information may be
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obtained from a device of the mesh network by transmitting
a message in which the “Message Type” field value is “00”.
[0397] When the “Message Type” field value is “01” or
“107, it indicates a message for setting a specific device. For
example, a control device for setting the SRC or the DST
described above with reference to FIG. 11 may transmit a
message in which the “Message Type” is “01” or “10” to a
switch or an electric bulb.

[0398] Here, the “Message Type” field is set to “01” when
a response with respect to a message is required, and set to
“10” when a response is not required.

[0399] When the “Message Type” field value is “117, it
indicates a message for transmitting a state of a device.
[0400] (c) of FIG. 12 illustrates a TID field including a
value indicating whether a response with respect to a mes-
sage is required.

[0401] In (c) of FIG. 12, when a value of an “ACK” field
is “1”, the device which has received the message as
described above with reference to FIG. 10 should transmit a
response message, and when the value is “0”, the device is
not required to transmit a response message.

[0402] (d) of FIG. 12 illustrates a TID field including a
value indicating obtaining or setting information of a device
or whether a response is required.

[0403] In(d)of FIG. 12, when the ID value is “0”, a device
which has received a message may not transmit a response
message, and when the ID value is “1”, the device which has
received a message should transmit a response message.
[0404] Also, according to a parameter value of a message
including the TID, whether the message is a message
requesting information or a message m for setting may be
indicated.

[0405] For example, when the parameter value is a spe-
cific value, a message including the parameter may be a
message requesting information of a device.

[0406] FIG. 13 is a flow chart illustrating an example of a
method for transmitting/receiving data in a Bluetooth mesh
network to which the present invention may be applied.
[0407] Referring to FIG. 13, a message may be transmitted
or received by setting an address of a destination device and
an address of a source device in the GATT database
described above with reference to FIG. 11.

[0408] First, device 1 300 and device N 500 form a mesh
network, and device 2 400 is not included in the mesh
network.

[0409] The device 1 300 may broadcast an advertising
message including information of the device 1 300 itself and
supportable service information (S13010).

[0410] Expression of the advertising message may be an
example and may be called by various other expressions
such as an advertising PDU, an advertising packet, and the
like.

[0411] When the device 2 400 receives the advertising
message, the device 2 400 may know a service which can be
provided by the device 1 300, and in case where the device
2 400 wants to form BLE, the device 2 400 transmits a
connection request message to the device 1 300 (S13020).
[0412] Thereafter, the device 1 300 forms BLE with the
device 2 400 through an authentication procedure, or the like
(S13030).

[0413] The device 2 400 forming BLE with the device 1
300 transmits a write request message to the device 1 300 to
set SRC characteristics of the device 1 300 to an address of
the device 1 300 (S13040).
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[0414] The device 1 300 sets the SRC characteristics to an
address value thereof and transmits a write response mes-
sage indicating that the SRC characteristics has been suc-
cessfully set to the address of the device 1 300, to the device
2 400 (S13050).

[0415] Also, in case where the device 2 400 wants to set
DST characteristics of the device 1 300 to an address of a
specific device (e.g., an address of device N), the device 2
400 transmits a write request message to the device 1 300
(813060).

[0416] The device 1 300 sets the SRC characteristics to the
address value of the specific device and transmits a write
response message indicating that the SRC characteristics has
been successfully set to the address of the specific device, to
the device 2 400 (S13070).

[0417] When the device 1 300, whose SRC characteristics
was set to the address of the device 1 300 and DST
characteristics was set to the address of the device N 500,
wants to change a state of the device N 500, the device 1 300
may transmit a command message (or control message) to
the device N 500 (S13080).

[0418] Here, the SRC field indicating an address of a
source device of the command message may be set to a value
of the SRC characteristics and a DST field indicating an
address of a destination device may be set to a value of the
DST characteristics.

[0419] The device N 500 may transmit a response message
to the device 1 300 in response to the command message
(S13090), and an SRC field of the response message may be
set to the address value of the device N and the DST field
may be set to the address value of the device 1 300.
[0420] In case where the device 1 300 wants to inform a
state of the device 1 300 to the device N 500, the device 1
300 may transmit a notification message including status
information indicating a state of the device 1 300 to the
device N 500 (S13100).

[0421] Here, the SRC field indicating an address of a
source device of the notification message may be set to the
value of the SRC characteristics and the DST field indicating
an address of the destination device may be set to the value
of the DST characteristics.

[0422] The device N 500 may transmit a response message
to the device 1 300 in response to the notification message
(S13110), and an SRC field of the response message may be
set to the address value of the device N and the DST field
may be set to the address value of the device 1 300.
[0423] In case where the DST is set to an address of a
group to which the device N belongs in this embodiment, the
message in step S13080 and step S13100 may be received by
multiple devices included in the group.

[0424] Through this method, the SRC characteristics and
the DST characteristics discussed above with reference to
FIG. 11 may be set, and a mesh message may be transmitted
to a specific device through the set value.

[0425] FIGS. 14 and 15 are flow charts illustrating another
example of a method and a message format for transmitting/
receiving data in a Bluetooth mesh network, to which the
present invention may be applied.

[0426] Referring to FIG. 14, a message may be transmitted
and received by setting an address of a destination device
and an address of a source device in the GATT database
described above with reference to FIG. 11 through charac-
teristics indicating a specific operation, unlike the case of
FIG. 13.
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[0427] First, step S14040 to step S14030 are the same as
step S13010 to step S13030 of FIG. 13, and thus, a descrip-
tion thereof will be omitted.

[0428] The device 2 400 transmits a write request message
requesting writing of control point characteristics (S13040).
[0429] The control point characteristics are characteristics
for instructing performing of a specific operation to the
device 1 300, and the device 2 400 may instruct the device
300 to set the SRC characteristics to the address of the
device 1 300 through the control point characteristics.
[0430] (a) of FIG. 15 illustrates an example of a format of
the write request message, and (b) of FIG. 15 illustrates an
example of Opcode as an operation code indicating a
specific operation of the write request message.

[0431] As illustrated in (b) of FIG. 15, through the control
point characteristics, specific information, as well as writing
of specific characteristics, may be requested.

[0432] The device 1 300 may set the SRC characteristics
to an address value of the device 1 300 according to the
Opcode, and transmits a write response message indicating
that the SRC characteristics has been successfully set to the
address of the device 1 300, to the device 2 400 (S14050).
[0433] Also, in order to instruct writing of DST charac-
teristics, the device 2 400 transmits a write request message
requesting writing of control point characteristics (S14060).
[0434] The device 2 400 may instruct the device 1 300 to
set the DST characteristics to an address of a specific device
(e.g., an address of the device N) through the control point
characteristics.

[0435] The device 1 300 sets the DST characteristics to the
address value of the device N according to the Opcode, and
transmits a write response message indicating that the DST
characteristics has been successfully set to the address of the
device N, to the device 2 400 (S14070).

[0436] Hereinafter, step S14080 to step S14110 are the
same as step S13080 to step S13110 of FIG. 13, and thus, a
description thereof will be omitted.

[0437] In case where the DST is set to an address of a
group to which the device N belongs in this embodiment, the
message in step S14080 and step S14100 may be received by
multiple devices included in the group.

[0438] FIG. 16 is a flow chart illustrating another example
of a method for transmitting/receiving data in a Bluetooth
mesh network, to which the present invention may be
applied.

[0439] Referring to FIG. 16, as described above with
reference to FIG. 11, an address of a specific device may be
set in SRC and DST by transmitting a message for setting an
address of a source device, an address of a destination
device, and an address of a group in a mesh network.
[0440] First, the device 1 300 and the device N form a
Bluetooth mesh network and the device 2 400 is not included
in the mesh network.

[0441] In detail, the device 2 400 transmits a setting
message for setting a DST field of a message transmitted by
the device 1 300 to an address value of a specific device
(e.g., device N), to the device 1 300 (S16010).

[0442] The device 1 300 transmits a response message
indicating that the DST field of the message transmitted by
the device 1 300 has been successtully set to the address of
the device N 500, to the device 2 400 (S16020).

[0443] Here, in order for the device 2 400 and the device
1 300 to transmit/receive a setting message and a response
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message, the device 2 400 and the device 1 300 should know
information of the mesh network (e.g., a network ID,
security information, etc.).

[0444] Also, the device 2 400 should know an address
used by the device 1 300 in the mesh network in order to
transmit a message to the device 1 300 through the mesh
network.

[0445] Although not shown in FIG. 16, the device 2 400
may selectively transmit a setting message for setting an
SRC field of the message transmitted by the first device 300
to an address value of a specific device (e.g., device N), to
the first device 1 300, and receive a response message
thereof.

[0446] Thereafter, step S16030 to step S16060 are the
same as step S13080 to S13110 of FIG. 13, and thus, a
description thereof will be omitted.

[0447] In this embodiment, if the DST is set to an address
of a group to which the device N belongs, the message of
step S16030 and step S16060 may be received by multiple
devices included in the group.

[0448] FIG. 17 is a view illustrating another example of a
method for transmitting/receiving data in a Bluetooth mesh
network, to which the present invention may be applied.
[0449] Referring to FIG. 17, a device forming a mesh
network may set a destination address of a message to a
group address of devices and transmit the message to
multiple devices.

[0450] In detail, as illustrated in FIG. 17, it is assumed that
device 1-1 and device 1-2 form group 1, and device 2-1,
device 2-2, and device 2-3 form group 2 in a mesh network.
[0451] Here, in order for the devices of the group 1 to
transmit a message to the devices included in the group 2,
the devices of the group 1 should set an SRC field included
in the message to an address of the devices of the group [ and
set a DST field to an address of the group 2 or an address of
each device of the group 2 to transmit the message.

[0452] Similarly, in order for the devices of the group 2 to
transmit a message to the devices included in the group 1,
the devices of the group 2 should set an address of the SRC
field included in the message to each of the devices of the
group 2 and the DST field to an address of the group 1 or an
address of each of the devices and transmit the same.
[0453] To this end, messages transmitted in the mesh
network should include an SRC field indicating address of a
source device and a DST field indicating an address of a
destination device.

[0454] When the DST field is set to an address of the
group, the message may be transmitted to all the devices
forming the group.

[0455] The devices forming the mesh network may trans-
mit a message to multiple devices, and may have a list of
address information of multiple devices forming the same
mesh network or the group to transmit a message to multiple
devices.

[0456] Also, for security of a device, the devices forming
the mesh network may have a list of addresses of devices or
groups which can send a message to each device itself in the
same mesh network, and may discard a message of a mesh
network transmitted from an address not included in the list.
[0457] The devices forming the group in the mesh network
may each be allocated an address. Here, in order to clearly
allocate a group address and an address of each device, each
device may require an index indicating in which place each
device is in the group.
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[0458] In order to manage addresses of devices included in
the group, the following types of message may be present.
[0459] Message for deleting address of device: It is a
message for deleting an address allocated to a device
and may include an index of the corresponding device.
Instead of the message, an allocation address field of an
address allocation message may be set to “0” and
transmitted.

[0460] Message for deleting address set in DST field: It
is a message for deleting an address of every device set
in a DST field of a message transmitted by a device and
may include an index of the corresponding device.

[0461] A response message thereto may include whether
deletion is successful and the number of remaining
addresses.

[0462] When an index value of the message is “0”, an
address of every device set in the DST field of every device
included in the group is deleted.

[0463] Message for deleting address set in SRC field: It
is a message for deleting an address of every device set
in an SRC field of a message transmitted by a device
and may include an index of the corresponding mes-
sage.

[0464] A response message thereto may include whether
deletion is successful and the number of remaining
addresses.

[0465] When an index value of the message is “0”, an
address of every device set in the DST field of every device
included in the group is deleted.

[0466] Message for requesting the number of addresses
set in DST field: it is a message for requesting the
number of addresses set in a DST field of a device and
may include an index of the corresponding device.

[0467] In response, a response message including the
number of addresses set in the DST field may be transmitted.

[0468] Message for requesting the number of addresses
set in SRC field: It is a message for requesting the
number of addresses set in the SRC field of a device
and may include an index of the corresponding device.

[0469] In response, a response message including the
number of addresses set in the SRC field may be transmitted.
[0470] Through this method, a message may be transmit-
ted to multiple devices in the mesh network, and in case
where devices form a group, allocated or set addresses may
be managed.

[0471] The configuration and method according to the
embodiments of the present invention described above are
not limited in its application, but the entirety or a portion of
the exemplary embodiments may be selectively combined to
be configured into various modifications.

[0472] The above-described present invention is not lim-
ited to the above-described embodiments and the accompa-
nying drawings because those having ordinary skill in the
technical field to which the present invention pertains can
make various replacements, variations and modifications
within the range which does not depart from the technical
spirit of the invention.

INDUSTRIAL AVAILABILITY

[0473] The present invention relates to Bluetooth data
transmission/reception and, more particularly, to a method
and device for transmitting a message between devices in a
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mesh network using a Bluetooth low energy (BLE) tech-
nology.

1. A method for a first device to transmit and receive data

through a Bluetooth mesh network, the method comprising:

receiving a first message for setting an address of the first
device from a second device,

wherein the first message includes at least one of an

address field including the address or a first response
field indicating whether a response to the first message
is requested; and

transmitting a first response message with respect to the

message to the second device, when the response field
indicates a response request.

2. The method of claim 1, wherein the address field
includes at least one of a unicast address as a unique address
allocated to the first device or a group address as an address
of a group in which the first device is included.

3. The method of claim 1, wherein the first message is
transmitted using a Bluetooth GATT protocol or a mesh
network.

4. The method of claim 3, further comprising:

performing, by the first device, a Bluetooth connection

procedure with the second device, when the first mes-
sage is transmitted using the Bluetooth GATT protocol.

5. The method of claim 4, wherein the connection pro-
cedure includes:

transmitting an advertising message to the second device;

receiving a connection request message from the second

device on the basis of the advertising message; and
performing an authentication procedure with the second
device.

6. The method of claim 1, further comprising:

transmitting a control message for controlling at least one

device to the at least one device included in the mesh
network,

wherein the control message includes at least one of a

second response field indicating whether a response to
the control message is requested, a source address field
indicating an address of a device transmitting the
control message, or a destination address field indicat-
ing an address of a device for receiving the control
message.

7. The method of claim 6, further comprising:

receiving a second response message from the at least one

device, when the second response field indicates that a
response is requested.

8. The method of claim 6, wherein the destination address
field includes one of a unicast address indicating a specific
device and a group address indicating a group including one
or more devices.

9. The method of claim 8, wherein the control message is
transmitted to the one or more devices, when the destination
address field includes the group address.

10. The method of claim 1, further comprising:

transmitting a notification message including status infor-

mation of the first device to at least one device included
in the mesh network.

11. The method of claim 1, wherein the first message
further includes an operation code instructing the first device
to set the address.

12. The method of claim 1, wherein the address is one of
a first source device address indicating an address of a
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device transmitting a message and a destination device
address indicating an address of a device receiving a mes-
sage.

13. The method of claim 12, further comprising:

receiving a second message including a second source

device address indicating an address of a third device
from the third device;

comparing the second source device address and the first

destination device address, when the address is the first
destination device address; and

dropping the second message, when the first destination

device address is different from the second source
device address.

14. A device, as a first device, for transmitting and
receiving data through a Bluetooth mesh network, the device
comprising:

a communication unit communicating with the exterior

wirelessly or wiredly; and

a processor functionally connected to the communication

unit,

wherein the processor is configured to:

receive a first message for setting an address of the first

device from a second device,

wherein the first message includes at least one of an

address field including the address or a first response
field indicating whether a response to the first message
is requested, and

transmit a first response message with respect to the

message to the second device, when the response field
indicates a response request.
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