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devices to transmit and receive signals, with a view to determining the range between
. the two devices, using a two-way ranging methods, where each of the signals is a com-
posite tone generated as a composition of two waveforms that are timewise separat-
ed by a gap to form a bipolar waveform. The gap is a zero or low-amplitude signal,
3 contrasting with the two waveforms. The particular pattern in the correlation footprint
T cases the determination of the time of flight. The method can be used to measure social
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DOUBLE-SIDED TWO-WAY RANGING PROTOCOL BASED ON COMPOSITE,
ULTRASONIC TONES

BACKGROUND
{0081} The invention relates in general to computerized methods, devices, and computer
program products for determining ranges between pairs of devices using a double-sided two-way
ranging protocol. In particular, it relates to methods performing a two-way ranging based on
{near-jultrasonic tones, which are generated as composition of core wavetorms that are timewise

separated by a gap.

10002] Two-way ranging techniques are commonly used for measuring distances between two
wireless devices. In radio technology, this technigue exploits delays that naturally occur in signal
transmission {also known as times of flight) to determine the range between two devices such as
stations. For example, a first signal s transritted from a fust node A 1o a second node B. The
difference in time (called the signal propagation delay) between the transmission from the first
node and the reception at the second node can be calculated. Next, the first node A receives an
acknowledgement {(i.e., a second signal) from the second node B. This acknowledgement 1s sent
after some processing time (called processing delay), 1.e., the time necessary for the second node
B to process the incomung first signal, generate the acknowledgement, and set it for transmission.
So, a further signal propagation delay can be calculated by the first node A on receiving the
acknowledgement signal from node B. The signal propagation delays are finally used to

determine the range between the two nodes.

{0663] This method 1s double-sided in that only two nodes are involved in measuring the
range between them. It 1s two-way in that a first signal {also called test signal, e.g., a test packet)
1s sent from one of the two devices, followed by a second signal (the acknowledgement) that 1s

sent from the other one of the two devices.

{8684]  The above steps are typically mirrored at the second node. In that case, the method 18
symmetrical in that the measurements from node A to node B are marrored at the second node;

this method 15 called symmetrical double-sided two-way ranging.
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{B605]  One may attempt to implement a two-way ranging method based on tones (1€,
sounds) exchanged between two devices. As with usual two-way ranging techniques, a problem
is 1o be able to detect the exact point in time at which a tone is transmutted and received, both by
the transmitter and the receiver. Ideally, a sub-millisecond accuracy is desired. Prior methods
typically seek to attain this by recording the sound prior to and during the invocation of a
protocol as described above and then locating a transmission fingerprints in the recording. Such
methods seek for significant peaks (in time) in the cross-correlation measure obtained between
the known transmitted waveform and the signal recorded. However, there are, in practice, many
false peaks appearing in the cross-correlation measurement, due to factors such as noise and
nterferences, e.g., multiple echoes to the transmitted signal (also known as the ‘multipath’
issue). Being able to detect the right peak in the cross-correlation signal is essential for the

precision of the measurements.

SUMMARY
{0006]  According to a first aspect, the present invention 1s embodied as a method of
determining a range between two devices, 1.e., a first device and a second device, which can for
instance be wireless devices, such as handheld devices. The method basically revolves around
performing a double-sided two-way ranging protocol at the two devices. This protocol causes the
two devices to transnut and receive signals, with a view to deternuning the range between the
two devices, as i known two-way ranging methods. However, 1n the present case, each of the
signals 13 a composite tone generated as a composition of two waveforms that are timewise
separated by a gap, so as for the composition to form a bipolar waveform. The gap 1s typically a
zero~ or low-amplitude signal, substantially contrasting (in terms of amplitude) with the two
waveforms. This gives rise to a particular pattern in the correlation footprint, which markedly
eases the determination of the time of fhight. Such a method can advantageously be used to

measure social distancing {or social contacts).

{8607]  According to another aspect, the invention 15 embodied as a device comprising
processing means, as well as a tone generator, a transmitter, and a receiver, each connected to the

processing means. The processing means are configured to orchestrate operations of the tone

[\
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generator, the transmitter, and the receiver, for the device to perform a double-sided two-way

ranging protocol with a remote device, consistently with the method described above.

{0608]  In operation, the device transmuts, at a first tume, a first signal to the remote device.
The device then receives, at a second time, a second signal transmitted by the second device. The
processing means 1s configured to obtain a comparand based on the second signal received, it
then correlates an expected signal with this comparand to determine a second time, based on
which a time mterval between the first time and the second time is computed. Note, this
comparand may advantageously be obtained based on both the first signal (as transmitted) and
the second signal (as received). Another correlation operation can then be performed to
accurately determine the first time, 1.e, the time at which the first signal was transmaitted. The
range between the two devices is finally determined in accordance with that time interval. Eac

of the first signal and the second signal is a composite tone generated as a composition of two

wavetorms that are timewise separated by a gap for the composition to form a bipolar waveform.

[000%]  According to a final aspect, the mvention is embodied as a computer program product.
The computer program product comprises a computer readable storage medium having program
instructions embodied therewith, where the program instructions are executable by processing
means of a device o cause the latter to perform a double-sided two-way ranging protocol

according to the above method.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS
{0018] These and other objects, features and advantages of the present invention will become
apparent from the following detailed description of itlustrative embodiments thereof, which 1s to
be read 1n connection with the accompanying drawings. The illustrations are for clarnity in
facilitating one skilled in the art m understanding the invention 1n conjunction with the detailed

description. In the drawings:

{0011} FIG 1A schematically represents two devices (here smartphones) transmitting and

receiving signals, as 1nvolved in embodiments of the invention;
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{0012] FIG. 1B s a diagram schematically illustrating selected components of such devices,

as in embodiments;

{8013} FIG 2 dlustrates a sequence of operations performed at two devices such as shown in

FIG. 1A, as part of a double-sided two-way ranging protocol, according to embodiments;

{0014] FIG 3A 15 a plot representing a composite tone as generated at each device; this tone
is generated as a composition of two waveforms that are separated by a gap, hence forming a

bipolar waveform, according to embodiments;

[0015] FIG. 3B is a plot representing a typical correlation measurement exhibiting a triple-

peak pattern, as obtained by a device upon correlating signals, as in embodiments;

[0016] TG 4 15 a flowchart llustrating steps of a method of perfornung a double-sided two-

way ranging based on composite tones generated at the devices, according to embodiments;

{0017} FIG. 515 a flowchart dllustrating high-level steps of a method of operating devices with
a view to measuring social distancing between users of such devices. This further method scans
devices in the vicinity of a given device to implement a two-way ranging method such as

depicted 10 FIG. 2 or 4, as in embodiments; and

[0018] FIG 615 a flowchart lustrating how 1t can repeatedly be attempted to determine a
range between any two devices, using a method such as shown n FIG. 2 or 4, to successfully

determine a range between devices, according to embodiments.

{0019]  The accompanying drawings show simplified representations of devices or parts
thereof, as mvolved 1n embodiments. Stmular or functionally simiar elements in the figures have

been allocated the same numeral references, unless otherwise indicated.

{0028} Devices, computerized methods, and computer program products embodying the

present invention will now be described, by way of non-limiting examples.
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DETAILED DESCRIPTION

{0021} In reference to FIGS. T — 4, an aspect of the mvention is first described, which
concerns a method of determining a range between two devices 1, 2. Note, this method and its
variants are collectively referred to as the “present methods”. All references S# refer to methods
steps of the sequence and flowcharts of FIGK. 2, 4, 5, and 6, while numeral references pertain to
components of the devices 1, 2 shown in FIGS. 1 and 2. In the following description, the devices

, 2 are mostly assumed to be handheld devices, such as smartphones, for the sake of illustration.
The two-way ranging step is generally referred to as step 8200 in the flows of FIGS. S and 6.
FIG. 4 shows detailed steps of the two-way ranging method, as in preferred embodiments. FIG. 2

illustrates the most important operations performed for determining a range.

{0022]  This method basically relies on performing a double-sided two-way ranging protocol
S200 at two devices 1, 2. As usual in the art, this protocol causes the two devices to transmit and
recetve signals. However, in the present invention, each of these signals is a composite tone
generated as a composition of two waveforms that are timewise separated by a gap, so as for the
composition to form a bipolar waveform. This makes it possible to markedly improve the

measurement accuracy, as explained later in detail.

{0023]  Various embodiments of the above protocol can be contemplated, in which signals are
exchanged between pairs of devices and then processed by the devices, to determine a range
value. In a preferred embodiment, one of the two devices {say the first device 1) transmuts a first
signal to the second device 2 {step 8203 in FIGS. 2 and 4}, at a first time. The first device 1
subsequently receives (step S204 1in FIGS. 2 and 4) a second signal, 1e., a signal that is
transmitted (step S204a) by the second device 2 after receiving 5203 the first signal. Then, the
first device | attempts to correlate signals (step 52006) to determune the second time and,
accordingly, a time interval between the first tirne and the second time, with a view to deriving
8207 — S209 the range between the two devices. This time interval is referred to as a first time

interval in this document, for reasons that will become apparent later.

{0024] TImportantly, each of the first signal and the second signal is a composite tone (ie, a

sound) that 1s generated (steps S202, 8202a) at the fust device 1 and the second device 2,

(]
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respectively. Namely, this tone 1s generated as a composition of two waveforms wy, w2, which
are separated (1n time) by a gap g, as illustrated in FIG. 3A. Fach waveform may for instance be
an ultrasonic or a near-ultrasonic waveform, for reasons explained later. That is, each tone 1s
generated as a temporal composition, 1.e., as consecutive signal segments including a waveform
w1, a gap g, and another waveform ws. The resulting tone 1s thus a time-dependent bipolar signal,

i.e., a signal having a time-dependent bipolar wave structure.

{0025] The gap g ideally corresponds to a zero-amplitude signal, although it can also be noise
at low to very low amplitude level That 15, the amplitude of the signal in the gap g 1s much lower
than, if not negligible in comparison with, the amplitude of the signals corresponding to the two
waveforms wi, wz. The signal-to-noise ratio {SNR) should typically be larger than 10, at least,
though 1t preferably is larger than 20, or even larger, e g. 30. The SNR may also be expressed in
dectbels as SNRgp = 10 log1o(SNR). The SNRgs may for instance be chosen so as to ensure at
least a 15dB difference between the waveforms and the gap, corresponding to a SNR of
approximately 31 6. For example, if the waveforms are, each, at -60dB on average, then the
noise level should typically be less than -75dB, on average. Thus, the low or very low signal
amplitude at the level of the gap g effectively results in a temporal gap between the two

waveforms w1, w» in the generated tone.

{0026]  The preferred embodiment discussed above focuses on the first device 1, which
performs steps S203 — 8209 in the flow of FIG. 4. However, mirror steps are typically
mmplemented at the second device 2, whereby the second device receives S203a the first signal,
transmits 8204a the second signal, and attempts to perform S206a correlations with a view to
determining a second time interval between the reception time and the transmission time, also
referred as third time and fourth time in this document, respectively. Thanks to the first and
second time intervals determined, the devices 1, 2 can derive 8209, 82094 the time of flight and,
in turn, the range between the two devices. Because of the symmetry of the operations performed
at the two devices, such an embodiment can be regarded as a symmetrical double-sided two-way

ranging method.

{0027} Eachdevice 1, 2 may possibly be able to precisely determine the time at which it

transmits its own signal. In that case, it 15 sufficient for the devices 1, 2 to correlate an expected
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signal (i.e, the signal they expect to receive trom the other device) with a comparand, which is

obtained by recording the received signal, in order to precisely determine the reception time.

[0028]  1f it 15 not possible for the device to precisely determine the transmission time, then the
comparand may further include a recording the transmitted signal (in addition to the recording of
the received signal), hence the need to start recording S201, 8201a early encugh. In that case, the
comparand includes a recording of both the transmitted signal and the received signal. This way,
each device 1, 2 may further correlate a representation of its own transmutted signal with the
comparand to precisely determine the time {(#; or #,°} at which it has transmitted the signal. Thus,
two correlation operations are performed: one aims at determining the reception time, the other 1
to determine the transnussion time. The comparands used by the two devices 1, 2 are referred to
as the first comparand and second comparand, respectively. Eventually, the first device 1
determines a first time interval (Al in F1G. 2) between the transmission time (71 or 2> in FIG. 2)
and the reception time (& or ¢ in FIG. 2), while the second device 2 determines a second time

interval (A2 i FIG. 2) between the reception time and the transmission tume.

{0029]  Inthe above embodiment, each device 1, 2 correlates S206, 8206a a comparand
formed according to its own recording with a representation of its own transmission signal to
mark a corresponding transmission time i the recording, and further correlates 8206, S206a the
comparand with a representation of the counterpart’s transmission signal to mark a
corresponding receival time, as assumed in FIG. 4. Then, each device 1, 2 computes 8207, S207a
the time difference between these two times. They subsequently communicate S208, S208a the
time differences accordingly obtained to one another, which aliows them to determine S209,
$209a the time of flight. The time of flight equals half of the absolute difference between the two

Al — A2i/2,

time intervals accordingly obtained. Le., the time of thight 1s simply calculated as
where Al =# — 11 and A2 = t»> — 1>, The range between the two devices can then easily be
derived from the time of flight, based on laws of physics. This last operation is normally a mere

multiplication between the speed of sound in the air times the time of flight).

{8630]  The present methods may notably be applied to social distancing measurements. E.g.,
the above steps may be performed at the two devices 1, 2, as soon as it 1s determined that they

are hikely in range. To that aim, a preliminary handshake may be performed 5160; The
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handshake further makes it possible to determine which device will take the fead, as in

embodiments described below.

{0031} Of particular advantage 1s the structure of the generated tones (1.e., waveform wy — gap
g —waveform ws), which allows an adequate recognition of a corresponding peak in the cross-
correlation measurement. As tllustrated in FIG. 3B, this peak allows a clearer, more precise, and
more accurate detection to be performed, in practice. Unlike other waveforms as typically used
in prior methods to generate a single central peak, here the composite tone (FIG. 3A) generated
and transmitted by each of the two devices 1, 2 yields a triple-peak pattern upon correlating the
signals, as depicted in FIG. 3B. A triple-peak pattern means a large peak p» between two small
peaks p1, p3, with gaps in-between, where the gaps have known time durations. The gaps
between, on the one hand p1 and p», and, on the other hand, p» and ps are symmetric and thus
have a same duration. The latter is determined by the gap g, which s utself predetermmed. Thus,
as a result, helps with the detection of the peak appearance in the cross-correlation measurement
obtained (in the time domain) for a more precise measurement of the time of flight, as a basis to

proxumity computation.

{6032}  In other words, the present approach proposes to implement a two-way ranging
method based on exchanges of specific, composite waveforms, which are transmitted and
recetved as tones {L.e, sounds). This approach can advantageously be used to accurately detect
(e.z., at a sub-mullisecond accuracy) the pomt in time at which the signals are transnutted and

recetved and, n turn, to estimate the range between the two devices more precisely.

10033}  As noted earlier, prior methods typically attempt to achieve this by fooking for
significant peaks in the cross-correlation signal. However, this typically leads to false peak
detections due to noise and interferences. By contrast, the present approach makes it easier to
detect the “right” peak in the cross-correlation footprint, which allows a more accurate

measurement.

{0034]  All this 15 now described in detail, in reference to particular embodiments of the
mvention. To start with, each of the two devices 1, 2 is preferably a handheld device, e g, a
wireless device such as a mobile phone (a smartphone), a smartwatch, a tablet, or a personal

assistant. The devices 1, 2 may also be dedicated devices, e.g., forming part of or making up an
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employee tag {a pager) or a badge, especially where the present methods are performed to
measure social contacts. In variants, however, the present methods may also be implemented in

larger devices, such as cars or other vehicles, for example.

{0635]  Fach of the two devices 1, 2 may for instance include a speaker 15 and a microphone
16, to transmit and record the signals, respectively. In addition, each device 1, 2 may mclude
processing means 11 {e.g., a central processing unit or CPU), a main memory 12 {connected to
the processing means 11), a long-term memory {not shown}, as well as various controllers, as
necessary to operate the speaker and the microphone, as known per se. That i3, the processing
means 11 18 suitably connected to the speaker 15 and the microphone 16 via a system bus, to

allow the signals to be transmutted and received, as necessary to perform the present methods.

{0036]  In particular, the first device 1 may transmit S203 the first signal through its speaker
15, for the second device 2 to detect 8203a the first signal though its respective microphone 16.
Next, the second signal is transmitted $204a through the speaker 15 of the second device 2 and
received 8204 at the first device 1 though the microphone 16 of the latter. Eventually, the first
device 1 may attempt to correlate S206 its recording (forming a first comparand} with (i) a
representation of the first signal and (i1} an expected signal, with a view to deriving a first time
interval, thanks to its respective processing means 11, Similar steps can be performed at the

second device 2, to derive a second time interval, as explained earlier.

{0037}  As dlustrated in FIG. 3A, each waveform wi, w» extends over predetermined time
segments £51, £53, respectively. Such time segments 51 and 153 preferably have a same duration,
1e., ts1 = ¢53, as assumed in FIG. 3A. Moreover, the duration 52 of the gap g is preferably larger
than #5 = #51 = £53. Making such a gap g longer than the time duration #5 of the waveforms wi, w2
results in a nicely decorrelated triple-peak pattern, where the central peak does not overlap with
the side peaks, as illustrated in FIG. 3B. Each of the two waveforms w1, w2 may for instance
extend over a predetermined time segment #s = £51 = #s3, while the gap 15, may amount to a
predetermined number ¢ of such time segments 5. Le., 50 = a 15, where ¢ > 1. In addition, an
additional gap (not shown)} may precede the first waveform wi. Similarly, a further gap (not
shown) may succeed the second waveform wa. For example, the gap signal generated at each

device 1, 2, can be padded with any arbitrary zero-amplitude segments preceding and following

Nel
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each of the core waveforms w1, w2 In all cases, the cross-correlation of signals corresponding to
the tones accordingly obtained generates a triple-peak pattern that can advantageously be used to

precisely identify the timing of wave transmission and reception by both devices 1, 2.

{6038] Note, the correlation operation performed may possibly be performed as the cross-
correlation of two continuous functions representing the compared signals. In practice, however,
the algorithm preferably uses discrete time series, which can notably be computed as C(s, 1} =
corr{X{s), Y{#)) for two variables X(s} and ¥{7} and for all time lags s and 7. Thus, the correlation
is performed based on two vectors {two arrays of values), yielding a further vector in output. The
maxima of the correlation values obtained m output yield the relevant times, 1.e., the times
corresponding to the indexes that correspond to the maxima. This correlation is most practically
performed as a convolution, i.e., as corr{X(s), ¥{#)) = convolve(X(s), reverse(¥{7)), where
reverse{ ¥{r} corresponds to reversed values of ¥{7), 1.e., values that are reversed 1n terms of

mndexes (so, reversed time-wise too).

{0639] A possible implementation {in Python} 1s the following (the correlation function 1s

defined as “xcorr2”):
a. static public double[} xcorr2{double[] a, doublel] b, String type) {
b. double[] revb = ArrayUtils. clone(b});
¢ ArrayUtils reverse{revb);
d. double[] ¢ = new double[]{};
e. switch (typetolowerCase(}) {
f  case ("full"};

¢ = MathArrays.convolve(a, revb);

)

h. break;

t. case ("valid"):

i0
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J. ¢ =convolveValid(a, revb);
k  break;

I case ("same"}:

m. ¢ = MathArrays.convolve(a, revb);

n. break;

p. return ¢

{0646]  The convolution function (“MathArrays.convolve”) may be similar to the function

\Apache Commons Math 3.6 APL

{8041}  In embodiments, each of the two waveforms wy, w» (as used to generate S202, 8202a
the composite tone at each device 1, 2) has an inaudible sound frequency. This way, the resulting
tone 1s inaudible for human beings. This is especially advantageous when the present methods
are applied to social distancing; the devices 1, 2, are typically handheld devices in that case. In
particular, this frequency may be an ultrasonic or near-ultrasonic frequency. Each of the two
waveforms w1, w» is thus a non-audible signal, typically formed at the low non-hearable
frequency range (+ 18.5 — 20 kHz), which can be achieved with any conventional, contemporary

phone speaker’s hardware, but cannot be heard by most persons.

{6042]  The two waveforms wi, w2 may notably be formed by randomizing two ultrasonic
frequencies, respectively, based on a predetermined seed. That is, each device 1, 2 randomizes
two ultrasonic frequencies based on some predetermined seed. The two frequencies may tially
be the same. Then, each device creates two corresponding tones for some predetermined time
duration and composes an entire waveform as a composition of the first waveform, a gap g of

zero- or low-amplitude signal, and the second waveform.

11
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{0043} Note, instead of microphones and speakers, the devices 1, 2 may rely on other types of
transducers, especially when ultrasonic frequencies are used. In that case, the receiver
mstrumentation may include a gyroscope or some other type of transducer that 1s able to pick up

ultrasonic tones.

{6044] Intwo-way ranging methods based on exchange of data packets, the relevant signal
parameters can be included as part of the messages exchanged. Such an approach, however, is
difficult to implement when the signals exchanged are audio signals. Still, such parameters can
conventently be communicated over a wireless communication channel established 8150

between the two devices 1, 2, as assumed in FIG. 5.

{0645]  In that respect, and as noted earlier, the present methods may further comprise
performing $160 a preliminary handshake between the two devices 1, 2, over the wireless
communication channel established at step 8150, as seen in FIG. 5. This communication channel
1s preferably established $150 according to a wireless technology standard, such as Wi-Fi,
Bluetooth, and Bluetooth Low Energy (BLE). The latter ts assumed in the accompanying

drawings.

{0646]  This handshake will typically be automatically implemented S160 as part of the two-
way ranging protocol, even though it is performed over a distinet channel. That 1s, the two-way
signals are sounds that propagate as acoustic waves, while messages and data exchanged by the
two devices 1, 2 are propagated as radio waves. As a result of this handshake, one of the two

devices is appointed as a leader, while the other device is designated as a follower.

{0047}  Assume that the first device 1 1s designated as a leader, as in FIGS. 2 and 4. As such,
the first device 1 may impose certain signal parameters and communicate S160 them to the
second device 2 over the established communication channel, during the preliminary handshake.
Such parameters may notably include the seed {as needed to randomize the ultrasonic
frequencigs), the durations of the waveforms and the gap g, and the time delay after which to
send S204a the second signal. This time delay can for instance be of approximately 250 ms. It
must be sufficiently larger than an expected single trip time. Note, this time delay may possibly
be chosen at random by the first device T to mitigate the risk of collisions with signals received

from other devices, it being noted that the device 1 may concomitantly interact with several
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remote devices. More precisely, this time delay may be the sum of a minimal, preset duration
plus a random duration. For example, a first time delay of 50ms may be applied, prior to sending
the first message tm;, a second time delay of 250ms may be imposed prior to sending the
response signal tnn. The recording duration will typically be on the order of a second for each
device 1, 2, to make sure that each recording captures both the transmitted signal and the

response signal.

{0048] In the embodiment described just above, the leader 1 imposes the signal parameters
and forwards them to the follower 2. In variants, parts or all of these parameters may be
predetermined and fixed as part of requirements of the protocol. In other variants, the
preliminary handshake S160 may cause the two devices 1, 2 to exchange their corresponding
seeds, and the durations of the waveforms and the gap g, it being noted that this gap does not

need to be the same for the transmitted signal and the received signal.

{0049]  Referring back to FIG. 2: the first device 1 1s assumed to be designated as a leader and
accordingly transmits S203 the first signal to the second device 2 upon completing 8160 the
handshake Concurrently, each device 1, 2 starts listening 8201, §201a (1.e., recording} right after
completing the handshake. This way, the recording performed by each device 1, 2 includes a
fingerprint of both the transmitted signal and the received signal, which allows the devices to
precisely determine the relevant times and the time intervals. Note, the transmission S203 of the
first signal may possibly start right after completing the handshake. In variants, the transmission
S203 of the first signal is preceded by a timeout phase, to allow sufficient time for the first

device | to generate S202 the first signal, if necessary.

{0056]  Asseen in FIG 2, the first device 1 generates S202 a first signal (“"Write(msg:)”), such
that an audio signal tm; 1s generated, which is then transmitted S203 by the first device 1 as a
sound wave, at a time #1 (also referred to as a “first time” in this document). This signal 15
received S203a by the second device 2 at a time #1° (also referred to as a “third time” in this
document). More precisely, the second device 2 records the signal tm; via its microphone to
obtains an audio signal rmi. Once the time delay (as previously set and communicated by the
first device 1) has elapsed, the second device 2 transmits 5204a the second signal at a time 12

(also referred 1o as a fourth time in this document). This signal 1s timely generated at step 5202a
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(“Write{msg»}”). The audio signal tm: 1s then received 8204 by the first device T ata time 1
{also referred to as a “second time” in this document}. That ts, the fist device 1 records the andio

signal tmy via its microphone and accordingly obtain an audio signal rma.

{0651}  Thus, both devices record audio throughout the entire process. To that aim, each
device 1, 2 timely triggers 8201, $201a audio recording via its respective microphone 16, to be
able to receive the signal transmitted by the other device 2, 1. The embodiments depicted in
FIGS. 2 and 4 assume that each device 1, 2 starts recording right after completing the handshake
$160. Such recordings are typically triggered for a limited time duration, e g., an upper bound to
an expected transmussion cycle. In varniants, the devices 1, 2 may attempts to record the
counterpart signal only, assuming they are able to precisely know at which time they have

transmitted their own signals.

{0652]  The process shown in FIG. 2 may notably be implemented as follows. First, a
handshake is performed S160. Then, the first device 1 starts 5201 recording upon completing the
handshake and transmits S203 its signal after 50 ms. The second device 2 similarly starts S201a
recording upon completing the handshake but transmits $204a its signal only after 250 ms, in
accordance with parameters transmitted by the first device 1 during the handshake The
recording of the first device 1 includes its own transmission, followed by the signal sent by the
second device 2. Similarly, the recording of the second device 2 includes the transmission from

device | followed by the transmission of device 2.

{0053]  Assaid, each device 1, 2 may reconstruct a signal from its respective audio recording,
in order to subsequently cross-correlate the reconstructed signal with representations of the
expected counterpart signal and its own transmission. To that aim, it may use the seeds and time
durations as set during the handshake. Note, the signal reconstruction may involve trimming,
filtering {(for noise), and/or amplifying the audio sample obtained. E. g, the audio samples may
first be trimmed (using a suitable heuristic to 1dentify the expected patterns), then de-noised,
amplified, and, if necessary, clipped, levelled, etc., using any suitable audio signal processing
method known in the art. The reconstructed signals provide comparands, also referred to as first
comparand (for the first device 1) and second comparand (for the second device 2) in this

document. Eventually, each device 1, 2 cross-correlates 8206, S206a its reconstructed signal (the
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comparand) with a representation of each of (1) 1ts own transmission and an expected signal (the
signal it expects to receive as per the handshake). Fach cross-correlation vields a triple-peak
pattern, such as shown in FIG. 3B. The central peak can be precisely located in time (with
neghigible error). This makes it possible to determine the relevant times {on each side) and then
the corresponding time intervals (on each side). The corresponding time of flight can thus be

derived, in order to determine the range between the two devices.

{0054]  This, in turn, makes it possible to determine the appearance time in the triple-peak
pattern obtained from the correlation. The detection in time of the triple-peak pattern 1s then used
to determine 8207, S207a the time interval, 1.e., the delta time lag between the transmission time
and the reception time, denoted by Al and A2 in FIG. 2. The time lag computed by each party 1,
2 can then be commumnicated 5208, S208a to the other party over the wrapping communication
channel. This way, each device 1, 2 15 able to compute the distance. In variant, one of the devices
1, 2 may send the time lag 1t has computed to the other party, for it to compute the distance and
then send back the computed distance, for the counterpart device to derive a time Iag, and then, a

distance.

[8038] FIG. 4 shows a preferred flow of operations, which s now described in detail. After
the handshake 5160 (FIG. 5), whereby the first device 1 has been designated as a leader, the first
device 1 starts S201 recording {possibly after a fimeout phase} and generates S202 a first signal
as a composite tone, as explained earhier. At step 5203, 1t transmis the first signal through its
speaker. This signal 1s recorded by the second device 2. The first device 1 then receives a
response signal at step S204, 1.e., 1t records a corresponding waveform through its microphone.
A signal 1s reconstructed from this audio recording at step 82035, the reconstructed signal
provides a first comparand. The device 1 finally correlates 8206 this comparand with
representations of each of the transmitted signal and the expected receival. A time interval is
accordingly determined at step 8207 and transmitted 8208 to the second device 2 over the
communication channel previously opened, ¢.g., through BLE. Similarly, the first device 1
receives a time interval as determined by the second device 2, which is used to determine S209

the range value.

Ju—
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{0056] A concurrent flow 1s implemented at the second device, which was designated as a
follower during the handshake 8160. Upon completing the handshake, the second device 2 starts
§5201a listening, 1., it triggers audio recording. It receives S203a the first signal through its
microphone and records it. At this point, the device 2 may already have generated S202a a
second signal {again as a composite tone}, which it transmits at step S204a through its speaker.
This signal 1s recorded by the second device 2. A suitable signal 1s then reconstructed $205a
from the audio recording, to obtain a second comparand. The latter 1s eventually correlated
8206a by the second device 2 with each of the received signal and the transmitted signal, to
determine 8207a a time interval. The latter is passed to the first device at step S208a, while the
time lag calculated by the first device 1 1s passed to the second device 2 for it to compute $209a

the range value.

{0057]  Several cycles may be needed in order to successfully derive a range value, e.g., to
overcome potential conflicts with other pairs residing within the same space, or improve this
value, as now discussed in reference to FIG. 6. That 15, the two-way ranging protocol may
comprise one or more additional cycles of operations S200. During each additional cycle, the
first device 1 (leader) again transmits S203 a test signal (normally the same signal as previously
transmitted) to the second device 2, receives $204 a response signal (normally the same as
previously transmitted by the second device 2), and correlates 5206 signals as explained above to
determine 8207 — 5209 the range between the two devices 1, 2. Again, mirror steps can be

performed at the second device 2.

{0058]  As further seen in FIG. 6, each further cycle is preferably triggered (8220: No, S230:
No) after a imeout has elapsed, see step 8240, This timeout 1s preferably chosen S240 at random
by the first device 1. More precisely, the timeout may include a preset part and a random part.
This timeout 1s then communicated to the second device 2 over the communication channel, e.g.,
as previously established S150 to enable the preliminary handshake 5160 or re-established

50 of necessity. That s, the two devices 1, 2 may agree to use random timeout durations prior 1o
re-attempting to determining the range, to prevent potential collisions with signals sent from
other devices, if necessary, given that each device 1, 2, may conconutantly interact with several
remote devices. Such cycles may be repeated as necessary to successfully determine range

values. Ouce 1t 1s determuned that the range has been successfully determined {step S220: Yes),
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the algorithm may go back to a default mode, where, ¢.g., a device searches for the presence of
other devices (i.e., back to step S100 i FIG. 5). Preferably, the protocol provides a maximum
number of attempts (step S230). If this number 15 exceeded (8230 Yes), the cycles are

mterrupted and the device goes back to a default mode {(e.g., back to step 8100 in FIG. 5}

[0058]  Performing several detection cycles as described above may be useful to arrive at
senstble range values. In addition, this can be used to improve restlience and suitability n
situations where more than two devices come to interact. Note, in that respect, that the present
methods may include a self-verification mechanism at step 8220, using any suitable heuristic.
For instance, each device 1, 2 may check the computed time intervals against expected values.
The devices may, at least, verify whether positive time lags were obiained, it being noted that
audio communication interferences may result in improper detections and, in turn, in ncorrect

time lags.

{0068]  As evoked earlier, the present methods may advantageocusly be performed to measure
social distancing (1.e., social contacts), whereby range values are determined 5207 — 8209
(82073 — 52093) by each device 1, 2 with a view to building and updating 5210 a history of
contacts. To that aim, each device 1, 2 may continually contact S130 other devices that are
determined S100 — S120 to be in a sufficiently close range, as now discussed in detail in

reference to FI1G. S.

{0061}  Basically, social distancing measurements may be achieved by continually performing
8200 a double-sided two-way ranging method, 1.e., for each pair of devices that are expected
(8120 Yes} to be in sufficiently close range. The range values accordingly determined 5200 are
then recorded S210 in a history of each device 1, 2. This history can then be used to issue
warnings, messages, etc., to the device users and/or authorities. Note, such methods described
herein are assumed to be performed with the consent of the users and in accordance with the

applicable regulations.

{0062] A preferred flow is the following. This flow 1s assumed to be performed at the first
device 1, it being noted that similar flows may be performed at any device that is compatible
with this protocol. First, the device 1 searches 8100 for the presence of surrounding devices,

using, e.g., a suitable BLE scanning protocol. Several remote devices may accordingly be
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discovered. Atstep 8110, the device 1 selects a next device as listed in the scan result. The
device 1 may first look up S130 its own history, to check whether the currently selected (remote)
device s found S140 in 1ts recent history. If so (8140: Yes), there is no need to proceed further
and the device 1 selects a next device in the scan list. If not ($140: No), the device 1 sets up
5150 a communication channel with the currently selected device (e.g., a BLE channel), in order
to perform 8160 a handshake as described earlier. A two-way ranging 1s subsequently performed

5200 and the range value determined 1s stored in the history of the device 1.

{0663]  As further depicted in FIG. 5, the device 1 may first check whether the received signal
strength ndicator (RSS1) 1s indicative of a proximity that potentially requires testing, prior to
starting interacting with the currently selected device. If the power of the radio signal is
mdicative of sufficient proximity (§8120: Yes}, then the device 1 proceeds further (steps S130,

$140, etc.}. If not {S120: Noj, it selects another device in the scan list.

{0064] The above embodiments have been succinctly described in reference to the
accompanying drawings and may accommodate a number of variants. Several combinations of
the above features may be contemplated. For example, in particularly preferred embodiments,
each device 1, 2 is a smartphone that includes a speaker 15 and an audio microphone 16. In
addition, each device 1s configured to generate a unique composite tone {as described earlier) to
measure a time of flight to another, similarly configured device That 1s, two core waveforms are
combined to form a unique tone including a first frequency segment, a second segment of zero-
amplitude (or noise at a very low level), and a third frequency segment, wherein both the first
and third frequencies are generated using some predetermined seeds. Such frequencies are
ultrasonic or near-ultrasonic, making the transmissions tnaudible to human beings. The three
aforementioned segments have predetermined time durations, where the gap has the longest time

duration, as explained earlier.

{0065]  Referring more specifically to FIGS. 1A and 1B, another aspect of the invention i
now described, which concerns a device 1, 2. Aspects of this device have already been described

in reference to the present methods. They are only succinctly discussed in the following.

{8066] FEachdevice 1, 2, comprises processing means 11, e g, a CPU. Various components

are connected to the CPU, e g, via a system bus and controllers (not shown). In particular, the
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device 1, 2, comprises a tone generator 14, a transmitter 15 (e.g., a speaker), and a receiver 16
{e.g., an audio microphone). In addition, a memory 12 15 typically connected to the CPU, as
usual in the art. All such components are known per se but need be properly configured,
programmed, etc., to be able to perform the present methods. The memory 12 may comprise
computerized methods, stored in the form of program code instructions {software), which, when
loaded to the main memory and executed, cause the CPU to orchestrate operations of the tone
generator 14, the transmitter 15, and the recetver 16, to allow the device 1, 2 to perform S200 a
double-sided two-way ranging protocol with a remote device 2, 1, as described earlier in

reference to the present methods.

{0667]  In particular, the tone generator 14 may be configured to form the two waveforms wi,
w2 as ultrasonic frequency tones by randomizing two ultrasonic frequencies, respectively, based
on a predetermined seed. This generator 14 may further be designed to compose the two
waveforms w1, wy with a zerc-amplitude (or noise-level) gap g to generate a composite tone. As
explained earlier, each bipolar waveform wi, w2 preferably extends over a time segment that 15
smaller than the duration of the gap g This way, the device 1 15 able to transmit and receive
signals (and reconstruct suitable signals), to determine a range between this device and a remote

device.

{0068] A final aspect concerns a computer program product for determining a range between
two devices. This computer program product comprises a computer readable storage medium
having program instructions embodied therewith. Such instructions may for example be stored in
a long-term memory of a device 1, 2 as described above, with a view to performing methods as
described herein. That 1s, such program instructions are executable by processing means 11 of a
device 1, 2 to cause the latter to perform a double-sided two-way ranging protocol as described

earhier 1n reference to FIGS. 2, and 4 to 6.

{006%]  As one understands, the present mnvention may be a method, a device, and/or a
computer program product. The computer program product may include a computer readable
storage medium {or media) having computer readable program instructions thereon for causing a

processor to carry out aspects of the present invention.
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{6876} The computer readable storage medium can be a tangible device that can retain and
store instructions for use by an instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromagnetic storage device, a semiconductor
storage device, or any suitable combination of the foregoing. A non-exhaustive list of more
specitfic examples of the computer readable storage medium includes the following: a portable
computer diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM),
an erasable programmable read-only memory (EPROM or Flash memory), a static random
access memory {SRAM), a portable compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such as
punch-cards or raised structures in a groove having instructions recorded thereon, and any
suitable combination of the foregoing. A computer readable storage medium, as used herein, 1s
not to be construed as being transitory signals per se, such as radio waves or other freely
propagating electromagnetic waves, electromagnetic waves propagating through a waveguide or
other transmission media (e g., hight pulses passing through a fiber-optic cable), or electrical

signals transmitted through a wire.

{0071} Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to an
external computer or external storage device via a network, for example, the Internet, a local area
network, a wide area network and/or a wireless network. The network may comprise copper
transmission cables, optical transmission fibers, wireless transmussion, routers, firewalls,
switches, gateway computers and/or edge servers. A network adapter card or network interface
in each computing/processing device receives computer readable program instructions from the
network and forwards the computer readable program instructions for storage in a computer

readable storage medium within the respective computing/processing device.

{0072}  Computer readable program instructions for carrying out operations of the present
mnvention may be assembler instructions, nstruction-set-architecture (ISA) instructions, machine
instructions, machine dependent nstructions, microcode, firmware nstructions, state-setting
data, configuration data for integrated curcuitry, or etther source code or object code writien in

any combination of one or more programming languages, including an object oriented
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programming language such as Smalltalk, C++, or the like, and procedural programming
languages, such as the "C" programming language or similar programming languages. The
computer readable program nstructions may execute entirely on the user's computer, partly on
the user's computer, as a stand-alone software package, partly on the user's computer and partly
on a remote computer or entirely on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user's computer through any type of network,
mcluding a local area network (LAN) or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the Internet using an Internet Service
Provider). In some embodiments, electronic circuitry including, for example, programmable
logic circuitry, field-programmable gate arrays (FPGA), or programmable logic arrays (PLA)
may execute the computer readable program instructions by utitlizing state information of the
computer readable program instructions to personalize the electronic circutiry, in order to

perform aspects of the present invention.

{0073]  Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, systems, and computer program products
according to embodiments of the invention. It will be understood that each block of the flowchart
dlustrations and/or block diagrams, and combinations of blocks in the flowchart illustrations

and/or block diagrams, can be implemented by computer readable program instructions.

{0074]  These computer readable program instructions may be provided to a processor of a
general-purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the mstructions, which execute via the processor of the
computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer
readable program nstructions may also be stored 1n a computer readable storage mediur that
can direct a computer, a programmable data processing apparatus, and/or other devices 1o
function n a particular manner, such that the computer readable storage medium having
mstructions stored therein comprises an article of manufacture mcluding instructions which

implement aspects of the function/act specified in the flowchart and/or diagram block or blocks.
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{0875}  The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other device to produce
a computer implemented process, such that the instructions which execute on the computer, other
programmable apparatus, or other device implement the functions/acts specified in the flowchart

and/or block diagram block or blocks.

{0076}  The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and computer
program products according to various embodiments of the present imvention. In this regard,

each block in the flowchart or block diagrams may represent a module, segment, or portion of
mstructions, which comprises one or more executable instructions for implementing the specified
logical function(s}. In some alternative implementations, the functions noted in the blocks may
occur out of the order noted in the Figures. For example, two blocks shown in succession may, in
fact, be executed substantially concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented by special purpose hardware-based
systems that perform the specified functions or acts or carry out combinations of special purpose

hardware and computer instructions.

{00777  While the present invention has been described with reference to a limited number of
embodiments, vanants, and the accompanying drawings, it will be understood by those skilled in
the art that various changes may be made, and equivalents may be substituted without departing
from the scope of the present invention. In particular, a feature {device-like or method-like}
recited 10 a given embodiment, varant or shown in a drawing may be combined with or replace
another feature in another embodiment, varant or drawing, without departing from the scope of
the present invention. Various combinations of the features described in respect of any of the
above ermnbodiments or variants may accordingly be contemplated, that remain within the scope
of the appended claims. In addition, many minor modifications may be made to adapt a
particular situation or material to the teachings of the present invention without departing from

its scope. Therefore, it s intended that the present invention not be limited to the particular
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embodiments disclosed, but that the present invention will include all embodiments falling
within the scope of the appended claims. In addition, many other variants than explicitly touched

above can be contemplated.
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CLAIMS

What is claimed 1s:

1. A method of determining a range between two devices, the method comprising:
performing a double-sided two-way ranging protocol, the latter causing the two devices to

transmit and receive signals, wherein each of the signals is a composite tone generated as a

composttion of two waveforms that are imewise separated by a gap, so as for the composition to

form a bipolar waveform.

[

The method according to claim 1, wherein:
the two devices include a first device and a second device;
the signals transmitted and received comprise a first signal and a second signal; and
performing the double-sided two-way ranging protocol causes the first device to perform
a set of steps comprising:

at a first time, transmitting the first signal to the second device;

at a second time, receiving the second signal that has been transmitied by the second
device upon recetving the first signal, and

correlating an expected signal with a first comparand, the latter obtained based on
the second signal received, to determine a first time interval between the first time and the

second time and accordingly derive the range between the two devices.

3

3. The method according to claim 2, wherein at the first device said set of steps further
comprising

triggering audio recording, prior to transmutting the first signal, wherein the first
comparand 1s obtained by recording both the first signal transmutted and the second signal
recetved; and

correlating a representation of the first signal with the first comparand to determine
the first time, wherein the expected signal 15 correlated with the first comparand to
determine the second time, wherein the first device determines the first time interval as a

difference between the second time determined and the first time determined.
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4. The method according to claim 3, wherein the representation of the first signal and the
expected signal are correlated with the first comparand to obtain respective cross-correlation

signals, each having a triple-peak pattern showing two smaller peaks separated by a larger peak.

5. The method according to claim 3, wherein performing the double-sided two-way ranging
protocol further causes the second device to:

triggering audio recording, prior to receiving the first signal transmitted by the first device,
to obtain a second comparand by recording both the first signal received and the second signal
transmitted by the second device;

correlating both an expected signal and a representation of the second signal with the
second comparand to determine times at which the first signal was recetved and the second signal
was transmutted by the second device, respectively, and accordingly determine a second time
interval as a difference between the determined times; and

transmiiting the second time interval to the first device.

6. The method according to claim 5, wherein the first device performs said set of steps further
COMprising

receiving the second time interval; and

subtracting the second time mterval to the furst time interval to derive a time of fhight of

the first signal and the second signal and accordingly determine the range between the two devices.

7. The method according to claim 1, wherein each of the two waveforms extends over a
predetermined time segment and a duration of the gap 1s larger than the predetermined time

segment.

3. The method according to claim 7, wherein the two waveforms are formed as ultrasonic
frequency tones by randonuzing two ultrasonic frequencies, respectively, based on a

predetermined seed.

9. The method according to claim 2, wherein as part of said protoco! the method further

cOmprising

[\
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performing a preliminary handshake between the two devices over a wireless
communication channel established between the two devices, wherein the first device is appointed
as a leader and accordingly transmuts the first signal {o the second device upon completing the

handshake.

10. The method according to claim 9, wherein performing the two-way ranging protocol
comprises performing one or more additional cycles of operations, each of the additional cycles
comprising performing said set of steps, wherein

each of the cycles is triggered after a timeout has elapsed, this timeout being chosen at
random by the first device and communicated to the second device over the established

communication channel during the preliminary handshake.

11 The method according to claim 9, wherein the first device performs the method further
COMPprising;

determining one or more parameters of a set consisting of the seed, a duration of the time
segment, a duration of the gap, and a time delay after which to send the second signal, and
communicating the one or more parameters determined to the second device over the

established communication channel during the preliminary handshake.

12 The method according to claim 11, wherein the method further comprising:

determining, by the first device, said time delay at random.

13. The method according to claim 9, wherein the commumication channel 15 established
according to a wireless technology standard that 13 one of Bluetooth, Bluetooth Low Energy, and

Wi-F1.

14, The method according to claim 2, wherein
each of the two devices 15 a handheld device; and
each of the two waveforms has an naudible sound frequency, so0 as for the resulting tone

to be maudible for a human being,
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15. The method according to claim 14, whergin

each of the two devices includes a speaker, a microphone, and processing means connected
to the speaker and the microphone, wherein the first device:

transmits the first signal through its respective speaker, for the second device to detect the
first signal though s respective microphone;

recerves the second signal though its respective microphone, the second signal transmitted
through the speaker of the second device; and

correlates the expected signal with the first comparand, determines the first time interval,

and derives the range between the two devices thanks 1o its respective processing means.

16. The method according to claim 2, wherein
the method further comprises, at the second device, transmitting the second signal only

after a predetermined time delay has elapsed.

17. A method of measuring social distancing according to claim 1, wherein the method
comprises, at the first device,

continually contacting any second device determined to be in a sufficiently close range;
and

for each second device contacted, performing said double-sided two-way ranging protocol.

18. A device comprising
processing means, and,
connected to the processing means:
a tone generator;
a transmitter; and
a recetver;
wherein,
the processing means are configured to orchestrate operations of the tone generator, the
transmitter, and the receiver, for the device to be able to perform a double-sided two-way ranging
protocol with a remote device, wherein, in operation:

the tone generator generates a first signal,
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the transmutter transmits, at a first time, the first signal to the remote device;
the receiver receives a second signal at a second time from the second device, and
the processing means
obtains a first comparand based on the second signal received, and
correlates an expected signal with the first comparand to determine a time
interval between the first time and the second time and accordingly determine the
range between the two devices,
and wherein,
each of the first signal and the second signal is a composite tone generated as a composition
of two waveforms that are timewise separated by a gap for the composition to form a bipolar

waveform.

19. The device according to claim 18, wherein the tone generator 1s configured to:

form the two wavetorms as ultrasonic frequency tones by randomizing two ultrasonic
frequencies, respectively, based on a predetermined seed; and

compose the two waveforms and the gap so as for each of the two wavetorms to extend

over a predetermined time segment that i1s smaller than a duration of the gap.

20, A computer program product for determining a range between two devices, the computer
program product comprising a computer readable storage medium having program instructions
embodied therewith, the program nstructions executable by processing means of each of the two
devices to cause the latter to

perform a double-sided two-way ranging protocol causing the two devices to transmit and
receive signals, wherein each of the signals 1s a composite tone generated as a composition of two

waveforms that are timewise separated by a gap for the composition to form a bipolar waveform.
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