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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201810089074.5, filed with the Na-
tional Intellectual Property Administration, PRC on Jan-
uary 30, 2018 and entitled "MESSAGE PROTECTION
METHOD AND APPARATUS", which is incorporated
herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of mobile
communications technologies, and in particular, to a
message protection method and an apparatus.

BACKGROUND

[0003] Application of a new-standard system requires
interaction with an old-standard system. For example,
interaction with a second generation (2nd generation,
2G) system needs to be considered when a third gener-
ation (3rd generation, 3G) system is designed, interaction
with the 3G system needs to be considered when a fourth
generation (4th generation, 4G) system is designed, and
interaction with the 4G system needs to be considered
when a fifth generation (5th generation, 5G) system is
designed.

[0004] In the prior art, a method for protecting a mes-
sage for triggering handover between different standard
systems is: If a terminal has a proper security context,
the terminal protects the message by using the security
context; and if the terminal does not have a proper se-
curity context, the terminal does not protect the message.
The proper security context is a security context applica-
ble to a standard system after handover.

[0005] With development of communications technol-
ogies, a new-standard system (for example, 5G) has a
higher requirement on protection of a message for trig-
gering handover between different standard systems.
The requirement is specifically: Even if a terminal does
not have a proper security context, the message still
needs to be protected.

[0006] In the foregoing scenario of handover between
different standard systems, currently, there is no corre-
sponding solution to how to perform security protection
on the message for triggering handover.

SUMMARY

[0007] This application provides a message protection
method and an apparatus, to implement security protec-
tion on a message for triggering handover.

[0008] According to a first aspect, this application pro-
vides a message protection method, applied to handover
of a terminal from a first-standard system to a second-
standard system, where the first-standard system in-
cludes a first mobility management network element, and
the second-standard system includes a second mobility
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management network element. The method includes:
First, the terminal generates a second message authen-
tication code MAC based on a registration request mes-
sage and an integrity key, and generates a first MAC
based on a location update request message and the
integrity key, where the registration request message is
used to request to register with the second-standard sys-
tem, the integrity key is an integrity key for communication
between the first mobility management network element
and the terminal, the first MAC is used to verify the loca-
tion update request message, and the second MAC is
used to verify the registration request message. Then,
the terminal sends a protected registration request mes-
sage and a protected location update request message
to the second mobility management network element,
where the protected registration request message in-
cludes the second MAC, and the protected location up-
date request message includes the first MAC.

[0009] Inthe foregoing method, when the terminal pre-
pares to hand over from the first-standard system to the
second-standard system, the terminal may not have a
security context of the second-standard system after
handover. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
tion request message and the location update request
message by using an integrity key in a security context
of the first-standard system before handover. Both the
registration request message and the location update re-
quest message are messages for triggering handover.
Therefore, in the method, security protection is imple-
mented on the message for triggering handover, thereby
helping improve communication security.

[0010] In a possible implementation, that the terminal
generates a second MAC based on a registration request
message and an integrity key includes: The terminal gen-
erates the second MAC based on the registration request
message, the location update request message, and the
integrity key; or the terminal generates the second MAC
based on the registration request message, the location
update request message, the first MAC, and the integrity
key; or the terminal generates the second MAC based
on the registration request message, the first MAC, and
the integrity key.

[0011] Several specificimplementations of generating
the second MAC are provided in the foregoing method,
and may be selected according to different requirements
during actual application.

[0012] Ina possible implementation, further, the termi-
nal further receives a command message from the sec-
ond mobility management network element, where the
command message is used to indicate the terminal to
derive a root key of the second-standard system based
on aroot key of the first-standard system, and the integrity
key is derived based on the root key of the first-standard
system.

[0013] In the foregoing method, after receiving the
command message, the terminal derives the root key of
the second-standard system based on the root key of the
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first-standard system, so as to subsequently derive, by
using the root key of the second-standard system, an-
other key used for communication in the second-stand-
ard system.

[0014] In a possible implementation, before that the
terminal generates a second MAC based on a registra-
tion request message and an integrity key, the method
further includes: The terminal determines that the loca-
tion update request message needs to be sent.

[0015] In the foregoing method, the terminal performs
the method in any one of the foregoing embodiments
only when determining that the location update request
message needs to be sent. This helps avoid a waste of
resources.

[0016] In an implementation, that the terminal deter-
mines that the location update request message needs
to be sent includes: If determining that the first mobility
management network element does not have a capability
of verifying integrity of the registration request message
for the second-standard system, the terminal determines
that the location update request message needs to be
sent.

[0017] In other words, when the terminal determines
that the first mobility management network element can-
not verify integrity of the registration request message,
the location update request message needs to be sent,
and the first mobility management network element can
verify integrity of the location update request message,
so as to verify a handover process of the terminal.
[0018] According to a second aspect, this application
provides a message protection method, applied to
handover of a terminal from a first-standard system to a
second-standard system, where the first-standard sys-
tem includes a first mobility management network ele-
ment, and the second-standard system includes a sec-
ond mobility management network element. The method
includes: First, the terminal generates a MAC based on
a registration request message and an integrity key,
where the registration request message is used to re-
quest to register with the second-standard system, the
integrity key is an integrity key for communication be-
tween the first mobility management network element
and the terminal, and the MAC is used to verify the reg-
istration request message. Then, the terminal sends a
protected registration request message to the second
mobility management network element, where the pro-
tected registration request message includes the MAC.
[0019] Inthe foregoing method, when the terminal pre-
pares to hand over from the first-standard system to the
second-standard system, the terminal may not have a
security context of the second-standard system after
handover. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
tion request message by using an integrity key in a se-
curity context of the first-standard system before hando-
ver. The registration request message is a message for
triggering handover. Therefore, in the method, security
protection is implemented on the message for triggering
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handover, thereby helping improve communication se-
curity.

[0020] Ina possible implementation, further, the termi-
nal further receives a command message from the sec-
ond mobility management network element, where the
command message is used to indicate the terminal to
derive a root key of the second-standard system based
on aroot key of the first-standard system, and the integrity
key is derived based on the root key of the first-standard
system.

[0021] In the foregoing method, after receiving the
command message, the terminal derives the root key of
the second-standard system based on the root key of the
first-standard system, so as to subsequently derive, by
using the root key of the second-standard system, an-
other key used for communication in the second-stand-
ard system.

[0022] In a possible implementation, before that the
terminal generates a MAC based on a registration re-
quest message and an integrity key, the method further
includes: The terminal determines that a location update
request message does not need to be sent.

[0023] In the foregoing method, the terminal performs
the method in any one of the foregoing embodiments
only when determining that the location update request
message does not need to be sent. This helps avoid a
waste of resources.

[0024] In an implementation, that the terminal deter-
mines that a location update request message does not
need to be sentincludes: If determining that the first mo-
bility management network element has a capability of
verifying integrity of the registration request message for
the second-standard system, the terminal determines
that the location update request message does not need
to be sent.

[0025] In other words, when the terminal determines
that the first mobility management network element can
verify integrity of the registration request message, the
location update request message does not need to be
sent, and the first mobility management network element
may verify integrity of the registration request message,
so as to verify a handover process of the terminal.
[0026] According to a third aspect, this application pro-
vides a message protection method, applied to handover
of a terminal from a first-standard system to a second-
standard system, where the first-standard system in-
cludes a first mobility management network element, and
the second-standard system includes a second mobility
management network element. The method includes:
First, the second mobility management network element
receives a protected location update request message
and a protected registration request message that are
from the terminal, where the protected location update
request message includes a first MAC, the protected reg-
istration request message includes a second MAC, the
first MAC is generated based on a location update re-
quest message and an integrity key, the first MAC is used
to verify the location update request message, the sec-
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ond MAC is generated based on a registration request
message and the integrity key, the second MAC is used
to verify the registration request message, the registra-
tion request message is used to request to register with
the second-standard system, and the integrity key is an
integrity key for communication between the first mobility
management network element and the terminal. Then,
the second mobility management network element sends
a context request message to the first mobility manage-
ment network element, where the context request mes-
sage includes the protected location update request mes-
sage, and the contextrequest message is used to request
a security context of the terminal. Then, the second mo-
bility management network element receives a context
response message from the first mobility management
network element, where the context response message
includes the security context of the terminal. Then, the
second mobility management network element verifies
the registration request message based on the second
MAC and the security context of the terminal.

[0027] Inthe foregoing method, when the terminal pre-
pares to hand over from the first-standard system to the
second-standard system, the terminal may not have a
security context of the second-standard system after
handover. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
tion request message and the location update request
message by using an integrity key in a security context
of the first-standard system before handover. Both the
registration request message and the location update re-
quest message are messages for triggering handover.
Therefore, the second mobility management network el-
ement receives the protected registration request mes-
sage and the protected location update request mes-
sage. Further, the second mobility management network
element further sends the protected location update re-
quest message to the first mobility management network
element. The first mobility management network element
verifies the location update request message, and if the
verification succeeds, sends the security context of the
terminal to the second mobility management network el-
ement. Therefore, in the method, security protection is
implemented on the message for triggering handover,
thereby helping improve communication security.
[0028] In a possible implementation, further, the secu-
rity context of the terminal includes the integrity key, and
that the second mobility management network element
verifies the registration request message based on the
second MAC and the security context of the terminal in-
cludes: The second mobility management network ele-
ment verifies the registration request message based on
the second MAC and the integrity key.

[0029] In a possible implementation, the security con-
text of the terminalincludes a root key of the first-standard
system, and the second mobility management network
element derives the integrity key based on the root key
of the first-standard system. Further, that the second mo-
bility management network element verifies the registra-
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tion request message based on the second MAC and the
security context of the terminal includes: The second mo-
bility management network element verifies the registra-
tion request message based on the second MAC and the
integrity key.

[0030] Ina possible implementation, further, the meth-
od further includes: The second mobility management
network element derives a root key of the second-stand-
ard system based on the root key of the first-standard
system.

[0031] In the foregoing method, the second mobility
management network element derives the root key of the
second-standard system based on the root key of the
first-standard system, so as to subsequently derive, by
using the root key of the second-standard system, an-
other key used for communication in the second-stand-
ard system.

[0032] In apossible implementation, if the second mo-
bility management network element successfully verifies
the registration request message, the second mobility
management network element sends a command mes-
sage to the terminal, where the command message is
used to indicate the terminal to derive the root key of the
second-standard system based on the root key of the
first-standard system.

[0033] According to a fourth aspect, this application
provides a message protection method, applied to
handover of a terminal from a first-standard system to a
second-standard system, where the first-standard sys-
tem includes a first mobility management network ele-
ment, and the second-standard system includes a sec-
ond mobility management network element. The method
includes: First, the second mobility management network
element receives a protected registration request mes-
sage from the terminal, where the protected registration
request message includes a MAC, the MAC is generated
based on aregistration request message and an integrity
key, the registration request message is used to request
to register with the second-standard system, and the in-
tegrity key is an integrity key for communication between
the first mobility management network element and the
terminal. Then, the second mobility management net-
work element sends a context request message to the
first mobility management network element, where the
context request message includes the protected regis-
tration request message, and the context request mes-
sage is used to request a security context of the terminal.
Then, the second mobility management network element
receives a context response message from the first mo-
bility management network element, where the context
response message includes the security context of the
terminal.

[0034] Inthe foregoing method, when the terminal pre-
pares to hand over from the first-standard system to the
second-standard system, the terminal may not have a
security context of the second-standard system after
handover. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
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tion request message by using an integrity key in a se-
curity context of the first-standard system before hando-
ver. The registration request message is a message for
triggering handover. Therefore, the second mobility man-
agement network element receives the protected regis-
tration request message. Therefore, in the method, se-
curity protection is implemented on the message for trig-
gering handover, thereby helping improve communica-
tion security.

[0035] In a possible implementation, the security con-
text of the terminal includes a root key of the second-
standard system, and the root key of the second-stand-
ard system is derived based on a root key of the first-
standard system. Alternatively, the security context of
the terminal includes a root key of the first-standard sys-
tem, and further, the second mobility management net-
work element derives a root key of the second-standard
system based on the rootkey of the first-standard system.
[0036] In this way, the second mobility management
network element can obtain the root key of the second-
standard system.

[0037] In a possible implementation, further, the sec-
ond mobility management network element sends a com-
mand message to the terminal, where the command
message is used to indicate the terminal to derive the
root key of the second-standard system based on the
root key of the first-standard system.

[0038] According to a fifth aspect, this application pro-
vides a message protection method, applied to handover
of a terminal from a first-standard system to a second-
standard system, where the first-standard system in-
cludes a first mobility management network element, and
the second-standard system includes a second mobility
management network element. The method includes:
First, the first mobility management network element re-
ceives a context request message from the second mo-
bility management network element, where the context
request message includes a protected registration re-
quest message, the protected registration request mes-
sage includes a MAC, the MAC is generated based on
a registration request message and an integrity key, the
integrity key is an integrity key for communication be-
tween the first mobility management network element
and the terminal, the registration request message is
used to request to register the terminal with the second-
standard system, and the context request message is
used to request a security context of the terminal. Then,
the first mobility management network element verifies
the registration request message based on the MAC and
the integrity key; and sends a context response message
to the second mobility management network element if
the first mobility management network element success-
fully verifies the registration request message, where the
context response message includes the security context
of the terminal.

[0039] In the foregoing method, the context request
message received by the first mobility management net-
work element from the second mobility management net-
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work element includes the protected registration request
message, and theregistration request message is a mes-
sage for triggering handover. In addition, the first mobility
management network element further verifies the regis-
tration request message, and sends the security context
of the terminal to the second mobility management net-
work element if the verification succeeds. Therefore, in
the method, security protection is implemented on the
message for triggering handover, thereby helping im-
prove communication security.

[0040] In a possible implementation, the security con-
text of the terminalincludes arootkey of the first-standard
system. Alternatively, the first mobility management net-
work element derives a root key of the second-standard
system based on a root key of the first-standard system,
where the security context of the terminal includes the
root key of the second-standard system

[0041] According to a sixth aspect, this application pro-
vides an apparatus. The apparatus may be a terminal or
a chip. The apparatus has a function for implementing
each embodiment of the first aspect. The function may
be implemented by hardware, or may be implemented
by hardware executing corresponding software. The
hardware or the software includes one or more modules
corresponding to the function.

[0042] According to a seventh aspect, this application
provides an apparatus, including a processor and a mem-
ory. The memory is configured to store an instruction.
When the apparatus runs, the processor executes the
instruction stored in the memory, to enable the apparatus
to perform the message protection method in the first
aspect or any implementation method of the first aspect.
It should be noted that the memory may be integrated in
the processor, or may be independent of the processor.
[0043] According to an eighth aspect, this application
provides an apparatus. The apparatus includes a proc-
essor. The processor is configured to: couple to a mem-
ory, read an instruction in the memory, and perform the
message protection method in the first aspect or any im-
plementation method of the first aspect according to the
instruction.

[0044] According to a ninth aspect, this application pro-
vides an apparatus. The apparatus may be a terminal or
a chip. The apparatus has a function for implementing
each embodiment of the second aspect. The function
may be implemented by hardware, or may be implement-
ed by hardware executing corresponding software. The
hardware or the software includes one or more modules
corresponding to the function.

[0045] Accordingtoatenth aspect, this application pro-
vides an apparatus, including a processorand amemory.
The memory is configured to store an instruction. When
the apparatus runs, the processor executes the instruc-
tion stored in the memory, to enable the apparatus to
perform the message protection method in the second
aspect or any implementation method of the second as-
pect. It should be noted that the memory may be inte-
grated in the processor, or may be independent of the
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processor.
[0046] According to an eleventh aspect, this applica-
tion provides an apparatus. The apparatus includes a
processor. The processor is configured to: couple to a
memory, read an instruction in the memory, and perform
the message protection method in the second aspect or
any implementation method of the second aspectaccord-
ing to the instruction.

[0047] According to a twelfth aspect, this application
provides an apparatus. The apparatus may be a mobility
management network element or a chip. The apparatus
has a function for implementing each embodiment of the
third aspect. The function may be implemented by hard-
ware, or may be implemented by hardware executing
corresponding software. The hardware or the software
includes one or more modules corresponding to the func-
tion.

[0048] Accordingto athirteenth aspect, this application
provides an apparatus, including a processor and amem-
ory. The memory is configured to store an instruction.
When the apparatus runs, the processor executes the
instruction stored in the memory, to enable the apparatus
to perform the message protection method in the third
aspect or any implementation method of the third aspect.
It should be noted that the memory may be integrated in
the processor, or may be independent of the processor.
[0049] According to a fourteenth aspect, this applica-
tion provides an apparatus. The apparatus includes a
processor. The processor is configured to: couple to a
memory, read an instruction in the memory, and perform
the message protection method in the third aspect or any
implementation method of the third aspect according to
the instruction.

[0050] According to a fifteenth aspect, this application
provides an apparatus. The apparatus may be a mobility
management network element or a chip. The apparatus
has a function for implementing each embodiment of the
fourth aspect. The function may be implemented by hard-
ware, or may be implemented by hardware executing
corresponding software. The hardware or the software
includes one or more modules corresponding to the func-
tion.

[0051] Accordingto a sixteenth aspect, this application
provides an apparatus, including a processor and amem-
ory. The memory is configured to store an instruction.
When the apparatus runs, the processor executes the
instruction stored in the memory, to enable the apparatus
to perform the message protection method in the fourth
aspect or any implementation method of the fourth as-
pect. It should be noted that the memory may be inte-
grated in the processor, or may be independent of the
processor.

[0052] According to a seventeenth aspect, this appli-
cation provides an apparatus. The apparatus includes a
processor. The processor is configured to: couple to a
memory, read an instruction in the memory, and perform
the message protection method in the fourth aspect or
any implementation method of the fourth aspect accord-
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ing to the instruction.

[0053] According to an eighteenth aspect, this appli-
cation provides an apparatus. The apparatus may be a
mobility management network element or a chip. The
apparatus has a function for implementing each embod-
iment of the fifth aspect. The function may be implement-
ed by hardware, or may be implemented by hardware
executing corresponding software. The hardware or the
software includes one or more modules corresponding
to the function.

[0054] According to a nineteenth aspect, this applica-
tion provides an apparatus, including a processor and a
memory. The memory is configured to store an instruc-
tion. When the apparatus runs, the processor executes
the instruction stored in the memory, to enable the ap-
paratus to perform the message protection method in the
fifth aspect or any implementation method of the fifth as-
pect. It should be noted that the memory may be inte-
grated in the processor, or may be independent of the
processor.

[0055] According to a twentieth aspect, this application
provides an apparatus. The apparatus includes a proc-
essor. The processor is configured to: couple to a mem-
ory, read an instruction in the memory, and perform the
message protection method in the fifth aspect or any im-
plementation method of the fifth aspect according to the
instruction.

[0056] According to a twenty-first aspect, this applica-
tion further provides a computer readable storage medi-
um. The computer readable storage medium stores an
instruction, and when the instruction is runon a computer,
the computer is enabled to perform the method according
to each of the foregoing aspects.

[0057] According to a twenty-second aspect, this ap-
plication further provides a computer program product
including an instruction. When the computer program
product is run on a computer, the computer is enabled
to perform the method according to each of the foregoing
aspects.

[0058] According to a twenty-third aspect, this applica-
tion further provides a system. The system includes a
mobility management network element, and the mobility
management network element may be configured to per-
form the steps performed by the second mobility man-
agement network element in the third aspect and any
method of the third aspect. In a possible design, the sys-
tem may further include another mobility management
network element, and the another mobility management
network element may be configured to perform the steps
performed by the first mobility management network el-
ement in the third aspect and any method of the third
aspect or in solutions provided in the embodiments of
the present invention. In a possible design, the system
may further include another device, such as a terminal,
that interacts with the first mobility management network
element and/or the second mobility management net-
work element in the solutions provided in the embodi-
ments of the present invention.
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[0059] According to a twenty-fourth aspect, this appli-
cation further provides a system. The system includes a
mobility management network element, and the mobility
management network element may be configured to per-
form the steps performed by the second mobility man-
agement network element in the fourth aspect and any
method of the fourth aspect. In a possible design, the
system may further include another mobility manage-
ment network element, and the another mobility man-
agement network element may be configured to perform
the steps performed by the first mobility management
network element in the fifth aspect and any method of
the fifth aspect or in the solutions provided in the embod-
iments of the present invention. In a possible design, the
system may further include another device, such as a
terminal, that interacts with the first mobility management
network element and/or the second mobility manage-
ment network element in the solutions provided in the
embodiments of the present invention.

[0060] In addition, for technical effects brought by any
implementation in the sixth aspect to the twenty-fourth
aspect, refer to technical effects brought by different im-
plementations in the first aspect to the fifth aspect. Details
are not described herein again.

[0061] These aspects or other aspects of this applica-
tion are simpler and more understandable in description
of the following embodiments.

BRIEF DESCRIPTION OF DRAWINGS
[0062]

FIG. 1 is a schematic diagram of a possible network
architecture according to this application;

FIG. 2 is a schematic diagram of a message protec-
tion method according to this application;

FIG. 3 is a schematic diagram of another message
protection method according to this application;
FIG. 4 is a schematic diagram of still another mes-
sage protection method according to this application;
FIG. 5 is a schematic diagram of an apparatus ac-
cording to this application;

FIG. 6 is a schematic diagram of a mobility manage-
ment network element according to this application;
FIG. 7 is a schematic diagram of another apparatus
according to this application; and

FIG. 8is aschematic diagram of aterminal according
to this application.

DESCRIPTION OF EMBODIMENTS

[0063] The following further describes in detail this ap-
plication with reference to the accompanying drawings.
A specific operation method in a method embodiment
may also be applied to an apparatus embodiment or a
system embodiment. In the description of this application,
unless otherwise specified, "a plurality of means two or
more.
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[0064] A network architecture and a service scenario
described in the embodiments of this application are in-
tended to describe the technical solutions in the embod-
iments of this application more clearly, and do not con-
stitute a limitation to the technical solutions provided in
the embodiments of this application. A person of ordinary
skillin the art may know that: With evolution of the network
architecture and emergence of new service scenarios,
the technical solutions provided in the embodiments of
this application are also applicable to similar technical
problems.

[0065] FIG. 1is a diagram of a possible system archi-
tecture to which this application is applicable. The system
architecture includes a first mobility management net-
work element and a second mobility management net-
work element. Optionally, the system architecture further
includes a terminal. The first mobility management net-
work element is a mobility management network element
of a first-standard system, and the second mobility man-
agement network element is a mobility management net-
work element of a second-standard system. In addition,
the first-standard systemis a systemin which the terminal
is located before handover, and the second-standard
system is a system in which the terminal is located after
handover. The "handover" herein is handover of the ter-
minal in an idle mode (idle mode). For example, the ter-
minal in an idle mode performs handover in a process of
moving from a range managed by the first mobility man-
agement network element to a range managed by the
second mobility management network element.

[0066] Compared with the first-standard system, the
second-standard system is usually an evolved system.
For example, the second-standard systemis 5G, and the
first-standard system is 4G or 3G. For another example,
the second-standard system is 4G, and the first-standard
system is 3G. With development of communications
technologies, the second-standard system and the first-
standard system may alternatively be other possible
evolved systems in the future. For example, the second-
standard system is a sixth generation (6th generation,
6G) system, and the first-standard system is 5G, 4G, or
3G. For another example, the second-standard system
is a next-generation system of 6G, and the first-standard
system is 6G. 6G is only used as an example for descrip-
tion, and names of the other possible evolved systems
in the future are not limited in this application.

[0067] It should be noted that this application does not
completely exclude a case in which compared with the
second-standard system, the first-standard system is an
evolved system. For example, if compared with the sec-
ond-standard system, the first-standard system is an
evolved system, but when the terminal hands over from
the first-standard system to the second-standard system,
a security context of the terminal in the second-standard
system is absent from the first-standard system, solu-
tions of this application are also applicable. Certainly, this
application may further be applicable to another scenario,
and this is not limited in this application.
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[0068] For example, the first-standard system is 4G,
and the second-standard system is 5G. In this case, the
first mobility management network element may be a mo-
bility management entity (mobility management entity,
MME), and the second mobility management network
element may be an access and mobility management
function (access and mobility management function,
AMF) network element.

[0069] The MME is a key control node in a third gen-
eration partnership program (3rd generation partnership
project, 3GPP) protocol long term evolution (long term
evolution, LTE) network, and the MME has functions
such as mobility management, access management, and
session management. For example, the MME is respon-
sible for a process of locating and paging a terminal in
an idle mode, and the like.

[0070] The AMF network element is equivalent to a
part having the functions of the MME other than session
management, and is mainly responsible for services such
as mobility management and access management.
[0071] The terminal device in this application is a de-
vice having a wireless communication function, and the
terminal device may be deployed on land, for example,
an indoor device, an outdoor device, a handheld device,
or a vehicle-mounted device; or may be deployed on the
water (for example, on a ship); or may be deployed in
the air (for example, on a plane, a balloon, or a satellite).
The terminal may be a mobile phone (mobile phone), a
tablet computer (pad), a computer with a wireless trans-
ceiver function, a virtual reality (virtual reality, VR) termi-
nal, an augmented reality (augmented reality, AR) termi-
nal, a wireless terminal in industrial control (industrial
control), a wireless terminal in self driving (self driving),
a wireless terminal in remote medical (remote medical),
awireless terminal in a smart grid (smart grid), a wireless
terminal in transportation safety (transportation safety),
a wireless terminal in a smart city (smart city), a wireless
terminal in a smart home (smart home), or the like; or
may be various forms of user equipment (user equip-
ment, UE), a mobile station (mobile station, MS), or a
terminal device (terminal device).

[0072] Basedonthe systemarchitecture showninFIG.
1, when the terminal needs to hand over from the first-
standard system to the second-standard system, the ter-
minal may send a request to the second mobility man-
agement network element of the second-standard sys-
tem. For example, the terminal sends a registration re-
quest message (in this application, security protection is
performed on the registration request message, in other
words, a protected registration request message is sent).
[0073] After receiving the protected registration re-
quest message, the second mobility management net-
work element sends a context request message to the
first mobility management network element, to request a
security context of the terminal in the first-standard sys-
tem. For example, the security context includes a root
key of the first-standard system.

[0074] After receiving the context request message,

10

15

20

25

30

35

40

45

50

55

first, the first mobility management network element
needs to verify content in the context request message,
and returns the security context of the terminal to the
second mobility management network element if the ver-
ification succeeds. In a specific implementation, for ex-
ample, specific content in the context request message
may be verified. The specific content may be sent by the
terminal to the second mobility management network el-
ement, and then the second mobility management net-
work element adds the specific content to the context
request message and sends the context request mes-
sage to the first mobility management network element.
Herein, the second mobility management network ele-
ment has two cases.

[0075] In a first case, the first mobility management
network element supports verification of the specific con-
tent, but does not support verification of the registration
request message.

[0076] In this application, the specific content may be
a location update request message. In this case, when
sending the protected registration request message to
the second mobility management network element, the
terminal further needs to send a protected location up-
date request message. Then, the second mobility man-
agement network element adds the location update re-
quest message to the context request message and
sends the context request message to the first mobility
management network element. The first mobility man-
agement network element verifies the location update
request message. The first mobility management net-
work element sends the security context of the terminal
to the second mobility management network element if
the verification succeeds.

[0077] Inasecond case, the first mobility management
network element not only supports verification of the spe-
cific content, but also supports verification of the regis-
tration request message.

[0078] In this case, when sending the protected regis-
tration request message to the second mobility manage-
ment network element, the terminal may not send the
specific content. In other words, the terminal may not
send the location update request message. The second
mobility management network element may add the pro-
tected registration request message to the context re-
quest message and sends the context request message
to the first mobility management network element. Then,
the first mobility management network element may ver-
ify the protected registration request message. The first
mobility management network element sends the secu-
rity context of the terminal to the second mobility man-
agement network element if the verification succeeds.
[0079] The following describes the foregoing process
in detail with reference to FIG. 1 to FIG. 4.

[0080] For ease of description, the following uses an
example in which a first-standard system is 4G, a first
mobility management network elementis an MME, a sec-
ond-standard system is 5G, and a second mobility man-
agement network element is an AMF network element
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for description. In other words, a terminal hands over
from the MME of the 4G to the AMF network element of
the 5G. Further, the AMF network element is briefly re-
ferred to as an AMF

[0081] In this application, the 4G mentioned later in
any part may be replaced with the first-standard system,
the MME may be replaced with the first mobility manage-
ment network element, the 5G may be replaced with the
second-standard system, and the AMF may be replaced
with the second mobility management network element.
Unified description is given herein, and details are not
described again subsequently.

[0082] A specificimplementation of a case in which the
first-standard system and the second-standard system
are other systems, and the first mobility management
network element and the second mobility management
network element are mobility management network ele-
ments in the corresponding systems is similar to a spe-
cific implementation of the case in which the first-stand-
ard system is the 4G, the first mobility management net-
work element is the MME, the second-standard system
is the 5G, the second mobility management network el-
ement is the AMF, and reference may be made to cor-
responding descriptions.

[0083] FIG. 2 shows a message protection method ac-
cording to this application. The method may be applied
to the foregoing first case of the first mobility management
network element, that is, the case in which the first mo-
bility management network element supports verification
of a location update request message, but does not sup-
port verification of a registration request message. The
method may alternatively be applied to the foregoing sec-
ond case of the first mobility management network ele-
ment, that is, the case in which the first mobility manage-
ment network element supports verification of a location
update request message and supports verification of a
registration request message.

[0084] The method shown in FIG. 2 includes the fol-
lowing steps:

Step 201: A terminal generates a second message au-
thentication code (message authentication code, MAC)
based on a registration request message and an integrity
key, and generates a first MAC based on a location up-
date request message and the integrity key.

[0085] Specifically, first, the terminal generates the
registration request message, and then generates the
location update request message based on the registra-
tion request message. The location update request mes-
sage is a message that can be identified by an MME
[0086] It may also be understood as that the registra-
tion request message cannot be identified by the MME,
and the terminal converts a format of the registration re-
quest message, to obtain the location update request
message that can be identified by the MME. In a specific
implementation, for example, in 4G, the location update
request message may be a tracking area update (track-
ing area update, TAU) request message.

[0087] The registration request message is used to re-
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quest to register with a second-standard system (which
refers to 5G in this embodiment). Specifically, the regis-
tration request message may be used to request the 5G
to register current location information of the terminal.
[0088] Similarly, the location update request message
is also used to request to register with the 5G. Specifi-
cally, the location update request message may be used
to request the 5G to register the current location infor-
mation of the terminal.

[0089] Then, the terminal generates the second MAC
based on the registration request message and the in-
tegrity key, and after generating the second MAC, fills a
value of the second MAC into a corresponding field of
the registration request message, to obtain a protected
registration request message. It may also be understood
as that the protected registration request message in-
cludes the second MAC.

[0090] The second MAC generated by the terminal
may be used to verify the registration request message.
Specifically, an AMF may verify the registration request
message based on the second MAC. Further, the AMF
may determine, based on a verification result, whether
to derive a root key.

[0091] Then, the terminal generates the first MAC
based on the location update request message and the
integrity key, and after generating the first MAC, fills a
value of the first MAC into a corresponding field of the
location update request message, to obtain a protected
location update request message. It may also be under-
stood as that the protected location update request mes-
sage includes the first MAC.

[0092] The first MAC generated by the terminal may
be used to verify the location update request message.
Specifically, the MME may verify the location update re-
questmessage based on the first MAC. Further, the MME
may determine, based on a verification result, whether
to send a security context of the terminal to the AMF. It
may also be understood as that, the location update re-
quest message may be used by the MME to verify validity
of the terminal. Specifically, if the MME successfully ver-
ifies the location update request message, the MME con-
siders that the location update request message is not
tampered with. It may also be understood as that the
MME considers that the terminal is valid, or it may be
understood as that the MME considers that the AMF is
valid. If the verification fails, the MME considers that the
location update request message has been tampered
with. It may also be understood as that the MME consid-
ers that the terminal is invalid, or it may be understood
as that the MME considers that the AMF is invalid.
[0093] The integrity key is an integrity key for commu-
nication between the MME and the terminal, and the in-
tegrity key is derived based on a root key of the 4G. For
example, the root key of the 4G may be referred to as
Kasme.

[0094] It should be noted that a time sequence of gen-
erating the first MAC and generating the second MAC is
not limited in this application. To be specific, the first MAC
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may be generated first, or the second MAC may be gen-
erated first, or the first MAC and the second MAC may
be generated at the same time.

[0095] The following provides several specific imple-
mentations in which the terminal generates the second
MAC based on the registration request message and the
integrity key.

[0096] Manner 1: The terminal generates the second
MAC based on the registration request message and the
integrity key.

[0097] Manner 2: The terminal generates the second
MAC based on the registration request message, the lo-
cation update request message, and the integrity key.
[0098] Manner 3: The terminal generates the second
MAC based on the registration request message, the lo-
cation update request message, the first MAC, and the
integrity key.

[0099] Manner 4: The terminal generates the second
MAC based on the registration request message, the first
MAC, and the integrity key.

[0100] In a specific application, any one of the forego-
ing four methods may be flexibly selected to generate
the second MAC. It should be noted that, the foregoing
provides examples of several methods for generating the
second MAC. A specific application is not limited to the
foregoing several methods, and another method may be
used to generate the second MAC.

[0101] Step202: The terminal sends the protected reg-
istration request message and the protected location up-
date request message to the AMF. Correspondingly, the
AMF receives the protected registration request mes-
sage and the protected location update request message
from the terminal.

[0102] Inanimplementation, the protected registration
request message and the protected location update re-
quest message may be carried in a same message and
sent to the AMF

[0103] In anotherimplementation, the protected regis-
tration request message and the protected location up-
date requestmessage may be separately senttothe AMF
[0104] By performing the foregoing step 201 and step
202, when the terminal prepares to hand over from the
4G tothe 5G, the terminal may not have a security context
of the 5G. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
tion request message and the location update request
message by using an integrity key in a security context
of the 4G. Both the registration request message and the
location update request message are messages for trig-
gering handover. Therefore, by performing step 201 and
step 202, security protection is implemented on the mes-
sage for triggering handover, thereby helping improve
communication security.

[0105] Further, for an AMF side and an MME side, op-
tionally, the method shown in FIG. 2 may further include
the following steps:

[0106] Step 203: The AMF sends a context request
(context request) message to the MME. Corresponding-
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ly, the MME receives the context request message from
the AMF.

[0107] The contextrequest message includes the pro-
tected location update request message, and the context
request message is used to request the security context
of the terminal.

[0108] By performing the foregoing step 203, the con-
text request message received by the MME from the AMF
includes the protected location update request message,
and the location update request message is a message
for triggering handover. By performing step 203, security
protection is implemented on the message for triggering
handover, thereby helping improve communication se-
curity.

[0109] Step 204: The MME verifies the location update
request message.

[0110] Specifically, the MME obtains the protected lo-
cation update request message from the context request
message, and obtains the location update request mes-
sage and the first MAC from the protected location update
request message. Then, the MME verifies the location
update request message based on the first MAC.
[0111] Specifically, the MME generates a MAC based
on the location update request message and the integrity
key. If the generated MAC is the same as the first MAC,
the verification succeeds; and if the generated MAC and
the first MAC are different, the verification fails.

[0112] Ifthe MME successfully verifies the location up-
date request message, step 205 and step 206 are per-
formed. If the MME fails to verify the location update re-
quest message, the MME may notify the AMF that the
MME fails to verify the location update request message,
and then the AMF may send aregistration reject message
to the terminal.

[0113] Step 205: The MME sends a context response
message to the AMF Correspondingly, the AMF receives
the context response message from the MME

[0114] Thecontextresponse message includesthe se-
curity context of the terminal, and the security context of
the terminal includes the root key of the 4G. The root key
of the 4G may also be referred to as a key of an access
security management entity (key of access security man-
agement entity, Kasme). The access security manage-
ment entity (access security management entity, ASME)
herein is an entity that receives a top-layer key from a
home subscriber server (home subscriber server, HSS),
and the top-layer key may be used to derive a key of an
access network. From a perspective of the 4G access
network, a role of the ASME is played by the MME. In
other words, it may be understood as that the MME has
a function of the ASME. For example, the ASME may be
a logical function unit or a physical function unit of the
MME

[0115] Optionally, the security context of the terminal
included in the context response message may further
include atleastone of the following: a non-access stratum
(non access stratum, NAS) encryption key used for com-
munication between the terminal and the MME, an NAS
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integrity key used for communication between the termi-
nal and the MME (that is, an integrity key of the 4G), and
an encryption algorithm used for communication be-
tween the terminal and the MME, an integrity protection
algorithm used for communication between the terminal
and MME, and the like.

[0116] If the MME successfully verifies the location up-
date request message, the MME considers that the lo-
cation update request message is valid, or considers that
the terminal is valid. Therefore, the MME adds the secu-
rity context of the terminal into the context response mes-
sage and sends the context response message to the
AMF

[0117] Further, optionally, the method further includes
the following steps:

[0118] Step 206: The AMF verifies the registration re-
quest message.

[0119] Specifically, the AMF obtains the registration re-
quest message and the second MAC from the protected
registration request message, and verifies validity of the
registration request message based on the second MAC.
[0120] Specifically, the AMF generates a MAC based
ontheintegrity key and the registration request message.
If the generated MAC is the same as the second MAC,
the verification succeeds; and if the generated MAC and
the second MAC are different, the verification fails.
[0121] If the AMF successfully verifies the registration
request message, step 207 to step 211 may be per-
formed. If the AMF fails to verify the registration request
message, the AMF may send the registration reject mes-
sage to the terminal.

[0122] It should be noted that a specific method for
generating, by the AMF, a MAC based on the integrity
key and the registration request message should be the
same as a method for generating the second MAC by
the terminal. In other words, if the terminal generates the
second MAC by using a method in the foregoing four
methods, the AMF should generate the MAC by using
the same method.

[0123] Further, it should be noted that the integrity key
used when the AMF generates the MAC is the integrity
key used when the terminal generates the second MAC,
that is, the integrity key of the 4G. A manner in which the
AMF obtains the integrity key includes but is not limited
to the following manners:

[0124] Manner 1: The context response message in
step 205 carries the integrity key.

[0125] Manner 2: The context response message in
step 205 carries the root key of the 4G, and the AMF
derives the integrity key based on the root key of the 4G.
[0126] Step 207: The AMF generates a root key of the
5G based on the root key of the 4G.

[0127] The root key of the 5G (which may also be re-
ferred to as a key of an access and mobility management
function network element (key of access and mobility
management function, Kamf)) may be used to derive an-
other key that needs to be used by the terminal in 5G
communication, for example, an NAS encryption key of
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the 5G, or an NAS integrity key of the 5G.

[0128] Further, optionally, the method further includes
the following steps:

Step 208: The AMF sends a command message to the
terminal. Correspondingly, the terminal receives the
command message from the AMF

[0129] The command message is used to indicate the
terminal to derive the root key of the 5G based on the
root key of the 4G. In an implementation, the command
message may be, for example, a non-access stratum
security mode command (non access stratum security
mode command, NAS SMC) message.

[0130] Step 209: The terminal derives the root key of
the 5G based on the root key of the 4G.

[0131] A method for deriving, by the terminal, the root
key of the 5G based on the root key of the 4G is the same
as a method for deriving, by the AMF, the root key of the
5G based on the root key of the 4G, so that the root key
of the 5G derived by the terminal is the same as the root
key of the 5G derived by the AMF

[0132] By performing the foregoing step 207 to step
209, the terminal and the AMF derive the same root key
of the 5G, so as to further separately derive another key
used for communication, for example, an NAS encryption
key of the 5G, or an NAS integrity key of the 5G.
[0133] Further, optionally, the method further includes
the following step:

Step 210: The terminal sends a complete message to
the AMF Correspondingly, the AMF receives the com-
plete message from the terminal.

[0134] The complete message is used to notify the
AMF that non-access stratum security is already activat-
ed. For example, the complete message may be a non-
access stratum security mode complete (non access
stratum security mode complete, NAS SMP) message.
[0135] Further, optionally, the method further includes
the following step:

Step 211: The AMF sends a registration accept (regis-
tration accept) message to the terminal. Corresponding-
ly, the terminal receives the registration accept message
from the AMF

[0136] The registration accept message is used to no-
tify the terminal that registration succeeds or registration
completes.

[0137] Inthe foregoing embodiment of this application,
the terminal performs integrity protection on the sent
messages for triggering handover (including the regis-
tration request message and the location update request
message), which helps improve communication security.
In addition, the terminal and the 5G system after hando-
ver derive the root key, so that the terminal may commu-
nicate with the 5G based on the root key of the 5G, there-
by further improving communication security.

[0138] FIG. 3 shows a message protection method ac-
cording to this application. The method may be applied
to the foregoing second case of the first mobility man-
agement network element, that is, the case in which the
first mobility management network element not only sup-
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ports verification of a location update request message,
but also supports verification of a registration request
message.

[0139] The method shown in FIG. 3 includes the fol-
lowing steps:

Step 301: A terminal generates a MAC based on a reg-
istration request message and an integrity key.

[0140] The registration request message is used to re-
quest to register with a second-standard system (which
refers to 5G in this embodiment). Specifically, the regis-
tration request message may be used to request the 5G
to register current location information of the terminal. In
addition, the registration request message can be iden-
tified by an MME

[0141] Specifically, the terminal generates the MAC
based on the registration request message and the in-
tegrity key, and after generating the MAC, fills a value of
the MAC into a corresponding field of the registration
request message, to obtain a protected registration re-
quest message. It may also be understood as that the
protected registration request message includes the
MAC.

[0142] The MAC generated by the terminal may be
used to verify the registration request message. Specif-
ically, the MME verifies the registration request message
based on the MAC, and determines, based on a verifi-
cation result, whether to send a security context of the
terminal to an AMF. It may also be understood as that,
the registration request message may be used by the
MME to verify validity of the terminal. Specifically, if the
MME successfully verifies the registration request mes-
sage, the MME considers that the registration request
message is not tampered with. It may also be understood
as that the MME considers that the terminal is valid, or
it may be understood as that the MME considers that the
AMF is valid. If the verification fails, the MME considers
thatthe registration request message has been tampered
with. It may also be understood as that the MME consid-
ers that the terminal is invalid, or it may be understood
as that the MME considers that the AMF is invalid.
[0143] The integrity key is an integrity key for commu-
nication between the MME and the terminal. The integrity
key is derived based on a root key of 4G. For example,
the root key of the 4G may be referred to as Kasme.
[0144] Step302: The terminal sends the protected reg-
istration request message to the AMF. Correspondingly,
the AMF receives the protected registration request mes-
sage from the terminal.

[0145] By performing the foregoing step 301 and step
302, when the terminal prepares to hand over from the
4G tothe 5G, the terminal may not have a security context
of the 5G. Therefore, in the method of this application,
the terminal performs integrity protection on the registra-
tion request message by using an integrity key in a se-
curity context of the 4G. The registration request mes-
sage is a message for triggering handover. Therefore,
by performing step 301 and step 302, security protection
is implemented on the message for triggering handover,
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thereby helping improve communication security.
[0146] Further, for an AMF side and an MME side, op-
tionally, the method shown in FIG. 3 may further include
the following steps:

[0147] Step 303: The AMF sends a context request
(context request) message to the MME. Corresponding-
ly, the MME receives the context request message from
the AMF.

[0148] The contextrequest message includes the pro-
tected registration request message, and the context re-
quest message is used to request the security context of
the terminal.

[0149] By performing the foregoing step 303, the con-
text request message received by the MME from the AMF
includes the protected registration request message, and
the registration request message is a message for trig-
gering handover. By performing step 303, security pro-
tection is implemented on the message for triggering
handover, thereby helping improve communication se-

curity.

[0150] Step 304: The MME verifies the registration re-
quest message.

[0151] The MME obtains the protected registration re-

quest message from the context request message, and
obtains the registration request message and the MAC
from the protected registration request message. Then,
the MME verifies the registration request message based
on the MAC.

[0152] Specifically, the MME generates a MAC based
on the registration request message and the integrity key.
If the generated MAC is the same as the MAC obtained
from the protected registration request message, the ver-
ification succeeds; and if the generated MAC and the
MAC obtained from the protected registration request
message are different, the verification fails.

[0153] Ifthe MME successfully verifies the registration
request message, step 305 to step 310 are performed.
If the MME fails to verify the registration request mes-
sage, the MME may notify the AMF that the MME fails
to verify the location update request message, and then
the AMF may send a registration reject message to the
terminal.

[0154] It should be noted that a specific method for
generating, by the MME, a MAC based on the integrity
key and the registration request message should be the
same as a method for generating the MAC by the termi-
nal.

[0155] Step 305: The MME derives a root key of the
5G based on the root key of the 4G.

[0156] The root key of the 5G (which may also be re-
ferred to as Kamf) may be used to derive another key
that needs to be used by the terminal in 5G communica-
tion, for example, an NAS encryption key of the 5G, or
an NAS integrity key of the 5G.

[0157] Step 306: The MME sends a context response
message to the AMF Correspondingly, the AMF receives
the context response message from the MME

[0158] Thecontextresponse message includesthe se-
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curity context of the terminal, and the security context of
the terminal includes the root key of the 5G. Optionally,
the security context of the terminal included in the context
response message may further include a security capa-
bility of the terminal and the like.

[0159] If the MME successfully verifies the registration
request message, the MME considers that the registra-
tion request message is valid, or considers that the ter-
minal is valid. Therefore, the MME adds the security con-
text of the terminal into the context response message
and sends the context response message to the AMF
[0160] In an alternative implementation, the foregoing
step 305 and step 306 may be replaced with the following
step 305’ and step 306’ as a whole.

[0161] Step 305’: The MME sends a context response
message to the AMF Correspondingly, the AMF receives
the context response message from the MME

[0162] The contextresponse messageincludesthe se-
curity context of the terminal, and the security context of
the terminal includes the root key of the 4G.

[0163] Step 306’: The AMF derives a root key of the
5G based on the root key of the 4G.

[0164] A main difference between the solution of the
foregoing step 305’ and step 306’ and the solution of the
foregoing step 305 and step 306 lies in that: In the solution
of the foregoing step 305 and step 306, the MME derives
the root key of the 5G and sends the root key to the AMF.
In the solution of the foregoing step 305’ and step 306,
the MME sends the root key of the 4G to the AMF, and
then the AMF derives the root key of the 5G based on
the root key of the 4G.

[0165] Further, optionally, the method further includes
the following steps:

Step 307: The AMF sends a command message to the
terminal. Correspondingly, the terminal receives the
command message from the AMF

[0166] The command message is used to indicate the
terminal to derive the root key of the 5G based on the
root key of the 4G. In an implementation, the command
message may be, for example, an NAS SMC message.
[0167] Step 308: The terminal derives the root key of
the 5G based on the root key of the 4G.

[0168] A method for deriving, by the terminal, the root
key of the 5G based on the root key of the 4G is the same
as a method for deriving, by the AMF or the MME, the
root key of the 5G based on the root key of the 4G, so
that the root key of the 5G derived by the terminal is the
same as the root key of the 5G derived by the AMF or
the MME.

[0169] By performing the foregoing step 305 to step
308, the terminal and the AMF use the same root key of
the 5G, so as to further separately derive another key
used for communication, forexample, an NAS encryption
key of the 5G, or an NAS integrity key of the 5G.

[0170] Further, optionally, the method further includes
the following step:

Step 309: The terminal sends a complete message to
the AMF Correspondingly, the AMF receives the com-
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plete message from the terminal.

[0171] The complete message is used to notify the
AMF that non-access stratum security is already activat-
ed. For example, the complete message may be an NAS
SMP message.

[0172] Further, optionally, the method further includes
the following step:

Step 310: The AMF sends a registration accept (regis-
tration accept) message to the terminal. Corresponding-
ly, the terminal receives the registration accept message
from the AMF

[0173] The registration accept message is used to no-
tify the terminal that registration succeeds or registration
completes.

[0174] Inthe foregoing embodiment of this application,
the terminal performs integrity protection on the sent
message for triggering handover (including the registra-
tion request message), which helps improve communi-
cation security. In addition, the terminal and the 5G sys-
tem after handover derive the root key, so that the termi-
nal may communicate with the 5G based on the root key
of the 5G, thereby further improving communication se-
curity. Further, in this embodiment of this application, the
terminal sends only the registration request message,
and does not send the location update request message.
The MME verifies the registration request message, so
thatoverheads canbe reduced, and system performance
can be improved.

[0175] In a specific implementation, if the MME can
verify specific content, for example, the location update
request message, but cannot verify the registration re-
quest message, the embodiment shown in FIG. 2 may
be used. To be specific, both the registration request
message and the location update request message are
carried. In this case, the MME is usually an MME that is
not upgraded. To be specific, the MME that is not up-
graded can verify only specific content. Herein, the MME
that is not upgraded is the MME in the 4G. An interaction
manner between the MME and the AMF is the same as
an interaction manner between the MME and another
MME, orit may be understood as thatthe MME considers
the AMF as an MME

[0176] Ifthe MME can verify other information than the
specific content, for example, the registration request
message in this application, the embodiment shown in
FIG. 3 may be used. To be specific, the location update
request message is not needed, but only the registration
request message is carried. In this case, the MME is usu-
ally an upgraded MME. To be specific, the upgraded
MME can not only verify the specific content, but also
verify other information, for example, the registration re-
quest message in this application.

[0177] In animplementation, it may be pre-configured
that the terminal uses the implementation shown in FIG.
2, oritis pre-configured that the terminal uses the imple-
mentation shown in FIG. 3. In this implementation, the
terminal does not need to pay attention to a specific type
of the MME (an upgraded MME or an MME that is not



25 EP 3 737 134 A1 26

upgraded), but only needs to perform the method in a
preconfigured manner.

[0178] Instillanotherimplementation, alternatively, the
terminal may determine to use the implementation shown
inFIG.20rFIG. 3. Forexample, FIG. 4 shows stillanother
message protection method according to this application.
[0179] A terminal determines whether a location up-
date request message needs to be carried. If the terminal
determines that the location update request message
needs to be carried, the terminal performs the foregoing
embodiment shown in FIG. 2, in other words, performs
step 201 to step 211. If the terminal determines that the
location update request message does not need to be
carried, the terminal performs the foregoing embodiment
shown in FIG. 3, in other words, performs step 301 to
step 310.

[0180] Inthis embodiment, before performing the mes-
sage protection method of this application, the terminal
first determines whether the location update request
message needs to be carried, and then performs the
method by using a corresponding method. Therefore, no
matter whether an MME is upgraded, the method shown
in FIG. 4 is applicable, and therefore is relatively flexible.
[0181] Specifically, the terminal may determine, in the
following manner, whether the location update request
message needs to be carried.

[0182] The terminal determines whether the MME is
capable of verifying integrity of a registration request
message of 5G, and if determining that the MME is not
capable of verifying integrity of the registration request
message of the 5G, determines that the location update
request message needs to be sent, or if determining that
the MME is capable of verifying integrity of the registration
request message of the 5G, determines that the location
update request message does not need to be sent.
[0183] In an implementation, a manner in which the
terminal determines whether the MME has a capability
of verifying integrity of the registration request message
of the 5G, for example, may be:

When the terminal accesses a 4G network for the first
time, an attach request (attach request) message sent
by the terminal carries a 4G security capability and a 5G
security capability of the terminal. Therefore, after the
MME authenticates the terminal, the MME sends an NAS
SMC message to the terminal to activate NAS security
between the MME and the terminal. The NAS SMC mes-
sage includes a security capability of the terminal carried
in the attach request. If the MME is an upgraded MME,
the MME can identify the 5G security capability of the
terminal, and therefore, the MME sends the 4G security
capability and the 5G security capability of the terminal
back to the terminal by using the NAS SMC message
(for verification by the terminal). If the MME has not been
upgraded, the MME cannot identify the 5G security ca-
pability of the terminal, and therefore, the MME only
sends the 4G security capability of the terminal back to
the terminal by using the NAS SMC message. Therefore,
the terminal may determine, based on whether the re-
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ceived NAS SMC message includes the 5G security ca-
pability of the terminal, whether the MME has been up-
graded, that is, determine whether the MME has a capa-
bility of verifying integrity of the registration request mes-
sage of the 5G.

[0184] If the NAS SMC message includes the 5G se-
curity capability of the terminal, itindicates that the MME
has been upgraded, and further indicates that the MME
has the capability of verifying integrity of the registration
request message of the 5G.

[0185] If the NAS SMC message does not include the
5G security capability of the terminal, it indicates that the
MME has not been upgraded, and further indicates that
the MME does not have the capability of verifying integrity
of the registration request message of the 5G.

[0186] It should be noted that a message name used
in any one of the foregoing embodiments is not limited
in this application. For example, the registration request
message may also be referred to as a request message,
a registration request, a first message, or the like. The
location update request message may also be referred
to as a location update request message, an update re-
quest message, a report message, or the like. The con-
text request message may also be referred to as a re-
quest message, a context message, or the like. The con-
text response message may also be referred to as a re-
sponse message or a feedback message. The command
message may also be referred to as a notification mes-
sage, a feedback message, or the like. With evolution of
communications technologies, names of the foregoing
messages may change. However, as long as a definition
of a function of each message in this application is met,
the messages shall fall within the protection scope of this
application.

[0187] The foregoing mainly describes the solutions
provided in this application from a perspective of inter-
action between network elements. It may be understood
that, to implement the foregoing functions, each network
element includes a corresponding hardware structure
and/or software module for executing each function. A
person skilled in the art should easily be aware that, in
combination with the examples described in the embod-
iments disclosed in this specification, units and algorithm
steps may be implemented by hardware or a combination
of hardware and computer software. Whether a function
is performed by hardware or hardware driven by compu-
ter software depends on particular applications and de-
sign constraints of the technical solutions. A person
skilled in the art may use different methods to implement
the described functions for each particular application,
but it should not be considered that the implementation
goes beyond the scope of the present invention.

[0188] When an integrated unit is used, FIG. 5 is a
block diagram of a possible example of an apparatus in
an embodiment of the present invention. The apparatus
500 may exist in a form of software, may be a mobility
management network element, or may be a chip in a
mobility management network element. The apparatus
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500 includes a processing unit 502 and a communica-
tions unit 503. The processing unit 502 is configured to
control and manage an action of the apparatus 500. The
communications unit 503 is configured to support com-
munication between the apparatus 500 and another net-
work entity (for example, a terminal or another mobility
management network element). The apparatus 500 may
further include a storage unit 501, configured to store
program code and data of the apparatus 500.

[0189] The processing unit 502 may be a processor or
a controller, such as a general-purpose central process-
ing unit (central processing unit, CPU), a general-pur-
pose processor, a digital signal processor (digital signal
processing, DSP), an application-specific integrated cir-
cuit (application specific integrated circuit, ASIC), a field
programmable gate array (field programmable gate ar-
ray, FPGA), or another programmable logical device, a
transistor logical device, a hardware component, or any
combination thereof. The processing unit 502 may im-
plement or execute various examples of logical blocks,
modules, and circuits described with reference to content
disclosed in the present invention. Alternatively, the proc-
essor may be a combination of processors implementing
a computing function, for example, a combination of one
or more microprocessors, or a combination of the DSP
and a microprocessor. The communications unit 503 may
be a communications interface, a transceiver, a trans-
ceiver circuit, or the like. The communications interface
is a general term. In a specific implementation, the com-
munications interface may include a plurality of interfac-
es. For example, the communications interface may in-
clude: an interface between the mobility management
network element and a terminal, an interface between
the mobility management network element and another
mobility management network element, and/or another
interface. The storage unit 501 may be a memory.
[0190] The apparatus 500 shown in FIG. 5 may be the
first mobility management network element in this appli-
cation, or may be the second mobility management net-
work element in this application.

[0191] When the apparatus 500 is the first mobility
management network element, the processing unit 502
may support the apparatus 500 in performing actions of
the MME in the foregoing method examples. For exam-
ple, the processing unit 502 is configured to support the
apparatus 500 in performing step 204 in FIG. 2 and FIG.
4, step 304 and step 305 in FIG. 3 and FIG. 4, and/or
another process of the technology described in this spec-
ification. The communications unit 503 may support com-
munication between the apparatus 500 and the second
mobility management network element or another net-
work element. Forexample, the communications unit 503
is configured to support the apparatus 500 in performing
step 203 and step 205 in FIG. 2 and FIG. 4, and step 303
and step 306 in FIG. 3 and FIG. 4.

[0192] When the apparatus 500 is the second mobility
management network element, the processing unit 502
may support the apparatus 500 in performing actions of
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the AMF in the foregoing method examples. Forexample,
the processing unit 502 is configured to support the ap-
paratus 500 in performing step 206 and step 207 in FIG.
2 and FIG. 4. The communications unit 503 may support
communication between the apparatus 500 and the ter-
minal, the first mobility management network element,
or another network element. For example, the commu-
nications unit 503 may support the apparatus 500 in per-
forming step 202, step 203, step 205, step 208, step 210,
and step 211 in FIG. 2 and FIG. 4, and step 302, step
303, step 306, step 307, step 309, and step 310 in FIG.
3 and FIG. 4.

[0193] When the processing unit 502 is a processor,
the communications unit 503 is a communications inter-
face, and the storage unit501 is a memory, the apparatus
500 in this embodiment of the present invention may be
a mobility management network element 600 shown in
FIG. 6.

[0194] Referring to FIG. 6, the mobility management
network element 600 includes: a processor 602, a com-
munications interface 603, and a memory 601. Option-
ally, the mobility management network element 600 may
further include a bus 604. The communications interface
603, the processor 602, and the memory 601 may be
connected to each other by using the bus 604. The bus
604 may be a peripheral component interconnect (pe-
ripheral component interconnect, PCI for short) bus, an
extended industry standard architecture (extended in-
dustry standard architecture, EISA for short) bus, or the
like. The bus 604 may be classified into an address bus,
a data bus, a control bus, and the like. For ease of rep-
resentation, only one thick line is used to represent the
bus in FIG. 6, but this does not mean that there is only
one bus or only one type of bus.

[0195] When an integrated unit is used, FIG. 7 is a
block diagram of a possible example of another appara-
tus in an embodiment of the present invention. The ap-
paratus 700 may exist in a form of software, may be a
terminal, or may be a chip in a terminal. The apparatus
700 includes a processing unit 702 and a communica-
tions unit 703. The processing unit 702 is configured to
control and manage an action of the apparatus 700. For
example, the processing unit 702 is configured to support
the apparatus 700 in performing step 201 and step 209
in FIG. 2 and FIG. 4, step 301 and step 308 in FIG. 3 and
FIG. 4, and the step of "determining whether the location
update request message needs to be sent" in FIG. 4,
and/or another process of the technology described in
this specification. The communications unit 703 is con-
figured to support communication between the apparatus
700 and another network entity (for example, the second
mobility management network element). For example,
the communications unit 703 is configured to support the
apparatus 700 in performing step 202, step 208, step
210, and step 211 in FIG. 2 and FIG. 4, and step 302,
step 307, step 309, and step 310 in FIG. 3 and FIG. 4.
The apparatus 700 may further include a storage unit
701, configured to store program code and data of the
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apparatus 700.

[0196] The processing unit 702 may be a processor or
a controller, such as a general-purpose CPU, a general-
purpose processor, a DSP, an ASIC, an FPGA, or an-
other programmable logic device, a transistor logic de-
vice, a hardware component, or any combination thereof.
The processing unit 702 may implement or execute var-
ious examples of logical blocks, modules, and circuits
described with reference to content disclosed in the
present invention. Alternatively, the processor may be a
combination of processors implementing a computing
function, for example, a combination of one or more mi-
croprocessors, or a combination of the DSP and a mi-
croprocessor. The communications unit 703 may be a
communications interface, a transceiver, a transceiver
circuit, orthe like. The storage unit 701 may be a memory.
[0197] When the processing unit 702 is a processor,
the communications unit 703 is a transceiver, and the
storage unit 701 is a memory, the apparatus 700 in this
embodiment of the present invention may be a terminal
shown in FIG. 8.

[0198] FIG. 8 is a simplified schematic diagram of a
possible design structure of a terminal in an embodiment
of the present invention. The terminal 800 includes a
transmitter 801, a receiver 802, and a processor 803.
The processor 803 may alternatively be a controller, and
is represented as "controller/processor 803" in FIG. 8.
Optionally, the terminal 800 may furtherinclude a modem
processor 805, and the modem processor 805 may in-
clude an encoder 806, a modulator 807, a decoder 808,
and a demodulator 809.

[0199] In an example, the transmitter 801 adjusts (for
example, through analog conversion, filtering, amplifica-
tion, and up-conversion) an output sampling and gener-
ates an uplink signal. The uplink signal is transmitted to
the base station in the foregoing embodiments by using
an antenna. In a downlink, the antenna receives a down-
link signal transmitted by the base station in the foregoing
embodiments. The receiver 802 adjusts (such as through
filtering, amplification, down-conversion, and digitiza-
tion) a signal received from the antenna and provides an
input sampling. In the modem processor 805, the encod-
er 806 receives service data and a signaling message
that are to be sent on an uplink, and processes (for ex-
ample, through formatting, encoding, and interleaving)
the service data and the signaling message. The modu-
lator 807 further processes (for example, through symbol
mapping and modulation) encoded service data and sig-
naling message and provides an output sampling. The
demodulator 809 processes (for example, through de-
modulation) the input sampling and provides symbol es-
timation. The decoder 808 processes (for example,
through de-interleaving and decoding) the symbol esti-
mation and provides decoded data and signaling mes-
sage sent to the terminal 800. The encoder 806, the mod-
ulator 807, the demodulator 809, and the decoder 808
may be implemented by the composite modem processor
805. The units perform processing based on a radio ac-
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cess technology (for example, access technologies of
LTE and other evolved systems) used by a radio access
network. It should be noted that, when the terminal 800
does not include the modem processor 805, the forego-
ing functions of the modem processor 805 may alterna-
tively be completed by the processor 803.

[0200] The processor 803 controls and manages an
action of the terminal 800, and is configured to perform
a processing process performed by the terminal 800 in
the foregoing embodiments of the present invention. For
example, the processor 803 is further configured to per-
form a processing process related to the terminal in the
methods shown in FIG. 2 to FIG. 4 and/or another proc-
ess of the technical solutions described in this applica-
tion.

[0201] Further, the apparatus 800 may further include
a memory 804. The memory 804 is configured to store
program code and data of the apparatus 800.

[0202] All or some of the foregoing embodiments may
be implemented by using software, hardware, firmware,
or any combination thereof. When software is used to
implement the embodiments, the embodiments may be
implemented all or partially in a form of a computer pro-
gram product. The computer program product includes
one or more computer instructions. When the computer
program instructions are loaded and executed on the
computer, the procedure or functions according to the
embodiments of the present invention are all or partially
generated. The computer may be a general-purpose
computer, a dedicated computer, a computer network,
or another programmable apparatus. The computer in-
structions may be stored in a computer-readable storage
medium or may be transmitted from a computer-readable
storage medium to another computer-readable storage
medium. For example, the computer instructions may be
transmitted from a website, computer, server, or data
centerto another website, computer, server, or data cent-
er in a wired (for example, a coaxial cable, an optical
fiber, or a digital subscriber line (DSL)) or wireless (for
example, infrared, radio, and microwave, or the like)
manner. The computer-readable storage medium may
be any usable medium accessible by a computer, or a
data storage device, such as a server or a data center,
integrating one or more usable media. The usable me-
dium may be a magnetic medium (for example, a floppy
disk, a hard disk, or a magnetic tape), an optical medium
(for example, a DVD), a semiconductor medium (for ex-
ample, a solid state drive (Solid State Disk, SSD)), or the
like.

[0203] The various illustrative logical units and circuits
described in the embodiments of this application may
implement or operate the described functions by using a
general-purpose processor, a digital signal processor,
an application-specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or another program-
mable logical apparatus, a discrete gate or transistor log-
ic, a discrete hardware component, or a design of any
combination thereof. The general-purpose processor
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may be a microprocessor. Optionally, the general-pur-
pose processor may alternatively be any traditional proc-
essor, controller, microcontroller, or state machine. The
processor may also be implemented by a combination
of computing apparatuses, such as a digital signal proc-
essor and a microprocessor, a plurality of microproces-
sors, one or more microprocessors with a digital signal
processor core, or any other similar configuration.
[0204] Steps of the methods or algorithms described
in the embodiments of this application may be directly
embedded into hardware, a software unit executed by a
processor, or a combination thereof. The software unit
may be stored in a RAM memory, a flash memory, a ROM
memory, an EPROM memory, an EEPROM memory, a
register, a hard disk, a removable magnetic disk, a CD-
ROM, or a storage medium of any other form in the art.
For example, the storage medium may connect to a proc-
essor, so that the processor can read information from
the storage medium and write information to the storage
medium. Optionally, the storage medium may alterna-
tively be integrated into a processor. The processor and
the storage medium may be arranged in an ASIC, and
the ASIC may be arranged in a terminal device. Alterna-
tively, the processor and the storage medium may also
be arranged in different components of the terminal de-
vice.

[0205] These computer program instructions may also
be loaded onto a computer or another programmable da-
ta processing device, so that a series of operations and
steps are performed on the computer or the another pro-
grammable device, thereby generating computer-imple-
mented processing. Therefore, the instructions executed
on the computer or the another programmable device
provide steps for implementing a specific function in one
ormore processes inthe flowcharts and/orin one ormore
blocks in the block diagrams.

[0206] Although the presentinvention is described with
reference to specific features and the embodiments
thereof, obviously, various modifications and combina-
tions may be made to them without departing from the
spirit and scope of the present invention. Correspond-
ingly, the specification and the accompanying drawings
are merely examples of description of the present inven-
tion defined by the accompanying claims, and are con-
sidered as any of or all modifications, variations, combi-
nations or equivalents that cover the scope of the present
invention. Obviously, a person skilled in the art can make
various modifications and variations to the presentinven-
tion without departing from the spirit and scope of the
present invention. The present invention is intended to
cover these modifications and variations provided that
they fall within the scope of protection defined by the
following claims and their equivalent technologies.

Claims

1. A message protection method, applied to handover
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of a terminal from a first-standard system to a sec-
ond-standard system, wherein the first-standard
system comprises a first mobility management net-
work element, and the second-standard system
comprises a second mobility management network
element, the method comprising:

generating, by the terminal, a second message
authentication code MAC based on a registra-
tion request message and an integrity key, and
generating a first MAC based on a location up-
date request message and the integrity key,
wherein the registration request message is
used to request to register with the second-
standard system, the integrity key is an integrity
key for communication between the first mobility
management network element and the terminal,
the first MAC is used to verify the location update
request message, and the second MAC is used
to verify the registration request message; and
sending, by the terminal, a protected registration
request message and a protected location up-
date request message to the second mobility
management network element, wherein the pro-
tected registration request message comprises
the second MAC, and the protected location up-
date request message comprises the first MAC.

The method according to claim 1, wherein the gen-
erating, by the terminal, a second MAC based on a
registration request message and an integrity key
comprises:

generating, by the terminal, the second MAC
based on the registration request message, the
location update request message, and the in-
tegrity key; or

generating, by the terminal, the second MAC
based on the registration request message, the
location update request message, the first MAC,
and the integrity key; or

generating, by the terminal, the second MAC
based on the registration request message, the
first MAC, and the integrity key.

The method according to claim 1 or 2, wherein the
method further comprises:

receiving, by the terminal, acommand message from
the second mobility management network element,
wherein the command message is used to indicate
the terminal to derive a root key of the second-stand-
ard system based on a root key of the first-standard
system.

The method according to any one of claims 1 to 3,
before the generating, by the terminal, a second
MAC based on a registration request message and
an integrity key, further comprising:
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determining, by the terminal, that the location update
request message needs to be sent.

The method according to claim 4, wherein the deter-
mining, by the terminal, that the location update re-
quest message needs to be sent comprises:

if determining that the first mobility management net-
work element does not have a capability of verifying
integrity of the registration request message for the
second-standard system, determining, by the termi-
nal, that the location update request message needs
to be sent.

A message protection method, applied to handover
of a terminal from a first-standard system to a sec-
ond-standard system, wherein the first-standard
system comprises a first mobility management net-
work element, and the second-standard system
comprises a second mobility management network
element, the method comprising:

generating, by the terminal, a message authen-
tication code MAC based on a registration re-
quest message and an integrity key, wherein the
registration request message is used to request
to register with the second-standard system, the
integrity key is an integrity key for communica-
tion between the first mobility management net-
work element and the terminal, and the MAC is
used to verify the registration request message;
and

sending, by the terminal, a protected registration
request message to the second mobility man-
agement network element, wherein the protect-
ed registration request message comprises the
MAC.

The method according to claim 6, wherein the meth-
od further comprises:

receiving, by the terminal,a command message from
the second mobility management network element,
wherein the command message is used to indicate
the terminal to derive a root key of the second-stand-
ard system based on a root key of the first-standard
system.

The method according to claim 6 or 7, before the
generating, by the terminal, a MAC based on a reg-
istration request message and an integrity key, fur-
ther comprising:

determining, by the terminal, that a location update
request message does not need to be sent.

The method according to claim 8, wherein the deter-
mining, by the terminal, that a location update re-
quest message does not need to be sent comprises:
if determining that the first mobility management net-
work element has a capability of verifying integrity
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of the registration request message for the second-
standard system, determining, by the terminal, that
the location update request message does not need
to be sent.

A message protection method, applied to handover
of a terminal from a first-standard system to a sec-
ond-standard system, wherein the first-standard
system comprises a first mobility management net-
work element, and the second-standard system
comprises a second mobility management network
element, the method comprising:

receiving, by the second mobility management
network element, a protected location update re-
quest message and a protected registration re-
quest message that are from the terminal,
wherein the protected location update request
message comprises a first message authentica-
tion code MAC, the protected registration re-
quest message comprises a second MAC, the
first MAC is generated based on a location up-
date request message and an integrity key, the
first MAC is used to verify the location update
requestmessage, the second MAC is generated
based on a registration request message and
the integrity key, the second MAC is used to ver-
ify the registration request message, the regis-
tration request message is used to request to
register with the second-standard system, and
the integrity key is an integrity key for commu-
nication between the first mobility management
network element and the terminal;

sending, by the second mobility management
network element, a context request message to
the first mobility management network element,
wherein the context request message compris-
es the protected location update request mes-
sage, and the context request message is used
to request a security context of the terminal;
receiving, by the second mobility management
network element, a context response message
from the first mobility management network el-
ement, wherein the context response message
comprises the security context of the terminal;
and

verifying, by the second mobility management
network element, the registration request mes-
sage based on the second MAC and the security
context of the terminal.

The method according to claim 10, wherein the se-
curity context of the terminal comprises the integrity
key, and the verifying, by the second mobility man-
agement network element, the registration request
message based on the second MAC and the security
context of the terminal comprises:

verifying, by the second mobility management net-
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work element, the registration request message
based on the second MAC and the integrity key.

The method according to claim 10, wherein the se-
curity context of the terminal comprises a root key
of the first-standard system, and the method further
comprises:

deriving, by the second mobility management
network element, the integrity key based on the
root key of the first-standard system; and

the verifying, by the second mobility manage-
ment network element, the registration request
message based on the second MAC and the
security context of the terminal comprises:
verifying, by the second mobility management
network element, the registration request mes-
sage based on the second MAC and the integrity
key.

The method according to claim 12, wherein the meth-
od further comprises:

deriving, by the second mobility management net-
work element, a root key of the second-standard sys-
tem based on the root key of the first-standard sys-
tem.

The method according to any one of claims 10 to 13,
wherein the method further comprises:

sending, by the second mobility management net-
work element, a command message to the terminal
if the second mobility management network element
successfully verifies the registration request mes-
sage, wherein the command message is used to in-
dicate the terminal to derive the root key of the sec-
ond-standard system based on the root key of the
first-standard system.

A message protection method, applied to handover
of a terminal from a first-standard system to a sec-
ond-standard system, wherein the first-standard
system comprises a first mobility management net-
work element, and the second-standard system
comprises a second mobility management network
element, the method comprising:

receiving, by the second mobility management
network element, a protected registration re-
quest message from the terminal, wherein the
protected registration request message com-
prises a message authentication code MAC, the
MAC is generated based on a registration re-
quest message and an integrity key, the regis-
tration request message is used to request to
register with the second-standard system, and
the integrity key is an integrity key for commu-
nication between the first mobility management
network element and the terminal;
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16.
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sending, by the second mobility management
network element, a context request message to
the first mobility management network element,
wherein the context request message compris-
es the protected registration request message,
and the context request message is used to re-
quest a security context of the terminal; and

receiving, by the second mobility management
network element, a context response message
from the first mobility management network el-
ement, wherein the context response message
comprises the security context of the terminal.

The method according to claim 15, wherein the se-
curity context of the terminal comprises a root key
of the second-standard system, and the root key of
the second-standard system is derived based on a
root key of the first-standard system; or

the security context of the terminal comprises a root
key of the first-standard system, and the method fur-
ther comprises:

deriving, by the second mobility management net-
work element, a root key of the second-standard sys-
tem based on the root key of the first-standard sys-
tem.

The method according to claim 16, wherein the meth-
od further comprises:

sending, by the second mobility management net-
work element, a command message to the terminal,
wherein the command message is used to indicate
the terminal to derive the root key of the second-
standard system based on the root key of the first-
standard system.

A message protection method, applied to handover
of a terminal from a first-standard system to a sec-
ond-standard system, wherein the first-standard
system comprises a first mobility management net-
work element, and the second-standard system
comprises a second mobility management network
element, the method comprising:

receiving, by the first mobility management net-
work element, a context request message from
the second mobility management network ele-
ment, wherein the context request message
comprises a protected registration request mes-
sage, the protected registration request mes-
sage comprises a message authentication code
MAC, the MAC is generated based on a regis-
tration request message and an integrity key,
the integrity key is an integrity key for commu-
nication between the first mobility management
network element and the terminal, the registra-
tion request message is used to request to reg-
ister the terminal with the second-standard sys-
tem, and the context request message is used
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to request a security context of the terminal;
verifying, by the first mobility management net-
work element, the registration request message
based on the MAC and the integrity key; and
sending, by the first mobility management net-
work element, a context response message to
the second mobility management network ele-
ment if the first mobility management network
element successfully verifies the registration re-
quest message, wherein the context response
message comprises the security context of the
terminal.

The method according to claim 18, wherein the se-
curity context of the terminal comprises a root key
of the first-standard system; or

the method further comprises: deriving, by the first
mobility management network element, a root key
of the second-standard system based on a root key
of the first-standard system, wherein the security
context of the terminal comprises the root key of the
second-standard system.

An apparatus, applied to a terminal, and comprising
a unit configured to perform each step in the method
according to any one of claims 1 to 9.

A terminal, comprising the apparatus according to
claim 20.

A mobility management network element, compris-
ing a unit configured to perform each step in the
method according to any one of claims 10 to 17.

The mobility management network element accord-
ing to claim 22, wherein the mobility management
network element is an access and mobility manage-
ment function AMF network element.

A mobility management network element, compris-
ing a unit configured to perform each step in the
method according to claim 18 or 19.

The mobility management network element accord-
ing to claim 24, wherein the mobility management
network element is a mobility management entity
MME

A computer readable storage medium, wherein the
computer readable storage medium stores an in-
struction, and when the instruction is run on a com-
puter, the computeris enabled to perform the method
according to any one of claims 1 to 19.

A computer program product, wherein the computer
program product comprises an instruction, and when
the instruction is run on a computer, the computer is
enabled to perform the method according to any one
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of claims 1 to 19.
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