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(57) ABSTRACT

An apparatus has a network interface circuit providing
connectivity to a network with network connected client
machines hosting email client modules controlling email
inboxes. A processor is connected to the network interface
circuit. A memory is connected to the processor. The
memory stores instructions executed by the processor to
scan the email inboxes to identify statistically infrequently
received emails from different network connected service
providers. Protocols utilized by the different network con-
nected service providers to accept user data delete requests
are identified. The protocols are executed.
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1
APPARATUS AND METHOD FOR E-MAIL
BASED DIGITAL FOOTPRINT
SANITIZATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to U.S. Provisional Patent
Application 63/488,872, filed Mar. 7, 2023, the contents of
which are incorporated herein by reference.

FIELD OF THE INVENTION

This invention relates generally to communications in
computer networks. More particularly, this invention is
related to techniques for e-mail based digital footprint
sanitization.

BACKGROUND

If a user examines the contents of her email inboxes at
various email accounts, she can derive a great deal of insight
regarding which companies and individuals may hold her
personal data. Her mailbox is comprised of a vast assortment
of senders, each of whom has various types of information.
At minimum, these senders know her email address and
possibly her name. However, with the ubiquity of online
accounts, these senders clearly can possess much more than
just an email address. A brief and somewhat incomplete list
of these types of accounts is as follows:

Retailers (Amazon®, BestBuy®) have payment informa-

tion, phone number, and address

Flight and travel vendors (Expedia®, Uber®) can track

travel history

Restaurants (OpenTable®, Resy®, countless restaurants)

can track dining habits

Utilities and subscriptions (AT&T®, Netflix®, Hulu®)

can track personal interests

Loyalty programs (Safeway®, Sephora®) can track pur-

chase histories

Dating and social media (Facebook®, Tinder®, Insta-

gram®) can track social interactions

Banks (Chase®, BofA®) can track purchases

Any site or app can track browsing behavior (via 3" party

trackers), location history, or device information

This list is woefully incomplete but illustrates how much
personal information can be spread all over the Internet.
These companies are called “service providers” herein. Any
time anyone who signs up for an account, she surrenders
some information. Laws such as the California Consumer
Privacy Act (CCPA), the California Privacy Rights Act
(CPRA) and the General Data Protection Regulation
(GDPR) allow consumers to request a copy of the informa-
tion a service provider may possess about a specific indi-
vidual. These laws also provide consumers with the option
to request that this data be deleted permanently—also
known as “the right to be forgotten.” A user does not request
deletion of accounts regularly used. On the other hand, what
about all the services that are no longer used or one-off
purchases? Even if those services are no longer used, they
still retain data. Most individuals have scores of accounts
that fall into this category. These individuals have com-
monly forgotten about the service providers, but they have
not forgotten them.

By examining the mailbox one can extract information
regarding what service providers one may have established
a relationship in the past, regardless of whether that rela-
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tionship is still active. Once acquired, service providers
often sell or share a consumer’s information with other third
parties. This is one of the reasons why we constantly receive
junk emails. Examining the mailbox also allow one to derive
the list of potential third parties who may have obtained
one’s private information indirectly.

Thus, there is a need for users to scrutinize their e-mail
accounts to sanitize them in a manner that protects indi-
vidual privacy by deleting personal data from data holders to
reduce unwanted communications.

SUMMARY OF THE INVENTION

An apparatus has a network interface circuit providing
connectivity to a network with network connected client
machines hosting email client modules controlling email
inboxes. A processor is connected to the network interface
circuit. A memory is connected to the processor. The
memory stores instructions executed by the processor to
scan the email inboxes to identify statistically infrequently
received emails from different network connected service
providers. Protocols utilized by the different network con-
nected service providers to accept user data delete requests
are identified. The protocols are executed.

BRIEF DESCRIPTION OF THE FIGURES

The invention is more fully appreciated in connection
with the following detailed description taken in conjunction
with the accompanying drawings, in which:

FIG. 1 illustrates a system configured in accordance with
an embodiment of the invention.

Like reference numerals refer to corresponding parts
throughout the several views of the drawings.

DETAILED DESCRIPTION OF THE
INVENTION

FIG. 1 illustrates a system 100 configured in accordance
with an embodiment of the invention. The system 100
includes a set of client machines 102_1 through 102_N in
communication with a server 104 via a network 106, which
may be any combination of wired and wireless networks.
Email server machines 150_1 through 150_N are also con-
nected to network 106, as are service provider machines
170_1 through 170_N.

Client device 102_1 may be a desktop computer, a laptop
computer, tablet, smartphone, and the like. Each client
machine, such as machine 102_1, includes a processor (e.g.,
a CPU) 110 and input/output devices 112 connected via a
bus 114. The input/output devices 112 may include a key-
board, mouse, touch display and the like. A network inter-
face circuit 116 is also connected to bus 114 to provide
connectivity to network 106. A memory 120 is also con-
nected to the bus 114. The memory stores an email client
module 122 that is operative as a user’s email client inbox.
The email client module 122 may be web-based email using
a browser, a mobile application on an iIOS® or Android®
device, or an email client, such as Microsoft Outlook 365®
or Mozilla Thunderbird® on Windows®, Mac OS® or a
Linux® based system.

Server 104 includes a processor 130, input/output devices
132, a bus 134 and a network interface circuit 136. A
memory 140 is connected to bus 134. The memory 140
stores a digital footprint sanitizer 142 with instructions
executed by processor 130 to implement operations dis-
closed herein.
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The email server machines 150_1 through 150_N each
include a processor 151, input/output devices 152, a bus 154
and a network interface circuit 156. A memory 160 is
connected to the bus 154. The memory stores an email server
module 162 with instructions executed by processor 151 to
implement email server operations and to interact with the
email client module 122.

The service provider machines 170_1 through 170_N
each include a processor 171, input/output devices 172, a
bus 174 and a network interface circuit 176. A memory 180
is connected to bus 174. The memory stores a service
provider module 182 with instructions executed by proces-
sor 171 to implement network connected services such as
retail services, travel services, loyalty programs, social
media, banking, and the like.

Most email server modules (e.g., Gmail®, Outlook®,
Yahoo®) 162 allow users to delegate access to their inboxes
to third parties via OAuth2, which stands for “Open Autho-
rization”, a standard designed to allow a website or appli-
cation to access resources hosted by other web applications
on behalf of a user. The digital footprint sanitizer 142 also
utilizes OAuth2 for scanning the user’s inbox that are stored
at the email server module 162. The digital footprint sani-
tizer 142 generates a list of companies which may hold the
user’s data. Since digital footprint sanitizer 142 uses
OAuth2, user credentials are not seen or stored. The user is
simply redirected to the login page for the email server
module 162 (e.g., Gmail®) where they log in and explicitly
allow the digital footprint sanitizer 142 to read account info,
read email, and send email. Once this is done, the digital
footprint sanitizer 142 is provided with an OAuth2 token
that can be used in lieu of a username and password. The
user can revoke access to the digital footprint sanitizer 142
at any time, rendering the token useless. The digital footprint
sanitizer 142 does not retain any intermediary data. Any data
that is related to an email is deleted as soon as the scan is
complete. The solution described by this invention is offered
as a cloud-based service. It can run inside a secure enclave
to reduce attack surface of the process and to eliminate any
data residues for enhanced user privacy and trust. The
enclave is destroyed along with any processing data once the
scan is complete for a specific user. In addition, the solution
described herein executes as lambda functions to further
reduce the attack surface. The scan service for one user is
completely isolated from any other scan service.

Alternatively, the digital footprint sanitizer 142 can inter-
act with the email client module 122 and scan the user’s
inbox at the email client module 122. In this approach the
digital footprint sanitizer 142 does not require OAuth?2 type
of user authentication. The user has already logged into an
email account through the email client module 122. The
emails are already retrieved by the email client module 122
and are stored in the inbox at the email client module 122.
The user’s privacy is already protected by the email client
module 122 and the underlying operating system. This
invention does not add any additional privacy or security
risk when scanning the email inbox at the email client
module 122.

The described solutions mainly focus on the scenario
where the email inbox is maintained at the email server
module 162, the digital footprint sanitizer 142 interacts
directly with the email server module 162, without the email
client module 122.

Once the scan is complete, the digital footprint sanitizer
142 then presents this list of companies to the user. The user
then has the option to decide whether to make data deletion
requests to one or more companies on that list. Alternately,
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the list of companies is automatically processed in accor-
dance with a set of pre-configured rules that specify the
types of companies that should be eliminated from the list.

There are a few issues that need to be considered when
implementing the disclosed solutions. For example, scan-
ning every single email in a user’s inbox is not practical. An
average inbox may contain tens of thousands of emails that
were accumulated over years. This poses a couple of prob-
lems:

Time—The email Application Programming Interfaces
(APIs) supplied by these webmail providers have con-
straints. Round trip times to the server and artificial rate
limits on API calls can limit the speed at which the
sanitizer 142 can scan the inbox. At a rate of 5 to 10
requests per second, the scan of an inbox could take
hours.

API limits—Webmail providers, while providing the API
service for free, do impose daily limits on the number
of calls. If sanitizer 142 scans hundreds of inboxes per
day, these daily API limits are quickly exceeded.

It is important that the sanitizer 142 find as many unique
senders as possible with the least number of API calls. As an
alternative to the undesirable iteration through every email
in the user’s inbox, all the webmail APIs provide various
querying capabilities. The sanitization application 142 sub-
mits a query based on some criteria and the email server 162
provides a list of email identifiers that match the query. The
sanitizer 142 iterates through this list of identifiers and
requests the metadata for each of the individual emails. For
example, Gmail® can attach various categories to emails. If
one retrieves a list of social media emails within the past
year from a user’s inbox, one uses the following query:
category: social newer_than: 1 y.

This provides the sanitizer 142 with the ability to only
view the email IDs of interest. However, since the sanitizer
142 receives only opaque identifiers, it is the responsibility
of the sanitizer 142 to request the data for each email one by
one. For the purposes of cataloging all the social media sites
a user interacts with this entails extensive data processing.
The user might only have joined a dozen or so sites in the
last 10 years. But since social media sites can deliver
multiple emails per day, the results of the query may force
the sanitizer 142 to analyze thousands of emails. Even worse
is that this query does not even cover previous years where
the user may have joined and possibly abandoned other
social accounts.

In this case, it is important for the sanitizer 142 to find all
the unique senders while retrieving as few emails as possible
from the server. Since it is likely that numerous senders have
sent many emails to the user’s inbox, the ideal situation is to
find just one (or a few) messages from that sender and then
exclude that sender from any future queries. In other words,
if the user has thousands of emails from Nextdoor®, the
sanitizer prefers to get just one and then exclude
nextdoor.com from all subsequent queries to reduce the size
of the results.

The proposed solution here is repetitive querying with an
exclusion filter. Repetitive querying involves issuing the
same query multiple times in a row with some added
criterion— typically a different date range. Initially the
criterion will be extremely restrictive and will become less
restrictive with each subsequent query. The following
example illustrates how the process works:

Queries={

“subject:your{account password profile}”,

“category:purchases”,

“category:social”
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Criteria={

“newer_than: 1 d”,
“newer_than: 1 w”,
“newer_than: 1 m”,

“newer_than: 1 y”,
“newer_than: 2 y”,

Exclusion_filter={“exclude:”}

Unique_domains={ }

For each Q in Queries {

For each Criterion in Criteria {

query=Q+Criterion+Exclusion_filter

Exclusion_filter+=each unique domain

}

Each query in the query set is executed multiple times
with varying criteria. As each query completes, the domain
set in the exclusion filter grows and suppresses the results for
any domain that the sanitizer 142 has previously seen. Once
the process completes, the full set of domains are extracted
from the exclusion filter. It should be appreciated that the
technique is potentially leveraged to index all the senders in
the inbox provided that the query list is sufficiently large.

Consider the case where a user downloads email through
a local email client module 122. In this case, the email client
122 downloads the entire mailbox content into a local
mailbox. It is common for the local mailbox to be synchro-
nized with the mailbox in the cloud. Any user action
performed through the local email client 122, such as
deleting an email, sending an email is reflected in the cloud
copy that is maintained by the email server module 162. This
scenario is true for both a desktop computer email client and
a mobile device-based app.

In this use case, the sanitizer 142 is installed locally as an
email client extension, an operating system module, or as an
independent executable program. In any case, the sanitizer
142 has full access to the local mailbox. All scan operations
are performed locally, which are secured by the operating
system and protected by the user account. The sanitizer 142
behaves like a locally installed virus scanner. In this embodi-
ment, the digital footprint sanitizer 142 is resident on client
machine 102_1.

When companies send emails to their users, they don’t
necessarily identify themselves. There is no American Reg-
istry for Internet Numbers (ARIN)-like registry of email
addresses which can be used to map to a specific company.
A single company can send emails to a user from multiple
unique email addresses. It is common for these email
addresses to be from different domains. For example, the
company Bed Bath and Beyond® has sent emails from the
following addresses:

customer.service@bedbathandbeyond.com

BedBath&Beyond@email.bedbathandbeyond.com

customer.service@bedbath.com

BedBath&Beyond@emailbedbathandbeyond.com

That is 4 different email addresses from different domains.
The sanitizer 142 determine that all 4 of these emails are
from the same company. Normalization of these domain
names into a known entity can be done by various means,
such as finding the longest substring match using dynamic
programming, combined with heuristics rules.

There is one other scenario that needs domain name
normalization. There are cases where a service provider has
combined with another entity due to either merger or acqui-
sition. In this case the initial domain, e.g., comcast.net will
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be redirected to xfinity.com. The sanitizer 142 traces these
redirections until reaching a final domain name.

Knowing who the service provider is solves part of the
digital footprint sanitization problem. The next step is to
determine how to submit the user data deletion request. The
submission can be sending an email request to a given email
address or filling out a web request form. This second step
requires the sanitizer 142 to determine what the service
provider’s official web site is. Once known, the sanitizer 142
needs to analyze the service provider’s website to

discover information pertaining to that service provider’s
data retention, privacy and regulatory policies, and its
compliance against GDPR, CCPA, etc.

determine what are the supported submission methods

The email domain does not always match the web
domain. For example, emails from foo@etradefinancial.com
correspond to the web domain www.etrade.com. This dis-
crepancy requires that the sanitizer 142 issue HTTP Get
requests and follow HTTP redirects. Invalid certificates,
HTTP errors and DNS resolution failures or failed HTTP
connections guide this HTTP-redirect traversal process. This
process discovers various cases where the domain com-
pletely changes.

Another application of the service provider identification
solution is to correlate entities (operating from a variety of
email domains) that are known to be tracking or scamming
users and then help the user know which trackers or scam-
mers to avoid. Thus, it is a form of spam detection.

Once the sanitizer 142 obtains all the email senders from
the above queries, the data is refined. First, companies use
numerous email-only domains from which they send their
emails as discussed with the Bed Bath and Beyond®
example. In that example, there is one company, 4 domains.
The sanitizer 142 coalesces all 4 domains so that they
represent a single sender. The identity of the sender can be
determined by finding their homepage on the Internet.

1. This can be done by the following method—the HTTP
Discovery method: Identify domains that look like
email-only domains (e.g., emailbedbathandbeyond.
com) remove the prefix of suffixes that make the
sanitizer 142 to suspect that domain is an email domain
(mail, mail-, email, email-, etc.)

2. Check whether the domain is actually a web domain
(e.g.,. Protonmail,com, hotmail.com, etc.)

3. If not, remove the prefix or suffix and prepend “www.”
and see if the domain is a valid web domain by issuing
HTTP requests and then following HTTP redirects.

If this process succeeds, the sanitizer 142 uses the domain
from which it received the response as the true domain. If
multiple senders map to the same true domain, they are
coalesced since all senders have sent email on the behalf of
the same company.

Frequently, the HT'TP method does not work because the
domain that is used to send email has no web presence. In
this case the sanitizer uses the Email Harvesting method.
This method works as follows:

1. Download a few recent emails from the sender. More
recent emails have more up-to-date hyperlinks and
domain information.

2. Extract all the links from the email payload. Links that
have “privacy”, “privacy policy” or “unsubscribe” in
them are most likely to be relevant.

3. Check the privacy and unsubscribe links for prefix or
suffix matches. If there is a match, employ the HTTP
Discovery method and follow the HTTP redirects to
find the true domain. If the sanitizer 142 finds the
homepage, then the process is done.
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4. Otherwise, check the rest of the hyperlinks that were
extracted for the prefix or suffix matches and try the
same steps again. If the sanitizer 142 finds the homep-
age, then the process is done.

5. Otherwise, go through the entire set of links, remove
any duplicated domains, and apply a distance function
such as the Jaro-Winkler distance between the email
domain and the link domain. Sort all the links based on
their distance function score and remove any below a
predetermined threshold.

6. Apply the HTTP Discovery method to each of the
domains in the sorted list. If the sanitizer 142 finds a
homepage, then the process is done.

7. As a last resort, if the homepage cannot be found, the
domain is recorded so that it can be manually analyzed.

When the sanitizer 142 successfully determines the iden-
tity of the domain, the results are cached in a database. The
sanitizer crawls each page starting at the first page of the
official homepage. It deploys Artificial Intelligence (Al) or
Machine Learning (ML) based natural language processing
(NLP) to analyze each page’s content to identify privacy
related links or references. The sanitizer 142 first tries to
analyze the form directly. Since web forms are often
dynamically generated, the sanitizer saves the form into a
PDF and then analyzes the text in the PDF file to understand
the various form fields.

The sanitizer 142 automatically generates a data deletion
request on the user’s behalf if email submission method is
discovered. The response email is again analyzed by AI/ML
based NLP to confirm if a request is successtul. A response
may indicate a request has not been honored but it contains
text that offers either additional or proper submission
instructions. Such instructions may contain an alternative
submission email address or a link to a form. Therefore, the
sanitizer 142 iteratively repeats its submission process
according to the new instructions. The same set of algo-
rithms that are applied to the webpage analysis are applied
to email response analysis.

Merely determining the identity of the email sender is
insufficient. The end user needs something that is more
informative and actionable. At a minimum, the user should
be presented with information pertaining to exercising rights
to request and/or delete information. Other pieces of infor-
mation provide more context and an easily understood
narrative followed by recommendations:

Information request and deletion instructions

What types of information does the company possess?

How frequently does the user interact with this company?

When did the user first interact with this company?

Has the company had any previous data breaches?

What is the potential risk for future data breaches?

What is the company’s review ratings from, e.g., the
Better Business Bureau (BBB)?

public review sites

A recommendation may take the form: company X has

had 2 major data breaches in the past 3 years; according to
BBB, there are over 100 unresolved complaints filed against
the company in the past 2 years; its review for general
business is poor with a score of 2/5. We recommend that you
discontinue with this service provider to avoid further poten-
tial breach of your data.
Interaction commencement frequency can be easily deter-
mined by examining timestamps in the user’s inbox. Breach
information can be determined through the usage of some
third-party data feeds. The first two points are likely of the
most interest here.
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The content of service offering emails tends to repeat in
nature but varies in form. Therefore, through random sam-
pling of emails from a single vendor to perform extensive
body text analysis, the sanitizer 142 determines with a good
probability the types of information a service provider may
have about a user.

An embodiment of the invention applies AI/ML based
natural language processing on the body of text to decipher
the type of information a company may potentially possess
about a user. For example,

1. any offer from a local service provider, i.e., location-
based service offering may indicate the possession of
the user’s home address

2. any offer for life insurance may indicate the possession
of the user’s age and family information

3. any offer of discount for home or automobile insurance
may indicate possession of the user’s financial liabili-
ties

4. any offer for financial services may indicate possession
of the user’s income level

5. any offer for medical and pharmaceutical related ser-
vices may indicate possession of the user’s medical
history

6. any offer about dating service may indicate knowledge
about the user’s marital status, sex and sexual orienta-
tion

7. any offer for retail items and sales promotions may
indicate knowledge about the user’s past shopping
history and preferences

Collectively this set of information allows the sanitizer
142 to formulate scores on how much private information a
service provider may possess, thus providing a priority
ranking for each request. Since each data deletion request
must be followed through to its successful completion, this
priority score ranks the pending requests for follow ups.

As an additional system, similar processes are used to
help users organize and ‘clean-up’ their email or messaging
inboxes. People tend to avoid deleting email until their
inboxes contain 1000’s of emails and it is too daunting to try
to sift through them. This user behavior lets the email
providers such as Google® to access more of the user’s
Personally Identifiable Information (PII) and usage data over
long periods of time.

An email inbox cleaning and management system as
described herein uses similar scanning and AI/ML processes
to identify emails matching a user’s criteria and then delet-
ing or archiving the emails.

This invention checks for stored emails that not only
contain “sensitive data”, but also other types of information
that the user may not want stored. This can include outdated
emails, marketing emails, school emails, etc. The purpose is
to identify whatever a user did not want and then to delete
it or move it to another location.

An embodiment of the present invention relates to a
computer storage product with a computer readable storage
medium having computer code thereon for performing vari-
ous computer-implemented operations. The media and com-
puter code may be those specially designed and constructed
for the purposes of the present invention, or they may be of
the kind well known and available to those having skill in
the computer software arts. Examples of computer-readable
media include but are not limited to: magnetic media, optical
media, magneto-optical media, and hardware devices that
are specially configured to store and execute program code,
such as application-specific integrated circuits (“ASICs™),
programmable logic devices (“PLDs”) and ROM and RAM
devices. Examples of computer code include machine code,
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such as produced by a compiler, and files containing higher-
level code that are executed by a computer using an inter-
preter. For example, an embodiment of the invention may be
implemented using an object-oriented programming lan-
guage and development tools. Another embodiment of the
invention may be implemented in hardwired circuitry in
place of, or in combination with, machine-executable soft-
ware instructions.

The foregoing description, for purposes of explanation,
used specific nomenclature to provide a thorough under-
standing of the invention. However, it will be apparent to
one skilled in the art that specific details are not required to
practice the invention. Thus, the foregoing descriptions of
specific embodiments of the invention are presented for
purposes of illustration and description. They are not
intended to be exhaustive or to limit the invention to the
precise forms disclosed; obviously, many modifications and
variations are possible in view of the above teachings. The
embodiments were chosen and described to best explain the
principles of the invention and its practical applications,
they thereby enable others skilled in the art to best utilize the
invention and various embodiments with various modifica-
tions as are suited to the particular use contemplated. It is
intended that the following claims and their equivalents
define the scope of the invention.

The invention claimed is:

1. An apparatus, comprising:

a network interface circuit providing connectivity to a
network with network connected client machines host-
ing email client modules controlling email inboxes;

aprocessor connected to the network interface circuit; and
a memory connected to the processor, the memory storing
instructions executed by the processor to:
scan the email inboxes to identify statistically infre-
quently received emails from different network con-
nected service providers,

identify protocols utilized by the different network
connected service providers to accept user data
delete requests, and

coordinate execution of the protocols at the different
network connected service providers to delete user
data at the different network connected service pro-
viders.

2. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to determine the types of
information the network connected service providers have
about users.
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3. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to selectively scan emails
from a network connected service provider, using data
sampling to avoid scanning all emails from the network
connected service provider.

4. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to filter email inboxes using
previously processed service providers to progressively
reduce the number of email scans to discover newly iden-
tified network connected service providers.

5. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to discover websites for the
network connected service providers to send data delete
requests.

6. The apparatus of claim 5 further comprising instruc-
tions executed by the processor to analyze the websites for
the network connected service providers to identify the
protocols utilized by the network connected service provid-
ers to accept the data delete requests.

7. The apparatus of claim 6 further comprising instruc-
tions executed by the processor to analyze responses to data
delete requests to determine if the data delete requests were
successful.

8. The apparatus of claim 7 further comprising instruc-
tions executed by the processor to analyze responses to data
delete requests to identity instructions to follow for the data
delete requests.

9. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to assess a level of trust to
be ascribed to the network connected service providers.

10. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to produce descriptive
language about network connected service providers to
inform data delete requests.

11. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to prioritize data delete
requests.

12. The apparatus of claim 1 wherein the instructions to
scan the email inboxes is performed inside a secure enclave.

13. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to identify email spammers
using multiple domain sources.

14. The apparatus of claim 1 further comprising instruc-
tions executed by the processor to remove or archive email
based upon user supplied criteria.
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