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PACKET FILTERING

BACKGROUND

[0001] In many networks, packet traffic is mirrored to a
packet analyzer, a network sniffer, an intrusion prevention
system (IPS), or other computer hardware and/or software.
Mirroring involves detecting packets, for example, at a switch
port on a network switch and then copying (or mirroring) the
packets on a mirroring port on the network switch. The mir-
roring port sends mirrored packets to the packet analyzer,
network sniffer, IPS, etc.

BRIEF DESCRIPTION OF DRAWINGS

[0002] The following description includes discussion of
figures having illustrations given by way of example of imple-
mentations of embodiments of the invention. The drawings
should be understood by way of example, not by way of
limitation. As used herein, references to one or more
“embodiments” are to be understood as describing a particu-
lar feature, structure, or characteristic included in at least one
implementation of the invention. Thus, phrases such as “in
one embodiment” or “in an alternate embodiment” appearing
herein describe various embodiments and implementations of
the invention, and do not necessarily all refer to the same
embodiment. However, they are also not necessarily mutually
exclusive.

[0003] FIG. 1 is a block diagram illustrating a packet ana-
lyzer according to various embodiments.

[0004] FIG. 2 is a block diagram illustrating a system
according to various embodiments.

[0005] FIG. 3 is a flow diagram of operation in a system
according to various embodiments.

DETAILED DESCRIPTION

[0006] A network switch is a computer networking device
that connects network segments. Also called a network
bridge, a network switch processes and forwards data at the
data link or Ethernet layer, also known as Layer 2 of the Open
System Interconnection (OSI) model of computing. Switches
that additionally process data at the network layer (Layer 3
and above) are often referred to as Layer 3 or multilayer
switches. While many examples herein refer to Ethernet layer
functionality, various embodiments described herein are not
limited to the Ethernet layer. To this end, the terms “switch”
and/or “network switch,” as used herein, refer broadly to any
type of networking device capable of forwarding packets
between network segments. In other words, the switches
described herein may perform Layer 2 rocessing, Layer 3
processing or both; they might also perform higher-layer
processing as well.

[0007] As described herein, a switch may include several
ports for connecting various network endpoints (e.g., client,
server, etc.). In various embodiments, a switch includes both
ingress and egress ports for endpoints connected to the
switch. At least one port on the switch is designated as a
mirroring port. A mirroring port captures mirrored traffic and
sends it to a device connected to the mirroring port. One
example of a mirroring port is the SPAN (Switched Port
Analyzer) port on switches available from Cisco Systems,
Inc. of San Jose, Calif. As mentioned previously, devices
connected to a mirroring port can include packet analyzers,
network sniffers, IPS devices, etc. For convenience, such
devices are referred to herein as mirroring devices even
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though they may perform a variety of functions (e.g., analyz-
ing, processing, manipulating, altering data, etc.) Mirroring
devices may be implemented in hardware or they may be
implemented as instructions and/or modules stored on a com-
puter-readable storage medium and executed by a processor.
[0008] In many situations, traffic (e.g., packet traffic) is
mirrored at the ingress and the egress ports on a switch. In
other words, the same packet may be mirrored once at the
egress port and then again at the ingress port on the switch.
This can result in duplicate packets being seen by the mirror-
ing device. For various reasons, duplicate packets can be
problematic. This problem is further complicated by inten-
tional retransmission of packets. For example, packets are
occasionally lost during transmission and need to be retrans-
mitted. It can be difficult for a mirroring device to distinguish
between duplicate packets and retransmitted packets.

[0009] Filtering duplicate packets based on the premise of
a unique combination of TCP (Transmission Control Proto-
col) sequence number and TCP acknowledgment number is
insufficient because a retransmitted version of packet X will
have the same combination of TCP sequence number (TCP
SEQ) and TCP acknowledgement number (TCP ACK) as a
duplicate version of packet X.

[0010] In IPv4 (Internet Protocol version 4, described in
Internet Engineering Task Force RFC 791), duplicate packets
and retransmitted packets can be distinguished, despite hav-
ing the same TCP SEQ and TCP ACK combination, based on
an identification field in the packet header. In other words,
retransmitted packets have a different identification field
value in the IPv4 packet header than the original packet. In
contrast, duplicate packets have the same identification value
in the IPv4 packet header as the original packet. However, IP
version 6 (IPv6) does not include a similar identification field
in the packet header. Accordingly, duplicate packets and
retransmitted packets cannot be directly distinguished, for
example, via a single field (e.g., an identification field) in the
packet header in IPv6.

[0011] Various embodiments described herein leverage a
handshake process (e.g., the TCP three-way handshake) to
distinguish duplicate packets from retransmitted packet mir-
rored to a mirroring device.

[0012] FIG. 1 is a block diagram illustrating a packet ana-
lyzer 110 according to various embodiments. FIG. 1 includes
particular components, modules, etc. according to various
embodiments. However, in different embodiments, other
components, modules, arrangements of components/mod-
ules, etc. may be used according to the teachings described
herein. In addition, various components, modules, etc.
described herein may be implemented as one or more soft-
ware modules, hardware modules, special-purpose hardware
(e.g., application specific hardware, application specific inte-
grated circuits (ASICs), embedded controllers, hardwired cir-
cuitry, etc.), or some combination of these.

[0013] Packet analyzer 110 can be any computing device
capable of receiving packet traffic from a network. For
example, packet analyzer 110 could be a network monitoring
device, a network security device, or a host computer that
contains executable instructions for implementing embodi-
ments described herein. As shown, packet analyzer 110
includes a port 112, a traffic identification module 114, a
counter 116, and a filtering module 118.

[0014] Port 112 receives ingress and egress traffic mirrored
from ports of a network switch. Traffic identification module
114 identifies mirrored traffic associated with a handshake
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process for a connection between two endpoints connected on
the network switch. For example, traffic identification mod-
ule 114 might look at packet headers to determine if one or
more header fields indicate that a packet is associated with a
handshake process. Counter 116 counts packets associated
with the handshake process.

[0015] While packets are frequently retransmitted once a
connection is established between two endpoints, various
connection protocols dictate that packets may not be retrans-
mitted if a packet is lost during an attempt to establish a
connection (i.e., during a handshake process). Instead, if a
packet is lost during the handshake process, the attempted
connection fails and a new attempt at a connection must be
started. Thus, based on an assumption that packets are not
retransmitted during a handshake process, the number of
packets associated with a successful handshake process is
fixed. Accordingly, depending on the protocol used, a hand-
shake process for a connection between two endpoints might
be expected to involve the exchange of N packets. If counter
116 counts N packets during the handshake process, packet
analyzer 110 may determine that there are no duplicate pack-
ets being mirrored for this connection. In contrast, if counter
116 counts 2N packets (i.e., twice the expected number of
packets) during the handshake process, packet analyzer 110
may conclude that it is receiving duplicate packets for the
connection (given that packets are not retransmitted during a
handshake process).

[0016] Filtering module 118 filters packets in view of the
packets counted by counter 116 during the handshake pro-
cess. For example, if counter 116 counts 2N packets during a
handshake process where N packets are expected, this means
there is exactly one duplicate packet for every real packet on
the connection. In view of the actual count and the expected
count from the handshake process, filtering module 118 filters
the duplicate packets. In the same example where 2N packets
are counted during the handshake process where N packets
are expected, packet analyzer 110 might subsequently detect
three seemingly identical packets on the established connec-
tion. Thus, filtering module 118 filters one of the three seem-
ingly identical packets as a duplicate. In other words, the first
packet is treated as the original legitimate packet, the second
packet is treated as a duplicate, and the third packet is treated
as a retransmitted packet (because retransmissions can occur
on established connections).

[0017] Insimilar fashion, if counter 116 counts 3N packets
during the handshake process where N packets are expected,
this might signify two duplicate packets for every real packet.
Thus, if three identical packets are detected after establishing
the connection, filtering module 118 would filter two of the
three identical packets based on the 3N count from the hand-
shake process. By accurately filtering duplicate packets and
keeping retransmitted packets, packet analyzer 110 may more
accurately analyze network traffic.

[0018] FIG. 2 illustrates a system according to various
embodiments. FIG. 2 includes particular components, mod-
ules, etc. according to various embodiments. However, in
different embodiments, other components, modules, arrange-
ments of components/modules, etc. may be used according to
the teachings described herein. Various components, mod-
ules, etc. described herein may be implemented as one or
more software modules, hardware modules, special-purpose
hardware (e.g., application specific hardware, application
specific integrated circuits (ASICs), embedded controllers,
hardwired circuitry, etc.), or some combination of these. In
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addition, functions and/or operations performed by various
components, modules, etc. may be embodied as instructions
executable by a processor (e.g., processor 220) and stored in
a computer-readable storage medium (e.g., memory 222).

[0019] Switch 230 includes various switch ports 232-238.
Switch port 236 is a mirroring port that mirrors traffic
detected on the other ports of switch 230 to packet analyzer
210. In particular, switch 230 mirrors traffic from nodes 240,
250 and 280 to packet analyzer 210. In one example, nodes
240 and 250 have an established connection (e.g., TCP/IP
connection) and communicate using the IPv6 protocol. Given
the connection, node 240 sends a packet to node 250. In this
example, switch 230 mirrors both ingress and egress traffic
through port 236 to packet analyzer 210. Accordingly, switch
230 detects the packet transmission from node 240 at port 232
and mirrors the packet to port 236. Switch 230 also detects the
arrival of the packet at port 234 en route to node 250 and
mirrors the packet again to port 236. Thus, the process of
transmitting the packet from node 240 to node 250 results in
switch 230 mirroring the packet twice to port 236. Packet
analyzer 210 therefore receives a duplicate packet. However,
because the IPv6 protocol does not include a unique identifi-
cation field in the header of each IP packet to distinguish
duplicate packets from retransmitted packets, packet analyzer
210 analyzes packets during a handshake process to distin-
guish duplicate packets from retransmitted packets, which is
described in more detail below. It should be noted that the
IPv6 protocol is used herein merely by way of example.
Embodiments described herein could also employ other pro-
tocols including, but not limited to, IPv4 and other Internet
Layer protocols.

[0020] To distinguish duplicate packets from retransmitted
packets, packet analyzer 210 analyzes the handshake process
associated with establishing new connections (e.g., TCP/IP
connections). Using the example above, when nodes 240 and
250 first attempt to establish a connection between each other,
a three-way handshake is initiated by one of the nodes.
Assuming node 250 initiates the handshake, node 250 sends
a segment to node 240 with the SYN (Synchronization) flag
set to 1 and the ACK (Acknowledgement) flag set to 0. This
announces an attempt to open a connection. This segment
header also includes an ISN (initial sequence number) for
node 250. Node 240 receives the segment from node 250 and
returns a segment with the SYN flag set to 1 (indicating
communication is still in the synchronization phase) and the
ACK flag set to 1 (indicating that the acknowledgment field
will include a number). The segment sent by node 240
includes the ISN for node 240 and an acknowledgment num-
ber M+1, where M is the last sequence number received from
node 250. Finally, node 250 sends a segment to node 240 that
acknowledges receipt of the ISN for node 240. This segment
has the SYN flag set to 0 and the ACK flag set to 1. The
segment includes the next sequence number (M+1) and an
acknowledgement number N+1, where N is the last sequence
number received from node 240. Following receipt of the last
segment by node 240, a connection is established between
nodes 240 and 250.

[0021] In various embodiments, port 212 receives ingress
and egress traffic mirrored through port 236. Traffic identifi-
cation module 214 identifies mirrored packets associated
with the handshake process described above (or similar hand-
shake process). In certain embodiments, traffic identification
module 214 identifies packets associated with the synchroni-
zation phase of the handshake process (e.g., SYN flag is set to
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1). Traffic identification module 214 may additionally distin-
guish traffic associated with the handshake process by source
and/or destination address. For example, in the case of estab-
lishing a connection between node 240 and node 250, each
node sends a single synchronization-phase packet. Traffic
identification module 214 not only identifies the synchroni-
zation phase packets but distinguishes them by source and/or
destination address. Additionally, traffic identification mod-
ule 214 distinguishes between synchronization packets asso-
ciated with different connections (e.g., distinguishes between
a first handshake process involving nodes 240 and 250 and a
second handshake process involving nodes 250 and 280).
[0022] Counter 216 counts packets associated with a hand-
shake process based on the information identified by traffic
identification module 214. In this way, counter 216 is able to
count the number of packets associated with a particular
handshake process (e.g., a connection attempt between nodes
240 and 250). In various embodiments, counter 216 counts
the synchronization-phase packets associated with a particu-
lar handshake process.

[0023] Filtering module 218 filters packets based on the
information obtained by traffic identification module 214 and
counter 216 during the handshake process. For example, in a
TCP handshake, it is expected that there will be two synchro-
nization-phase packets transmitted (i.e., one from each node).
It is assumed that packets are not retransmitted during a
handshake—if a packet fails to reach its destination during
the handshake, the connection attempt fails and a new con-
nection attempt must be started. Accordingly, if packet ana-
lyzer 210 receives two synchronization-phase packets for a
particular connection (i.e., during the handshake process),
then filtering module 218 knows that future mirrored packets
associated with the connection will not include duplicates.
Thus, filtering module 218 treats any packets (associated with
that connection) that might otherwise appear to be duplicate
packets as retransmitted packets (i.e., such packets are not
filtered). In contrast, if packet analyzer 210 receives four
synchronization-phase packets for a particular connection
(i.e., during the handshake process), then filtering module
218 knows that every legitimate packet received by packet
analyzer 210 will be accompanied by a duplicate packet (i.e.,
because two synchronization packets were expected and 2
extra packets were received). Filtering module 218 filters the
duplicate packets (e.g., by filtering one of two packets having
the same sequence number and the same ACK number). The
relationship between synchronization-phase packet counts
and filtering of duplicates can be extended to multiples of the
expected synchronization-phased packet count. In other
words, any indication of a handshake packet count (and, in
particular, a synchronization-phase packet count) that
exceeds the expected count (by a multiple of the expected
count) triggers duplicate packet filtering by filtering module
218.

[0024] FIG. 3 includes particular operations and execution
order according to certain embodiments. However, in differ-
ent embodiments, other operations, omitting one or more of
the depicted operations, and/or proceeding in other orders of
execution may also be used according to teachings described
herein.

[0025] A computing device (e.g., a packet analyzer)
receives 310 ingress and egress traffic mirrored on ports of a
network switch via a mirroring port on the network switch.
The device determines 320 the number of packets mirrored
via the mirroring port as part of handshake process for a
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connection between two entities. In various embodiments,
the number of packets associated with a handshake process
(and, in particular, the synchronization-phase of the hand-
shake process) is fixed based at least in part on an assumption
that nodes do not retransmit packets during a handshake
process. Thus, if the number of packets counted during a
handshake between two entities (i.e., two nodes, endpoints,
etc.) exceeds the fixed and/or expected number for the hand-
shake process, the device discards 330 those mirrored packets
that are duplicates.

[0026] Various modifications may be made to the disclosed
embodiments and implementations of the invention without
departing from their scope. Therefore, the illustrations and
examples herein should be construed in an illustrative, and
not a restrictive sense.

1. A method, comprising:

receiving ingress and egress traffic mirrored on ports of a
network switch via a mirroring port on the network
switch;

determining a count of packets mirrored via the mirroring
port as part of a handshake process for a connection
between two entities; and

filtering duplicate mirrored packets associated with the
connection based at least in part on the count.

2. The method of claim 1, wherein determining the count

comprises:

counting the number of synchronization-phase packets
sent during the handshake process.

3. The method of claim 2, wherein counting the number of

synchronization-phase packets comprises:

counting the number of synchronization-phase packets
sent from a first entity during the handshake process; and

counting the number of synchronization-phase packets
sent from a second entity during the handshake process.

4. The method of claim 1, further comprising:

determining a count of retransmitted packets associated
with the connection in view of the duplicate mirrored
packets.

5. The method of claim 1, wherein mirroring traffic to a

mirroring port further comprises:

mirroring traffic to a packet analyzer connected to the
mirroring port.

6. An apparatus, comprising:

a port to receive ingress and egress traffic mirrored to a
mirroring port from ports of a network switch;

a traffic identification module to identify mirrored traffic
associated with a handshake process for a connection
between two endpoints connected with the network
switch;

a counter to count packets associated with the handshake
process; and

a filtering module to filter packets based at least in part on
the count of packets associated with the handshake pro-
cess.

7. The apparatus of claim 6, the traffic identification mod-
ule further to identify synchronization-phase packets sent
from a first source during the handshake process and to iden-
tify synchronization-phase packets sent from a second source
during the handshake process.

8. The apparatus of claim 7, the counter further to produce
a first count of synchronization-phase packets sent from the
first source and a second count of synchronization-phase
packet sent from the second source.
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9. The apparatus of claim 6, the filtering module further to
distinguish between duplicate packets and retransmitted
packets based at least in part on the count of packets associ-
ated with the handshake process.

10. A computer-readable storage medium containing
instructions that, when executed, cause a computer to:

determine a count of ingress and egress port packets asso-

ciated with a handshake process for a connection
between a first node and a second node, wherein the
ingress and egress port packets are mirrored to a mirror-
ing port on a network switch; and

filtering duplicate mirrored packets associated with the

connection based at least in part on the count.

11. The computer-readable storage medium of claim 10,
wherein the count includes a first source count for packets
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having a first source address and a second source count for
packets having a second source address.
12. The computer-readable storage medium of 11, contain-
ing further instructions that cause the computer to:
determine that a packet sent from the first source address is
a retransmitted packet if the packet sequence number
and acknowledgement number match the sequence
number and acknowledgement number of a previous
packet sent from the first source address and if the total
number of packets sent from the first source having the
packet sequence number and the acknowledgement
number exceeds the first source count associated with
the handshake process.
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