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REGULATED CONTENT PLAYLISTS

FIELD

[0001] The present disclosure relates to the technical field
of data processing, and in particular, to apparatuses, methods
and storage media for generating, regulating, and distribut-
ing regulated content playlists.

BACKGROUND

[0002] The background description provided herein is for
the purpose of generally presenting the context of the
disclosure. Unless otherwise indicated herein, the materials
described in this section are not prior art to the claims in this
application and are not admitted to be prior art by inclusion
in this section.

[0003] Professionals, such as physicians, service provid-
ers, and other information workers are frequently provided
with information that is relevant to their practice from
content providers (for example, pharmaceutical manufactur-
ers or resellers, medical equipment/device manufacturers or
resellers, and the like). The content may be used by inter-
mediary parties, such as representatives of the content
providers or of other services, to discuss services, drugs,
equipment, etc. with the professionals. The information
conveyed by the content and/or the type of content that may
be distributed to the professionals may be regulated by
regulatory bodies or administrative agencies (for example,
the Food and Drug Administration (FDA)). However, con-
tent providers and/or the intermediary parties may have
difficulties in navigating regulatory frameworks when pro-
ducing and/or distributing the content to the professionals.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Embodiments will be readily understood by the
following detailed description in conjunction with the
accompanying drawings. To facilitate this description, like
reference numerals designate like structural elements.
Embodiments are illustrated by way of example, and not by
way of limitation, in the figures of the accompanying
drawings.

[0005] FIG. 1 illustrates an arrangement suitable for prac-
ticing various embodiments of the present disclosure;

[0006] FIG. 2 illustrates an example process for regulating
distribution of a regulated content playlist, in accordance
with various embodiments;

[0007] FIG. 3 illustrates n example process for reviewing
and approving a regulated content playlist, in accordance
with various embodiments;

[0008] FIG. 4 illustrates an example process for generat-
ing and distributing a regulated content playlist, in accor-
dance with various embodiments;

[0009] FIGS. 5-9 illustrate example interfaces for gener-
ating a regulated content playlist, in accordance with various
embodiments;

[0010] FIGS. 10-17 illustrate example interfaces for dis-
tributing a regulated content playlist, in accordance with
various embodiments;

[0011] FIG. 18 illustrates an example computing environ-

ment suitable for practicing various aspects of the present
disclosure in accordance with various embodiments; and
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[0012] FIG. 19 illustrates an example storage medium
with instructions configured to enable an apparatus to prac-
tice various aspects of the present disclosure in accordance
with various embodiments.

DETAILED DESCRIPTION

[0013] Embodiments described herein are directed to
methods, apparatuses, systems, and computer-readable
media for generating, regulating, and distributing regulated
content playlists. In various embodiments, a cloud comput-
ing service (“cloud”) or a customer may be configured to
facilitate a user, such as a representative, in creating a
regulated content playlist, verify that the regulated content
playlist complies with various standards promulgated by
regulatory agencies and/or governing bodies, and facilitate
and control distribution of the regulated content playlist to
various recipients.

[0014] In the following detailed description, reference is
made to the accompanying drawings which form a part
hereof wherein like numerals designate like parts through-
out, and in which is shown by way of illustration embodi-
ments that may be practiced. It is to be understood that other
embodiments may be utilized and structural or logical
changes may be made without departing from the scope of
the present disclosure. Therefore, the following detailed
description is not to be taken in a limiting sense, and the
scope of embodiments is defined by the appended claims
and their equivalents.

[0015] Various operations may be described as multiple
discrete actions or operations in turn, in a manner that is
most helpful in understanding the claimed subject matter.
However, the order of description should not be construed as
to imply that these operations are necessarily order depen-
dent. In particular, these operations may not be performed in
the order of presentation. Operations described may be
performed in a different order than the described embodi-
ment. Various additional operations may be performed and/
or described operations may be omitted in additional
embodiments.

[0016] For the purposes of the present disclosure, the
phrase “A and/or B” means (A), (B), or (A and B). For the
purposes of the present disclosure, the phrase “A, B, and/or
C” means (A), (B), (C), (A and B), (A and C), (B and C), or
(A, B and C). Where the disclosure recites “a” or “a first”
element or the equivalent thereof, such disclosure includes
one or more such elements, neither requiring nor excluding
two or more such elements. Further, ordinal indicators (for
example, first, second or third) for identified elements are
used to distinguish between the elements, and do not indi-
cate or imply a required or limited number of such elements,
nor do they indicate a particular position or order of such
elements unless otherwise specifically stated.

[0017] The description may use the phrases “in an
embodiment,” or “in embodiments,” which may each refer
to one or more of the same or different embodiments.
Furthermore, the terms “comprising,” “including,” “hav-
ing,” and the like, as used with respect to embodiments of
the present disclosure, are synonymous. Where the disclo-
sure recites “a” or “a first” element or the equivalent thereof,
such disclosure includes one or more such elements, neither
requiring nor excluding two or more such elements. Further,
ordinal indicators (for example, first, second or third) for
identified elements are used to distinguish between the
elements, and do not indicate or imply a required or limited
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number of such elements, nor do they indicate a particular
position or order of such elements unless otherwise specifi-
cally stated

[0018] As used herein, the terms “circuitry” may refer to,
be part of, or include an Application Specific Integrated
Circuit (“ASIC”); Field Programmable Gate Arrays (FP-
GAs); electronic circuits; one or more processors (shared,
dedicated, or group) and/or memory (shared, dedicated, or
group) that execute one or more software, middleware, or
firmware programs; a combinational logic circuit; and/or
other suitable components that provide the described func-
tionality. Additionally, the terms “logic” and/or “module”
may include logic (including operating systems or applica-
tion instructions, data, etc.) at least partially operable in
circuitry. The circuitry may implement the module/logic to
cause the module/logic to perform operations described
herein.

[0019] As used herein, the term “memory” may represent
one or more hardware devices for storing data, including
random access memory (RAM), magnetic RAM, core
memory, read only memory (ROM), magnetic disk storage
mediums, optical storage mediums, flash memory devices,
solid state drives, and/or other machine readable mediums
for storing data. The term “computer-readable medium” may
include, but is not limited to, memory, portable or fixed
storage devices, optical storage devices, wireless channels,
and various other mediums capable of storing, containing or
carrying instruction(s) and/or data.

[0020] As used herein, the terms “computer system”™ may
be considered synonymous to, and may hereafter be occa-
sionally referred to, as a computer device, computing device,
computing platform, client device, client, mobile, mobile
device, user equipment (UE), terminal, receiver, server, etc.,
and may describe any physical hardware device capable of
sequentially and automatically carrying out a sequence of
arithmetic or logical operations; equipped to record/store
data on a machine readable medium; and transmit and
receive data from one or more other devices in a commu-
nications network. The term “computer system” may
include any type of electronic devices, such as a cellular
phone or smart phone, tablet personal computer, wearable
computing device, an autonomous sensor, laptop computer,
desktop personal computer, a video game console, a digital
media player, a handheld messaging device, a personal data
assistant, an electronic book reader, an augmented reality
device, server computer device(s) (for example, stand-alone,
rack-mounted, blade, etc.), and/or any other like electronic
device. Additionally, the term “computer system” and/or
“system” may refer to various components of a computer
that are communicatively coupled with one another. Fur-
thermore, the term “computer system” and/or “system” may
refer to multiple computer devices that are communicatively
coupled with one another and configured to share computing
and/or networking resources.

[0021] As used herein, the term “network element”, may
be considered synonymous to and/or referred to as a net-
worked computer, networking hardware, network equip-
ment, access point, router, switch, hub, bridge, gateway,
and/or other like device. The term “network element” may
describe a physical hardware device of a wired or wireless
communication network that is configured to host a client
device and the like. Furthermore, the term “network ele-
ment” may describe equipment that provides radio baseband
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functions for data and/or voice connectivity between a
network element and/or one or more users.

[0022] In the following description particular examples
are provided, for the sake of example, with reference to
particular roles or professions. For example, embodiments
are described herein with reference to “providers”, “repre-
sentatives”,  “physicians”, “reviewers”, “regulators”,
“recipients”, etc. Various embodiments may be practiced to
facilitate communication between various persons and/or
roles, and that the embodiments and techniques described
herein should not be read to be limited by any particular
roles used for exemplary description. Additionally, while
particular subject matter is offered as examples of types of
information that may be discussed during a contact, such as,
for example, “pharmaceuticals”, “drugs”, “medical devices”
or “devices”, no particular limitation on the type of contacts
should be implied. Further, “contacts” as used herein, may
refer to various types of communication between different
parties, including, but not limited to, audio, video, text,
email, and in-person communications.

[0023] Referring now to the figures, FIG. 1 shows an
arrangement 100 suitable for practicing various embodi-
ments of the present disclosure. As shown in FIG. 1,
arrangement 100 may include representative computer
device 105, reviewer computer device 110, recipient com-
puter device 115, and cloud computing service (“cloud”)
145. The representative computer device 105, the reviewer
computer device 110, and the recipient computer device 115
may be collectively referred to as “client devices” and the
like. Cloud 140 may include one or more servers 145 and
various databases (DBs) 150-170 including the content
items DB 150, references (refs.) DB 155, rules DB 160,
regulated content playlist (RCP) DB 165, and permissions
DB 170.

[0024] The cloud computing service 140 (also referred to
as “cloud 140 and the like) may be a system of computer
devices (for example, one or more servers 145, storage
devices including the DBs 150-170, etc. within or associated
with a data center or data warehouse) that provides access to
a pool of computing resources. A “computing resource” may
refer to a physical or virtual component within a computing
environment and/or within a particular computer device,
such as memory space, processor time, electrical power,
input/output operations, ports or network sockets, and the
like. The one or more servers 145 in the cloud 140 may be
individual computer devices, where each of the servers 145
include one or more processors, one Or more memory
devices, input/output (I/O) interfaces, communications
interfaces, and/or other like components. The one or more
servers 145 may be connected with one another via a Local
Area Network (LAN), fast LAN, message passing interface
(MPI) implementations, and/or any other suitable network-
ing technology. Various combinations of the one or more
servers 145 may implement different cloud elements or
nodes, such as a cloud manager, a cluster manager, master
node, a plurality of secondary (slave) nodes, and the like.
The one or more servers 145 may implement additional or
alternative nodes/elements in other embodiments.

[0025] In some implementations, some of the servers 145
(for example, servers 145 that act as secondary nodes) may
implement application server functionality, such as obtain-
ing various messages from the client devices; processing
data contained in those messages; routing data to other
nodes in the cloud 140 for further processing, storage,



US 2018/0367508 Al

retrieval, etc.; generating and communicating messages
including data items, content items, program code, render-
able webpages and/or documents (for example, including
the various interfaces discussed herein), and/or other infor-
mation to/from client devices; and/or other like application
server functions. In some implementations, cloud 140 may
be a customer relationship management (CRM) system
where some of the servers 145 act as nodes that implement
and execute CRM applications for the storage and retrieval
of information in/from various database objects. In this way,
various combinations of the one or more servers 145 may
implement different cloud elements/nodes configured to
perform the embodiments discussed herein.

[0026] In various embodiments, the cloud 140 may be
configured to provide one or more interfaces to the client
devices. In embodiments, the interfaces may be graphical
user interfaces (GUIs) comprising graphical control ele-
ments (GCEs) that may allow the client devices to perform
various functions and/or to request or instruct the cloud 140
to perform various functions. For example, the cloud 150
may provide interfaces that allow a representative computer
device 105 to generate a proposed regulated content playlist
(PRCP), populate the PRCP with a set of content items,
submit the PRCP for verification or compliance with regu-
latory requirements, and distribute approved regulated con-
tent playlists (ARCPs) to identified recipient computer
devices 115. In another example, the cloud 140 may provide
interfaces that allow a reviewer computer device 110 to
access a PRCP, revise or comment on individual content
items of the PRCP, and/or approve the PRCP for conversion
into an ARCP. In another example, the cloud 140 may
provide interfaces that allow a recipient computer device
115 to obtain an invitation to access an ARCP, access
approved content items of the ARCP, and comment on the
ARCP and/or individual content items of the ARCP.
[0027] The cloud 140 may also provide various other
interfaces as discussed herein. The interfaces may be devel-
oped using website development tools and/or programming
languages (for example, HTML, Cascading Stylesheets
(CSS), JavaScript, Jscript, Ruby, Python, etc.) and/or using
platform-specific  development tools (for example,
Android® Studio™ integrated development environment
(IDE), Microsoft® Visual Studio® IDE, Apple® iOS®
software development kit (SDK), etc.). The term “platform-
specific” may refer to the platform implemented by the
client devices and/or the platform implemented by the cloud
140. Example interfaces are shown and described with
regard to FIGS. 5-17.

[0028] In various embodiments, the cloud 140 may be
configured to establish and maintain establish end-to-end
encrypted tunnels (EETs) 120, 125, and 130 between the
cloud 140 and various client devices. The EETs may also be
referred to as “secure channels”, “encrypted channels”, and
the like. The EETs may be established using any suitable a
tunneling protocol that uses an encryption algorithm to
(re)package data traffic for communication between com-
puter devices. Examples of such tunneling protocols may
include Internet Protocol Security (IPSec), Secure Socket
Layer (SSL), Transport Layer Security (TLS), Pretty Good
Privacy (PGP) and/or OpenPGP, Secure Shell (SSH), Ker-
beros, and the like.

[0029] The DBs 150-170 may each comprise one or more
data storage devices that act as a repository for persistently
storing and managing collections of data according to a
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predefined database structure. The data storage devices may
include one or more primary storage devices, secondary
storage devices, tertiary storage devices, non-linear storage
devices, and/or other like data storage devices. In some
implementations, at least some of the servers 145 may
implement a suitable database management system (DMS)
to execute storage and retrieval of information against
various database object(s). The DMS may include a rela-
tional database management system (RDBMS), an object
database management system (ODBMS), and/or the equiva-
lent. The DBs 150-170 can be implemented as part of a
single database, a distributed database, a collection of dis-
tributed databases, a database with redundant online or
offline backups or other redundancies, etc., and can include
a distributed database or storage network. The server(s) 145
implementing the DMS may utilize any suitable query
language to store and retrieve information in/from the DBs
150-170. Suitable implementations for the database systems
and storage devices are known or commercially available,
and are readily implemented by persons having ordinary
skill in the art.

[0030] The content items DB 150 may store various
content items that may be distributed to various recipient
devices 115 in one or more RCPs. The content items may
include any information to be conveyed to a particular
audience or end-user, and may include or convey informa-
tion pertaining to specific subjects or topics. The content
items may be different content types (for example, text,
image, audio, video, etc.), and/or may have different formats
(for example, text files including Microsoft® Word® docu-
ments, Portable Document Format (PDF) documents,
HTML documents; audio files such as MPEG-4 audio files
and WebM audio and/or video files; etc.). The particular
information conveyed by the content items may be regulated
by a governmental agency, trade association or standards
body, and/or other entity. The content items DB 150 may
include content items that have already been verified/ap-
proved as complying with regulatory requirements for dis-
tribution, and which may have been supplied to the cloud
140 by other users and/or publishing entities. In some
embodiments, the content items DB 150 may store content
items that are pending approval for distribution by one or
more reviewer devices 110.

[0031] The refs. DB 155 may store reference items to be
associated with the RCP and/or individual content items of
an RCP. The reference items may be content that can be
referred to for information regarding a particular scenario or
topic. For example, the reference items may include journal
articles, publications, literature produced/published by phar-
maceutical manufacturers and/or medical device manufac-
turers, video content, and/or other like media. Such infor-
mation may be obtained using processes described by U.S.
application Ser. No. 13/032,461 titled “Tracking Digital
Content Objects,” U.S. application Ser. No. 13/841,982
titled “System for Multi-Point Publication Syndication,”
U.S. application Ser. No. 14/511,140 titled “Selective Shar-
ing of Electronic Information”, Int’1 App. No. PCT/US2016/
049138 titled “Contact Planning System”, and/or the like.

[0032] The rules DB 160 may store any set of constraints
and/or standards for conveying information for particular
content items, tags, topics, etc. The rules may be generated
based on statutes, regulations, standards, etc. promulgated
by a governmental agency or regulatory body, and/or the
rules may be generated based on historically disallowed
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words, content items, or combination or words/content items
(for example, words that have been previously rejected by a
governmental agency or regulatory body, or by a reviewer
device 110). In embodiments, the rules stored in the rules
DB 160 may be used to validate content items of an RCP
prior to distribution to reviewer devices and/or recipient
devices.

[0033] The RCP DB 165 may store various RCP entities,
such as RCP entity 106, and associated information. An RCP
entity 106 may be database object or record that stores
various values, statistics, metadata, etc. related to a particu-
lar RCP. As used herein, a “database object” may refer to any
representation of information in a database that is in the form
of an object or tuple, and may include variables, data
structures, functions, methods, classes, database records,
database fields, database entities, associations or relations
between data and database entities, and the like. The RCP
entity 106 may comprise data elements or fields that store
individual data items. For example, a field may include a
links or identifier (for example, a content ID) for a content
item to be included in the RCP, metadata related to the RCP,
user data associated with the representative device 105,
and/or other like information. The metadata of the RCP may
include any information about the RCP, such as a name
and/or unique ID of the RCP, a status of the RCP (for
example, proposed, approved, rejected, etc.), status of indi-
vidual content items in the RCP (for example, under review,
approved, rejected, etc.), creation date of the RCP, edit/
revision dates and/or times, and other like RCP parameters.
The user data may include user IDs of users that are
permitted to edit/review the RCP, employer ID or other
employer-related information of the users that are permitted
to edit/review the RCP, client device type and/or parameters,
and/or other like information.

[0034] The permissions DB 170 may store access permis-
sions. In embodiments, access to a piece of content may be
controlled based on these access permissions. Users of the
client devices may differ in their respective capacities,
functions, roles, etc., and the types of RCPs and/or content
items that a user of a client device may be determined by the
access permissions stored in the permissions DB 170. For
example, permissions DB 170 may store data access per-
missions allotted to a provider and/or a recipient client
device 115, where the access permissions may be allocated
to the provider based on capacities, functions, roles, etc., of
the provider. The access permissions may be used to grant
(or not grant) access to an RCP or individual content items
of'an RCP. In some embodiments, a hierarchical model may
be used where users at one permission level may access
certain RCPs and/or content items accessible by lower
permission level users, but may not have access to certain
RCPs and/or content items accessible by higher permission
level users. In some embodiments, a role model may be used
where users at defined as being part of a particular role may
access certain RCPs and/or content items accessible users
that are associated with the same or similar roles, but may
not have access to certain RCPs and/or content items acces-
sible by users having other roles regardless of an authority
level associated with such users.

[0035] The client devices may include physical hardware
devices capable of sequentially and automatically carrying
out a sequence of arithmetic or logical operations; recording,
storing, and/or transferring digital data via a wired or
wireless connection with one or more network elements
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and/or one or more other computing devices. In this regard,
the client devices may be capable of transmitting and
receiving signals and/or data streams from network element
(s) or other client computing device(s). To carry out such
functions, the client devices may include one or more
memory devices, one or more processors, and communica-
tions interfaces (see for example, FIG. 18).

[0036] The client devices may be configured to run,
execute, or otherwise operate one or more applications
within an application container or web browser, for example,
to generate, render, and enable interaction with the inter-
faces. The browser/container may execute programs/scripts
(for example, a client-side scripting language, such as
JavaScript, Jscript, Ruby, Python, etc.) and may render
markup language documents (for example, HyperText
Markup Language (HTML) documents, Extensible Markup
Language (XML) documents, JavaScript Object Notation
(JSON) documents, etc.) and other content. Other languages,
such as a proprietary scripting language, may be used as
well. The client devices implementing the applications may
be capable of controlling their communications circuitry to
obtain and send data to/from the cloud 140, render the
aforementioned interfaces in an application container or
browser, request connections with other devices via an EET,
and/or other like functions. Such applications may also
enable the client devices to provide authentication creden-
tials (for example, user identifier (ID), password, personal
identification number (PIN), digital certificates, etc.) to the
cloud 140 so that the cloud 140 may authenticate the identity
of the users of the client devices.

[0037] According to various embodiments, the devices of
arrangement 100 may operate as follows:

[0038] The processor(s) of the representative device 105
may implement the application (for example, by executing
program code and/or software modules of the application) to
establish EET 120 with the cloud via an interface 150, and
generate and send a message M1 to the cloud 140 in
response to a user input (for example, a selection of a GCE
by a user of the representative device 105) via the estab-
lished EET 120. In embodiments, the message M1 may
include PRCP parameters 10, which may indicate a new or
existing RCP entity 106 to which content items should be
added and selected content items to be included in the
indicated RCP entity 106. In some embodiments, the mes-
sage M1 may include the selected content items (for
example, for content items stored locally at the representa-
tive device 105) and/or may include locations or IDs of the
content items to be included in the RCP entity 106 (for
example, for content items stored in the content items DB
150).

[0039] Additionally or alternatively, the message M1 may
include one or more selected content items. In embodiments,
the interfaces may include a GCE that, when selected,
causes the application to implement an upload component to
provide functionality for the user of the representative
device 105 to select and add individual content items for
inclusion in the RCP entity 106. The upload component may
be built using any suitable programming language/tools,
such as Java, Flash, Silverlight, HTMLS, and the like. The
PRCP parameters 10 may include other information, such as
one or more user IDs of users that may edit or modify the
indicated RCP entity 106; one or more tags and/or topics
associated with the indicated RCP entity 106; indications of
one or more references (for example, which are stored in the
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refs. DB 155) that support the information conveyed by the
content items; and/or other like parameters.

[0040] As discussed previously, the content items may be
any information to be conveyed to a particular audience or
end-user and may comprise various content types and/or
formats. The tags and/or topics may indicate a subject or
purpose of the RCP entity 106. A tag may be an easy-to-
understand word, phrase, and/or series of characters which
may be applied to an individual content item and/or a RCP
entity 106. The tag may be indicated using a character (or
other) indicator, such as a hashtag (“#”), although other
indicators may be utilized in other embodiments. A topic
(also referred to as a “scenario”) may be a theme, setting, or
sequence of events associated with a particular biological
system, injury or condition, treatments, and the like. In
embodiments, the tags and/or topics may be used to identify
or determine particular regulatory requirements that the
PRCP and/or individual content items need to comply with,
and may also be used to regulate the distribution to various
recipients. For example, a content item relating to a drug
may be associated with a tag associated with a malady
treated by the drug. In this example, a topic of the content
item may be related to the drug, the malady treated by the
drug, a biological system or process associated with the drug
or malady, a producer or manufacturer of the drug, and/or
the like; and the scenario may be related to processes or
procedures for administering the drug. In this example, the
representative client device 105 may be permitted to add
content items to a RCP entity 106 associated with the tags
and/or topics, and share the PRCP with specific providers
and/or provider groups that have permission to view such
content. In another example, individual content items and/or
a PRCP associated with a regulated drug or medical device
may be modified to facilitate compliance with regulations
when the individual content items are submitted for review.
A detailed description of some implementations that utilize
tags and/or topics is discussed in commonly assigned U.S.
patent application Ser. No. 15/201,085, Attorney Docket No.
111255-205748 (P016), titled “Taxonomy-Facilitated
Actions for Content”, by Anh Huynh et al., filed on Jul. 1,
2016, and hereby incorporated by reference in its entirety
and for all purposes.

[0041] Additionally or alternatively, the message M1 may
include a submission instruction. The submission instruction
may instruct the cloud 140 to distribute the PRCP for review
by one or more reviewers (for example, users of one or more
reviewer devices 110). In embodiments where the message
M1 includes the submission instruction, the parameters 10
may indicate various submission criteria/parameters, such as
individual reviewer 1Ds, which correspond to the users that
are to review the PRCP via their reviewer devices 110. The
reviewer [Ds may be any suitable unique identifier, such as
a login credential (for example, user name), an email
address, social network ID or handle, an employee ID
number, a phone number, and/or the like.

[0042] Inresponse to receipt of the message M1, the cloud
140 (or portion thereof) may generate or edit an RCP entity
106, which may be stored in the RCP DB 165. When the
parameters 10 indicate to add or delete content items from
an already existing RCP entity 106, the cloud 140 may
update and/or add information the data elements to that RCP
entity 106. When the parameters 10 indicate that a new RCP
entity 106 should be created, the cloud 140 (or portion
thereof) may generate a new RCP entity 106 including the
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various database elements, and add information to those data
elements. Updating and/or adding information to the data
elements of the RCP entity 106 may include identifying the
selected content items in the content items DB 150 and
storing identifiers or links to those content items in corre-
sponding data elements of the RCP entity 106; obtaining the
selected content items from the message M1, storing those
content items in the content items DB 150, and storing
identifiers or links to those content items in corresponding
data elements of the RCP entity 106; storing other param-
eters 10 indicted by the message M1 (for example, user data,
etc.) in corresponding data elements of the RCP entity 106;
and generating links to one or more references stored in the
refs. DB 155 and storing those links corresponding data
elements of the RCP entity 106. Additionally, the cloud 140
may store a “proposed” value (for example, a number,
character, string, etc.) in a status field of the RCP entity 106
to indicate that the RCP entity 106 is a PRCP. In some
embodiments, each of the content items of the PRCP may be
associated with a corresponding status field, where each
status field may store values indicating whether a content
item is approved for distribution or not.

[0043] In some embodiments, the cloud 140 (or portion
thereof) may analyze the selected content items for compli-
ance with regulations, which may be accomplished using,
for example, any suitable data validation functions, machine
learning algorithms, and the like. This may include identi-
fying rules from the rules DB 160 that are associated with
the tags and/or topics indicated by the message M1, and
identifying and flagging certain words (or combinations
thereof) in the content items that are indicated as not
permitted by the identified validation rules. The validation
rules stored in the rules DB 160 may be any constraints
and/or standards for conveying information for particular
content items, tags, topics, etc. In an example, the cloud 140
(or portion thereof) may identify words by implementing a
suitable word matching algorithm and/or optical character
recognition for text and/or image content items, and/or by
implementing a speech recognition algorithm for audio
and/or video content items. The words may be flagged by
highlighting or otherwise visually distinguishing the identi-
fied words from other words in the content items, or by
providing a separate list of links to each flagged section
within the content items.

[0044] Once the RCP entity 106 is created or edited, the
cloud 140 (or portion thereof) may generate a message M2
to include PRCP parameters 11. The parameters 11 may
comprise one or more data structures in a format that can be
interpreted and rendered by the client devices, such as
HTML, XML, JSON, and/or some other suitable data format
that may be decoded and rendered by an application con-
tainer and/or browser. The parameters 11 may include
instructions for generating an interface for accessing the
RCP entity 106, such as obtaining and/or displaying the
content items of the PRCP and for displaying the various
tags, topics, links to references, and/or flagged words or
word combinations. In some embodiments, the cloud 140
may store the parameters 11 in data elements of the RCP
entity 106.

[0045] In some embodiments, the cloud 140 (or portion
thereof) may then establish an EET 125 with the reviewer
device 110 and send the message M2 to the reviewer device
110 over the EET 125. In other embodiments, the cloud 140
may send the message M2 as an invitation to establish the
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EET 125. In such embodiments, the message M2 may
include a link or GCE, which when selected or activated,
launches a browser or application container and generates an
interface to establish the EET 125 and/or for accessing the
PRCP.

[0046] Having established EETs 120 and 125, the cloud
140 may pass messages between the representative device
105 and the reviewer device 110 such that it appears, from
the perspective of the client devices, as though there is an
EET between the representative device 105 and the reviewer
device 110 (not shown by FIG. 1). In some embodiments, at
least one of the servers 145 may be implemented to translate
and pass messages between the representative device 105
and the reviewer device 110 by performing port forwarding
or mapping, network address translation, packet routing,
bridging, etc.

[0047] Once the parameters 11 are obtained by the
reviewer device 110, the reviewer device 110 may imple-
ment an application to decode and render the PRCP param-
eters 11. The PRCP parameters 11, when decoded and
rendered, may provide various interfaces (for example,
GUIs and/or GCEs) that allow the user of the reviewer
device 110 to view the content items of the PRCP, edit the
PRCP and/or individual content items of the PRCP. Editing
the PRCP may include providing comments on certain
aspects of the PRCP, altering the information conveyed by
the individual content items, and/or altering a format or
layout of the PRCP. In this regard, the interfaces may
provide GCEs that allow the user of the reviewer device 110
to enter, mark-up, or otherwise format text, format, and/or
layout of the PRCP and/or individual content items. In some
embodiments, the interfaces may provide control elements
for editing audio or video content (for example, using a
non-linear editing system and the like) included in the PRCP.
Additionally, the interfaces may also include a GCE that
allows the reviewer device 110 to submit an approval
indication to the cloud 140 when the PRCP is approved for
publication by the reviewer device 110. In the example of
FIG. 1, the user of the reviewer device 110 may be respon-
sible for evaluating the PRCP for compliance with a regu-
latory scheme, and may use the interfaces generated using
the PRCP parameters 11 for this purpose.

[0048] To provide edits for the PRCP, the reviewer device
110 may generate PRCP parameters 12, which indicate the
various edits/revisions made to the PRCP by the reviewer
device 110. The reviewer device 110 may also generate a
message M3 to include the PRCP parameters 12, and may
send the message M3 to the cloud 140 over the EET via EET
125. The message M3 may include one or more data
structures that are the same or similar to the data structures
included in the messages M1 and M2. When the cloud 140
obtains the message M3, the cloud 140 may store the
parameters 12 in the RCP entity 106 by adding the param-
eters to corresponding data elements. The representative
device 105 may then retrieve the PRCP parameters 12 in a
message M4 from the cloud 140 over the EET via EET 120.
The message M4 may also include data structures similar to
those previously discussed, which when rendered by the
representative device 105, provides various interfaces that
allow the user of the representative device 105 to view the
edited version of the PRCP, as well as interfaces that allow
the user of the representative device 105 to make further
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edits to the PRCP. These interfaces may be the same or
similar to those provided to the reviewer device 110 as
discussed previously.

[0049] The procedure discussed previously with respect to
messages M1 to M4 may be repeated until the user of the
reviewer device 110 selects the GCE for providing approval
indication to the cloud 140. In some embodiments, the
interfaces provided to the representative device 105 and the
reviewer device 110 may include GCEs to control submis-
sion of the parameters 10 and 12 (for example, a submit
button and the like). In this way, individual client devices
may each submit a plurality of edits to the cloud 140 in a
single message.

[0050] In other embodiments, the procedure discussed
previously with respect to messages M1 to M4 may operate
in real-time or near real-time in that the representative
device 105 and the reviewer device 110 may continuously
exchange various messages M1-M4 until the approval indi-
cation is sent to the cloud 140. In some implementations, in
order to provide the real-time or near real-time operation,
individual messages M1 and M3 including parameters 10
and 12, respectively, may be generated and transmitted over
the EET between the representative device 105 and the
reviewer device 110 each time a user selects an individual
GCE on their client device. For example, the representative
device 105 may generate and send a first message M1 upon
selection of a content item to add to a PRCP, may generate
and send a second message M1 upon detecting a text input
to be associated with the content item, and may generate and
send a third message M1 upon selection of a GCEs to control
submission of the submission instruction. In this example,
the reviewer device 110 may generate and send individual
messages M3 each time comments or revisions are input into
the interfaces, and the cloud 140 may translate the individual
messages M3 into individual messages M4 for delivery to
the representative device 105.

[0051] When the user of the reviewer device 110 approves
of the PRCP, the reviewer device 110 may generate another
message M3 with PRCP parameters 12 that include the
approval indication. In some embodiments, the interfaces
may allow the user of the reviewer device 110 to select
individual content items of the PRCP to approve, and in such
embodiments, the approval indication may indicate those
individual content items. Once the cloud 140 obtains the
approval indication, the cloud 140 may convert the PRCP
into an ARCP by, for example, changing a value of the status
field of the RCP entity 106 to include an “approved” value
or some other suitable value. Where the individual content
items of the PRCP may be individually approved, the cloud
140 may convert the PRCP into an ARCP by changing the
value of the status fields for the content items to an
“approved” value.

[0052] The cloud 140 may then generate and send another
message M4 to the representative device 105, which
includes other PRCP parameters 12 that, when decoded and
rendered, may indicate that the RCP (or portions thereof)
have been approved (for example, that the PRCP has been
converted into an ARCP). In embodiments, the interfaces
generated and rendered by the representative device 105
may display a visual indication that the PRCP has been
approved, and/or a visual indication that one or more content
items of the PRCP have been approved (see for example,
FIGS. 7 and 8). In some embodiments, the interfaces gen-
erated and rendered by the representative device 105 may
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visually distinguish the content items of the ARCP that are
approved and content items of the ARCP that have not been
approved (if any), for example, by greying-out the unap-
proved content items and/or the like.

[0053] In embodiments, the interfaces generated and ren-
dered by the representative device 105 may include a GCE
to control distribution of the ARCP to recipient devices 115.
These interfaces may also include GCEs to indicate intended
recipient devices 115 to which the ARCP should be distrib-
uted. For example, these GCEs may include text boxes,
drop-down lists, etc. that allow the user of the representative
device 105 to indicate recipient IDs (for example, email
address, social network ID or handle, phone number, etc.)
and/or other like identifying information of intended recipi-
ent devices 115, such as a recipient class (for example, field
of expertise, practice groups, etc.), topic, scenario, or other
like information. When the user of the representative device
105 selects the GCE for distribution, the representative
device 105 may generate a message M5 including distribu-
tion parameters 13. The distribution parameters 13 may
indicate that the ARCP may be distributed to individual
recipient devices 115, and may also indicate the intended
recipient devices 115 that should receive the ARCP. The
message M5 may be the same or similar to the other
messages discussed herein.

[0054] Inresponse to receipt of the message M5, the cloud
140 may identify the intended recipient devices 115 from the
distribution parameters 13 and determine whether the
intended recipient devices 115 are permitted to view one or
more of the content items in the ARCP. In embodiments, the
cloud 140 may determine access permissions associated
with the intended recipient devices 115 and may compare
metadata of the ARCP (for example, topic information,
scenario information, etc.) with the access permissions.
[0055] The cloud 140 may generate messages M6 for the
recipient computer devices 115 that are permitted to access
at least one of the content items included in the ARCP. The
cloud may then establish corresponding channels 130 with
the identified recipient devices 115 and send the messages
M6 to the identified recipient devices 115 over the corre-
sponding channels 130. Having established channels 120
and 130, the cloud 140 may establish corresponding EETs
between the representative device 105 and each of the
identified recipient devices 115 through the channels 120
and 130. As discussed previously, at least one of the servers
145 may be implemented to pass messages between the
representative device 105 and the identified recipient
devices 115 by performing port forwarding or mapping,
network address translation, packet routing, bridging, etc.
[0056] The message M6 may include ARCP parameters 14
that, when decoded and rendered by the recipient devices
115, may provide an interface for accessing the content
items of the ARCP. In one example, the interface may
include an inline frame (iframe) that invokes a proprietary
content viewer for viewing the content items of the ARCP.
Other interfaces may be used in other embodiments.
[0057] Additionally, in various embodiments the cloud
140 may prevent or block access to unapproved content
items of the ARCP. In some embodiments, links to the
unapproved content items may not be included in the
interfaces generated using the parameters 14. In other
embodiments, links to the unapproved content items may
visually distinguished from the approved content items. In
other embodiments, a content viewer embedded in the
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interfaces may be used to block access to unapproved
content items. The term “unapproved content items” may
refer to content items that have not yet been reviewed by the
reviewer devices 110 and/or content items that were not
approved for distribution to particular recipient devices 115.

[0058] The interfaces generated and rendered by the
recipient devices 115 may include GCEs to evaluate the
ARCP. For example, these GCEs may include text boxes,
drop-down lists, etc. that allow the user of the recipient
devices 115 to provide comments on the ARCP and/or
individual content items of the ARCP. When a user of the
recipient device 115 activates this GCE, the representative
device 105 may generate a message M7 including evaluation
parameters 15. The evaluation parameters 15 may include an
identifier of the ARCP and/or an individual content item of
the ARCP, as well as the evaluation information (for
example, comments) of the individual content item and/or
the ARCP. The message M7 may be the same or similar to
the other messages discussed herein. The evaluation infor-
mation and/or other information conveyed by parameters 15
may be stored in corresponding fields/data elements of the
RCP entity 106.

[0059] The cloud 140 may then generate and send another
message M6 with other parameters 14, which when decoded
and rendered by the recipient devices, may display interfaces
for the recipient devices to view the evaluation information
in a same or similar manner as discussed previously. In
addition, the cloud 140 may generate and send a message to
the representative device 105 (for example, a message M4)
so that the representative may also view the evaluation
information. The procedure discussed previously with
respect to messages M6 to M7 may be repeated as necessary
in a similar manner as discussed previously with regard to
messages M1 to M4. Additionally, having established EETs
120 and 130, the cloud 140 may pass messages between the
representative device 105 and the recipient devices 115 in
such a manner that it appears as though there is an EET
between the representative device 105 and the recipient
devices 115 (not shown by FIG. 1). This may be accom-
plished in a same or similar manner as discussed previously
with regard to EETs 120 and 125 between the representative
device 105 and the reviewer device 110.

[0060] As used herein electronic messages, including the
electronic messages M1, M2, M3, M4, M5, M6, M7, etc.
may be of a variety of message types including but not
limited to text messages, multimedia messages, electronic
mail (e-mail) messages, hyper-text transfer protocol (HTTP)
messages, files (either coupled to one of the earlier described
message types or transferred independently), publish/sub-
scribe messages, and the like delivered over appropriate
channel delivery services including but not limited to simple
messaging service (SMS), multimedia messaging service
(MMS), the Internet and the like. The electronic messages
may be delivered according to a variety of message transfer
protocols including but not limited to transmission control
protocol/Internet protocol (TCP/IP), simple mail transfer
protocol (SMTP), HTTP, WebSocket, file transfer protocol
(FTP), and protocols directed toward communication of
markup language files ((for example, XML) such as, simple
object access protocol (SOAP), XML-remote procedure call
(RPC), Global XML Web Services Architecture (GXA),
Representational State Transfer (REST), Extensible Mes-
saging and Presence Protocol (XMPP), and the like. The
message transfer protocols may operate in conjunction with
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the previously described tunneling protocols. As used
herein, the particular message type and corresponding ser-
vices, protocols, structures, etc. to communicate that par-
ticular message type from one device to another over the
network may be referred to as a “channel”, “delivery chan-
nel”, “secure channel”, and the like.

[0061] The depiction of the arrangement 100 should be
taken as being illustrative in nature, and not limited to the
scope of the disclosure. For example, although FIG. 1 shows
a single representative device 105, a single reviewer device
110, and a single recipient device 115, any number of client
devices may be present. Additionally, any number of servers
145 and/or DBs 150-170 may be present.

[0062] FIGS. 2-5 illustrate example processes 200-500,
respectively, in accordance with various embodiments. For
illustrative purposes, the operations of each of processes
200-500 are described as being performed by a computer
device as described with respect to FIG. 1. However, it
should be noted that other similar devices/entities may also
operate the processes 200-500. For each of processes 200-
500, one of the computer devices shown and described with
regard to FIG. 1 may include one or more non-transitory
computer-readable media having instructions stored thereon,
which when executed by one or more processors of a
computer device, may cause the computer device to perform
processes 200-500. Additionally, while particular examples
and orders of operations are illustrated in FIGS. 2-5, in
various embodiments, these operations may be re-ordered,
broken into additional operations, combined, and/or omitted
altogether. Furthermore, in some embodiments the opera-
tions illustrated in one of FIGS. 2-5 may be combined with
operations described with regard to other example embodi-
ments and/or one or more operations described with regard
to the non-limiting examples provided herein.

[0063] Referring now to FIG. 2, an example process 200
for regulating distribution of an RCP is illustrated. Process
200 may be performed by a remote system, such by the
cloud 140 or the one or more servers 145 within the cloud
140.

[0064] Process 200 may begin at operation 205, where the
cloud 140 obtains an indication of an RCP and content items
to be added to the indicated RCP. In various embodiments,
the cloud 140 may establish an EET 120 with a represen-
tative device 105, and the indication may be obtained from
the representative device 105 in an electronic message over
the EET 120 (for example, the message M1 of FIG. 1). In
some embodiments, the electronic message may indicate
content items stored in the content items DB 150. In some
embodiments, the representative device 105 may implement
an upload component to provide one or more content items
with the electronic message or in a separate electronic
message. In such embodiments, the cloud 140 may store the
obtained content items in the content items DB 150.
[0065] At operation 210, the cloud 140 may determine
whether the indicated RCP is a new RCP, as opposed to an
already existing RCP. If at operation 210, the cloud 140
determines that the indicated RCP is not a new RCP, then the
cloud 140 may proceed to operation 220 to add or update the
RCP with links/identifiers for the content items indicated by
the electronic message obtained at operation 205.

[0066] If at operation 210, the cloud 140 determines that
the indicated RCP is a new RCP, then the cloud 140 may
proceed to operation 215 to generate the RCP and set an
associated status of the RCP to indicate that the RCP is a
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PRCP. In embodiments, at operation 215 the cloud 140 may
generate an RCP entity 106 including a status field, and may
set the status field to “proposed.”

[0067] At operation 220, the cloud may add and/or update
the content item identifiers or links. In embodiments, the
cloud 140 may add content item identifiers or links to
corresponding fields in the RCP entity 106, and/or may
update existing fields with new content item identifiers or
links. A content item identifier or link may refer to a location
of the content item in the content items DB 150.

[0068] At operation 225, the cloud 140 may identify a
submission instruction. In embodiments, the representative
device 105 may send this instruction in an electronic mes-
sage (for example, a message M1 of FIG. 1) to instruct the
cloud 140 to invite one or more reviewer devices 110 to
review the PRCP. In some embodiments, the submission
instruction may include one or more reviewer IDs, or the
reviewers may be selected by the cloud 140. The selection
of reviewer devices 110 may be based on geographical
location of a reviewer device 110 and/or intended audience;
reviewer expertise or knowledge levels; access permission
levels; association with particular facilities, networks, prac-
tices, etc.; association with particular professional groups;
practice specialties of content in the PRCP; preferred lan-
guage(s); etc.

[0069] At operation 230, the cloud 140 may send an
indication to the reviewer device(s) 110 to access the PRCP
for review. In embodiments, the cloud 140 may establish
individual EETs 125 with each of the reviewer devices 110
and provide the reviewer devices 110 with interfaces to
access the PRCP (for example, in a message M2 of FIG. 1).
[0070] At operation 235, the cloud may determine whether
the PRCP has been approved by the reviewer device(s) 110.
In embodiments, this determination may be based on an
approval indication obtained by the cloud 140 in an elec-
tronic message (for example, a message M3 of FIG. 1). If at
operation 235 the cloud 140 determines that the PRCP has
not been approved, then the cloud 140 may proceed to
operation 240 to update the PRCP with edits from the
reviewer device 110 and loops back to repeat operation 235.
If at operation 235 the cloud 140 determines that the PRCP
has been approved (for example, an approval indication has
been obtained from the reviewer device 110), then the cloud
140 may proceed to operation 245 to set the status of the
RCPto “approved,” such as by editing the value of the status
field of the RCP entity 106 to include an “approved” value.
This may convert the PRCP into an ARCP.

[0071] Insome embodiments, the PRCP may be subject to
review by a plurality of reviewers at various stages. In such
embodiments, each stage may include one or more review-
ers that may provide edits and approval indications. In some
embodiments, a stage may include reviewers that have the
same or similar authority, clearance, or permission level, and
each successive stage may include reviewers with higher
permission levels than a subsequent stage. Additionally,
approval indications from some or all reviewer devices 110
at a particular stage may be required in order for the PRCP
to be reviewed by reviewer devices 110 at a next stage (see
for example, discussion of FIG. 9 infra).

[0072] At operation 250, the cloud 140 may indicate the
approval to the representative device 105. In embodiments,
the cloud 140 may send an approval indication to the
representative device 105, which may be rendered in an
interface at the representative device 105.
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[0073] At operation 255, the cloud 140 may obtain a
distribution instruction, for example, in an electronic mes-
sage (for example, a message M5 of FIG. 1) from the
representative device 105. In embodiments, the distribution
instruction may include recipient IDs to indicate desired
recipient devices 115 that should receive the invitation. In
other embodiments, the cloud 140 may select the recipient
devices 115 that are to receive the invitation. In such
embodiments, the cloud 140 may select recipient devices
115 based on recipient criteria, such as access permissions;
geographical location; association with particular provider
facilities, hospitals, hospital networks, distributor networks,
call centers, practices and/or clinics; association with par-
ticular professional groups; practice specialties; patient
population information; preferred language; etc. In some
embodiments, the recipient criteria may include information
regarding content items that a recipient device 115 has
obtained, requested, downloaded, or forwarded to other
recipient devices 115, such as journal articles, publications,
literature produced/published by pharmaceutical manufac-
turers and/or medical device manufacturers, video content,
and/or other like media. Such information may be obtained
using processes described by U.S. application Ser. No.
13/032,461 titled “Tracking Digital Content Objects,” U.S.
application Ser. No. 13/841,982 titled “System for Multi-
Point Publication Syndication,” U.S. application Ser. No.
14/511,140 titled “Selective Sharing of Electronic Informa-
tion”, which are hereby incorporated by reference in its
entirety and for all purposes.

[0074] Inresponse to the distribution instruction, at opera-
tion 260, the cloud 140 may distribute an invitation to access
the ARCP to one or more recipient devices 115. In embodi-
ments, the cloud 140 may establish individual EETs 130
with each of the one or more recipient devices 115. The
recipient devices 115 may then implement an application,
which may be executed in an application container or
browser, that is capable of accessing the ARCP. Further-
more, the cloud 140 may prevent or block access to certain
content items of the ARCP based on access permissions
associated with each of the recipient devices 115.

[0075] At operation 265, the cloud 140 may determine
whether any evaluation information has been submitted by
any of the recipient devices 115. Such evaluation informa-
tion may include comments on individual content items of
the ARCP and the like. If at operation 265 the cloud 140
determines that evaluation information has been obtained,
then the cloud 140 may proceed to operation 270 to update
the ARCP with the evaluation information and loops back to
perform operation 265. Operation 270 may include storing
the evaluation information for an individual content item in
association with the ARCP, which may then be provided to
the representative device 105 and/or other recipient devices
115 when the individual content item is accessed. If at
operation 265 the cloud 140 determines that no evaluation
information has been obtained, then the cloud 140 may
proceed to operation 275 to end process 200. After comple-
tion of the various operations of process 200, the cloud 140
may repeat the process as necessary, in whole or in part, at
various times.

[0076] Referring now to FIG. 3, an example process 300
for reviewing and approving an RCP is illustrated. Process
300 may be performed by a reviewer device 110. For
example, the reviewer device 110 may implement an appli-
cation, which may be executed in an application container or
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browser, that is capable of accessing various interfaces for
performing the various operations of process 300 as dis-
cussed infra.

[0077] The process 300 may start at operation 305, where
the reviewer system 110 may obtain an invitation to review
a PRCP. At operation 310, the reviewer system 110 may
establish an EET 125 with a remote system (for example, the
cloud 140). At operation 315, the reviewer system 110 may
access the PRCP over the EET 125.

[0078] In some embodiments, the invitation may be in the
form of an electronic message (for example, a message M2)
that includes parameters 11, which when decoded and ren-
dered by a browser and/or application container of the
reviewer device 110, generates interfaces that allow a user of
the reviewer device to access content items of the PRCP. In
other embodiments, the invitation may be in the form of an
electronic message (for example, a message M2) that
includes a link or GCE, which when selected or activated by
the user of the reviewer device 110, executes an application
or browser that is capable of generating an interface for
accessing the PRCP. In such embodiments, the electronic
message may be an e-mail, SMS/MMS, a push notification,
and/or the like.

[0079] At operation 320, the reviewer device 110 may
determine whether any edits are detected. In an example,
operation 320 may include detecting any user inputs, such as
text, gestures or touches, voice commands, and/or the like.
These user inputs may indicate changes that the user of the
reviewer device 110 wishes to make to the PRCP and/or
individual content items. If at operation 320, the reviewer
device 110 determines that edits have been detected, then the
reviewer device 110 may proceed to operation 325 to
provide the edits to the remote system (for example, in a
message M4) and may then proceed back to operation 315
to access an updated version of the PRCP over the EET 125.
The updated version of the PRCP may include changes to
the PRCP and/or individual content items based on the edits
detected at operation 320.

[0080] If at operation 320, the reviewer device 110 deter-
mines that edits have not been detected, then the reviewer
device 110 may proceed to operation 330 to provide an
approval indication to the remotes system over the EET 125
(for example, in another message M3). In embodiments, the
interfaces generated at the reviewer device 110 may include
a GCE, which when selected/activated, may cause the
application implemented by the reviewer device 110 to
generate and send an approval indication in a message M3.
After completion of the various operations of process 300,
the reviewer device 110 may repeat the process as necessary,
in whole or in part, at various times.

[0081] Referring now to FIG. 4, an example process 400
for generating and distributing an RCP is illustrated. Process
400 may be performed by a representative device 105. For
example, the representative device 105 may implement an
application, which may be executed in an application con-
tainer or browser, that is capable of accessing various
interfaces for performing the various operations of process
400 as discussed infra.

[0082] The process 400 may start at operation 405, where
the representative device 105 may establish an EET 120 with
aremote system, such as the cloud 140. At operation 410, the
representative device 105 may identify an RCP to be
updated and/or edited, for example, by adding, deleting,
rearranging an order of content items included in the RCP.
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At operation 415, the representative device 105 may deter-
mine content items to add, update, remove, etc. to/from the
identified RCP. At operation 420, the representative device
105 may determine edits, tags, reference items, etc. to add to
or associated with the identified RCP. At operation 425, the
representative device 105 may send a submission instruction
to the remove system over the established EET 120, and at
operation 430, the reviewer device 105 may access the RCP.
In some embodiments, the representative device 105 may
generate and send an electronic message (for example, a
message M1) after performing each of operations 410-425,
and operation 430 may be performed after each of the
operations 410 (for example, the RCP may be refreshed after
each user interaction with the interfaces).

[0083] At operation 435, the representative device 105
may determine whether there are any edits in the RCP. The
edits may be obtained provided by one or more reviewer
devices 110 as discussed previously with regard to process
300 of FIG. 3, for example. If at operation 435 the repre-
sentative device 105 determines that there are edits in the
RCP, then the representative device 105 may proceed back
to perform operations 415-430 in order to address the
comments/revisions provided by the reviewer devices 110.
[0084] If at operation 435 the representative device 105
determines that there are no edits in the RCP, then the
representative device 105 may proceed back to operation
440 to determine whether the RCP has been approved. In
embodiments, operation 440 may include obtaining an
approval indication in an electronic message (for example,
a message M4 of FIG. 1) from the remote system. If at
operation 440 the representative device determines that the
RCP has not been approved, then the representative device
105 may proceed back to perform operations 415-430. In
other embodiments, the representative device may wait until
the RCP is approved without proceeding back to operation
415. If at operation 440 the representative device determines
that the RCP has been approved, then the representative
device 105 may proceed to operation 445 to send a distri-
bution instruction to the remote system over the EET 120. In
embodiments, the distribution instruction may instruct the
remote system to invite one or more recipient devices to
access the approved RCP.

[0085] At operation 455, the representative device 105
may determine whether any evaluation information has been
added to the RCP by any of the recipient devices 115. Such
evaluation information may include comments on individual
content items of the ARCP and the like. If at operation 455
the representative device 105 determines that evaluation
information has been included in the ARCP, then the rep-
resentative device 105 may proceed back to perform opera-
tions 415-450 in order to address the comments/revisions
provided by the recipient devices 115, if necessary. If at
operation 455 the representative device 105 determines that
no evaluation information has been included in the ARCP,
then the representative device 105 proceed to operation 460
to end process 400. After completion of the various opera-
tions of process 400, the cloud 140 may repeat the process
as necessary, in whole or in part, at various times.

[0086] FIGS. 5-17 illustrate example interfaces facilitated
by a remote system (for example, the cloud 140 of FIG. 1)
according to various techniques described herein. In par-
ticular, each of FIGS. 5-17 illustrate example interfaces that
may be displayed on a representative device 105 (such as the
various GUIs and GCEs discussed previously). The example
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interfaces may be displayed or rendered by a RCP dedicated
application implemented by the representative device 105.
While particular example interfaces are illustrated, in vari-
ous embodiments, other interfaces may be utilized. Addi-
tionally, while the examples of FIGS. 5-17 may be generated
by modules of a device associated with the representative, in
other embodiments, the interfaces may be generated, in
whole or in part, by modules at the remote system and
presented by communication modules of the representa-
tive’s device 105 (for example, the device communications
modules may include a browser displaying one or more web
pages provided by the remote system).

[0087] FIGS. 5-9 illustrate example interfaces for gener-
ating an RCP, in accordance with various example embodi-
ments. At FIG. 5, an example instance 500 of a GUI 20
shows a listing of PRCPs (referred to as “projects™ in FIGS.
5-9). The instance 500 of the GUI 20 shown by FIG. 5 may
occur as a result of requesting a filtered list of PRCPs from
the cloud 140. As illustrated, the GUI instance 500 may
include GCEs 505A-F (collectively referred to as “GCEs
505” or “GCE 505”), tags 506A-C (collectively referred to
as “tags 506”), and a GCE 510.

[0088] Each of the GCEs 505 may be associated with a
corresponding PRCP. For example, as shown by FIG. 5,
GCE 505B may be associated with a PRCP titled “Joint
Pain”. The title of the PRCP may indicate a subject, topic,
scenario, etc. of the PRCP, which may be used as a basis for
controlling distribution of the PRCP to reviewer devices 110
and/or recipient devices 115 (for example, when the PRCP
is converted into an ARCP). The GCE 505B also lists an
author or creator of the PRCP (for example, “George Bell”)
and may also indicate a number of individual content items
included in the PRCP (for example, “3 Files”). The GCEs
505 may also indicate tags 506 associated with the PRCP.
For example, as shown, GCE 505B is associated with tag
506 A that indicates that reference items are included in the
PRCP (for example, “#References”), tag 5068 that indicates
that video content items are included in the PRCP (for
example, “#Videos™), and tag 506C that indicates that the
PRCP includes content items that may be classified as
advertisements (for example, “#Ad”). Other tags may be
indicated by the GCEs 505. GCE 510 may, when selected by
clicking (for example, using a mouse-cursor interface) or
tapping (for example, using a touchscreen interface), gen-
erate an instance 600 of the GUI for creating a new RCP,
which is shown by FIG. 6.

[0089] FIG. 6 illustrates an example instance 600 of the
GUI 20 for creating a new RCP in accordance with various
embodiments. In FIG. 6, like numbered items are the same
as those described with respect to FIG. 5. As shown by FIG.
6, the GUI instance 600 may be an interface superimposed
or overlaid on top of the GUI instance 500 of FIG. 5. The
instance 600 may include GCEs 605-630, which allow a user
of representative device 105 to create a new RCP. The user
of representative device 105 may select desired RCP criteria
to add to the new RCP by clicking/tapping at or near to the
desired RCP criteria. For example, the GCEs 605-620 may
be text boxes, where the user may tap/click in the text boxes
to enter a PRCP name in GCE 605, enter a tag in GCE 610,
enter an owner/author/creator in GCE 615, and enter a
scenario in GCE 620. The GCE 625 may be a drop down list
or scrollable list element that allows the user to select a
desired review date for the PRCP, which may indicate a
time/date that the user wishes to obtain approval from one or
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more reviewer devices 110. GCE 630 may be a button or
other like GCE that allows the user to added content items.
Once the GCE 630 is selected, the representative device 105
may generate another instance of the GUI (not shown)
comprising an upload component to provide functionality to
select and add individual content items for inclusion in the
PRCP.

[0090] FIG. 7 illustrates an example instance 700 of the
GUI 20 for viewing content items of a PRCP in accordance
with various embodiments. In FIG. 7, like numbered items
are the same as those described with respect to FIGS. 5-6.
The GUI instance 700 may be generated in response to
selecting the GCE 505B as shown by FIG. 5. As shown by
FIG. 7, the instance 700 may include approval indication
703, GCEs 705A-C (collectively referred to as “GCEs 705”
or “GCE 705”), GCEs 710A-C (collectively referred to as
“GCEs 710” or “GCE 710”), a GCE 715, and GCEs 720A-D
(collectively referred to as “GCEs 720” or “GCE 720”). The
approval indication 703 may indicate a number of content
items of the PRCP that have been approved (for example, “1
approved”) and a date and/or time the PRCP was edited (for
example, “Last Modified Mar. 10, 201712:15 pm PST”)
either by the representative device 105 and/or one or more
reviewer devices 110.

[0091] Each of the GCEs 705 may be associated with a
corresponding content item of the PRCP, and each of the
GCEs 705 may include an icon or other like indication of a
content type and/or format of the content item. For example,
GCE 705A may be associated with the text-based content
item titled “Knee Competitive Pricing Sheet” and an icon of
the GCE 705A may indicate that the content item is a PDF
file; GCE 705B may be associated with the video content
item titled “Soft Tissue Video™ and an icon of the GCE 705B
may indicate that the content item is a video file; and GCE
705C may be associated with the text-based content item
titled “Company Information Brochure” and an icon of the
GCE 705C may indicate that the content item is a Micro-
soft® Word® document. The GCEs 705 may, when selected
by clicking/tapping the GCEs 705, may generate another
instance of the GUI (not shown) for viewing the correspond-
ing content item. In one example, by selecting GCE 705A,
the cloud 140 may provide a webpage or other like interface
within the GUI 20 embedded with the “Knee Competitive
Pricing Sheet” content item. In another example, by select-
ing GCE 705B, the cloud 140 may provide a webpage or
other like interface within the GUI 20 including a media
player to play the “Soft Tissue Video” content item.
[0092] The GCEs 710 may be buttons or other like GCEs
that allow the user of the representative device to download
the corresponding content item to the representative device.
When a GCE 710 is selected, the representative device 105
may generate another instance of the GUI (not shown)
comprising a download manager/component to provide
functionality to store the corresponding content item to a
desired memory/storage location.

[0093] The GCE 715 may be a button or other like GCE
that allows the user of the representative device 105 to
submit the PRCP for review. When the GCE 715 is selected,
the representative device 105 may generate and send an
electronic message including a submission instruction and/
or other like parameters (for example, parameters 10 of
message M1 of FIG. 1). In some embodiments, upon selec-
tion of the GCE 715, the representative device 105 may
generate another instance of the GUI (not shown), which
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may allow the user of the representative device 105 to
indicate various submission criteria/parameters, such as
individual reviewer 1Ds, which correspond to the users that
are to review the PRCP via their reviewer devices 110.
[0094] The GCEs 720 may be buttons or other like GCEs
that allow the user of the representative device to switch a
view of the GUI 20 and/or generate an instance of the GUI
20. For example, selection of the GCE 720A (for example,
“Content” in FIG. 7) may generate and render the instance
700, which is the current view of the GUI 20 shown by FIG.
7; selection of the GCE 720B (for example, “Shared” in FIG.
7) may generate and render an instance showing other users
that may view the content items of the PRCP, such as
representatives that are collaborating on the PRCP; selection
of the GCE 720C (for example, “Details” in FIG. 7) may
generate and render an instance showing various PRCP
criteria or parameters, such as an owner/author of the PRCP,
data and/or time that the PRCP was modified; date and/or
time that the PRCP was created; a file size of the PRCP;
number of files in the PRCP, tags associated with the PRCP,
references linked to the PRCP, and/or other like criteria/
parameters; and selection of the GCE 720D (for example,
“History” in FIG. 7) may generate and render an instance
(for example, instance 900 shown by FIG. 9) showing
various users that may review the PRCP for compliance with
regulations and approve of the PRCP for distribution. Addi-
tionally, the GCE 720 of the current GUI 20 view or the
currently viewed instance may be visually distinguished
from the other GCEs 720. For example, as shown by FIG.
7, the GCE 720A is shown with a colored bottom border and
bold text while the GCEs 720B-C are greyed out. In other
embodiments, greying out or otherwise visually distinguish-
ing the GCEs 720 may indicate that those GCEs 720 are
inactive.

[0095] FIG. 8 illustrates an example view of the GUI 20
in accordance with various embodiments. The view of GUI
20 shown by FIG. 8 includes the instance 500 of FIG. 5 and
the instance 700 of FIG. 7 side-by-side where like numbered
items are the same as those described with respect to FIGS.
5 and 7. Additionally, in FIG. 8, instance 700 shows multiple
playlists as belonging to the PRCP “Joint Pain”. In embodi-
ments, the individual playlists may include different content
items or different versions of the same content items than
other playlists in the PRCP, and individual playlists may be
distributed to different recipient devices 115 based on vari-
ous recipient criteria discussed previously.

[0096] FIG. 9 illustrates an example instance 900 of the
GUI 20 for viewing content items of a PRCP in accordance
with various embodiments. In FIG. 9, like numbered items
are the same as those described with respect to FIGS. 5-8.
The view of GUI 20 shown by FIG. 9 includes the instance
500 of FIG. 5 and the instance 900 side-by-side where like
numbered items are the same as those described with respect
to FIGS. 5 and 7. The GUI instance 900 may be generated
in response to selecting the GCE 720D, which is visually
distinguished from the other GCEs 720 as discussed previ-
ously. As shown by FIG. 9, the GUI instance 900 may
include reviewer icons 905A-H (collectively referred to as
“reviewer icons 905 and the like) and anchors 910A-E
(collectively referred to as “anchors 910” and the like).
[0097] Each of the reviewer icons 910 may be a graphical
object, GCE, etc. that represents a corresponding reviewer,
reviewer 1D, or reviewer device 110 discussed previously.
The “X” portion in each reviewer icon 905 may allow the
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user of the representative device to remove the reviewer icon
905 from the instance 900. Each of the anchors 910 may be
a GCE that represents a particular reviewing or approval
stage (for example, stages 1-5 in FI1G. 9) to which a selected
reviewer icon 905 can be attached. Each of the stages shown
by FIG. 9 may represent different levels or phase of an
approval process for approving the PRCP. According to
some embodiments, upon selection of an anchor 905 by the
user of the representative device 105, the anchor 905 may
allow the user to input a reviewer name, reviewer 1D, etc.

[0098] In one example, each of the anchors 910 may
comprise a text box that allows the user to type in the
reviewer name, reviewer 1D, etc., where upon selection of
the reviewer name, reviewer 1D, etc., the representative
device 105 may generate the corresponding reviewer icon
905. In another example, each of the anchors 910 may
comprise a drop-down list or scrollable list that allows a user
to select listed reviewer names, reviewer IDs, etc., and upon
selection of the reviewer name, reviewer 1D, etc., the rep-
resentative device 105 may generate the corresponding
reviewer icon 905. In another example, the user may per-
form a drag-and-drop operation by dragging a reviewer icon
905 from a contacts list (not shown) and dropping the
contact onto a desired anchor 910. In each of the aforemen-
tioned examples, the reviewer icons 905 that appear when
the reviewer name, reviewer 1D, etc. is input may be based
on an authority, clearance, or permission level of the review-
ers such that each stage may be populated with reviewers
that have the same or similar authority, clearance, or per-
mission levels.

[0099] FIGS. 10-17 illustrate example interfaces for dis-
tributing a regulated content playlist, in accordance with
various embodiments. At FIG. 10, an example instance 1000
of a GUI 30 shows a listing of ARCPs (referred to as
“playlists” in FIGS. 10-17). The instance 1000 of the GUI 30
shown by FIG. 10 may occur as a result of selecting the GCE
715 (discussed with regard to FIG. 7) and subsequent
approval of the RCPs shown by FIG. 10. As illustrated, the
GUI instance 1000 may include GCEs 1005A-F and a GCE
1010. Each of the GCEs 1005A-F may be associated with a
corresponding ARCP. For example, as shown by FIG. 10,
GCE 1005D may be associated with an ARCP titled
“HIMSS Tradeshow Brochures”. The title of the ARCP may
indicate a subject, topic, scenario, etc. of the ARCP, which
may be used as a basis for controlling distribution of the
ARCRP to recipient devices 115. The GCE 1005D also lists
an author or creator of the PRCP (for example, “Brett
Musgrave”) and also indicates a number of individual con-
tent items included in the ARCP (for example, “7 Files”).
GCEs 1005A-F also indicate various tags associated with
the ARPS. For example, GCE 1005D indicates tags 1006 A-
C, where tag 1006A indicates that reference items are
included in the PRCP (for example, “#References”), tag
1006B indicates that video content items are included in the
PRCP (for example, “#Videos”), and tag 1006C indicates
that the PRCP includes content items that may be classified
as advertisements (for example, “#Ad”). Other tags may be
indicated by the GCEs 1005A-F.

[0100] The GCEs A-F also include a views indicator to
indicate a number of recipient devices 115 that have viewed
the ARCP, and a preference indicator to indicate a number
of recipient devices 115 that have selected, saved, or liked
the ARCP. For example, GCE 1005D indicates views indi-
cator 1007A, which shows that the “HIMSS Tradeshow
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Brochure” has been viewed by 162 recipient devices 115;
and indicates preference indicator 1007B, which shows that
the “HIMSS Tradeshow Brochure” has been “liked”,
“stared”, or otherwise favored by 12 recipient devices 115.
GCE 1010 may, when selected by clicking (for example,
using a mouse-cursor interface) or tapping (for example,
using a touchscreen interface), generate an instance 1100 of
the GUI for creating a new playlist, which is shown by FIG.
11.

[0101] FIG. 11 illustrates an example instance 1100 of the
GUI 30 for creating a new RCP, in accordance with various
embodiments. In FIG. 11, like numbered items are the same
as those described with respect to FIG. 10. As shown by FIG.
11, the GUI instance 1100 may be an interface superimposed
or overlaid on top of the GUT instance 1000 of FIG. 10. The
GUI instance 1100 may include GCEs 1105-1120, which
allow a user of representative device 105 to create a new
RCP or PRCP. For example, selection of the GCE 1105 may
generate and render the instance 500 of GUI 20 shown and
described with regards to FIG. 5; selection of the GCE 1110
may generate and render an instance of GUI 30 that allows
the user to create a new ARCP from pre-approved content
items and/or by rearranging content items of existing
ARCPs; selection of the GCE 1115 may cause the repre-
sentative device 105 to generate another instance of the GUI
30 (not shown) comprising an upload component to provide
functionality to select and add individual content items for
inclusion in an ARCP and/or a PRCP; and selection of the
GCE 1120 may cause the representative device 105 to
generate another instance of the GUI 30 (not shown) that
allows the user to send invitation message to one or more
recipient devices 115 to view content items of one or more
ARCPs.

[0102] FIG. 12 illustrates an example instance 1200 of the
GUI 30 for viewing content items of an ARCP in accordance
with various embodiments. In FIG. 12, like numbered items
are the same as those described with respect to FIGS. 10-11.
The GUI instance 1200 may be generated in response to
selecting the GCE 1005D as shown by FIG. 10. As shown
by FIG. 12, the GUI instance 1200 may include GCE 1203,
GCEs 1205A-F, GCEs 1210A-F, a GCE 1215, and GCEs
1220A-C. The GCE 1203 may allow the user of the repre-
sentative device 105 to indicate whether recipient devices
115 may access the content items of the ARCP offline or
download and store the content items locally at the recipient
devices 115. In the example shown by FIG. 12, the GCE
1203 may be a slider, where the user of representative device
105 may allow offline access to the content items by moving
the slider along its sliding scale to a desired value. As shown
by FIG. 12, the selected value is shown as enabled, which
means that recipient devices 115 may download and locally
store the content items of the ARCP.

[0103] Each of'the GCEs 1205A-F may be associated with
a corresponding content item of the ARCP, and each of the
GCEs 1205A-F may include an icon or other like indication
of a content type and/or format of the content item. For
example, GCE 1205A may be associated with the text-based
content item titled “Knee Competitive Pricing Sheet” and an
icon of the GCE 1205A may indicate that the content item
is a PDF file; GCE 1205B may be associated with the video
content item titled “Soft Tissue Video” and an icon of the
GCE 1205B may indicate that the content item is a video
file; GCE 1205C may be associated with the text-based
content item titled “Company Information Brochure” and an
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icon of the GCE 1205C may indicate that the content item
is a Microsoft® Word® document; GCE 1205D may be
associated with the text-based content item titled “Service
Installation Options™ and an icon of the GCE 1205D may
indicate that the content item is a PDF file; GCE 1205E may
be associated with the video content item titled “Knee
Replacement Video” and an icon of the GCE 1205E may
indicate that the content item is a video file; GCE 1205F may
be associated with the text-based content item titled “Service
Installation Options” and an icon of the GCE 1205F may
indicate that the content item is a Microsoft® Excel® file.
The GCEs 1205A-F, when selected by clicking/tapping the
GCEs 1205A-C, may generate another instance of the GUI
(not shown) for viewing the corresponding content item. In
one example, by selecting GCE 1205A, the cloud 140 may
provide a webpage or other like interface within the GUI 30
embedded with the “Knee Competitive Pricing Sheet” con-
tent item. In another example, by selecting GCE 1205B, the
cloud 140 may provide a webpage or other like interface
within the GUI 30 including a media player to play the “Soft
Tissue Video™ content item.

[0104] The GCEs 1210A-F may be buttons or other like
GCEs that allow the user of the representative device to
download the corresponding content item to the represen-
tative device 105. When a GCE 1210A-F is selected, the
representative device 105 may generate another instance of
the GUI (not shown) comprising a download manager/
component to provide functionality to store the correspond-
ing content item to a desired memory/storage location.

[0105] The GCE 1215 may be a button or other like GCE
that allows the user of the representative device 105 to
distribute the ARCP to one or more recipient device 115.
When the GCE 1215 is selected, the representative device
105 may generate and send an electronic message including
a distribution instruction and/or other like parameters (for
example, message M5 including distribution parameters 13
of FIG. 1). In some embodiments, upon selection of the GCE
1215, the representative device 105 may generate another
instance of the GUI (not shown), which may allow the user
of the representative device 105 to indicate various distri-
bution criteria/parameters, such as individual recipient 1Ds,
which correspond to the users that should be invited to
access the ARCP using their recipient devices 115.

[0106] The GCEs 1220A-C may be buttons or other like
GCEs that allow the user of the representative device to
switch a view of the GUI 30 and/or generate an instance of
the GUI 30. For example, selection of the GCE 1220A (for
example, “Content” in FIG. 12) may generate and render the
instance 700, which is the current view of the GUI 30 shown
by FIG. 12; selection of the GCE 1220B (for example,
“Shared” in FIG. 12) may generate and render an instance
showing users of recipient devices 115 that may access the
content items of the ARCP; and selection of the GCE 1220C
(for example, “Details” in FIG. 12) may generate and render
an instance showing various ARCP criteria or parameters
(see for example, FIG. 14). Additionally, the GCE 1220 of
the current GUI 30 view or the currently viewed instance
may be visually distinguished from the other GCEs 1220.
For example, as shown by FIG. 12, the GCE 1220A is shown
with a colored bottom border and bold text while the GCEs
1220B-C are greyed out. In other embodiments, greying out
or otherwise visually distinguishing the GCEs 1220 may
indicate that those GCEs 1220 are inactive.
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[0107] FIG. 13 illustrates an example instance 1300 of the
GUI 30 for viewing recipients permitted to access the ARCP,
in accordance with various embodiments. In FIG. 13, like
numbered items are the same as those described with respect
to FIGS. 10-12. The instance 1300 may be generated in
response to selecting the GCE 1005D as shown by FIG. 10
and selecting the GCE 1220B as shown and described with
regard to FIG. 12. As shown by FIG. 13, the GUI instance
1300 may include recipient icons 1305A-H (collectively
referred to as “recipient icons 1305”), a members section
1320 including a GCE 1310 and GCE 1315, and comments
section 1315.

[0108] The members section 1320 may be a section,
region, or area of the instance 1300 that shows the recipients
that are permitted to access the ARCP “HIMSS Tradeshow
Brochure”. Each of the recipient icons 1305 in the members
section 1320 may be a graphical object, GCE, etc. that
represents a corresponding recipient user, recipient ID, or
recipient device 115 discussed previously. The GCE 1310
may, upon selection, expand the members section 1320 to
show additional recipients that may access the ARCP. The
GCE 1315 may allow the user of the representative device
105 to invite additional recipients to access the ARCP.
Selection of the GCE 1315 may cause the representative
device 105 to generate and send an electronic message
including a distribution instruction and/or other like param-
eters (for example, message M5 including distribution
parameters 13 of FIG. 1) to one or more selected recipients.

[0109] The comments section 1325 may be a section,
region, or area of the instance 1300 that shows comments
1330 made to the ARCP by recipients. For example, as
shown by FIG. 13, the comments section 1325 may include
comments 1330H made by recipient “First LastnameH”,
which is represented by the recipient icon 1305H; and
comments 1330A made by recipient “First LastnameA”,
which is represented by the recipient icon 1305A.

[0110] FIG. 14 illustrates an example instance 1400 of the
GUI 30 for viewing RCP parameters, in accordance with
various embodiments. In FIG. 14, like numbered items are
the same as those described with respect to FIGS. 10-13. The
instance 1400 may be generated in response to selecting the
GCE 1005D as shown by FIG. 10 and selecting the GCE
1220C as shown and described with regard to FIG. 12. As
shown by FIG. 14, the instance 1400 may include field icons
1405A-F (collectively referred to as “field icons 1405”).
Each of the field icons 1405 may be a graphical object, GCE,
etc. that represents a corresponding field in the RCP entity
106 as discussed previously. As shown by FIG. 14, the field
icon 1405A may indicate an owner or author of the ARCP
(for example, “Brett Musgrave” in FIG. 14); the field icon
1405B may indicate date the ARCP was last modified (for
example, “Mar. 17, 2017” in FIG. 14); the field icon 1405C
may a creation date of the ARCP (for example, “Jan. 3,
2017” in FIG. 14); the field icon 1405D may indicate a size
of'the ARCP (for example, “1.3 MB” in FIG. 14), which may
be a total size of all of the content items in the ARCP; the
field icon 1405E may indicate a number of files in the ARCP
(for example, “7” in FIG. 14); and the field icon 1405F may
indicate the tags 1006 associated with the ARCP (for
example, tags 1006 A-C discussed with regard to FIG. 10).
In other embodiments, other fileds of the RCP entity 106
may be represented by field icons 1405 and shown by
instance 1400.
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[0111] FIG. 15 illustrates an example view of the GUI 30
in accordance with various embodiments. The view of GUI
30 shown by FIG. 15 includes the instance 1000 of FIG. 5
and the instance 1200 of FIG. 12 side-by-side where like
numbered items are the same as those described with respect
to FIGS. 10 and 12. FIG. 16 illustrates an example view of
the GUI 30 in accordance with various embodiments. The
view of GUI 30 shown by FIG. 16 includes the instance
1000 of FIG. 5 and the instance 1300 of FIG. 13 side-by-side
where like numbered items are the same as those described
with respect to FIGS. 10, 12, and 13. FIG. 17 illustrates an
example view of the GUI 30 in accordance with various
embodiments. The view of GUI 30 shown by FIG. 17
includes the instance 1000 of FIG. 5 and the instance 1400
of FIG. 14 side-by-side where like numbered items are the
same as those described with respect to FIGS. 10,12-13, and
14. For clarity, some labels shown by FIGS. 10-14 have not
been added to FIGS. 15-17.

[0112] Referring now to FIG. 18, an example computer
suitable for practicing various aspects of the present disclo-
sure, including processes described herein, is illustrated in
accordance with various embodiments. In various embodi-
ments, the computer 1800 shown by FIG. 18 may be
implemented as the client devices 105, 110, 115 and/or the
servers 145 shown and described with respect to FIG. 1.

[0113] As shown, computer 1800 may include one or more
processors or processor cores 1802, and system memory
1904. For the purpose of this application, including the
claims, the terms “processor” and “processor cores” may be
considered synonymous, unless the context clearly requires
otherwise. Additionally, computer 1800 may include mass
storage devices 1806 (such as diskette, hard drive, flash
drive, solid state drive, compact disc read only memory
(CD-ROM) and so forth), input/output devices 1808 (such
as display, keyboard, cursor control, remote control, gaming
controller, image capture device, and so forth) and commu-
nication interfaces 1810. The elements may be coupled to
each other via system bus 1812, which may represent one or
more buses. In the case of multiple buses, they may be
bridged by one or more bus bridges (not shown). Elements
such as mass storage may be physically separate or remote.

[0114] The communication interfaces 1810 may be one or
more hardware devices that allow the computer 1800 to
communicate with other devices. In embodiments, each of
the communication interfaces 1810 may include one or more
processors (for example, baseband processors, etc.) that are
dedicated to a particular wireless communication protocol
(for example, Wi-Fi and/or IEEE 802.11 protocols), a cel-
Iular communication protocol (for example, Long Term
Evolution (LTE) and the like), a wireless personal area
network (WPAN) protocol (for example, IEEE 802.15.4-
802.15.5 protocols, Bluetooth or Bluetooth low energy
(BLE), etc.), and/or a wired communication protocol (for
example, Ethernet, Fiber Distributed Data Interface (FDDI),
Point-to-Point (PPP), etc.). The communication interfaces
1810 may also include hardware devices that enable com-
munication with wireless/wired networks and/or other com-
puting devices using modulated electromagnetic radiation
through a solid or non-solid medium. Such hardware devices
may include switches, filters, amplifiers, antenna elements,
receptacles/ports to accept plugs/connectors, and/or and the
like to facilitate the communications over the air or through
a wire by generating or otherwise producing radio waves to
transmit data to one or more other devices, and converting
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received signals into usable information, such as digital data,
which may be provided to one or more other components of
computer 1800.

[0115] FEach of these elements may perform its conven-
tional functions known in the art. In particular, system
memory 1904 and mass storage devices 1806 may be
employed to store a working copy and a permanent copy of
the programming instructions implementing the operations
associated with facilitation of communication with selected
specialists as shown in processes described herein. The
various elements may be implemented by assembler instruc-
tions supported by processor(s) 1802 or high-level lan-
guages, such as, for example, C and/or any of the other
high-level languages discussed herein, that can be compiled
into such instructions.

[0116] The permanent copy of the programming instruc-
tions may be placed into permanent storage devices 1806 in
the factory, or in the field, through, for example, a distribu-
tion medium (not shown), such as a compact disc (CD), or
through communication interface 1810 (from a distribution
server (not shown)). That is, one or more distribution media
having an implementation of the processes described herein
may be employed to distribute the programming instructions
and program various computing devices.

[0117] The number, capability and/or capacity of these
elements 1810-1812 may vary, depending on how computer
1800 is used. Their constitutions are otherwise known, and
accordingly will not be further described.

[0118] FIG. 19 illustrates an example least one computer-
readable storage medium 1902 having instructions config-
ured to practice all or selected ones of the operations
associated with techniques described herein. As illustrated,
least one computer-readable storage medium 1902 may
include a number of programming instructions 1904. Pro-
gramming instructions 1904 may be configured to enable a
device, for example, computer 1800, in response to execu-
tion of the programming instructions, to perform, for
example, various operations of processes described herein,
but not limited to, to the various operations performed to
modify and share content. In alternate embodiments, pro-
gramming instructions 1904 may be disposed on multiple
computer-readable storage media 1902 instead.

[0119] Referring back to FIG. 18, for one embodiment, at
least one of processors 1802 may be packaged together with
computational logic 1822 configured to practice aspects of
processes described herein. For one embodiment, at least
one of processors 1802 may be packaged together with
computational logic 1822 configured to practice aspects of
processes of described herein to form a System in Package
(SiP). For one embodiment, at least one of processors 1802
may be integrated on the same die with computational logic
1822 configured to practice aspects of processes of
described herein. For one embodiment, at least one of
processors 1802 may be packaged together with computa-
tional logic 1822 configured to practice aspects of processes
of described herein to form a System on Chip (SoC). For at
least one embodiment, the SoC may be utilized in, for
example, but not limited to, a computing tablet, smartphone,
laptop computer device, and the like.

[0120] Computer-readable media (including least one
computer-readable media), methods, apparatuses, systems
and devices for performing the above-described techniques
are illustrative examples of embodiments disclosed herein.
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Additionally, other devices in the above-described interac-
tions may be configured to perform various disclosed tech-
niques
[0121] Although certain embodiments have been illus-
trated and described herein for purposes of description, a
wide variety of alternate and/or equivalent embodiments or
implementations calculated to achieve the same purposes
may be substituted for the embodiments shown and
described without departing from the scope of the present
disclosure. This application is intended to cover any adap-
tations or variations of the embodiments discussed herein.
Therefore, it is manifestly intended that embodiments
described herein be limited only by the claims.
1. A computer system, comprising:
a processor system to:
identify a submission instruction to submit a proposed
regulated content playlist (PRCP) to be approved for
distribution, wherein the PRCP includes a set of
content items,
identify an approval indication, the approval indication
to indicate that at least one content item of the set of
content items has been approved for distribution, and
convert the PRCP into an approved regulated content
playlist (ARCP) in response to the approval indica-
tion; and
a communications system coupled with the processor
system, the communications system to:
establish, in response to the submission instruction, an
end-to-end encrypted tunnel (EET) between the
computer system and a reviewer device,
send an invitation to access the PRCP to the reviewer
device via the EET, and
receive the approval indication from the reviewer
device via the EET.
2. The computer system of claim 1, wherein the commu-
nications system is to:
obtain individual content items to be added to the PRCP
prior to identifying the submission instruction;
obtain the submission instruction; and
obtain, in response to sending the PRCP to the reviewer
device, individual reviewer identifiers (IDs) corre-
sponding to users that are to review the PRCP.
3. The computer system of claim 2, wherein:
the processor system is to identify comments associated
with the individual content items to be added to the
PRCP, individual tags associated with the PRCP, indi-
vidual links to individual reference items to be associ-
ated with the PRCP, and a requested due date for
approval of the PRCP, and
the communications system is to send, to the reviewer
device with the PRCP, the comments, the tags, the
individual links, and the requested due date.
4. The computer system of claim 1, wherein:
the communications system is to receive, from the
reviewer device through the EET, additional content
associated with individual content items of the set of
content items, wherein the additional content comprises
reviewer comments on the associated individual con-
tent items or revised versions of the individual content
items; and
the processor system is to convert the PRCP into an
updated PRCP including the additional content.
5. The computer system of claim 1, wherein the EET is a
first EET, and wherein:
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the processor system is to identify a distribution instruc-
tion to distribute the ARCP to identified recipient
devices; and
the communications system is to:
establish corresponding second EETs with the identi-
fied recipient devices in response to the distribution
instruction, and
send, to the identified recipient devices over the cor-
responding second EETs, an invitation to access the
ARCP.
6. The computer system of claim 5, wherein the processor
system is to:
determine permissions associated with individual recipi-
ent devices of the identified recipient devices, the
permissions indicating topics and content types of
content items that the individual recipient devices are
permitted to consume;

prevent the individual recipient devices from accessing
approved content items of the ARCP that have topics or
content types that are not indicated by the permissions;
and

prevent the individual recipient devices from accessing

unapproved content items of the ARCP.

7. The computer system of claim 5, wherein:

the communications system is to receive, from the indi-

vidual recipient devices through the corresponding
second EETs, a seventh message including recipient
comments on content items of the ARCP; and

the processor system is to append the recipient comments

to the ARCP in response to receipt of the seventh
message.

8. The computer system of claim 1, wherein at least one
content item of the set of content items is a different content
type than a content type of other content items of the set of
content items.

9. One or more computer-readable media including
instructions that, in response to execution by a computer
device, cause the computer device to:

generate a first instance of a graphical user interface

(GUI), the first instance of the GUI comprising a first
graphical control element (GCE) to control selection of
individual content items for inclusion in a proposed
regulated content playlist (PRCP), and a second GCE
to control submission of the PRCP for review; and

in response to selection of the second GCE,

request establishment of an end-to-end encrypted tun-
nel (EET) between the computer device and a remote
system, and

send, to the remote system via the EET, a submission
instruction to instruct the remote system to distribute
the PRCP for review, and

generate a second instance of the GUI, the second
instance of the GUI comprising an indication of
approved content items of the PRCP.

10. The one or more computer-readable media of claim 9,
wherein the PRCP comprises a set of content items, and at
least one content item of the set of content items has a
different format than other content items of the set of content
items.

11. The one or more computer-readable media of claim 9,
wherein the second instance of the GUI comprises:
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athird GCE to control generation of a third instance of the

GUI, the third instance of the GUI comprising visual

representations of individual content items of the

PRCP; and

a fourth GCE to control generation of a fourth instance of

the GUI, the fourth instance of the GUI comprising

visual representations of one or more reviewers to
review the PRCP.

12. The one or more computer-readable media of claim 9,
wherein the first instance of the GUI comprises:

a fifth GCE to enable input of text to be associated with

individual content items, and

upon selection of the second GCE, the text to be associ-

ated with the individual content items is included with

the PRCP and separate from the individual content
items.

13. The one or more computer-readable media of claim 9,
wherein, upon selection of the first GCE, the computer
device, in response to execution of the instructions, is to:

generate a fifth instance of the GUI comprising an upload

component to provide functionality to select and add
the individual content items for inclusion in the PRCP.

14. The one or more computer-readable media of claim 9,
wherein the instructions, in response to execution by the
computer device, cause the computer device to:

generate a sixth instance of the GUI comprising:

a sixth GCE to control application of individual tags to
the PRCP;

a seventh GCE to control selection of individual links
to individual reference items to be associated with
the PRCP; and

a seventh GCE to control selection of a requested due
date for approval of the PRCP.

15. The one or more computer-readable media of claim 9,
wherein the instructions, in response to execution by the
computer device, cause the computer device to:

generate a seventh instance of the GUI comprising:

a list of approved regulated content playlists (ARCPs),
wherein the ARCPs comprise PRCPs with at least
one approved content item, and

an eighth GCE to control distribution of a selected
ARCP of the list of ARCPs to identified recipient
devices.

16. The one or more computer-readable media of claim
15, wherein the EET is a first EET, and in response to
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selection of the eighth GCE, the instructions, in response to
execution by the computer device, cause the computer
device to:

request establishment of corresponding second EETs with

the identified recipient devices; and

send, to the identified recipient devices over the corre-

sponding second EETs, an invitation to access the
selected ARCP, wherein unapproved content items of
the selected ARCP are inaccessible by the identified
recipient devices.

17. The one or more computer-readable media of claim 9,
wherein the instructions, in response to execution by the
computer device, cause the computer device to:

obtain, from an individual recipient device of the identi-

fied recipient devices, comments associated with dis-
tributed ARCP; and

generate an eighth instance of the GUI comprising the

comments and a visual representation of a user of the
individual recipient device.

18. A computer-implemented method comprising:

obtaining, by a computer device, an indication to review

a proposed regulated content playlist (PRCP);
establishing, by the computer device, an end-to-end
encrypted tunnel (EET) with a remote system;
accessing, by the computer device over the EET, the
PRCP including the set of content items;
sending, by the computer device over the EET, one or
more edits to the PRCP or to individual content items
of the set of content items; and
sending, by the computer device over the EET, an
approval indication to indicate that individual content
items of the set of content items are approved for
distribution.

19. The method of claim 18, further comprising:

generating, by the computer device, a graphical user

interface (GUI) including a first graphical control ele-
ment (GCE) and a second GCE;

obtaining the one or more edits in response to selection of

the first GCE; and

sending, by the computer device over the EET, the

approval indication to the remote system in response to
selection of the second GCE.

20. The method of claim 18, wherein the PRCP comprises
a set of content items and at least one content item of the set
of content items has a different format than other content
items of the set of content items.
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