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AUTOMATICALLY REPLICATING
CONFIGURATION PARAMETERS FROM
SECURELY IDENTIFIED CONNECTED
SYSTEMS

COPYRIGHT NOTICE

[0001] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.

FIELD

[0002] The field relates generally to information process-
ing systems, and more particularly to techniques for provid-
ing security in such systems.

BACKGROUND

[0003] In many instances and contexts, systems seek and/
or need to interact with other connected systems within one
or more networks. For example, information technology (IT)
administrators often rely on cluster managers for the deploy-
ment, configuration, and/or management of complex con-
verged and hyperconverged solutions for data centers. How-
ever, conventional network system management techniques
fail to support automated end-to-end configuration, deploy-
ment and life cycle administration of certain data center
solutions (e.g., complex converged and hyperconverged data
center solutions). For instance, such conventional tech-
niques face challenges in defining network configuration
parameters, typically requiring time-consuming and error-
prone manual efforts to achieve multi-site consistency.

SUMMARY

[0004] Illustrative embodiments of the disclosure provide
techniques for automatically replicating configuration
parameters from securely identified connected systems. An
exemplary computer-implemented method includes discov-
ering a set of one or more systems connected via at least one
network and identifying at least one of the one or more
systems of the discovered set by processing cryptographic
data associated with at least a portion of the one or more
systems. The method also includes establishing a commu-
nication session with the at least one identified system by
securing at least one application programming interface,
replicating one or more configuration parameters from at
least a portion of the at least one identified system in
connection with the established communication session, and
performing one or more automated actions based at least in
part on the one or more replicated configuration parameters.
[0005] Illustrative embodiments can provide significant
advantages relative to conventional network system man-
agement techniques. For example, problems associated with
time-consuming and error-prone manual efforts for defining
network configuration parameters are overcome in one or
more embodiments through automatically replicating con-
figuration parameters from securely identified connected
systems.

[0006] These and other illustrative embodiments
described herein include, without limitation, methods, appa-
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ratus, systems, and computer program products comprising
processor-readable storage media.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 shows an information processing system
configured for automatically replicating configuration
parameters from securely identified connected systems in an
illustrative embodiment.

[0008] FIG. 2 shows an example code snippet for an
example representational state transfer (REST) application
programming interface (API) call from a source cluster
manager in an illustrative embodiment.

[0009] FIG. 3 shows an example successful response from
a target cluster manager in an illustrative embodiment.
[0010] FIG. 4 is a flow diagram of a process for automati-
cally replicating configuration parameters from securely
identified connected systems in an illustrative embodiment.
[0011] FIGS. 5 and 6 show examples of processing plat-
forms that may be utilized to implement at least a portion of
an information processing system in illustrative embodi-
ments.

DETAILED DESCRIPTION

[0012] Illustrative embodiments will be described herein
with reference to exemplary computer networks and asso-
ciated computers, servers, network devices or other types of
processing devices. It is to be appreciated, however, that
these and other embodiments are not restricted to use with
the particular illustrative network and device configurations
shown. Accordingly, the term “computer network™ as used
herein is intended to be broadly construed, so as to encom-
pass, for example, any system comprising multiple net-
worked processing devices.

[0013] FIG. 1 shows a computer network (also referred to
herein as an information processing system) 100 configured
in accordance with an illustrative embodiment. The com-
puter network 100 comprises a plurality of network-con-
nected systems 102-1, 102-2, 102-3, . . . 102-M, collectively
referred to herein as systems 102. The systems 102 are
coupled to a network 104, where the network 104 in this
embodiment is assumed to represent a sub-network or other
related portion of the larger computer network 100. Accord-
ingly, elements 100 and 104 are both referred to herein as
examples of “networks” but the latter is assumed to be a
component of the former in the context of the FIG. 1
embodiment.

[0014] The systems 102 may comprise, for example, serv-
ers, cell towers and/or other types of edge servers, mobile
telephones, laptop computers, tablet computers, desktop
computers or other types of computing devices. Such
devices are examples of what are more generally referred to
herein as “processing devices.” Some of these processing
devices are also generally referred to herein as “computers.”

[0015] The systems 102 in some embodiments comprise
respective computers associated with a particular company,
organization or other enterprise. In addition, at least portions
of the computer network 100 may also be referred to herein
as collectively comprising an “enterprise network.” Numer-
ous other operating scenarios involving a wide variety of
different types and arrangements of processing devices and
networks are possible, as will be appreciated by those skilled
in the art.
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[0016] Also, it is to be appreciated that the term “user” in
this context and elsewhere herein is intended to be broadly
construed so as to encompass, for example, human, hard-
ware, software or firmware entities, as well as various
combinations of such entities.

[0017] The network 104 is assumed to comprise a portion
of a global computer network such as the Internet, although
other types of networks can be part of the computer network
100, including a wide area network (WAN), a local area
network (LAN), a satellite network, a telephone or cable
network, a cellular network, a wireless network such as a
Wi-Fi or WiMAX network, or various portions or combi-
nations of these and other types of networks. The computer
network 100 in some embodiments therefore comprises
combinations of multiple different types of networks, each
comprising processing devices configured to communicate
using internet protocol (IP) or other related communication
protocols.

[0018] Additionally, one or more of the systems 102 can
have an associated system security database 106 configured
to store data pertaining to connecting with other systems
within the network, which comprise, for example, authen-
tication data or other types of security-related data including
passwords and other information associated with secure
system connections.

[0019] The system security database 106 in the present
embodiment is implemented using one or more storage
systems associated with systems 102. Such storage systems
can comprise any of a variety of different types of storage
including network-attached storage (NAS), storage area
networks (SANs), direct-attached storage (DAS) and dis-
tributed DAS, as well as combinations of these and other
storage types, including software-defined storage.

[0020] Also associated with one or more of the systems
102 can be one or more input-output devices, which illus-
tratively comprise keyboards, displays or other types of
input-output devices in any combination. Such input-output
devices can be used, for example, to support one or more
user interfaces to systems 102, as well as to support com-
munication between systems 102 and other related systems
and devices not explicitly shown.

[0021] Each system 102 in the FIG. 1 embodiment is
assumed to be implemented using at least one processing
device. Each such processing device generally comprises at
least one processor and an associated memory, and imple-
ments one or more functional modules for controlling cer-
tain features of the systems 102.

[0022] More particularly, systems 102 in this embodiment
each can comprise a processor coupled to a memory and a
network interface.

[0023] The processor illustratively comprises a micropro-
cessor, a microcontroller, an application-specific integrated
circuit (ASIC), a field-programmable gate array (FPGA) or
other type of processing circuitry, as well as portions or
combinations of such circuitry elements.

[0024] The memory illustratively comprises random
access memory (RAM), read-only memory (ROM) or other
types of memory, in any combination. The memory and
other memories disclosed herein may be viewed as examples
of what are more generally referred to as “processor-read-
able storage media” storing executable computer program
code or other types of software programs.

[0025] One or more embodiments include articles of
manufacture, such as computer-readable storage media.
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Examples of an article of manufacture include, without
limitation, a storage device such as a storage disk, a storage
array or an integrated circuit containing memory, as well as
a wide variety of other types of computer program products.
The term “article of manufacture” as used herein should be
understood to exclude transitory, propagating signals. These
and other references to “disks” herein are intended to refer
generally to storage devices, including solid-state drives
(SSDs), and should therefore not be viewed as limited in any
way to spinning magnetic media. The network interface
allows the systems 102 to communicate over the network
104 with other systems 102, and illustratively comprises one
or more conventional transceivers.

[0026] As also illustrated in FIG. 1, one or more of
systems 102 in the FIG. 1 embodiment further comprise a
system discovery and identification module 112, API(s) 114,
configuration parameter replication component 116, and an
automated action generator 118. It is to be appreciated that
this particular arrangement of elements 112, 114, 116 and
118 illustrated in systems 102 of the FIG. 1 embodiment is
presented by way of example only, and alternative arrange-
ments can be used in other embodiments. For example, the
functionality associated with elements 112, 114, 116 and 118
in other embodiments can be combined into a single module,
or separated across a larger number of modules or systems
(such as systems 102, for example). As another example,
multiple distinct processors can be used to implement dif-
ferent ones of elements 112, 114, 116 and 118 or portions
thereof.

[0027] At least portions of elements 112, 114, 116 and 118
may be implemented at least in part in the form of software
that is stored in memory and executed by a processor.
[0028] It is to be understood that the particular set of
elements shown in FIG. 1 for automatically replicating
configuration parameters from securely identified connected
systems involving systems 102 of computer network 100 is
presented by way of illustrative example only, and in other
embodiments additional or alternative elements may be
used. Thus, another embodiment includes additional or
alternative systems, devices and other network entities, as
well as different arrangements of modules and other com-
ponents. For example, in at least one embodiment, two or
more of at least one system 102 and system security database
106 can be on and/or part of the same processing platform.
[0029] An exemplary process utilizing elements 112, 114,
116 and 118 of an example system 102 in computer network
100 will be described in more detail with reference to the
flow diagram of FIG. 4.

[0030] Accordingly, at least one embodiment includes
automatically replicating configuration parameters from
securely identified connected systems. For example, such an
embodiment includes providing an automated solution to
replicate at least a portion of the configuration parameters
from one network-connected system to at least one other
network-connected system using techniques for automated
discovery of a source system (also referred to herein simply
as “source”) cluster manager so that the system/site admin-
istrator of a target system (also referred to herein simply as
“target”) cluster manager does not have to manually enter
required parameters (which, in turn, for example, will render
the initial configuration faster and more efficient). As used
herein, a cluster manager refers to a graphical user interface
(GUI) and/or command-line software that runs on one or
more cluster nodes, one or more servers, etc.
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[0031] As detailed herein, one or more embodiments
include automatically discovering and securely identifying
one or more available network-connected systems (also
referred to herein as remote sites). Example techniques for
automatically discovering and securely identifying one or
more available network-connected systems are described in
U.S. application Ser. No. 17/149,238, entitled “Automati-
cally Discovering and Securely Identifying Connected Sys-
tems,” filed on Jan. 14, 2021, and incorporated by reference
herein. For instance, at least one embodiment includes
automatically discovering available remote sites using
domain name server (DNS) service discovery (DNS-SD)
techniques, and using at least one handshake protocol based
at least in part on an extension of digest access authentica-
tion. The term “DNS server,” as used herein, is intended to
be broadly construed, so as to encompass, for example, at
least one server component of a Domain Name System, also
commonly known by the acronym DNS.

[0032] Additionally, one or more embodiments include
securing at least one cluster manager REST API for system-
to-system (also referred to herein as site-to-site) communi-
cation. After automatically discovering and securely identi-
fying one or more available network-connected systems, the
source system cluster manager and the target system cluster
manager are authenticated (e.g., using at least one handshake
protocol). Accordingly, at this stage, one or more embodi-
ments include performing multiple cluster manager modifi-
cations (e.g., using the same cluster manager code for the
source cluster manager and/or the target cluster manager).
For example, such an embodiment can include exposing a
separate uniform resource identifier (URI) and/or
namespace for a specific set of REST APIs for site-to-site
communication. Additionally, such an embodiment can
include implementing one or more security protocols for
these REST APIs based at least in part on at least one
handshake protocol (e.g., a handshake protocol established
and/or used in automatically discovering and securely iden-
tifying one or more available network-connected systems).
Further, such an embodiment can also include augmenting
one or more user interface (UI) screens for configuration
parameters to select at least one remote site input.

[0033] With respect to the above-noted REST APIs for
site-to-site communication, in accordance with one or more
embodiments, if the base uniform resource locator (URL) of
a current REST API endpoint for a cluster manager looks,
for example, like https://www.example.com/api/v1/, which
requires regular OAuth 2.0 or basic authentication using a
central identity-management system per site, then the new
REST API for site-to-site communicate can be hosted at
https://'www.example.com/peer/api/v1, which would require
a separate authentication (as further described herein). The
“peer” namespace API, for example, may not be a new API
but may simply be hosted at a different URI to distinguish
and apply an authentication scheme separate from the regu-
lar namespace authentication scheme. Also, in one or more
embodiments, the Ul screens can make use of the regular
namespace (“/api/v1”), and the remote site can make use of
the peer namespace (“/peer/api/v1”).

[0034] With respect to the above-noted REST API security
for site-to-site communication, in accordance with one or
more embodiments, the REST API hosted at peer namespace
(https://www.example.com/peer/api/v]) starts with discov-
ery and identification techniques (as described above). As
part of automatically discovering and securely identifying
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one or more available network-connected systems, in at least
one embodiment, the site administrator of the source cluster
manager would have been prompted to enter the password of
the target cluster manager. This password, along with a
session key, can then be used to secure the REST API for
site-to-site communication.

[0035] One or more embodiments also include carrying
out session management actions. For example, in such an
embodiment, the target cluster manager generates a session
for a timed communication with the source system. The
session key is returned to the source system as part of (e.g.,
at the end of) the phase of automatically discovering and
securely identifying one or more available network-con-
nected systems. Additionally, the session at the target cluster
manager is configured to expire after x time of inactivity,
after which the flow must restart from the phase of auto-
matically discovering and securely identifying one or more
available network-connected systems in order to create a
new session. Also, in such an embodiment, the source cluster
manager includes the session key with subsequent REST
API calls (e.g., as a custom hypertext transfer protocol
(HTTP) header such as “X-Y-Session”), and the target
cluster manager validates that the session is still valid before
processing the REST API call from the source cluster
manager. With respect to authentication actions and/or tech-
niques, one or more embodiments can include the following.
The source cluster manager creates a token T using a
one-way hash as follows: HA1=HMAC(username:pass-
word); HA2=HMAC((X-Y-SystemID:sessionKey);
HA3=HMAC(URL); and T=HMAC(HAI1:HA2:HA3). The
source cluster manager creates a digital signature S of the
token T by encrypting the token T using the private key of
the source system, such as follows:
S=encryptUsingSourcePrivateKey(T). The source cluster
manager then includes digital signature S in the REST API
call, e.g., as the value of HTTP header “Authorization,” and
the target cluster manager validates the integrity of the
HTTP “Authorization” header by decrypting the digital
signature S using a public key of the source system, such as
follows: T1=decryptUsingSourcePublicKey(S).

[0036] The target cluster manager then uses a hashing
algorithm (e.g., a one-way hash such as used by the source
cluster manager in creating token T) to create T2, such as
illustrated in the following example:

[0037] sessionKey=Obtain session key from HTTP header
“X-Y-Session”;
[0038] X-Y-SystemID=Obtain source system identifier

(ID) from HTTP header “X-Y-SystemID”;

[0039] username=SessionMap[sessionKey].username;
[0040] password=LookupUserCredentialDatabase(user-
name);

[0041] HAI1=HMAC(username:password);

[0042] HA2=HMAC(X-Y-SystemID:sessionKey);

[0043] HA3=HMAC(URL); and

[0044] T2=HMAC(HA1:HA2:HA3).

[0045] Additionally, in such an embodiment, the target

cluster manager compares T1 and T2, and returns an error
message (e.g., 401 Unauthorized) if the values do not match;
otherwise, the target cluster manager processes the REST
API call. Further, in at least one embodiment, the X-Y-
SystemID value may be used by the target cluster manager
to whitelist allowed source cluster managers for the “peer”
namespace.
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[0046] FIG. 2 shows an example code snippet for an
example REST API call from a source cluster manager in an
illustrative embodiment. In this embodiment, example code
snippet 200 is executed by or under the control of at least one
processing system and/or device. For example, the example
code snippet 200 may be viewed as comprising a portion of
a software implementation of at least part of at least one
network-connected system 102 of the FIG. 1 embodiment.
[0047] The example code snippet 200 includes an API call
to obtain a list of network definitions from a source system
to avoid or preclude the need for a system administrator to
input these parameters manually. As further detailed herein,
in at least one embodiment, the system administrator can be
provided a subsequent opportunity, via a Ul, to perform a
bulk edit of any change required.

[0048] It is to be appreciated that this particular example
code snippet shows just one example REST API call from a
source cluster manager, and alternative implementations can
be used in other embodiments.

[0049] FIG. 3 shows an example successful response from
a target cluster manager in an illustrative embodiment. In
this embodiment, example code snippet 300 is executed by
or under the control of at least one processing system and/or
device. For example, the example code snippet 300 may be
viewed as comprising a portion of a software implementa-
tion of at least part of at least one network-connected system
102 of the FIG. 1 embodiment.

[0050] The example code snippet 300 illustrates a
response that includes a list of network definitions pertaining
to, e.g., data networks, management networks, virtual
machine (VM) networks, vMotion networks, etc. Such a
network definition can include, for example, an IP range,
gateway P information, a subnet mask, DNS servers and/or
domain names. In at least one embodiment, the network
definition is used to configure the network interface of at
least one device and/or server during a provisioning process.
[0051] It is to be appreciated that this particular example
code snippet shows just one example successful response
from a target cluster manager, and alternative implementa-
tions can be used in other embodiments. Other examples can
include one or more of the following. For retrieving license
information, a local (also referred to herein as source) cluster
manager can query “GET /peer/api/vl/License” from a
selected remote (also referred to herein as target) system.
For retrieving credential information, a local cluster man-
ager can query “GET /peer/api/vl/Credential” from a
selected remote system, which will provide credential infor-
mation of all resources types from the discovered system
pre-filled without password information. In one or more
embodiments, the user will be required to edit the password
information of different resource groups after a cloning step.
For resource control manager (RCM) information and
download purposes, a local cluster manager can query “GET
/peer/api/vl/FirmwareRepository” from a selected remote
system, and this API can be enhanced, for example, to allow
a source system to download RCM components from a
discovered system.

[0052] Additionally, for retrieving network information, a
local cluster manager can query “GET /peer/api/v1/Net-
work” from a selected remote system. For retrieving
resources information, a local cluster manager can query
“GET /peer/api/vl/ManagedDevice” from a selected remote
system. For retrieving template information, a local cluster
manager can query “GET /peer/api/vl/ServiceTemplate”
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from a selected remote system, and in one or more embodi-
ments, such a step can be optional for cloning activity.
Further, for retrieving service detail information, a local
Cluster Manager can query “GET /peer/api/v1/Deployment/
<Deployment ID>" of a selected remote system.

[0053] As detailed herein, in accordance with one or more
embodiments, one or more REST APIs are secured using a
combination of asymmetric and symmetric keys, without
requiring a central authentication system between peer sites.
In such an embodiment, a short-lived session is maintained
between peer systems to continue from an initial phase of
automatically discovering and securely identifying one or
more available network-connected systems. The session can
include, for example, an inactivity timer that will force a
user to restart the phase of automatically discovering and
securely identifying one or more available network-con-
nected systems after session expiration. Additionally, in such
an embodiment, the user is prompted to provide a remote
system password as part of a workflow for the phase of
automatically discovering and securely identifying one or
more available network-connected systems. Also, the valid
session at the target system is renewed upon the next API
call, and the digital signature validation at the target system
confirms that the user was authenticated, the session is still
valid, and the source system is one of the trusted systems.
Further, in such an embodiment, the presence of X-Y-
SystemID allows the target system to whitelist a list of
known peer systems for the API call, and the presence of
username in HA1 allows auditing of REST API calls at the
target system.

[0054] One or more embodiments also include replicating
or copying one or more configuration parameters and/or one
or more settings from at least one remote site or system.
Such an embodiment includes carrying out one or more
changes to one or more Ul screens of a cluster manager (i.e.,
the source cluster manager; also referred to herein as the
local cluster manager). For example, such an embodiment
can include implementing an option in a main menu for the
discovery of available remote systems, wherein such a menu
option can initiate a workflow for the phase of automatically
discovering and securely identifying one or more available
network-connected systems. Additionally, such an embodi-
ment can include providing users, via the cluster manager,
an option to replicate or copy one or more input parameters
from one of the discovered remote systems. Further, at least
one embodiment can include implementing one or more
additional screens to perform bulk edits for network con-
figuration (such as detailed above via various examples in
connection with FIG. 3) to create one or more unique values
based at least in part on a pattern from a given remote
system.

[0055] In accordance with such an embodiment, a system
administrator is automatically provided with the option, via
the cluster manager, to enter input configuration parameters
manually or to select at least one remote system, replicate at
least a portion of the configuration parameters thereof, and
(optionally) perform one or more edits to at least a portion
of the replicated configuration parameters.

[0056] In one or more embodiments, when the replication
method is selected, then the source cluster manager initiates
at least one query using a “peer” namespace REST API of
the remote cluster manager. For example, for retrieving
license information, the local cluster manager (also referred
to herein as the source cluster manager) can query GET
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/peer/api/vl/License from the selected remote system (also
referred to herein as the target system). For retrieving
credential information, the local cluster manager can query
GET /peer/api/vl/Credential from the selected remote sys-
tem, which will provide credential information of all
resource types from the discovered system pre-filed without
a password. The user will be required to edit the password(s)
of the different resource groups after replication of one or
more configuration parameters.

[0057] By way of further example, for RCM information
and download purposes, the local cluster manager can query
GET /peer/api/vl/FirmwareRepository from the selected
remote system, and such an API can be enhanced to allow
the source system to download one or more RCM compo-
nents from the discovered system. For retrieving network
information, the local cluster manager can query GET
/peer/api/vl/Network from the selected remote system, and
for retrieving resources information, the local cluster man-
ager can query GET /peer/api/vl/ManagedDevice from the
selected remote system.

[0058] Additionally, for example, for retrieving template
information, the local cluster manager can query GET
/peer/api/vl/ServiceTemplate from the selected remote sys-
tem (wherein this step, e.g., could be optional for replication
activity). Further, for retrieving service detail information,
the local cluster manager can query GET /peer/api/vl/
Deployment/<Deployment ID> from the selected remote
system.

[0059] In at least one embodiment, the local cluster man-
ager will encompass capabilities to perform one or more of
the above-noted queries in connection with any and/or all of
the discovered remote systems. In such an embodiment, a
local cluster manager Ul and/or controller layer aggregates
the collected information and displays at least a portion of
the collected information in the Ul for one or more users.
Information from multiple systems can be displayed, for
example, via a sub-menu design pattern such that a user can
select a replication task for networks, resources, RCM and
service template, etc. using portions of data from one or
more of the different discovered systems. Users will also be
automatically provided with an option to delete one or more
portions of replicated configuration data, for example, if not
required for a particular deployment. Upon completion of
such noted pre-deployment steps, the local cluster manager
will prompt the user to proceed with the given service
deployment.

[0060] Accordingly, one or more embodiments provide
improvements to deployment timing, for example, in con-
texts including building identical converged and hypercon-
verged solutions for multiple data center sites using a cluster
manager. Additionally, such an embodiment includes pro-
viding read-only support of one or more remote sites for
efficient management and increased visibility using a single
instance of a cluster manager, e.g., for converged and
hyperconverged environments. For example, such an
embodiment can limit and/or preclude unnecessary repeti-
tion of processes and configuration efforts when deploying
sites sharing a given level of similarity. Such an embodiment
also provides the ability to achieve multi-site consistency for
configurations and deployments when using separate cluster
manager instances across the multiple sites, which can
further facilitate and/or improve ease of infrastructure man-
agement for I'T administrators due to environment consis-
tency.
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[0061] FIG. 4 is a flow diagram of a process for automati-
cally replicating configuration parameters from securely
identified connected systems in an illustrative embodiment.
It is to be understood that this particular process is only an
example, and additional or alternative processes can be
carried out in other embodiments.

[0062] In this embodiment, the process includes steps 400
through 408. These steps, in one or more embodiments, can
be performed by at least one system 102 utilizing elements
112, 114, 116 and 118.

[0063] Step 400 includes discovering a set of one or more
systems connected via at least one network (e.g., using one
or more domain name server (DNS) service discovery
techniques). In at least one embodiment, the one or more
systems connected via at least one network include one or
more systems connected using one or more respective
site-specific central identity and authentication systems.
Step 402 includes identifying at least one of the one or more
systems of the discovered set by processing cryptographic
data associated with at least a portion of the one or more
systems (e.g., using one or more digest access authentication
techniques).

[0064] Step 404 includes establishing a communication
session with the at least one identified system by securing at
least one API. In at least one embodiment, the at least one
API includes at least one REST API associated with at least
one cluster manager. In one or more embodiments, securing
at least one API includes exposing at least one of a separate
uniform resource indicator and a separate namespace for a
specified set of one or more APIs designated for system-to-
system communication. Additionally or alternatively, secur-
ing at least one application programming interface can
include using a combination of one or more asymmetric
keys and one or more symmetric keys.

[0065] Also, in at least one embodiment, establishing the
communication session further includes enabling user selec-
tion of at least a portion of the at least one identified system
for configuration parameter replication by modifying one or
more user interfaces. Additionally or alternatively, establish-
ing the communication session can further include imple-
menting an inactivity timer, wherein the communication
session is automatically ended upon expiration of the inac-
tivity time.

[0066] Step 406 includes replicating one or more configu-
ration parameters from at least a portion of the at least one
identified system in connection with the established com-
munication session. In at least one embodiment, replicating
one or more configuration parameters includes replicating
the one or more configuration parameters in response to a
user selection of at least a portion of the at least one
identified system. Also, in at least one embodiment, the one
or more configuration parameters include configuration
parameters related to one or more of one or more networks,
one or more resources, resource control manager informa-
tion and one or more service templates.

[0067] Step 408 includes performing one or more auto-
mated actions based at least in part on the one or more
replicated configuration parameters. In one or more embodi-
ments, performing one or more automated actions includes
implementing at least a portion of the one or more replicated
configuration parameters in a deployment of at least one
system and/or performing one or more edits to at least a
portion of the one or more replicated configuration param-
eters.
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[0068] In at least one embodiment, the techniques
depicted in FIG. 4 are performed by at least one source
system from the set of one or more systems (e.g., by at least
one cluster manager associated with the at least one source
system), wherein the at least one identified system com-
prises at least one target system from the set of one or more
systems.

[0069] Accordingly, the particular processing operations
and other functionality described in conjunction with the
flow diagram of FIG. 4 are presented by way of illustrative
example only, and should not be construed as limiting the
scope of the disclosure in any way. For example, the
ordering of the process steps may be varied in other embodi-
ments, or certain steps may be performed concurrently with
one another rather than serially.

[0070] The above-described illustrative embodiments pro-
vide significant advantages relative to conventional
approaches. For example, some embodiments are configured
to automatically replicate configuration parameters from
securely identified connected systems. These and other
embodiments can effectively overcome problems associated
with time-consuming and error-prone manual efforts for
defining network configuration parameters.

[0071] Itis to be appreciated that the particular advantages
described above and elsewhere herein are associated with
particular illustrative embodiments and need not be present
in other embodiments. Also, the particular types of infor-
mation processing system features and functionality as illus-
trated in the drawings and described above are exemplary
only, and numerous other arrangements may be used in other
embodiments.

[0072] As mentioned previously, at least portions of the
information processing system 100 can be implemented
using one or more processing platforms. A given such
processing platform comprises at least one processing
device comprising a processor coupled to a memory. The
processor and memory in some embodiments comprise
respective processor and memory elements of a virtual
machine or container provided using one or more underlying
physical machines. The term “processing device” as used
herein is intended to be broadly construed so as to encom-
pass a wide variety of different arrangements of physical
processors, memories and other device components as well
as virtual instances of such components. For example, a
“processing device” in some embodiments can comprise or
be executed across one or more virtual processors. Process-
ing devices can therefore be physical or virtual and can be
executed across one or more physical or virtual processors.
It should also be noted that a given virtual device can be
mapped to a portion of a physical one.

[0073] Some illustrative embodiments of a processing
platform used to implement at least a portion of an infor-
mation processing system comprise cloud infrastructure
including virtual machines implemented using a hypervisor
that runs on physical infrastructure. The cloud infrastructure
further comprises sets of applications running on respective
ones of the virtual machines under the control of the
hypervisor. It is also possible to use multiple hypervisors
each providing a set of virtual machines using at least one
underlying physical machine. Different sets of virtual
machines provided by one or more hypervisors may be
utilized in configuring multiple instances of various com-
ponents of the system.
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[0074] These and other types of cloud infrastructure can
be used to provide what is also referred to herein as a
multi-tenant environment. One or more system components,
or portions thereof, are illustratively implemented for use by
tenants of such a multi-tenant environment.

[0075] As mentioned previously, cloud infrastructure as
disclosed herein can include cloud-based systems. Virtual
machines provided in such systems can be used to imple-
ment at least portions of a computer system in illustrative
embodiments.

[0076] In some embodiments, the cloud infrastructure
additionally or alternatively comprises a plurality of con-
tainers implemented using container host devices. For
example, as detailed herein, a given container of cloud
infrastructure illustratively comprises a Docker container or
other type of Linux Container (LXC). The containers are run
on virtual machines in a multi-tenant environment, although
other arrangements are possible. The containers are utilized
to implement a variety of different types of functionality
within the system 100. For example, containers can be used
to implement respective processing devices providing com-
pute and/or storage services of a cloud-based system. Again,
containers may be used in combination with other virtual-
ization infrastructure such as virtual machines implemented
using a hypervisor.

[0077] Illustrative embodiments of processing platforms
will now be described in greater detail with reference to
FIGS. 5 and 6. Although described in the context of system
100, these platforms may also be used to implement at least
portions of other information processing systems in other
embodiments.

[0078] FIG. 5 shows an example processing platform
comprising cloud infrastructure 500. The cloud infrastruc-
ture 500 comprises a combination of physical and virtual
processing resources that are utilized to implement at least
a portion of the information processing system 100. The
cloud infrastructure 500 comprises multiple VMs and/or
container sets 502-1, 502-2, . . . 502-L implemented using
virtualization infrastructure 504. The virtualization infra-
structure 504 runs on physical infrastructure 505, and illus-
tratively comprises one or more hypervisors and/or operat-
ing system level virtualization infrastructure. The operating
system level virtualization infrastructure illustratively com-
prises kernel control groups of a Linux operating system or
other type of operating system.

[0079] The cloud infrastructure 500 further comprises sets
of applications 510-1, 510-2, . . . 510-L running on respec-
tive ones of the VMs/container sets 502-1, 502-2, . . . 502-L
under the control of the virtualization infrastructure 504. The
VMs/container sets 502 comprise respective VMs, respec-
tive sets of one or more containers, or respective sets of one
or more containers running in VMs. In some implementa-
tions of the FIG. 5 embodiment, the VMs/container sets 502
comprise respective VMs implemented using virtualization
infrastructure 504 that comprises at least one hypervisor.
[0080] A hypervisor platform may be used to implement a
hypervisor within the virtualization infrastructure 504,
wherein the hypervisor platform has an associated virtual
infrastructure management system. The underlying physical
machines comprise one or more distributed processing plat-
forms that include one or more storage systems.

[0081] In other implementations of the FIG. 5 embodi-
ment, the VMs/container sets 502 comprise respective con-
tainers implemented using virtualization infrastructure 504
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that provides operating system level virtualization function-
ality, such as support for Docker containers running on bare
metal hosts, or Docker containers running on VMs. The
containers are illustratively implemented using respective
kernel control groups of the operating system.

[0082] As is apparent from the above, one or more of the
processing modules or other components of system 100 may
each run on a computer, server, storage device or other
processing platform element. A given such element is
viewed as an example of what is more generally referred to
herein as a “processing device.” The cloud infrastructure
500 shown in FIG. 5 may represent at least a portion of one
processing platform. Another example of such a processing
platform is processing platform 600 shown in FIG. 6.
[0083] The processing platform 600 in this embodiment
comprises a portion of system 100 and includes a plurality
of processing devices, denoted 602-1, 602-2, 602-3, . . .
602-K, which communicate with one another over a network
604.

[0084] The network 604 comprises any type of network,
including by way of example a global computer network
such as the Internet, a WAN, a LAN, a satellite network, a
telephone or cable network, a cellular network, a wireless
network such as a Wi-Fi or WiMAX network, or various
portions or combinations of these and other types of net-
works.

[0085] The processing device 602-1 in the processing
platform 600 comprises a processor 610 coupled to a
memory 612.

[0086] The processor 610 comprises a microprocessor, a
microcontroller, an application-specific integrated circuit
(ASIC), a field-programmable gate array (FPGA) or other
type of processing circuitry, as well as portions or combi-
nations of such circuitry elements.

[0087] The memory 612 comprises random access
memory (RAM), read-only memory (ROM) or other types
of memory, in any combination. The memory 612 and other
memories disclosed herein should be viewed as illustrative
examples of what are more generally referred to as “pro-
cessor-readable storage media” storing executable program
code of one or more software programs.

[0088] Articles of manufacture comprising such proces-
sor-readable storage media are considered illustrative
embodiments. A given such article of manufacture com-
prises, for example, a storage array, a storage disk or an
integrated circuit containing RAM, ROM or other electronic
memory, or any of a wide variety of other types of computer
program products. The term “article of manufacture” as used
herein should be understood to exclude transitory, propa-
gating signals. Numerous other types of computer program
products comprising processor-readable storage media can
be used.

[0089] Also included in the processing device 602-1 is
network interface circuitry 614, which is used to interface
the processing device with the network 604 and other system
components, and may comprise conventional transceivers.
[0090] The other processing devices 602 of the processing
platform 600 are assumed to be configured in a manner
similar to that shown for processing device 602-1 in the
figure.

[0091] Again, the particular processing platform 600
shown in the figure is presented by way of example only, and
system 100 may include additional or alternative processing
platforms, as well as numerous distinct processing platforms
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in any combination, with each such platform comprising one
or more computers, servers, storage devices or other pro-
cessing devices.

[0092] For example, other processing platforms used to
implement illustrative embodiments can comprise different
types of virtualization infrastructure, in place of or in
addition to virtualization infrastructure comprising virtual
machines. Such virtualization infrastructure illustratively
includes container-based virtualization infrastructure con-
figured to provide Docker containers or other types of LXCs.
[0093] As another example, portions of a given processing
platform in some embodiments can comprise converged
infrastructure.

[0094] It should therefore be understood that in other
embodiments different arrangements of additional or alter-
native elements may be used. At least a subset of these
elements may be collectively implemented on a common
processing platform, or each such element may be imple-
mented on a separate processing platform.

[0095] Also, numerous other arrangements of computers,
servers, storage products or devices, or other components
are possible in the information processing system 100. Such
components can communicate with other elements of the
information processing system 100 over any type of network
or other communication media.

[0096] For example, particular types of storage products
that can be used in implementing a given storage system of
a distributed processing system in an illustrative embodi-
ment include all-flash and hybrid flash storage arrays, scale-
out all-flash storage arrays, scale-out NAS clusters, or other
types of storage arrays. Combinations of multiple ones of
these and other storage products can also be used in imple-
menting a given storage system in an illustrative embodi-
ment.

[0097] It should again be emphasized that the above-
described embodiments are presented for purposes of illus-
tration only. Many variations and other alternative embodi-
ments may be used. Also, the particular configurations of
system and device elements and associated processing
operations illustratively shown in the drawings can be varied
in other embodiments. Thus, for example, the particular
types of processing devices, modules, systems and resources
deployed in a given embodiment and their respective con-
figurations may be varied. Moreover, the various assump-
tions made above in the course of describing the illustrative
embodiments should also be viewed as exemplary rather
than as requirements or limitations of the disclosure. Numer-
ous other alternative embodiments within the scope of the
appended claims will be readily apparent to those skilled in
the art.

1. A computer-implemented method comprising:

discovering a set of one or more systems connected via at
least one network;

identifying at least one of the one or more systems of the
discovered set by processing cryptographic data asso-
ciated with at least a portion of the one or more
systems;

establishing a communication session with the at least one
identified system by securing one or more application
programming interfaces, wherein securing one or more
application programming interfaces comprises expos-
ing at least one of (i) a separate uniform resource
indicator and (ii) a separate namespace, for at least one
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of the one or more application programming interfaces
that is designated for system-to-system communica-
tion;

replicating one or more configuration parameters from at

least a portion of the at least one identified system in
connection with the established communication ses-
sion; and

performing one or more automated actions based at least

in part on the one or more replicated configuration
parameters;

wherein the method is performed by at least one process-

ing device comprising a processor coupled to a
memory.

2. The computer-implemented method of claim 1,
wherein the one or more application programming interfaces
comprises at least one representational application program-
ming interface associated with at least one cluster manager.

3. (canceled)

4. The computer-implemented method of claim 1,
wherein securing one or more application programming
interfaces comprises using a combination of one or more
asymmetric keys and one or more symmetric keys.

5. The computer-implemented method of claim 1,
wherein performing one or more automated actions com-
prises performing one or more edits to at least a portion of
the one or more replicated configuration parameters.

6. The computer-implemented method of claim 1,
wherein performing one or more automated actions com-
prises implementing at least a portion of the one or more
replicated configuration parameters in a deployment of at
least one system.

7. The computer-implemented method of claim 1,
wherein establishing the communication session further
comprises enabling user selection of at least a portion of the
at least one identified system for configuration parameter
replication by modifying one or more user interfaces.

8. The computer-implemented method of claim 1,
wherein establishing the communication session further
comprises implementing an inactivity timer, wherein the
communication session is automatically ended upon expi-
ration of the inactivity time.

9. The computer-implemented method of claim 1,
wherein replicating one or more configuration parameters
comprises replicating the one or more configuration param-
eters in response to a user selection of at least a portion of
the at least one identified system.

10. The computer-implemented method of claim 1,
wherein the one or more configuration parameters comprise
configuration parameters related to one or more of one or
more networks, one or more resources, resource control
manager information and one or more service templates.

11. The computer-implemented method of claim 1,
wherein the method is performed by at least one source
system from the set of one or more systems, and wherein the
at least one identified system comprises at least one target
system from the set of one or more systems.

12. The computer-implemented method of claim 11,
wherein the method is performed by at least one cluster
manager associated with the at least one source system.

13. The computer-implemented method of claim 1,
wherein the one or more systems connected via at least one
network comprise one or more systems connected using one
or more respective site-specific central identity and authen-
tication systems.
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14. A non-transitory processor-readable storage medium
having stored therein program code of one or more software
programs, wherein the program code when executed by at
least one processing device causes the at least one process-
ing device:

to discover a set of one or more systems connected via at

least one network;

to identify at least one of the one or more systems of the

discovered set by processing cryptographic data asso-
ciated with at least a portion of the one or more
systems;

to establish a communication session with the at least one

identified system by securing one or more application
programming interfaces, wherein securing one or more
application programming interfaces comprises expos-
ing at least one of (i) a separate uniform resource
indicator and (ii) a separate namespace, for at least one
of the one or more application programming interfaces
that is designated for system-to-system communica-
tion;

to replicate one or more configuration parameters from at

least a portion of the at least one identified system in
connection with the established communication ses-
sion; and

to perform one or more automated actions based at least

in part on the one or more replicated configuration
parameters.

15. The non-transitory processor-readable storage
medium of claim 14, wherein the one or more application
programming interfaces comprises at least one representa-
tional application programming interface associated with at
least one cluster manager.

16. (canceled)

17. The non-transitory processor-readable storage
medium of claim 14,

wherein performing one or more automated actions com-

prises performing one or more edits to at least a portion
of the one or more replicated configuration parameters.

18. An apparatus comprising:

at least one processing device comprising a processor

coupled to a memory;

the at least one processing device being configured:

to discover a set of one or more systems connected via
at least one network;

to identify at least one of the one or more systems of the
discovered set by processing cryptographic data
associated with at least a portion of the one or more
systems;

to establish a communication session with the at least
one identified system by securing one or more appli-
cation programming interfaces, wherein securing
one or more application programming interfaces
comprises exposing at least one of (i) a separate
uniform resource indicator and (ii) a separate
namespace, for at least one of the one or more
application programming interfaces that is desig-
nated for system-to-system communication;

to replicate one or more configuration parameters from
at least a portion of the at least one identified system
in connection with the established communication
session; and

to perform one or more automated actions based at least
in part on the one or more replicated configuration
parameters.
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19. The apparatus of claim 18, wherein the one or more
application programming interfaces comprises at least one
representational application programming interface associ-
ated with at least one cluster manager.

20. (canceled)

21. The apparatus of claim 18, wherein securing one or
more application programming interfaces comprises using a
combination of one or more asymmetric keys and one or
more symmetric keys.

22. The apparatus of claim 18, wherein performing one or
more automated actions comprises implementing at least a
portion of the one or more replicated configuration param-
eters in a deployment of at least one system.

23. The apparatus of claim 18, wherein establishing the
communication session further comprises implementing an
inactivity timer, wherein the communication session is auto-
matically ended upon expiration of the inactivity time.

#* #* #* #* #*
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