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INPUT / OUTPUT DEVICE AND 
INFORMATION PROCESSING SYSTEM 

from the input / output device , and restricting designation of 
the condition in the request to the input / output service from 
the input / output device by reflecting the acquired use restric 
tion information on a device cooperation service screen for 
enabling a user to designate the condition in the request . 

CROSS - REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] The present application claims priority under 35 
U . S . C . $ 119 to Japanese Patent Application No . 2016 
250773 filed on Dec . 26 , 2016 and Japanese Patent Appli 
cation No . 2017 - 230718 filed on Nov . 30 , 2017 , the entire 
contents of which are incorporated herein by reference . 

BRIEF DESCRIPTION OF THE DRAWINGS 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 
[ 0002 ] The present invention relates to an input / output 
device and an information processing system . 

2 . Description of the Related Art 
[ 0003 ] Services that enable cooperation between a docu 
ment input / output device , such as a multifunction peripheral 
( MFP ) , and a computer system that provides an external 
storage service offering a storage area via a network are 
known ( such services being referred to as " device coopera 
tion services ” hereinafter ) . A “ scan to storage service ” is an 
example of such a device cooperation service for delivering 
scanned image data acquired by an MFP application to a 
preset external storage service . 
[ 0004 ] Also , image formation restriction control systems 
are known that are configured to properly restrict use of each 
image forming apparatus connected to a network , for 
example . A typical image formation restriction control sys 
tem restricts use of an image forming apparatus by a user 
when a total sum of the number of sheets used over a 
predetermined time period exceeds a use limit ( maximum 
number of sheets ) set up for the user , and notifies the user 
that a use restriction has been imposed according to a 
predetermined notification method ( see , e . g . , Japanese 
Unexamined Patent Publication No . 2008 - 152499 ) . 
[ 0005 ] An administrator typically imposes restrictions on 
a user ' s ability to designate scan conditions of a device 
cooperation service in order to have the user conform to 
rules relating to scan operations . However , restrictions on 
the designation of scan conditions that are set up in typical 
device cooperation services restrict designation of condi 
tions in a scan job for an input / output device . Thus , such 
restrictions on the designation of scan conditions cannot 
restrict designation of conditions in a request to an input / 
output service from the input / output device . 

[ 0008 ] . FIG . 1 is a diagram illustrating an example con 
figuration of an information processing system according to 
an embodiment of the present invention ; 
[ 0009 ] FIG . 2 is a diagram illustrating an example hard 
ware configuration of a computer according to an embodi 
ment of the present invention ; 
[ 0010 ] FIG . 3 is a diagram illustrating an example hard 
ware configuration of a multifunction peripheral according 
to an embodiment of the present invention ; 
[ 0011 ] FIG . 4 is a diagram illustrating an example func 
tional configuration of an input / output service apparatus 
according to an embodiment of the present invention ; 
[ 0012 ] FIG . 5 is a diagram illustrating an example func 
tional configuration of the multifunctional peripheral 
according to an embodiment of the present invention ; 
[ 0013 ] FIG . 6 is a diagram illustrating an example func 
tional configuration of a use restriction information gener 
ating service apparatus according to an embodiment of the 
present invention ; 
[ 0014 ] FIG . 7 is a sequence chart illustrating example 
process operations executed in a registration phase accord 
ing to an embodiment of the present invention ; 
[ 0015 ] FIG . 8 is a diagram illustrating an example of a use 
restriction setting screen ; 
[ 0016 ] FIG . 9 is a sequence chart illustrating example 
process operations executed in a use phase according to an 
embodiment of the present invention ; 
[ 0017 ] FIG . 10 is a diagram illustrating example screen 
transitions of a multifunction peripheral application accord 
ing to an embodiment of the present invention ; 
[ 0018 ] FIG . 11 is a diagram illustrating an example of an 
upload condition included in a request to an input / output 
service ; 
[ 0019 ] FIG . 12 is a diagram illustrating an example of a 
job setting screen ; 
[ 0020 FIG . 13 is a diagram illustrating an example of use 
restriction information ; 
[ 0021 ] FIG . 14 is a table illustrating an example configu 
ration of use restriction information registered in a use 
restriction information storage unit ; and 
[ 0022 ] FIGS . 15A and 15B are tables illustrating another 
example configuration of use restriction information regis 
tered in the use restriction information storage unit . SUMMARY OF THE INVENTION 

[ 0006 ] An aspect of the present invention is directed to 
enabling an input / output device that provides a device 
cooperation service to restrict designation of a condition in 
a request to an input / output service . 
[ 0007 . According to one embodiment of the present inven 
tion , an input / output device that provides a device coopera 
tion service is connected to an input / output service apparatus 
that provides an input / output service and a computer system 
that provides a storage service via a network . The input / 
output device includes a processor configured to execute a 
program stored in a memory to implement processes of 
acquiring use restriction information for restricting desig 
nation of a condition in a request to the input / output service 

DESCRIPTION OF THE EMBODIMENTS 
[ 0023 ] In the following , embodiments of the present 
invention are described with reference to the accompanying 
drawings . 
[ 0024 ] < System Configuration > 
[ 0025 First , the system configuration of an information 
processing system 1 according to an embodiment of the 
present invention will be described with reference to FIG . 1 . 
( 0026 ] FIG . 1 is a diagram illustrating an example con 
figuration of the information processing system 1 according 
to the present embodiment . 
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[ 0027 ] In FIG . 1 , the information processing system 1 
includes a service providing environment E1 , a user envi 
ronment E2 , and an external storage system 30 that are 
communicably connected to each other via a wide area 
network N1 , such as the Internet . 
[ 0028 ] The service providing environment E1 is a system 
environment within an organization that provides various 
services , such as a cloud service , in cooperation with the 
external storage system 30 via the network N1 . Note that the 
present embodiment may be applied to various services that 
are provided via a network , such as a service provided by an 
ASP ( Application Service Provider ) or a web service , for 
example . 
[ 0029 The service providing environment El may be 
implemented by one or more information processing appa 
ratuses . In the example of FIG . 1 , the service providing 
environment El includes an input / output service apparatus 
10 , a use restriction information generating service appara 
tus 12 , and a content providing service apparatus 14 . 
[ 0030 ] The user environment E2 is a system environment 
within an organization , such as a corporate user that uses an 
input / output device , such as a multifunction peripheral 
( MFP ) 20 . In FIG . 1 , the user environment E2 includes at 
least one MFP 20 and at least one personal computer ( PC ) 
22 . 
[ 0031 ] The external storage system 30 is a computer 
system that provides an external storage service referred to 
as online storage via the network N1 . The external storage 
service is a service that offers a storage area via the network 
N1 . In the present embodiment , the storage area offered by 
the external storage system 30 is a delivery destination 
candidate to which image data may be delivered and stored . 
[ 0032 ] In the information processing system 1 of FIG . 1 , 
the input / output service apparatus 10 , the use restriction 
information generating service apparatus 12 , and the content 
providing service apparatus 14 of the service providing 
environment E1 may be connected to the network N1 via a 
LAN , for example . The MFP 20 and the PC 22 of the user 
environment E2 may also be connected to the network N1 
via a LAN , for example . 
[ 0033 ] The input / output service apparatus 10 provides 
services for implementing functions , such as absorbing 
differences between unique functions of one or more exter 
nal storage systems 30 ( e . g . capability of adding biblio 
graphic information ) , an OCR ( optical character recogni 
tion ) function , a file conversion function , and the like 
( hereinafter referred to as “ input / output service ” ) . The input / 
output service apparatus 10 provides an input / output service 
that is implemented by the cooperation between an appli 
cation of the input / output service apparatus 10 and the MFP 
20 of the user environment E2 . Note that the input / output 
service may be used to facilitate development of a service 
that is implemented by the cooperation between the MFP 20 , 
as an example of an input / output device , and the external 
storage system ( hereinafter referred to as " device coopera 
tion service ” ) . 
[ 0034 ] The use restriction information generating service 
apparatus 12 generates use restriction information for 
restricting use of a condition for uploading data to the 
input / output service apparatus 10 . Also , the use restriction 
information generating service apparatus 12 generates use 
restriction information for restricting use of a condition for 
downloading data from the input / output service apparatus 
10 . An administrator , such as a system administrator or a 

business operations administrator , that wishes to impose 
rules on users with respect to scanning or printing operations 
may access the use restriction information generating ser 
vice apparatus 12 from the PC 22 and specify desired use 
restriction information to be generated . Note that screens 
provided by the use restriction information generating ser 
vice apparatus 12 to the PC 22 as well as the use restriction 
information will be described in detail below . 
[ 0035 ] An application installed in the MFP 20 for imple 
menting the device cooperation service ( hereinafter referred 
to as “ MFP application " ) is a web application that runs on 
a browser ( web browser ) installed in the MFP 20 . For 
example , the MFP application maybe described in HTML 
( Hypertext Markup Language ) , CSS ( Cascading Style 
Sheets ) , and JavaScript ( registered trademark ) . The content 
providing service apparatus 14 provides the MFP applica 
tion to the MFP 20 . For example , the content providing 
service apparatus 14 may be implemented by a service 
program that provides the MFP application and an informa 
tion processing apparatus that runs the service program . 
10036 ] For example , the input / output service apparatus 10 
may provide a scan delivery service for delivering scanned 
image data acquired by the MFP 20 to the external storage 
system 30 . The input / output service device 10 may also 
provide a download print service for causing the MFP 20 to 
print out print data acquired from the external storage 
system 30 . In the present embodiment , the scan delivery 
service will be described as an example input / output service . 
[ 0037 Note , however , that input / output services provided 
by the input / output service apparatus 10 are not limited to a 
scan delivery service and a download print service . Also , the 
configuration of the information processing system 1 is not 
limited to the example configuration illustrated in FIG . 1 , 
and in other examples , all or a part of the elements provided 
in the service providing environment E1 may be provided in 
the user environment E2 . That is , all or part of the infor 
mation processing apparatuses implementing the service 
providing environment El may be included in the user 
environment E2 . 
[ 0038 ] Further , the user environment E2 may include 
various devices in addition to the MFP 20 , such as a scanner , 
a printer , a facsimile machine , a digital whiteboard , a 
projector , and the like . The above various devices , such as 
the MFP 20 , a scanner , a printer , a facsimile machine , a 
digital whiteboard , and projector are examples of input / 
output devices . Also , the PC 22 is an example of a terminal 
apparatus and may be a smartphone , a tablet terminal , a 
mobile phone , or the like . 
[ 0039 ] < Hardware Configuration > 
[ 0040 ] < < Computer > > 
[ 0041 ] The input / output service apparatus 10 , the use 
restriction information generating service apparatus 12 , the 
content providing service apparatus 14 , the PC 22 , and the 
external storage system 30 may be implemented by a 
computer having a hardware configuration as illustrated in 
FIG . 2 , for example . FIG . 2 is a diagram illustrating an 
example hardware configuration of a computer 500 accord 
ing to the present embodiment . 
10042 ] In FIG . 2 , the computer 500 includes an input 
device 501 , a display device 502 , an external I / F ( interface ) 
503 , a RAM ( random access memory ) 504 , a ROM ( read 
only memory ) 505 , a CPU ( central processing unit ) 506 , a 
communication I / F 507 , an HDD ( hard disk drive ) 508 that 
are connected to each other via a bus B . Note that in some 
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embodiments , the input device 501 and the display device 
502 may be connected and used as necessary . 
[ 0043 ] The input device 501 may include a keyboard , a 
mouse , and / or a touch panel , for example , and is used by a 
user to input an operation signal . The display device 502 
may include a display for displaying processing results of 
processes executed by the computer 500 , for example . 
[ 0044 ] The communication I / F 507 is an interface that 
connects the computer 500 to various networks . In this way , 
the computer 500 can perform data communication via the 
communication I / F 507 . 
[ 0045 ] The HDD 508 is an example of a nonvolatile 
storage device that stores programs and data . The stored 
programs and data include an OS corresponding to basic 
software for controlling the entire computer 500 and appli 
cation software ( also referred to as " app " hereinafter ) that 
provides various functions on the OS . Note that in some 
embodiments , the computer 500 may use a drive device that 
uses a flash memory as a storage medium , such as an SDD 
( solid state drive ) , instead of the HDD 508 , for example . 
[ 0046 ] The external I / F 503 is an interface with an external 
device . The external device may include a recording 
medium 503a , for example . In this way , the computer 500 
can read and / or write data from / to the recording medium 
503a via the external I / F 503 . The recording medium 503a 
may be a flexible disk , a CD , a DVD , an SD memory card , 
a USB memory , or the like . 
[ 0047 ] The ROM 505 is an example of a nonvolatile 
semiconductor memory ( storage device ) that can hold pro 
grams and data even when the power is turned off . The ROM 
505 stores programs and data such as a basic input - output 
system ( BIOS ) that is executed when the computer 500 is 
started , OS settings , network settings , and the like . The 
RAM 504 is an example of a volatile semiconductor 
memory ( storage device ) that temporarily holds programs 
and data . 
[ 0048 ] The CPU 506 is a computing device that imple 
ments functions of the computer 500 and performs overall 
control of the computer 500 by loading a program and / or 
data from a storage device , such as the ROM 505 or the 
HDD 508 , into the RAM 504 , and executing relevant 
processes . 
[ 0049 ] The input / output service apparatus 10 , the use 
restriction information generating service apparatus 12 , the 
content providing service apparatus 14 , the PC 22 , and the 
external storage system 30 may use the computer 500 having 
the hardware configuration as illustrated in FIG . 2 to imple 
ment various processes as described below , for example . 
[ 0050 ] < < MFP > > 
[ 0051 ] The MFP 20 of FIG . 1 may be implemented by a 
computer having a hardware configuration as illustrated in 
FIG . 3 , for example . FIG . 3 is a diagram illustrating an 
example hardware configuration of the MFP 20 according to 
the present embodiment . In FIG . 3 , the MFP 20 includes a 
controller 601 , an operation panel 602 , an external I / F 603 , 
a communication I / F 604 , a printer 605 , and a scanner 606 . 
10052 ] The controller 601 includes a CPU 611 , a RAM 
612 , a ROM 613 , an NVRAM 614 , and an HDD 615 . The 
ROM 613 stores various programs and data . The RAM 612 
temporarily holds programs and data . The NVRAM 614 
may store setting information and the like . The HDD 615 
may store various programs and data . 
[ 0053 ] The CPU 611 implements functions of the MFP 20 
and performs overall control of the MFP 20 by loading a 

program , data , and / or setting information from a storage 
device , such as the ROM 613 , the NVRAM 614 , and / or the 
HDD 615 , into the RAM 612 , and executing relevant 
processes . 
[ 0054 ] The operation panel 602 includes an input unit that 
accepts an input from a user and a display unit that displays 
information . The external I / F 603 is an interface with an 
external device . The external device may be a recording 
medium 603a , for example . In this way , the MFP 20 can read 
and / or write data from / to the recording medium 603a via the 
external I / F 603 . The recording medium 603a may be an IC 
card , a flexible disk , a CD , a DVD , an SD memory card , or 
a USB memory , for example . 
[ 0055 ] The communication I / F 604 is an interface that 
connects the MFP 20 to the network N1 . In this way , the 
MFP 20 can perform data communication via the commu 
nication I / F 604 . The printer 605 is a device for printing print 
data on a print medium , such as paper . The scanner 606 is 
a device for scanning a document to acquire image data 
( electronic data ) of the document . 
[ 0056 ] < Functional Configuration > 
[ 0057 ] In the following the functional configuration of the 
information processing system 1 according to the present 
embodiment will be described . 
[ 0058 ] < < Input / Output Service Apparatus > > 
[ 0059 ] FIG . 4 is a diagram illustrating an example func 
tional configuration of the input / output service apparatus 10 
according to the present embodiment . 
[ 0060 ) Note that in FIG . 4 , the MFP 20 and the external 
storage system 30 are illustrated in addition to the input / 
output service apparatus 10 . The MFP 20 has a browser 210 
installed therein . A user of the MFP 20 can use the input / 
output service provided by the input / output service appara 
tus 10 via the browser 210 . As described above , an input / 
output device ( e . g . MFP 20 ) according to the present 
embodiment has the browser 210 installed therein . 
[ 0061 ] The input / output service apparatus 10 according to 
the present embodiment includes an input / output service 
process unit 110 , a web service process unit 120 , a document 
service unit 130 , and an external service cooperation unit 
140 . Each of the above units may be implemented by the 
CPU 506 executing a process based on one or more pro 
grams installed in the input / output service apparatus 10 . 
[ 0062 ] The input / output service apparatus 10 according to 
the present embodiment also includes an app information 
storage unit 150 . The app information storage unit 150 may 
be implemented by the HDD 508 , for example . Note that the 
app information storage unit 150 may also be implemented 
by a storage device that is connected to the input / output 
service apparatus 10 via a network , for example . 
10063 ] The input / output service process unit 110 performs 
processes associated with the input / output service . In FIG . 4 , 
the input / output service process unit 110 includes an app 
management unit 111 , a logic process unit 112 , and a data I / F 
unit 113 . 
10064 The app management unit 111 manages app infor 
mation 1000 stored in the app information storage unit 150 . 
The app information 1000 includes information relating to 
applications ( apps ) for enabling the input / output service 
device 10 to provide various input / output services . That is , 
the various input / output services provided by the input / 
output service apparatus 10 are provided by the app infor 
mation 1000 . 
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[ 0065 ] Also , in response to receiving a request from the 
logic process unit 112 , the app management unit 111 sends 
process flow information 1100 included in the app informa 
tion 1000 to the logic process unit 112 . The process flow 
information 1100 defines a series of processes ( process flow ) 
for implementing the input / output service provided by the 
app information 1000 . For example , the process flow infor 
mation 1100 may define a series of processes ( process flow ) 
that includes performing an OCR process on scanned image 
data that has been acquired by the MFP 20 and delivering the 
processed image data to a preset external storage system 30 . 
[ 0066 ] The logic process unit 112 acquires the process 
flow information 1100 from the app management unit 111 in 
response to a request from the web service process unit 120 . 
Based on the acquired processing flow information 1100 , the 
logic process unit 112 executes a process flow for imple 
menting the input / output service . In this way , various input / 
output services can be provided by the input / output service 
apparatus 10 of the information processing system 1 accord 
ing to the present embodiment . 
10067 ] The data I / F unit 113 makes various requests to the 
data processing unit 142 of the external service cooperation 
unit 140 in response to a request from the web service 
processing unit 120 . For example , the data 1 / F unit 113 may 
issue a folder list acquisition request to the data processing 
unit 142 of the external service cooperation unit 140 . 
[ 0068 ] The web service processing unit 120 makes various 
requests to the input / output service process unit 110 in 
response to a request from the browser 210 . For example , the 
web service process unit 120 may issue a scan delivery 
service process execution request to the logic process unit 
112 of the input / output service process unit 110 in response 
to a request from the browser 210 . 
[ 0069 ] The document service unit 130 is implemented by 
a group of programs ( modules ) for executing processes 
included in a series of processes ( process flow ) defined by 
the process flow information 1100 . The document service 
unit 130 includes a PDF conversion unit 131 for converting 
the data format of an electronic file into the PDF format as 
an example . 
[ 0070 ] Note that the document service unit 130 may 
include various programs , such as a print conversion unit for 
converting an electronic file into a data format ( print data ) 
that can be printed by the MFP 20 and / or a compression 
decompression process unit for compressing or decompress 
ing an electronic file , for example . 
[ 0071 ] The external service cooperation unit 140 makes 
various requests to the external storage system 30 in 
response to requests from the logic process unit 112 and the 
data I / F unit 113 . The input / output service apparatus 10 
according to the present embodiment includes a correspond 
ing external service cooperation unit 140 for each external 
storage system 30 . 
10072 ] The external service cooperation unit 140 includes 
a file process unit 141 that receives a request from the logic 
processing unit 112 , and a data process unit 142 that receives 
a request from the data I / F unit 113 . 
[ 0073 ] The file process unit 141 includes a common I / F 
1411 and a unique I / F 1412 that define APIs ( Application 
Programming Interfaces ) for performing operations with 
respect to an electronic file stored in the external storage 
system 30 . The operations to be performed with respect to an 
electronic file may include acquisition , storage , and editing 
of the electronic file , for example . 

[ 0074 ] The common I / F 1411 defines APIs that can be 
commonly used among a plurality of external storage sys 
tems 30 . That is , the common I / F 1411 of the file process unit 
141 corresponds to a group of APIs for implementing 
functions related to file operations ( e . g . , acquisition and 
storage of electronic file ) that can be used by all the external 
storage systems 30 . 
100751 On the other hand , the unique I / F 1412 defines 
APIs that can be used by a specific external storage system 
30 . That is , the unique I / F 1412 of the file process unit 141 
corresponds to a group of APIs for implementing functions 
related to file operations ( e . g . , editing of electronic file ) that 
can be used by a specific external storage system 30 . 
[ 0076 ] Thus , the common I / F 1411 is similarly defined for 
all the external service cooperation units 140 . On the other 
hand , the unique I / F 1412 is uniquely defined for the 
corresponding external service cooperation unit 140 associ 
ated with the specific external storage system 30 that is able 
to use the API included in the unique I / F 1412 . 
[ 0077 ] The data process unit 142 includes a common I / F 
1421 and a unique I / F 1422 that define APIs for acquiring 
metadata such as bibliographic information ( e . g . , file list , 
folder list ) of an electronic file stored in the external storage 
system 30 . 
[ 0078 ] The common I / F 1421 defines APIs that can be 
commonly used among a plurality of external storage sys 
tems 30 . That is , the common I / F 1421 of the data process 
unit 142 corresponds to a group of APIs for implementing 
functions such as metadata acquisition ( e . g . , acquisition of a 
file list or folder list ) that can be used by all the external 
storage systems 30 . 
10079 ] On the other hand , the unique I / F 1422 defines 
APIs that can be used by a specific external storage system 
30 . That is , the unique interface 1422 of the data process unit 
142 corresponds to a group of APIs for implementing 
functions such as metadata acquisition ( e . g . , acquisition of 
an image file list ) that can be used by a specific external 
storage system 30 . 
[ 0080 ] Thus , the common I / F 1421 is similarly defined for 
all the external service cooperation units 140 . On the other 
hand , the unique I / F 1422 is uniquely defined for the 
corresponding external service cooperation unit 140 associ 
ated with the specific external storage system 30 that is able 
to use the API included in the unique I / F 1422 . 
[ 0081 ] Note that when an external storage system 30 with 
which the input / output service apparatus 10 can cooperate 
( hereinafter referred to as " cooperation counterpart ” ) is 
added or deleted , a corresponding external service coopera 
tion unit 140 for the external storage system 30 may added 
or deleted , for example . 
[ 0082 ] The input / output service apparatus 10 according to 
the present embodiment is capable of localizing the impact 
of adding an external storage system 30 as a cooperation 
counterpart . In other words , the input / output service appa 
ratus 10 according to the present embodiment is capable of 
adding an external storage system 30 as a cooperation 
counterpart without affecting other functional components 
( e . g . , input / output service process unit 110 , web service 
process unit 120 ) , for example . Note that the input / output 
service apparatus 10 according to the present embodiment 
may add a corresponding external service cooperation unit 
140 using a SDK ( Software Development Kit ) , for example . 
[ 0083 ] The app information storage unit 150 stores the app 
information 1000 in association with an app ID of an 
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application for providing an input / output service ( referred to 
as “ app ID ” to be distinguished from an application ID of an 
MFP application ) , for example . The app information 1000 
includes one or more sets of process flow information 1100 . 
As described above , the process flow information 1100 is 
information that defines a series of processes ( process flow ) 
for implementing an input / output service provided by the 
app information 1000 . 
[ 0084 ] < < MFP > > 
[ 0085 ] FIG . 5 is a diagram illustrating an example func 
tional configuration of the MFP 20 according to the present 
embodiment . Note that illustrations of functions of the MFP 
20 that are not particularly relevant to the implementation of 
the present embodiment are omitted in the functional con 
figuration diagram of FIG . 5 . The MFP 20 of FIG . 5 includes 
an operation accepting unit 220 , a screen rendering unit 222 , 
a scan execution unit 224 , and an upload request unit 226 . 
Further , the MFP 20 includes an application acquisition unit 
228 , an application execution unit 230 , a use restriction 
information acquisition unit 232 , a delivery destination list 
acquisition unit 234 , a request data generation unit 236 , a 
setting reflection unit 238 , and a use restriction unit 240 . 
[ 0086 ] For example , each of the above functional units of 
FIG . 5 may be implemented by the browser 210 installed in 
the MFP 20 executing an MFP application . The operation 
accepting unit 220 , the screen rendering unit 222 , the scan 
execution unit 224 , the upload request unit 226 , and the 
application acquisition unit 228 execute processes relating to 
control of the MFP 20 . The application execution unit 230 , 
the use restriction information acquisition unit 232 , the 
delivery destination list acquisition unit 234 , the request data 
generation unit 236 , the setting reflection unit 238 , and the 
use restriction unit 240 may be implemented by scripts 
included in the MFP application , for example . 
10087 ) The operation accepting unit 220 accepts a user 
operation , such as selection of a delivery destination folder , 
change of a scan condition , or a job execution instruction , 
for example . The screen rendering unit 222 renders a screen 
of an MFP application for implementing a device coopera 
tion service ( device cooperation service screen ) on the 
operation panel 602 . The scan execution unit 224 sends a 
scan execution request to the scanner 606 and causes the 
scanner 606 to execute a scan process . The upload request 
unit 226 sends an upload request to the input / output service 
apparatus 10 to have scanned image data uploaded to the 
external storage system 30 . 
[ 0088 ] The application acquisition unit 228 acquires an 
MFP application from the content providing service appa 
ratus 14 . The content providing service apparatus 14 pro 
vides the MFP application , which may be described in 
HTML , CSS , and JavaScript , for example , to the MFP 20 . 
The application execution unit 230 executes the MFP appli 
cation . 
10089 ] The use restriction information acquisition unit 232 
acquires use restriction information from the use restriction 
information generating service apparatus 12 . The use restric 
tion unit 240 interprets the acquired use restriction informa 
tion and reflects the use restriction information on the device 
cooperation service screen of the MFP application by dis 
abling a change to a value of a setting item on which a use 
restriction is imposed , for example . 
[ 0090 ] The delivery destination list acquisition unit 234 
acquires a folder list from the external storage system 30 in 
order to display a list of folders of the external storage 

system 30 corresponding to delivery destination candidates . 
The request data generation unit 236 generates request data 
( upload condition ) to be sent to the input / output service 
apparatus 10 . The setting reflection unit 238 controls settings 
to reflect a delivery destination folder and scan conditions 
selected by the user , for example . 
[ 0091 ] < < Use Restriction Information Generating Service 
Apparatus > > 
10092 ] FIG . 6 is a diagram illustrating an example func 
tional configuration of the use restriction information gen 
erating service apparatus 12 according to the present 
embodiment . In FIG . 6 , the use restriction information 
generating service apparatus 12 includes a login process unit 
250 , a use restriction setting screen providing unit 252 , a use 
restriction information registration accepting unit 254 , and a 
use restriction information providing unit 256 . Each of the 
above functional units may be implemented by the CPU 506 
executing one or more programs installed in the use restric 
tion information generating service apparatus 12 , for 
example . 
[ 0093 ] The use restriction information generating service 
apparatus 12 according to the present embodiment also 
includes a user information storage unit 258 and a use 
restriction information storage unit 260 . The user informa 
tion storage unit 258 and the use restriction information 
storage unit 260 may be implemented by the HDD 508 , for 
example . The user information storage unit 258 and the use 
restriction information storage unit 260 may also be imple 
mented by a storage device that is connected to the use 
restriction information generating service apparatus 12 via a 
network , for example . 
10094 ) The login process unit 250 receives a login request 
from an external apparatus , such as the PC 22 , and performs 
a login process using the user information stored in the user 
information storage unit 258 . Upon successful login , the 
login process unit 250 allows the PC 22 access to services 
provided by the use restriction information generating ser 
vice apparatus 12 . When the use restriction setting screen 
providing unit 252 receives a use restriction setting screen 
display request designating an application ID from the PC 
22 , the use restriction setting screen providing unit 252 uses 
the use restriction information stored in the use restriction 
information storage unit 260 to provide use restriction 
setting screen data relating to a device cooperation service 
associated with the designated application ID to the PC 22 . 
[ 0095 ] The use restriction information registration accept 
ing unit 254 accepts a registration request for registering use 
restriction information from the PC 22 and registers the use 
restriction information in association with an application ID 
in the use restriction information storage unit 260 . When the 
use restriction information providing unit 256 receives a use 
restriction information acquisition request designating an 
application ID from the MFP 20 , the use restriction infor 
mation providing unit 256 provides the use restriction infor 
mation that is stored in association with the designated 
application ID in the use restriction information storage unit 
260 to the MFP 20 . 
[ 0096 ] < Detailed Process Operations > 
[ 0097 ] In the following , detailed process operations of the 
information processing system 1 according to the present 
embodiment will be described . 
[ 0098 ] < < Registration Phase > > 
[ 0099 ] FIG . 7 is a sequence chart illustrating example 
process operations executed in a registration phase . FIG . 7 
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illustrates an example process sequence in which an admin 
istrator ( e . g . , IT / operations administrator ) registers use 
restriction information in the use restriction information 
generating service apparatus 12 for restricting use of an 
upload condition for uploading data to the input / output 
service apparatus 10 or a download condition for download 
ing data from the input / output service apparatus 10 . 
[ 0100 ] Note that although the administrator is depicted as 
directly operating the use restriction information generating 
service apparatus 12 to register use restriction information in 
FIG . 7 , the administrator may in fact be operating the PC 22 
that is connected to the use restriction information generat 
ing service apparatus 12 via a network , for example . 
10101 ] In step S11 , the administrator designates an admin 
istrator ID and a password and issues a login request to the 
use restriction information generating service apparatus 12 . 
The login process unit 250 of the use restriction information 
generating service apparatus 12 accepts the login request 
from the PC 22 and performs a login process using the user 
information stored in the user information storage unit 258 . 
Upon successful login , the login process unit 250 of the use 
restriction information generating service apparatus 12 
allows the PC 22 to use services provided by the use 
restriction information generating service apparatus 12 . 
[ 0102 ] Then , in step S12 , the PC 22 designates an appli 
cation ID corresponding to a device cooperation service 
selected by the administrator in a use restriction setting 
screen display request and sends the use restriction setting 
screen display request to the use restriction information 
generating service apparatus 12 . In the example described 
below , it is assumed that an application ID corresponding to 
the device cooperation service " scan to storage service ” is 
designated in the use restriction setting screen display 
request . When the use restriction setting screen providing 
unit 252 of the use restriction information generating service 
apparatus 12 receives the use restriction setting screen 
display request from the PC 22 , the use restriction setting 
screen providing unit 252 causes the PC 22 to display a use 
restriction setting screen 2000 as illustrated in FIG . 8 , for 
example , based on the use restriction information stored in 
association with the designated application ID in the use 
restriction information storage unit 260 . 
[ 0103 ] FIG . 8 is a diagram illustrating an example use 
restriction setting screen . The use restriction setting screen 
2000 of FIG . 8 includes a storage designation field 2002 for 
designating the external storage system 30 corresponding to 
the delivery destination , common setting fields 2004 for 
designating settings , such as an initial folder ID and an 
initial display screen . 
[ 0104 ] The use restriction setting screen 2000 also 
includes scan condition setting fields 2006 for designating 
initial values of scan conditions and whether the scan 
conditions can be changed , and upload condition setting 
fields 2008 for designating initial values of upload condi 
tions and whether the values of the upload conditions can be 
changed . For example , in FIG . 8 , fields for designating 
settings relating to input / output service processes including 
a document format process and an OCR process are pro 
vided as the upload condition setting fields 2008 . For 
example , in FIG . 8 , the upload condition setting fields 2008 
relating to an OCR process include a field 2010 for desig 
nating a default language for the OCR process as an initial 
value and a check box 2012 for designating whether the 
language for the OCR process can be changed . 

[ 0105 ] When a save button 2014 in the use restriction 
setting screen 2000 in FIG . 8 is pressed , the PC 22 proceeds 
to step S13 and sends ( inputs ) the use restriction information 
set up in the use restriction setting screen 2000 to the use 
restriction information generating service apparatus 12 . 
Note that in step S13 , the designated application ID is sent 
to the use restriction information generating service appa 
ratus 12 along with the user restriction information . Then , in 
step S14 , the use restriction information registration accept 
ing unit 254 of the use restriction information generating 
service apparatus 12 registers the use restriction information 
set up in the use restriction setting screen 2000 in the use 
restriction information storage unit 260 as illustrated in FIG . 
14 , for example . 
[ 0106 ] FIG . 14 is a table illustrating an example configu 
ration of the use restriction information registered in the use 
restriction information storage unit 260 . As illustrated in 
FIG . 14 , the use restriction information may include infor 
mation items , such as " application ID ” , “ MFP application 
name " , " use restriction information ID " , " app ID ” , and 
“ flow ID ” , for example . The " application ID ” is information 
for identifying a device cooperation service and a corre 
sponding MFP application . The “ use restriction information 
ID ” is identification information for identifying specific use 
restriction information content set up in the use restriction 
setting screen 2000 of FIG . 8 . For example , the " use 
restriction information ID ” may identify specific use restric 
tion information content as illustrated in FIG . 13 , which is 
described below . 
[ 0107 ] The “ app ID ” is information identifying specific 
app information 1000 stored in the app information storage 
unit 150 for identifying an application for implementing an 
input / output service provided by the app information storage 
unit 150 . The “ flow ID ” is information identifying specific 
process flow information 1100 included in the app informa 
tion 1000 for identifying a series of processes ( process flow ) 
for implementing an input / output service provided by the 
app information storage unit 150 . 
[ 0108 ] Note that in the example use restriction information 
illustrated in FIG . 14 , each entry of use restriction informa 
tion ( with use restriction information ID “ limitation 1 ” and 
use restriction information ID “ limitation 2 ” ) has the flow ID 
“ flow 1 ” registered therein . However , the flow ID “ flow 1 ” 
associated with the app ID " app 1 ” and the flow ID “ flow 1 ” 
associated with the app ID “ app 2 ” represent different 
process flows . That is , in the use restriction information 
illustrated in FIG . 14 , a specific process flow ( process flow 
information 1100 ) is identified by an app ID and a flow ID . 
101091 . Note that in the example use restriction information 
of FIG . 14 , the application ID and the app ID have a 
one - to - one relationship . However , the application ID and the 
app ID do not necessarily have to have a one - to - one rela 
tionship as in the example use restriction information illus 
trated in FIGS . 15A and 15B , for example . 
[ 0110 ) FIGS . 15A and 15B are tables illustrating another 
example configuration of the use restriction information 
registered in the use restriction information storage unit 260 . 
The information items included in the use restriction infor 
mation of FIG . 15A are the same as those included in the use 
restriction information of FIG . 14 . FIG . 15B indicates spe 
cific use restriction information content associated with the 
use restriction information ID of FIG . 15A . 
0111 ] The example use restriction information of FIGS . 
15A indicates that a device cooperation service with the 
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application ID " application 1 ” uses process flow information 
1100 with the flow ID “ flow 1 ” that is included in app 
information 1000 with the app ID " app 1 ” , and a device 
cooperation service with the application ID " application 2 ” 
uses different process flow information 1100 with a different 
flow ID “ flow 2 ” that is included in the same app informa 
tion 1000 ( i . e . , app information 1000 with the app ID 
" appl " ) . 
[ 0112 ] Also , the example use restriction information of 
FIG . 15A indicates that a device cooperation service with the 
application ID " application 3 ” uses the same process flow 
information 1100 as that used by the device cooperation 
service with the application ID " application 1 ” ( i . e . , process 
flow information 1100 with the flow ID “ flow 1 ” included in 
the application information 1000 with the app ID " app 1 " ) . 
Note that in a case where the application ID and the flow ID 
have a one - to - one relationship , the app ID may be omitted 
from the use restriction information of FIGS . 14 and 15A , 
for example . 
[ 0113 ] Note that the use restriction information is output in 
JSON format . After the use restriction information is regis 
tered in step S14 , the process proceeds to step S15 in which 
the use restriction information generating service apparatus 
12 returns the registered use restriction information to the 
PC 22 . In this way , the administrator can easily register use 
restriction information via the use restriction setting screen 
2000 as illustrated in FIG . 8 , for example . 
[ 0114 ] . Note that in some embodiments , after step S15 , the 
information processing system 1 may implement a function 
of verifying whether the use restriction information regis 
tered in step S14 can be implemented by the MFP applica 
tion , for example . The MFP application can interpret the use 
restriction information acquired from the use restriction 
information generating service apparatus 12 and reflect the 
use restriction information on the device cooperation service 
screen of the MFP application by displaying a relevant 
upload condition setting item subjected to use restriction in 
a change - disabled state such that its value cannot be changed 
from its initial value . < < Use Phase > > 
[ 0115 ] FIG . 9 is a sequence chart illustrating example 
process operation executed in a use phase . FIG . 9 illustrates 
an example process sequence in which a user uses a scan 
delivery service . 
[ 0116 ] In step S21 , the user operates the MFP 20 to 
designate one MFP application from an MFP application list 
and make a display request to have a device cooperation 
service screen of the designated MFP application displayed , 
for example . 
[ 0117 ] In step S22 , the application acquisition unit 228 of 
the MFP 20 acquires HTML data of the MFP application 
designated by the user from the content providing service 
apparatus 14 . In step S23 , the application acquisition unit 
228 acquires CSS data and JavaScript data of the MFP 
application designated by the user from the content provid 
ing service apparatus 14 . 
[ 0118 ] By executing the acquired CSS data and JavaScript 
data of the MFP application , the MFP 20 may be able to use 
the use restriction information acquisition unit 232 , the 
delivery destination list acquisition unit 234 , the request data 
generation unit 236 , the setting reflection unit 238 , and the 
use restriction unit 240 . 
[ 0119 ] Then , in step S24 , the use restriction information 
acquisition unit 232 of the MFP 20 acquires use restriction 
information registered in association with the designated 

MFP application from the use restriction information gen 
erating service apparatus 12 by designating identification 
information ( e . g . , application ID ) that is capable of uniquely 
identifying the relevant use restriction information as 
described above with reference to FIGS . 14 - 15B . Note that 
in some embodiments , the MFP 20 may acquire the use 
restriction information via the input / output service apparatus 
10 , for example . 
[ 0120 ] Then , in step S25 , the application execution unit 
230 causes the screen rendering unit 222 to generate the 
device cooperation service screen of the MFP application . 
Note that the screen rendering unit 222 generates the device 
cooperation service screen of the MFP application based on 
the initial display screen specified in the common settings 
set up via the use restriction setting screen as illustrated in 
FIG . 8 , for example . In step S26 , the use restriction unit 240 
interprets the use restriction information acquired in step 
S24 , and reflects the use restriction information on the 
device cooperation service screen of the MFP application by 
displaying a relevant setting item subjected to use restriction 
in a change - disabled state such that its value cannot be 
changed from its initial value . 
[ 0121 ] Then , in step S27 , the delivery destination list 
acquisition unit 234 designates a root folder ID and sends a 
folder list acquisition request to the external storage system 
30 to acquire a folder list . Note that in step S28 , the screen 
rendering unit 222 of the MFP 20 displays the device 
cooperation service screen of the MFP application when 
generation of the device cooperation service screen is com 
pleted . 
[ 0122 ] In step S29 , the MFP 20 acquires the folder list 
from the external storage system 30 . The screen rendering 
unit 222 of the MFP 20 displays the folder list acquired from 
the external storage system 30 in a folder selection screen as 
illustrated in FIG . 10 , for example . 
[ 0123 ] FIG . 10 is a diagram illustrating example screen 
transitions of the device cooperation service screen of the 
MFP application . A folder list acquired from the external 
storage system 30 is displayed in the folder selection screen 
of FIG . 10 . The user can select a delivery destination folder 
from the folder list via the folder selection screen of FIG . 10 . 
10124 ] When a “ Select Delivery Destination ” button dis 
played in the folder selection screen is pressed , the screen of 
the MFP 20 transitions from the folder selection screen to a 
job setting screen as illustrated in FIG . 10 . The job setting 
screen is a screen for enabling the user to confirm job 
settings . Note that details of the job setting screen will be 
described below . 
( 0125 ] When a certain job setting item is selected from the 
job setting screen , the MFP 20 displays a job setting selec 
tion screen as illustrated in FIG . 10 . The job setting selection 
screen is a screen for accepting a job setting change from the 
user . The job setting selection screen of FIG . 10 represents 
an example in which the user can choose between the setting 
values " readable orientation " and " non - readable orienta 
tion ” for the job setting item " document orientation ” . 
[ 0126 ] Further , start buttons are included in the job setting 
screen and the job setting selection screen of FIG . 10 . When 
the start button is pressed , the MFP 20 displays a job 
execution screen as illustrated in FIG . 10 and starts the 
relevant job . 
[ 0127 ] Referring back to FIG . 9 , in step S30 , the user 
selects the delivery destination folder from the folder list 
displayed in the folder selection screen . Then , in step S31 , 
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the screen rendering unit 222 of the MFP 20 determines the 
selected status of the delivery destination folder selected by 
the user . Note that in some embodiments , the delivery 
destination folder may be set up in advance , for example . In 
step S32 , the MFP 20 changes the display of the delivery 
destination folder selected by the user in the folder selection 
screen to indicate its selected status . 
[ 0128 ] Then , in step S33 , the user presses the start button 
and requests the MFP 20 to start a scan process . The scan 
execution unit 224 of the MFP 20 causes the scanner 606 to 
perform scan operations . In step S34 , the request data 
generation unit 236 of the MFP 20 generates request data to 
be sent to the input / output service apparatus 10 including an 
upload condition that designates a delivery destination 
folder ID of the delivery destination folder , a document 
format process setting value , and an OCR process setting 
value , for example . 
[ 0129 ] Referring back to FIG . 9 , in step S35 , the upload 
request unit 226 of the MFP 20 sends an upload request to 
the input / output service apparatus 10 for uploading scanned 
image data that has been acquired by the scanner 606 in step 
S33 . Note that the upload condition included in the request 
data generated in step S34 is used in requesting the input / 
output service apparatus 10 to upload the scanned image 
data in step S35 . The upload condition may have a configu 
ration as illustrated in FIG . 11 , for example . 
[ 0130 ] FIG . 11 is a diagram illustrating an example con 
figuration of an upload condition included in a request to an 
input / output service . The upload condition is information for 
delivering scanned image data to the external storage system 
30 . For example , the upload condition in the request to the 
input / output service illustrated in FIG . 11 includes a URL of 
the input / output service , a request header , and a request 
body . Note that uploading the scanned image data may be an 
asynchronous process , for example . 
[ 0131 ] In step S36 , the input / output service apparatus 10 
stores the scanned image data in the external storage system 
30 based on the request data from the MFP 20 . After storage 
of the scanned image data in the external storage system 30 
is completed , the input / output service apparatus 10 notifies 
the MFP 20 that the uploading process has been completed . 
[ 0132 ] Note that in the case where the request data from 
the MFP 20 includes a designation of one or more input / 
output service processes , such as a document format process 
and / or an OCR process , to be executed by the input / output 
service apparatus 10 , processed data resulting from execut 
ing the designated input / output service processes on the 
scanned image data is stored in the external storage system 
30 . 
[ 0133 ] FIG . 12 is a diagram illustrating an example of a 
job setting screen . The job setting screen of FIG . 12 displays 
a value of a setting item subjected to use restriction in a 
change - disabled state so that the value of the setting item 
cannot be changed by a user . In the example of FIG . 12 , the 
value " auto color selection ” of the setting item “ scan color ” 
and the value " Japanese ” of the setting item “ OCR ” are 
displayed in change - disabled states so that these job setting 
values cannot be changed by a user . Also , in FIG . 12 , the 
setting items " document side ” , “ document orientation ” , 
“ scan resolution ” , and “ document format " are displayed in 
change - enabled states so that the values of these job setting 
items can be changed by a user . 
[ 0134 ] The setting items “ scan color ” , “ document side ” , 
" document orientation " , and " scan resolution ” may be 

referred to as scan conditions . The scan condition settings 
are for specifying scan process instructions to the MFP 20 
for executing a scan process ( input / output device process ) . 
The administrator can specify an initial value of a scan 
condition on which a use restriction is to be imposed and 
designate the scan condition as a change - disabled scan 
condition . 
[ 0135 ] The setting items “ document format ” and “ OCR ” 
are settings relating to the functions of the input / output 
service , and these settings are for specifying the document 
format of a document format process and the language of an 
OCR process to be executed by the input / output service 
apparatus 10 . Example values that may be set up for the 
setting item " OCR ” include “ Japanese ” , “ English ” , and 
“ OFF ( information indicating that the OCR function is not 
used ) ” . In the example job setting screen of FIG . 12 , the 
setting item “ OCR ” is set up so that the OCR function is 
implemented in Japanese and the language of the OCR 
process is fixed to the value “ Japanese ” . 
[ 0136 ] The job setting screen of FIG . 12 may be displayed 
based on use restriction information with specific content as 
illustrated in FIG . 13 , for example . FIG . 13 is a diagram 
illustrating an example of specific content included in use 
restriction information . Note that the content of the use 
restriction information of FIG . 13 is represented in the JSON 
format . 
[ 0137 ] According to an aspect of the present embodiment , 
a restriction may be imposed on the value of a job setting to 
be designated by a user via a job setting screen based on use 
restriction information generated by the use restriction infor 
mation generating service apparatus 12 , which is different 
from the MFP application . In this way , an administrator can 
restrict a user ' s ability to use a certain parameter for desig 
nating an upload condition via a job setting screen . 
[ 0138 ] Note that in the above - described embodiment , an 
MFP application that provides a scan delivery service has 
been described as an example . However , aspects of the 
present invention may also be applied to an MFP application 
that provides a download print service , for example . 
[ 0139 ] Although the present invention has been described 
above with reference to certain illustrative embodiments , the 
present invention is not limited to these embodiments , and 
numerous variations and modifications may be made with 
out departing from the scope of the present invention . 
What is claimed is : 
1 . An input / output device that provides a device coopera 

tion service and is connected to an input / output service 
apparatus that provides an input / output service and a com 
puter system that provides a storage service via a network , 
the input / output device comprising : 

a memory storing a program ; and 
a processor configured to execute the program to imple 
ment processes of 
acquiring use restriction information for restricting 

designation of a condition in a request to the input / 
output service from the input / output device ; and 

restricting designation of the condition in the request to 
the input / output service from the input / output device 
by reflecting the acquired use restriction information 
on a device cooperation service screen for enabling 
a user to designate the condition in the request . 

2 . The input / output device according to claim 1 , wherein 
the processor further implement processes of 
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accepting a selection of the device cooperation service ; 
and 

acquiring the use restriction information that is associated 
with the selected device cooperation service from a use 
restriction information storage unit that stores the use 
restriction information in association with the device 
cooperation service . 

3 . The input / output device according to claim 1 , wherein 
the use restriction information includes values of request 

conditions relating to an input / output device process 
and an input / output service process , and information 
indicating whether the values can be changed . 

4 . The input / output device according to claim 3 , wherein 
the use restriction information includes information indi 

cating that a value of a request condition among the 
request conditions relating to the input / output device 
process and the input / output service process cannot be 
changed ; and 

the processor displays the value of the request condition 
on the device cooperation service screen in a change 
disabled state . 

5 . The input / output device according to claim 1 , wherein 
the device cooperation service is a service for delivering 

scanned image data acquired by the input / output device 
to the storage service corresponding to a delivery 
destination . 

6 . A non - transitory computer - readable medium storing a 
program to be executed by an input / output device that 
provides a device cooperation service and is connected to an 
input / output service apparatus that provides an input / output 
service and a computer system that provides a storage 
service via a network , the program , when executed , causing 
the input / output device to implement processes of 

acquiring use restriction information for restricting des 
ignation of a condition in a request to the input / output 
service from the input / output device ; and 

restricting designation of the condition in the request to 
the input / output service from the input / output device 
by reflecting the acquired use restriction information on 
a device cooperation service screen for enabling a user 
to designate the condition in the request . 

7 . An information processing system that provides a 
device cooperation service and includes an input / output 
device , an input / output service apparatus providing an input / 
output service , and a computer system providing a storage 
service that are connected to each other via a network , the 
information processing system comprising : 

a memory storing a program ; and 
a processor configured to execute the program to imple 
ment processes of 
acquiring use restriction information for restricting 

designation of a condition in a request to the input / 
output service from the input / output device ; and 

restricting designation of the condition in the request to 
the input / output service from the input / output device 
by reflecting the acquired use restriction information 
on a device cooperation service screen for enabling 
a user to designate the condition in the request . 

8 . The information processing system according to claim 
7 , further comprising : 

a use restriction information generating service apparatus 
configured to cause a terminal apparatus operated by an 
administrator to display a use restriction setting screen 
for accepting a use restriction information registration , 
generate the use restriction information based on the 
use restriction information registration accepted via the 
use restriction setting screen , and store the generated 
use restriction information in a storage unit . 

* * * 


