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CONNECTION SUPPORTING APPARATUS

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to an apparatus or
appliance such as client apparatus or gateway apparatus,
which is equipped with an IPSec (IP Security Protocol)
function, remote-accesses a remote network in a safe manner
under various network environments.

[0003] 2. Description of the Related Art

[0004] As an example of an Internet key exchange proto-
col utilized in IPSec, there is an IKE (Internet Key
Exchange). The IKE negotiates with a communication coun-
terpart on parameters which are required for setting IPSec
SA (IPSec security association), and then, sets the obtained
values to a system.

[0005] The protocol of the IKE is divided into two phases,
namely; a “phase 1” and a “phase 2”. In the phase 1, an SA
(Security Association, called “Internet Security Association
and Key Management Protocol (ISAKMP) SA”) is estab-
lished, which is employed so as to establish a safe commu-
nication path through which messages of the IKE itself are
transmitted and received. In the phase 1, keys used to
encrypt the messages of the IKE and the IKE itself are
authenticated. In the phase 2, the parameters of the authen-
tication and the encryption used in communication of the
IPSec are exchanged by using the ISAKMP SA (IKE SA)
established in the phase 1, and finally, the IPSec SA is
established.

[0006] In the phase 1, there are two modes, namely, a
“main mode” and an “aggressive mode”, and one of these
modes is used in the phase 1. In the main mode, since six
messages in total are exchanged, the ISAKMP SA is estab-
lished. In contrast, the ISAKMP SA is established in the
aggressive mode by exchanging three messages, which is
less than that of the main mode.

[0007] When the remote access is made from a client to a
gateway in the IPSec, the aggressive mode is generally
employed. However, in the aggressive mode, identification
information (ID (authentication ID): for example, electronic
mail address, FQDN (Fully Qualified Domain Name) etc.) is
previously registered in both the gateway and the client,
while the identification information is employed in the
authentication of the IKE. The ID is transmitted and/or
received between the gateway and the client at a time of
authentication of the ID under a plain text (no-encryption)
state. As a result, there has been a risk that the ID is leaked
to a third party.

[0008] For instance, there has been a case where the ID
and a fixed gateway address corresponding to this ID are
intercepted by the third party in a communication area of a
wireless LAN (Radio Local Area Network) such as a public
hot spot and a hotel, which does not require a WEP (Wired
Equivalent Privacy) key to be set. In this case, there has been
a risk of the third party externally attacking the gateway and
the client by way of, for example, a replay attack or a scan
attack.

[0009] In a case where there is an administrator of the
gateway with respect to the external attack, there is a
possibility of the administrator detecting the scan attack and
the like and taking a countermeasure the attacks. However,
as to the remote access to a home network where the
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administrator having expert knowledge is not present, there
has been a risk that attacks are given from the third party due
to weakness of the system.

[0010] On the other hand, in the main mode, when an ID
is authenticated, the ID is encrypted by a common key
produced in the phase 1. As a result, there is no problem of
1D leakage in the aggressive mode. Apparently, in the main
mode, unlike the aggressive mode, a fixed IP address is
employed as an ID for authenticating the client. As a
consequence, the main mode is mainly employed in point-
to-point connections, for example, communications between
nodes having global IP addresses on the Internet where the
IP addresses are not changed.

[0011] Also, as prior art related to the present invention,
there is proposed a method in which terminal management
information in management servers utilized in Mobile IP is
combined with VPN (Virtual Private Network) path infor-
mation on networks, and VPN paths through which the
management servers transmit data to the clients are switched
to a seamless manner in conformation to movement of the
clients (for example, Patent document 1).

[0012] [Patent document 1] JP 2002-111732 A

[0013] [Patent document 2] JP 2002-44141 A
SUMMARY OF THE INVENTION

[0014] An object of the present invention is to provide a

technique with which an application range of a main mode
having a higher security level than that of an aggressive
mode can be expanded.

[0015] The present invention employs the following
means in order to solve the problems described above.
[0016] In other words, according to a first aspect of the
present invention, there is provided A connection supporting
apparatus for supporting a Virtual Private Network (VPN)
through an Internet Key Exchange (IKE) between a first
apparatus and a second apparatus, including: a mode judging
unit to receive authentication information of the first appa-
ratus employed in the IKE, and to judge whether or not a key
exchange mode of the first apparatus is a main mode based
on the authentication information; a VPN setting request
transmitting unit to transmit a VPN setting request to the
second apparatus in the case where the key exchange mode
of the first apparatus is the main mode, the VPN setting
request containing the authentication information and infor-
mation as to a communication key to be used when the first
apparatus executes the IKE with respect to the second
apparatus; and a notifying unit to notify both the commu-
nication key and an Internet Protocol (IP) address of the
second apparatus to the first apparatus in the case where the
notifying unit receives a response with respect to the VPN
setting request from the second apparatus.

[0017] Preferably, according to the first aspect of the
present invention, the connection supporting apparatus, fur-
ther including: a judging unit to judge whether or not an IP
address converting apparatus is interposed between the
connection supporting apparatus and the first apparatus
based on the authentication information and a source IP
address of an IP packet when the judging unit receives the
IP packet containing the authentication information of the
first apparatus, wherein when the IP address converting
apparatus is interposed therebetween, the VPN setting
request transmitting unit transmits a VPN setting request
which further contains the source IP address of the IP packet
to the second apparatus.
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[0018] Preferably, according to the first aspect of the
present invention, when the key exchange mode of the first
apparatus is the main mode, a list of a plurality of second
apparatuses is transmitted to the first apparatus, and when a
return containing information indicative of one of the plu-
rality of second apparatuses determined by the first appara-
tus is received, the VPN setting request transmitting unit
transmits the VPN setting request to one of the plurality of
second apparatus.

[0019] Preferably, according to the first aspect of the
present invention, in the case where a response of the VPN
setting request containing information as to a subnet address
to which a communication counterpart of the first apparatus
accommodated in the second apparatus belongs is received
from the second apparatus, the notifying unit notifies the
information as to the subnet address to the first apparatus.

[0020] Preferably, according to the first aspect of the
present invention, in the case where a response of the VPN
setting request containing an IP address to be assigned to the
first apparatus is received from the second apparatus, the
notifying unit notifies the IP address to the first apparatus.

[0021] According to a second aspect of the present inven-
tion, a client apparatus including: a connecting unit to
transmit a message containing an Internet Protocol (IP)
address of the client apparatus as authentication information
for the client apparatus used in the IKE to a connection
supporting apparatus when establishing a VPN through an
Internet Key Exchange (IKE) between the client apparatus
and a gateway apparatus is desired, and to receive a response
message from the connection supporting apparatus, the
message containing a communication key to be used in the
IKE and an IP address of the gateway apparatus; and a VPN
processing unit to execute the IKE to establish between the
client apparatus and the gateway apparatus by employing the
communication key, the IP address of the gateway apparatus,
and the authentication information of the client apparatus.

[0022] Preferably, according to the second aspect of the
present invention, in the case where information as to a
subnet address to which a communication counterpart of the
client apparatus stored in the gateway apparatus belongs is
contained in the response message, a virtual IP address is
generated which is not competed with the subnet address,
and the virtual IP address is set to a source IP address of an
IP packet which is encapsulated in a VPN communication
operation after the VPN is established.

[0023] According to a third aspect of the present inven-
tion, a gateway apparatus including: a connecting unit to
receive a VPN setting request message from a connection
supporting apparatus, and to transmit a response message
with respect to the received VPN setting request message to
the connection supporting apparatus, the VPN setting
request message containing both a communication key to be
used in an IKE (Internet Key Exchange), and an IP address
of a client apparatus according to authentication information
of the client apparatus which wants to establish a VPN
through the IKE with respect to the own apparatus; and a
VPN processing unit for establishing the VPN through the
IKE with respect to the client apparatus by employing the
communication key and the IP address of the client appa-
ratus serving as the authentication information.
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[0024] Preferably, according to the third aspect of the
present invention, the connecting unit returns to the connec-
tion supporting apparatus, the response message containing
a subnet address to which a communication counterpart of
the client apparatus accommodated in the gateway apparatus
belongs.

[0025] Preferably, according to the third aspect of the
present invention, when the gateway apparatus receives the
VPN setting request message, a virtual IP address is deter-
mined which should be assigned to the client apparatus, and
the connecting unit returns the response message containing
the determined virtual IP address to the connection support-
ing apparatus.

[0026] According to the present invention, an application
range of a main mode having a higher security level than that
of an aggressive mode can be expanded.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] FIG. 1 is a diagram for indicating a structural
example of a connection supporting system according to an
embodiment of the present invention;

[0028] FIG. 2 is a diagram for explaining an example as to
aprocess flow of the connection supporting apparatus shown
in FIG. 1;

[0029] FIG. 3 is a diagram for explaining an example as to
a process flow of a client apparatus shown in FIG. 3;
[0030] FIG. 4 is an explanatory diagram of first opera-
tional example of the first embodiment, and of operations as
to remote access support (NAT present) of a main mode;
[0031] FIG. 5A is a diagram for indicating a format
example of a message transmitted from a client to the
connection supporting apparatus;

[0032] FIG. 5B is a diagram for showing a message shown
in FIG. 5A, whose a source 1P address is converted by a NAT
router (address converting apparatus);

[0033] FIG. 6 is an explanatory diagram of a format
example as to a VPN setting request message;

[0034] FIG. 7 is an explanatory diagram of a format
example as to a VPN setting request response message;
[0035] FIG. 8 is an explanatory diagram of a format
example as to a response message to the client apparatus;
[0036] FIG. 9 is an explanatory diagram of a structural
example and an operational example as to a connection
supporting system according to a second embodiment;
[0037] FIG. 10 is an explanatory diagram of a VPN setting
request response message according to the second embodi-
ment;

[0038] FIG. 11 is an explanatory diagram of a client
apparatus according to the second embodiment;

[0039] FIG. 12 is an explanatory diagram of a gateway
apparatus according to a third embodiment;

[0040] FIG. 13 is an explanatory diagram of a format
example of a VPN end request message according to the
third embodiment;

[0041] FIG. 14 is an explanatory diagram of a VPN end
process operation according to the third embodiment;
[0042] FIG. 15 is an explanatory diagram of a VPN end
message according to the third embodiment; and

[0043] FIG. 16 is an explanatory diagram of a VPN end
response message according to the third embodiment.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

First Embodiment

[0044] <Structure>

[0045] FIG. 1 is a diagram for showing a structural
example of a connection supporting system according to an
embodiment of the present invention. In FIG. 1, a connec-
tion supporting system 100 is equipped with a client appa-
ratus 20 serving as a first apparatus, a gateway apparatus 40
serving as a second apparatus, an appliance 50, a connection
supporting apparatus 10, and a NAT router (IP address
converting apparatus) 30. The gateway apparatus 40 per-
forms a VPN communication with the client apparatus 20
using an [PSec. The appliance 50 is directly connected to the
gateway apparatus 40 and becomes a communication coun-
terpart of the client apparatus 20. The connection supporting
apparatus 10 supports a VPN connection between the client
apparatus 20 and the gateway apparatus 40. The NAT router
30 is interposed between the connection supporting appa-
ratus 10 and the client apparatus 30. It should be noted that
a communication path between the connection supporting
apparatus 10 and the client apparatus 20 may contain a
wireless section.

[0046] The client apparatus 20 is a computer (terminal
apparatus) such as a personal computer (PC) and a PDA
(Personal Digital Assistant), and is equipped with a con-
necting unit 21 and an IPSec client 22 serving as a VPN
processing unit. An IKE is installed in the client apparatus
10 as a key exchange protocol, the client apparatus 20
establishes a VPN tunnel with respect to the gateway appa-
ratus 40 by employing the IPSec in the main mode, and
performs an encryption communication using this VPN
tunnel.

[0047] The connecting unit 21 communicates with the
connection supporting apparatus 10 so as to acquire infor-
mation required for establishing a VPN tunnel based upon
IPSec with an IPSec gateway 42 of the gateway apparatus 40
by the IPSec client 22 from the connection supporting
apparatus 10, and then, sets the acquired information to the
IPSec client 22.

[0048] The IPSec client 22 executes the IKE (phase 1 and
phase 2) with respect to the gateway apparatus 40 by
employing the information set by the connecting unit 21, and
establishes an IPSec SA with respect to the gateway appa-
ratus 40.

[0049] The NAT router 30 has a general-purpose NAT
function (NAPT). In other words, the NAT router 30 per-
forms a converting process operation of an IP address
(namely, local IP address-to-global IP address converting
process operation) which is applied to an IP packet trans-
ferred between the client apparatus 20 and the connection
supporting apparatus 10. In this case, a local IP address is
temporarily assigned to the client apparatus 20 by a DHCP
server (not shown).

[0050] The connection supporting apparatus 10 is
equipped with a key exchange mode detecting unit 11
serving as a mode judging unit, a NAT detecting unit 12
serving as a judging unit, a gateway selecting unit 13, and a
communication key generating unit 14. The key exchange
mode detecting unit 11 judges whether or not a mode in the
IKE phase 1 is the main mode based upon an ID for IKE
authentication which is contained in an IP packet that arrives
from the client apparatus 20 via the NAT router 30.
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[0051] The NAT detecting unit 12 judges whether or not
the NAT router 30 is interposed between the connection
supporting apparatus 10 and the client apparatus 20 based
upon a transmission source IP address of an IP packet, and
an ID contained in the IP packet.

[0052] The gateway selecting unit 13 has information
(gateway list) of a plurality of gateway apparatuses (only
gateway apparatus 40 is illustrated in FIG. 1) which are
connectable with the client apparatus 20 in a storage appa-
ratus. The gateway selecting unit 13 provides the gateway
list to the client apparatus 20 in order that the client
apparatus 20 selects a gateway apparatus of a connection
destination.

[0053] When a key exchange mode is the main mode, the
communication key generating unit 14 produces a commu-
nication key (previous common key: common key different
from the previous common key produced by IKE) which is
used to encrypt the communication by the IKE, which is
executed between the client apparatus 120 and the gateway
apparatus 40.

[0054] The gateway apparatus 40 contains a connecting
unit 41 and an [PSec gateway 42 serving as a VPN process-
ing unit. The connecting unit 41 communicates with the
connection supporting apparatus 10 so as to acquire infor-
mation required in IKE with respect to the client apparatus
20, and sets the acquired information to the IPSec gateway
42.

[0055] IPSec gateway 42 functions as a responder with
respect to the IPSec client 22 (initiator) of the client appa-
ratus 20 by employing the information set by the connecting
unit 41, and thus, establishes an IPSec SA via the IKE phases
1 and 2 so as to establish a VPN tunnel.

[0056] When the VPN tunnel is established, the client
apparatus 20 communicates with the appliance 50 accom-
modated in the gateway apparatus 40 by employing the VPN
tunnel established between the gateway apparatus 40 and the
client apparatus 20. At this time, encryption communication
is carried out by way of the IPSec between the client
apparatus 20 and the gateway apparatus 40.

[0057] <Process Operation of Connection Supporting
Apparatus>
[0058] FIG. 2 shows an example of a process operation

flow which is executed by the connection supporting appa-
ratus 10. The process operation shown in FIG. 2 is com-
menced when the connection supporting apparatus 10
receives data (IP packet containing a message in payload)
from the client apparatus 20 via the NAT router 30.

[0059] In the connection supporting apparatus 10, the key
exchange mode detecting unit 11 first refers to a predeter-
mined position in the message from the client apparatus 20,
and judges whether or not an IKE authentication ID stored
at the predetermined position is an IP address (Step SO01).
[0060] That is, the key exchange mode detecting unit 11
judges whether or not data stored as the ID has the format
of the IP address. When the 1D is an IP address (S01: YES),
the key exchange mode detecting unit 11 judges that the key
exchange mode of the IKE phase 1 is the main mode, and
advances to the process operation of Step S02.

[0061] On the contrary, when the ID is not the IP address
(S01: NO), the connection supporting apparatus 10 executes
another process operation (Step S07). For instance, assum-
ing that the key exchange mode is the aggressive mode, the
connection supporting apparatus 10 supports a VPN con-
nection using the aggressive mode. Alternatively, the con-
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nection supporting apparatus 10 may execute a predeter-
mined error process operation.

[0062] In Step S02, the NAT detecting unit 12 of the
connection supporting apparatus 10 compares a transmis-
sion source IP address contained in an IP header in the IP
packet from the client apparatus 20 with the IP address
stored as the ID in the IP payload, and judges whether or not
both IP addresses match each other. When these IP addresses
match each other (S02: YES), the NAT detecting unit 12
judges that no NAPT (NAT router 30) is interposed between
the client apparatus 20 and the connection supporting appa-
ratus 10, and the process operation advances to Step S04.

[0063] On the contrary, when the IP addresses do not
match each other (S02: NO), the NAT detecting unit 12
judges that the NAPT (NAT router 30) is interposed between
the client apparatus 20 and the connection supporting appa-
ratus 10. In this case, the ID is extracted from the IP packet
(Step S03), and the process operation advances to Step S04.
The ID is extracted to be notified as the local IP address of
the client apparatus 20 to the gateway apparatus 40.

[0064] In Step S04, the gateway selecting unit 13 of the
connection supporting apparatus 10 inquires the client appa-
ratus 20 about a gateway of a connection destination. Upon
receipt of response designating a gateway apparatus of the
connection destination from the client apparatus 20, the
connection supporting apparatus 10 produces a communi-
cation key to be used in the IKE between the client apparatus
20 and the gateway apparatus 40 in the communication key
generating unit 14. The communication key generating unit
41 may acquire a communication key stored at a place other
than itself.

[0065] The connection supporting apparatus 10 produces a
transparency setting request (VPN setting request message)
for IPSec data containing a communication key or the like,
and transmits the produced request to the gateway apparatus
of the connection destination (gateway apparatus 40 in FIG.
1).

[0066] When a proper response (VPN setting request
response message) to the VPN setting request message is
received from the gateway apparatus 40 (Step S05: YES),
the connection supporting apparatus 10 notifies the commu-
nication key and the gateway address (IP address of the
gateway apparatus 40) to the client apparatus 10 (Step S06).

[0067] On the contrary, when the proper VPN setting
request response message cannot be received from the
gateway apparatus 40 (S05: NO), another process operation
(e.g., predetermined error process operation) is executed
(Step S07). When the process operation of Step S06 or S07
is finished, the connection supporting apparatus 10 accom-
plishes the process operations shown in FIG. 1.

[0068] In the client apparatus 20, the connecting unit 21
sets the communication key and the gateway address noti-
fied by the connection supporting apparatus 10 in the IPSec
client 22. Using the communication key and the gateway
address, the IPSec client 22 executes communication opera-
tions (phases 1 and 2) with the IPSec gateway 42 of the
gateway apparatus 40 based on the IKE, and establishes
VPN (IPSec SA) using IPSec between the client apparatus
20 and the gateway apparatus 40. In parameter negotiation
or key information exchange (DH key material exchange) in
the phase 1, encryption communication is executed using the
communication keys (previous common keys) respectively
set in the IPSec client 22 and the IPSec gateway 42.
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[0069] After that, when a VPN tunnel is established
between the client apparatus 20 and the gateway apparatus
40, the encryption communication is executed between the
client apparatus 20 and the gateway apparatus 40 using the
VPN tunnel, and a communication operation is carried out
via the gateway apparatus 40 between the client apparatus
20 and the appliance 50.

[0070] FIG. 3 shows an example of a process operation
flow of the client apparatus 20. The process operations
shown in FIG. 3 are commenced when the client apparatus
20 starts a communication operation with the appliance 50.
When the process operations shown in FIG. 3 is com-
menced, the connecting unit 21 of the client apparatus 20
extracts key exchange information based on the key
exchange mode (ID=xxx.xxx.xxx.xxx based on the IKE
main mode, i.e., the IP address of the client apparatus 20
(equivalent to “authentication information” of the present
invention) from the IPSec setting information stored in the
storage apparatus composing the IPSec client 22, and trans-
mits the key exchange information to the connection sup-
porting apparatus 10 (Step S11).

[0071] Next, the connecting unit 21 of the client apparatus
20 receives gateway information (list of gateway appara-
tuses to which client apparatus 20 is connectable: gateway
list) notified by the gateway selecting unit 13 of the con-
nection supporting apparatus 10, and selects a gateway
apparatus (Step S12).

[0072] For example, the gateway list is displayed on a
display apparatus (not shown) of the client apparatus 20. The
user of the client apparatus 20 can input the selection result
of the gateway apparatus to which the user intends to
connect from the gateway list using an input apparatus (not
shown) of the client apparatus 20. The connecting unit 21
transmits the selection result to the connection supporting
apparatus 10 as a response to the inquiry from the connec-
tion supporting apparatus 10.

[0073] After that, the connecting unit 21 of the client
apparatus 20 receives the communication key and the gate-
way IP address, which are notified by the connection sup-
porting apparatus 10 (Step S13). As a result, the connecting
unit 21 sets the communication key and the gateway IP
address in the IPSec client 22, and activates the IPSec client
22. Accordingly, the IPSec client executes the IKE with the
IPSec gateway 42 of the gateway apparatus 40, and com-
municates therewith so as to establish the IPSec SA,
whereby a VPN tunnel is established. Using this VPN
tunnel, the client apparatus 20 can execute encryption com-
munication with the gateway apparatus 40, which relays
data (IP packet) to be exchanged between the appliance 50
and the client apparatus 20. The client apparatus 20 and the
appliance 50 can communicate with each other in this
manner.

FIRST OPERATIONAL EXAMPLE

[0074] Next, as a first operational example in the connec-
tion supporting system, a description will be made of a case
where the connection supporting apparatus 10 performs IKE
main mode remote access supporting operation. In the first
operational example, the NAT (NAT router 30) is interposed
between the client apparatus 20 and the connection support-
ing apparatus 10. FIG. 4 is an explanatory diagram for
explaining the first operational example (remote access
supporting operation (NAT present) in main mode).
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[0075] In FIG. 4, the client apparatus 20 which intends to
communicate with the appliance 50 produces an IP packet
having a message containing client key exchange informa-
tion (ID) using the connecting unit 21, and transmits the IP
packet to the connection supporting apparatus 10 ((1) in
FIG. 4). The IP address (local IP address: client IP address)
of the client apparatus 20 is set as the ID (refer to FIG. 5A).
In the first embodiment, the client apparatus 20 performs an
IP communication operation using a local IP address
assigned by a DHCP server (not shown).

[0076] The IP packet is received by the connection sup-
porting apparatus 10 through the NAT router 30. The NAT
router 30 rewrites the transmission source IP address (client
IP address) of the IP packet to a global IP address (NAT IP
address) (refer to FIG. 5B).

[0077] When the connection supporting apparatus 10
receives the IP packet, the key exchange mode detecting unit
11 refers to an ID storage field contained in the message.
When the key exchange mode detecting unit 11 detects that
data stored in the ID storage field has the format of the IP
address, it is judged (detected) that the IKE phase 1 is the
main mode. The key exchange mode detecting unit 11 hands
over the IP packet to the NAT detecting unit 12 ((2) in FIG.
4).

[0078] The NAT detecting unit 12 compares the IP address
stored as the ID with the transmission source IP address in
the IP packet. Since the IP address as the ID is the client IP
address and the transmission source IP address is the NAT IP
address, both addresses do not match each other. As a result,
the NAT detecting unit 12 detects that the NAT router 30 is
interposed between the connection supporting apparatus 10
and the client apparatus 20.

[0079] After that, the NAT detecting unit 12 hands over
the IP packet (IKE message) to the gateway selecting unit 13
((3) in FIG. 4). At this time, the ID is extracted from the IP
packet.

[0080] The gateway selecting unit 13 reads the gateway
list from the storage apparatus and transmits the IP packet
(transmission source IP address: connection supporting
apparatus, destination IP address: NAT IP) containing the
gateway list to the client apparatus 20 ((4) in FIG. 4). The
destination IP address of the IP packet is rewritten from the
NAT IP address to the client IP address when passing
through the NAT router 30.

[0081] When the client apparatus 20 receives the IP
packet, the client apparatus 20 displays the gateway list on
a display apparatus (not shown). The user of the client
apparatus 20 inputs the selection result for a desired gateway
to be connected to (information as to designated gateway) in
the client apparatus 20 via the input apparatus (not shown)
by referring to the gateway list. Then, the connecting unit 21
transmits a message (IP packet) containing the information
on the designated gateway. This message reaches the con-
nection supporting apparatus 10 through the NAT router 30
((5) in FIG. 4). It is assumed that the user has selected the
gateway apparatus 40 in this case.

[0082] Upon receipt of the information on the designated
gateway, the gateway selecting unit 13 hands over the
received information to the communication key generating
unit 14 ((6) in FIG. 4). The communication key generating
unit 14 produces a communication key (previous common
key) for establishing VPN between the designated gateway
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(gateway apparatus 40) and the client apparatus 10, and
hands over the produced communication key to the gateway
selecting unit 13.

[0083] The gateway selecting unit 13 produces a VPN
setting request message corresponding to the designated
gateway, and transmits an IP packet containing the message
to the gateway apparatus 40 ((7) in FIG. 4). The IP address
of the gateway apparatus 40 contained in the gateway list,
for example, is set as the destination IP address of the IP
packet.

[0084] FIG. 6 is a diagram for showing an example of the
format of the VPN setting request message. FIG. 6 shows the
VPN setting request message based on the SIP (Session
Initiation Protocol). The message contains the format of the
SDP (Session Description Protocol) to be used in the SIP. An
expanded area is provided in the SDP format portion. The
client IP address (ID), the NAT IP address, and the commu-
nication key (previous common key) are stored in the
expanded area.

[0085] The VPN setting request message is received by
the connecting unit 41 of the gateway apparatus 40. The
connecting unit 41 performs a VPN setting operation to the
IPSec gateway 42 based on the VPN setting request message
((8) in FIG. 4). At this time, the client IP address (ID), the
NAT IP address, and the communication key (previous
common key) are set in the IPSec gateway 42. When the
process operation as described above is ended, the connect-
ing unit 41 produces a response message to the VPN setting
request message (VPN setting request response message),
and transmits the response message to the connection sup-
porting apparatus 10 ((9) in FIG. 4).

[0086] FIG. 7 is a diagram for showing an example of the
format of the VPN setting request response message. As
shown in FIG. 7, the VPN setting request response message
has an SIP response message format, and contains an SDP
format portion and an expanded portion of the SDP format.
The communication key received from the connection sup-
porting apparatus 10 is stored in the expanded portion. The
communication key functions as a session ID for indicating
that the VPN setting request response message is a response
message corresponding to the VPN setting request message.
Therefore, it is not essential that the communication key be
stored in the response message. The response message only
needs to be identified by the connection supporting appara-
tus 10.

[0087] When the gateway selecting unit 13 receives the
VPN setting request response message and identifies that the
received message is a response message, the gateway select-
ing unit 13 produces a response message containing the
communication key (previous supply key) notified to the
gateway apparatus 40 and the IP address (gateway IP
address) of the gateway apparatus 40, and transmits the
response message to the client apparatus 20 ((10) in FIG. 4).

[0088] FIG. 8 is a diagram for showing an example of the
format of the response message. In the example, the
response message has a format based on HTTP (Hyper Text
Transfer Protocol), and contains the communication key
(previous common key) and the gateway IP address in the
format.

[0089] Inthe client apparatus 20, when the connecting unit
receives the response message, IPSec is set in the IPSec
client 22 ((11) in FIG. 4). That is, the gateway IP address to
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which VPN connection is to be established, and the com-
munication key to be used in the IKE phase 1 are set in the
IPSec client 22.

[0090] As a consequence, the communication key (en-
cryption key) for encrypting a communication operation
between the client apparatus 20 and the gateway apparatus
40 is shared by the client apparatus 20 and the gateway
apparatus 40 at the time of start of the IKE phase 1. The
communication key is used to encrypt a communication
operation between the client apparatus 20 and the gateway
apparatus 40 until a common key is produced by DH key
exchange (Diffie-Hellman key shared algorithm) and shared
in the IKE phase 1 .

[0091] The IPSec client 22 (initiator) starts an execution of
the IKE phase 1 to the IPSec gateway 42 (responder) of the
gateway apparatus 40. The phase 1 is executed in the main
mode. At this time, the first message exchange (proposition
of SA condition and communication for selection) from the
IPSec client 22 to the IPSec gateway 42 is encrypted using
the communication key. After that, when DH key exchange
is executed in the phase 1 and the previous common key is
produced between the IPSec client 22 and the IPSec gateway
42, ID authentication (mutual authentication between VPN
apparatuses) is executed using the previous common key,
ISAKMP SA is established, and the phase 1 is accomplished.
Subsequently, the phase 2 is executed between the IPSec
client 22 and the IPSec gateway 42, and IPSec SA is
established using the ISAKMP SA, whereby a VPN tunnel
is established therebetween.

[0092] When the VPN tunnel is established, the client
apparatus 20 can communicate with the appliance 50 via the
gateway apparatus 40.

SECOND OPERATIONAL EXAMPLE

[0093] Next, a second operational example of the first
embodiment will be described. As the second operational
example, a description will be made of an operational
example in a case where, different from the connection
supporting system 100 shown in FIG. 1, the NAT router 30
is not interposed between the client apparatus 20 and the
connection supporting apparatus 10. The client apparatus 20
executes an I[P communication operation using a global IP
address given from the DHCP server (not shown).

[0094] The procedures in the second operational example
are substantially the same as those of the first operational
example except in the following points. That is, because of
the absence of the NAT router 30, the transmission source IP
address of the IP packet to be sent to the connection
supporting apparatus 10 from the client apparatus 20 is not
converted. In other words, the IP packet having the client IP
address as shown in FIG. 5A reaches the connection sup-
porting apparatus 10. It should be noted that the client IP
address is the global IP address.

[0095] In this case, since the transmission source IP
address in the header of the IP packet matches the client IP
address stored as an ID in the IP data (IP payload), the NAT
detecting unit 12 of the connection supporting apparatus 10
judges that no NAT is interposed between the connection
supporting apparatus 10 and the client apparatus 20. In this
case, it is only necessary to notify the gateway apparatus 40
of the transmission source IP address as the client IP address,
so an ID is not extracted unlike in the first operational
example.
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[0096] Since there is no NAT IP address, the gateway
selecting unit 13 does not store a NAT IP address in the VPN
setting request message to be sent to the designated gateway
(e.g., gateway apparatus 40) (NAT IP address is excluded
from the message shown in FIG. 6).

[0097] The second operational example is similar to the
first operational example except for the points described
above, so description thereof will be omitted.

Functions and Effects of First Embodiment

[0098] According to the first embodiment, the connection
supporting apparatus 10 has the NAT presence/absence
detecting means (NAT detecting unit 12) between the [PSec
client 22, the key exchange mode detecting means (key
exchange mode detecting unit 11) of the client apparatus 20,
etc., and executes an information setting operation in the
client apparatus 20 and the gateway apparatus 40 so as to
establish an adequate VPN tunnel.

[0099] The gateway apparatus 40 can notify information
required for the client apparatus 20 to execute [PSec via the
connection supporting apparatus 10. This allows the [PSec
client corresponding only to the IKE main mode to safely
establish the VPN connection to the gateway apparatus in
consideration of the status of the network to which the client
is connected.

[0100] According to the first embodiment, by applying the
IKE main mode with a higher security level than the IKE
aggressive mode, a problem that the gateway apparatus
becomes an attack target due to the ID-leakage can be
avoided originated.

[0101] According to the first embodiment, the area to
which the IKE main mode can be applied can be changed
flexibly according to the construction of the network.

[0102] Further, according to the first embodiment, an
IPSec client corresponding only to the IKE main mode (e.g.,
Windows (registered trademark) XP standard IPSec, various
IPSec corresponding apparatuses) can flexibly communicate
with various gateways on the Internet by merely changing
the security policy (SP).

[0103] Even in a case where the client apparatus 20
dynamically acquires an IP address using the DHCP (Dy-
namic Host Configuration Protocol), according to the first
embodiment, the client apparatus 20 can be properly con-
nected to the gateway apparatus 40 in IKE main mode by
notifying the current IP address of the client to the connec-
tion supporting apparatus 10.

[0104] According to this embodiment, with respect to a
client corresponding to the IKE main mode, a connection to
various networks can be easily realized, which has been
difficult to realize by the client alone.

[0105] The communication key in the first embodiment
may be produced and shared between the connection sup-
porting apparatus 10 and the gateway apparatus 40 through
exchange of a DH key material using the DH key exchange
method, and such a previous common key may be notified
to the client apparatus 20.

[0106] In addition, it is not essential that the connection
supporting apparatus notifies the client apparatus of a gate-
way list to acquire a response on a designated gateway from
the client apparatus. That is, after presence/absence of NAT
is judged, the gateway selecting unit may automatically
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select one or more gateways which have been previously
prepared, and transmit a VPN connection request message.

Second Embodiment

[0107] Next, a second embodiment of the present inven-
tion will be described. In the second embodiment, a descrip-
tion is made on how a client apparatus constructs a VPN
with a gateway apparatus and determines a virtual IP address
which is set to control appliances.

[0108] In a communication operation using ordinary
IPSec VPN, a nearly standard protocol, such as Mode-cfg or
IPSec DHCP, is used. However, protocols such as Mode-cfg
and IPSec DHCP are necessary to be supported by both the
client and the gateway. Accordingly, in appliances such as
routers corresponding to the IKE main mode, which are
arranged at respective small-to-middle-sized network
points, the Mode-cfg or IPSec DHCP may not be supported.
[0109] Therefore, according to the second embodiment, a
virtual address with which IKE is performed is determined
between a client and a gateway through a connection sup-
porting apparatus before execution of the IKE without
depending on a function of delivering the virtual address in
the IKE protocol such as the Mode-cfg or IPSec DHCP. This
eliminates the need for the Mode-cfg and IPSec DHCP, and
enables setting of a virtual address to a client to be per-
formed without depending on those existing protocols.
[0110] The second embodiment has a construction similar
to that of the first embodiment, so different structures will be
mainly described and the description of common structures
will be omitted. In FIG. 9, a connection supporting system
100 according to the second embodiment has a construction
similar to that of the first embodiment. It should be noted
that FIG. 9 shows a case where the NAT router 30 is not
interposed between the connection supporting apparatus 10
and the client apparatus 20.

[0111] The operation of the second embodiment is the
same as the second operational example of the first embodi-
ment up to the point where the connection supporting
apparatus transmits a VPN setting request message to the
gateway apparatus 40. It should be noted that, in the second
embodiment, the gateway apparatus 40 stores, in the VPN
setting request response message, a local subnet address
(local subnet address to which the appliance 50 belongs:
e.g., 172.0.0.0/24) contained in the gateway apparatus 40.
[0112] FIG. 10 is a diagram for showing an example of the
format of the VPN setting request response message applied
in the second embodiment. As shown in FIG. 10, a local
subnet address is stored together with a communication key
(previous registration key), which functions as a session 1D,
in the VPN setting request response message ((2) in FIG. 9).
[0113] Upon receipt of the VPN setting request response
message, the connection supporting apparatus 10 notifies the
client apparatus 20 of a response message containing the
local subnet address in addition to the gateway IP address
and the communication key (previous registration key) ((2)
in FIG. 9).

[0114] FIG. 11 is an explanatory diagram of a process
operation executed in the client apparatus 20 according to a
third embodiment. As shown in FIG. 11, upon receipt of a
response message, the connecting unit 21 in the client
apparatus 20 produces an arbitrary IP address (e.g., 111.222.
111.222/24) on an arbitrary subnet which does not conflict
with the local subnet address (172.0.0.0/24) in the response
message, as a client virtual IP address, and sets the IP
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address together with the gateway IP address and the com-
munication key (previous common key) in the IPSec client
22.

[0115] As in the first embodiment, the IPSec client 22
executes IKE with the IPSec gateway 42 of the gateway
apparatus 40 so as to establish an IPSec SA (VPN tunnel).
After that, in the case of transmitting an IP packet to the
appliance 50, the client apparatus 20 produces an IP packet
which has the IP address of the appliance 50 set as the
destination IP address and the client virtual IP address set as
the transmission source 1P address. This IP packet is sent in
the IPSec tunnel mode.

[0116] That is, the IP packet is encrypted by a system
based on the IPSec SA, and produces an encapsulated packet
in which the encrypted IP packet (inner address and data)
becomes IP data (IP payload) to which an outer IP header is
given. In the outer IP header, the gateway IP address is set
as the destination address and the client IP address is set as
the transmission source IP address. The encapsulated packet
is sent to the gateway apparatus 40 ((3) VPN Data Com-
munication in FIG. 9).

[0117] Upon receipt of the encapsulated packet, the gate-
way apparatus 40 acquires the original IP packet by decryp-
tion of the IP data (inner address and data) after the outer IP
header is removed. After that, the IP packet is transferred to
the appliance 50 according to the destination IP address
(appliance IP address) of the original IP packet ((4) Internal
Data Communication in FIG. 9).

[0118] According to the second embodiment, the client
apparatus 20 is assigned with an IP address different from
the local subnet address of the gateway apparatus 40 as the
IP address of the client apparatus 20. This can prevent the
confliction of the IP address of the appliance 50 with the IP
address of the client apparatus 20 which would disable
routing of the IP packet by the gateway apparatus 40.

[0119] In the foregoing description of the operational
example, an example in which the NAT router 30 is not
interposed has been given. When the NAT router 30 is
interposed between the connection supporting apparatus 10
and the client apparatus 20, the notification of the local
subnet address to the client apparatus 20 and the generation
and setting operations of the virtual IP address in the client
apparatus 20 are executed in addition to operations similar
to those in the first operational example. In VPN data
communication, the client IP address (transmission source
IP address) in the outer IP header (outer address: FIG. 9) is
converted into a NAT IP address, which then reaches the
gateway apparatus 40.

[0120] According to the second embodiment, functions
and effects similar to those of the first embodiment can be
obtained. Further, in the second embodiment, an IPSec
communication operation between a client and a gateway
can be performed while performing address management
even with respect to the client which is not equipped with an
address delivery (address management) protocol at an IKE
level, such as Mode-cfg or IPSec DHCP.

[0121] Further, according to the second embodiment, the
client apparatus 20 is assigned with a virtual IP address, so
it becomes possible to identify a difference in the address of
the client (=inner IP address in IPSec tunnel mode) which
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performs remote access at a gateway, or a VPN path, in
realizing communication in the main mode.

Third Embodiment

[0122] Next, a third embodiment of the present invention
will be explained. The third embodiment has common points
with the first and second embodiments, so differences ther-
ebetween will be mainly described and description of com-
mon points will be omitted.

[0123] As the third embodiment, a description will be
made of a main mode remote access support (address pool
allocation) by the connection supporting system. In the
second embodiment, the description has been made on the
method of determining a virtual IP address by the client
apparatus 20 based on a local subnet address acquired from
the gateway apparatus 40.

[0124] In a case where two or more client apparatuses are
connected to the gateway apparatus, one client may execute
a VPN communication operation with the gateway apparatus
using an IP address which conflicts with that of the other
client. In this case, there is a fear that control on the
confliction of the virtual IP address in the gateway apparatus
becomes necessary, or routing to the client becomes difficult.
[0125] In the third embodiment, the gateway apparatus
manages an address to be assigned to a client apparatus
which performs remote access. FIG. 12 is a diagram for
showing a structural example of a gateway apparatus
according to the third embodiment.

[0126] The gateway apparatus 40 in the third embodiment
further contains a virtual address managing unit (for remote
access) 43. The virtual address managing unit 43 has a
virtual IP address managing database 44.

[0127] The virtual IP address managing database stores a
virtual IP address list (virtual address pool) belonging to a
predetermined assignable IP address range (e.g.: XXX.XXX.
xxx.0/24) and information indicating the use status thereof.
In this example, a previous common key (communication
key) to be set in the client apparatus 20 which uses the
virtual IP address in use is stored in association with that
virtual IP address in use.

[0128] The operation of the gateway apparatus 40 at the
time of receiving a VPN setting request message is as
follows. The connecting unit 41 of the gateway apparatus 40
receives the VPN setting request message from the connec-
tion supporting apparatus 10 ((1) in FIG. 12). Akey “B” as
a communication key (previous common key) and a client IP
address are stored in the VPN setting request message.
[0129] Upon receipt of the VPN setting request message,
the connecting unit 41 executes a VPN setting operation
(setting of the key B and the client IP address) in the IPSec
gateway 42 as in the first embodiment ((2) in FIG. 12). The
IPSec gateway 42 hands over a virtual address acquisition
request (including the key B) to the virtual address manag-
ing unit 43 ((3) in FIG. 12). The virtual address managing
unit 43 specifies one of unused virtual IP addresses (e.g.,
XXX.XxX.XxxX.2) from the virtual IP address managing data-
base 44, and stores (registers) the key B in the database 44
in association with the virtual IP address ((4) in FIG. 12).
Further, the virtual address managing unit 43 extracts the
virtual IP address and hands over the virtual IP address to the
IPSec gateway 42 as a response to the acquisition request
((5) in FIG. 12).

[0130] The IPSec gateway 42 registers the association of
the virtual IP address with the key B in an [PSec SA database
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45 (FIG. 14), registers the association of the virtual IP
address with the main mode ID (client IP address) in an ID
managing database 46 (FIG. 14), and then hands over the
virtual IP address to the connecting unit 41 ((6) in FIG. 12).
The connecting unit 41 produces a VPN setting request
response message containing the virtual IP address and the
key B, and transmits the response message to the connection
supporting apparatus 10 ((7) in FIG. 12).

[0131] After that, the connection supporting apparatus 10
transmits the response message containing the virtual IP
address, the gateway IP address, and the communication key
(previous common key: key B) to the client apparatus 20.
Different from the third embodiment, the connecting unit 21
of the client apparatus 20 sets the virtual IP address, the
gateway [P address, and the communication key (key B) in
the IPSec client 22 without producing the virtual IP address.

[0132] As in the third embodiment, the IPSec client 22
establishes a VPN tunnel between the client apparatus 20
and the gateway apparatus 40. After that, a VPN data
communication operation is executed in transmitting data
from the client apparatus 20 to the appliance 50. At this time,
the IPSec client 22 uses the virtual IP address given from the
gateway apparatus 40 as a client virtual IP address.

[0133] After that, when the data transmission from the
client apparatus 20 to the appliance 50 is ended and VPN
between the gateway apparatus 40 and the client apparatus
20 is ended, the client apparatus 20 transmits a VPN end
request message to the gateway apparatus 40.

[0134] FIG. 13 is a diagram for explaining an example of
the format of the VPN end request message. For example, an
ISAKMP Informational Exchange message defined in IKE
is used as the VPN end request message. In the message, a
security policy to be deleted is designated by an ISAKMP
payload. In the example shown in FIG. 13, “payload type
12” indicates deletion of the ISAKMP SA, and “protocol
ID:ESP” indicates deletion of the IPSec SA. In this case, the
virtual IP address is used as identification information SPI of
the IPSec SA. The VPN containing request message con-
tains requests to delete those SA’s.

[0135] FIG. 14 is an explanatory diagram for explaining a
VPN end process operation in the gateway apparatus 40. In
FIG. 14, the gateway apparatus 40 receives the VPN end
request message (containing request to delete virtual IP
address (xxx.xxx.xxx.2)) from the client apparatus 20 ((1) in
FIG. 14).

[0136] Then, the IPSec gateway 42 deletes an entry cor-
responding to the IPSec SA deletion request (i.e., entry in
which association of the virtual IP address with the key B is
stored) from the IPSec SA database 45 ((2): Delete IPSec SA
in FIG. 14). At this time, the previous common key (key B)
is extracted from the database 45, and the IPSec gateway 42
deletes the main mode ID (client IP address) corresponding
to the key B from the ID managing database 46 ((3) in FIG.
14).

[0137] Next, the IPSec gateway 42 hands over a virtual
address deletion instruction to the virtual address managing
unit 43 ((4) in FIG. 14). The virtual address managing unit
43 extracts the entry of the virtual IP address (XXX.XXX.XXX.
2) designated by the deletion instruction from the database
44, and overwrites “key B” stored in the entry with “0”.
Accordingly, “key B” is deleted from the database 44, and
the virtual IP address (xxx.xxx.xxx.2) becomes assignable
(available) ((5) in FIG. 14).
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[0138] The virtual address managing unit 43 notifies the
gateway apparatus 40 of the deletion of the key B ((6) in
FIG. 14). The IPSec gateway 42 notifies the connecting unit
41 of the deletion of the virtual IP address (xxx.XxX.xXx.2).
Then, the connecting unit 41 transmits a VPN end message
(BYE message) to the connection supporting apparatus 10
((8) in FIG. 14), and receives a response message to the VPN
end message (VPN end response (BYE response) message)
from the connection supporting apparatus 10 ((9) in FIG.
14).

[0139] In this manner, entries in the respective databases
44, 45, and 46 are produced at the time of requesting a VPN
setting operation, and are deleted at the time of ending the
VPN.

[0140] FIG. 15 is a diagram for showing an example of the
VPN end message to be sent to the connection supporting
apparatus 10 from the gateway apparatus 40. In the example
shown in FIG. 15, the end message has an SIP-based format
and an area in which an SDP portion to be used in the SIP
is originally expanded. The previous common key (commu-
nication key) related to VPN to be deleted is stored in the
expanded area.

[0141] The connection supporting apparatus 10 has a
database (not shown) for managing information on VPN
related to connection support. In the database, Entries stor-
ing information such as the communication key (previous
common key), the client IP address, the gateway 1P address,
and the NAT IP address is stored as information related to
VPN, and the entry can be searched with the communication
key as a key.

[0142] At the time of receiving the VPN end message, the
connection supporting apparatus 10 searches for a corre-
sponding entry with the communication key contained in the
message as the key, and deletes the entry from the database.
Upon deletion of the entry, the connection supporting appa-
ratus 10 produces a VPN end response message and trans-
mits the message to the gateway apparatus 40. FIG. 16 is a
diagram for showing an example of the VPN end response
message to be sent to the gateway apparatus 40 from the
connection supporting apparatus 10.

[0143] According to the third embodiment, the gateway
apparatus 40 manages an [P address to be assigned to the
client apparatus 20, determines a virtual IP address to be
assigned to the client apparatus 20 at the time of receiving
a VPN setting request message from the connection sup-
porting apparatus 10, and notifies the virtual IP address by
the VPN setting request response message.

[0144] Accordingly, allocation of an IP address is per-
formed between the client apparatus 20 and the gateway
apparatus 40 before the IKE is executed. It is therefore
possible to realize an IPSec communication operation even
with respect to a client and an appliance which are not
equipped with an address management protocol. When the
client apparatus 20 logs out from the gateway apparatus 40,
the address of the client apparatus 20 is set blank, and is
deleted from the routing table (databases 45 and 46).
[0145] [Others]

[0146] The above-described embodiments of the present
invention disclose the claimed inventions. Also, structural
elements contained in any of the claimed invention may be
combined with structural elements of other claims.
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[0147] The disclosures of Japanese patent application
No.JP2006-249533 filed on Sep. 14, 2006 including the
specification, drawings and abstract are incorporated herein
by reference.

What is claimed is:

1. A connection supporting apparatus for supporting to
establish a Virtual Private Network (VPN) through an Inter-
net Key Exchange (IKE) between a first apparatus and a
second apparatus, comprising:

a mode judging unit to receive authentication information
of the first apparatus employed in the IKE, and to judge
whether or not a key exchange mode of the first
apparatus is a main mode based on the authentication
information;

a VPN setting request transmitting unit to transmit a VPN
setting request to the second apparatus in the case
where the key exchange mode of the first apparatus is
the main mode, the VPN setting request containing the
authentication information and information as to a
communication key to be used when the first apparatus
executes the IKE with respect to the second apparatus;
and

a notifying unit to notify both the communication key and
an Internet Protocol (IP) address of the second appa-
ratus to the first apparatus in the case where the
notifying unit receives a response with respect to the
VPN setting request from the second apparatus.

2. A connection supporting apparatus according to claim

1, further comprising:

a judging unit to judge whether or not an IP address
converting apparatus is interposed between the connec-
tion supporting apparatus and the first apparatus based
on the authentication information and a source IP
address of an IP packet when the judging unit receives
the IP packet containing the authentication information
of the first apparatus, wherein when the IP address
converting apparatus is interposed therebetween, the
VPN setting request transmitting unit transmits a VPN
setting request which further contains the source IP
address of the IP packet to the second apparatus.

3. A connection supporting apparatus according to claim
1, wherein if the key exchange mode of the first apparatus
is the main mode, a list of a plurality of second apparatuses
is transmitted to the first apparatus, and when a return
containing information indicative of one of the plurality of
second apparatuses determined by the first apparatus is
received, the VPN setting request transmitting unit transmits
the VPN setting request to one of the plurality of second
apparatus.

4. A connection supporting apparatus according to claim
1, wherein the connection supporting apparatus receives a
response of the VPN setting request which contains the
communication key transmitted to the second apparatus.

5. A connection supporting apparatus according to claim
1, wherein if a response message of the VPN setting request
containing information as to a subnet address to which a
communication counterpart of the first apparatus accommo-
dated in the second apparatus belongs is received from the
second apparatus, the notifying unit notifies the information
as to the subnet address to the first apparatus.

6. A connection supporting apparatus according to claim
1, wherein if a response of the VPN setting request contain-
ing an IP address to be assigned to the first apparatus is
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received from the second apparatus, the notifying unit
notifies the IP address to the first apparatus.

7. A connection supporting apparatus according to claim
1, wherein when the authentication information of the first
apparatus contains a format of an IP address, the mode
judging unit judges that the key exchange mode of the first
apparatus is the main mode.

8. A connection supporting apparatus according to claim
2, wherein if the IP address serving as the authentication
information of the first apparatus matches the source IP
address of the IP packet, the judging unit judges that the
address converting apparatus is not interposed between the
connection supporting apparatus and the first apparatus, and
if both the IP addresses do not match each other, the judging
unit judges that the address converting apparatus is inter-
posed between the connection supporting apparatus and the
first apparatus.

9. A client apparatus comprising:

a connecting unit to transmit a message containing an
Internet Protocol (IP) address of the client apparatus as
authentication information for the client apparatus used
in the IKE to a connection supporting apparatus when
establishing a Virtual Private Network (VPN) through
an Internet Key Exchange (IKE) between the client
apparatus and a gateway apparatus is desired, and to
receive a response message from the connection sup-
porting apparatus, the response message containing a
communication key to be used in the IKE and an IP
address of the gateway apparatus; and

a VPN processing unit to execute the IKE to establish a
VPN between the client apparatus and the gateway
apparatus by employing the communication key, the IP
address of the gateway apparatus, and the authentica-
tion information of the client apparatus.

10. A client apparatus according to claim 9, wherein when
the response message contains information as to a subnet
address to which a communication counterpart of the client
apparatus accommodated in the gateway apparatus belongs,
the client apparatus generates a virtual IP address which is
not competed with the subnet address and sets the virtual IP
address to a source IP address of an IP packet which is
encapsulated in a VPN communication operation after the
VPN is established.

11. A client apparatus according to claim 9 wherein when
the response message contains a virtual IP address to be
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assigned to the client apparatus, the client apparatus sets the
virtual IP address to a source IP address of an IP packet
which is encapsulated in a VPN communication operation
after the VPN is established.

12. A gateway apparatus comprising:

a connecting unit to receive a Virtual Private Network
(VPN) setting request message from a connection sup-
porting apparatus, and to transmit a response message
with respect to the received VPN setting request mes-
sage to the connection supporting apparatus, the VPN
setting request message containing both a communica-
tion key which to be used in an Internet Key Exchange
(IKE), and an Internet Protocol (IP) address of a client
apparatus serving as authentication information of the
client apparatus which wants to establish a VPN
through the IKE between the client apparatus and the
gateway apparatus; and

a VPN processing unit to establish the VPN through the
IKE between the client apparatus and the gateway
apparatus by employing the communication key and
the IP address of the client apparatus serving as the
authentication information.

13. A gateway apparatus according to claim 12, wherein
when an address converting apparatus is interposed between
the connection supporting apparatus and the client appara-
tus, the gateway apparatus receives the VPN setting request
message which further contains an IP address of the address
converting apparatus.

14. A gateway apparatus according to claim 12, wherein
the gateway apparatus returns the response message con-
taining the communication key to the connection supporting
apparatus.

15. A gateway apparatus according to claim 12, wherein
the connecting unit returns to the connection supporting
apparatus, the response message containing a subnet address
to which a communication counterpart of the client appara-
tus accommodated in the gateway apparatus belongs.

16. A gateway apparatus according to claim 12, wherein
when receiving the VPN setting request message, a virtual IP
address to be assigned to the client apparatus is determined,
and the connecting unit returns the response message con-
taining the determined virtual IP address to the connection
supporting apparatus.



