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57 ABSTRACT
A technique for locating devices detects wireless packets
using multiple antenna units and generates antenna coordi-
nates in an antenna coordinate system on a per-packet basis.
Information about antenna coordinates are stored in entries
of a data store. Packets originating from different locations
produce different antenna coordinates, enabling antenna
coordinates to differentiate regions in physical space.
Although antenna coordinates do not directly describe
physical locations, they are stable over time given a stable
environment and thus allow determination as to whether a
location has been visited before. Entries in the data store
may store Cartesian (physical) coordinates associated with
respective antenna coordinates, enabling real-time tracking
of physical device locations by lookups into the data store
based on antenna coordinates.

— 42—y 142b-]

/ n2) |

N
/
/
!
i
1
!
!
i ¥ ataoc 142
c
T 03
Entries 170
for Antenna

Coordinates 172

- 1

Server Apparatus
150

Data Store 160




US 2018/0100916 A1

Apr. 12,2018 Sheet 1 of 11

Patent Application Publication

100

yr i 110 R
AN kS -
*L'C\ 1408, R
AN e 140b
________ _ S n122a2 _-=7 1220
....... N ‘." ///
Tl 1~223 \\\ “‘\ ///
122a1 AN el /‘
ey 120, T~140
112>
’I
T‘ 1(43? / “~—142—» 1( 42;)*?
n ! n
,' 4
I
!
II
122(:\/,
/
/
/
1
!
!
!
Wl o
1 142e
— (n3) Server Apparatus
150
Data Store 160
Entries 170 = i |
for Antenna
Coordinates 172
FIG. 1




Patent Application Publication  Apr. 12,2018 Sheet 2 of 11 US 2018/0100916 A1

To/From

Antenna Units

(e.g., WAPs) 140
A

Server Apparatus 150
Y
LPS Base Vault App Server
Station Appliance (e.g., Game
210 220 Hub) 230
Data Store
160 Map 222 App 232
170+~ =
1
Switch /
Router 240
LAN 270 ~ 4

Other User
Networks

WAN / Internet
250

Public
Server(s) FIG. 2

260




Patent Application Publication  Apr. 12,2018 Sheet 3 of 11 US 2018/0100916 A1

Electronic Device 120

Wireless I/F 312 =

| IMU 314

|
| SLAM System 316 |

Processing Circuitry
320 FIG. 3
Memory 330
WAP 140
Antennas 410 -= 3
140 [ Network IF 414 |

4] Oc f/ |  wmacas
n’ o]

1 ToA AoD
410a - ﬂ«—m 0d (Highest  (Highest

SNR) SNR)

Apex N

(Apex) | O Processing Circuitry
- 410 420

1 Memory 430

A

410b-

A

ToF Generator
432

FIG. 4A AoA Generator

434

Timing
Reference
450

—>| Sync Circuitry 440 |

FIG. 4B



Patent Application Publication  Apr. 12,2018 Sheet 4 of 11 US 2018/0100916 A1

/ 500

000 O FIG. 5

Fingerprint 610a - 170a
L— Down Link 620a Up Link 630a = Null / 170
Data 640a
Fingerprint 610b 170b
/
L~ Down Link 620b Up Link 630b
Data 640b FIG. 6
|
|
|
Fingerprint 610n 170n
/
Down Link 620n = Null Up Link 630n -

Data 640n




Patent Application Publication  Apr. 12,2018 Sheet 5 of 11 US 2018/0100916 A1

Measured Centroid 71

Measured Running Avg Count 712

IMU Centroid 720

IMU Running Avg Count 722 o 640

SLAM Centroid 730

SLAM Running Avg Count 732

Learning Value 740

Last Learn Time 750

Last Age Time 760

FIG. 7
Block of Adjacency Pointers 770
(Estimate at 30)
Adjacency Block Pointer 780
Adjacent Antenna Coextensive Antenna
Coordinates 810 Coordinates 910

N\
=u AN

;

Cartesian Coordinate
820

Cartesian Coordinates
820

FIG. 8 FIG. 9



Patent Application Publication  Apr. 12,2018 Sheet 6 of 11 US 2018/0100916 A1

Cartesian Coordinate 820

Antenna Coordinate Pointer 1

Antenna Coordinate Pointer 2 e 1000

Antenna Coordinate Pointer N FIG. 10
Antenna Coordinate Extension Block
Pointer
Adjacent Coextensive Antenna Coextensive Antenna Non-Adjacent Coextensive Antenna
Coordinate (Aged) Coordinate 1112 (Aged) Coordinate (Not aged)
_— 100
O O O
Visited Antenna
/_Q_,,.——— Coordinate
O 1110

O
0 l\o O o
O
°
O

S O FIG. 11




Patent Application Publication

Apr. 12,2018 Sheet 7 of 11 US 2018/0100916 A1

1200

1210-4
(Multiples
of2-Py v/ 7T/
1210-3
1210
Slope a
1240
1210-2
121041
/
S 3 4 5 —------ N

Sub-channel Frequencies

FIG. 12



Patent Application Publication  Apr. 12,2018 Sheet 8 of 11 US 2018/0100916 A1

o= === —— - —— - ———————— N ettt |
|
| Antenna 1 True ! | Antenna 1 :
: Mixed I : :
I ToF : : |
| |
I ! I |
|
! Phase Common | ! Phase / i
: / Device : : / :
| Frequency | | |
| Frequency Offset | ! Frequency :
l ! l :
I : I |
: Antenna 2 | : Antenna 2 :
|
I ! l |
I I I |
I : I |
: Phase ! ! Phase :
| | |
| | |
: Frequency | : Frequency :
| o |
| |
! Antenna 3 ! ! Antenna 3 :
I : I :
l ! l :
I : I |
: Phase I : Phase :
|
: L — . L — |
| |
I ! I
! Frequency ! ! Frequency :
G ! e :
Antennas on One WAP Antennas on Different WAPs

FIG. 13A FIG. 13B



Patent Application Publication  Apr. 12,2018 Sheet 9 of 11 US 2018/0100916 A1

Device 1: D
Device 2: E
Device 3: E
4 Device 4: B

Time

LPS Intervals
1410 FIG. 14



Patent Application Publication  Apr. 12,2018 Sheet 10 of 11  US 2018/0100916 A1

1500 4 111
1
s}
1
111
1
‘ \
LPS Base «— 140
Station
210 r/
L1510 offt !
1
111
2
1
LPS Base
[ Station
210
1oi| l 3 il 1
4. TR
1
s @Al
1 LPS Base
210
sl
]

FIG. 15



Patent Application Publication

Apr. 12,2018 Sheet 11 of 11

1610~

Generate multiple antenna coordinates
based on receipt of wireless packets by
the antenna units, each antenna
coordinate representing a region in a
multi-dimensional antenna coordinate sy

1620~

Store entries for antenna coordinates in a
data store, each entry associating a
respective antenna coordinate with

information about that antenna coordinate,

the information including, for one or more
of the entries, a Cartesian coordinate that
maps to the respective antenna
coordinate

1630~

In response to the antenna units receiving
a new wireless packet, (i) generate a
current antenna coordinate for the new
wireless packet, (ii) access a matching
entry in the data store, the matching entry
storing information about the current
antenna coordinate, and (iii) provide a
Cartesian coordinate stored in the
matching entry as a source location of the
new wireless packet

US 2018/0100916 A1

1600

1650

FIG. 16



US 2018/0100916 Al

LOCATING DEVICES BASED ON ANTENNA
COORDINATES

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] Benefit is claimed to U.S. Provisional Application
No. 62/404,948, filed Oct. 6, 2016, and to U.S. Provisional
Application No. 62/516,468, filed Jun. 7, 2017. The contents
and teachings of these prior applications are incorporated by
reference herein in their entirety.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] This invention relates generally to wireless com-
munications, and, more particularly, to tracking locations of
wireless devices in a physical space.

Description of Related Art

[0003] The Global Positioning System (GPS) has become
the basis for a wide variety of applications requiring location
services. Such services are commonly used in applications
for mapping, such as Google Maps and Apple Maps, in
applications that provide location-specific content, such as
shopping sites and news sites, and in authentication, where
device locations may provide authentication factors.
[0004] As GPS is often ineffective indoors, a number of
Indoor Positioning Systems (IPS) have also been developed.
Such systems may employ radio waves, magnetic fields,
acoustic signals, or other sensory information for locating
devices. Some IPS arrangements are based on Wi-Fi and
locate devices using received signal strength or other signal
characteristics.

SUMMARY

[0005] Unfortunately, existing IPS solutions are generally
slow to locate devices and produce location measurements
whose accuracy is on the order of meters. Nevertheless,
many developing technologies could benefit from fast and
accurate positioning systems that work both indoors and
outdoors. Examples of such technologies include VR (vir-
tual reality) and AR (augmented reality) applications, such
as games, where it is desirable to track body movements of
players at high speed, and security applications, where
detections of finely-resolved locations may be used to
authenticate user rights.

[0006] In contrast with existing positioning systems, an
improved technique for locating devices both indoors and
outdoors detects wireless packets using multiple antenna
units and generates antenna coordinates in an antenna coor-
dinate system on a per-packet basis. Information about
antenna coordinates are stored in entries of a data store.
Packets originating from different locations produce differ-
ent antenna coordinates, enabling antenna coordinates to
differentiate regions in physical space. Although antenna
coordinates do not directly describe physical locations, they
are stable over time given a stable environment and thus
enable quick and efficient determination as to whether a
location has been visited before. For example, the technique
may generate an antenna coordinate for a location, based on
a packet emitted from that location, and may check whether
an entry already exists for that antenna coordinate in the data
store. The existence of a valid entry confirms that the
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location has been visited before. In addition, entries in the
data store may store Cartesian (physical) coordinates asso-
ciated with respective antenna coordinates, enabling fast,
real-time tracking of physical device locations by simple
lookups into the data store based on antenna coordinates.
[0007] Advantageously, the improved technique greatly
simplifies the task of tracking packet-emitting devices by
matching newly produced antenna coordinates with antenna
coordinates previously added to the data store. Such match-
ing greatly relieves processors of the computational burdens
normally associated with locating devices. The reduced
computational burdens bring particular benefits to systems
that track multiple devices in real time, such as gaming
systems in which players use packet-emitting wearable
devices to track their body and/or limb positions.

[0008] In some examples, antenna coordinates are formed
as an ordered set of coordinate components, where each
coordinate component is derived from data of a particular
antenna unit or provided directly by that antenna unit.
[0009] According to some variants, each coordinate com-
ponent is an integer, such that antenna coordinates are
represented as ordered sets of integers.

[0010] According to some variants, the data store orga-
nizes entries for antenna coordinates in a multi-dimensional
array, with each antenna coordinate providing a multi-
dimensional index into the array.

[0011] In some examples, the technique derives each coor-
dinate component from timing data produced by a respective
antenna unit in response to receipt of a packet. The timing
data may describe a spatial invariant, i.e., a consistent
feature of the physical space in response to a packet emitted
from the source location, such as a time-of-arrival of the
packet and/or a time-of-flight of the packet.

[0012] According to some examples, the spatial invariant
is provided as a mixed time-of-flight of the packet based on
a multi-path propagation of the packet in the physical space.
[0013] In some examples, the technique generates the
mixed time-of-flight based on phase information obtained
across multiple Wi-Fi sub-channels as provided in CSI
(channel state information) from the antenna unit. For
example, the mixed time-of-flight provides an integer value
representing the slope of a line that relates Wi-Fi sub-
channels to unwrapped CSI phase.

[0014] According to some variants, generating the mixed
time-of-flight includes correcting a frequency offset error for
the packet from time-of-flight measurements. The technique
may synchronize all antenna units to a common frequency
reference and analyze differences in path lengths across
antenna units to identify and remove a frequency offset error.
[0015] In some examples, antenna units are realized as
WAPs (wireless access points) each including at least four
antennas. According to some variants, the four antennas are
arranged at corners of a cube, with one antenna (the “apex”
antenna) placed adjacent to the other three. In such variants,
mixed time-of-flight may be based on a single antenna, such
as the apex antenna, with all antennas together providing a
mixed angle-of-arrival of the packet.

[0016] According to some variants, the technique com-
bines mixed angle-of-arrival from the different WAPs to
produce a fingerprint of the packet. The technique may store
the fingerprint in the entry for the corresponding antenna
coordinate in the data store. In some examples, multiple
regions in Cartesian space map to the same antenna coor-
dinate. In such cases, the fingerprint uniquely distinguishes
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regions in antenna coordinate space. For example, finger-
prints enable regions to be uniquely identified in three-
dimensional physical space using only three WAPs.

[0017] In some examples, the improved technique trains
Cartesian coordinates to corresponding antenna coordinates
based on repeated measurements. For example, entries in the
data store represent Cartesian coordinates as centroids,
where each centroid provides an average of Cartesian coor-
dinates over multiple measurements. For example, a device
that emits a packet may also provide, at the same time the
device emits the packet or nearly so, its Cartesian coordinate
based on an IMU (inertial measurement unit) or a SLAM
(simultaneous localization and mapping) system operating
on the device. In some examples, the technique may com-
pute a Cartesian coordinate based on information captured
by the antenna units when receiving the packet. These may
include geometrical methods based on time-of-arrival,
angle-of-arrival, and/or other methods. Each time a Carte-
sian coordinate is received (or computed) and correlated
with an antenna coordinate, the centroid stored in the entry
for the antenna coordinate may be updated to reflect the new
information, with the precision of the centroid improving
upon each update.

[0018] In some examples, the improved technique tracks
paths of moving devices based on locator packets emitted by
the devices. As used herein, a “locator packet” is a wireless
packet sent by a device to initiate a measurement of that
device’s antenna coordinate. Although the antenna coordi-
nate system is not necessarily smooth, such that antenna
coordinates with adjacent indices do not always correspond
to adjacent physical regions, the act of tracking devices as
they move enables the technique to definitively identify
physically adjacent antenna coordinates. In an example, the
data store maintains a list of adjacencies for an antenna
coordinate in the entry for that antenna coordinate.

[0019] In some examples, antenna coordinates are aged
out over time to enable adaptations to changes in the
physical space, such as rearrangements of furniture and
other geometrical changes. When an antenna coordinate is
aged out, its entry is removed from the data store. In some
examples, the aged-out antenna coordinate is also removed
from any list of adjacencies in entries for adjacent antenna
coordinates.

[0020] In some examples, the same Cartesian coordinate
may map to different antenna coordinates in the data store,
even when fingerprints are used, e.g., because of a recent
change in the geometry of the physical space. In such cases,
the technique maintains a list of antenna coordinates for a
particular Cartesian coordinate. Each time one of the
antenna coordinates on the list for that Cartesian coordinate
is “visited,” i.e., each time a packet is received that produces
that antenna coordinate, each of the other antenna coordi-
nates on the list for that Cartesian coordinate is aged out by
a predetermined amount, thereby enabling the technique to
adapt quickly to environmental changes.

[0021] In some examples, participating devices used in
accordance with the improved technique are configured to
transmit locator packets over a particular Wi-Fi channel, and
to transmit other packets over one or more other Wi-Fi
channels.

[0022] In some examples, participating devices are con-
figured to transmit locator packets relative to a common
period. Packet retry time on participating devices is set to a
value between the locator packet transmission time and the
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common period. In some variants, packet retry time is
selected as a random value between these limits. With these
settings, locator packets from different devices tend to
self-channelize. For example, if any device detects a colli-
sion, it will retry shortly thereafter. Over time, each device
tends to settle on a particular time relative to the common
period for sending its locator packets, and most collisions
are avoided going forward.

[0023] In some examples, the technique employs a base
station operatively connected to the antenna units. Accord-
ing to some variants, the technique accommodates installa-
tions covering large physical spaces by providing multiple
base stations securely networked together. In such arrange-
ments, each base station is associated with its own respective
set of antenna units. Each base station may maintain its own
data store, or data stores may be merged.

[0024] In some examples, the system includes an arbi-
trarily large number of antenna units and a single base
station. The base station selects a particular set of antenna
units (typically three) to use in generating each antenna
coordinate. For example, each antenna unit that receives a
packet transmits its coordinate component (or data from
which the coordinate component may be derived) to the base
station. The base station maintains a predetermined priority
ordering of antenna units, and selects the highest priority
antenna units, from among the antenna units that provide
coordinate components in response to the packet, when
generating the antenna coordinate.

[0025] Certain embodiments are directed to a method of
locating electronic devices in a physical space. The method
includes generating multiple antenna coordinates based on
receipt of wireless packets by a system that includes mul-
tiple antenna units, each antenna coordinate representing a
region in a multi-dimensional antenna coordinate system.
The method further includes storing an entry for each
antenna coordinate in a data store. Each entry associates a
respective antenna coordinate with information about that
antenna coordinate. The information includes, for one or
more of the entries, a Cartesian coordinate that maps to the
respective antenna coordinate. In response to the antenna
units receiving a new wireless packet, the method further
includes (i) generating a current antenna coordinate for the
new wireless packet, (ii) accessing a matching entry in the
data store, the matching entry storing information about the
current antenna coordinate, and (iii) providing a Cartesian
coordinate stored in the matching entry as a source location
of the new wireless packet. The method thereby identifies
Cartesian coordinates of sources of wireless packets based
on matching of antenna coordinates.

[0026] Other embodiments are directed to an electronic
system constructed and arranged to locate electronic devices
in a physical space, such as the method described above.
Still other embodiments are directed to a computer program
product. The computer program product includes a set of
non-transient, computer-readable media that store instruc-
tions which, when executed by control circuitry of an
electronic system, cause the electronic system to perform a
method of locating electronic devices in a physical space.

[0027] The foregoing summary is presented for illustrative
purposes to assist the reader in readily grasping example
features presented herein; however, the foregoing summary
is not intended to set forth required elements or to limit
embodiments hereof in any way. One should appreciate that
the above-described features can be combined in any man-
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ner that makes technological sense, and that all such com-
binations are intended to be disclosed herein, regardless of
whether such combinations are identified explicitly or not.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0028] The foregoing and other features and advantages
will be apparent from the following description of particular
embodiments of the invention, as illustrated in the accom-
panying drawings, in which like reference characters refer to
the same or similar parts throughout the different views. The
drawings are not necessarily to scale, emphasis instead
being placed upon illustrating the principles of various
embodiments.

[0029] FIG. 1 is a top, plan view of an example environ-
ment in which embodiments of the improved technique
hereof can be practiced.

[0030] FIG. 2 is a block diagram showing an example
server apparatus of FIG. 1.

[0031] FIG. 3 is a block diagram of an example electronic
device of FIG. 1.

[0032] FIGS. 4A and 4B are (A) an isometric view show-
ing antenna placement in a WAP (wireless access point) and
(B) a block diagram showing example electronic compo-
nents of a WAP.

[0033] FIG. 5 is a schematic view of an example array for
arranging entries for antenna coordinates in a data store.
[0034] FIG. 6 is a diagram of an entry for an antenna
coordinate in the data store.

[0035] FIG. 7 is a diagram of an example data field as may
be found in an entry for an antenna coordinate.

[0036] FIG. 8 shows multiple regions occupied by respec-
tive Cartesian coordinates, which include adjacent antenna
coordinates.

[0037] FIG. 9 shows an example region occupied by a
Cartesian coordinate, which contains multiple coextensive
antenna coordinates.

[0038] FIG. 10 is a diagram of an example list of pointers
to coextensive antenna coordinates that share the same
Cartesian coordinate.

[0039] FIG. 11 is a diagram showing an example volume
of Cartesian coordinates including a coextensive antenna
coordinate and adjacencies.

[0040] FIG. 12 is a graph of unwrapped CSI (channel state
information) phase information versus sub-channel fre-
quency.

[0041] FIGS. 13A and 13B are sets of graphs that contrast
(A) identifying a common device phase offset from antennas
within a WAP from (B) identifying a common device phase
offset from antennas on different WAPs.

[0042] FIG. 14 shows an example arrangement for self-
channelization of locator packets emitted by different
devices.

[0043] FIG. 15 is a top plan view of an example large
physical space having a arbitrarily large number of WAPs
and multiple base stations securely networked together.
[0044] FIG. 16 is a flowchart showing an example method
of locating electronic devices in a physical space.

DETAILED DESCRIPTION OF THE
INVENTION

[0045] Embodiments of the invention will now be
described. One should appreciate that such embodiments are
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provided by way of example to illustrate certain features and
principles of the invention but that the invention hereof is
not limited to the particular embodiments described.

[0046] An improved technique for locating devices detects
wireless packets using multiple antenna units and generates
antenna coordinates in an antenna coordinate system on a
per-packet basis. Entries in a data store associate antenna
coordinates with Cartesian (physical) coordinates, enabling
fast, real-time tracking of physical device locations by
simple lookups into the data store based on antenna coor-
dinates.

[0047] Unlike a Cartesian coordinate system, which is
smooth and continuous, the proposed antenna coordinate
system may be unsmooth and subject to reflection, refrac-
tion, diffraction, and dispersion. Regions that are adjacent in
Cartesian space are not necessarily adjacent in antenna
space, and vice-versa. Thus, antenna coordinates, by them-
selves, cannot normally be relied upon to identify locations
of packet-emitting devices. However, antenna coordinates
are consistent over time and variable over space, such that
they can be used to distinguish physical regions in space.
Antenna coordinates may thus be relied upon definitively to
answer the question, “Have I been here before?” Embodi-
ments as disclosed herein combine the consistency of
antenna coordinates with the certainty of Cartesian coordi-
nates to yield a fast and accurate technique for identifying
device locations and for tracking devices as they move
through space.

[0048] FIG. 1 shows an example environment 100 in
which embodiments of the improved technique can be
practiced. Here, a physical space 110 is provided in which a
user 112 operates an electronic device 120, shown as an AR
(augmented reality) headset. The device 120 may be any
wireless-packet-emitting device, such as a cell phone, tablet,
PDA (personal data assistant), laptop, wearable sensor, or
the like. Multiple antenna units 140 are placed around the
physical space 110 in stable locations. The antenna units 140
may be fixed to walls, ceilings, floors, etc., and/or may be
placed in locations where they are unlikely to be disturbed.
Three antenna units 140a, 1405, and 140c¢ are specifically
shown, and additional antenna units 140 may be provided.
The physical space 110 may be wholly indoors, wholly
outdoors, or may include both indoor and outdoor regions.

[0049] A server apparatus 150 operatively connects to the
antenna units 140 using wires or wirelessly. The server
apparatus 150 includes a data store 160, which has entries
170 that store information about respective antenna coordi-
nates 172. The information stored in each entry 170 may
include a Cartesian coordinate associated with the respective
antenna coordinate 172, as well as other information. The
Cartesian coordinate may be acquired in any suitable way,
such as by receiving IMU (inertial measurement unit) output
from an emitting device coincidently with that device send-
ing a packet, by receiving SLAM (simultaneous localization
and mapping) measurements from the emitting device coin-
cidently with that device sending a packet, by computations
of'device location based on antenna measurements, or in any
other manner that measures the device’s physical location at
or around the time the device emits the packet used to
generate the antenna coordinate 172. In addition, Cartesian
coordinates may be averaged, to reflect multiple visits to a
particular region of an antenna coordinate, such that accu-
racy of the Cartesian coordinate improves over time.
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[0050] In example operation, the user 112 moves around
the physical space 110 and the device 120 emits wireless
packets, such as Wi-Fi packets. The packets travel through
the physical space 110, e.g., via paths 1224, 1225, and 122c¢,
and encounter respective antenna units 140a, 1405, and
140c. The antenna units 140 detect the packets, generate
respective timing information 142a, 1425, and 142¢, and
send the timing information to the base station 150. The base
station 150 receives the timing information 142 and gener-
ates antenna coordinates 172. For antenna coordinates that
have not been visited before, e.g., for which the data store
160 includes no entries 170, the server apparatus 150 may
create new entries for those antenna coordinates. For
antenna coordinates that have been visited before, the server
apparatus 150 may update the corresponding entries to
reflect each new visit.

[0051] Operation proceeds on a per-packet basis. Timing
information 142 may pertain to one particular packet at a
time and/or may include packet identifiers, which enable the
base station 150 to correlate timing information across
antenna units 140 based on packet. The timing information
142 from each antenna unit 140 reflects information about
the packet from that antenna unit’s own point of view.

[0052] Inanexample, the timing information 142 provides
a “spatial invariant” of the emitting location of the device
120 in the physical space 110. The spatial invariant provides
a type of signature whose characteristics are highly specific
to the emitting location and physical space 110. Examples of
spatial invariants may include time-difference-of-arrival
(TDoA) and time-of-flight (ToF). In a particular example,
the spatial invariant is provided as a “mixed ToF,” which is
based on CSI (channel state information) from the antenna
units 140. Unlike customary ToF measurements, which
attempt to measure flight times along direct paths (e.g., paths
122a, 1225, and 122¢), mixed ToF is based on multiple paths
and includes content arising from reflections, refraction,
diffraction, and dispersion. As shown in FIG. 1, for example,
mixed ToF would be based not only on direct path 122a, but
also on reflected paths 12241 and 12242. Indeed, mixed ToF
may encompass any number of paths, which may involve
reflections off walls, ceilings, floors, furniture, and so forth.
In some cases, the direct path may be blocked such that it is
highly attenuated or not detected at all. Mixed ToF thus
reflects a true signature of the physical space 110 based on
a packet emitted from a particular location. As the packet-
emitting device moves, the signature and thus the mixed ToF
will change, allowing mixed ToF to be used as a strong
identifier of emitter location.

[0053] In an example, each of the antenna units 140
generates a respective mixed ToF measurement and provides
that measurement in the timing data 142. In some examples,
the antenna units 140qa, 1405, and 140c¢ provide each mixed
ToF measurement as an integer, e.g., nl, n2, and n3, respec-
tively, and the server apparatus 150 applies the integers as
antenna coordinate components, such that each antenna
coordinate AC is formed as an ordered set of coordinate
components, €.g.,

AC=(nl,n2n3).

The data store 170 may arrange antenna coordinates in an
array, with the antenna coordinates providing indices into
the array. In some examples, the server apparatus 150
receives the timing data 142 in non-integer form, or as a
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precursor to mixed ToF, and performs computations to
render the timing data 142 as integers reflecting mixed ToF.
[0054] Once the server apparatus 150 has stored one or
more antenna coordinates 172 in the data store 160, the
server apparatus 150 may compare later-generated antenna
coordinates 172 to those in the data store 160 to determine
whether there is a match. For example, the server apparatus
150 may generate a new antenna coordinate 172 in response
to the antenna units 140 detecting a packet. The server
apparatus 150 may then perform a look-up in the data store
for the matching antenna coordinate, e.g., by checking
whether an entry is present at the array indices (nl, n2, n3).
If a match is found, the Cartesian coordinate stored in the
matching entry may be returned as the location of the
emitting device. If no match is found, the server apparatus
150 may create a new entry 170 for the new antenna
coordinate 172.

[0055] FIG. 2 shows an example of the server apparatus
150 and related components in additional detail. Here, the
server apparatus 150 includes an LPS (local positioning
service) base station 210, a vault appliance 220, an appli-
cation server 230, and a switch/router 240. In various
examples, these components may be provided separately, as
a single integrated unit, or as any combination of physical
units.

[0056] The LPS base station 210 is configured to receive
timing data 142 from antenna units 140, generate antenna
coordinates 172, and store antenna coordinates 172 in
entries 170 of the data store 160. The LPS base station 210
is further configured to perform look-ups into the data store
160 on antenna coordinates 172 and to return associated
Cartesian coordinates. The LPS base station 210 may be
configured to perform still further activities, such as training
Cartesian coordinates to associated antenna coordinates 172.
As will be described, training may involve strengthening
certain associations and weakening others. In some
examples, training further involves tracking “coextensive
realities,” i.e., instances where the data store 150 maps a
single Cartesian coordinate to multiple antenna coordinates
172. In some examples, the LPS base station 210 includes
circuitry for generating a common timing reference (not
shown), which may be used to synchronize antenna units
140. Further details of location measurement using antennas
and an LPS base station 210 may be found in U.S. patent
application Ser. No. 15/452,451, filed Mar. 7, 2017 and
entitled “CONTROLLING ACCESS TO A COMPUTER
NETWORK USING MEASURED DEVICE LOCATION,”
the contents and teachings of which are incorporated herein
by reference.

[0057] The vault appliance 220 is a secure hub for storing
and dispatching rights. Such rights may include content
rights for accessing particular content, communication rights
for establishing communications with another party, and
action rights for performing actions on particular devices or
elements. For example, the vault appliance 220 may
securely store the map data 160, or portions thereof, and may
securely control the release of such map data 160 using
content rights and/or communication rights. Further details
about the vault appliance 220 may be found in U.S. patent
application Ser. No. 15/347,551, filed Nov. 9, 2016 and
entitled “VAULT APPLIANCE FOR IDENTITY VERIFI-
CATION AND SECURE DISPATCH OF RIGHTS,” the
contents and teachings of which are incorporated herein by
reference.
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[0058] The application server 230 is a computerized
device configured to run software applications, such as an
application 232. The application server 230 may be imple-
mented as a general purpose computer or as a specialized
system, such as a game hub. The game hub may be similar
to conventional game consoles (e.g., X-BOX, PlayStation,
etc.) but is adapted to work with MR (mixed reality) games
which track locations of user devices. In the conventional
way, the game hub may download games and other content
over the Internet. It may also receive content via conven-
tional software media, DVDs, Blu-ray disks, etc.

[0059] Features of the LPS base station 210 and applica-
tion server 230 promote security and provide other benefits,
but their particular details should be regarded as optional
unless otherwise specified.

[0060] The switch/router 240 may have a conventional
design. For example, the switch/router 240 has LAN (Local
Area Network) ports for connecting to the LPS base station
210, vault appliance 220, and application server 230, as well
as for distributing a wired LAN 270 throughout the physical
space 110. The switch/router 240 may also have a WAN
(Wide Area Network) port, for connecting to a WAN/
Internet 250. In some examples, the switch/router 240 is a
wired device only, with wireless services performed by the
LPS base station 210, e.g., using one or more of the antenna
units. In other examples, the switch/router 240 directly
supports both wired and wireless communications.

[0061] Using the WAN port, the switch/router 240 may
connect to one or more public servers 260. These may
include online stores (e.g., for buying games) and various
servers to support vault-based communications. The switch/
router 240 also supports communication over the WAN/
Internet 250 with similarly-configured networks of other
users, e.g., to support multi-player games or other applica-
tions across different local networks and locations.

[0062] The LPS base station 210, the vault appliance 220,
and the application server 230 may each include their own
processing circuitry and memory. Each memory may store
instructions which, when run by the respective processing
circuitry, cause the processing circuitry to carry out various
procedures and activities as may be described herein. Unless
otherwise specified, one should appreciate that any activities
ascribed to the server apparatus 150 may be performed by
any of the included components, or by any combination of
such components.

[0063] FIG. 3 shows an example electronic device 120 in
additional detail. The depiction of FIG. 3 is intended to be
representative of electronic devices in general, even though
such devices 120 may vary greatly in their design and uses.
Here, electronic device 120 includes a wireless interface
312, such as a Wi-Fi adapter, an IMU (inertial measurement
unit) 314, a SLAM (simultaneous localization and mapping)
system 316, processing circuitry 320, and memory 330. The
IMU 314 and accompanying software generate Cartesian
location and orientation measurements using accelerometers
and/or magnetometers. The SLAM system 316 and accom-
panying software use one or more cameras and mapping
information to generate Cartesian location and orientation.
The software in each case may reside in the memory 330 and
be executed by the processing circuitry 320. IMUs and
SLAM systems are known in the art. Some embodiments of
the electronic device 120 may exclude the IMU 314 and/or
SLAM system 316. Thus, these components should not be
regarded as required, although they are helpful in locating
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the device 120 in Cartesian space. For example, device 120
may emit a wireless packet, which serves as the basis for
generating an antenna coordinate 172. At the same time, or
nearly so (e.g., within 50 ms), device 120 may send a set of
packets containing IMU or SLAM data that identifies the
device’s Cartesian coordinate. In some cases, the device 120
sends IMU or SLAM data in the same packet that is used for
generating the antenna coordinate 172.

[0064] FIGS. 4A and 4B show respective views of an
example antenna unit 140. As shown in FIG. 4A, the antenna
unit 140 is a WAP (wireless access point) that includes four
antennas 410a-4104. The antennas 410 are oriented in the
same direction and are placed at corners of a cube. The
“cube” need not be a physical object but rather describes the
relative locations of antennas 410. One antenna 410a is
designated as an “apex” antenna as it is immediately adja-
cent to the other three. Any of the antennas 410 on its own
may provide the above-described mixed ToF, with the apex
antenna 410a chosen by convention for this purpose. The
depicted arrangement creates three pairs of antennas 810,
with each pair being orthogonal to the other two and
allowing measurement of three distinct angle-of-arrival
(AoA) values, one AoA value for each antenna pair. The
three AoA values may be combined to create a mixed AoA
value for the antenna unit, and the antenna units 140 may
provide the mixed AoA on a per-packet basis to the server
apparatus 150, e.g., in the timing data 142.

[0065] The server apparatus 150 may thus receive (or
compute) one mixed AoA value for each antenna unit 140
for each packet detected. In an example, the server apparatus
150 combines the mixed AoA values from the respective
antenna units 140 for a given packet to generate a “finger-
print,” i.e., a distinguishing feature of the antenna coordi-
nate. For example, the server apparatus 150 may generate a
fingerprint F of AoA values Al, A2, and A3 as received from
antenna units 140a, 1405, and 140c¢, respectively, as the
following ordered set:

F=(41,42,43).

[0066] In some examples, the server apparatus 150
expresses the ordered set F as a three-dimensional vector.
Where fingerprints are used, a complete coordinate descrip-
tor may be defined both by the antenna coordinate AC=(nl,
n2, n3) and by the fingerprint F. For example, a complete
coordinate descriptor CCD may be expressed as follows:

CCD=(A1,42,43,F).

[0067] Fingerprints are useful in cases where the system
includes only three WAPs. Normally, a system would
require four WAPs to unambiguously distinguish physical
locations in three-dimensional space. However, a fingerprint
provides disambiguating information which enables the sys-
tem to distinguish locations in three-dimensional space
using only three WAPs. As will be described, the server
apparatus 150 stores fingerprints in entries 170 for respec-
tive antenna coordinates and includes provisions for storing
multiple fingerprints in a single entry.

[0068] As fingerprints help to disambiguate antenna coor-
dinates, comparison of fingerprints may become part of the
process of matching antenna coordinates in real time, for
implementations that use fingerprints. For example, when
the server apparatus 150 receives coordinate components nl,
n2, and n3 and fingerprint components Al, A2, and A3, in
response to receipt by the antenna units 140 of a packet, the
server apparatus 150 may perform a look-up into the data
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store 160 to identify a matching antenna coordinate. If a
match is found based on the antenna coordinate (nl, n2, n3),
then the match is confirmed by comparing fingerprints. For
example, the server apparatus 150 compares fingerprints by
taking a vector dot-product of a newly generated fingerprint
F,ew with a fingerprint F ,, already stored in the matching
entry. Fingerprint vectors may be normalized to a length of
one. If the vector dot-product FyewF,, is greater than or
equal to a threshold value (e.g., 1-e, where e is an error
margin), then the vectors Few and F ,; align and the match
is confirmed. However, if the vector dot-product is less than
the threshold, then the vectors do not align and no match is
found. If the entry for the matching antenna coordinate
includes multiple fingerprints, then the above dot-product
testing may be performed for each fingerprint, or until an
aligning fingerprint is found. If no match is found, the server
apparatus 150 may add the new fingerprint F,ew to the entry
170.

[0069] One should appreciate that fingerprints may be
generated in any suitable way, such as by using a variety of
measured quantities from antennas 410. Also, while four
antennas 410 per WAP provide a robust methodology for
generating fingerprints, other numbers of antennas 410 may
be used. Thus, it should not be viewed as critical that each
WAP 140 include four antennas 410. Further, some com-
mercially-available WAPs include greater than four anten-
nas. Such WAPs may be used herein, with information from
additional antennas used for confirmation or not used at all.
[0070] FIG. 4B shows example electronic components of
a WAP 140, which are seen to include antennas 410, a
network interface 414 (e.g., an Ethernet or Wi-Fi adapter),
and a MAC (media access controller) 416, as well as
processing circuitry 420, memory 430, and synchronization
circuitry 440. In an example, the memory 430 “includes,”
i.e., realizes by execution of software instructions, a ToF
generator 432 and an AoA generator 434. The ToF generator
432 is configured to generate the above-described mixed
ToF values on a per-packet basis based on CSI. The AoA
generator 434 is configured to generate the above-described
mixed AoA values on a per-packet basis, e.g., using the
antenna pairs described in connection with FIG. 4A. Sync
circuitry 440 includes phase-lock loop circuitry for synchro-
nizing the WAP 140 to an external timing reference 450,
such as the one described above in connection with the LPS
base station 150. As will be described at a later point,
synchronization of WAPs to a common timing reference
facilitates removal of device frequency offset errors, which
may arise when different Wi-Fi devices operate at slightly
different center frequencies.

[0071] FIG. 5 shows an example array 500 that the server
apparatus 150 may use in storing entries 170 for antenna
coordinates 172. As shown, the array 500 is a three-dimen-
sional array. The array 500 has an index for each dimension,
where each index is supplied by a respective coordinate
component (e.g., nl, n2, or n3). In an example, each
coordinate component represents a mixed ToF value from a
respective antenna unit (WAP) 140.

[0072] Array 500 may be implemented in any suitable
way. For example, the array 500 may be provided as a data
structure used for implementing arrays in standard program-
ming language. Alternatively, the array 500 may be imple-
mented using a combination of data structures or using
custom-designed software. Thus, the particular implemen-
tation of the array 500 is not critical.
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[0073] FIG. 6 shows an example entry 170 in the data
store 160. In cases where fingerprints are used, the entry 170
contains a different sub-entry for each unique fingerprint.
FIG. 6 shows a total of “n” sub-entries 170a-170#, corre-
sponding to “n” different fingerprints, 610a-6107n. The
arrangement of FIG. 6 allows for an arbitrary number of
fingerprints, to account for multi-path effects and for cases
in which the geometrical arrangement of the physical space
110 changes, e.g., in response to furniture being moved,
doors being opened and closed, and other changes. In the
example shown, sub-entries 170a-1707 are arranged in a
doubly-linked list, with both down links (620a-6207) and up
links (630a-6307) pointing to next and previous sub-entries
(or to “Null”). The order of sub-entries 170a-170% is not
critical. If the data store 160 removes one sub-entry, e.g., on
account of the sub-entry being aged out, the data store 160
may mend the linked list in any suitable manner.

[0074] Each of the sub-entries 170a-170% includes respec-
tive data 640a-640%. The data in each sub-entry may include
a Cartesian coordinate mapped to the antenna coordinate and
to the respective fingerprint.

[0075] FIG. 7 shows an example data field 640, which is
intended to be representative of data fields 640a-640z. In the

example shown, the data field 640 includes the following
sub-fields:

[0076] Measured centroid 710. A centroid of Cartesian
coordinates computed based on multiple measure-
ments. For this sub-field, measurements are based on
readings from antenna units (WAPs) 140. Measure-
ments for each WAP 140 may include three applica-
tions of a joint time of arrival/angle of arrival matrix
pencil algorithm and one application of a MUSIC
(MUTtiple Slgnal Classification) algorithm to get time
of flight. The earliest time of arrivals are used to
determine direct path, and hence associated angle of
arrivals. The shortest time of flight corresponds to the
earliest time of arrival. The MUSIC algorithm is per-
formed on the apex antenna and the three matrix pencil
algorithms are performed on the three orthogonal
antenna pairs, with the apex antenna being common in
each pair. Measurements using this approach are com-
putationally intensive and may be used primarily in
applications requiring high security, as these types of
measurements are difficult to spoof.

[0077] Measured running average count 712. A count of
measurements that contribute to the measured centroid
710. Incremented each time the antenna coordinate
(including fingerprint) is visited and a new measure-
ment is made.

[0078] IMU Centroid 720. A separately maintained cen-
troid of Cartesian measurements derived from IMU
data and provided by packet-emitting devices at or
about the same time the packets are emitted.

[0079] IMU running average count 722. A count of
IMU measurements that contribute to the IMU centroid
720. Incremented each time the IMU centroid 720 is
updated.

[0080] SLAM centroid 730. A separately maintained
centroid of Cartesian measurements derived from
SLAM measurements provided by packet-emitting
devices at or about the same time the packets are
emitted.
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[0081] SLAM running average count 732. A count of
SLAM measurements that contribute to the SLAM
centroid 730. Incremented each time the SLAM cen-
troid 730 is updated.

[0082] Learning value 740. A value indicating a
strength of association between a Cartesian coordinate
and the current antenna coordinate (including finger-
print). Initially set to a value greater than one and
incremented by one each time the antenna coordinate
(including fingerprint) is visited. Decremented by a
predetermined amount on a predetermined schedule, to
age out the antenna coordinate over time. May also be
decremented under other circumstances. When learning
value 740 reaches a predetermined lower limit, such as
zero, the antenna coordinate (for the current finger-
print) is deleted. The learning value 740 may apply to
all centroids or to a single centroid. Different learning
values 740 may be provided for different centroids.

[0083] Last learn time 750. A timestamp or other indi-
cator of time that indicates the last time the learning
value 740 was incremented. Used to limit the maxi-
mum rate at which learning can progress.

[0084] Last age time 760. A timestamp or other indica-
tor of time that indicates the last time the learning value
740 was decremented. Used to limit the maximum rate
at which aging can proceed.

[0085] Block of adjacency pointers 770. A list of point-
ers to adjacent antenna coordinates. Adjacent antenna
coordinates are not necessarily adjacent in Cartesian
space. Regions that are adjacent to the current antenna
coordinate in antenna space may be discovered by
tracking packet-emitting devices at a sufficient rate as
they move through a current antenna coordinate. A
block of 30 adjacency pointers is provided, to allow for
up to 30 adjacent antenna coordinates. The number 30
roughly corresponds to the number of points that sur-
round any Cartesian coordinate (26) in three-dimen-
sional space. In some examples, adjacency pointers
may be associated with their own learning values.

[0086] Adjacency block pointer 780. A pointer to an
adjacent block 770 of adjacency pointers. Allows for
tracking of adjacent groups of antenna coordinates.

One should appreciate that some of the data in data field 640
may be empty. For example, if no SLAM data is received,
there would be no SLAM centroid 730. Thus, fields are
populated based on availability.

[0087] Each of the centroids 710, 720, and 730 is prefer-
ably based on a running average, which may be computed
from its respective count as follows:

(count—1)

1
new centroid = = measurement+ =centroid.
count

count

In an example, each count starts at one and increases by one
after every refinement. Each count is preferably capped at a
predetermined maximum value to ensure that slow changes
in the centroid may be tracked over time.

[0088] Insome examples, the server apparatus 150 checks
IMU measurements for validity before including them in the
IMU centroid 720. For example, IMU measurements may be
subject to drift, and the use of IMU measurements may rely
on regular docking or registration of devices to fixed loca-
tions having known Cartesian coordinates.
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[0089] As indicated, an antenna coordinate may be deleted
when its learning value 740 falls to a predetermined lower
limit, such as zero. In cases where fingerprints are used,
deletion of an antenna coordinates affects only the particular
sub-entry that has been aged out. Other sub-entries for other
fingerprints have their own learning values 740 and age out
separately. Deletion of an antenna coordinate consequent to
its learning value 740 falling to zero thus results in deletion
of that sub-entry, but not the entire entry 170, unless it is the
only sub-entry remaining.

[0090] In an example, aging out an antenna coordinate
also affects its adjacencies. For example, when the antenna
coordinate in sub-entry 1705 is aged out, all the adjacencies
listed in adjacency pointers 770 of data 6405 are accessed,
and the adjacency pointers that point back to the antenna
coordinate to be deleted are removed.

[0091] FIG. 8 shows an example of multiple adjacent
antenna coordinates 810 distributed across multiple Carte-
sian coordinates 820. Here, it is apparent that the relation-
ship between antenna coordinates 810 and Cartesian coor-
dinates 820 is not one-to-one.

[0092] FIG. 9 shows example coextensive antenna coor-
dinates 910, which are distinct antenna coordinates 172 that
share the same Cartesian coordinate 820. The data store 160
provides separate entries 170 and/or sub-entries for the
coextensive antenna coordinates 910.

[0093] FIG. 10 shows an example list 1000 of pointers to
coextensive antenna coordinates 910. The list 1000 is orga-
nized by Cartesian coordinate 820, such that all the pointers
on the list 1000 are coextensive to a single Cartesian
coordinate 820. The list 1000 may include any number of
elements and may be extendable. Here, information is
arranged by Cartesian coordinate, rather than by antenna
coordinate as in FIGS. 5-7. In an example, coextensive
coordinates are organized in a three-dimensional array,
which may be indexed by Cartesian coordinates (X, y, z). The
server apparatus 150 may access the list 1000 to age out
coextensive coordinates.

[0094] For example, each time an antenna coordinate is
visited, i.e., by a packet-emitting device passing through the
antenna coordinate, the server apparatus 150 looks up the
corresponding Cartesian coordinate 820, i.e., in an entry 170
in the data store 160. The server apparatus 150 then performs
a look-up into the list 1000 for that corresponding Cartesian
coordinate 820 and proceeds to age out all of the other
antenna coordinates pointed to by the list 1000. The visited
antenna coordinate itself is not aged out at this time. Rather,
only the antenna coordinates that are coextensive to the one
being visited are aged out. Aging out in this context involves
decrementing the learning value 740 of the coextensive
coordinate by a predetermined amount. Such aging out has
the effect of accelerating the aging of antenna coordinates
that may no longer be valid. For example, if an antenna
coordinate is coextensive because it reflects a previous
arrangement of furniture that is no longer in place, one
would want that coextensive coordinate to disappear quickly
from the list 1000, as it no longer reflects a valid state of
affairs. It should be noted that aging of coextensive antenna
components is separate from the time-based aging described
in connection with FIG. 7, although both types of aging
affect the learning value 740.

[0095] FIG. 11 shows an arrangement for further acceler-
ating the aging of coextensive antenna coordinates. Here, a
volume 1100 of Cartesian coordinates (shown as an area for
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ease of illustration) surrounds the Cartesian coordinate 820,
i.e., the Cartesian coordinate that corresponds to the visited
antenna coordinate 1110. When aging out a coextensive
coordinate 1112, e.g., by virtue of it appearing on the list
1000, the server apparatus 150 also checks for adjacencies
to the coextensive coordinate 1112 within the volume 1100
and ages out those adjacencies. For example, the server
apparatus 150 iterates through the block of adjacency point-
ers 770 in the entry for the coextensive coordinate 1112,
accesses the entry for each pointed-to adjacency, checks
whether that adjacency corresponds to a Cartesian coordi-
nate in the volume 1100, and, if so, ages out the adjacency
by decrementing its learning value 740.

[0096] FIG. 12 shows an example graph 1200 of
unwrapped CSI phase versus sub-channel frequency. In an
example, the graph 1200 is generated by a WAP 140 in
response to that WAP 140 receiving a wireless packet at one
of its antennas 410, such as the apex antenna 410a. The
graph shows phase as measured by multiple Wi-Fi sub-
channels, which are labeled 1-N, where “N” is the number
of sub-channels. Some implementations represent sub-chan-
nels from -N/2 to N/2. This is merely a convention, how-
ever. Multiple phase measurements 1210-1 through 1210-4
(collectively, 1210) are shown, with the line in each illus-
trated square representing a phase measurement. A phase
1230 of the 0-th sub-channel is not directly measured but is
rather inferred from other phase data.

[0097] As is known, Wi-Fi transmitters may be configured
to break up a packet into smaller pieces and to transmit each
packet piece on a different sub-channel. The resulting phase
values reflect detections of packet pieces by sub-channel
receivers in the WAP 140 and are referenced to the WAP’s
clock, which may operate at approximately 5.4 GHz.
[0098] CSI in the WAP 140 may provide phase values
1210 in wrapped form, i.e., modulo-2-Pi, where 2-Pi repre-
sents a complete period of the WAP’s clock. In an example,
the WAP 140 performs a phase unwrapping operation to
restore the absolute phase data. The graph 1200 shows the
result of phase unwrapping. From the unwrapped phase, a
line 1220 may be constructed as a best-fit to the phase
values, and a slope 1240 of the line 1220 provides a value
for mixed ToF, which is precisely the quantity indicated
above for use as a spatial invariant.

[0099] Given the constraints of measurement, the slope
1240 should evaluate to an integer. The WAP 140 may round
a calculated slope to the nearest integer if the calculated
slope has a fractional part. The resulting integer value
provides a coordinate component for the WAP 140, i.e., one
of nl, n2, or n3.

[0100] Accuracy in measuring mixed ToF depends upon
the WAP 140 having a fixed or at least measurable packet
detection delay. This characteristic is believed to be found in
certain commercial Wi-Fi products, such as those available
from Celeno Communications (www.celeno.com).

[0101] Although various methodologies for phase
unwrapping are known, a particular approach has been
developed for the circumstances herein and is not known to
have been used previously. This approach may be conducted
as follows:

[0102] As a matter of notation, we call “offset” the
number of 2m jumps between consecutive phase
samples, i and i+1, and denote this by O(i). Of particu-
lar importance is O,,,,,=min, O(@i). We shall call “wrap
count” the number of 27 jumps measured from 0 and
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denote this by W(1). (i) is the wrapped phase of the
i’th sub-channel and 6(i) is the unwrapped phase of the
i’th sub-channel. Therefore 6(1)=y(1)+2x W(i).

[0103] Recursion is initialized by setting 6(1)=y(1).

[0104] If(2)=y(1), then B(2)=y(2). Else 8(2)=y(2)+
2m.

[0105] 6(3) is a critical element for the initialization, as

it is in this step that a very good rough estimate of the
final line 1220 will be generated. To create 6(3) we first
follow the procedure performed to create 6(2).

[0106] Then a line is created passing through 6(1) and
0(3), which we call 6(j).

[0107] If 1©(2)-0(2)I<e then we are done and perform
a least squares estimate to get the best linear estimate
of the 3 points.

[0108] If I®(2)-0(2)lze then we bump up O(3) by 2m.
A new line 0(j) is created passing through 6(1) and the
new 06(3).

[0109] We check to see if |®(2)-0(2)I<e, if not then
0(2) is bumped up by 27 and we check again.

[0110] We repeat this process of increasing 6(3), creat-
ing a new O() and attempting to find a 6(2) that
satisfies 1©(2)-0(2)l<e.

[0111] Since the slope 1240 is bounded and the data is
linear, O(i) is bounded by a relatively small number. We
would need to check at most 2*max(O(i)) of possible
values of 6(3) before a solution is found. Once the
values are found a least squares fit is performed on the
3 points to get the best possible estimate of the line.

[0112] The recursive step is as follows. If [(Y(i)+2m(W
(1-1)+0,,,)-0(1)I<e then we keep the line O(i) and set
8()=+pD+2n(W(E-1)+0,,.,).

[0113] If I(Y(@D)+2n(W(-1)+0,,,,))-0(1)l=e then we
bump up 0(1) by 2r and check if 10(1)-O(i)I<e.

[0114] One of these tests must pass else the original data
is not linear. To correct we perform a least squares on
the first i-1 samples to create a new 0(i) and then rerun
for 0(i). The recursive step is performed in this manner
to minimize the number of least squares estimates
performed during the execution of this algorithm.

[0115] For this algorithm to work, each least squares
estimate of the line ®(1) must be able to successfully
predict at least one 6(1).

[0116] For the missing center sub-channels we simply
jump to the next valid sub-channel and increase by a
factor of O,,,,, where the factor is equal to the number
of missing sub-channels plus one.

[0117] This algorithm assumes that the noise in the data
is low and thus E is quite small. This assumption is
valid for functioning WiFi.

[0118] FIGS. 13A and 13B show an example arrangement
for correcting frequency offset errors in WAPs 140. As is
known, frequency errors (or, equivalently, phase errors) may
arise as a result of Wi-Fi clocks on different equipment
running at slightly different frequencies. Frequency offset
appears as a linear component of unwrapped CSI phase and
thus has a direct impact on measurements of slope 1240.

[0119] To correct for device frequency offset, data is used
from multiple paths for the same transmitted packet. The
bigger the difference in the path lengths, the better the device
frequency offset error can be corrected. One way to obtain
multiple paths is to perform the MUSIC algorithm on CSI
from a WAP 140 to get the various paths that the packet
traversed. The problem with this method is time-MUSIC is
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an expensive algorithm to run in terms of execution time. If
synchronized to a common timing reference 450 (FIG. 4B),
the WAPs 140 can share the same frequency. Thus, one can
use the WAPs 140 to get different paths and thus avoid using
MUSIC in most cases. Each WAP 140 sends it unwrapped
CSI data to the server apparatus 150, and the server appa-
ratus 150 uses those three paths to correct for device
frequency offset, identifying the correction using EQ. 1
below.

[0120] A corner case may arise when one or more of the
coordinate components from the WAPs 140 is the same or
very close. In that case, MUSIC may have to be run to
decompose at least one of the WAP’s CSI to get different
paths. Once different paths are generated, the device fre-
quency offset is corrected by applying EQ. 1, where M and
m represent antennas 410 and N and n represent sub-
channels:

v=argmin =, N (o(m,n)+2f (m-1)p+B)>.

oS
[0121] Here, represents phase, p is the slope of the line, §
is the offset of the line, and fy is the frequency difference
between adjacent sub-channels.

[0122] FIGS. 13A and 13B allow one to visualize how the
above equation determines the device frequency offset, by
breaking up the measured time of flight data into a true time
of flight and device phase offset caused by frequency offset.
The measured time of flight is the sum of the two. When the
paths are different, as is the normal case for antennas 410 on
different WAPs 140 (FIG. 13B), then the common part is
easily removed via the above equation. With antennas 410
on the same WAP 140 (FIG. 13A), the paths are not
sufficiently different to guarantee that the equation will
distinguish the common part.

[0123] For wearable devices, such as those used in games,
the frequency offset need not be calculated each time a
packet is detected. It is envisioned that those devices will run
solely on the control channel and hence their frequency will
never be switched. For this reason their frequency will not
change very fast, and phase correction need only be run
infrequently.

[0124] Other devices may typically switch frequencies
every time they send a locator packet. Hence, one cannot
guarantee that a device’s frequency will be the same for
consecutive packets. For this reason, these other devices
may require frequency correction for each packet.

[0125] As of the time of this writing, it is understood that
efforts are underway to correct phase offset error automati-
cally in commercial Wi-Fi chips. Thus, it may not be
necessary to remove such errors using the methodology
described above, as manufacturers may already have pro-
vided features for removing the error themselves.

[0126] FIG. 14 shows an example network optimization
for promoting consistency in the timing of locator packets.
To accurately track device locations and adjacencies as
devices move through the physical space 110, moving
devices must emit locator packets on a regular basis, such as
64 packets per second for each device, assuming an antenna
coordinate spacing of approximately 6 cm and a maximum
movement rate of approximately 3.8 m/s. As it is expected
that many devices may operate at the same time in the
physical space 110, optimization of the network may be
desired to ensure that device tracking is continuous within
the measurement granularity of the system.

(EQ. 1)
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[0127] One optimization is to provide a dedicated Wi-Fi
channel for locator packets. According to this optimization,
each participating device is configured to use the dedicated
channel when sending its locator packets. Although this
optimization results in a potentially large number of devices
using the same Wi-Fi channel, it is nevertheless effective as
locator packets are generally very small, having little or no
payload.

[0128] Another optimization is to establish a common
period, shown as LPS intervals 1410. The common period
may be set based on the desired transmission rate of locator
packets, e.g., at /64 second. Here, each participating device
is configured to transmit locator packets only at a particular
time relative to the common period, such as at some number
of milliseconds relative to a start of the common period. If
a device attempting to send a locator packet detects a
collision, the device may retry. The issue of latency remains,
however, as standard packet retry times tend to be very long.
[0129] Accordingly, yet another optimization is to config-
ure participating devices to have shorter retry times. For
example, devices may be programmed with packet retry
times that are greater than typical packet transmission times
but less than the common period. In some examples, devices
are programmed to select random retry times between these
limits. With this arrangement, a device experiencing a
packet collision will retry the packet shortly thereafter, but
still generally within a sufficiently short amount of time that
enables the packet to be used. Assuming no collision is
detected when attempting to retry the packet, the device
continues to transmit locator packets at the same time
relative to the common period as the one used when retrying
the packet. In this manner, devices tend to self-channelize,
as they tend to settle on particular times relative to the
common period for sending their locator packets. Most
collisions are thus avoided going forward.

[0130] In the example of FIG. 14, devices 1-3 have
self-channelized. Device 4 comes online and attempts to
send a locator packet, but tries to send during the interval
1410 when device 1 is sending, and thus encounters a
collision. Device 4 then retries a short time later, during
interval 1420. No conflict is detected, so device 4 continues
sending locator packets at the same time relative to the
common period.

[0131] FIG. 15 shows an example system in which an
arbitrarily large number of antenna units 140 and LPS base
stations 210 are used in a large physical space 1500, such as
a mall, convention center, or other large space. The system
of FIG. 15 may be configured in various ways. In one
example, each LPS base station 210 is associated with a
respective set of antenna units 140, e.g., in the same manner
as described in connection with FIG. 1. Each LPS base
station 210 maintains its own data store 160, or data stores
for the different LPS base stations 210 may be merged. The
LPS base stations 210 are connected together using a
secured network 1510. In some examples, the secured
network 1510 is realized in the form of a secure spanning
tree, an example of which is disclosed in the above-incor-
porated U.S. application Ser. No. 15/452,451, filed Mar. 7,
2017.

[0132] In another example, a single LPS base station 210
is provided but there are an arbitrarily large number of
antenna units 140. The antenna units are arranged in a
priority list, with each antenna unit 140 having a rank in the
priority list. FIG. 15 shows an example ranking of antenna



US 2018/0100916 Al

units 140, using numerals appearing to the left of each
antenna unit 140 to identify its rank. As devices in physical
space 1500 emit packets, certain antenna units 140 may
receive the packets and others may not. All antenna units
140 that receive the packet send their timing data 242 to the
LPS base station 210. The base station 210 checks the
priority list and uses the M highest-ranking antenna units
140 that reported the packet to generate the antenna coor-
dinate and signature. Here, M is the number of coordinate
components that form an antenna coordinate, which is three
in the main examples described above.

[0133] FIG. 16 shows an example method 1600 that may
be carried out in connection with the environment 100. The
method 1600 is typically performed, for example, by the
structures and software constructs described in connection
with FIGS. 1-4, which may reside in memory or firmware of
the LPS base station 210, antenna units 140, and/or elec-
tronic devices 120, and are run by associated processors. The
various acts of the method 1600 may be ordered in any
suitable way. Accordingly, embodiments may be constructed
in which acts are performed in orders different from that
illustrated, which may include performing some acts simul-
taneously.

[0134] At 1610, multiple antenna coordinates 172 are
generated based on receipt of wireless packets by a system
that includes multiple antenna units 140. Each antenna
coordinate 172 represents a region in a multi-dimensional
antenna coordinate system.

[0135] At 1620, entries 170 for antenna coordinates 172
are stored in a data store 160. Each entry 170 associates a
respective antenna coordinate 172 with information about
that antenna coordinate 172. The information includes, for
one or more of the entries 170, a Cartesian coordinate 820
that maps to the respective antenna coordinate 172.

[0136] At 1630, in response to the antenna units 140
receiving a new wireless packet, the method further includes
(1) generating a current antenna coordinate 172 for the new
wireless packet, (ii) accessing a matching entry 170 in the
data store 160, the matching entry 170 storing information
640 about the current antenna coordinate 172, and (iii)
providing a Cartesian coordinate 820 stored in the matching
entry 170 as a source location of the new wireless packet.
The method 1600 thereby identifies Cartesian coordinates
820 of sources of wireless packets based on matching of
antenna coordinates 172.

[0137] Having described certain embodiments, numerous
alternative embodiments or variations can be made. For
example, although antenna coordinates 172 are shown and
described as representing regions in three-dimensional
space, they may alternatively be used for mapping locations
two-dimensional space. For example, using the principles
described above, as few as two WAPs 140 may be used to
locate devices in two-dimensional space.

[0138] Further, although embodiments have been
described in connection with games and security applica-
tions, one should appreciate that embodiments are not lim-
ited to such applications and may be used in any application
that could benefit from fast and accurate location measure-
ments.

[0139] Further still, although features are shown and
described with reference to particular embodiments hereof,
such features may be included and hereby are included in
any of the disclosed embodiments and their variants. Thus,
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it is understood that features disclosed in connection with
any embodiment are included as variants of any other
embodiment.
[0140] Further still, the improvement or portions thereof
may be embodied as a computer program product including
one or more non-transient, computer-readable storage
media, such as a magnetic disk, magnetic tape, compact
disk, DVD, optical disk, flash drive, solid state drive, SD
(Secure Digital) chip or device, Application Specific Inte-
grated Circuit (ASIC), Field Programmable Gate Array
(FPGA), and/or the like (shown by way of example as
medium 1650 in FIG. 16). Any number of computer-read-
able media may be used. The media may be encoded with
instructions which, when executed on one or more comput-
ers or other processors, perform the process or processes
described herein. Such media may be considered articles of
manufacture or machines, and may be transportable from
one machine to another.
[0141] As used throughout this document, the words
“comprising,” “including,” “containing,” and “having” are
intended to set forth certain items, steps, elements, or aspects
of something in an open-ended fashion. Also, as used herein
and unless a specific statement is made to the contrary, the
word “set” means one or more of something. This is the case
regardless of whether the phrase “set of” is followed by a
singular or plural object and regardless of whether it is
conjugated with a singular or plural verb. Further, although
ordinal expressions, such as “first,” “second,” “third,” and so
on, may be used as adjectives herein, such ordinal expres-
sions are used for identification purposes and, unless spe-
cifically indicated, are not intended to imply any ordering or
sequence. Thus, for example, a “second” event may take
place before or after a “first event,” or even if no first event
ever occurs. In addition, an identification herein of a par-
ticular element, feature, or act as being a “first” such
element, feature, or act should not be construed as requiring
that there must also be a “second” or other such element,
feature or act. Rather, the “first” item may be the only one.
Although certain embodiments are disclosed herein, it is
understood that these are provided by way of example only
and that the invention is not limited to these particular
embodiments.
[0142] Those skilled in the art will therefore understand
that various changes in form and detail may be made to the
embodiments disclosed herein without departing from the
scope of the invention.
What is claimed is:
1. A method of locating electronic devices in a physical
space, the method comprising:
generating multiple antenna coordinates based on receipt
of wireless packets by a system that includes multiple
antenna units, each antenna coordinate representing a
region in a multi-dimensional antenna coordinate sys-
tem;
storing entries for antenna coordinates in a data store,
each entry associating a respective antenna coordinate
with information about that antenna coordinate, the
information including, for one or more of the entries, a
Cartesian coordinate that maps to the respective
antenna coordinate; and
in response to the antenna units receiving a new wireless
packet, (i) generating a current antenna coordinate for
the new wireless packet, (ii) accessing a matching entry
in the data store, the matching entry storing information

2 <
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about the current antenna coordinate, and (iii) provid-
ing a Cartesian coordinate stored in the matching entry
as a source location of the new wireless packet,

the method thereby identifying Cartesian coordinates of

sources of wireless packets based on matching of
antenna coordinates.

2. The method of claim 1, wherein generating the current
antenna coordinate includes forming the current antenna
coordinate as an ordered set of coordinate components, each
coordinate component based on data provided by a respec-
tive one of the antenna units.

3. The method of claim 2, wherein the coordinate com-
ponents forming the current antenna coordinate are integers,
such that the current antenna coordinate is formed as an
ordered set of integers.

4. The method of claim 3, further comprising organizing
entries in the data store for antenna coordinates in a multi-
dimensional array, wherein antenna coordinates provide
multi-dimensional indices into the array.

5. The method of claim 2, further comprising generating,
by an antenna unit of the system in response to that antenna
unit receiving a wireless packet, timing data that describes
a spatial invariant of the physical space.

6. The method of claim 5, wherein generating the timing
data includes generating a mixed ToF (time-of-flight) of the
wireless packet as the spatial invariant, the mixed ToF
representing a multi-path propagation of the wireless packet
from a transmitting location to the antenna unit.

7. The method of claim 6, wherein generating the mixed
ToF is based on phase information obtained across multiple
Wi-Fi subchannels as provided in CSI (channel state infor-
mation) from the antenna unit.

8. The method of claim 7, wherein generating the mixed
ToF includes rendering the mixed ToF as an integer, the
integer based on a slope of a line that relates Wi-Fi sub-
channels to unwrapped CSI phase.

9. The method of claim 8, wherein generating the mixed
ToF includes correcting a frequency offset error in the mixed
ToF.

10. The method of claim 6, wherein each of the antenna
units is realized as a WAP (wireless access point), ecach WAP
including four antennas arranged at corners of a cube, one of
the antennas in the WAP being an apex antenna that is
adjacent to the other three antennas, wherein generating the
mixed ToF as a coordinate component is based on measure-
ments from only one of the antennas in the WAP, and
wherein the method further comprises generating a mixed
AoA (angle-of-arrival) of the wireless packet based on
measurements by all four antennas in the WAP.

11. The method of claim 10, further comprising:

generating a fingerprint as an ordered set of mixed AoA

values of the wireless packet as across as generated by
the WAPs;

storing the fingerprint in the entry for the antenna coor-

dinate, the antenna coordinate and the fingerprint
together uniquely identifying a region in physical
space.

12. The method of claim 2, further comprising training
Cartesian coordinates to corresponding antenna coordinates
based on repeated measurements of locations from which
packets are emitted.

13. The method of claim 12, wherein the Cartesian
coordinate stored in the entry for the current antenna coor-
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dinate is provided as a centroid of the current antenna
coordinate, and wherein the method further comprises:
updating the centroid to reflect an average of multiple
location measurements made on respective visits to the
current antenna coordinate, each visit occurring when a
respective wireless packet received by the antenna units
results in generation of an antenna coordinate that
matches the current antenna coordinate.

14. The method of claim 13, wherein each of the location
measurements is based on at least one of (a) an IMU (inertial
measurement unit) measurement made by a device, (b) a
SLAM (simultaneous localization and mapping) measure-
ment made by a device, and (iii) a calculation of location
based on information received from the antenna units.

15. The method of claim 13, further comprising:

discovering a set of adjacent antenna coordinates that are

adjacent to the current antenna coordinate by monitor-
ing antenna coordinates generated consecutively in
time in response to one or more packet-emitting
devices moving through the current antenna coordinate
in the physical space; and

storing, in the entry for the current antenna coordinate in

the data store, a set of pointers to the set of adjacent
antenna coordinates.

16. The method of claim 15, further comprising, when
storing a pointer to an adjacent antenna coordinate:

accessing an entry for the adjacent antenna coordinate in

the data store; and

storing a pointer to the current antenna coordinate in the

entry for the adjacent antenna coordinate.

17. The method of claim 16, further comprising;

maintaining a learning value in the entry for the current

antenna coordinate, the learning value indicating a
strength of association between the current antenna
coordinate and the centroid;

increasing the learning value in response the centroid

being updated with a new location measurement;

decreasing the learning value on a regular basis by a

predetermined amount; and

deleting the current antenna coordinate from the data store

in response to the learning value reaching a predeter-
mined lower limit.
18. The method of claim 17, wherein, when deleting the
current antenna coordinate, the method further comprises
removing the pointer to the current antenna coordinate from
the entry for the adjacent antenna coordinate.
19. The method of claim 17, further comprising:
maintaining a list of pointers to respective coextensive
antenna coordinates, the coextensive antenna coordi-
nates having antenna coordinates described in respec-
tive entries of the data store and sharing a common
Cartesian coordinate; and

in response to detecting that one of the coextensive
antenna coordinates has been visited, decreasing a
learning value of each of the other coextensive antenna
coordinates identified in the list of pointers.

20. The method of claim 19 wherein, when decreasing the
learning value of a particular coextensive antenna coordi-
nate, the method further comprises:

identifying a set of adjacent antenna coordinates of the

particular coextensive antenna coordinate within a pre-
determined physical volume around the particular
coextensive antenna coordinate; and
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decreasing a respective learning value of each of the set

of identified adjacent antenna coordinates.

21. The method of claim 2, further comprising configur-
ing a set of devices to transmit locator packets exclusively
over a particular Wi-Fi channel, each locator packet being a
Wi-Fi packet that initiates generation of an antenna coordi-
nate.

22. The method of claim 21, further comprising:

configuring the set of devices to transmit locator packets

relative to a common period, such that each of the set
of devices transmits locator packets at a respective time
relative to the common period unless there is a packet
collision; and

configuring the set of devices to establish a packet retry

time that is greater than a packet transmission time and
less than the common period.

23. The method of claim 22, further comprising selecting
the packet retry time on a per-device basis as a random value
between the packet transmission time and the common
period.

24. The method of claim 2, wherein the antenna units
form a first set of antenna units operatively coupled to a base
station, and wherein the method further comprises:

providing multiple sets of antenna units, each set of

antenna units coupled to a respective base station; and
operatively connecting the base stations via a secured
network.

25. The method of claim 2, further comprising:

providing a plurality of antenna units in the physical space

and a base station;

providing a priority list of antenna units that indicates a

relative ranking of antenna units;

receiving, by the base station, data for providing coordi-

nate components from a set of the plurality of antenna
units;
selecting, by the base station, a set of M highest ranking
antenna units from among the set of antenna units; and

generating, by the base station, an antenna coordinate
based on the data received from the M highest ranking
antenna units,

wherein M is the number of coordinate components that

form an antenna coordinate.

26. The method of claim 2, wherein the antenna units
include multiple WAPs (wireless access points), each WAP
including multiple antennas, and wherein generating the
current antenna coordinate includes forming the current
antenna coordinate based on input from no greater than three
WAPs.

27. An electronic system for locating electronic devices in
a physical space, the electronic system comprising a base
station coupled to multiple WAPs (wireless access points),

Apr. 12,2018

each WAP including multiple antennas, the base station
including control circuitry constructed and arranged to:

generate multiple antenna coordinates based on receipt of
wireless packets, each antenna coordinate (i) generated
based on measurements made by no greater than three
WAPs and (ii) representing a region in a multi-dimen-
sional antenna coordinate system;

store entries for antenna coordinates in a data store, each
entry associating a respective antenna coordinate with
information about that antenna coordinate, the infor-
mation including, for one or more of the entries, a
Cartesian coordinate that maps to the respective
antenna coordinate; and

in response to a new wireless packet, (i) generate a current
antenna coordinate for the new wireless packet, (ii)
access a matching entry in the data store, the matching
entry storing information about the current antenna
coordinate, and (iii) provide a Cartesian coordinate
stored in the matching entry as a source location of the
new wireless packet.

28. A computer program product including a set of
non-transient, computer-readable media that store instruc-
tions which, when executed by control circuitry of an
electronic system, cause the electronic system to perform a
method of locating electronic devices in a physical space,
the method comprising:

generating multiple antenna coordinates based on receipt
of wireless packets by a system that includes multiple
antenna units, each antenna coordinate representing a
region in a multi-dimensional antenna coordinate sys-
tem;

storing entries for antenna coordinates in a data store,
each entry associating a respective antenna coordinate
with information about that antenna coordinate, the
information including, for one or more of the entries, a
Cartesian coordinate that maps to the respective
antenna coordinate; and

in response to the antenna units receiving a new wireless
packet, (i) generating a current antenna coordinate for
the new wireless packet, (ii) accessing a matching entry
in the data store, the matching entry storing information
about the current antenna coordinate, and (iii) provid-
ing a Cartesian coordinate stored in the matching entry
as a source location of the new wireless packet,

the method thereby identifying Cartesian coordinates of
sources of wireless packets based on matching of
antenna coordinates.
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