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(54) METHOD AND SYSTEM FOR MANAGING PROPERTY WITH ENCUMBRANCES USING A 
SECURE, IMMUTABLE LEDGER

(57) To manage records for property with encum-
brances using a secure, immutable ledger, identification
information for a particular asset is obtained and trans-
mitted to the ledger. Ownership information for the same
particular asset is obtained and transmitted to the ledger.
Transaction-related documents for the same particular
asset are obtained and transmitted to the ledger. This

allows for the immutable preservation of encumbrances
such as royalty terms and conditions for a property or
asset using the ledger. Additionally, Artificial Intelligence
and Machine Learning elements assist with tasks and
operations related to the asset. Application Programming
Interfaces connect to the Internet of Things to assist with
tagging, tracking, and authentication of assets.
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Description

TECHNICAL FIELD

[0001] The present disclosure relates generally to sys-
tems and methods to digitally automate and semi-auto-
mate tasks involving titles and ownership for real, per-
sonal, and intellectual property of any kind. In particular,
the system provides a multi-layered infrastructure and
platform combining public, federated, and private layers
in a distributed ledger that are utilized in a networked
environment for performing tasks involving property and
property transfer.

BACKGROUND

[0002] It is common to use computing systems, meth-
ods and devices to perform certain tasks and operations
related to identifying property, managing and storing
property records and documents, searching, transferring
and recording ownership of property, clearing property
of encumbrances, and other property-related tasks.
[0003] In many cases the use of computing systems,
methods and devices can increase the accuracy and ef-
ficiency of performing a given property-related operation,
task or transaction; however, there are many deficiencies
and inefficiencies in the way today’s computing systems
are used with respect to property, if and when they are
used at all.
[0004] Even in today’s highly digitized and automated
world, a high percentage of activities surrounding the
identification, recordation, ownership, disencumbering,
transfer, and management of property are manual, inef-
ficient, inaccurate, non-secure and subject to costly er-
rors, fraud, abuse, corruption, and theft.
[0005] There are three (3) main types of tangible and
intangible property. The first type of property is real prop-
erty which includes land, agricultural, residential, indus-
trial and commercial real estate and any improvements
thereon. The second type of property is personal property
which includes vehicles, watercraft, aircraft, art, gems,
jewelry, appliances and essentially any property that is
movable. The third type of property is intellectual property
which includes intangible creations of the human intellect
such as patents, copyright, industrial design rights, trade-
marks, plant variety rights, trade dress, geographical in-
dications, trade secrets, utility models, service marks,
and trade names.
[0006] Many types of property and associated docu-
ments, such as titles and deeds, are recorded in registries
such as land registries, registrars, registers of deeds, de-
partments and bureaus of motor vehicle registries, vessel
registries, aircraft registries, patent and trademark offic-
es, and so forth.
[0007] Property registries vary by jurisdiction including
by country, state, province, district, sub-district, county,
parish, and local municipalities (e.g. cities, villages, set-
tlements, communes and the like).

[0008] The most fragmented type of registries are reg-
istries for real property; these land registries are typically
highly localized such as in the United States where each
of the approximately 3,100 counties, boroughs, census
areas, and parishes have their own unique registry or
registrar for real property. Some countries have only one
national land registry. Historically there have been nu-
merous jurisdictions where there are no property regis-
tries at all, such as several countries in Africa and other
countries such as Afghanistan.
[0009] Somewhat less fragmented are registries for
vehicles and watercraft, such as in the United States
where these tend to consist of one statewide or territory-
wide registry, typically managed for vehicles by a state
Department or Bureau of Motor Vehicles, and typically
for boats by a state Wildlife Resources Commission, a
Department of Natural Resources Conservation, or the
like.
[0010] Additionally, the United States Coast Guard op-
erates a national registry for water vessels, the National
Vessel Documentation Center, and there are numerous
international registries for yachts and ships, including
separate registries maintained by most countries.
[0011] Another national registry for personal property
in the United States was created when federal law es-
tablished the Federal Aviation Administration (FAA) Civil
Aviation Registry as the location for filing title and lien
documents affecting U.S. registered aircraft.
[0012] One national registry in the United States is for
intellectual property and is operated by the U.S. Patent
and Trademark Office (USPTO) which records certain
forms of intellectual property including patents, trade-
marks, and registered copyrights.
[0013] There are also certain fully international regis-
tries, such as the electronic International Registry (IR)
for aircraft formed by The Cape Town Treaty and oper-
ated under the legal framework of the Cape Town Con-
vention and Aircraft protocol adopted by many countries
in 2001.
[0014] Some registries are electronic and fully digital;
other registries are still manual/paper-based; and other
registries are hybrids, with both digital records and paper
records.
[0015] The Peruvian economist Hernando DeSoto has
estimated that worldwide, the value of ’dead capital’ - in
which people do not have legal title to their houses, cars
and other assets - at $20 trillion. According to New Amer-
ica in December 2020, inaccessible land assets repre-
sent a major impediment to international economic de-
velopment, with an estimated $9.3 trillion in global assets
locked because of inadequate proof of ownership. The
World Bank has reported that as of 2017, more than 70
percent of the world’s population does not have any le-
gally registered title to their land.
[0016] In jurisdictions where there no registries, or
where the registries are still manual, outright fraud and
theft of property are not difficult to commit. Even in juris-
dictions where there are electronic registries, the regis-
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tries are typically based on old "legacy systems" and out-
dated technology, such as, for example, state vehicle
registries still existing in the archaic database technology
called "DB2." Today’s property registries can be manip-
ulated, and, in some jurisdictions, there is widespread
abuse, fraud, corruption, and theft of property due to the
inability to immutably record property ownership. Today’s
registries do not utilize common infrastructure or stand-
ards, are not interoperable, are fragile, brittle, difficult to
modify or enhance, and are expensive to maintain.
[0017] There are many possible mistakes, errors, and
encumbrances related to property titles, called title de-
fects, such that if defects are still present and uncleared
at the time of closing on the sale of a property, the transfer
can become invalidated, and the buyer can even sue the
seller. There are many types of defects in titles, most of
which are recorded defects introduced by human errors
and which are herein referred to as Human Induced De-
fects (HIDs) which often come in the form of mistyped
names, transcription errors from paper-based docu-
ments and other non-automated sources, and missing
property descriptions or incorrect legal descriptions.
[0018] Title defects for personal property such as ve-
hicles can include incorrect owner information (e.g., mis-
spelled name, address), incorrect mileage, transcription
errors, incorrect make, year model, or body style, incor-
rect lienholder(s), dates of lien(s), and lien release(s),
and incorrect title number or incorrect Vehicle Identifica-
tion Number (VIN), or in the case of boats, an incorrect
boat length, hull type, or Hull Identification Number (HIN).
Title defects for aircraft can include separate encum-
brances on the airframe, the propeller(s), and the en-
gine(s), and an aircraft without clean title is said to have
a "cloud on the title" which prevents closing on the sale
of the aircraft. Title defects for real property can include,
ineffective notarial clauses, invalid powers of attorney,
deeds by minors, improperly recorded documents, un-
disclosed heirs, gaps in the chain of title, false imperson-
ations, errors in tax records, IRS or tax liens, forged doc-
uments, and non-recorded defects which include bank-
ruptcy, divorce, civil litigation, child support, liens (IRS,
nuisance), and violations (municipal codes, utilities).
These title defects can block the transfer of a property
and non-recorded defects can impact marketability of title
to a property.
[0019] Some projects have been developed which at-
tempt application of blockchain to the domain of real prop-
erty registration and land title related activities. These
projects have typically targeted a single jurisdiction such
as one country or one municipality. These projects, pilots,
and attempts to use blockchain for storing real property
titles and related information suffer many drawbacks, de-
fects, and shortcomings in their approach that hinder their
success. These projects are typically only able to work
for small, narrowly scoped problems, classes of proper-
ties, and jurisdictions, which leads to unscalable, un-re-
usable results. Additionally, these projects have used
proprietary, custom-built blockchains that tend to be lim-

ited, one-off solutions that work only for a single jurisdic-
tion or a small, limited number of simple jurisdictions.
Moreover, the attempts to apply DLT to real property have
developed a single-purpose solution that only works for
a single use case or a small handful of related use cases.
Furthermore, these projects have used proprietary,
closed solutions that do not allow widespread industry
participation or global participation in the design and de-
velopment of the solutions nor do they allow open par-
ticipation in the governance, particularly among incum-
bent participants in the property industry who do not di-
rectly benefit economically from the attempts to date.
[0020] Moreover, these projects have attempted to
store all information related to each property in a single
blockchain layer. As Michael Graglia and Christopher
Mellon wrote in their report, "Blockchain and Property in
2018," while land documents have to be stored some-
where, current public blockchains are not able to handle
large amounts of land data, such as deeds, titles, and
maps.
[0021] All of these disadvantages work together to in-
crease the difficulty of and/or limit the usability of current
/ previous approaches to using public blockchains for re-
cording property information.

SUMMARY

[0022] The present disclosure relates to Distributed
Ledger Technology (DLT) which enables digital systems
to record the characteristics of assets along with trans-
actions and operations performed on assets in which the
transactions, operations and their details are recorded in
multiple places at the same time.
[0023] Unlike traditional databases, distributed ledg-
ers have no central data store. The present disclosure
relates to private ledgers which are permissioned distrib-
uted ledger systems where a single authority or organi-
zation has write-access to the network and control over
read permissions can be public or restricted if a public
readability feature is included in the private ledger. The
present disclosure also relates to public ledgers which
are databases that are consensually shared and syn-
chronized across multiple sites, institutions, or geogra-
phies, accessible by multiple people and systems, and
allowing transactions to have public "witnesses," and par-
ticipants at each node of the network can access the
recordings shared across that network and can own iden-
tical copies of it; any changes or additions made to the
ledger are reflected and copied to all participants. More-
over, the present disclosure relates to federated ledgers,
which are hybrid public/private ledgers that are similar to
private ledgers, but which remove the sole organization
influence from the network and enable multiple entities
to use the network for their benefit as a hub where the
multiple organizations can simultaneously exchange in-
formation and work, enabling participants to "fast for-
ward" any kind of work requiring multiple entities to par-
ticipate or approve transactions. The present disclosure
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relates to cross-ledger interoperability between two rel-
atively independent ledgers, which allows ledgers to
speak to one another because they are built in a stand-
ardized way, and which cross-ledger implementation is
mainly represented by asset swap and asset transfer,
and with which cross-ledgers the limitations of a single
ledger can be avoided.
[0024] Furthermore, the present disclosure relates to
smart contracts which are computerized transaction pro-
tocols that execute terms of a contract and can be self-
executing; in effect, a smart contract has a conditional or
an "if’ component (in artificial intelligence terminology,
called the "left hand side" of a rule), and also has an ex-
ecutable or "then" component (in AI terminology, called
the "right hand side" of a rule), with the difference being
that a smart contract "watches" a distributed ledger for
its conditions to be met at which point it "fires" or exe-
cutes and immutably records its actions (contract) on the
distributed ledger.
[0025] Additionally, the present disclosure relates to
copyforward which is a new practice to manage owner-
ship and rights for a property whereby the creator or cur-
rent owner of a property specifies permanent or semi-
permanent contractual terms and conditions, such as
royalties and permitted uses, which are permanently and
immutably affixed to the property and stored in a distrib-
uted ledger, and passed with the property from owner to
owner, thus implementing a hybrid of copyright, copyleft,
and droit de suite utilizing the present disclosure, which
means arbitrarily complex sets of terms and conditions
can "follow" a property from owner to owner using cop-
yforward.
[0026] Techniques, systems, apparatuses, compo-
nents, devices, and methods are disclosed for utilizing a
distributed ledger, or blockchain, for managing property
records. For example, in a property recordation system,
a distributed ledger may be maintained by nodes. To
manage and record property information in a manner that
is secure, immutable, and trustless without overloading
a blockchain with so much data that it becomes nearly
impossible to maintain, the present disclosure utilizes a
multi-layered hybrid distributed ledger architecture. Each
layer manages and records a different type of property
information for the same property, where the most de-
centralized layer includes the least amount of data per
property.
[0027] More specifically, the multi-layered hybrid dis-
tributed ledger architecture includes a public distributed
ledger layer which is accessible by multiple people and
systems, is permissionless, and allows transactions to
have public "witnesses." Participants at each node of the
network can access the recordings shared across that
network and can own identical copies of it. Any changes
or additions made to the public distributed ledger layer
are reflected and copied to all participants. The public
distributed ledger layer obtains identification information
for properties. The identification information may unique-
ly identify a property and may be static and immutable in

the public distributed ledger layer.
[0028] The multi-layered hybrid distributed ledger ar-
chitecture also includes a federated distributed ledger
layer which requires nodes to receive permission to ap-
pend data to the federated distributed ledger layer. Con-
trol over read permissions can be public or restricted if a
public readability feature is included in the federated
ledger layer. If read permissions are restricted, a user
attempting to view the federated ledger layer may need
to enter a user name and password for authentication.
The federated distributed ledger layer obtains ownership
information for properties. The ownership information
may indicate transfers of ownership of a property from
one owner to another, the dates of the transfers, the sale
prices of the transfers, encumbrances on the property,
etc. The ownership information may be dynamic and
more memory intensive than the identification informa-
tion. Moreover, the ownership information may be more
sensitive and private than the identification information.
Accordingly, the ownership information is managed by
the federated distributed ledger layer rather than a public
distributed ledger layer that can be accessed by any com-
puting device.
[0029] Still further, the multi-layered hybrid distributed
ledger architecture includes a private distributed ledger
layer where a single authority or organization has write-
access to the network and control over read permissions
can be public or restricted if a public readability feature
is included in the private ledger. If read permissions are
restricted, a user attempting to view the private ledger
layer may need to enter a user name and password for
authentication. The private distributed ledger layer ob-
tains transaction-related documents for properties. The
transaction-related documents may include contracts, ti-
tle documents, deeds, documents describing encum-
brances, mortgages, liens, lease documents, etc. The
transaction-related documents may be dynamic and
more memory intensive than the identification informa-
tion and the ownership information. Moreover, the trans-
action-related documents may be more sensitive and pri-
vate than the identification information and ownership
information. Accordingly, the transaction-related docu-
ments are managed by a single authority or organization
rather than a public distributed ledger layer that can be
accessed by any computing device, or a federated dis-
tributed ledger layer that can be accessed by multiple
organizations which may not have permission to view the
transaction-related documents from the people or organ-
izations associated with the transaction-related docu-
ments.
[0030] The distributed ledger layers in the multi-lay-
ered hybrid distributed ledger architecture may reference
each other so that a user may obtain property information
for the same property from each of the layers. For exam-
ple, a user may mint a non-fungible token (NFT) repre-
senting a property on the public ledger layer, where the
NFT includes identification and ownership information for
the property. The NFT may be wrapped in wrapped NFTs
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on the federated and private distributed ledger layers,
such that the ledger layers may reference each other
through the NFT and wrapped NFTs referring to the NFT.
In other implementations, the distributed ledger layers
may reference each other using any suitable combination
of identifiers and/or cross-chain tools, such as asset iden-
tifiers, creator identifiers, chain identifiers, digital certifi-
cate of authenticity identifiers, owner identifiers, transac-
tion identifiers, user identifiers, RDF identifiers, location
identifiers, etc.
[0031] One example embodiment of the techniques of
this disclosure is a system for managing property records
using a multi-layered hybrid distributed ledger architec-
ture. The system includes one or more processors and
a non-transitory computer-readable medium coupled to
the one or more processors and storing instructions ther-
eon. The instructions, when executed by the one or more
processors, cause the one or more processors to obtain
identification information for a particular property, and
transmit the identification information for the particular
property to at least one participant in a public distributed
ledger network of participants maintaining a public dis-
tributed ledger layer. Additionally, the instructions cause
the one or more processors to obtain ownership informa-
tion for the same particular property, and transmit the
ownership information for the same particular property
to at least one participant in a federated distributed ledger
network of participants maintaining a federated distribut-
ed ledger layer. The federated distributed ledger network
participants have permission to append distributed ledg-
er data to the federated distributed ledger layer. Further-
more, the instructions cause the one or more processors
to obtain one or more transaction-related documents for
the same particular property, and transmit the one or
more transaction-related documents for the same prop-
erty to at least one participant in a private distributed ledg-
er network of participants maintaining a private distribut-
ed ledger. The private distributed ledger network partic-
ipants each correspond to a same entity. The public dis-
tributed ledger layer, the federated distributed ledger lay-
er, and the private distributed ledger layer are different
layers of a property distributed ledger each having a sep-
arate set of consensus rules for appending distributed
ledger data to the respective layer.
[0032] Another example embodiment of the tech-
niques of this disclosure is a system for managing prop-
erty records using a plurality of validating network nodes
in a multi-layered hybrid distributed ledger architecture.
The system includes a first validating network node in a
public distributed ledger network. The first validating net-
work nodes includes a first transceiver configured to ex-
change public distributed ledger data with a first set of
peer network nodes. The public distributed ledger data
including identification information for properties. The
first validating network node also includes a first storage
media configured to store a copy of a public distributed
ledger layer, and a first validator configured to apply a
first set of consensus rules to the public distributed ledger

data received from the first set of peer network nodes.
The system also includes a second validating network
node in a federated distributed ledger network. The sec-
ond validating network node includes a second trans-
ceiver configured to exchange federated distributed ledg-
er data with a second set of peer network nodes. The
federated distributed ledger data includes ownership in-
formation for the same properties. The second validating
network node also includes a second storage media con-
figured to store a copy of a federated distributed ledger
layer, and a second validator configured to apply a sec-
ond set of consensus rules to the federated distributed
ledger data received from the second set of peer network
nodes. The second validating network node has permis-
sion to participate in the federated distributed ledger net-
work. Furthermore, the system includes a third validating
network node in a private distributed ledger network. The
third validating network node includes a third transceiver
configured to private distributed ledger data with a third
set of peer network nodes. The private distributed ledger
data includes transaction-related documents for the
same properties. The third validating network node also
includes a third storage media configured to store a copy
of the private distributed ledger layer, and a third validator
configured to apply a third set of consensus rules to the
private distributed ledger data received from the third set
of peer network nodes. The third set of peer network
nodes correspond to a same entity. The first, second,
and third sets of consensus rules are different, and for a
particular property, the public, federated, and private dis-
tributed ledger layers reference each other.
[0033] Yet another example embodiment of the tech-
niques of this disclosure is a system for managing en-
cumbrances associated with assets using a distributed
ledger maintained by a plurality of participants. The sys-
tem includes one or more processors and a non-transi-
tory computer-readable medium coupled to the one or
more processors and storing instructions thereon. The
instructions, when executed by the one or more proces-
sors, cause the one or more processors to identify an
encumbrance on an asset when the asset is transferred
from a first owner to a second owner. Additionally, the
instructions cause the one or more processors to gener-
ate a transaction including a transfer of the asset from
the first owner to the second owner and a description of
the encumbrance. Moreover, the instructions cause the
one or more processors to transmit the transaction to at
least one other participant in a distributed ledger network
of participants maintaining a distributed ledger.
[0034] Another example embodiment of the tech-
niques of this disclosure is a method for managing en-
cumbrances associated with assets using a distributed
ledger maintained by a plurality of participants. The meth-
od includes identifying an encumbrance on an asset
when the asset is transferred from a first owner to a sec-
ond owner. Moreover, the method includes generating a
transaction including a transfer of the asset from the first
owner to the second owner and a description of the en-
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cumbrance, and transmitting the transaction to at least
one other participant in a distributed ledger network of
participants maintaining a distributed ledger.
[0035] Yet another example embodiment of the tech-
niques of this disclosure is a system for presenting indi-
cations of encumbrances associated with assets using
a distributed ledger maintained by a plurality of partici-
pants. The system includes a user interface, one or more
processors, and a non-transitory computer-readable me-
dium coupled to the user interface and the one or more
processors and storing instructions thereon. The instruc-
tions, when executed by the one or more processors,
cause the one or more processors to present, via the
user interface, a display of assets associated with a first
owner. The instructions further cause the one or more
processors to receive, via the user interface, a request
to transfer ownership of one of the assets from the first
owner to a second owner, receive, via the user interface,
a description of an encumbrance on the asset. Further-
more, the instructions cause the one or more processors
to transmit a transaction including a transfer of the asset
from the first owner to the second owner and the descrip-
tion of the encumbrance to at least one other participant
in a distributed ledger network of participants maintaining
a distributed ledger, and present, via the user interface,
an updated display of the assets associated with the first
owner including the description of the encumbrance of
the asset transferred to the second owner.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036]

FIG. 1 is a block diagram illustrating an example
computer in accordance with an illustrative embod-
iment.

FIG. 2 is an illustrative diagram representing a high-
level architectural view of the present disclosure in
accordance with an illustrative embodiment.

FIG. 3 is a block diagram representing one imple-
mentation of the techniques of this disclosure applied
to personal property, in particular, to the aircraft.

FIG. 4 is a block diagram representing another im-
plementation of the techniques of this disclosure ap-
plied to personal property, in particular, to the water-
craft//vessels/boats.

FIG. 5 is a block diagram representing yet another
implementation of the techniques of this disclosure
applied to personal property, in particular, to the ve-
hicles.

FIG. 6 is a block diagram representing another im-
plementation of the techniques of this disclosure ap-
plied to real property, in particular, to land.

FIG. 7 is a block diagram representing yet another
implementation of the techniques of this disclosure
applied to real property, in particular, to commercial
real estate.

FIG. 8 is a block diagram representing another im-
plementation of the techniques of this disclosure ap-
plied to real property, in particular, to residential real
estate.

FIG. 9 is an exemplary distributed ledger system for
recording transactions and executing smart con-
tracts in a property recordation system.

FIG. 10 illustrates exemplary validating network
nodes and an exemplary transaction flow on a dis-
tributed ledger network in a property recordation sys-
tem.

FIG. 11 illustrates exemplary components of a net-
work node on a distributed ledger network in a proc-
ess control system.

FIG. 12 illustrates an example distributed ledger in-
cluding a blockchain layer having blocks of transac-
tions and multiple side blockchains, side chains, or
additional blockchain layers each maintained by dif-
ferent sets of nodes.

FIG. 13 illustrates an example display of the revenue
received by each owner in a copyforward system.

FIG. 14 illustrates an exemplary transaction record-
ing a property transfer of an asset which includes an
encumbrance on the asset, such as a copyforward
royalty payment owed to the creator upon subse-
quent sales of the asset.

FIG. 15 illustrates an exemplary transaction record-
ing identification information for an asset in a public
distributed ledger layer of the distributed ledger illus-
trated in FIG. 12.

FIG. 16 illustrates an exemplary transaction record-
ing ownership information for the asset in a federated
distributed ledger layer of the distributed ledger illus-
trated in FIG. 12.

FIG. 17 illustrates an exemplary transaction record-
ing transaction-related documents for the transfer of
the asset to a new owner in a private distributed ledg-
er layer of the distributed ledger illustrated in FIG. 12.

FIG. 18 illustrates an exemplary display of the assets
associated with a user, including encumbrances on
the assets resulting in royalty payments owed to the
user.
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FIG. 19 illustrates an exemplary display for listing an
asset for sale.

FIG. 20 illustrates an exemplary display for entering
the terms of an agreement between the buyer and
seller of an asset, including encumbrances placed
on the asset as a result of the sale.

FIG. 21 illustrates a high-level architectural view of
one example implementation of the copyforward
system.

FIG. 22 illustrates a high-level architectural view of
the property recordation system.

DETAILED DESCRIPTION

[0037] A distributed ledger is a storage mechanism for
data, events, transactions, etc. that is maintained by sev-
eral participants. More specifically, a distributed ledger
is a way of achieving a distributed consensus on the va-
lidity or invalidity of information recorded in the distributed
ledger. In other words, the distributed ledger provides a
decentralized trust to participants and observers. As op-
posed to relying on a central authority, a distributed ledg-
er is a decentralized database in which a transactional
record of changes to the ledger is maintained and vali-
dated by each node of a peer-to-peer network. One type
of distributed ledger, a blockchain, is comprised of group-
ings of transactions organized together into a "block,"
and ordered sequentially (thus the term "blockchain").
While the distributed ledgers discussed herein are re-
ferred to in the context of a blockchain, this is merely one
example of a distributed ledger. Distributed ledgers may
also include a tangle, a block lattice, or other directed
acyclic graph (DAG). In any event, nodes may join and
leave the blockchain network over time and may obtain
blocks from peer nodes that were propagated while the
node was gone. Nodes may maintain addresses of other
nodes and exchange addresses of known nodes with
one another to facilitate the propagation of new informa-
tion across the network in a decentralized, peer-to-peer
manner.
[0038] The nodes that share the ledger form what is
referred to herein as the distributed ledger network. The
nodes in the distributed ledger network validate changes
to the blockchain (e.g., when a new transaction and/or
block is created) according to a set of consensus rules.
The consensus rules depend on the information being
tracked by the blockchain and may include rules regard-
ing the chain itself. For example, a consensus rule may
include that the originator of a change supply a proof-of-
identity such that only approved entities may originate
changes to the chain. A consensus rule may require that
blocks and transactions adhere to format requirements
and supply certain meta information regarding the
change (e.g., blocks must be below a size limit, transac-
tions must include a number of fields, etc.). Consensus

rules may include a mechanism to determine the order
in which new blocks are added to the chain (e.g., through
a proof-of-work system, proof-of-stake, etc.).
[0039] Additions to the blockchain that satisfy the con-
sensus rules are propagated from nodes that have vali-
dated the addition to other nodes that the validating node
is aware of. If all of the nodes that receive a change to
the blockchain validate the new block, then the distribut-
ed ledger reflects the new change as stored on all nodes,
and it may be said that distributed consensus has been
reached with respect to the new block and the information
contained therein. Any change that does not satisfy the
consensus rule is disregarded by validating nodes that
receive the change and the change is not propagated to
other nodes. Accordingly, unlike a traditional system
which uses a central authority, a single party cannot uni-
laterally alter the distributed ledger unless the single party
can do so in a way that satisfies the consensus rules.
The inability to modify past transactions leads to block-
chains being generally described as trusted, secure, and
immutable.
[0040] The validation activities of nodes applying con-
sensus rules on a blockchain network may take various
forms. In one implementation, the blockchain may be
viewed as a shared spreadsheet that tracks data such
as the ownership of assets. In another implementation,
the validating nodes execute code contained in "smart
contracts" and distributed consensus is expressed as the
network nodes agreeing on the output of the executed
code.
[0041] A smart contract is a computer protocol that en-
ables the automatic execution and/or enforcement of an
agreement between different parties. In particular, the
smart contract may be computer code that is located at
a particular address on the blockchain. In some cases
the smart contract may run automatically in response to
a participant in the blockchain sending funds (e.g., a
cryptocurrency such as bitcoin, ether, or other digital/vir-
tual currency) to the address where the smart contract
is stored. Additionally, smart contracts may maintain a
balance of the amount of funds that are stored at their
address. In some scenarios when this balance reaches
zero the smart contract may no longer be operational.
[0042] The smart contract may include one or more
trigger conditions, that, when satisfied, correspond to one
or more actions. For some smart contracts, the action(s)
performed may be determined based upon one or more
decision conditions. In some instances, data streams
may be routed to the smart contract so that the smart
contract may detect that a trigger condition has occurred
and/or analyze a decision condition.
[0043] Blockchains may be deployed in a public, de-
centralized, and permissionless manner meaning that
any party may view the distributed ledger, submit new
information to be added to the ledger, or join the network
as a validating node. Other blockchains are private (e.g.,
permissioned ledgers) that keep chain data private
among a group of entities authorized to participate in the
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blockchain network. Other blockchain implementations
may be both permissioned and permissionless whereby
participants may need to be validated, but only the infor-
mation that participants in the network wish to be public
is made public.
[0044] In some implementations, a distributed ledger
includes multiple blockchains such as a main blockchain
and several side chains operating independently of the
main blockchain. The side chains then interact with the
main blockchain to provide some of the transaction data
from the side chains to the main blockchain. In this man-
ner, the side chains can be permissioned or private while
the main blockchain is public or available to a larger
number of entities than the side chains. Non-sensitive
information from the side chains may be shared on the
main blockchain. Also in some implementations, a dis-
tributed ledger includes multiple layers or separate block-
chains executing in parallel that are maintained by the
same validating nodes. Some of the transaction data
from the blockchain for the first layer may be provided to
the blockchain for the second layer or vice versa.
[0045] In one example, a distributed ledger in a prop-
erty recordation system may be maintained by validating
nodes which transmit data to remote systems using one
or more public and/or private networks, such as a private
enterprise network, the Internet, a cellular router, a back-
haul Internet or other type backhaul connection. The val-
idating nodes receive transactions broadcasted to the
distributed ledger network by for example, user devices.
The nodes then validate the broadcasted transactions.
[0046] In another example, the validating nodes exe-
cute code contained in "smart contracts" and other de-
vices act as "evidence oracles" which provide evidence
related to title transfers, encumbrances, etc. to the block-
chain. Oracles may be systems, devices, or entities that
connect a deterministic system with a non-deterministic
system or data source.
[0047] In the following description, for the purposes of
explanation, specific details are set forth in order to pro-
vide a thorough understanding of various implementa-
tions and examples. Various implementations may be
practiced without these specific details. The figures and
description are not intended to be restrictive.
[0048] FIG. 1 is a block diagram illustrating a comput-
ing system 100 for creating an intelligent and immersive
training scenario and for assessing and evaluating train-
ee performance with respect to the training scenario ac-
cording to one example of the present disclosure. In other
examples, fewer, additional, or different components
may be present. The computing system 100 may be any
suitable computing machine such as a tablet, smart
phone, laptop computer, desktop computer, server, re-
mote client device, gaming device, smart television de-
vice, wearable computer, or any combination thereof.
The computing system 100 can include at least one proc-
essor 102 coupled to a chipset 104. The chipset 104 can
include a memory controller hub 120 and an input/output
(I/O) controller hub 122. A memory 106 and a graphics

adapter 112 can be coupled to the memory controller hub
120. A display 118 can be coupled to the graphics adapter
112. A storage device 108, input device 110, gesturing
device 114, and network adapter 116 can be coupled to
the I/O controller hub 122. Other examples of the com-
puting system 100 may be characterized by different ar-
chitectures.
[0049] The storage device 108 can include a non-tran-
sitory computer-readable storage medium such as a hard
drive, compact disk read-only memory (CD-ROM), DVD,
or a solid-state memory device. The memory 106 can
include instructions and data usable by the processor
102. The gesturing device 114 can include a computer
mouse, track ball, or other type of gesturing device, and
can be used in combination with the input device 110 to
input data into the computing system 100. The gesturing
device 114 may also be a gaming system controller, or
any type of device used to control a gaming system. For
example, the gesturing device 114 may be connected to
a video or image capturing device that employs biometric
scanning to detect a specific user. The specific user may
employ motions or gestures to command the gesturing
device 114 to control various aspects of the computing
system 100.
[0050] The graphics adapter 112 can display images
and other information on the display 118. The network
adapter 116 can couple the computing system 100 to
one or more computer networks. The computing system
100 can be adapted to execute computer program mod-
ules for providing functionality or the operations de-
scribed herein. As used herein, the term module refers
to computer program logic used to provide the specified
functionality. Thus, a module can be implemented in
hardware, firmware, or software. In some examples, pro-
gram modules can be stored on the storage device 108,
loaded into the memory 106, and executed by the proc-
essor 102.
[0051] The types of computers used by the entities and
processes disclosed herein can vary depending on the
example and processing power of the associated entity.
The computing system 100 may be a mobile device, tab-
let, smartphone or any sort of computing element with
the above-listed elements. For example, a data storage
device, such as a hard disk, solid state memory, or stor-
age device may be stored in a distributed database sys-
tem including various blade servers working together to
provide the functionality described herein. The comput-
ers can lack some of the components described above,
such as input devices 110, graphics adapters 112, and
displays 118.
[0052] The functionality or operations described herein
and with respect to FIGS. 2-21 may be performed partially
or wholly on a processor, such as the one described
above with regards to the computing system 100.
[0053] Some of the devices shown in FIG. 1 include a
computing system. The computing system can include a
processor (CPU) and a system bus that can couple var-
ious system components including a system memory
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such as read only memory (ROM) and random-access
memory (RAM), to the processor. The aspects disclosed
herein may be suitably implemented on conventional
computing devices, for example, computer workstations,
on Internet-based applications, on optical computing de-
vices, neural computers, biological computers, molecular
computing devices, and other devices. As may be ap-
preciated by those skilled in the art, the aspects disclosed
herein may be implemented on any system, automaton,
or automated machine.
[0054] The computing system 100 may act as a server.
The computing system 100 may be clustered with other
computing systems 100 to create the server or a network
of computing systems 100. The various computing sys-
tems 100 that constitute the server may communicate
with each other over a network. As can be appreciated
by one of ordinary skill in the art, the embodiments dis-
closed herein may be implemented on any suitable sys-
tem, network architecture, configuration, device, ma-
chine, or apparatus, and is not construed as being limited
to any specific configuration, network, systems, even
though an example system is shown and described with
respect to FIG. 1.
[0055] The examples herein may be suitably imple-
mented on conventional computing devices, for example,
computer workstations, on Internet-based applications,
on optical computing devices, neural computers, biolog-
ical computers, molecular computing devices, and other
devices. As may be appreciated by those skilled in the
art, the operations described herein may be implemented
on any system, automaton, Von Neumann machine, Tu-
ring-complete method such as functional programming
or other method based on lambda calculus, or Turing
machine or Turing machine equivalent. An automaton is
herein described as a mechanism that is relatively self-
operating and designed to follow a predetermined se-
quence of operations or respond to encoded instructions.
A Von Neumann machine is herein described as an ar-
chitecture for constructing computing devices. A Turing
machine is herein described as an abstract expression
of a computing device that may be realized or implement-
ed on an infinite number of different physical computing
devices.
[0056] Examples of systems, automatons or Turing
machines that may be utilized in performing the process
of the present invention include, but are not limited to:
electrical computers (for example, an International Busi-
ness Machines (IBM) personal computer); neuro-com-
puters (for example, one similar to the "General Purpose
Neural Computer" described in U.S. Pat. No. 5,155,802,
issued to Paul H. Mueller, on Oct. 13, 1992); molecular
computers (for example, one similar to the "Molecular
Automata Utilizing Single or Double-Strand Oligonucle-
otides" described in U.S. Pat. No. 5,804,373, issued to
Allan Lee Schweiter et al., on Sep. 8, 1998); biological
computers (for example, one similar to the biological
computer presented by Ehud Shapiro, of the Computer
Science and Applied Mathematics Department at the

Weizman Institute of Science (Rehovot, Israel), at the
Fifth International Meeting on DNA-Based Computers);
quantum computers (for example, one similar to the
"Method and apparatus for quantum information
processing", described in U.S. Pat. No. 5,917,322, is-
sued to Neil Gershenfeld et al. on June 29, 1999); and
optical computers.
[0057] The examples disclosed herein may be applied
to devices such as neurosynaptic computers, applica-
tion-specific computers (or application specific integrated
circuits, sometimes referred to as ASICs), software-de-
fined hardware, domain-specific systems on a chip, proc-
essors devoted specifically to artificial intelligence-relat-
ed tasks, or any computer, processor or chip with a spe-
cial architecture.
[0058] The systems described above may provide mul-
tiple ones of any or each of those components and these
components may be provided on either a standalone ma-
chine or, in some embodiments, on multiple machines in
a distributed system. In addition, the systems and oper-
ations described above may be provided as one or more
computer-readable programs embodied on or in one or
more articles of manufacture.
[0059] The term "article of manufacture" as used here-
in is intended to encompass code or logic accessible from
and embedded in one or more computer-readable devic-
es, firmware, programmable logic, memory devices (e.g.,
EEPROMs, ROMs, PROMs, RAMs, SRAMs, DRAMs,
DIMMs, etc.), hardware (e.g., integrated circuit chip, Field
Programmable Gate Array (FPGA), Application Specific
Integrated Circuit (ASIC), etc.), electronic devices, a
computer readable non-volatile storage unit (e.g., CD-
ROM, floppy disk, hard disk drive, etc.). The article of
manufacture may be accessible from a server providing
access to the computer-readable programs via a network
transmission line, wireless transmission media, signals
propagating through space, radio waves, infrared sig-
nals, quantum signals, etc. The article of manufacture
may be a memory card, magnetic tape, or any other de-
vice for storing information. The article of manufacture
includes hardware logic as well as software or program-
mable code embedded in a computer readable medium
that is executed by a processor.
[0060] In general, the computer-readable programs
may be implemented in any suitable programming lan-
guage, such as LISP, PERL, C, C++, C#, PROLOG,
Clojure, Python, Perl, Swift, PHP, Javascript, SQL, any
variation of SQL, SparQL, Neo4J, any RDF query lan-
guage, QCL (Quantum Computer Language) or in any
byte code language such as Java, or in any form of ev-
olutionary programming such as genetic algorithms or
genetic programs, or in any bio-programming language
such as those for programming DNA. The software pro-
grams may be stored on or in one or more articles of
manufacture as source code or as object code. Various
physical systems such as the computing system 100 may
be used as described herein to perform various opera-
tions such as the operations described herein.
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[0061] The computing system may include more than
one processor, or a group or cluster of computing sys-
tems networked together to provide greater processing
capability. The system bus may be any of several types
of bus structures including a memory bus or memory con-
troller, a peripheral bus, and a local bus using any of a
variety of bus architectures. A basic input/output system
(BIOS) stored in the ROM or the like may provide basic
routines that help to transfer information between ele-
ments within the computing system, such as during start-
up.
[0062] The computing system 100 can additionally in-
clude data stores, which maintain a database according
to known database management systems (DBMS). The
data stores may include a hard disk drive, a magnetic
disk drive, an optical disk drive, or another type of com-
puter readable media which can store data that are ac-
cessible by the processor, such as magnetic cassettes,
flash memory cards, digital versatile disks, cartridges,
random access memory (RAM) and read only memory
(ROM). The data stores may be connected to the com-
puting system bus by a drive interface and the data stores
provide nonvolatile storage of computer readable instruc-
tions, data structures, program modules and other data
for the computing system.
[0063] To enable human (and in some instances, ma-
chine) user interaction, the computing system may in-
clude an input device 110, such as a microphone for
speech and audio, a touch sensitive screen for gesture
or graphical input, keyboard, mouse, motion input, mo-
tion detection, camera for video and photo input, virtual
reality gloves, controllers, thumb rings, wands, move
controllers, touch controllers, knuckle controllers, glass-
es with eye controllers, and the like. In some instances,
multimodal systems enable a user to provide multiple
types of input to communicate with the computing sys-
tem.
[0064] An output device, such as the display 118, can
include one or more of a number of output mechanisms,
such as a display screen, a printer, a speaker, a heads-
up display, an augmented reality display, a virtual reality
headset, or any other output or display mechanism. A
communications interface generally enables the comput-
ing device system to communicate with one or more other
computing devices using various communication and
network protocols.
[0065] Examples disclosed herein can be implement-
ed in digital electronic circuitry, or in computer software,
firmware, or hardware, including the herein disclosed
structures and their equivalents. Some examples can be
implemented as one or more computer programs, i.e.,
one or more modules of computer program instructions,
encoded on a tangible computer storage medium for ex-
ecution by one or more processors. A computer storage
medium can be, or can be included in, a computer-read-
able storage device, a computer-readable storage sub-
strate, or a random or serial access memory. The com-
puter storage medium can also be, or can be included

in, one or more separate tangible components or media
such as multiple CDs, disks, or other storage devices.
[0066] As used herein, the term processor can encom-
pass various apparatuses, devices, and machines for
processing data, including by way of example a program-
mable processor, a computer, a system on a chip, or
multiple ones, or combinations, of the foregoing. The
processor can include special purpose logic circuitry,
e.g., a field programmable gate array (FPGA), or an ap-
plication-specific integrated circuit (ASIC). The proces-
sor can include, in addition to hardware, code that creates
an execution environment for the computer program in
question, e.g., code that constitutes processor firmware,
a protocol stack, a database management system, an
operating system, a cross-platform runtime environment,
a virtual machine, or a combination of one or more of
them.
[0067] A computer program (also known as a program,
module, engine, software, software application, script,
function, procedure, algorithm, method, or code) can be
written in any form of programming language, including
compiled or interpretive languages, declarative, proce-
dural, or functional languages, and the program can be
deployed in any form, including as a standalone program
or as a module, component, element, subroutine, object,
method, or other unit suitable for use in a computing en-
vironment. A computer program may correspond to a file
in a file system. A program can be stored in a portion of
a file that includes other programs or data (e.g., one or
more scripts stored in a markup language document), in
a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or
more modules, sub-programs, or portions of code). A
computer program can be deployed to be executed on
one computer or on multiple computers that are located
at one site or distributed across multiple sites and inter-
connected by a communication network.
[0068] To provide for interaction with an individual, the
herein disclosed embodiments can be implemented us-
ing an interactive display, such as a user interface. Such
user interfaces may include interactive features such as
pop-up or pull-down menus, lists, selection tabs, check-
boxes, radio buttons, toggles, sliders, buttons, hyperlinks
or other features or user interface widgets that can re-
ceive human inputs.
[0069] The computing system disclosed herein can in-
clude clients and servers. A client and server can gen-
erally be remote from each other and typically interact
through a communications network. The relationship of
client and server arises by virtue of computer programs
running on the respective computers and having a client-
server relationship to each other. In some examples, a
server transmits data (e.g., an HTML page, data tagged
by XML, JSON objects, etc.) to a client device (e.g., for
purposes of displaying data to and receiving input from
a user interacting with the client device). Data generated
at the client device (e.g., as a result of user interaction)
can be received from the client device at the server.
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[0070] In an illustrative embodiment, any of the oper-
ations described herein can be implemented at least in
part as computer-readable instructions stored on a com-
puter-readable medium or memory. Upon execution of
the computer-readable instructions by a processor, the
computer-readable instructions can cause a computing
system 100 to perform the operations.
[0071] The operations described herein and with re-
spect to FIGS. 2-21 may be performed partially or wholly
on, or otherwise using, the processor 102. For example,
the processor 102 can execute one or more operations
for generating and applying a training model 111 for train-
ing machine learning models for various machine learn-
ing functions related to property and property transfer. In
some examples, the training model 111 can be or can
include one or more AI models. The processor 102 can
execute instructions stored in the memory 106 to perform
the operations. The processor 102 can include one
processing device or multiple processing devices or
cores. Non-limiting examples of the processor 102 in-
clude a Field-Programmable Gate Array ("FPGA"), an
application-specific integrated circuit ("ASIC"), a micro-
processor, etc.
[0072] In some examples, the memory 106 can include
computer program instructions for executing or applying
the training model 111. For example, the instructions can
include the training model 111 that is executable by the
processor 102 for causing the processor 102 to output
one or more evaluations or assessments of a potential
list price of a property with respect to the quantitative
values can include numeric scores or other types of quan-
titative information for indicating whether the list price is
within a threshold range of a predicted sale price for the
property. For example, the computing system 100 can
output quantitative information, such as a percentage
score or a percentile score indicating a likelihood that the
property will sell for the potential list price.
[0073] FIG. 2 illustrates a high-level architectural view
200 of the present disclosure. In alternative embodi-
ments, fewer, additional, and/or different elements, lay-
ers, and devices are included. As shown in FIG. 2, a
hybrid distributed ledger environment 212 includes a pri-
vate ledger layer, a federated ledger layer, and a public
ledger layer. Additionally, the hybrid distributed ledger
environment 212 may include an Internet of Things
(IoT)/device layer. The IoT layer may be a system of in-
terrelated computing devices, mechanical and digital ma-
chines, objects, animals or people that are provided with
unique identifiers (UIDs) and have the ability to transfer
data over a network without requiring human-to-human
or human-to-computer interaction.
[0074] Buyers 206 and sellers 202 may interact by re-
cording property transactions of real world objects 204
via the hybrid distributed ledger environment 212. Addi-
tionally, applications 210, artificial intelligence elements
218, and machine learning elements 220, 222 may inter-
act with the hybrid distributed ledger environment 212 to
facilitate the recordation and/or transfer of property. Ap-

plications programming interfaces (APIs), application
programs, robotic process automation, and intelligent us-
er interfaces may also be utilizing with the hybrid distrib-
uted ledger environment 212 to facilitate the recordation
and/or transfer of property. Robotic Process Automation
(RPA) is technology allowing the configuration of com-
puter software as a "robot" to emulate and integrate the
actions of a human interacting within digital systems to
execute a business process. Intelligent user interfaces
(Intelligent UI, IUI, or sometimes Interface Agents) are
user interfaces (UI) that involves some aspect of artificial
intelligence (AI or computational intelligence) and which
allow the interface to better understand a user’s needs
and personalize or guide the interaction.
[0075] The artificial intelligence elements 218 may in-
clude natural language capabilities for receiving voice
commands related to property transfer. The artificial in-
telligence elements 218 may also search several sources
of information on a property to identify all of the relevant
information for the property such as encumbrances on
the property and aggregate the results. Still further, the
artificial intelligence elements 218 may recognize pat-
terns in general or specific types of properties to perform
a predictive analysis and predict future outcomes.
[0076] The machine learning elements 220, 222 may
recognize patterns in general or specific types of prop-
erties, such as transfer/sale patterns, price patterns,
ownership patterns, etc. Furthermore, the machine learn-
ing elements 220, 222 may classify events, user interac-
tions, etc., and recognize deviations from patterns to
identify a likelihood of fraud.
[0077] The artificial intelligence elements 218 and ma-
chine learning elements 220, 220 may analyze the prop-
erty information from the hybrid distributed ledger envi-
ronment 212 to provide reports to users, to generate con-
tracts, title transfers, etc., to predict and recommend a
price for listing a property, etc.
[0078] Integration devices 214 and legacy systems
216 may also interact with the hybrid distributed ledger
environment 212 to provide identification information,
ownership information, transaction-related documents
and/or any other suitable information for properties. In-
tegration devices 214 may refer middleware used to
transform, route, clone and translate data between mul-
tiple systems.
[0079] The hybrid distributed ledger environment 212
records any suitable information related to property. The
property information may include minting a token (e.g.,
an NFT) representing the property, where the token acts
as a digital deed or certificate of ownership of the prop-
erty.
[0080] In addition to minting an NFT representing the
property, the property recordation system may commu-
nicate with a third-party certificate authority to generate
a certificate of authenticity for the owner of the property.
The certificate may include a description of the property,
such as a name of the property, a location of the property,
a unique identification number for the property, etc., and
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identification information for the owner of the property,
such as a name of the person or organization that cur-
rently owns the property, an address of the current owner,
a phone number of the current owner, etc. The certificate
may also include distributed ledger information for the
property, such as a reference to the NFT representing
the property (e.g., a token ID and/or smart contract ad-
dress for the NFT).
[0081] In some implementations, the machine learning
elements 220, 222 may recognize and classify digital cer-
tificates of authenticity as either from a valid, "accredited"
authenticator (e.g., Verisart for physical art, PSA for
sports trading cards, etc.) or may reject a digital certificate
of authenticity if it is not from a valid "accredited" authen-
ticator. The machine learning elements 220, 222 may
identify acceptable, valid patterns in certificates of au-
thenticity from the accredited providers.
[0082] As mentioned above, the property may be real
property, personal property, intellectual property, or any
suitable type of property. The property information may
include identification information for the property, such
as a name of the property, a location of the property, a
unique identification number for the property, etc. The
property information may also include ownership infor-
mation for the property, such as a name of the person or
organization that currently owns the property, an address
of the current owner, a phone number of the current own-
er, and/or any other suitable identification information for
the current owner. The ownership information may also
include identification information for each of the previous
owners of the property, dates on which the property was
transferred, etc. Still further, the property information may
include title information for the property, encumbrances
on the property, documents related to the title, encum-
brances, transfers of ownership, etc., such as deeds,
contracts related to the sale of the property, mortgages
and/or liens on the property, leases on the property, etc.
[0083] An encumbrance on a property may be a right
to, interest in, or legal liability on property that does not
prohibit passing title to the property but that may diminish
its value. Encumbrances can be classified in several
ways, such as financial (e.g., liens) or non-financial (e.g.,
easements, private restrictions), and alternatively, may
be divided into those that affect title (e.g., lien, legal or
equitable charge) or those that affect the use or physical
condition of the encumbered property (e.g., restrictions,
easements, encroachments), and types of encumbranc-
es include security interests, liens, servitudes (e.g.,,
easements, wayleaves, real covenants, profits a pren-
dre), leases, restrictions, encroachments, and air and
subsurface rights.
Those considered as potentially making the title defea-
sible are encumbrances, for example, charging orders,
building orders and structure alteration.
[0084] In some implementations, a user may mint an
NFT representing the property on the public ledger layer,
where the NFT includes identification information for the
property. The user may then wrap the NFT in a smart

contract on the federated ledger layer and create a
wrapped NFT for the property on the federated ledger
layer to transfer the wrapped NFT to the user as the owner
of the property to reflect the ownership information for
the property. Then when the user sells the property to
another owner, the user may transfer the wrapped NFT
to the other owner on the federated ledger layer while
the corresponding NFT in the public ledger layer remains
static and immutable. Still further, the user may wrap the
NFT in a smart contract on the private ledger layer and
create a wrapped NFT for the property on the private
ledger layer to include each of the transaction-related
documents for the property. When a new transaction-
related document is created for the property (e.g., a new
sales contract) or a transaction-related document is mod-
ified, the validating nodes on the private ledger layer may
associate the new or modified transaction-related docu-
ment with the wrapped NFT on the private ledger layer
while the corresponding NFT in the public ledger layer
remains static and immutable. In this manner, each of
the ledger layers may reference each other through the
NFT and wrapped NFTs referring to the NFT while re-
cording different types of information related to the prop-
erty.
[0085] As mentioned above, the hybrid distributed
ledger environment 212 may record and manage prop-
erty transactions for several types of property. FIG. 3
illustrates an example implementation 300 of the hybrid
distributed ledger environment 212 applied to personal
property, in particular, to an aircraft. As shown in FIG. 3,
the public ledger layer may include identification infor-
mation for each aircraft, such as aircraft origination and
identification information, an N-number, a make, a model,
or serial number for an airframe, propeller, or engine of
the aircraft, etc. The federated ledger layer may include
ownership information for the aircraft, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the aircraft,
and/or identification information for each previous owner
of the aircraft. In some implementations, the public ledger
layer may additionally or alternatively include ownership
information. The private ledger layer may include trans-
action-related documents, such as the title to the aircraft,
contracts signed by each party, documents describing
encumbrances on the property, etc. The public, federat-
ed, and/or private ledger layers may obtain the identifi-
cation information, the ownership information, and/or
transaction-related documents from an international reg-
istry 338, an FAA registry 334, aircraft manufacturers
330, legacy recording systems 326, and/or other data or
lien sources 342.
[0086] FIG. 4 illustrates an example implementation
400 of the hybrid distributed ledger environment 212 ap-
plied to personal property, in particular, to water-
craft//vessels/boats. As shown in FIG. 4, the public ledger
layer may include identification information for each wa-
tercraft, such as watercraft origination and identification
information, a hull identification number, a make, model,

21 22 



EP 4 280 540 A1

13

5

10

15

20

25

30

35

40

45

50

55

or year of the watercraft, a body type, a hull material, a
shipping weight, an engine number, a propulsion type, a
length, a number of cylinders, a name of a distributer or
dealer, etc. The federated ledger layer may include own-
ership information for the watercraft, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the watercraft,
and/or identification information for each previous owner
of the watercraft. In some implementations, the public
ledger layer may additionally or alternatively include own-
ership information. The private ledger layer may include
transaction-related documents, such as the title to the
watercraft, contracts signed by each party, documents
describing encumbrances on the property, etc. The pub-
lic, federated, and/or private ledger layers may obtain the
identification information, the ownership information,
and/or transaction-related documents from an interna-
tional registry 444, a coast guard registry 438, a state
registry 434, a watercraft manufacturer 430, legacy re-
cording systems 426, and/or other data or lien sources
442.
[0087] FIG. 5 illustrates an example implementation
500 of the hybrid distributed ledger environment 212 ap-
plied to personal property, in particular, to vehicles. As
shown in FIG. 5, the public ledger layer may include iden-
tification information for each vehicle, such as vehicle
origination and identification information, a certificate of
origin of the vehicle, a vehicle identification number, a
make, a model, a year, a body type, a shipping weight,
a series, a number of cylinders, or a name of a distributer
or dealer, etc. The federated ledger layer may include
ownership information for the vehicle, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the vehicle,
and/or identification information for each previous owner
of the vehicle. In some implementations, the public ledger
layer may additionally or alternatively include ownership
information. The private ledger layer may include trans-
action-related documents, such as the title to the vehicle,
contracts signed by each party, documents describing
encumbrances on the property, etc. The public, federat-
ed, and/or private ledger layers may obtain the identifi-
cation information, the ownership information, and/or
transaction-related documents from a credit agency 538,
a department of motor vehicles registry 534, a watercraft
manufacturer 530, legacy recording systems 526, and/or
other data or lien sources 542.
[0088] FIG. 6 illustrates an example implementation
600 of the hybrid distributed ledger environment 212 ap-
plied to real property, in particular, to land. As shown in
FIG. 6, the public ledger layer may include identification
information for each plot of land, such as an address, a
description of a location of the plot of land, a develop-
ment, a lot number, geographic coordinates for the plot
land, etc. The federated ledger layer may include own-
ership information for the plot of land, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the plot of

land, and/or identification information for each previous
owner of the plot of land. In some implementations, the
public ledger layer may additionally or alternatively in-
clude ownership information. The private ledger layer
may include transaction-related documents, such as the
title to the plot of land, contracts signed by each party,
documents describing encumbrances on the plot of land,
etc. The public, federated, and/or private ledger layers
may obtain the identification information, the ownership
information, and/or transaction-related documents from
listing services 638, a national registry 634, a county or
local registry 630, legacy recording systems 626, and/or
other data or lien sources 642.
[0089] FIG. 7 illustrates an example implementation
700 of the hybrid distributed ledger environment 212 ap-
plied to real property, in particular, to commercial real
estate. As shown in FIG. 7, the public ledger layer may
include identification information for each commercial
property, such as an address, a description of a location
of the commercial property, a development, a lot number,
geographic coordinates for the commercial property, etc.
The federated ledger layer may include ownership infor-
mation for the commercial property, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the commercial
property, and/or identification information for each previ-
ous owner of the commercial property. In some imple-
mentations, the public ledger layer may additionally or
alternatively include ownership information. The private
ledger layer may include transaction-related documents,
such as the title to the commercial property, contracts
signed by each party, documents describing encum-
brances on the commercial property, etc. The public, fed-
erated, and/or private ledger layers may obtain the iden-
tification information, the ownership information, and/or
transaction-related documents from Loopnet, Crexi,
Costar, etc. 738, a commercial listing service 734, a ju-
risdictional registry 730, legacy recording systems 726,
and/or other data or lien sources 742.
[0090] FIG. 8 illustrates an example implementation
800 of the hybrid distributed ledger environment 212 ap-
plied to real property, in particular, to residential real es-
tate. As shown in FIG. 8, the public ledger layer may
include identification information for each residential
property, such as an address, a description of a location
of the residential property, a development, a lot number,
geographic coordinates for the residential property etc.
The federated ledger layer may include ownership infor-
mation for the residential property, such as the name,
address, phone number, unique identification number,
etc., of a person or organization that owns the residential
property, and/or identification information for each previ-
ous owner of the residential property. In some implemen-
tations, the public ledger layer may additionally or alter-
natively include ownership information. The private ledg-
er layer may include transaction-related documents,
such as the title to the residential property, contracts
signed by each party, documents describing encum-

23 24 



EP 4 280 540 A1

14

5

10

15

20

25

30

35

40

45

50

55

brances on the residential property, etc. The public, fed-
erated, and/or private ledger layers may obtain the iden-
tification information, the ownership information, and/or
transaction-related documents from Zillow, Redfin, Re-
altor.com, etc. 838, a multiple listing service (MLS) 834,
a jurisdictional registry 830, legacy recording systems
826, and/or other data or lien sources 842.
[0091] FIG. 9 depicts an exemplary distributed ledger
system 900 for recording property information. The sys-
tem 900 includes a distributed ledger 912 (e.g., having
one or more distributed ledger layers) and a plurality of
nodes 902, 904, 906, 908, and 910. Each node maintains
a copy of the distributed ledger 912. As changes are
made to the distributed ledger 912, each node receives
the change via the network 914 and updates its respec-
tive copy of the distributed ledger 912. A consensus
mechanism may be used by the nodes 902-910 in the
distributed ledger system 900 to decide whether it is ap-
propriate to make received changes to the distributed
ledger 912 or to a particular layer of the distributed ledger
912. For example, the consensus mechanism may be
the Stellar Consensus Protocol (SCP), a variant of Prac-
tical Byzantine Fault Tolerance (PBFT) proposed by Ma-
zieres called Federated Byzantine Fault Tolerance
(FBFT) where nodes 902, 904, 906, 908, and 910 be-
longing to intersecting groups (i.e., the federates) run a
local consensus protocol among their members, provid-
ing a method that is decentralized and open to the public
and which allows every federate to participate in the con-
sensus protocol with very low transaction latency (on the
order of a few seconds).
[0092] Each node in the system therefore has its own
copy of the distributed ledger 912, which is identical to
every other copy of the distributed ledger 912 stored by
the other nodes. The distributed ledger system 900 may
be more robust than a central authority database system
because of the distributed ledger’s decentralized nature.
As such, there is no single point of failure on the distrib-
uted ledger system 900 as there would be in a centralized
system.
[0093] FIG. 10 depicts exemplary validating network
nodes and an exemplary transaction flow 1000 on a dis-
tributed ledger network for resolving transactions. FIG.
10 includes two time frames 1020 and 1022 represented
by the left and right sides of the dotted line, respectively,
Node A 1002 and Node B 1004 (which may be part of
the same distributed ledger network for the same layer,
such as the private layer, the public layer, the federated
layer, etc.), a set of transactions 1008A-1008D, a set of
blocks of transactions 1009A-1009D, a distributed ledger
1010, and a blockchain 1018.
[0094] The block propagation flow 400 may begin with
Node A 1002 receiving transaction 1006 at time 1020.
When Node A 1002 confirms that transaction 1006 is
valid, Node A 1002 may add the transaction to a newly
generated block 1008. As part of adding the transaction
1006 to block 1008, Node A 1002 may solve a crypto-
graphic puzzle and include the solution in the newly gen-

erated block 1008 as proof of the work done to generate
the block 1008. Alternatively, a proof of stake algorithm
may be used to generate the block 1008, whereby Node
A 1002 "stakes" an amount of a digital token used on the
network, however, the network itself determines the node
that will mint the new block. In another implementation,
a proof of authority (PoA) algorithm may be used to gen-
erated the block 1008, where transactions and blocks
are validated by approved accounts, known as validators
which run software allowing them to record transactions
in the distributed ledger.
[0095] In other embodiments, the transaction 1006
may be added to a pool of transactions until a sufficient
number of transactions in the pool exist to form a block
or distributed ledger entry. Node A 1002 may transmit
the newly created distributed ledger entry 1008 to the
network at time 1012. Before or after propagating the
distributed ledger entry 1008, Node A 1002 may add the
distributed ledger entry 1008 to its copy of the distributed
ledger 1018.
[0096] While proof of work and proof of stake are de-
scribed herein as consensus algorithms for selecting a
node to mint a new distributed ledger entry, these are
merely a few example consensus algorithms and are not
intended to be limiting. Additional consensus algorithms
may be utilized, such as delegated proof of stake where
nodes elect a subset of nodes referred to as delegates
to perform validation, and the delegates take turns mint-
ing new distributed ledger entries. Consensus algorithms
may also include proof of authority, proof of weight, Byz-
antine fault tolerance, such as practical and federated
Byzantine fault tolerance, tangle consensus algorithms,
block lattice consensus algorithms, etc. Additionally,
quorum slices may be selected where a quorum is a set
of nodes that participate in the consensus protocol and
a quorum slice is its subset that helps a node in its agree-
ment process. Individual trust decisions may be made
by participants in the distributed ledger network to con-
struct a quorum slice. Still further, security circles may
be identified which are closed groups of network partic-
ipants who together can form a quorum to reach a con-
sensus on a transaction and to make further trust deci-
sions.
[0097] In any event, the transactions 1009A-1009D
may include updates to a state database 1016. The state
database 1016 may contain current values of variables
created by smart contracts deployed on the distributed
ledger 1018. Validated distributed ledger entries, such
as distributed ledger entry 1008, may include transac-
tions effecting state variables in state database 1016. At
time 1022, Node B 1004 may receive the newly created
distributed ledger entry 1008 via the network at 1012.
Node B 1004 may verify that the distributed ledger entry
1008 is valid by checking the solution to the cryptographic
puzzle provided in the distributed ledger entry 1008. If
the solution is accurate, then Node B 1004 may add the
distributed ledger entry 1008 to its distributed ledger 1018
and make any updates to the state database 1016 as
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rejected by the transactions in distributed ledger entry
1008. Node B 1004 may then transmit the distributed
ledger entry 1008 to the rest of the network at time 1014.
[0098] FIG. 11 depicts exemplary components of a val-
idating network node 1100 on a distributed ledger net-
work for recording property information. Node 1100 may
include at least one processor 1102, memory 1104, a
communication module 1106, a set of applications 1108,
external ports 1110, a blockchain manager 1114, smart
contracts 1116, and an operating system 1118. In some
embodiments, the node 1100 may generate a new block
of transactions, or may broadcast transactions to other
network nodes by using the blockchain manager 1114.
Similarly, the node 1100 may use the blockchain man-
ager 1114 in conjunction with the smart contracts 1116
stored in the memory 1104 to execute the functionality
disclosed herein. The memory 1104 may further include
chain data 1124 including, for example, a state database
of the blockchain for storing states of smart contracts
deployed thereon.
[0099] In other embodiments, the smart contracts 1116
operate independent of the blockchain manager 1114 or
other applications. In some embodiments, the node 1100
does not have a blockchain manager 1114, or smart con-
tracts 1116 stored at the node. In some embodiments,
the node 1100 may have additional or fewer components
than described.
[0100] FIG. 12 depicts an exemplary distributed ledger
similar to the hybrid distributed ledger environment 212
as shown in FIG. 2. The example distributed ledger in-
cludes a public distributed ledger layer 1200 including a
blockchain having blocks 1202-1208 of transactions. In
some embodiments, the blockchain 1200 includes sev-
eral blocks 1202-1208 connected together to form a
chain of blocks 1202-1208 of transactions. To crypto-
graphically link blocks and transactions together, each
block in the blockchain 1200 organizes its transactions
into a Merkle Tree. In a Merkle Tree each transaction is
hashed according to a cryptographic hashing algorithm
(e.g., SHA-256) and the resulting output hash is then
combined with the hash of another transaction. Then the
combined result is also hashed according to the crypto-
graphic hashing algorithm. This output is then combined
with the hash of two other transactions and this process
is repeated until all of the transactions in the block are
combined and hashed to generate a Merkle root that is
used in the header for a block 1202-1208. If any single
transaction in the block is tampered with, a different
Merkle root would be generated since the Merkle root is
a combination of the hashes of all of the transactions in
the block.
[0101] In other words, the transactions may be hashed
using a cryptographic hash algorithm, such as the algo-
rithms discussed above, and the hash of each transaction
may be stored in the tree. As the tree is constructed the
hash of each adjacent node at the same level may be
hashed together to create a new node that exists at a
higher level in the tree. Therefore, the node at the top of

the tree or Merkle root, is dependent upon the hash of
each transaction stored below in the tree. Each transac-
tion may include a set of data. The set of data may include
identifying data for the transaction, and transaction data
identifying the nature of the transaction and what the
transaction entails (e.g., input and output addresses, a
transaction value, a document hash value, a timestamp,
a transaction fee value, etc.).
[0102] To verify that a block is valid, a node may com-
pare the Merkle root of the block to the Merkle root for
the same block included in other nodes’ copies of the
blockchain. Thus, the Merkle root can be used as proof
of the transactions included in the block and as proof that
the contents of the block have not been tampered with if
the Merkle root is the same in each node’s copy of the
block.
[0103] In one implementation, documents stored "on"
a blockchain are documents that have been hashed ac-
cording to a cryptographic hashing algorithm (e.g., SHA-
256) and the resulting output hash has been included in
a transaction in a block that has been accepted by the
network nodes as satisfying the consensus rules of the
blockchain. As such, the documents may be later verified
or validated by comparing the hash of the documents to
the hash stored on the blockchain. For example, if a set
of documents results in a SHA-256 hash that was record-
ed on a blockchain on a certain date, then the blockchain
provides cryptographic proof that the documents existed
as of that date.
[0104] One way of storing a document on a blockchain
is to broadcast a transaction including a hash of the doc-
ument to the network, which will be included in a block if
the transaction satisfies all of the consensus rules of the
network. In some implementations, the blockchain is a
permissioned ledger, meaning only authorized network
participants may broadcast transactions. In other imple-
mentations, only some authorized network participants
may make certain transactions. Only a cryptographic
hash of the data may be included in the blockchain 1200,
such that the data may be verified using the blockchain
even if it is obtained by a party off-chain.
[0105] Validating network nodes may verify that the
signed transaction or signed message was signed by the
private cryptographic key corresponding to the published
public cryptographic key owned by the device adding the
property information. In at least one implementation, a
valid proof-of-identity may be applied as a consensus
rule by the blockchain network. As such, any transaction
attempting to add new property information without a
cryptographic proof-of-identity matching an identity au-
thorized to add new property information is rejected by
the network as non-compliant with the consensus rule.
Each property owner may be assigned a public key/pri-
vate key pair which is identified in the blockchain network
as corresponding to the owner. If the validating network
nodes receive a transaction regarding property informa-
tion that is not from an authorized owner, the validating
network nodes reject the transaction.
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[0106] The blockchain 1200 may be referred to as the
public blockchain layer in the distributed ledger. In addi-
tion to the public blockchain layer, the distributed ledger
includes a federated blockchain layer 1210, and a private
blockchain layer 1220. Each blockchain layer may be
maintained by different validating nodes. For example,
the public blockchain layer 1200 may be permissionless,
and any party may view the public blockchain layer, sub-
mit new information to be added to the public blockchain
layer, or join the network as a validating node. The fed-
erated blockchain 1210 layer may be permissioned,
where only authorized participants can broadcast trans-
actions to the federated distributed ledger network. Ac-
cordingly, the nodes validating transactions in the feder-
ated blockchain 1210 may need to be preapproved as
authorized nodes before they can validate transactions
in the federated blockchain 1210. The private blockchain
layer 1220 may be maintained by nodes each corre-
sponding to a single organization or entity.
[0107] In addition to the blockchain layers being main-
tained by different nodes, each blockchain layer may
record different types of information. For example, as de-
scribed above, the public blockchain layer 1200 may
record identification information for each property, which
is static and immutable. The federated blockchain layer
1210 may record ownership information for each prop-
erty, which is dynamic. In some implementations, the
public blockchain layer may additionally or alternatively
include ownership information. The private blockchain
layer 1220 may record transaction-related documents for
each property, which are also dynamic. As mentioned
above, in some implementations, the private blockchain
layer 1220 may include cryptographic hashes of the doc-
uments rather than the documents themselves. In other
implementations, the private blockchain layer 1220
records the documents themselves.
[0108] Still further, each blockchain layer may have a
different set of consensus rules. The public blockchain
layer may have a first set of consensus rules including
that any suitable node can join the public blockchain net-
work. The federated blockchain layer may have a second
set of consensus rules requiring nodes in the federated
blockchain network to have permission to join the net-
work. The second set of consensus rules may include a
list of preapproved nodes, and a node which is not per-
missioned may not record/validate transactions in the
federated blockchain network. The private blockchain
layer may have a third set of consensus rules requiring
nodes in the private blockchain network to be controlled
by the same, specified entity. The third set of consensus
rules may determine whether a node is controlled by
specified entity, and a node which is not controlled by
the specified entity may not record/validate transactions
in the private blockchain network.
[0109] Each set of consensus rules may also include
a maximum transaction size, such that transactions in
the respective blockchain network may not exceed the
maximum transaction size. The maximum transaction

size for the public blockchain network 1200 may be the
smallest of the three, and the maximum transaction size
for the private blockchain network 1220 may be the larg-
est of the three. In this manner, the public blockchain
layer 1200 may store less data per property than the fed-
erated and private blockchain layers 1210, 1220. The
private blockchain layer 1220 may store property infor-
mation requiring the most data. Memory storage require-
ments for the public blockchain layer 1200 may increase
as more transactions are added to the public blockchain
layer 1200. Accordingly, it may reduce memory require-
ments for validating nodes in the distributed ledger net-
work to store some transactions off the public blockchain
layer 1200. Additionally, the private blockchain layer
1220 may include private or sensitive data that is not
meant to be shared outside of the nodes maintaining the
private blockchain layer 1220.
[0110] Moreover, each set of consensus rules may in-
clude a type of property information which may be includ-
ed in the respective distributed ledger layer. The consen-
sus rules for the public blockchain layer 1200 may indi-
cate that the public blockchain layer 1200 may only obtain
identification information for properties or may obtain
identification information and ownership information for
properties. The consensus rules for the federated block-
chain layer 1210 may indicate that the federated block-
chain layer 1210 may only obtain ownership information
for properties. The consensus rules for the private block-
chain layer 1220 may indicate that the private blockchain
layer 1220 may only obtain transaction-related docu-
ments for properties. Transactions that include types of
information other than the allowed types of property in-
formation as indicated by the consensus rules may not
be appended to the respective blockchain layer
1200-1220.
[0111] As described above, the hybrid distributed ledg-
er environment 212 may be used to record any suitable
property information. In one implementation, the hybrid
distributed ledger environment 212 may record encum-
brances on assets to maintain an accurate record of the
encumbrances which is secure, immutable, and trust-
less. In other implementations, the record of encum-
brances on assets may be maintained on any suitable
distributed ledger, such as a blockchain, a tangle, a block
lattice, or other directed acyclic graph (DAG). The dis-
tributed ledger may be public, private, federated, etc.,
and/or may include one or more layers or sidechains.
[0112] An asset may be a physical or digital asset in-
cluding any original work of authorship fixed in a tangible
medium of expression. This may include for example,
creative works, brand, branded, or brandable works,
shoes, trading cards, memorabilia, such as sports mem-
orabilia, comic books, vehicles such as classic automo-
biles, stamps, coins, photographs, videos, paintings,
sculptures, drawings, sketches, sound recordings, mu-
sical scores, song lyrics, written works, screenplays,
scripts, books, short stories, articles, papers, collectibles,
domain names, intellectual property, branded or unique
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merchandise, such as sports merchandise, etc. In some
implementations, the asset may be copyrightable, pat-
entable, and/or trademarked.
[0113] An encumbrance on an asset may include a
copyforward royalty payment owed to the creator of the
asset upon subsequent sales of the asset. For example,
the creator may sell the asset to a first owner for
$100,000. The sale may also include an encumbrance
on the asset that a 5% royalty payment is owed to the
creator each time the asset is resold to subsequent own-
ers. Additionally, the encumbrance may include another
royalty payment amount which is split amongst the pre-
vious owners of the asset which are not the original cre-
ator each time the asset is resold to subsequent owners
(e.g., 5%). Additional encumbrances and royalties may
be specified for other third parties. Moreover, the encum-
brance may include a buyout amount which a subsequent
owner may pay in addition to the sale price for the asset
so that the subsequent owner does not owe any royalties
to previous owners when reselling the asset.
[0114] For example, when an asset is first sold by a
creator, the creator may include the following encum-
brances on the asset: a 5% royalty payment owed to the
creator each time the asset is resold to subsequent own-
ers, a 5% royalty payment split amongst the previous
owners of the which are not the original creator each time
the asset is resold to subsequent owners, and a $500,000
buyout option.
[0115] The encumbrances described above are mere-
ly a few example encumbrances which may be recorded
in a distributed ledger and are not intended to be limiting.
The full unit economic model for the wide variety of en-
cumbrances and royalty pool structures enabled by the
copyforward system includes confidential trade secrets
and know-how which is not described herein; the encum-
brances may be arbitrarily complex.
[0116] FIG. 13 illustrates an example display 1300 of
the revenue received by each owner according to these
conditions. The asset may originally be sold from a first
owner (the creator) to a second owner for $100,000. Ac-
cordingly, the first owner receives $100,000. Then the
second owner may resell the asset to a third owner for
$200,000. Accordingly, the first owner receives a
$10,000 royalty as 5% of the $200,000 sale and the sec-
ond owner receives the remaining amount of $190,000.
Next, the third owner may resell the asset to a fourth
owner for $300,000. The first owner receives $15,000 as
5% of the $300,000 sale, the second owner receives
$15,000 as 5% of the $300,000 sale since the second
owner is the only previous owner who is not the creator,
and the third owner receives the remaining amount of
$270,000. Then, the fourth owner may resell the asset
to a fifth owner for $400,000. The first owner receives
$20,000 as 5% of the $400,000 sale, the second owner
and third owners split $20,000 as 5% of the $400,000
sale for $10,000 each, and the fourth owner receives the
remaining amount of $360,000. The fifth owner may re-
sell the asset to a sixth owner for $500,000. The first

owner receives $25,000 as 5% of the $500,000 sale, the
second, third, and fourth owners split $25,000 as 5% of
the $500,000 sale for $8,333 each, and the fifth owner
receives the remaining amount of $450,000. Then, the
sixth owner may resell the asset to a seventh owner for
$600,000. The first owner receives $30,000 as 5% of the
$600,000 sale, the second, third, fourth, and fifth owners
split $30,000 as 5% of the $600,000 sale for $7,500 each,
and the sixth owner receives the remaining amount of
$540,000.
[0117] In some implementations, the validating nodes
and/or the entity managing the system may receive a
transaction fee each time the asset is transferred. The
transaction fee may be a percentage of the sale price or
a fixed fee.
[0118] In many instances, the value of an asset appre-
ciates exponentially upon subsequent sales of the asset.
By allowing the creator and subsequent owners to re-
ceive royalty payments upon each resale of the asset,
the creator may receive a larger percentage of the full
value of the asset. In this manner, the creator (and early
investors) may obtain more of the reward for the work
that the creator put in when creating the asset. This allows
for a more fair and just system, where a buyer much
further down in the chain does not receive most of the
value from the appreciation in value of the asset over
time while the original creator obtains only a small frac-
tion.
[0119] Still further, the copyforward system utilizes a
distributed ledger to record the encumbrances, owner-
ship transfers, and payment amounts and royalties paid
to each owner due to the ownership transfers. The dis-
tributed ledger may be the hybrid distributed ledger en-
vironment 212 as shown in FIGS. 2 and 12 or any other
suitable distributed ledger.
[0120] By recording the encumbrances and history of
royalty payments in a distributed ledger as opposed to a
centralized database, the owners do not need to rely on
and trust a centralized authority to prove the royalty
amounts that are owed to them. With a centralized au-
thority, hackers may gain access to the database and
change the royalty percentages or ownership information
and a creator may receive a lower royalty percentage
than the creator originally agreed to, may be changed in
the system from the creator to a subsequent owner re-
sulting in a lower royalty percentage, or may be changed
in the system to not being an owner at all and may not
receive any royalties. Moreover, when the asset has
been transferred several times over a long time period,
the list of owners and corresponding royalties owed to
each owner may grow very large and become complicat-
ed. The distributed ledger allows for a system which is
secure, immutable, and trustless such that a growing list
of owners does not result in an increased likelihood that
one of the owners will be forgotten or will not receive
royalty payments upon subsequent sales of the asset.
The distributed ledger may handle such a complicated
system in a manageable way due to the immutable nature
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of the distributed ledger. Once a transaction is recorded
in the distributed ledger indicating an ownership transfer
and/or encumbrance, the transaction cannot be undone
and is copied to each of the validating nodes. Therefore,
the distributed ledger significantly reduces the likelihood
that ownership information, encumbrances, and/or his-
torical royalty payments are modified, purged, lost, de-
stroyed, or removed over time compared to a centralized
system.
[0121] FIG. 14 illustrates an exemplary transaction
1400 in the copyforward system recording an ownership
transfer of Air Jordan shoes with a copyforward royalty
payment owed to the creator or original owner upon sub-
sequent sales of the asset. The transaction 1406 may
include a transaction ID and an originator such as John
Doe who is the creator or original owner of the shoes
(identified by a cryptographic proof-of-identity). The
transaction 1406 may also include identification informa-
tion for the asset, such as a brand name of the asset (Air
Jordan), a size of the asset (10G), a description of the
asset (Chicago Red White), a unique identification
number for the asset such as a serial number, etc. Fur-
thermore, the transaction 1406 may include identification
information for the subsequent owner receiving the asset
(Jane Smith), the sales price for the transfer ($8,750),
and/or encumbrances on the asset, such as a royalty
payment owed to the creator or original owner of the asset
upon subsequent sales of the asset (15%), fractions of
the royalty payment owed to downstream owners such
as a royalty payment amount which is split amongst the
previous owners of the asset which are not the original
owner or creator each time the asset is resold to subse-
quent owners, a buyout amount ($500,000) which a sub-
sequent owner may pay in addition to the sale price for
the asset so that the subsequent owner does not owe
any royalties to previous owners when reselling the as-
set.
[0122] Additional transactions may include transfers to
subsequent owners which may include the sale price for
the transfer, whether the buyer utilized the buyout option,
and/or a list of royalty payment amounts owed to previous
owners as a result of the transfer. In some implementa-
tions, the transactions may be transmitted to a smart con-
tract that automatically distributes the royalty payment
amounts in accordance with the sale price, the ownership
information, and the encumbrances on the asset.
[0123] In other implementations, a server device may
monitor the distributed ledger to obtain each of the trans-
actions that include an asset. When the asset is trans-
ferred to a subsequent owner, the server device may
determine the royalty payment amounts owed to each
previous owner by analyzing the transactions to deter-
mine the royalty percentages owed to each previous
owner and applying the royalty percentages to the sale
price. This is described in more detail below with refer-
ence to FIG. 21.
[0124] As mentioned above, in some embodiments,
the copyforward system may be implemented using the

hybrid distributed ledger environment 212 as shown in
FIGS. 2 and 12. FIGS. 15-17 illustrate example transac-
tions for recording identification information, ownership
information, and transaction-related documents for an
asset in public, federated, and private distributed ledger
layers, respectively, of the distributed ledger illustrated
in FIG. 12.
[0125] FIG. 15 illustrates an exemplary transaction
1506 recording identification information for an asset in
a public distributed ledger layer 1502 of the distributed
ledger illustrated in FIG. 12. The transaction 1506 may
include a transaction ID and an originator such as John
Doe who is the creator or original owner of the shoes
(identified by a cryptographic proof-of-identity). The
transaction 1506 may also include identification informa-
tion for the asset, such as a brand name of the asset (Air
Jordan), a size of the asset (10G), a description of the
asset (Chicago Red White), a unique identification
number for the asset such as a serial number, etc. In
another example where the asset is a piece of artwork,
the identification information may include the name of
the artist or artists, the name of the art piece, the year
created, materials used, the genre (e.g., impressionist),
the weight, image file(s), dimensions, etc.
[0126] In some implementations, the transaction may
mint an NFT representing the asset which includes prop-
erties of the asset, such as the identification information.
The NFT may be recorded in the public distributed ledger
layer 1502 and referred to in the federated and private
distributed ledger layers via wrapped NFTs or in any other
suitable manner. Furthermore, the transaction 1506 may
include a cryptographic hash of the identification infor-
mation. In another implementation, the identification in-
formation is not stored as a cryptographic hash, but is
directly accessible in block 1504 by an observer or other
network participant.
[0127] In other implementations, an NFT representing
the asset may be obtained from an external system. The
transaction may then record the obtained NFT or a
wrapped version in the public distributed ledger layer
1502.
[0128] FIG. 16 illustrates an exemplary transaction
1606 recording ownership information for the asset in a
federated distributed ledger layer 1602 of the distributed
ledger illustrated in FIG. 12. In some implementations,
the public distributed ledger layer 1502 may additionally
or alternatively include ownership information for the as-
set. The transaction 1606 may include a transaction ID
and an originator such as John Doe who is the creator
or original owner of the shoes (identified by a crypto-
graphic proof-of-identity). A validating network node may
verify that the signed transaction or signed message was
signed by the private cryptographic key corresponding
to the published public cryptographic key owned by the
current owner of the asset. In at least one implementa-
tion, a valid proof-of-identity may be applied as a con-
sensus rule by the federated distributed ledger network.
As such, any transaction attempting to change ownership
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information without a cryptographic proof-of-identity
(e.g., signed private cryptographic keys) matching an
identity authorized to change ownership information is
rejected by the network as non-compliant with the con-
sensus rule. Each property owner may be assigned a
public key/private key pair which is identified in the fed-
erated distributed ledger network as corresponding to
the owner. If the validating network nodes receive a trans-
action regarding ownership information that is not from
an authorized owner, the validating network nodes reject
the transaction.
[0129] The transaction 1606 may also include a refer-
ence to the asset, such as a wrapped NFT that references
the NFT representing the asset in the public distributed
ledger layer 1502. Furthermore, the transaction 1606
may include identification information for the subsequent
owner receiving the asset (Jane Smith), the sales price
for the transfer ($8,750), and/or encumbrances on the
asset, such as a royalty payment owed to the creator or
original owner of the asset upon subsequent sales of the
asset (15%), a royalty payment amount which is split
amongst the previous owners of the asset which are not
the original owner or creator each time the asset is resold
to subsequent owners, a buyout amount ($500,000)
which a subsequent owner may pay in addition to the
sale price for the asset so that the subsequent owner
does not owe any royalties to previous owners when re-
selling the asset. Moreover, the transaction 1606 may
include a cryptographic hash of the ownership informa-
tion. In another implementation, the ownership informa-
tion is not stored as a cryptographic hash, but is directly
accessible in block 1604 by an observer or other network
participant.
[0130] In some implementations, the ownership infor-
mation includes the sale price for the transfer and a de-
scription of the encumbrances on the asset without in-
cluding the documents related to the sale of the asset,
such as contracts, title documents, documents describ-
ing encumbrances, etc. In other implementations, the
sale price for the transfer and the description of the en-
cumbrances are not included in the ownership informa-
tion or the federated distributed ledger layer. Instead, the
sale price and/or description of the encumbrances are
included in the private distributed ledger layer.
[0131] Also in some implementations, a user may
transmit the transaction 1606 to a smart contract address
for a smart contract on the federated distributed ledger
layer, where the smart contract transfers the NFT or
wrapped NFT from the owner/seller to the buyer upon
determining for example, that the transaction 1606 is
cryptographically signed by the owner/seller to prove the
identity of the owner/seller.
[0132] FIG. 17 illustrates an exemplary transaction
1706 recording transaction-related documents for the
transfer of the asset to a new owner in a private distributed
ledger layer 1702 of the distributed ledger illustrated in
FIG. 12. The transaction 1706 may include a transaction
ID and an originator such as John Doe who is the creator

or original owner of the shoes (identified by a crypto-
graphic proof-of-identity). The transaction 1606 may also
include a reference to the asset, such as a wrapped NFT
that references the NFT representing the asset in the
public distributed ledger layer 1502. Furthermore, the
transaction 1706 may include transaction-related docu-
ments related to the sale of the asset, such as contracts,
title documents, documents describing encumbrances,
etc. The transaction-related documents may include the
terms and conditions of the sales of the asset, such as
the sale price, a royalty payment owed to the creator or
original owner of the asset, a royalty payment amount
which is split amongst the previous owners of the asset,
a buyout amount, etc. Furthermore, the transaction 1706
may include a cryptographic hash of the transaction-re-
lated documents. In another implementation, the trans-
action-related documents are not stored as a crypto-
graphic hash, but are directly accessible in block 1704
by an observer or other network participant. In some im-
plementations, a user may transmit the transaction 1706
to a smart contract address for a smart contract on the
private distributed ledger layer, where the smart contract
modifies the transaction-related documents.
[0133] To facilitate the sale of assets and ensure the
appropriate royalty payments are made, the copyforward
system generates and displays user interfaces on client
devices of users. A client device may be a smart phone,
a tablet, a laptop computer, a desktop computer, a wear-
able device such as a smart watch or smart glasses, etc.
The client devices may communicate directly with a dis-
tributed ledger, such as the distributed ledger as shown
in FIG. 12. In other implementations, a server device may
monitor the distributed ledger, obtain property informa-
tion from the distributed ledger, and provide the property
information to a client device for display to the user. FIGS.
18-20 illustrate example user interface which may be pre-
sented to users on client devices in the copyforward sys-
tem.
[0134] FIG. 18 illustrates an example display 1800 of
the assets associated with a user, which may be present-
ed on the user’s client device. The display 1800 includes
indications of each of the assets owned or created by the
user, indications of each of the assets subsequently pur-
chased by the user, and indications of each of the assets
sold by the user. Furthermore, for each asset, the display
1800 includes an indication of the status of the asset
(owned, purchased, sold, etc.), a royalty payment
amount owed to the user upon subsequent sales of the
asset, an asset type (e.g., sneakers, sports card, comic
book, etc.), a purchase price which the user paid to ac-
quire the asset, a sale price which the user sold the asset
for or is selling the asset for or a market price of the asset,
and a description of the asset (e.g., 1985 Air Jordan 1
High Blue Metallic - never worn - still in box). In some
implementations, the assets may be sorted by genre,
price, dated created, date of purchase, or in any other
suitable manner.
[0135] In some implementations, a server device may
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obtain this information from a distributed ledger, such as
the distributed ledger as shown in FIG. 12 and provide
property information for assets associated with the user
to the user’s client device. For example, the user may be
assigned a cryptographic public key or address in the
distributed ledger network. The server device may mon-
itor the distributed ledger for transactions including the
user’s cryptographic public key or address to obtain the
property information for the assets associated with the
user.
[0136] The display 1800 also includes user controls for
adding a new asset by for example, minting an NFT rep-
resenting the asset, recording and linking to an existing
NFT or RDF representing the asset, recording a transfer
of the asset from the user to a subsequent owner, tracking
assets, accelerating royalty payments, exchanging roy-
alties, adding an asset to a collection of assets, removing
assets from collections of assets, specifying terms and
conditions for the transfer of the asset, etc.
[0137] In response to selecting the user control to add
a new asset, the client device may present a display such
as the display 1900 as shown in FIG. 19 for listing an
asset for sale. The display 1900 may include user con-
trols for entering an asset type (sports sneakers), a start-
ing sale price for the asset, a name or other identification
information for the asset, a detailed description of the
asset, a number of previous owners of asset, an image
of the asset, and/or any other information or files. When
the user provides this information, the client device may
provide the property information for the asset to the serv-
er device. The server device may then generate and
transmit a transaction to the distributed ledger, for exam-
ple to mint an NFT representing the asset in the public
distributed ledger layer based on the provided informa-
tion. The NFT may include properties such as the asset
type, a name or other identification information for the
asset, a detailed description of the asset, an image of
the asset, etc. In other implementations, the client device
may generate and transmit a transaction to the distribut-
ed ledger, for example to mint the NFT representing the
asset. The server device may then transmit data to the
client device to update the display 1800 of FIG. 18 to
include the new asset in the list of assets owned or cre-
ated by the user.
[0138] In some implementations, in addition to user
controls for entering the starting sale price for the asset,
the display 1900 may include user controls for encum-
brances on the asset, such as copyforward royalty pay-
ments on subsequent sales of the asset, a buyout
amount, etc.
[0139] When a purchaser agrees to buy the asset, the
client device may present a display such as the display
2000 as shown in FIG. 20 for entering the terms of an
agreement between the buyer and seller of an asset. The
display 2000 may include user controls for entering an
asset type (sports sneakers), identification information
for the seller of the asset (Jack Mikary), a name or other
identification information for the asset, identification in-

formation for the buyer of the asset, such as a name
(Chicks with Kicks), phone number, and email address
of the buyer, and terms and conditions of the sale. The
terms and conditions may include a sale price ($8,750),
a copyforward royalty percentage owed to the seller upon
each subsequent sale of the asset (15%), and a buyout
amount (none). The terms and conditions may also in-
clude fractions of the royalty percentage owed to down-
stream owners.
[0140] When the user provides this information, the cli-
ent device may provide the terms of the agreement for
the sale of the asset to the server device. The server
device may identify an encumbrance on the asset and
generate and transmit a transaction or transactions to
the distributed ledger to record the change of ownership,
sale price, and encumbrance on the asset. For example,
the server device may transmit a first transaction to the
federated distributed ledger layer to record the change
of ownership and include a sale price and a description
of the copyforward royalty payment amount owed to the
seller. The first transaction may be augmented with a
cryptographic signature from the owner/seller (Jack Mi-
kary) to prove the identity of the owner/seller. The server
device may transmit a second transaction to the private
distributed ledger layer to record the contracts, title doc-
uments, documents describing encumbrances, etc., in-
volved in the transfer. In other implementations, the client
device may generate and transmit the transaction or
transactions to the distributed ledger to record the
change of ownership, sale price, and encumbrance on
the asset.
[0141] The server device may then transmit data to the
client device to update the display 1800 of FIG. 18 to
reflect the sale of the asset, the sale price, and the cop-
yforward royalty percentage owed to the user.
[0142] Also in some implementations, prior to record-
ing the change of ownership, the server device may com-
municate with a third-party certificate authority to gener-
ate a certificate of authenticity for the owner of the asset.
The certificate may include a description of the asset,
such as a name of the property, a location of the property,
a unique identification number for the property, etc., and
identification information for the owner of the asset, such
as a name of the person or organization that currently
owns the asset, an address of the current owner, a phone
number of the current owner, etc. The certificate may
also include distributed ledger information for the asset,
such as a reference to the NFT representing the property
(e.g., a token ID and/or smart contract address for the
NFT). If the certificate authority provides the certificate
to the server device, the server device may transmit the
transaction to the distributed ledger to record the change
of ownership. Otherwise, the server device does not
transmit a transaction to the distributed ledger to record
the change of ownership since the certificate authority
cannot verify that the seller of the asset is the owner.
[0143] In some implementations, the server device or
the third-party may mint and issue certificates of authen-
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ticity and the server device may record the certificate of
authenticity in a distributed ledger. In other implementa-
tions, the server device may record certificates of authen-
ticity obtained from external systems in the distributed
ledger.
[0144] FIG. 21 illustrates an example communication
system 2100 for implementing the copyforward system.
The communication system 2100 includes a server de-
vice 2102 for monitoring the distributed ledger layer(s)
and/or database(s) (e.g., a semantic graph database, a
resource description framework (RDF), etc.) 2104-2108
and providing property information for assets to client
devices via client applications 2110-2114 or browser web
pages 2116. The server device 2102 may communicate
with the distributed ledger layer(s) and/or database(s)
via data layer application programming interfaces (APIs)
and may communicate with the client devices via user
interface APIs.
[0145] In addition to monitoring the distributed ledger
layer(s) and/or database(s) 2104-2108, the server device
2102 may transmit transactions to the distributed ledger
layer(s) and/or database(s) 2104-2108 via the data layer
APIs. The transactions may mint new NFTs, record own-
ership transfers, record encumbrances, etc.
[0146] Still further, the server device 2102 may com-
municate with transaction websites or applications to sell
the assets on the transaction websites or applications
2118-2126, and include encumbrances on the sale such
as copyforward royalty payments. For example, the serv-
er device 2102 may communicate with the transaction
websites or applications to load assets or collections of
assets to the transaction websites or applications.
[0147] Moreover, the server device 2102 may commu-
nicate with transaction websites or applications
2118-2126 to obtain sales information when an asset is
sold and transmit transactions to the distributed ledger
layer(s) and/or database(s) 2104-2108 indicating the
sales information. For example, the server device 2102
may communicate with the transaction websites or ap-
plications to load assets or collections of assets from the
transaction websites or applications.
[0148] FIG. 22 illustrates an example communication
system 2200 for implementing the property recordation
system. The communication system 2200 includes a
property recordation server 2202 for monitoring the dis-
tributed ledger layer(s) and/or database(s) (e.g., a se-
mantic graph database, a resource description frame-
work (RDF), etc.) 2206-2212 and providing property in-
formation for properties to client devices via a property
recordation application 2204. The property recordation
server 2202 may monitor the distributed ledger layer(s)
and/or database(s) 2206-2212 to find information for a
property, find encumbrances for a property, clear encum-
brances for a property, identify title defects for a property,
correct and clear title defects for a property, find and cor-
rect title defects introduced by human error, mistyped
names, or transcription errors from paper-based docu-
ments and other non-automated sources, missing prop-

erty descriptions or incorrect legal descriptions, vehicles
and watercraft including incorrect owner information
(e.g., misspelled name, address), incorrect mileage,
transcription errors, incorrect make, year model, or body
style, incorrect lienholder(s), dates of lien(s), and lien re-
lease(s), and incorrect title number or incorrect Vehicle
Identification Number (VIN), or in the case of boats, an
incorrect boat length, hull type, or Hull Identification
Number (HIN). The property recordation server 2202
may also monitor the distributed ledger layer(s) and/or
database(s) 2206-2212 to find and correct title defects
for real property including ineffective notarial clauses,
invalid powers of attorney, deeds by minors, improperly
recorded documents, undisclosed heirs, gaps in the
chain of title, false impersonations, errors in tax records,
IRS or tax liens, forged documents, and non-recorded
defects which include bankruptcy, divorce, civil litigation,
child support, liens (IRS, nuisance), and violations (mu-
nicipal codes, utilities). Still further, the property recorda-
tion server 2202 may monitor the distributed ledger lay-
er(s) and/or database(s) 2206-2212 to find and correct
title defects for aircraft titles including separate encum-
brances on the airframe, the propeller(s), and the en-
gine(s). The property recordation server 2202 may also
transmit transactions to load assets or collections of as-
sets from the transaction websites or applications.
[0149] In addition to monitoring the distributed ledger
layer(s) and/or database(s) 2206-2212, the property re-
cordation server 2202 may transmit transactions to the
distributed ledger layer(s) and/or database(s) 2206-2212
via the data layer APIs. The transactions may mint new
NFTs, record ownership transfers, record encumbranc-
es, etc. The transactions may record information for a
property (e.g., when a Certificate of Origin for the property
is created and issued), record cleared encumbrances for
a property, record corrected and cleared title defects for
a property, record corrected title defects introduced by
human error, mistyped names, or transcription errors
from paper-based documents and other non-automated
sources, missing property descriptions or incorrect legal
descriptions, vehicles and watercraft including incorrect
owner information (e.g., misspelled name, address), in-
correct mileage, transcription errors, incorrect make,
year model, or body style, incorrect lienholder(s), dates
of lien(s), and lien release(s), and incorrect title number
or incorrect Vehicle Identification Number (VIN), or in the
case of boats, an incorrect boat length, hull type, or Hull
Identification Number (HIN). The property recordation
server 2202 may also transmit transactions to record cor-
rected title defects for real property including ineffective
notarial clauses, invalid powers of attorney, deeds by mi-
nors, improperly recorded documents, undisclosed heirs,
gaps in the chain of title, false impersonations, errors in
tax records, IRS or tax liens, forged documents, and non-
recorded defects which include bankruptcy, divorce, civil
litigation, child support, liens (IRS, nuisance), and viola-
tions (municipal codes, utilities). Still further, the property
recordation server 2202 may transmit transactions to
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record corrected title defects for aircraft titles including
separate encumbrances on the airframe, the propel-
ler(s), and the engine(s). The property recordation server
2202 may also transmit transactions to load assets or
collections of assets to the transaction websites or ap-
plications.
[0150] Still further, the property recordation server
2202 may communicate with transaction websites or ap-
plications 2218-2226 to sell the properties on the trans-
action websites or applications. Moreover, the property
recordation server 2202 may communicate with transac-
tion websites or applications 2218-2226 to obtain sales
information when a property is sold and transmit trans-
actions to the distributed ledger layer(s) and/or data-
base(s) 2206-2212 indicating the sales information.
[0151] This detailed description is to be construed as
exemplary only and does not describe every possible
embodiment, as describing every possible embodiment
would be impractical, if not impossible. One may be im-
plement numerous alternate embodiments, using either
current technology or technology developed after the fil-
ing date of this application.
[0152] Although the present disclosure sets forth a de-
tailed description of numerous different embodiments, it
should be understood that the legal scope of the descrip-
tion is defined by the words of the claims set forth at the
end of this patent and equivalents. The detailed descrip-
tion is to be construed as exemplary only and does not
describe every possible embodiment since describing
every possible embodiment would be impractical. Nu-
merous alternative embodiments may be implemented,
using either current technology or technology developed
after the filing date of this patent, which would still fall
within the scope of the claims. Although the following text
sets forth a detailed description of numerous different
embodiments, it should be understood that the legal
scope of the description is defined by the words of the
claims set forth at the end of this patent and equivalents.
The detailed description is to be construed as exemplary
only and does not describe every possible embodiment
since describing every possible embodiment would be
impractical. Numerous alternative embodiments may be
implemented, using either current technology or technol-
ogy developed after the filing date of this patent, which
would still fall within the scope of the claims.
[0153] Throughout this specification, plural instances
may implement components, operations, or structures
described as a single instance. Although individual op-
erations of one or more methods are illustrated and de-
scribed as separate operations, one or more of the indi-
vidual operations may be performed concurrently, and
nothing requires that the operations be performed in the
order illustrated. Structures and functionality presented
as separate components in example configurations may
be implemented as a combined structure or component.
Similarly, structures and functionality presented as a sin-
gle component may be implemented as separate com-
ponents. These and other variations, modifications, ad-

ditions, and improvements fall within the scope of the
subject matter herein.
[0154] Additionally, certain embodiments are de-
scribed herein as including logic or a number of routines,
subroutines, applications, or instructions. These may
constitute either software (e.g., code embodied on a ma-
chine-readable medium or in a transmission signal) or
hardware. In hardware, the routines, etc., are tangible
units capable of performing certain operations and may
be configured or arranged in a certain manner. In exem-
plary embodiments, one or more computer systems (e.g.,
a standalone, client or server computer system) or one
or more hardware modules of a computer system (e.g.,
a processor or a group of processors) may be configured
by software (e.g., an application or application portion)
as a hardware module that operates to perform certain
operations as described herein.
[0155] In various embodiments, a hardware module
may be implemented mechanically or electronically. For
example, a hardware module may comprise dedicated
circuitry or logic that is permanently configured (e.g., as
a special-purpose processor, such as a field program-
mable gate array (FPGA) or an application-specific inte-
grated circuit (ASIC)) to perform certain operations. A
hardware module may also comprise programmable log-
ic or circuitry (e.g., as encompassed within a general-
purpose processor or other programmable processor)
that is temporarily configured by software to perform cer-
tain operations. It will be appreciated that the decision to
implement a hardware module mechanically, in dedicat-
ed and permanently configured circuitry, or in temporarily
configured circuitry (e.g., configured by software) may
be driven by cost and time considerations.
[0156] Accordingly, the term "hardware module"
should be understood to encompass a tangible entity, be
that an entity that is physically constructed, permanently
configured (e.g., hardwired), or temporarily configured
(e.g., programmed) to operate in a certain manner or to
perform certain operations described herein. Consider-
ing embodiments in which hardware modules are tem-
porarily configured (e.g., programmed), each of the hard-
ware modules need not be configured or instantiated at
any one instance in time. For example, where the hard-
ware modules comprise a general-purpose processor
configured using software, the general-purpose proces-
sor may be configured as respective different hardware
modules at different times. Software may accordingly
configure a processor, for example, to constitute a par-
ticular hardware module at one instance of time and to
constitute a different hardware module at a different in-
stance of time.
[0157] Hardware modules may provide information to,
and receive information from, other hardware modules.
Accordingly, the described hardware modules may be
regarded as being communicatively coupled. Where mul-
tiple of such hardware modules exist contemporaneous-
ly, communications may be achieved through signal
transmission (e.g., over appropriate circuits and buses)
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that connect the hardware modules. In embodiments in
which multiple hardware modules are configured or in-
stantiated at different times, communications between
such hardware modules may be achieved, for example,
through the storage and retrieval of information in mem-
ory structures to which the multiple hardware modules
have access. For example, one hardware module may
perform an operation and store the output of that opera-
tion in a memory device to which it is communicatively
coupled. A further hardware module may then, at a later
time, access the memory device to retrieve and process
the stored output. Hardware modules may also initiate
communications with input or output devices, and may
operate on a resource (e.g., a collection of information).
[0158] The various operations of example methods de-
scribed herein may be performed, at least partially, by
one or more processors that are temporarily configured
(e.g., by software) or permanently configured to perform
the relevant operations. Whether temporarily or perma-
nently configured, such processors may constitute proc-
essor-implemented modules that operate to perform one
or more operations or functions. The modules referred
to herein may, in some example embodiments, comprise
processor-implemented modules.
[0159] Similarly, the methods or routines described
herein may be at least partially processor-implemented.
For example, at least some of the operations of a method
may be performed by one or more processors or proc-
essor-implemented hardware modules. The perform-
ance of certain of the operations may be distributed
among the one or more processors, not only residing
within a single machine, but deployed across a number
of machines. In some example embodiments, the proc-
essor or processors may be located in a single location
(e.g., within a home environment, an office environment
or as a server farm), while in other embodiments the proc-
essors may be distributed across a number of locations.
[0160] The performance of certain of the operations
may be distributed among the one or more processors,
not only residing within a single machine, but deployed
across a number of machines. In some example embod-
iments, the one or more processors or processor-imple-
mented modules may be located in a single geographic
location (e.g., within a business or home environment,
an office environment, or a server farm). In other example
embodiments, the one or more processors or processor-
implemented modules may be distributed across a
number of geographic locations.
[0161] Unless specifically stated otherwise, discus-
sions herein using words such as "processing," "comput-
ing," "calculating," "determining," "presenting," "display-
ing," or the like may refer to actions or processes of a
machine (e.g., a computer) that manipulates or trans-
forms data represented as physical (e.g., electronic,
magnetic, or optical) quantities within one or more mem-
ories (e.g., volatile memory, non-volatile memory, or a
combination thereof), registers, or other machine com-
ponents that receive, store, transmit, or display informa-

tion.
[0162] As used herein any reference to "one embodi-
ment" or "an embodiment" means that a particular ele-
ment, feature, structure, or characteristic described in
connection with the embodiment is included in at least
one embodiment. The appearances of the phrase "in one
embodiment" in various places in the specification are
not necessarily all referring to the same embodiment.
[0163] Some embodiments may be described using
the expression "coupled" and "connected" along with
their derivatives. For example, some embodiments may
be described using the term "coupled" to indicate that
two or more elements are in direct physical or electrical
contact. The term "coupled," however, may also mean
that two or more elements are not in direct contact with
each other, but yet still co-operate or interact with each
other. The embodiments are not limited in this context.
[0164] As used herein, the terms "comprises," "com-
prising," "includes," "including," "has," "having" or any
other variation thereof, are intended to cover a non-ex-
clusive inclusion. For example, a process, method, arti-
cle, or apparatus that comprises a list of elements is not
necessarily limited to only those elements but may in-
clude other elements not expressly listed or inherent to
such process, method, article, or apparatus. Further, un-
less expressly stated to the contrary, "or" refers to an
inclusive or and not to an exclusive or. For example, a
condition A or B is satisfied by any one of the following:
A is true (or present) and B is false (or not present), A is
false (or not present) and B is true (or present), and both
A and B are true (or present).
[0165] In addition, use of the "a" or "an" are employed
to describe elements and components of the embodi-
ments herein. This is done merely for convenience and
to give a general sense of the description. This descrip-
tion, and the claims that follow, should be read to include
one or at least one and the singular also includes the
plural unless it is obvious that it is meant otherwise.
[0166] The patent claims at the end of this patent ap-
plication are not intended to be construed under 35
U.S.C. § 112(f) unless traditional means-plus-function
language is expressly recited, such as "means for" or
"step for" language being explicitly recited in the claim(s).
[0167] Embodiments of the techniques described in
the present disclosure may include any number of the
following aspects, either alone or combination:

1. A system for managing encumbrances associated
with assets using a distributed ledger maintained by
a plurality of participants, the system comprising: one
or more processors; and a non-transitory computer-
readable medium coupled to the one or more proc-
essors and storing instructions thereon, that when
executed by the one or more processors, causes the
one or more processors to: identify an encumbrance
on an asset when the asset is transferred from a first
owner to a second owner, the encumbrance includ-
ing royalty percentages owed to downstream owners
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other than the first owner and a party other than the
first owner along with other terms and conditions;
generate a transaction including a transfer of the as-
set from the first owner to the second owner and a
description of the encumbrance; and record the
transaction including the description of the encum-
brance in a distributed ledger.

2. The system of aspect 1, wherein to generate the
transaction, the instructions cause the one or more
processors to: augment the transaction with a cryp-
tographic signature from the first owner to prove an
identity of the first owner.

3. The system of any of the preceding aspects,
wherein the distributed ledger includes at least two
of: (i) a public distributed ledger layer for recording
identification and ownership information for assets,
(ii) a federated distributed ledger layer for recording
ownership information for assets, and/or (iii) a private
distributed ledger layer for recording transaction-re-
lated documents for assets.

4. The system of any of the preceding aspects,
wherein to record the transaction, the instructions
cause the one or more processors to: record the
transfer of the asset from the first owner to the sec-
ond owner to at least one participant in a federated
distributed ledger layer; and record the description
of the encumbrance to at least one participant in a
private distributed ledger layer.

5. The system of any of the preceding aspects,
wherein the encumbrance further includes a royalty
payment owed to the first owner when the asset is
transferred to subsequent owners.

6. The system of any of the preceding aspects,
wherein the royalty payment includes two or more
of: a royalty percentage owed to the first owner, the
royalty percentages owed to the downstream own-
ers, a royalty percentage owed to a third party, or a
buyout amount to remove the encumbrance, along
with the other terms and conditions.

7. The system of any of the preceding aspects,
wherein the instructions further cause the one or
more processors to: receive, from the first owner, a
request to transfer ownership of the asset from the
first owner to the second owner; receive, from the
first owner, the description of the encumbrance.

8. The system of any of the preceding aspects,
wherein the asset is linked to a non-fungible token
(NFT) in the distributed ledger.

9. The system of any of the preceding aspects,
wherein the asset is at least one of: shoes, a trading

card, memorabilia, a comic book, a vehicle, a stamp,
a coin, a photograph, a video, a painting, a sculpture,
a drawing, a sketch, a sound recording, a musical
score, song lyrics, a screenplay, a book, a short sto-
ry, a collectible, a domain names intellectual prop-
erty, or an article.

10. A method for managing encumbrances associ-
ated with assets using a distributed ledger main-
tained by a plurality of participants, the method com-
prising: identifying, by one or more processors, an
encumbrance on an asset when the asset is trans-
ferred from a first owner to a second owner, the en-
cumbrance including royalty percentages owed to
downstream owners other than the first owner, a roy-
alty percentage owed to a third party, and other terms
and conditions; generating, by the one or more proc-
essors, a transaction including a transfer of the asset
from the first owner to the second owner and a de-
scription of the encumbrance; and record, by the one
or more processors, the transaction including the de-
scription of the encumbrance in a distributed ledger.

11. The method of aspect 10, wherein generating
the transaction includes: augmenting, by the one or
more processors, the transaction with a cryptograph-
ic signature from the first owner to prove an identity
of the first owner.

12. The method of aspect 10 or aspect 11, wherein
the distributed ledger includes at least two of: (i) a
public distributed ledger layer for recording identifi-
cation and ownership information for assets, (ii) a
federated distributed ledger layer for recording own-
ership information for assets, and/or (iii) a private
distributed ledger layer for recording transaction-re-
lated documents for assets.

13. The method of any of aspects 10 to 12, wherein
recording the transaction includes: recording, by the
one or more processors, the transfer of the asset
from the first owner to the second owner in a feder-
ated distributed ledger layer; and recording, by the
one or more processors, the description of the en-
cumbrance in a private distributed ledger layer.

14. The method of any of aspects 10 to 13, wherein
the encumbrance further includes a royalty payment
owed to the first owner when the asset is transferred
to subsequent owners.

15. The method of any of aspects 10 to 14, wherein
the royalty payment includes two or more of: a royalty
percentage owed to the first owner, the royalty per-
centages owed to the downstream owners, the roy-
alty percentage owed to the third party, or a buyout
amount to remove the encumbrance, along with the
other terms and conditions.
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16. The method of any of aspects 10 to 15, further
comprising: receiving, by the one or more processors
from the first owner, a request to transfer ownership
of the asset from the first owner to the second owner;
and receiving, by the one or more processors from
the first owner, the description of the encumbrance.

17. A system for presenting indications of encum-
brances associated with assets using a distributed
ledger, the system comprising: a user interface; one
or more processors; and a non-transitory computer-
readable medium coupled to the user interface and
the one or more processors and storing instructions
thereon, that when executed by the one or more
processors, causes the one or more processors to:
present, via a user interface, a display of assets as-
sociated with a first owner; receive, via the user in-
terface, a request to transfer ownership of one of the
assets from the first owner to a second owner; re-
ceive, via the user interface, a description of an en-
cumbrance on the asset, the encumbrance including
royalty percentages owed to downstream owners
other than the first owner, a royalty percentage owed
to a third party, and other terms and conditions;
record a transaction including a transfer of the asset
from the first owner to the second owner and the
description of the encumbrance in a distributed ledg-
er; and present, via the user interface, an updated
display of the assets associated with the first owner
including the description of the encumbrance of the
asset transferred to the second owner.

18. The system of aspect 17, wherein the instructions
further cause the one or more processors to: present,
via a user interface, a display for adding a new asset
for the first owner; receive, via the user interface,
identification information for the new asset; record a
transaction including the identification information
for the new asset and ownership information for the
first owner in the distributed ledger; and present, via
the user interface, an updated display of the assets
associated with the first owner including the new as-
set and encumbrance information for the new asset.

19. The system of aspect 17 or aspect 18, wherein
the instructions further cause the one or more proc-
essors to: present, via the user interface, a display
for entering a sale price for the asset and the de-
scription of the encumbrance on the asset.

20. The system of any of aspects 17 to 19, wherein
the display for entering the description of the encum-
brance includes one or more user controls for enter-
ing one or more of: a royalty percentage owed to the
first owner, the royalty percentages owed to the
downstream owners, the royalty percentage owed
to the third party, or a buyout amount to remove the
encumbrance, along with the other terms and con-

ditions.

21. The system of any of aspects 17 to 20, wherein
the instructions cause the one or more processors
to perform one or more of the steps via one or more
application programming interfaces (APIs).

Claims

1. A method for managing encumbrances associated
with assets using a secure, immutable ledger, the
method comprising:

identifying one or more encumbrances on an as-
set when the asset is transferred from one or
more owners to one or more new owners;
generating a transaction including a transfer of
the asset from the one or more owners to the
one or more new owners and a description of
the one or more encumbrances;
augmenting the transaction with one or more
cryptographic hashes;
augmenting the transaction with evidence of au-
thenticity; and
recording the transaction including the descrip-
tion of the one or more encumbrances in a se-
cure, immutable ledger.

2. The method of claim 1, wherein the one or more en-
cumbrances include at least one of:

(i) royalty percentages owed to one or more first
owners,
(ii) royalty percentages owed to downstream
owners other than the first owner,
(iii) royalty percentages owed to one or more
third parties, or
(iv) a buyout option.

3. The method of claim 1 or 2, further comprising:
augmenting the transaction with a cryptographic sig-
nature from the one or more owners to prove the
identity of the one or more owners.

4. The method of any of the preceding claims, wherein
the evidence of authenticity includes a certificate of
authenticity generated by either by the system or by
a third-party certificate authority.

5. The method of any of the preceding claims, wherein
the evidence of authenticity includes a certificate of
authenticity generated by the system using one or
more artificial intelligence elements, machine intel-
ligence elements, or machine learning elements.

6. The method of any of the preceding claims, wherein
information for the evidence of authenticity is ob-
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tained from an evidence oracle or obtained from ex-
ternal systems.

7. The method of any of the preceding claims, further
comprising:
transmitting the transaction to a smart contract that
is configured to automatically distribute royalties up-
on transfer of the asset to another owner in accord-
ance with the encumbrance.

8. The method of any of the preceding claims, further
comprising using one or more artificial intelligence
elements, machine intelligence elements, or ma-
chine learning elements to perform one or more of:

(a) generate a contract,
(b) generate a title transfer,
(c) generate a report,
(d) predict and recommend a price for listing the
asset,
(e) indicate whether the list price is within a
threshold range of a predicted sale price,
(f) output quantitative information indicating a
likelihood that the asset will sell for the potential
list price,
(g) facilitate recordation or transfer of the asset,
(h) receive voice commands related to the asset
transfer,
(i) search sources of information on the asset to
identify relevant information for the asset,
(j) recognize patterns in general or specific types
of assets to perform predictive analysis and pre-
dict future outcomes, or
(k) classify events, user interactions, and recog-
nize deviations from the patterns to identify a
likelihood of fraud.

9. The method of claim 8, wherein the patterns include
at least one of transfer/sale patterns, price patterns,
or ownership patterns.

10. The method of any of the preceding claims, further
comprising:
identifying one or more tasks or operations related
to the asset.

11. The method of any of the preceding claims, wherein
one or more tasks or operations related to the asset
are identified and performed, and include one or
more of:

(i) identifying records and documents related to
the asset;
(ii) managing the records and documents relat-
ed to the asset;
(iii) storing the records and documents related
to the asset;
(iv) conducting searches related to the asset;

(v) transferring the asset;
(vi) correcting erroneous information about the
asset;
(vii) recording ownership related to the asset; or
(viii) tracking and clearing encumbrances relat-
ed to the asset, wherein the one or more encum-
brances on the asset include at least one of:

financial encumbrances comprising liens,
loans, mortgages, leases, royalties, taxes,
or any other financial claim against the as-
set; or
non-financial encumbrances comprising
rights, easements, encroachments, restric-
tive covenants, or any other non-financial
claim against the asset.

12. The method of any of the preceding claims, wherein
the asset is linked to a non-fungible token (NFT).

13. The method of any of the preceding claims, wherein
interfaces and APIs for Internet of Things (IoT) en-
able connection to any asset via interrelated com-
puting devices, mechanical and digital machines,
objects, or people that are provided with unique iden-
tifiers and to transfer data over a network without
requiring human-to-human or human-to-computer
interaction, and wherein tasks, operations, and
events involving the asset are recorded in the ledger.

14. The method of any of the preceding claims, wherein
the asset is at least one of:
shoes, a trading card, memorabilia, a comic book, a
vehicle, a stamp, a coin, a photograph, a video, a
painting, a sculpture, a drawing, a sketch, a sound
recording, a musical score, song lyrics, a screenplay,
a book, a short story, a collectible, a domain name,
intellectual property, an article, gems, jewelry, an air-
craft, a boat, or a real property.

15. A system for managing encumbrances associated
with assets using a secure, immutable ledger, the
system comprising:

one or more processors; and
a computer-readable medium coupled to the
one or more processors and storing instructions
thereon that, when executed by the one or more
processors, causes the one or more processors
to perform the method of any preceding claim.
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