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SYSTEMS AND METHODS FOR VERIFYING
INSURANCE POLICIES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of priority of
U.S. Provisional Patent Application No. 63/126,965, filed
Dec. 17, 2020, which is incorporated herein by reference in
its entirety.

USAGE AND TERMINOLOGY

[0002] Inthis disclosure, unless otherwise specified and/or
unless the particular context clearly dictates otherwise, the

terms “a” or “an” mean at least one, and the term “the”
means the at least one.

SUMMARY

[0003] Inone aspect, an example method is disclosed. The
method includes (a) receiving, by a first computing device of
a computing system for verifying an insurance policy, a
digital certificate containing insurance policy details asso-
ciated with an insurance policy, wherein the digital certifi-
cate is associated with an insurance company; (b) receiving,
by a second computing device of the computing system,
from the first computing device, the digital certificate; (c)
validating, by the second computing device, the digital
certificate; and (d) verifying, by the second computing
device, via a blockchain network, that the digital certificate
has not been revoked, wherein the blockchain network
contains a revocation list associated with the insurance
company.

[0004] In another aspect, an example computing system
for verifying an insurance policy is disclosed. The example
computing system comprises a first computing device,
wherein the first computing device comprises a processor
and a non-transitory computer-readable medium, having
stored thereon program instructions that, upon execution by
the processor, cause the first computing device to perform a
set of operations comprising: (a) receiving a digital certifi-
cate containing insurance policy details associated with an
insurance policy, wherein the digital certificate is associated
with an insurance company. The example computing system
further comprises a second computing device, wherein the
second computing device comprises a processor and a
non-transitory computer-readable medium, having stored
thereon program instructions that, upon execution by the
processor, cause the second computing device to perform a
set of operations comprising: (a) receiving, from the first
computing device, the digital certificate; (b) validating the
digital certificate; and (c) verifying, via a blockchain net-
work, that the digital certificate has not been revoked,
wherein the blockchain network contains a revocation list
associated with the insurance company.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a simplified block diagram of an example
computing device.

[0006] FIG. 2 is a simplified block diagram of an example
computing system for verifying an insurance policy.
[0007] FIG. 3 is a flow chart of an example method.
[0008] FIG. 4 is a simplified block diagram of an example
computing system for verifying a digital certificate.

[0009] FIG. 5 is a flow chart of an example method.
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DETAILED DESCRIPTION

1. Overview

[0010] Insurance companies routinely evaluate requests
for performance arising under previous, existing, or poten-
tial insurance policies. These insurance customers may also
have to provide proof of their insurance policies to various
entities, under a number of conditions, including, for
example, (i) a homeowner having to show proof of home
insurance to the mortgage company to ensure their mortgage
is in good standing, (ii) residential and/or commercial rent-
ers having to show proof of renter’s insurance to their
landlords as part of their rental requirements (iii) automotive
insurance holders have to demonstrate proof of insurance to
a law enforcement officer at a traffic stop, (iv) drivers for
ride-sharing companies have to share their automotive insur-
ance policy evidence with their respective ride-sharing com-
panies, (v) parties leasing cars have to show evidence of auto
insurance to their car financing companies.

[0011] Conventionally, providing evidence of insurance
has been done by sharing a physical insurance policy card
(or copy thereof) and/or some digital version of insurance
policy papers (e.g., a PDF of an insurance policy card). But,
this process is prone to issues like fraud and forgery by the
policyholder (e.g., higher limits, longer terms, etc.), a party
who is not a policyholder, or other parties that make false
representations about an insurance policy allegedly associ-
ated with an insurance company. By relying on these con-
ventional methods, the policyholder and/or third parties
cannot verify in real-time whether the insurance policy has
changed or been cancelled altogether. Physical insurance
cards can also be lost and replacement can take time, which
can also disrupt the verification process.

[0012] If, however, the insurance company could provide
an efficient, effective, and novel solution for sharing and
verifying evidence of insurance leveraging one or more
digital technologies (e.g., blockchain and/or digital certifi-
cate technologies), then the overall risk associated with
performing based on incorrect policy information would be
reduced, as would the risk to third parties who might rely on
these false insurance policy representations (e.g., landlords,
law enforcement agencies, etc.). Put another way, the more
securely and accurately potentially problematic insurance
policy information could be detected by the insurance com-
pany, the third party, or both, the more advantages all parties
could realize.

[0013] Accordingly, features of the present disclosure can
help to address these and other issues to provide an improve-
ment to select technical fields. More specifically, features of
the present disclosure help address issues within and provide
improvements for select technical fields, which include for
example, computer-based systems for issuing, cancelling,
reinstating, and verifying insurance policies, computing
devices, applications, and graphical user interfaces (GUIs)
used by insurance customers and policyholders, law
enforcement agencies, property management systems, mort-
gage agencies, ride-sharing services, and other similar busi-
nesses. Additionally, although the features of the present
disclosure primarily address improvements to example
embodiments involving the insurance industry, examples of
the present disclosure may be used to help address issues
within and provide improvements for other industries as
well. These features will now be described.
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[0014] Embodiments of the present invention provide
methods, systems, and devices that allow insurance compa-
nies to effectively analyze and verify evidence of insurance
policies for policyholders and third-parties by leveraging
one or more digital technologies (e.g., blockchain and/or
digital certificate technologies).

[0015] More specifically, example embodiments relate to
methods, systems, and devices for improving such evalua-
tion and verification of evidence of insurance by veritying
digital information associated with an insurance policy and
performing further analysis and verification to ensure that
the insurance policy information is as accurate as possible.
In a further aspect, this security and accuracy of insurance
policy analysis and verification improves third parties’ and
the insurance company’s abilities to mitigate risks of prob-
lematic insurance policy information and representations by
a policy holder, non-policy holder, or both—an advanta-
geous result for the insurance company, the policyholder,
and third parties, alike.

[0016] A computing system for verifying an insurance
policy may include a first computing device (e.g., a smart-
phone associated with an insurance customer and/or poli-
cyholder) and a second computing device communication
device (e.g., a smartphone associated with a third party).
These computing devices can be used to perform various
operational functions within the computing system to ana-
lyze and verify the validity of an insurance policy.

[0017] For example, an insurance company may issue
evidence of insurance (“Eol”) associated with an insurance
policy. This Eol may include a digital certificate associated
with an insurance policy, among other possibilities. The
digital certificate may also contain insurance policy details
associated with an insurance policy, which may also serve as
evidence of a valid insurance policy (e.g., the digital cer-
tificate may be signed with one or more secure keys and/or
signatures associated with the insurance company).

[0018] The first computing device (e.g., a smartphone
associated with a policyholder) may receive the digital
certificate and may do so from a number of sources. For
example, the first computing device may receive the digital
certificate from a computing device belonging to or associ-
ated with the insurance company (e.g., a server and/or
database associated with the insurance company). For
example, the digital certificate may contain details about an
insurance policy, including the: (i) policy status (e.g.,
whether the policy is active, expired, cancelled, and/or
reinstated); (ii) policy start date, term, and/or end date; (iii)
policy identification (ID) information (e.g., policy number);
(iv) details about the party insured under the policy (e.g.,
name, address, date of birth, phone number); (v) details
about the property insured under the policy (e.g., year, make,
model, and/or vehicle identification number (VIN) of cov-
ered vehicles, address of a covered residential and/or com-
mercial property); (vi) details about the insurance company
issuing the policy (e.g., name, address, phone number); (vii)
policy coverage and/or limits; and/or (viii) other information
associated with the insurance policy, all of which may be
held in one or more fields (e.g., Policy Field 1 . . . Policy
Field N). Other examples are possible.

[0019] The digital certificate may be signed or associated
with one or more security measures that ensure the policy is
actually associated with and/or issued on behalf of the
insurance company (e.g., security keys and/or one or more
secure signatures signed and/or dated by the insurance
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company). In a further aspect, the insurance company issu-
ing the digital certificate to its policyholders may also
maintain this information (e.g., a public and/or private
security key pair), and may take different security measures
depending on the confidentiality and/or types of the associ-
ated information. For example, a public key associated with
a digital certificate and/or the insurance company may be
publically available, while private key may be securely
stored and used for digitally signing the digital certificate on
behalf of the insurance company. In another aspect, the
digital certificate may also be signed by another party (e.g.,
a third-party certificate authority), which may also obviate
the need for publishing the public key of the insurance
company.

[0020] In order to take various actions in connection with
this insurance policy and/or digital certificate (e.g., issuing,
verifying, revoking, and/or reinstating the insurance policy
and/or digital certificate), the insurance company may use
one or more different technologies.

[0021] For example, the insurance company may imple-
ment a mobile application executing on a computing device
to take various actions in connection with this insurance
policy, digital certificate, or both. This mobile application
may be used by the insurance customers, third parties (e.g.,
law enforcement officers), and/or other parties. This mobile
application may be used to store and/or retrieve the digital
certificate (e.g., from one or more servers associated with the
insurance company) and/or take further actions in connec-
tion with the digital certificate.

[0022] For example, the mobile application can store,
retrieve, display, and/or take other actions using policy
information associated with the digital certificate and/or
insurance policy (e.g., the policy start date, the policy
expiration date, and/or policy identification (ID) informa-
tion). The mobile application may also store, retrieve, gen-
erate, and/or display graphical representations of the digital
certificate, the insurance policy, or both. For example, the
mobile application may generate and display a Quick
Response (QR) code that, when scanned, causes retrieval
and/or display of policy information (e.g., by directing a
computing device to navigate to the URL of a webpage
storing the digital certificate). Additionally or alternatively,
if a policyholder maintains a physical insurance card, the
physical card may also have a QR code that, when scanned,
may direct a computing device to the URL of a webpage
storing the digital certificate.

[0023] In other examples, the digital certificate may also
be shared with a second computing device. The second
computing device may also execute a mobile application
associated with the insurance company. Additionally or
alternatively, the second computing device may receive the
digital certificate in the manner described above (e.g., by
scanning a QR displayed on a first computing device and
navigating to the URL of a webpage storing the digital
certificate), among other possibilities. For example, the
second computing device may receive policy information
associated with an insurance (e.g., policy number, policy-
holder information, etc.) and retrieve the digital certificate
from one or more servers associated with the insurance
company by using a mobile application associated with the
insurance company.

[0024] This application may also be used by a computing
device (e.g., a third-party computing device) to ensure that
the digital certificate is valid. For example, the insurance
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company may take steps using its computing systems (e.g.,
one or more servers and mobile applications executing on
computing devices) to ensure that if anyone modifies the
contents of the digital certificate, the digital validation
efforts by the insurance company, a third party, or other
parties, would fail. For example, if a party wants to verify
the validity of a policy representation from a policyholder,
the party could request a digital certificate associated with
the alleged policy and then verify the validity of that digital
certificate (and, in turn, the insurance policy itself) by using
the mobile application associated with the insurance policy.
To do so, the mobile application may use one or more
validation routines, using one or more components of the
insurance company’s computing systems.

[0025] The second computing device may also validate the
digital certificate using services and/or technologies that are
independent of the insurance company. For example, the
second computing device may verify the validity of the
digital certificate using one or more third-party services
and/or applications (e.g., a third-party service that validates
one or more digital signatures associated with the digital
certificate).

[0026] Once the digital certificate is validated, the insur-
ance company, a third party, or both may want to take
additional steps to further ensure and verify that the digital
certificate is valid and/or has not been revoked by the
policyholder, the insurance company, or both. One way the
insurance company can ensure that these secondary verifi-
cation efforts are successful may be to maintain information
at a site that is separate from the insurance company’s
computing system. For example, the insurance company
may maintain this information on one or more public and/or
private blockchain networks.

[0027] For example, the insurance company may maintain
a list of all revoked insurance policies on a public blockchain
network for insurance policies (e.g., insurance policies can-
celed before their expiration date). To ensure that no con-
fidential customer information is publically disclosed in this
revocation list, the insurance company may take one or more
steps to anonymize customer information, while also main-
taining its ability to verify information that is connected to
one or more insurance policy. For example, instead of
posting all of the details of an insurance policy on a public
blockchain network and/or website, the insurance company
can create a unique identifier of the policy and/or digital
certificate that contains the requisite information for the
policy (e.g., whether it has been revoked and/or when it was
revoked) without revealing any other information about the
policy (e.g., the policyholder’s information). The insurance
company may also generate and maintain one or more
resources to interpret this anonymized information (e.g., one
or more tables of information securely stored on a server
and/or database associated with the insurance company, all
of which may be accessed by a mobile application associ-
ated with the insurance company).

[0028] In some examples, the insurance company may do
this by creating one or more hash value containing a unique
set of characters that are associated with a particular revoked
insurance policy. In a further aspect, the insurance company
may maintain a list of these hash values (e.g., in a hash
index), which may be uploaded to one or more blockchain
networks, and may be searched by the insurance company,
a third party, a customer, or other parties by a number of
means (e.g., a mobile application associated with the insur-
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ance company). In a further aspect, to verify that the
insurance policy has not been revoked and/or a digital
certificate associated with the insurance is valid, a party,
using a mobile application on a computing device, may
verify to that no hash value in the hash index is associated
with the insurance policy and/or digital certificate in ques-
tion. By creating and searching these hash values using
blockchain services, the insurance company also avoids the
time and expense of building and maintaining private data-
bases on one or more blockchain networks and/or more
costly uploading measures (e.g., uploading the digital cer-
tificate itself to a blockchain network, which may be very
costly). Other examples are possible.

[0029] For example, instead of or in addition to creating
these hash values, the insurance company may use block-
chain transaction technologies and protocols to verify that an
insurance policy and/or digital certificate are valid. For
example, the insurance company may use a blockchain
service to generate a blockchain account address that is
associated with a particular insurance policy and/or digital
certificate. Once this account address is generated, the
insurance company may post one or more zero-value trans-
actions to the account address associated with a particular
insurance policy and/or digital certificate that represent one
or more events that occur in connection with the particular
insurance policy, digital certificate, or both. For example, if
the particular insurance policy and/or digital certificate is
revoked, then the insurance company may post a zero-value
transaction to the account address associated with the par-
ticular insurance policy and/or digital certificate that repre-
sents a revocation of the insurance policy. Then, if the
particular insurance policy and/or digital certificate is rein-
stated, then the insurance company may post another zero-
value transaction to the account address associated with the
particular insurance policy and/or digital certificate that
represents a reinstatement of the insurance policy, and so on.

[0030] Inany event, the insurance company may maintain
a list of these blockchain accounts (e.g., in a blockchain
account index), which may be searched by the insurance
company, a third party, a customer, or other parties by a
number of means (e.g., a mobile application associated with
the insurance company). In a further aspect, this list may
also be searched to lookup various transaction histories
detailing zero-value transactions representing one or more
policy actions associated with a particular insurance policy
(e.g., cancellation, revocation, reinstatement, and/or other
events in connection with a particular insurance policy,
digital certificate, or both). And, like the hash values and
hash index, by maintaining the list of these blockchain
transactional accounts using a blockchain service, the insur-
ance company may only update the transaction history of a
blockchain address based on actions taken in connection
with an insurance policy, while also avoiding the time and
expense of building and maintaining private databases on
one or more blockchain networks and/or more costly mea-
sures—and protecting policyholder information. Other
example embodiments are possible.

[0031] To facilitate this validation and/or verification pro-
cess, the insurance company may use one or more applica-
tions executing on one or more computing devices. For
example, the insurance company may use one or more
applications executing on a computing device using the
following example source code:
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If Signature_ Valid(EoIl_ Digital Certificate) then
If Expiry_ Date(Eol_ Digital  Certificate) > Today_ Date then

Revocation_ Record=Lookup_ Revocation_ Record(PolicyId(Eol_ Digital Certifica

te))
If Recovation_ Record !=NULL then

IfExpiry_ Date(Revocation_ Record)>Policy  Start Date(Eol_ Digital Certi

ficate) then
Declare(“Policy Invalid”)
Else
Declare(“Policy Valid”)
Else
Declare(“Policy Valid”)
Else
Declare(“Policy Invalid™)
Else

[0032] Declare(“Policy Invalid”)

[0033] Furthermore, various aspects of this example
source code may use one or more of the processes and
details described herein (e.g., the “Lookup_Revocation_
Record” routine above may be implemented by looking
through the transactions posted on the blockchain address
used for the revocation list described above).

[0034] In another aspect, although various aspects of this
disclosure have focused on the insurance company issuing
the insurance policy and/or digital certificates described
above, other insurance companies may also have access to
the revocation and other transactional information, and may
also have their own separate publicly known blockchain
addresses that they may use to post policy transactions on
blockchain services as well.

[0035] Other example embodiments are also possible,
many of which are discussed in further detail below.

II. Example Architecture

[0036] A. Computing Device

[0037] FIG. 1 is a simplified block diagram of an example
computing device 100. The computing device 100 can be
configured to perform and/or can perform one or more acts
and/or functions, such as those described in this disclosure.
The computing device 100 can include various components,
such as a processor 102, a data storage unit 104, a commu-
nication interface 106, and/or a user interface 108. Each of
these components can be connected to each other via a
connection mechanism 110.

[0038] In this disclosure, the term “connection mecha-
nism” means a mechanism that facilitates communication
between two or more components, devices, systems, or other
entities. A connection mechanism can be a relatively simple
mechanism, such as a cable or system bus, or a relatively
complex mechanism, such as a packet-based communication
network (e.g., the Internet). In some instances, a connection
mechanism can include a non-tangible medium (e.g., in the
case where the connection is wireless).

[0039] The processor 102 can include a general-purpose
processor (e.g., a microprocessor) and/or a special-purpose
processor (e.g., a digital signal processor (DSP)). The pro-
cessor 102 can execute program instructions included in the
data storage unit 104 as discussed below.

[0040] The data storage unit 104 can include one or more
volatile, non-volatile, removable, and/or non-removable
storage components, such as magnetic, optical, and/or flash
storage, and/or can be integrated in whole or in part with the
processor 102. Further, the data storage unit 104 can take the

form of a non-transitory computer-readable storage medium,
having stored thereon program instructions (e.g., compiled
or non-compiled program logic and/or machine code) that,
upon execution by the processor 102, cause the computing
device 100 to perform one or more acts and/or functions,
such as those described in this disclosure. These program
instructions can define, and/or be part of, a discrete software
application. In some instances, the computing device 100
can execute program instructions in response to receiving an
input, such as an input received via the communication
interface 106 and/or the user interface 108. The data storage
unit 104 can also store other types of data, such as those
types described in this disclosure.

[0041] The communication interface 106 can allow the
computing device 100 to connect with and/or communicate
with another entity according to one or more protocols. In
one example, the communication interface 106 can be a
wired interface, such as an Ethernet interface. In another
example, the communication interface 106 can be a wireless
interface, such as a cellular or WI-FI interface. In this
disclosure, a connection can be a direct connection or an
indirect connection, the latter being a connection that passes
through and/or traverses one or more entities, such as a
router, switcher, or other network device. Likewise, in this
disclosure, a transmission can be a direct transmission or an
indirect transmission.

[0042] The user interface 108 can include hardware and/or
software components that facilitate interaction between the
computing device 100 and a user of the computing device
100, if applicable. As such, the user interface 108 can
include input components such as a keyboard, a keypad, a
mouse, a touch-sensitive panel, and/or a microphone, and/or
output components such as a display device (which, for
example, can be combined with a touch-sensitive panel), a
sound speaker, and/or a haptic feedback system.

[0043] The computing device 100 can take various forms,
such as a workstation terminal, a desktop computer, a laptop,
a tablet, a mobile phone, and/or a mobile computing device.

[0044]

[0045] FIG. 2 is a simplified block diagram of an example
insurance policy verification computing system 200. The
insurance policy verification system 200 can perform vari-
ous acts and/or functions related to verifying an insurance
policy, a digital certificate, and/or both, and can be imple-
mented as a computing system. In this disclosure, the term
“computing system” means a system that includes at least
one computing device. In some instances, a computing
system can include one or more other computing systems,

B. Insurance Policy Verification System
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including one or more computing systems controlled by the
insurance company, different independent entities, and/or
both.

[0046] It should also be readily understood that computing
device 100, insurance policy verification system 200, and all
of the components thereof, can be physical systems made up
of physical devices, cloud-based systems made up of cloud-
based devices that store program logic and/or data of cloud-
based applications and/or services (e.g., perform at least one
function of a software application or an application platform
for computing systems and devices detailed herein), or some
combination of the two.

[0047] In any event, the insurance policy verification
system 200 can include various components, such as Insur-
ance Company X computing device 202, insurance customer
computing device 204, third-party computing device 206,
blockchain network 208, and Insurance Company Y com-
puting device 210, each of which can be implemented as a
computing system.

[0048] The insurance policy verification system 200 can
also include connection mechanisms (shown here as lines
with arrows at each end (i.e.,, “double arrows”), which
connects Insurance Company X computing device 202,
insurance customer computing device 204, third-party com-
puting device 206, blockchain network 208, and Insurance
Company Y computing device 210, and may do so in a
number of ways (e.g., a wired mechanism, wireless mecha-
nisms and communication protocols, etc.).

[0049] In practice, the insurance policy verification system
200 is likely to include many or some of all of the example
components described above, such as the such as Insurance
Company X computing device 202, insurance customer
computing device 204, third-party computing device 206,
blockchain network 208, and Insurance Company Y com-
puting device 210, which can allow many policyholders to
communicate and interact with the insurance company and/
or third-parties, many third parties to communicate and
interact with the insurance company and/or the insurance
customer, and so on.

IV. Example Operations

[0050] The insurance policy verification system 200 and/
or components thereof can perform various acts and/or
functions (many of which are described above). Examples of
these and related features will now be described in further
detail.

[0051] Within the policy verification system 200, an insur-
ance customer may purchase an insurance policy using a
mobile application executing on insurance customer com-
puting device 204 and communicating with Insurance Com-
pany X computing device 202.

[0052] In one example, Insurance Company X computing
device 202 can then issue an insurance policy and a digital
certificate representing the purchased insurance policy, both
of which may contain various policy details and informa-
tion, as well as a digital signature or other security measure
of the insurance company issuing the policy. Insurance
Company X computing device 202 can then send the insur-
ance policy and/or digital certificate to insurance customer
computing device 204.

[0053] Once insurance customer computing device 204
receives the insurance policy and/or digital certificate, the
insurance customer may be asked to produce proof of the
issued insurance policy (e.g., by a law enforcement agent
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during a routine traffic stop). To do so, insurance customer
computing device 204 may display the information associ-
ated with the insurance policy, the digital certificate, or both.
In a further aspect, insurance customer computing device
204 may also display a graphical representation of the issued
policy, the digital certificate, or both.

[0054] In one example, insurance customer computing
device 204 may generate and display a QR code that may be
scanned by another computing device. For example, this QR
code displayed on insurance customer computing device 204
may be scanned by third-party computing device 206. Once
scanned by third-party computing device 206, the third-
party computing device 206 may navigate to a URL con-
taining the issued policy and/or digital certificate. In another
example, the third-party computing device 206 may also be
executing a mobile application associated with the insurance
company and once the third-party computing device 206
receives the issued policy and/or digital certificate, the
third-party computing device 206 may determine that the
issued policy and/or digital certificate is valid using mobile
application associated with the insurance company. In other
examples, the second computing device may validate the
digital certificate without involving the insurance company
and/or any application maintained by the insurance company
(e.g., the second computing device may validate the digital
certificate by using a third-party service), thereby removing
any need to reach out to and/or involve the insurance
company.

[0055] As described in further detail above, Insurance
Company X may also maintain one or more sources of
information outside of its computing systems and/or mobile
applications, for example on blockchain network 208, which
may be public or private and may be a physical server,
cloud-based server (as illustrated), or some combination
thereof. Either way, Insurance Company X may maintain a
list of revoked insurance policies (i.e., a revocation list), on
blockchain network 208. In a further aspect, the third-party
computing device 206 may also verify that the issued policy
and/or digital certificate are valid by verifying (e.g., by using
a mobile application associated with the insurance company)
that the issued policy and/or digital certificate are not
included on the list of revoked insurance policies maintained
by Insurance Company X on blockchain network 208.
[0056] Either way, Insurance Company X may update this
list of revoked insurance policies using Insurance Company
X computing device 202 and blockchain network 208,
which also may be accessed by Insurance Company Y
computing device 210, third-party computing device 206, or
both, among other possibilities. In any event, in these
example embodiments, very little data and/or information
can be stored on blockchain network 208, at least, because
the issued policy and/or digital certificate are not themselves
are not stored on blockchain network 208, and the total data,
information, and cost of maintaining the revocation list on
blockchain network 208 are low. Various other iterations and
advantages are possible as well.

[0057] For example, FIG. 3 is a flow chart illustrating an
example method 300.

[0058] At block 302, the method 300 can include, receiv-
ing, by a first computing device of a computing system for
verifying an insurance policy, a digital certificate containing
insurance policy details associated with an insurance policy,
wherein the digital certificate is associated with an insurance
company.
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[0059] At block 304, the method 300 can include, receiv-
ing, by a second computing device of the computing system,
from the first computing device, the digital certificate.
[0060] In some examples, receiving, by a second comput-
ing device of the computing system, from the first comput-
ing device, the digital certificate includes receiving, by the
second computing device of the computing system, from the
first computing device, policy information associated with
the digital certificate. In other examples, the policy infor-
mation associated with the digital certificate includes one or
more of (i) policy start date, (ii) policy expiration date, or
(iii) policy identification (ID) information.

[0061] In some examples, receiving, from the first com-
puting device, the digital certificate includes scanning, by
the second computing device, a Quick Response (QR) code
associated with the digital certificate displayed on the first
computing device.

[0062] At block 306, the method 300 can include, vali-
dating, by the second computing device, the digital certifi-
cate.

[0063] At block 308, the method 300 can also include,
verifying, by the second computing device, via a blockchain
network, that the digital certificate has not been revoked,
wherein the blockchain network contains a revocation list
associated with the insurance company.

[0064] In some examples, the blockchain network is a
public blockchain network. In other examples, the block-
chain network is a private blockchain network.

[0065] In still other examples, the revocation list includes
a hash index, wherein the hash index contains one or more
hash values, and wherein each hash value is a unique set of
characters and is associated with a particular revoked insur-
ance policy. In other examples, verifying that the digital
certificate has not been revoked includes verifying that no
hash value in the hash index is associated with the insurance
policy.

[0066] In other examples, the revocation list includes a
blockchain account index, wherein the blockchain account
index contains one or more blockchain account addresses,
and wherein blockchain account address is associated with
a transaction history detailing zero-value transactions rep-
resenting one or more policy actions associated with a
particular insurance policy.

[0067] In some examples, the one or more policy actions
associated with a particular insurance policy includes can-
celling the particular insurance policy. In other examples,
verifying that the digital certificate has not been revoked
includes verifying that the zero-value transactions represent-
ing cancelling the particular insurance policy does not
include any zero-value transactions representing cancelling
the insurance policy.

[0068] In some examples, the one or more policy actions
associated with a particular insurance policy includes rein-
stating the particular insurance policy. In other examples,
verifying that the digital certificate has not been revoked,
comprises verifying that the zero-value transactions repre-
senting reinstating the particular insurance policy includes
zero-value transactions representing reinstating the insur-
ance policy.

[0069] C. Digital Certificate Verification System

[0070] FIG. 4 is a simplified block diagram of an example
digital certificate verification computing system 400. The
digital certificate verification system 400 can perform vari-
ous acts and/or functions related to verifying a digital

Jan. 4, 2024

certificate, one or more documents or entity details associ-
ated with the digital certificate, and/or both, and can be
implemented as a computing system. In this disclosure, the
term “computing system” means a system that includes at
least one computing device. In some instances, a computing
system can include one or more other computing systems,
including one or more computing systems controlled by one
or more companies, parties, entities, and the like.

[0071] It should also be readily understood that computing
device 100, digital certificate verification system 400, and all
of the components thereof, can be physical systems made up
of physical devices, cloud-based systems made up of cloud-
based devices that store program logic and/or data of cloud-
based applications and/or services (e.g., perform at least one
function of a software application or an application platform
for computing systems and devices detailed herein), or some
combination of the two.

[0072] In any event, the digital certificate verification
system 400 can include various components, such as Entity
X computing device 402, first computing device 404, second
computing device 406, and blockchain network 408, each of
which can be implemented as a computing system.

[0073] The digital certificate verification system 400 can
also include connection mechanisms (shown here as lines
with arrows at each end (i.e., “double arrows”), which
connect Entity X computing device 402, first computing
device 404, second computing device 406, and blockchain
network 408, and may do so in a number of ways (e.g., a
wired mechanism, wireless mechanisms and communication
protocols, etc.).

[0074] In practice, the digital certificate verification sys-
tem 400 is likely to include many or some of all of the
example components described above, such as the such as
Entity X, first computing device 404, second computing
device 406, and blockchain network 408, which can allow
many entities (e.g., companies, one or more persons, and the
like, including those associated with first computing device
404 and/or second computing device 406) to communicate
and interact with the Entity X and/or other entities and/or
third-parties, many other entities (e.g., companies, one or
more persons, and the like, including those associated with
first computing device 404 and/or second computing device
406) and/or third-parties to communicate and interact with
Entity X and/or each other, and so on. In example embodi-
ments, Entity X may comprise one or more entities (e.g., one
or more companies, one or more persons, and the like).

IV. Example Operations

[0075] The digital certificate verification system 400 and/
or components thereof can perform various acts and/or
functions (many of which are described above). Examples of
these and related features will now be described in further
detail.

[0076] Within digital certificate verification system 400, a
user of first computing device 404 may purchase, download,
or otherwise be associated with a document and/or data
structure using a mobile application executing on first com-
puting device 404 and communicating with Entity X com-
puting device 402. These types of documents and/or data
structures may include, for example, a document and/or data
structures containing personal information.

[0077] In some examples, this personal information may
include personal information associated with one or more
users of the first computing device 404, including employ-



US 2024/0005410 Al

ment records (e.g., employment status), health records (e.g.,
vaccination status and/or details associated therewith), prop-
erty records (e.g., valid mortgages and/or property deeds),
citizenship/residency records (e.g., valid social security
card), financial information (e.g., credit scores, available
lines of credit and amounts of credit associated therewith,
etc.), agency records (e.g., Transportation Security Admin-
istration records, arrest records, and the like), information
communicated to government entities (e.g., corporate infor-
mation, including reports to the Federal Insurance Office,
Internal Revenue Service, U.S. Department of the Treasury,
tax records), information exchanged between entities (e.g.,
confidential information used in a contract between two
companies), and/or other personal information, some or all
of which may contain personal identifiable information
(PII). In a further aspect, in example embodiments, this
personal information may be used in digital certificate
verification system 400 to validate a qualifying personal
attribute about the user of first computing device 404 (e.g.,
to confirm vaccination status).

[0078] In some examples, this personal information may
include information associated with the first computing
device 404, itself, including device validation and/or secu-
rity records (e.g., whether the first computing device 404 has
credentials to communicate with a secured network and/or
one or more secure devices), and/or other personal infor-
mation, some or all of which may contain personal identi-
fiable information (PII). In a further aspect, in example
embodiments, this personal information may be used in
digital certificate verification system 400 to validate a quali-
fying attribute about the first computing device 404. Other
examples are possible.

[0079] In one example, Entity X computing device 402
can then issue a digital certificate and documents and/or data
structures, any of which may contain various details and
information (such as the personal information described
above), as well as a digital signature or other security
measure of the company issuing the digital certificate and
documents and/or data structures associated with the digital
certificate. Entity X computing device 402 can then send the
digital certificate and documents and/or data structures to
first computing device 404.

[0080] Once first computing device 404 receives the digi-
tal certificate and documents and/or data structures, the user
of computing device 404 may be asked to produce proof of
the digital certificate and documents and/or data structures
associated with the digital certificate (e.g., by an employer
of the user of first computing device 404). To do so, first
computing device 404 may display the information associ-
ated with the digital certificate and documents and/or data
structures associated with the digital certificate. In a further
aspect, first computing device 404 may also display a
graphical representation of the digital certificate and docu-
ments and/or data structures, or both.

[0081] In one example, first computing device 404 may
generate and display a QR code that may be scanned by
another computing device. For example, this QR code
displayed on first computing device 404 may be scanned by
second computing device 406. Once scanned by second
computing device 406, the second computing device 406
may navigate to a URL containing the issued digital certifi-
cate and documents and/or data structures. In another
example, the second computing device 406 may also be
executing a mobile application associated with the Entity X
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and once the second computing device 406 receives the
issued digital certificate and documents and/or data struc-
tures, the second computing device 406 may determine that
the digital certificate and documents and/or data structures is
valid using mobile application associated with the Entity X.
In other examples, the second computing device may vali-
date the digital certificate without involving the Entity X
and/or any application maintained by the Entity X (e.g., the
second computing device may validate the digital certificate
by using a third-party service), thereby removing any need
to reach out to and/or involve the Entity X.

[0082] As described in further detail herein, Entity X may
also maintain one or more sources of information outside of
its computing systems and/or mobile applications, for
example on blockchain network 408, which may be public
or private and may be a physical blockchain network and/or
server, cloud-based server (as illustrated), or some combi-
nation thereof. Either way, Entity X may maintain informa-
tion associated with the digital certificate and documents
and/or data structures, including personal information asso-
ciated with one or more users of the first computing device
404 and/or the device itself, on blockchain network 408. In
a further aspect, the second computing device 406 may also
verify that the digital certificate and documents and/or data
structures are valid by verifying (e.g., by using a mobile
application associated with the Entity X) that the the digital
certificate and documents and/or data structures are not
included on the revocation list maintained by Entity X on
blockchain network 408.

[0083] Either way, Entity X may update this revocation list
using Entity X computing device 402 and blockchain net-
work 408, which also may be accessed by one or more
computing devices (including those not illustrated in FIG.
4), second computing device 406, or both, among other
possibilities. In any event, in these example embodiments,
very little data and/or information can be stored on block-
chain network 408, at least, because the digital certificate
and documents and/or data structures are not themselves are
not stored on blockchain network 408, and the total data,
information, and cost of maintaining the revocation list on
blockchain network 408 are low. Various other iterations and
advantages are possible as well.

[0084] For example, FIG. 5 is a flow chart illustrating an
example method 500.

[0085] At block 502, the method 500 can include, receiv-
ing, by a first computing device of a computing system for
verifying a digital certificate, the digital certificate. In some
examples, the digital certificate contains details associated
with the first computing device. In some examples, the
digital certificate contains details associated with a user of
the first computing device.

[0086] At block 504, the method 500 can include, receiv-
ing, by a second computing device of the computing system,
from the first computing device, information associated with
the digital certificate.

[0087] In some examples, receiving, from the first com-
puting device, information associated with the digital cer-
tificate comprises scanning, by the second computing
device, a Quick Response (QR) code associated with the
digital certificate displayed on the first computing device.

[0088] At block 506, the method 500 can also include,
verifying, by a second computing device of the computing
system, via a blockchain network, that the digital certificate
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has not been revoked, wherein the blockchain network
contains a revocation list associated with the digital certifi-
cate.

[0089] In some examples, the blockchain network is a
public blockchain network. In other examples, the block-
chain network is a private blockchain network.

[0090] In still other examples, the revocation list includes
a hash index, wherein the hash index contains one or more
hash values, and wherein each hash value is a unique set of
characters and is associated with a particular digital certifi-
cate. In other examples, verifying that the digital certificate
has not been revoked comprises verifying that no hash value
in the hash index is associated with the digital certificate.
[0091] In other examples, the revocation list includes a
blockchain account index, wherein the blockchain account
index contains one or more blockchain account addresses,
and wherein blockchain account address is associated with
a transaction history detailing zero-value transactions rep-
resenting one or more actions associated with a particular
digital certificate.

[0092] In some examples, one or more actions associated
with a particular digital certificate comprises one or more
zero-value transactions indicating that the particular digital
certificate is valid. In other examples, verifying that the
digital certificate has not been revoked comprises verifying
at least one of the one or more zero-value transactions
indicating that the particular digital certificate is valid. In
some examples, verifying that the digital certificate has not
been revoked comprises verifying that the zero-value trans-
actions representing one or more actions associated with a
particular digital certificate does not include any zero-value
transactions representing that the digital certificate is
invalid. In some examples, one or more actions associated
with a particular digital certificate comprises one or more
zero-value transactions indicating that the particular digital
certificate is invalid. In some examples, verifying that the
digital certificate has not been revoked comprises verifying
at least one of the one or more zero-value transactions
indicating that the particular digital certificate is invalid.
[0093] In some examples, method 500 further comprises
validating, by the second computing device, the digital
certificate.

V. Example Variations

[0094] Although some of the acts and/or functions
described in this disclosure have been described as being
performed by a particular entity, the acts and/or functions
can be performed by any entity, such as those entities
described in this disclosure. Further, although the acts and/or
functions have been recited in a particular order, the acts
and/or functions need not be performed in the order recited.
However, in some instances, it can be desired to perform the
acts and/or functions in the order recited. Further, each of the
acts and/or functions can be performed responsive to one or
more of the other acts and/or functions. Also, not all of the
acts and/or functions need to be performed to achieve one or
more of the benefits provided by this disclosure, and there-
fore not all of the acts and/or functions are required.
[0095] Although certain variations have been discussed in
connection with one or more examples of this disclosure,
these variations can also be applied to all of the other
examples of this disclosure as well.

[0096] Although select examples of this disclosure have
been described, alterations and permutations of these
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examples will be apparent to those of ordinary skill in the
art. Other changes, substitutions, and/or alterations are also
possible without departing from the invention in its broader
aspects as set forth in the following claims.

We claim:

1. A computing system for verifying an insurance policy
comprising:

a first computing device, wherein the first computing
device comprises a processor and a non-transitory
computer-readable medium, having stored thereon pro-
gram instructions that, upon execution by the proces-
sor, cause the first computing device to perform a set of
operations comprising:
receiving a digital certificate containing insurance

policy details associated with the insurance policy,
wherein the digital certificate is associated with an
insurance company; and
a second computing device, wherein the second comput-
ing device comprises a processor and a non-transitory
computer-readable medium, having stored thereon pro-
gram instructions that, upon execution by the proces-
sor, cause the second computing device to perform a set
of operations comprising:
receiving, from the first computing device, the digital
certificate;

validating the digital certificate; and

verifying, via a blockchain network, that the digital
certificate has not been revoked, wherein the block-
chain network contains a revocation list associated
with the insurance company.

2. The computing system of claim 1, wherein receiving,
from the first computing device, the digital certificate com-
prises receiving, from the first computing device, by the
second computing device, policy information associated
with the digital certificate.

3. The computing system of claim 2, wherein policy
information associated with the digital certificate comprises
one or more of (i) policy start date, (ii) policy expiration
date, or (iii) policy identification (ID) information.

4. The computing system of claim 1, wherein receiving,
from the first computing device, the digital certificate com-
prises scanning, by the second computing device, a Quick
Response (QR) code associated with the digital certificate
displayed on the first computing device.

5. The computing system of claim 1, wherein the block-
chain network is a public blockchain network.

6. The computing system of claim 1, wherein the block-
chain network is a private blockchain network.

7. The computing system of claim 1, wherein the revo-
cation list comprises a hash index, wherein the hash index
contains one or more hash values, and wherein each hash
value comprises a unique set of characters and is associated
with a particular revoked insurance policy.

8. The computing system of claim 7, wherein verifying
that the digital certificate has not been revoked comprises
verifying that no hash value in the hash index is associated
with the insurance policy.

9. The computing system of claim 1, wherein the revo-
cation list comprises a blockchain account index, wherein
the blockchain account index contains one or more block-
chain account addresses, and wherein blockchain account
address is associated with a transaction history detailing
zero-value transactions representing one or more policy
actions associated with a particular insurance policy.
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10. The computing system of claim 9, wherein one or
more policy actions associated with a particular insurance
policy comprises cancelling the particular insurance policy.
11. The computing system of claim 10, wherein verifying
that the digital certificate has not been revoked comprises
verifying that the zero-value transactions representing can-
celling the particular insurance policy does not include any
zero-value transactions representing cancelling the insur-
ance policy.
12. The computing system of claim 9, wherein one or
more policy actions associated with a particular insurance
policy comprises reinstating the particular insurance policy.
13. The computing system of claim 12, wherein verifying
that the digital certificate has not been revoked comprises
verifying that the zero-value transactions representing rein-
stating the particular insurance policy includes zero-value
transactions representing reinstating the insurance policy.
14. A method comprising:
receiving, by a first computing device of a computing
system for verifying an insurance policy, a digital
certificate containing insurance policy details associ-
ated with an insurance policy, wherein the digital
certificate is associated with an insurance company;

receiving, by a second computing device of the comput-
ing system, from the first computing device, the digital
certificate;

validating, by the second computing device, the digital

certificate; and

verifying, by the second computing device, via a block-

chain network, that the digital certificate has not been
revoked, wherein the blockchain network contains a
revocation list associated with the insurance company.

15. The method of claim 14, wherein receiving, by a
second computing device of the computing system, from the
first computing device, the digital certificate comprises
receiving, by the second computing device of the computing
system, from the first computing device, policy information
associated with the digital certificate.

16. The method of claim 15, wherein policy information
associated with the digital certificate comprises one or more
of (i) policy start date, (ii) policy expiration date, or (iii)
policy identification (ID) information.

17. The method of claim 14, wherein receiving, from the
first computing device, the digital certificate comprises
scanning, by the second computing device, a Quick
Response (QR) code associated with the digital certificate
displayed on the first computing device.

18. The method of claim 14, wherein the blockchain
network is a public blockchain network.

19. The method of claim 14, wherein the blockchain
network is a private blockchain network.

20. The method of claim 14, wherein the revocation list
comprises a hash index, wherein the hash index contains one
or more hash values, and wherein each hash value comprises
a unique set of characters and is associated with a particular
revoked insurance policy.

21. A computing system for verifying a digital certificate
comprising:

a first computing device, wherein the first computing
device comprises a processor and a non-transitory
computer-readable medium, having stored thereon pro-
gram instructions that, upon execution by the proces-
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sor, cause the first computing device to perform a set of

operations comprising:

receiving the digital certificate; and

a second computing device, wherein the second comput-

ing device comprises a processor and a non-transitory

computer-readable medium, having stored thereon pro-

gram instructions that, upon execution by the proces-

sor, cause the second computing device to perform a set

of operations comprising:

receiving, from the first computing device, information
associated with the digital certificate; and

verifying, via a blockchain network, that the digital
certificate has not been revoked, wherein the block-
chain network contains a revocation list associated
with the digital certificate.

22. The computing system of claim 21, wherein the digital
certificate contains details associated with the first comput-
ing device.

23. The computing system of claim 21, wherein the digital
certificate contains details associated with a user of the first
computing device.

24. The computing system of claim 21, wherein receiving,
from the first computing device, information associated with
the digital certificate comprises scanning, by the second
computing device, a Quick Response (QR) code associated
with the digital certificate displayed on the first computing
device.

25. The computing system of claim 21, wherein the
revocation list comprises a hash index, wherein the hash
index contains one or more hash values, and wherein each
hash value comprises a unique set of characters and is
associated with a particular digital certificate.

26. The computing system of claim 25, wherein verifying
that the digital certificate has not been revoked comprises
verifying that no hash value in the hash index is associated
with the digital certificate.

27. The computing system of claim 21, wherein the
revocation list comprises a blockchain account index,
wherein the blockchain account index contains one or more
blockchain account addresses, and wherein blockchain
account address is associated with a transaction history
detailing zero-value transactions representing one or more
actions associated with a particular digital certificate.

28. The computing system of claim 27, wherein one or
more actions associated with a particular digital certificate
comprises one or more zero-value transactions indicating
that the particular digital certificate is valid.

29. The computing system of claim 28, wherein verifying
that the digital certificate has not been revoked comprises
verifying at least one of the one or more zero-value trans-
actions indicating that the particular digital certificate is
valid.

30. The computing system of claim 28, wherein verifying
that the digital certificate has not been revoked comprises
verifying that the zero-value transactions representing one or
more actions associated with a particular digital certificate
does not include any zero-value transactions representing
that the digital certificate is invalid.

31. The computing system of claim 27, wherein one or
more actions associated with a particular digital certificate
comprises one or more zero-value transactions indicating
that the particular digital certificate is invalid.

32. The computing system of claim 31, wherein verifying
that the digital certificate has not been revoked comprises
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verifying at least one of the one or more zero-value trans-
actions indicating that the particular digital certificate is
invalid.

33. The computing system of claim 21, wherein the set of
operations further comprises validating, by the second com-
puting device, the digital certificate.
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