
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property 
(1) Organization11111111111111111111111I1111111111111i1111liiiii 

International Bureau (10) International Publication Number 

(43) International Publication Date W O 2021/041437 Al 
04 March 2021 (04.03.2021) W IPO I PCT 

(51) InternationalPatent Classification: (81) Designated States (unless otherwise indicated, for every 
G16H20/17(2018.01) G16H 40/63 (2018.0 1) kind of national protection available): AE, AG, AL, AM, 
G16H 40/40 (2018.01) AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ, 

(21) International Application Number: CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO, 

PCT/US2020/047839 DZ, EC, EE, EG, ES, Fl, GB, GD, GE, GH, GM, GT, HN, 
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN, 

(22) International Filing Date: KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, 
25 August 2020 (25.08.2020) ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, 

NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, 
(25)FilingLanguage: English SA, SC, SD, SE, SG, SK, SL, ST, SV SY, TH, TJ, TM, TN, 
(26) Publication Language: English TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.  

(30) Priority Data: (84) Designated States (unless otherwise indicated, for every 

62/891,869 26 August 2019 (26.08.2019) US kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ, 

(71) Applicant: CAREFUSION303, INC. S/US];3750Tor- UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ, 
reyViewCourt,SanDiego,California92130(US) TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, 

(72) Inventors: DAVE, Jay; 3750 Torrey View Court, San EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, 
Diego, California 92130 (US). NESTERENKO, Igor; MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM, 
3750 Torrey View Court, San Diego, California 92130 TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, 

(US). KM, ML, MR, NE, SN, TD, TG).  

(74) Agent: HALES, M. Todd; MORGAN, LEWIS & BOCK
IUS LLP, 600 Anton Boulevard, Suite 1800, Costa Mesa, 
California 92626 (US).  

(54) Title: MEDICAL DEVICE ADAPTIVE CONTROL FOR HOSTILE ENVIRONMENT 

(57) Abstract: A medical device is configured to monitor, using one or more 
300 Start sensors, an environmental condition of a physical environment proximate to a 

I medical device, and to determine when a value representative of the environ

302 mental condition exceeds a threshold for safe operation of the medical device 
Monitor, using one or more sensors, an with regard to care of a patient. Responsive to the value exceeding the thresh

environmental condo ition of aphysical environment 
v proximate to a medical device old, an operation mode of the medical device is automatically switched from a 

first mode currently programmed for the care of the patient to a second mode, 
the second mode using different parameters than the first mode to control the 

No 304 medical device.  
Measurement indicates 
hostile environment? 

Yes 

306 
Switch an operation mode of the medical device 
from a first mode currently programmed for the 

care of the patient to a second mode, the second 
mode using different parameters than the first 

mode to control the medical device.  

308 No 
Medication delivery 

complete?v 

Yes 

End 

FIG. 3



W O 2021/041437 A1 |||||||I|I|||||||||I|||I|||I||IDI|II|||||||||||||||||||||||||||||| 

Published: 
- with international search report (Art. 21(3)) 
- before the expiration of the time limit for amending the 

claims and to be republished in the event of receipt of 
amendments (Rule 48.2(h))



WO 2021/041437 PCT/US2020/047839 

MEDICAL DEVICEADAPTIVE CONTROL FOR HOSTILE ENVIRONMENT 

CROSS REFERENCETO RELATED APPLICATIONS 

100011 This application claims the benefit as a nonprovisional ofU.S. Application Serial No.  

62/891,869, entitled "MEDICAL DEVICE ADAPTIVE CONTROL FOR HOSTILE 

ENVIRONMENT," filed on August 26,2019, the entirety of which is incorporated herein by 

reference.  

TECHNICAL FIELD 

[00021 This application relates generally to maintaining the safety and performance of 

medical devices throughout a healthcare organization.  

BACKGROUND 

[0003] Temperature, atmospheric pressure, electromagnetic waves, certain radio frequencies, 

and other environmental factors may influence the operation of a medical device. For example, 

these and other environmental conditions can interfere with the desired operation of sensitive 

circuitry within a medical device such as an infusion pump. These factors may have an even 

larger influence on medications provided by a medical device. Failure of a medical device or a 

medication increases the health risk to the patients of a healthcare facility.  

SUMMARY 

[0004] According to various aspects, the subject technology provides a medical device 

configured to monitor, using one or more sensors, an environmental condition of a physical 

environment proximate to a medical device, and to determine when a value representative of the 

environmental condition exceeds a threshold for safe operation of the medical device with regard 

to care of a patient, Responsive to the value exceeding the threshold, an operation mode of the 

medical device is automatically switched from a first mode currently programmed for the care of 

the patient to a second mode, the second mode using different parameters than the first mode to 

control the medical device.  
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100051 According to various aspects, a machine-implemented method includes monitoring, 

using one or more sensors, an environmental condition of a physical environment proximate to a 

medical device; determining a value representative of the environmental condition exceeds a 

threshold for safe operation of the medical device with regard to care of a patient; and 

automatically switching, responsive to the value exceeding the threshold, an operation mode of 

the medical device from a first mode currently programmed for the care of the patient to a 

second mode, the second mode using different parameters than the first mode to control the 

medical device. Switching the operation mode of the medical device may include disabling use 

of a first sensor measurement, wherein the first mode comprises determining an operation 

performance of a hardware device based on the first sensor measurement, and the second mode 

comprises determining the operation performance based on a software algorithm that does not 

use the first sensor measurement. Other aspects include corresponding systems, apparatuses, and 

computer program products for implementation of the machine-implemented method.  

[0006] It is understood that other configurations of the subject technology will become 

readily apparent to those skilled in the art from the following detailed description, wherein 

variousconfigurationsof the subject technology are shown and described byway of illustration.  

As will be realized, the subject technology is capable of other and different configurations and its 

several details are capable of modification in various other respects, all without departing from 

the scope of the subject technology. Accordingly, the drawings and detailed description are to be 

regarded as illustrative in nature and not as restrictive.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] For a better understanding of the various described implementations, reference should 

be made to the Description of Implementations below, in conjunction with the following 

drawings. Like reference numerals refer to corresponding parts throughout the figures and 

description.  

[0008] FIG. I depicts an example of an institutional patient care system of a healthcare 

organization, according to aspects of the subject technology.
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100091 FIG. 2 depicts an example of a medical device moving between patient care areas, 

and detecting a hostile environmental condition, in accordance with aspects of the subject 

technology.  

[00101 FIG. 3 depicts an example process for automatically adapting control of a medical 

device responsive to detecting a hostile environment, according to aspects of the subject 

technology.  

100111 FIG. 4 is a conceptual diagram illustrating an example electronic system for 

automatically adapting control of a medical device responsive to detecting a hostile environment, 

according to aspects of the subject technology.  

DESCRIPTION 

100121 Reference will now be made to implementations, examples of which are illustrated in 

the accompanying drawings. In the following description, numerous specific details are set forth 

in order to provide an understanding of the various described implementations. However, it will 

be apparent to one of ordinary skill in the art that the various described implementations may be 

practiced without these specific details. In other instances, well-known methods, procedures, 

components, circuits, and networks have not been described in detail so as not to unnecessarily 

obscure aspects of the implementations.  

[00131 The subject technology includes a system that utilizes sensors and/or other 

operational features of a medical device (e.g., such as an infusion pump) to collect signals and to, 

based on those signals, detect hostile environments that may interfere with operational conditions 

of the device. According to some implementations, the medical device may suggest corrective 

action(s) to address the interference. As used herein, a "hostile" environment or condition may 

refer to an environment or condition that can impact the medical device (e.g.., negatively or 

unexpectedly), cause the medical device to experience a hostile event, affect a current mode of 

operation of the medical device, or affect the ability of certain hardware components of the 

medical device to operate within an expected range or tolerance. A hostile event may not 

necessarily be negative or unexpected, but the event may require adjustment to the medical 

device to ensure safe operation.  
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100141 For example, some care areas, such as MRI, may include magnetic fields which can 

impact medical device functions. These strong magnetic fields may impact or even be disruptive 

to certain circuits and/or sensors of a medical device including, for example, a Hall sensor 

implemented by the device. In this regard, disruption of the Hall sensor function may cause a 

diminished capability, or even a failure, of a medical device's volume sensing feature, which 

relies upon the Hall sensor for accurate readings. According to various aspects of the subject 

technology, a medical device is configured to, when there is a potential for circuitry of the 

medical device to be impacted by conditions within a hostile environment, adjust or change 

operational modes, for example, to rely on software functions (e.g., a software based volume 

sensing) rather than the more accurate sensing that the circuit may provide (e.g., Hall sensing).  

[0015] FIG. I depicts an example of an institutional patient care system 100 of a healthcare 

organization, according to aspects of the subject technology. In FIG. 1, a patient care device (or 

"medical device" generally) 12 is connected to a hospital network 10. The term patient care 

device (or"PCD") may be used interchangeably with the term patient care unit (or"PCU"), 

either which may include various ancillary medical devices such as an infusion pump, a vital 

signs monitor, a medication dispensing device (e.g., cabinet, tote), a medication preparation 

device, an automated dispensing device, a module coupled with one of the aforementioned (e.g., 

syringe pump module configured to attach to an infusion pump), or other similar devices. Each 

element 12 is connected to an internal healthcare network 10 by a transmission channel 31.  

Transmission channel 31 is any wired or wireless transmission channel, for example an 802.11 

wireless local area network (LAN). In some implementations, network 10 also includes computer 

systems located in various departments throughout a hospital. For example, network 10 of FIG.  

I optionally includes computer systems associated with an admissions department, a billing 

department, a biomedical engineering department, a clinical laboratory, a central supply 

department, one or more unit station computers and/or a medical decision support system. As 

described further below, network 10 may include discrete subnetworks. In the depicted example, 

network 10 includes a device network 40 by which patient care devices 12 (and other devices) 

communicate in accordance with normal operations.  

[00161 Additionally, institutional patient care system 100 may incorporate a separate 

information system server 30,the function of which will be described in more detail below.  
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Moreover, although the information system server 30 is shown as a separate server, the 

functions and programming of the information system server 30 may be incorporated into 

another computer, if such is desired by engineers designing the institution's information system.  

Institutional patient care system 100 may further include one or multiple device terminals 32 for 

connecting and communicating with information system server 30. Device terminals 32 may 

include personal computers, personal data assistance, mobile devices such as laptops, tablet 

computers, augmented reality devices, or smartphones, configured with software for 

communications with information system server 30 via network 10.  

100171 Patient care device 12 comprises a system for providing patient care, such as that 

described in U.S. Pat. No. 5,713,856 to Eggers et al., which is incorporated herein by reference 

for that purpose. Patient care device 12 may include or incorporate pumps, physiological 

monitors (e.g., heart rate, blood pressure, ECG, EEG, pulse oximeter, and other patient 

monitors), therapy devices, and other drug delivery devices may be utilized according to the 

teachings set forth herein. In the depicted example, patient care device 12 comprises a control 

module 14, also referred to as interface unit 14, connected to one or more functional 

modules 16, 18, 20, 22. Interface unit 14 includes a central processing unit (CPU) 50 connected 

to a memory, for example, random access memory (RAM) 58, and one or more interface devices 

such as user interface device 54, a coded data input device 60, a network connection 52, and an 

auxiliary interface 62 for communicating with additional modules or devices. Interface 

unit 14 also, although not necessarily, includes a main non-volatile storage unit 56, such as a 

hard disk drive or non-volatile flash memory, for storing software and data and one or more 

internal buses 64 for interconnecting the aforementioned elements.  

[0018] In various implementations, user interface device 54 is a touch screen for displaying 

information to a user and allowing a user to input information by touching defined areas of the 

screen. Additionally or in the alternative, user interface device 54 could include any means for 

displaying and inputtinginformation,such as a monitor, a. printer, a keyboard, softkevs, a mouse, 

a track ball and/or a light pen. Data input device 60 may be a bar code reader capable of scanning 

and interpreting data printed in bar coded format. Additionally or in the alternative, data input 

device 60 can be any device for entering coded data into a computer, such as a device(s) for 

reading a magnetic strips, radio-frequency identification (RFID) devices whereby digital data
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encoded in RFID tags or smart labels (defined below) are captured by the reader 60 via radio 

waves, PCMCIA smart cards, radio frequency cards, memory sticks, CDs, DVDs, or any other 

analog or digital storage media. Other examples of data input device 60 include a voice 

activation or recognition device or a portable personal data assistant (PDA). Depending upon the 

types of interface devices used, user interface device 54 and data input device 60 may be the 

same device. Although data input device 60 is shown in FIG. I to be disposed within interface 

unit 14, it is recognized that data input device 60 may be integral within pharmacy system 34 or 

located externally and communicating with pharmacy system 34 through an RS-232 serial 

interface or any other appropriate communication means. Auxiliary interface 62 may be an RS

232 communications interface, however any other means for communicating with a peripheral 

device such as a printer, patient monitor, infusion pump or other medical device may be used 

without departing from the subject technology. Additionally, data input device 60 may be a 

separate functional module, such as modules 16, 18, 20 and 22, and configured to communicate 

with controller 14, or any other system on the network, using suitable programming and 

communication protocols.  

[0019] Network connection 52 may be a wired or wireless connection, such as by Ethernet, 

WiFi, BLUETOOTH, an integrated services digital network (ISDN) connection, a digital 

subscriber line (DSL) modem or a cable modem. Any direct or indirect network connection may 

be used, including, but not limited to a telephone modem, an MIB system, an RS232 interface, 

an auxiliary interface, an optical link, an infrared link, a radio frequency link, a microwave link 

or a WLANS connection or other wireless connection.  

[0020] Functional modules 16, 18, 20, 22 are any devices for providing care to a patient or 

for monitoring patient condition, As shown in FIG. 1, at least one of functional 

modules 16, 18, 20, 22 may be an infusion pump module such as an intravenous infusion pump 

for delivering medication or other fluid to a patient. For the purposes of this discussion, 

functional module 16 is an infusion pump module. Each of functional modules 18, 20, 22 may be 

any patient treatment or monitoring device including, but not limited to, an infusion pump, a 

syringe pump, a PCA pump, an epidural pump, an enteral pump, a blood pressure monitor, a 

pulse oximeter, an EKG monitor, an EEG monitor, a heart rate monitor or an intracranial 
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pressure monitor or the like. Functional module 18, 20 and/or 22 may be a printer, scanner, bar 

code reader or any other peripheral input, output or input/output device.  

100211 Each functional module 16, 18, 20, 22 communicates directly or indirectly with 

interface unit 14, with interface unit 14 providing overall monitoring and control of device 12.  

Functional modules 16, 18, 20, 22 may be connected physically and electronically in serial 

fashion to one or both ends of interface unit 14 as shown in FIG. 1, or as detailed in Eggers et al.  

However, it is recognized that there are other means for connecting functional modules with the 

interface unit that may be utilized without departing from the subject technology. It will also be 

appreciated that devices such as pumps or patient monitoring devices that provide sufficient 

programmability and connectivity may be capable of operating as stand-alone devices and may 

communicate directly with the network without connected through a separate interface unit or 

control unit 14. As described above, additional medical devices or peripheral devices may be 

connected to patient care device 12 through one or more auxiliary interfaces 62.  

[0022] Each functional module 16, 18, 20, 22 may include module-specific components 76, a 

microprocessor 70, a volatile memory 72 and a nonvolatile memory 74 for storing information. It 

should be noted that while four functional modules are shown in FIG. 1, any number of devices 

may be connected directly or indirectly to central controller 14. The number and type of 

functional modules described herein are intended to be illustrative, and in no way limit the scope 

of the subject technology. Module-specific components 76 include any components necessary for 

operation of a particular module, such as a pumping mechanism for infusion pump module 16.  

[0023] While each functional module may be capable of a least some level of independent 

operation, interface unit 14 monitors and controls overall operation of device 12. For example, as 

will be described in more detail below, interface unit 14 provides programming instructions to 

the functional modules 16, 18, 20, 22 and monitors the status of each module.  

[0024] Patient care device 12 is capable of operating in several different modes, or 

personalities, with each personality defined by a configuration database. The configuration 

database may be a database 56 internal to patient care device, or an external database 37. A 

particular configuration database is selected based, at least in part, by patient-specific 

information such as patient location, age, physical characteristics, or medical characteristics.  
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Medical characteristics include, but are not limited to, patient diagnosis, treatment prescription, 

medical history, medical records, patient care provider identification, physiological 

characteristics or psychological characteristics. As used herein, patient-specific information also 

includes care provider information (e.g., physician identification) or a patient care device's 10 

location in the hospital or hospital computer network. Patient care information may be entered 

through interface device 52, 54, 60 or 62, and may originate from anywhere in network 10, such 

as, for example, from a pharmacy server, admissions server, laboratory server, and the like.  

[00251 Medical devices incorporating aspects of the subject technology may be equipped 

with a Network Interface Module (NIM), allowing the medical device to participate as a node in 

a network. While for purposes of clarity the subject technology will be described as operating in 

an Ethernet network environment using the Internet Protocol (IP), it is understood that concepts 

of the subject technology are equally applicable in other network environments, and such 

environments are intended to be within the scope of the subject technology.  

[0026] Data to and from the various data sources can be converted into network-compatible 

data with existing technology, and movement of the information between the medical device and 

network can be accomplished by a variety of means. For example, patient care device 12 and 

network 10 may communicate via automated interaction, manual interaction or a combination of 

both automated and manual interaction. Automated interaction may be continuous or intermittent 

and may occur through direct network connection 54 (as shown in FIG. 1), or through RS232 

links, MIB systems, RF links such as BLUETOOTH, IR links, WLANS, digital cable systems, 

telephone modems or other wired or wireless communication means. Manual interaction between 

patient care device 12 and network 10 involves physically transferring, intermittently or 

periodically, data between systems using, for example, user interface device 54, coded data input 

device 60, bar codes, computer disks, portable data assistants, memory cards, or any other media 

for storing data. The communication means in various aspects is bidirectional with access to data 

from as many points of the distributed data sources as possible. Decision-making can occur at a 

variety of places within network 10. For example, and not by way of limitation, decisions can be 

made in HIS server 30, decision support 48, remote data server 49, hospital department or unit 

stations 46, or within patient care device 12 itself 

8
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100271 All direct communications with medical devices operating on a network in 

accordance with the subject technology may be performed through information system server 30, 

known as the remote data server (RDS). In accordance with aspects of the subject technology, 

network interface modules incorporated into medical devices such as, for example, infusion 

pumps or vital signs measurement devices, ignore all network traffic that does not originate from 

an authenticated RDS. The primary responsibilities of the RDS of the subject technology are to 

track the location and status of all networked medical devices that have NIMs, and maintain open 

communication 

100281 FIG. 2 depicts an example a medical device moving between a first care area 200 and 

a second care area 202, and detecting a hostile environmental condition, in accordance with 

aspects of the subject technology. As shown, a medical device 12 may include a control unit 204 

and one or more functional modules (e.g., functional modules 16, 18, 20, 22), including a first 

functional module 206 and a second functional module 208. The second functional module 208 

is depicted as including a medication 210. In some implementations, medical device 12 may be 

a dispensing device configured to, on authorizing a clinician, dispense the medication 210 for 

care of the patient. In some implementations, medical device 12 may be an infusion device 

configured to administer the medication 210 to the patient (e.g., intravenously by way of a 

connected infusion set). Control unit may include one or more processors such as to be 

configured to interface with the functional units and to control and provide power to the 

functional units when the functional units are connected to the control unit.  

[0029] According to various aspects of the subject technology, medical device 12 may 

include one or more sensors 212 configured to detect respective environmental conditions.  

Medical device 12 may be configured to monitor, using sensor(s) 212, an environmental 

condition of a physical environment proximate to a medical device. In this regard, sensor(s) 212 

may include a thermistor, radio frequency (RF) receiver, magnetometer, light sensor, and the 

like. For example, a sensor 212 may be configured to detect ambienttemperature, radiant 

temperature, an amount of light, acoustical transmissions (sound), a magnetic field and its 

strength. Sensor(s) 212 may have a range 214.  

9
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100301 Medical device 12 may include circuitry that causes sensor(s) 212 to obtain a 

measurement value representative of the environmental condition. Sensor(s) 212 may measure 

the environmental condition periodically, or upon certain trigger conditions. One example 

trigger condition may include the medical device 12 detecting that it has moved to a new 

location. Medical device 12 may query an internal database 56 or a server 30 and/or a 

corresponding external database 37 based on its known coordinates (e.g., GPS) or based on 

connecting to a new WiFi system to determine whether its new physical environment includes a 

(potentially) hostile environmental device 216, and receive an indication of the trigger condition 

on determining the (potential) presence of device 216. Device 216 may include various 

electrical or mechanical equipment emitting an energy field 218 that may be disruptive to 

circuitry of medical device 12. Disruptive energy fields include, for example, magnetic fields 

(eg., from an MIRI machine), predetermined radio frequency, heat, cold, air, vibrations, and 

sound.  

[0031] When receiving a measurement value, medical device 12 may determine when the 

value exceeds a threshold for safe operation of the medical device with regard to care of a 

patient. Various thresholds may, for example, be stored in a database and indexed by one or 

more indexes including care area, patient medical condition, time of day, and the like.  

Responsive to the value exceeding the threshold, an operation mode of the medical device may 

be automatically switched from a first mode currently programmed for the care of the patient to a 

second mode. According to various aspects, the second mode may utilize different parameters 

than the first mode to control the medical device. For example, a first mode may operate a pump 

according to a first flow rate, and a second mode may operate the pump according to a second, 

lower flow rate. A parameter of a first mode may activate a functional module, and parameter of 

a second mode may deactivate the functional module.  

[0032] Computer program code for carrying out operations of the subject technology may be 

written in an object oriented programming language such as, for example, JAVA@, Smalltalk, or 

C++. However, the computer program code for carrying out operations of the subject technology 

may also be written in conventional procedural programming languages, such as the "C" 

programming language, in an interpreted scripting language, such as Perl, or in a functional (or 

10
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fourth generation) programming language such as Lisp, SML, Forth, or the like. The software 

may also be written to be compatible with HLA-7 requirements.  

100331 According to various implementations, a medical device 12 may include and/or 

utilize one or more on-board sensors 212 such as a magnetometer, temperature sensor, acoustic 

sensor, or light sensor, that are configured to measure environmental conditions and assign 

values representative of the environmental conditions. The medical device 12 may include 

circuitry and/or software that monitors the measurements and/or values received from each of 

these sensors. When a medical device (or its network circuitry) 12 detects one of these 

measurements and/or values satisfies (e.g., exceeds) a predetermined threshold, the medical 

device may be triggered to automatically adjust or change modes.  

100341 According to various implementations, a medication 210 administered or otherwise 

provided by a medical device may be sensitive to certain environmental conditions.  

Accordingly, the medical device 12 may be configured to monitor the environmental conditions 

surrounding the medical device 12 using one or more sensors 212, as described previously, for 

conditions that could adversely affect the medication 210 or a delivery of the medication 210.  

The medical device 12 may further be configured to automatically assign predetermined 

thresholds for a measured environmental condition (e.g., temperature or amount of light) based 

onthemedication 210itis providing. In some implementations, the predeterminedthreshold 

may be based on a predetermined amount that the measured environmental condition reduces a 

half-life of medication.  

[0035] The thresholds or threshold ranges may be stored, for example, in a lookup table or 

databased indexed by the type(s) of medication(s) and the particular environmental conditions) 

being measured. For example, a drug dispensing device may automatically measure temperature 

values within each cabinet containing medication. When the temperature becomes out of a 

predetermined safe range of temperature in which the medication should be stored the device 

may automatically adjust or change modes. Similarly, an infusion device may, on being 

programmed to administer a given medication, lookup safe ranges for environmental conditions 

such as temperature and light for the given medication, and begin monitoring environmental 

conditions proximate to the device to ensure these ranges are satisfied. When a medical device 

11
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(or its network circuitry) detects one of these measurements and/or values satisfies (e.g., 

exceeds) a predetermined threshold, the medical device may be triggered to automatically adjust 

or change modes.  

[00361 According to various implementations, adjusting or changing a mode of operation 

may include taking a correct action. A corrective action may include displaying an alert on the 

medical device and/or sounding an audible alert. A corrective action may include stopping an 

ongoing administration of a medication or locking the device from administering or providing 

further medications until the alert has been acknowledged. Acknowledgement may include 

identifying a clinician authorized to the medical device by way of the clinician scanning a badge, 

and the clinician manually dismissing the alert byway of a manual input at the medical device or 

by way of a computing device connected to the medical device (e.g., over a network).  

[00371 In one example, an infusion pump may be programmed to administer a medication to 

a patient. The pump may include a temperature sensor and/or a light sensor proximate to a 

location at which the medication is stored for delivery by the pump. The infusion pump may 

include a radiant temperature sensor to detect radiant energy indicative of heat emitted from the 

medication, may include a thermistor which reads an ambient temperature of the room or a 

temperature of the line used to deliver the medication. During the administration of the 

medication to the patient, the pump may monitor (using the sensors) environmental conditions 

surrounding the pump, including a temperature or an amount of light. Upon detecting that the 

amount of light exceeded a threshold amount of light for a threshold period of time, and/or upon 

detecting that the temperature exceeded a threshold temperature for a threshold period of time, 

the pump may issue an alert and/or halt administration of the medication to the patient.  

[0038] In another example, an infusion pump may be utilize a Hall sensor to measure stroke 

volume or to detect air bubbles in the medication administration line. For example, this sensor 

may be used to calculate a stroke rate and a corresponding rate of pumping, and then a processor 

may make adjustments to the pump's motor speed to correct for set point deviations. The sensor 

may be used to detect strokes so that a timed history of the number of pump strokes completed 

may be maintained and used to calculate flow rate and total dispensed volume. The infusion 

pump may further include a magnetometer configured to measure magnetism, including the 
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direction, strength, or relative change of a magnetic field, at a location proximate to the infusion 

pump. Upon the magnetometer detecting a magnetic field (e.g., strength or change) above a 

threshold level indicative of causing an impact to Hall sensor measurements, a processor 

associated with the infusion pump (or magnetometer) may automatically disable the Hall sensor 

and switch the calculation of pumping rate, stroke rate, flow rate and volume to be made by 

software.  

100391 In some implementations, the software calculations may not be as accurate as 

calculations performed by circuitry that was deactivated due to a given environmental condition.  

The medical device may be configured with a predetermined acceptable accuracy (e.g., 5%) 

which, if exceed, may trigger the medical device a make the mode change or other adjustment in 

operation. For example, responsive to detecting an adverse environmental condition an infusion 

pump may switch to using a software calculation, but then may switch medication administration 

or other operating parameters if the pump determines that the software calculation cannot 

maintain the predetermined acceptable accuracy. In some implementations, the current settings 

of the medical device may have a further impact on this accuracy, and these settings may be 

adjusted to compensate for a degree of potential error. For example, when a temperature or Hall 

sensor of an infusion device is disabled due to an environmental condition, a degree of potential 

error (or accuracy) in the software calculation of a flow rate may further be determined based on 

the flow rate itself. During critical medication administration, the infusion pump may be 

configured to adjust the flow rate by a minimum amount necessary to maintain the acceptable 

amount of error.  

[0040] Many medical devices may be battery operated, so that the devices may maintain 

operations in the event of a power outage or when moving between care areas. The battery unit 

of a medical device may provide power to, for example, one or more processors responsible for 

operations, a pumping mechanism (e.g., in the case of an infusion pump), an electronic lock 

(e.g., in the case of a dispensing device), or network circuitry. The battery unit may also be 

responsible for providing power to subordinate or secondary devices connected to the medical 

device. For example, a battery unit of an infusion device may provide power to one or more 

connected functional modules that each include an infusion pump, a syringe pump, a PCA pump, 
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an epidural pump, an enteral pump, a blood pressure monitor, a pulse oximeter, an EKG monitor, 

an EEG monitor, a heart rate monitor, an intracranial pressure monitor, or the like.  

100411 In some implementations, a medical device 12 may utilize one or more temperature 

sensors to detect an ambient temperature in a room in which the device is located, or to detect an 

internal temperature of the device itself or its battery or battery compartment. One or more 

temperature measurements may be obtained using the temperature sensor(s) 212 and used to 

determined whether to adjust a power allotment to the various systems of the medical device 12, 

including to any connected functional modules 16, 18, 20, 22. Higher operating temperatures 

maytendtoshortenabatteiy'scapacityandlife. A medical device 12 may obtain data regarding 

its battery's expected capacity or life based on various factors including current operating 

temperature, depth of discharge, rate of discharge, and previously known capacities under similar 

conditions. If the medical device determines that the battery's expected capacity is lower than a 

predetermined threshold for maintaining current operations for a predetermined time period, the 

medical device may enter a power saving mode and begin to shut down or reduce operation of 

non-essential systems. Functional units and or medical device features may be determined to be 

essential or non-essential depending on various factors, including care area 200, 202, status of 

the patient. time to next charge, etc. In some examples, network connectivity may be identified 

as a non-essential system. In other examples, network connectivity may be identified as an 

essential system. Audible alarms may be identified as essential in high traffic noisy critical care 

areas such as an intensive care unit, but not when the device is identified as being in transit from 

one area to another.  

[0042] In one example, a control unit 14 associated with an infusion pump configured 

according to the subject technology may monitor temperature, and determine that a battery does 

not have enough capacity to operate the pumping mechanism(s) at a currently set flow rate for a 

period of time required for medicating the patient prior to receiving a next charge. The 

predetermined period of time may be a default period of time for operating during a power loss, 

or may be set by the user via a configuration menu displayed on a display screen of the device, or 

may be provided to the infusion pump (or other medical device) by the hospital information 

server in connection with instructions for relocating the device from a first care unit to a second 

care unit. In response to determining that the battery does not have the capacity to maintain the 
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current pumping load, the control unit may automatically enter a power saving mode and reduce 

the pumping rate to a level such that that the pumping mechanism may continue pumping 

throughout the required period of time. In some implementations, the control unit may shut 

down non-essential functioning units (such as a blood pressure device or pulse oximeter) while 

maintaining operation of essential functional units such as the pumping mechanism responsible 

for pumping a life-supporting medication. The control unit may also lockout the potential for 

module connectivity such that additional functional modules may not be attached while the 

device is in the power saving mode.  

100431 In some implementations, the predetermined threshold for a given environmental 

condition may be based on certain characteristics of equipment connected to the medical device.  

For example, different infusion set tubing thicknesses may behave differently under different 

temperatures; in other words, a thicker tuber may implement a stronger resistance to pumping 

when in colder environments. In this example, the threshold may be a colder temperature at 

which the tubing becomes less pliable, and at which the pump should be switched to a more 

aggressive pumping strength or speed to compensate for the increased pumping resistance.  

[0044] In some implementations, detection of an environmental condition may be responsive 

to an error reported by a component of the medical device 12 (or any component or module of 

the medical device). For example, a control unit 14 of the medical device 12 may detect a Hall 

sensor error (e.g., a sensor measurement outside an expected measurement range). Responsive 

to detecting the error an environmental sensor is activated and the control unit receives an 

environment signal. For example, the medical device 12 may check measurement(s) from a 

magnetometer, temperature sensor, acoustic sensor, or light sensor to confirm that 

measurement(s) are within expected ranges. Additionally, the medical device 12 may receive 

other environmental conditions based on a location of the device (e.g., measured by GPS), a 

logged in clinician profile, network status, and the like. If the environmental conditions indicate 

that features of the medical device may be impacted (from the hostile environment) then the 

medical device may adjust or change modes, as indicated above. In some implementations, the 

medical device may provide an alert and prompt a user to make or confirm the change. For 

example, an infusion pump may require a manual confirmation to switch to software flow 

detection, in which the switch is responsive to user input via a graphical user interface on or 
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associated with the infusion pump. Accordingly, such additional checks on errors may reduce 

false alerting of pump errors.  

100451 Some environmental conditions may cause a medical device 12 to lose network 

connectivity. For example, some care areas include shielded rooms (such as MRI rooms) that 

prevent radio and electromagnetic energy from passing through walls. When a medical device 

12 (or its network circuitry) detects it has lost network connectivity, the medical device may be 

triggered to automatically adjust or change modes. In one example, on detecting a loss of 

network connectivity, the medical device 21 may switch to a manual mode in which it begins 

using an onboard drug library instead of looking up operating parameters and limits via the 

network connection.  

100461 Some medical devices 12 may include wireless circuitry used to detect other devices 

within a predetermined proximity or are of the medical device. For example, a medical device 

12 may use Bluetooth to connect to other predesignated medical devices in certain environments.  

The wireless signature broadcast from a first medical device may cause interference with 

circuitry of a second medical device, or the connection between the devices may impact the 

ability of the circuitryto operate properly orto its full potential. In this regard, when the second 

medical device (or its network circuitry) detects the interference or connection to the first device, 

the second medical device may be triggered to automatically adjust or change modes.  

[0047] In some implementations, a medical device 12 may be configured to produce audible 

or visual alerts prior to or when changing modes. In this regard, the medical device, on losing a 

network connection, may provide on its associated display device an option for mode 

adjustment. For example, the medical device may prompt a user to select whether to maintain 

the current mode or adjust the network setting. Options may include selecting from available 

networks, or selecting a different type of network to use (e.g., Bluetooth or wired instead of 

WiFi). In some implementations, alerts may be escalated as environmental conditions worsen.  

For example, as more critical life-supporting systems are impacted different levels of alerts may 

beproduced. A first alert may include avisual alert, while an audible alert may progressively 

come louder according to different thresholds of impact, with higher impacts leading to network 

messages being sent to a primary caregiver via the network.  
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100481 FIG. 3 depicts an example process for automatically adapting control of a medical 

device responsive to detecting a hostile environment, according to aspects of the subject 

technology. For explanatory purposes, the various blocks of example process 300 are described 

herein with reference to FIGS. I and 2, and the components and/or processes described herein.  

The one or more of the blocks of process 300 may be implemented, for example, by one or more 

computing devices including, for example, medical device 12. In some implementations, one or 

more of the blocks may be implemented based on one or more machine learning algorithms. In 

some implementations, one or more of the blocks may be implemented apart from other blocks, 

and by one or more different processors or devices. Further for explanatory purposes, the blocks 

of example process 300 are described as occurring in serial, or linearly. However, multiple 

blocks of example process 300 may occur in parallel. In addition, the blocks of example process 

300 need not be performed in the order shown and/or one or more of the blocks of example 

process 300 need not be performed.  

[0049] In the depicted example, a medical device 12 monitors, using one or more sensors 

212, an environmental condition of a physical environment proximate to a medical device (302).  

[0050] A value representative of the environmental condition is determined to exceed a 

threshold for safe operation of the medical device with regard to care of a patient (304). For ease 

of explanation, the relationship to a threshold may be described as "exceeding a threshold" 

however, additional or alternative relationships to determine whether a value corresponds to a 

threshold may be included. Furthermore, the threshold may be static value stored in memory or 

other configuration storage accessible by the medical device or a dynamic threshold value 

established based on one or more values available to (e.g., programmed operational parameters, 

default configuration, etc.) or detected by (e.g., temperature, location, speed, orientation, etc.) the 

medical device.  

[0051] Responsive to the value exceeding the threshold, an operation mode of the medical 

device 12 is automatically switched (in real time) from a first mode currently programmed for 

the care of the patient to a second mode, the second mode using different parameters than the 

first mode to control the medical device (306). According to various implementations, switching 

the operation mode of the medical device 12 may include disabling use of a first sensor 
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measurement (or measurements provided by a first sensor). In this regard, the first mode may 

include determining an operation performance of a hardware device based on the first sensor 

measurement, and the second mode may include determining the operation performance based 

on a software algorithm that does not use the first sensor measurement. For example, the 

medical device 12 may include an infusion device and the one or more sensors 212 may include 

a magnetometer. In this example, the environmental condition may include a magnetic field, the 

first sensor measurement may be provided by a Hall sensor, and the operation performance may 

be associated with a pumping mechanism administering a fluid to the patient.  

100521 In some implementations, prior to monitoring the environmental condition, the 

medical device 12 may include onboard diagnostics to determine during operation that a 

hardware component of the medical device produced an error exceeding a predetermined error 

threshold. In these implementations, the monitoring of the environmental condition may be in 

response to the error exceeding the predetermined error threshold.  

[0053] In some implementations, the environmental condition includes a temperature, and 

switching the operation mode of the medical device may include reducing power to a hardware 

component of the medical device responsive to the temperature exceeding a predetermined 

temperature threshold. The temperature may be an ambient temperature, an internal temperature 

of the device (e.g., a compartment), or a temperature of a medication provided by the device.  

[0054] According to various implementations, the medical device 12 may be an infusion 

device or a medication dispensing device, and the environmental condition may include a sensed 

temperature or amount of light that affects a medication provided by the device. A medication 

dispensing device 12 according to implementations of the subject technology may determine that 

a medication stored in a compartment of the medication dispensing device has been subjected to 

the temperature or amount of light for more than a predetermined period of time, and switch the 

operation mode of the medical device by locking the compartment to prevent a dispense of the 

medication. An infusion device 12 according to implementations of the subject technology may 

determine that a medication designated for administration by the medication dispensing device to 

the patient has been subjected to the temperature or amount of light for more than a 

predetermined period of time, and switch the operation mode of the medical device by 
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electronically disabling a pumping mechanism of the medical device to prevent the medication 

from being administered to the patient.  

100551 In some implementations, switching the operation mode of a medical device 12 may 

include entering a power savings mode. The medical device 12 may determine a battery capacity 

of a battery powering at least the hardware component of the medical device and, based on the 

measured temperature exceeding the predetermined temperature threshold, determine that the 

battery capacity is insufficient to power the hardware component for a predetermined period of 

time. In this regard, switching the operation mode may include adjusting operation parameters 

used to control at least the hardware component to a reduce a power load of the medical device 

12, and the power load may be reduced to a level sufficient for the battery to power the hardware 

component for the predetermined period of time.  

[00561 As described previously, the medical device 12 may include a control unit 14 

configured to interface with multiple functional units 16, 18, 22, 22 and to control and provide 

power to a respective functional unit when the functional unit is connected to the control unit. In 

some implementations, the medical device 12 may determine a battery capacity of a battery 

powering a the control unit and a plurality of functional units currently connected to the control 

unit. This determination may be responsive to an increase temperature or may be performed 

periodically by a battery management system (e.g., circuit and/or software). The medical device 

may, based on the temperature exceeding the predetermined temperature threshold, determine 

that the battery capacity is insufficient to power the plurality of functional units for a 

predetermined period of time, and disable at least one of the plurality of functional units 

responsive to determining that the battery capacity is insufficient. In some implementations, the 

medical device may, based on the temperature exceeding the predetermined temperature 

threshold, determine that the battery capacity is insufficient to power more than the at least one 

functional unit currently connected to the control unit for a predetermined period of time, and 

disable the control unit's ability to provide power to any additional functional units other than 

the at least one functional unit currently connected to the control unit responsive to determining 

that the battery capacity is insufficient.  
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100571 Many of the above-described example 300, and related features and applications, may 

also be implemented as software processes that are specified as a set of instructions recorded on 

a computer readable storage medium (also referred to as computer readable medium), and may 

be executed automatically (e.g., without user intervention). When these instructions are executed 

by one or more processing unit(s) (e.g., one or more processors, cores of processors, or other 

processing units), they cause the processing unit(s) to perform the actions indicated in the 

instructions. Examples of computer readable media include, but are not limited to, CD-ROMs, 

flash drives, RAM chips, hard drives, EPROMs, etc. The computer readable media does not 

include carrier waves and electronic signals passing wirelessly or over wired connections.  

[0058] The term "software" is meant to include, where appropriate, firmware residing in 

read-only memory or applications stored in magnetic storage, which can be read into memory for 

processing by a processor. Also, in some implementations, multiple software aspects of the 

subject disclosure can be implemented as sub-parts of a larger program while remaining distinct 

software aspects of the subject disclosure. In some implementations, multiple software aspects 

can also be implemented as separate programs. Finally, any combination of separate programs 

that together implement a software aspect described here is within the scope of the subject 

disclosure. In some implementations, the software programs, when installed to operate on one or 

more electronic systems, define one or more specific machine implementations that execute and 

perform the operations of the software programs.  

[0059] A computer program (also known as a program, software, software application, 

script, or code) can be written in any form of programming language, including compiled or 

interpreted languages, declarative or procedural languages, and it can be deployed in any form, 

including as a stand-alone program or as a module, component, subroutine, object, or other unit 

suitable for use in a computing environment. A computer program may, but need not, 

correspond to a file in a file system. A program can be stored in a portion of a file that holds 

other programs or data (e.g., one or more scripts stored in a markup language document), in a 

single file dedicated to the program in question, or in multiple coordinated files (eg., files that 

store one or more modules, sub programs, or portions of code). A computer program can be 

deployed to be executed on one computer or on multiple computers that are located at one site or 

distributed across multiple sites and interconnected by a communication network.  
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100601 FIG. 4 is a conceptual diagram illustrating an example electronic system 400 for 

automatically adapting control of a medical device responsive to detecting a hostile environment, 

according to aspects of the subject technology. Electronic system 400 may be a computing 

device for execution of software associated with one or more portions or steps of process 400, or 

components and processes provided by FIGS. 1-3, including but not limited to information 

system server 30, production server 204, computing hardware within patient care device 12, or 

terminal device 37. Electronic system 400 may be representative, in combination with the 

disclosure regarding FIGS. 1-3. In this regard, electronic system 400 may be a personal 

computer or a mobile device such as a smartphone, tablet computer, laptop, PDA, an augmented 

reality device, a wearable such as a watch or band or glasses, or combination thereof, or other 

touch screen or television with one or more processors embedded therein or coupled thereto, or 

any other sort of computer-related electronic device having network connectivity.  

[0061] Electronic system 400 may include various types of computer readable media and 

interfaces for various other types of computer readable media. In the depicted example, 

electronic system 400 includes a bus 408, processing unit(s) 412, a system memory 404, a read

only memory (ROM) 410, a permanent storage device 402, an input device interface 614, an 

output device interface 406, and one or more network interfaces 416. In some implementations, 

electronic system 400 may include or be integrated with other computing devices or circuitry for 

operation of the various components and processes previously described.  

[0062] Bus 408 collectively represents all system, peripheral, and chipset buses that 

communicatively connect the numerous internal devices of electronic system 400. For instance, 

bus 408 communicatively connects processing unit(s) 412 with ROM 410, system memory 404, 

and permanent storage device 402.  

[0063] From these various memory units, processing unit(s) 412 retrieves instructions to 

execute and data to process in order to execute the processes of the subject disclosure. The 

processing unit(s) can be a single processor or a multi-core processor in different 

implementations.  

[0064] ROM 410 stores static data and instructions that are needed by processing unit(s) 412 

and other modules of the electronic system. Permanent storage device 402, on the other hand, is 
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a read-and-write memory device. This device is a non-volatile memory unit that stores 

instructions and data even when electronic system 400 is off. Some implementations of the 

subject disclosure use a mass-storage device (such as a magnetic or optical disk and its 

corresponding disk drive) as permanent storage device 402.  

100651 Other implementations use a removable storage device (such as a floppy disk, flash 

drive, and its corresponding disk drive) as permanent storage device 402. Like permanent 

storage device 402, system memory 404 is a read-and-write memory device. However, unlike 

storage device 402, system memory 404 is a volatile read-and-write memory, such a random 

access memory. System memory404 stores some of the instructions and data that the processor 

needs at runtime. In some implementations, the processes of the subject disclosure are stored in 

system memory 404, permanent storage device 402, and/or ROM 410. From these various 

memory units, processing unit(s) 412 retrieves instructions to execute and data to process in 

order to execute the processes of some implementations.  

[0066] Bus 408 also connects to input and output device interfaces 414 and 406. Input 

device interface 414 enables the user to communicate information and select commands to the 

electronic system. Input devices used with input device interface 414 include, e.g., alphanumeric 

keyboards and pointing devices (also called"cursor control devices"). Output device interfaces 

406 enables, e.g., the display of images generated by the electronic system 400. Output devices 

used with output device interface 406 include, e.g., printers and display devices, such as cathode 

ray tubes (CRT) or liquid crystal displays (LCD). Some implementations include devices such 

as a touchscreen that functions as both input and output devices.  

[0067] Also, as shown in FIG. 4, bus 408 also couples electronic system 400 to a network 

(not shown) through network interfaces 416. Network interfaces 416 may include, e.g., a 

wireless access point (e.g., Bluetooth or WiFi) or radio circuitry for connecting to a wireless 

access point. Network interfaces 416 may also include hardware (e.g., Ethernet hardware) for 

connecting the computer to a part of a network of computers such as a local area network 

("LAN"), a wide area network ("WAN"), wireless LAN, or an Intranet, or a network of 

networks, such as the Internet. Any or all components of electronic system 400 can be used in 

conjunction with the subject disclosure.  

22



WO 2021/041437 PCT/US2020/047839 

100681 These functions described above can be implemented in computer software, firmware 

or hardware. The techniques can be implemented using one or more computer program 

products. Programmable processors and computers can be included in or packaged as mobile 

devices. The processes and logic flows can be performed by one or more programmable 

processors and by one or more programmable logic circuitry. General and special purpose 

computing devices and storage devices can be interconnected through communication networks.  

100691 Some implementations include electronic components, such as microprocessors, 

storage and memory that store computer program instructions in a machine-readable or 

computer-readable medium (also referred to as computer-readable storage media, machine

readable media, or machine-readable storage media). Some examples of such computer-readable 

media include RAM, ROM., read-only compact discs (CD-ROM), recordable compact discs (CD

R), rewritable compact discs (CD-RW), read-only digital versatile discs (e.g., DVD-ROM, dual

layer DVD-ROM), a variety of recordable/rewritable DVDs (e.g., DVD-RAM, DVD-RW, 

DVD+RW, etc.), flash memory (e.g., SD cards, mini-SD cards, micro-SD cards, etc.), magnetic 

and/or solid state hard drives, read-only and recordable Blu-Ray discs, ultra density optical 

discs, any other optical or magnetic media, and floppy disks. The computer-readable media can 

store a computer program that is executable by at least one processing unit and includes sets of 

instructions for performing various operations. Examples of computer programs or computer 

code include machine code, such as is produced by a compiler, and files including higher-level 

code that are executed by a computer, an electronic component, or a microprocessor using an 

interpreter.  

[0070] While the above discussion primarily refers to microprocessor or multi-core 

processors that execute software, some implementations are performed by one or more integrated 

circuits, such as application specific integrated circuits (ASICs) or field programmable gate 

arrays (FPGAs).In some implementations, such integrated circuits execute instructions that are 

stored on the circuit itself.  

[0071] As used in this specification and any claims of this application, the terms "computer", 

"server", "processor", and"memory" all refer to electronic or other technological devices. These 

terms exclude people or groups of people. For the purposes of the specification, the terms 
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display or displaying means displaying on an electronic device. As used in this specification and 

any claims of this application, the terms "computer readable medium" and "computer readable 

media" are entirely restricted to tangible, physical objects that store information in a form that is 

readable by a computer. These terms exclude any wireless signals, wired download signals, and 

any other ephemeral signals.  

[00721 To provide for interaction with a user, implementations of the subject matter 

described in this specification can be implemented on a computer having a displaydevice, e.g., a 

CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for displaying information to 

the user and a keyboard and a pointing device, e.g., a mouse or a trackball, by which the user can 

provide input to the computer. Other kinds of devices can be used to provide for interaction with 

a user as well; e.g., feedback provided to the user can be any form of sensory feedback, e.g., 

visual feedback, auditory feedback, or tactile feedback; and input from the user can be received 

in any form, including acoustic, speech, or tactile input. In addition, a computer can interact 

with a user by sending documents to and receiving documents from a device that is used by the 

user; e.g., by sending web pages to a web browser on a user's client device in response to 

requests received from the web browser.  

[0073] Embodiments of the subject matter described in this specification can be implemented 

in a computing system that includes a back end component, e.g., as a data server, or that includes 

amiddleware component, e.g., an application server, or that includes a front end component, 

e.g., a client computer having a graphical user interface or a Web browser throughwhich a user 

can interact with an implementation of the subject matter described in this specification, or any 

combination of one or more such back end, middleware, or front end components. The 

components of the system can be interconnected by any form or medium of digital data 

communication, e.g., a communication network. Examples of communication networks include 

a local area network ("LAN") and a wide area network ("WAN"), an inter-network (e.g., the 

Internet), and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).  

[0074] The computing system can include clients and servers. A client and server are 

generally remote from each other and may interact through a communication network. The 

relationship of client and server arises by virtue of computer programs running on the respective 
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computers and having a client-server relationship to each other. In some embodiments, a server 

transmits data (e.g., an HTML page) to a client device (e.g., for purposes of displaying data to 

and receiving user input from a user interacting with the client device). Data generated at the 

client device (e.g., a result of the user interaction) can be received from the client device at the 

server.  

[00751 Illustration of SubjectTechnology as Clauses 

100761 Various examples of aspects of the disclosure are described as numbered clauses (1, 

2, 3, etc.) for convenience. These are provided as examples, and do not limit the subject 

technology. Identifications of the figures and reference numbers are provided below merely as 

examples and for illustrative purposes, and the clauses are not limited by those identifications.  

100771 Clause 1. A method, comprising: monitoring, using one or more sensors, an 

environmental condition of a physical environment proximate to a medical device determining a 

value representative of the environmental condition exceeds a threshold for safe operation of the 

medical device with regard to care of a patient; and automatically switching, responsive to the 

value exceeding the threshold, an operation mode of the medical device from a first mode 

currently programmed for the care of the patient to a second mode, the second mode using 

different parameters than the first mode to control the medical device.  

[00781 Clause 2. The method of Clause 1, wherein switching the operation mode of the 

medical device comprises disabling use of a first sensor measurement, wherein the first mode 

comprises determining an operation performance of a hardware device based on the first sensor 

measurement, and the second mode comprises determining the operation performance based on a 

software algorithm that does not use the first sensor measurement.  

100791 Clause 3. The method of Clause 2 wherein the medical device comprises an infusion 

device and the one or more sensors comprises a magnetometer, the environmental condition 

comprising a magnetic field, and wherein the first sensor measurement is provided by a Hall 

sensor, and the operation performance is associated with a pumping mechanism administering a 

fluid to the patient.  
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100801 Clause 4. The method of Clause 1 further comprising: determining, prior to 

monitoring the environmental condition, a hardware component of the medical device produced 

an error exceeding a predetermined error threshold, wherein the monitoring of the environmental 

condition is in response to the error exceeding the predetermined error threshold.  

100811 Clause 5. The method of Clause 1 wherein the environmental condition comprises a 

temperature, and switching the operation mode of the medical device comprises reducing power 

to a hardware component of the medical device responsive to the temperature exceeding a 

predetermined temperature threshold.  

100821 Clause 6. The method of Clause 5, further comprising: determining a battery capacity 

of a battery powering at least the hardware component of the medical device; and determining., 

based on the temperature exceeding the predetermined temperature threshold, that the battery 

capacity is insufficient to power the hardware component for a predetermined period of time, 

wherein switching the operation mode comprises adjusting operation parameters used to control 

at least the hardware component to a reduce a power load of the medical device, and wherein the 

power load is reduced to a level sufficient for the battery to power the hardware component for 

the predetermined period of time.  

100831 Clause 7. The method of Clause 5 wherein the medical device comprises a control 

unit configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the method further comprises: determining a battery capacity of a battery powering a the control 

unit and a plurality of functional units currently connected to the control unit; and determining, 

based on the temperature exceeding the predetermined temperature threshold, that the battery 

capacity is insufficient to power the plurality of functional units for a predetermined period of 

time; disabling, responsive to determining that the battery capacity is insufficient, at least one of 

the plurality of functional units.  

[0084] Clause 8. The method of Clause 5, wherein the medical device comprises a control 

unit configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the method further comprises: determining a battery capacity of a battery powering a the control 
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unit and at least one functional unit currently connected to the control unit; determining, based 

on the temperature exceeding the predetermined temperature threshold, that the battery capacity 

is insufficient to power more than the at least one functional unit currently connected to the 

control unit for a predetermined period of time; and disabling, responsive to determining that the 

battery capacity is insufficient, the control unit's ability to provide power to any additional 

functional units other than the at least one functional unit currently connected to the control unit.  

100851 Clause 9. The method of Clause 1. wherein the medical device is a medication 

dispensing device and the environmental condition comprises a temperature or amount of light, 

the method further comprising: determining that a medication stored in a compartment of the 

medication dispensing device has been subjected to the temperature or amount of light for more 

than a predetermined period of time; and switching the operation mode of the medical device by 

locking the compartment to prevent a dispense of the medication.  

100861 Clause 10. The method of Clause 1, wherein the medical device is an infusion device 

and the environmental condition comprises a temperature or amount of light, the method further 

comprising: determining that a medication designated for administration by the medication 

dispensing device to the patient has been subjected to the temperature or amount of light for 

more than a predetermined period of time; and switching the operation mode of the medical 

device by electronically disabling a pumping mechanism of the medical device to prevent the 

medication from being administered to the patient.  

[0087] Clause 11. A medical device, comprising: one or more processors; and memory 

including instructions that, when executed by the one or more processors, cause the medical 

device to: monitor, using one or more sensors, an environmental condition of a physical 

environment proximate to the medical device: determine a value representative of the 

environmental condition exceeds a threshold for safe operation of the medical device with regard 

to care of a patient; and automatically switch, responsive to the value exceeding the threshold, an 

operation mode of the medical device from a first mode currently programmed for the care of the 

patient to a second mode, the second mode using differentparametersthanthefirstmodeto 

control the medical device.  
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100881 Clause 12. The medical device of Clause 11, wherein switching the operation mode 

of the medical device comprises disabling use of a first sensor measurement, wherein the first 

mode comprises determining an operation performance of a hardware device based on the first 

sensor measurement, and the second mode comprises determining the operation performance 

based on a software algorithm that does not use the first sensor measurement.  

[00891 Clause 13. The medical device of Clause 12, wherein the medical device comprises 

an infusion device and the one or more sensors comprises a magnetometer, the environmental 

condition comprising a magnetic field, and wherein the first sensor measurement is provided by 

a Hall sensor, and the operation performance is associated with a pumping mechanism 

administering a fluid to the patient.  

100901 Clause 14. The medical device of Clause 11, wherein the instructions, when executed 

by the one or more processors, further cause the medical device to: determine, prior to 

monitoring the environmental condition, a hardware component of the medical device produced 

an error exceeding a predetermined error threshold, wherein the monitoring of the environmental 

condition is in response to the error exceeding the predetermined error threshold.  

[00911 Clause 15. The medical device of Clause 11, wherein the environmental condition 

comprises a temperature, and switching the operation mode of the medical device comprises 

reducing power to a hardware component of the medical device responsive to the temperature 

exceeding a predetermined temperature threshold.  

[00921 Clause 16. The medical device of Clause 15, wherein the instructions, when executed 

by the one or more processors, further cause the medical device to: determine a battery capacity 

of a battery powering at least the hardware component of the medical device; and determine, 

based on the temperature exceeding the predetermined temperature threshold, that the battery 

capacity is insufficient to power the hardware component for a predetermined period of time, 

wherein switching the operation mode comprises adjusting operation parameters used to control 

at least the hardware component to a reduce a power load of the medical device, and wherein the 

power load is reduced to a level sufficient for the battery to power the hardware component for 

the predetermined period of time.  
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100931 Clause 17. The medical device of Clause 15, wherein the medical device comprises a 

control unit configured to interface with multiple functional units and to control and provide 

power to a respective functional unit when the functional unit is connected to the control unit, 

and wherein the instructions, when executed by the one or more processors, further cause the 

medical device to: determine a battery capacity of a battery powering a the control unit and a 

plurality of functional units currently connected to the control unit; determine, based on the 

temperature exceeding the predetermined temperature threshold, that the battery capacity is 

insufficient to power the plurality of functional units for a predetermined period of time; and 

disable, responsive to determining that the battery capacity is insufficient, at least one of the 

plurality of functional units.  

[0094] Clause 18. The medical device of Clause 15, wherein the medical device comprises a 

control unit configured to interface with multiple functional units and to control and provide 

power to a respective functional unit when the functional unit is connected to the control unit, 

and wherein the instructions, when executed by the one or more processors, further cause the 

medical device to: determine a battery capacity of a battery powering a the control unit and at 

least one functional unit currently connected to the control unit; determine, based on the 

temperature exceeding the predetermined temperature threshold, that the battery capacity is 

insufficient to power more than the at least one functional unit currently connected to the control 

unit for a predetermined period of time; and disable, responsive to determining that the battery 

capacity is insufficient, the control unit's ability to provide power to any additional functional 

units other than the at least one functional unit currently connected to the control unit.  

[0095] Clause 19. The medical device of Clause 11, wherein the medical device is a 

medication dispensing device and the environmental condition comprises a temperature or 

amount of light, the instructions, when executed by the one or more processors, further cause the 

medical device to: determine that a medication stored in a compartment of the medication 

dispensing device has been subjected to the temperature or amount of light for more than a 

predetermined period of time; and switch the operation mode of the medical device by locking 

the compartment to prevent a dispense of the medication.  
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100961 Clause 20. The medical device of Clause 11, wherein the medical device is an 

infusion device and the environmental condition comprises a temperature or amount of light, the 

instructions, when executed by the one or more processors, further cause the medical device to: 

determine that a medication designated for administration by the infusion device to the patient 

has been subjected to the temperature or amount of light for more than a predetermined period of 

time; and switch the operation mode of the medical device by electronically disabling a pumping 

mechanism of the medical device to prevent the medication from being administered to the 

patient.  

100971 Clause 21. A non-transitory machine-readable storage medium embodying 

instructions that, when executed by a machine, cause the machine to perform operations 

comprising: monitoring, using one or more sensors, an environmental condition of a physical 

environment proximate to a medical device; determining a value representative of the 

environmental condition exceeds a threshold for safe operation of the medical device with regard 

to care of a patient; and automatically switching, responsive to the value exceeding the threshold, 

an operation mode of the medical device from a first mode currently programmed for the care of 

the patient to a second mode, the second mode using different parameters than the first mode to 

control the medical device.  

[0098] Further Consideration 

[0099] In some embodiments, any of the clauses herein may depend from any one of the 

independent clauses or any one of the dependent clauses. In one aspect, any of the clauses (e.g., 

dependent or independent clauses) may be combined with any other one or more clauses (e.g., 

dependent or independent clauses). In one aspect, a claim may include some or all of the words 

(e.g., steps, operations, means or components) recited in a clause, a sentence, a phrase or a 

paragraph. In one aspect, a claim may include some or all of the words recited in one or more 

clauses, sentences, phrases or paragraphs. In one aspect, some of the words in each of the 

clauses, sentences, phrases or paragraphs may be removed. In one aspect, additional words or 

elements may be added to a clause, a sentence, a phrase or a paragraph. In one aspect, the 

subject technology may be implemented without utilizing some of the components, elements, 
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functions or operations described herein. In one aspect, the subject technology may be 

implemented utilizing additional components, elements, functions or operations.  

1001001 Those of skill in the art would appreciate that the various illustrative blocks, modules, 

elements, components, methods, and algorithms described herein may be implemented as 

electronic hardware, computer software, or combinations of both. To illustrate this 

interchangeability of hardware and software, various illustrative blocks, modules, elements, 

components, methods, and algorithms have been described above generally in terms of their 

functionality. Whether such functionality is implemented as hardware or software depends upon 

the particular application and design constraints imposed on the overall system. The described 

functionality may be implemented in varying ways for each particular application. Various 

components and blocks may be arranged differently (e.g., arranged in a different order, or 

partitioned in a different way) all without departing from the scope of the subject technology.  

1001011 It is understood that the specific order or hierarchy of steps in the processes disclosed 

is an illustration of example approaches. Based upon design preferences, it is understood that the 

specific order or hierarchy of steps in the processes may be rearranged. Some of the steps may 

be performed simultaneously. The accompanying method claims present elements of the various 

steps in a sample order, and are not meant to be limited to the specific order or hierarchy 

presented.  

[00102] The previous description is provided to enable any person skilled in the art to practice 

the various aspects described herein. The previous description provides various examples of the 

subject technology, and the subject technology is not limited to these examples. Various 

modifications to these aspects will be readily apparent to those skilled in the art, and the generic 

principles defined herein may be applied to other aspects. Thus, the claims are not intended to 

be limited to the aspects shown herein, but is to be accorded the full scope consistent with the 

language claims, wherein reference to an element in the singular is not intended to mean "one 

and only one" unless specifically so stated, but rather "one or more." Unlessspecificallystated 

otherwise, the term "some" refers to one or more. Pronouns in themasculine(e.g., his)include 

the feminine and neuter gender (e.g., her and its) and vice versa. Headings and subheadings, if 

any, are used for convenience only and do not limit the invention described herein.  
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1001031 The term website, as used herein, may include any aspect of a website, including one 

or more web pages, one or more servers used to host or store web related content, etc.  

Accordingly, the term website may be used interchangeably with the terms web page and server.  

The predicate words "configured to", "operable to", and "programmed to" do not imply any 

particular tangible or intangible modification of a subject, but, rather, are intended to be used 

interchangeably. For example, a processor configured to monitor and control an operation or a 

component may also mean the processor being programmed to monitor and control the operation 

or the processor being operable to monitor and control the operation. Likewise, a processor 

configured to execute code can be construed as a processor programmed to execute code or 

operable to execute code.  

[00104] Features described may include machine learning. Machine learning may include 

models, equations, artificial neural networks, recurrent neural networks, convolutional neural 

networks, decision trees, or other machine readable artificial intelligence structure. Examples of 

machine learning and modeling features which may be included in the embodiments discussed 

above are described in "A survey of machine learning for big data processing" by Qiu et al. in 

EURASIP Journal on Advances in Signal Processing (2016) which is hereby incorporated by 

reference in its entirety.  

[00105] The term automatic, as used herein, may include performance by a computer or 

machine without user intervention for example, by instructions responsive to a predicate action 

by the computer or machine or other initiation mechanism. The word "example" is used herein 

to mean "serving as an example or illustration." Any aspect or design described herein as 

"example" is not necessarily to be construed as preferred or advantageous over other aspects or 

designs.  

[00106] A phrase such as an "aspect" does not imply that such aspect is essential to the 

subject technology or that such aspect applies to all configurations of the subject technology. A 

disclosure relating to an aspect may apply to all configurations, or one or more configurations.  

An aspect may provide one or more examples. A phrase such as an aspect may refer to one or 

more aspects and vice versa. A phrase such as an "embodiment" does not imply that such 

embodiment is essential to the subject technology or that such embodiment applies to all 
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configurations of the subject technology. A disclosure relating to an embodiment may apply to 

all embodiments, or one or more embodiments. An embodiment may provide one or more 

examples. A phrase such as an "embodiment" may refer to one or more embodiments and vice 

versa. A phrase such as a "configuration" does not imply that such configuration is essential to 

the subject technology or that such configuration applies to all configurations of the subject 

technology. A disclosure relating to a configuration may apply to all configurations, or one or 

more configurations. A configuration may provide one or more examples. A phrase such as a 

"configuration" may refer to one or more configurations and vice versa.  

1001071 As used herein, the terms "determine" or"determining" encompass a wide variety 

of actions. For example, "determining" may include calculating, computing, processing, deriving, 

generating, obtaining, looking up (e.g., looking up in a table, a database or another data structure), 

ascertaining and the like via a hardware element without user intervention. Also, "determining" 

may include receiving (e.g., receiving information), accessing (e.g., accessing data in a memory) 

and the like via a hardware element without user intervention. "Determining" may include 

resolving, selecting, choosing, establishing, and the like via a hardware element without user 

intervention.  

[00108] As used herein, the terms "provide" or "providing" encompass a wide variety of 

actions. For example, "providing" may include storing a value in a location of a storage device for 

subsequent retrieval, transmitting a value directly to the recipient via at least one wired or wireless 

communication medium, transmitting or storing a reference to a value, and the like. "Providing" 

may also include encoding, decoding, encrypting, decrypting, validating, verifying, and the like 

via a hardware element.  

[00109] As used herein, the terms "correspond" or "corresponding" encompasses a 

structural, functional, quantitative and/or qualitative correlation or relationship between two or 

more objects, data sets. information and/or the like, preferably where the correspondence or 

relationship may be used to translate one or more of the two or more objects, data sets, information 

and/or the like so to appear to be the same or equal. Correspondence may be assessed using one or 

more of a threshold, a value range, fuzzy logic, pattern matching, a machine learning assessment 

model, or combinations thereof.  
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1001101 As used herein, the terms "real time" "realtime" or "real time" generally signify a 

time frame for the associated concept. For example, real time processing of an input refers to a 

process that receives the input and provides a response without observable latency during the 

process. In contrast, a non-real time processing of the input may include storing the input for 

assessment at a later time (e.g., according to a schedule).  
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What is claimed is: 

1. A method, comprising: 

monitoring, using one or more sensors, an environmental condition of a physical 

environment proximate to a medical device; 

determining a value representative of the environmental condition exceeds a threshold for 

safe operation of the medical device with regard to care of a patient; and 

automatically switching, responsive to the value exceeding the threshold, an operation 

mode of the medical device from a first mode currently programmed for the care of the patient to 

a second mode, the second mode using different parameters than the first mode to control the 

medical device.  

2. The method of Claim 1, wherein switching the operation mode of the medical 

device comprises disabling use of a first sensor measurement, wherein the first mode comprises 

determining an operation performance of a hardware device based on the first sensor 

measurement, and the second mode comprises determining the operation performance based on a 

software algorithm that does not use the first sensor measurement.  

3. The method of Claim 2, wherein the medical device comprises an infusion device 

and the one or more sensors comprises a magnetometer, the environmental condition comprising 

a magrietic field, and wherein the first sensor measurement is provided by a Hall sensor, and the 

operation performance is associated with a pumping mechanism administering a fluid to the 

patient.  

4. The method of Claim 1, further comprising: 

determining, prior to monitoring the environmental condition, a hardware component of 

the medical device produced an error exceeding a predetermined error threshold, 

wherein the monitoring of the environmental condition is in response to the error 

exceeding the predetermined error threshold.  

5. The method of Claim 1, wherein the environmental condition comprises a 

temperature, and switching the operation mode of the medical device comprises reducing power 
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to a hardware component of the medical device responsive to the temperature exceeding a 

predetermined temperature threshold.  

6. The method of Claim 5, further comprising: 

determining a battery capacity of a battery powering at least the hardware component of 

the medical device; and 

determining, based on the temperature exceeding the predetermined temperature 

threshold, that the battery capacity is insufficient to power the hardware component for a 

predetermined period of time, 

wherein switching the operation mode comprises adjusting operation parameters used to 

control at least the hardware component to a reduce a power load of the medical device, and 

wherein the power load is reduced to a level sufficient for the battery to power the 

hardware component for the predetermined period of time.  

7. The method of Claim 5, wherein the medical device comprises a control unit 

configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the method further comprises: 

determining a battery capacity of a battery powering a the control unit and a plurality of 

functional units currently connected to the control unit; and 

determining, based on the temperature exceeding the predetermined temperature 

threshold, that the battery capacity is insufficient to power the plurality of functional units for a 

predetermined period of time; 

disabling, responsive to determining that the battery capacity is insufficient, at least one 

of the plurality of functional units.  

8. The method of Claim 5,wherein the medical device comprises a control unit 

configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the method further comprises: 
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determining a battery capacity of a battery powering a the control unit and at least one 

functional unit currently connected to the control unit; 

determining, based on the temperature exceeding the predetermined temperature 

threshold, that the battery capacity is insufficient to power more than the at least one functional 

unit currently connected to the control unit for a predetermined period of time; and 

disabling, responsive to determining that the battery capacity is insufficient, the control 

unit's ability to provide power to any additional functional units other than the at least one 

functional unit currently connected to the control unit.  

9. The method of Claim 1, wherein the medical device is a medication dispensing 

device and the environ dition comprises a temperature or amount of light, the method 

further comprising: 

determining that a medication stored in a compartment of the medication dispensing 

device has been subjected to the temperature or amount of light for more than a predetermined 

period of time; and 

switching the operation mode of the medical device by locking the compartment to 

prevent a dispense of the medication.  

10. The method of Claim 1, wherein the medical device is an infusion device and the 

environmental condition comprises a temperature or amount of light, the method further 

comprising: 

determining that a medication designated for administration by the medication dispensing 

device to the patient has been subjected to the temperature or amount of light for more than a 

predetermined period of time; and 

switching the operation mode of the medical device by electronically disabling a 

pumping mechanism of the medical device to prevent the medication from being administered to 

the patient.  

11. A medical device, comprising: 

one or more processors; and 

37



WO 2021/041437 PCT/US2020/047839 

memory including instructions that, when executed by the one or more processors, cause 

the medical device to: 

monitor, using one or more sensors, an environmental condition of a physical 

environment proximate to the medical device; 

determine a value representative of the environmental condition exceeds a threshold for 

safe operation of the medical device with regard to care of a patient; and 

automatically switch, responsive to the value exceeding the threshold, an operation mode 

of the medical device from a first mode currently programmed for the care of the patient to a 

second mode, the second mode using different parameters than the first mode to control the 

medical device.  

12. The medical device of Claim 11, wherein switching the operation mode of the 

medical device comprises disabling use of a first sensor measurement, wherein the first mode 

comprises determining an operation performance of a hardware device based on the first sensor 

measurement, and the second mode comprises determining the operation performance based on a 

software algorithm that does not use the first sensor measurement.  

13. The medical device of Claim 12, wherein the medical device comprises an 

infusion device and the one or more sensors comprises a magnetometer, the environmental 

condition comprising a magnetic field, and wherein the first sensor measurement is provided by 

a Hall sensor, and the operation performance is associated with a pumping mechanism 

administering a fluid to the patient.  

14. The medical device of Claim 11, wherein the instructions, when executed by the 

one or more processors, further cause the medical device to: 

determine, prior to monitoring the environmental condition, a hardware component of the 

medical device produced an error exceeding a predetermined error threshold, 

wherein the monitoring of the environmental condition is in response to the error 

exceeding the predetermined error threshold.  
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15. The medical device of Claim 11, wherein the environmental condition comprises 

a temperature, and switching the operation mode of the medical device comprises reducing 

power to a hardware component of the medical device responsive to the temperature exceeding a 

predetermined temperature threshold.  

16. The medical device of Claim 15, wherein the instructions, when executed by the 

one or more processors, further cause the medical device to: 

determine a battery capacity of a battery powering at least the hardware component of the 

medical device; and 

determine, based on the temperature exceeding the predetermined temperature threshold., 

that the battery capacity is insufficient to power the hardware component for a predetermined 

period of time, 

wherein switching the operation mode comprises adjusting operation parameters used to 

control at least the hardware component to a reduce a power load of the medical device, and 

wherein the power load is reduced to a level sufficient for the battery to power the 

hardware component for the predetermined period of time.  

17. The medical device of Claim 15, wherein the medical device comprises a control 

unit configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the instructions, when executed by the one or more processors, further cause the medical device 

to: 

determine a battery capacity of a battery powering a the control unit and a plurality of 

functional units currently connected to the control unit; 

determine, based on the temperature exceeding the predetermined temperature threshold, 

that the battery capacity is insufficient to power the plurality of functional units for a 

predetermined period of time; and 

disable, responsive to determining that the battery capacity is insufficient, at least one of 

the plurality of functional units.  
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18. The medical device of Claim 15, wherein the medical device comprises a control 

unit configured to interface with multiple functional units and to control and provide power to a 

respective functional unit when the functional unit is connected to the control unit, and wherein 

the instructions, when executed by the one or more processors, further cause the medical device 

to: 

determine a battery capacity of a battery powering a the control unit and at least one 

functional unit currently connected to the control unit; 

determine, based on the temperature exceeding the predetermined temperature threshold, 

that the battery capacity is insufficient to power more than the at least one functional unit 

currently connected to the control unit for a predetermined period of time; and 

disable, responsive to determining that the battery capacityisinsufficient,the control 

unit's ability to provide power to any additional functional units other than the at least one 

functional unit currently connected to the control unit.  

19. The medical device of Claim 11, wherein the medical device is a medication 

dispensing device and the environmental condition comprises a temperature or amount of light, 

the instructions, when executed by the one or more processors, further cause the medical device 

to: 

determine that a medication stored in a compartment of the medication dispensing device 

has been subjected to the temperature or amount of light for more than a predetermined period of 

time; and 

switch the operation mode of the medical device by locking the compartment to prevent a 

dispense of the medication.  

20. The medical device of Claim 11, wherein the medical device is an infusion device 

and the environmental condition comprises a temperature or amount of light, the instructions, 

when executed by the one or more processors, further cause the medical device to: 

determine that a medication designated for administration by the infusion device to the 

patient has been subjected to the temperature or amount of light for more than a predetermined 

period of time; and 
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switch the operation mode of the medical device by electronically disabling a pumping 

mechanism of the medical device to prevent the medication from being administered to the 

patient.  

21. A non-transitory machine-readable storage medium embodying instructions that, 

when executed by a machine, cause the machine to perform operations comprising: 

monitoring, using one or more sensors, an environmental condition of a physical 

environment proximate to a medical device; 

determining a value representative of the environmental condition exceeds a threshold for 

safe operation of the medical device with regard to care of a patient; and 

automatically switching, responsive to the value exceeding the threshold, an operation 

mode of the medical device from a first mode currently programmed for the care of the patient to 

a second mode, the second mode using different parameters than the first mode to control the 

medical device.  
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