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(57) ABSTRACT

A method comprises a portable device obtaining a graphical
encoded information item which is displayed on a display of
a computing apparatus, decoding the encoded information
from the encoded information item, and transmitting a first
message to first server apparatus, the first message including
the decoded information and a first identifier identifying the
device or a user of the device, wherein the decoded infor-
mation includes an apparatus identification information item
for allowing identification of the computing apparatus, and
the first server apparatus receiving the first message from the
device, establishing the identity of the user of the device,
wherein establishing the identity of the user comprises using
the first identifier to determine if the user is registered with
the first server apparatus in response to establishing the
identity of the user, authorising the user to access a service,
and providing the service to the user via the computing
apparatus using the apparatus identification information
item or sending a second message to a second server
apparatus, the second message including the apparatus iden-
tification information item and indicating that the user is
authorised to access the service provided by the second
server apparatus, the second server apparatus responding to
receipt of the second message by providing the service to the
user via the computing apparatus using the apparatus iden-
tification information item.
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HANDLING ENCODED INFORMATION

FIELD OF THE INVENTION

[0001] The invention relates to the handling of encoded
information

BACKGROUND TO THE INVENTION
[0002] Identity cloning is an increasingly common phe-

nomenon. Fraudsters use a wide variety of mechanisms to in
order to illegally elicit personal information such as user-
names, passwords, dates of birth and addresses with a view
to cloning identities. One such mechanism is where a
fraudster provides a spoof (or clone) of a website, which to
an unsuspecting user appears identical to the original.
Believing that the website is the original, the user provides
personal information, such as login details or credit card
details, which are recorded by the fraudster. A more sophis-
ticated approach is a “man-in-the-middle attack” in which a
fraudster provides the clone website and records the per-
sonal information, but also passes the personal information
to the real website, which logs the user in as normal. In this
way, the user does not notice anything different and the
fraudster is able to obtain the personal information without
alerting the user. This invention was made with a view to
preventing these and other similar types of fraudulent activ-

ity.
SUMMARY OF THE INVENTION

[0003] According to a first aspect, this specification
describes a method comprising a device obtaining an
encoded information item, decoding the encoded informa-
tion from the encoded information item, and transmitting a
first message to first server apparatus, the first message
including the decoded information and a first identifier
identifying the device or a user of the device; and the first
server apparatus receiving the first message from the device,
using the first identifier to establish the identity of the user
of the device, and in response to establishing the identity of
the user, performing an action based on the decoded infor-
mation.

[0004] The encoded information may comprise a third
identifier, the third identifier identifying the first server
apparatus, and the first message may be transmitted to the
first server apparatus based on the third identifier.

[0005] According to a second aspect, this specification
describes a method comprising a device obtaining an
encoded information item, and transmitting a first message
to first server apparatus, the first message including the
encoded information item and a first identifier identifying
the device or a user of the device, and the first server
apparatus receiving the first message from the device,
decoding the encoded information from the encoded infor-
mation item, using the first identifier to establish the identity
of the user of the device, and in response to establishing the
identity of the user, performing an action based on the
decoded information.

[0006] In the first or second aspects, the decoded infor-
mation may comprise a verification information item and the
method may further comprise the first server apparatus
comparing the verification information item with a reference
verification item, if there is identity between the verification
information item and the reference verification item, per-
forming the action based on the decoded information, and if
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there is not identity between the verification information
item and the reference verification item aborting the method
before prior to performing the action based on the decoded
information.

[0007] The decoded information may include an apparatus
identification information item for allowing identification of
computing apparatus on, by, or near to which the encoded
information object is provided.

[0008] Performing the action may comprise sending a
signal to the computing apparatus based on the apparatus
identification information item. Performing the action may
also comprise allowing the user to access a service, wherein
the signal comprises an indication that the user is allowed
access to the service.

[0009] The encoded information may comprise a second
identifier, the second identifier identifying second server
apparatus and performing an action based on the decoded
information may comprise sending a second message to the
second server, the second message including authorisation
information relating to the identified user. The decoded
information may include an apparatus identification infor-
mation item for allowing identification of computing appa-
ratus on, by, or near to which the encoded information object
is provided, the second message may include the apparatus
identification information item, and the method may further
comprise the second server apparatus responding to receipt
of the second message by sending a signal to the computing
apparatus based on the apparatus identification information
item. The second server apparatus may respond to receipt of
the second message by allowing the user to access a service,
and the signal may comprise an indication that the user is
allowed access to the service.

[0010] According to a third aspect, this specification
describes a system comprising a device configured to obtain
an encoded information item, to decode the encoded infor-
mation from the encoded information item, and to transmit
a first message to first server apparatus, the first message
including the decoded information and a first identifier
identifying the device or a user of the device, and first server
apparatus configured to receive the first message from the
device, to use the first identifier to establish the identity of
the user of the device, and in response to establishing the
identity of the user, to perform an action based on the
decoded information.

[0011] According a fourth aspect, this specification
describes a system comprising a device configured to obtain
an encoded information item, and to transmit a first message
to first server apparatus, the first message including the
encoded information item and a first identifier identifying
the device or a user of the device, and first server apparatus
configured to receive the first message from the device, to
decode the encoded information from the encoded informa-
tion item, to use the first identifier to establish the identity of
the user of the device, and in response to establishing the
identity of the user, to perform an action based on the
decoded information.

[0012] The device and the first server apparatus may be
configured as described above by way of one or more
processors operating under control of computer-readable
code, optionally stored on one or more memory. The one or
more memory may comprise one or more non-transitory
memory media.

[0013] This specification also describes a method com-
prising a portable device obtaining a graphical encoded
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information item which is displayed on a display of a
computing apparatus, decoding the encoded information
from the encoded information item; and transmitting a first
message to first server apparatus, the first message including
the decoded information and a first identifier identifying the
device or a user of the device, wherein the decoded infor-
mation includes an apparatus identification information item
for allowing identification of the computing apparatus, and
the first server apparatus receiving the first message from the
device, establishing the identity of the user of the device,
wherein establishing the identity of the user comprises using
the first identifier to determine if the user is registered with
the first server apparatus, in response to establishing the
identity of the user, authorising the user to access a service,
and providing the service to the user via the computing
apparatus using the apparatus identification information
item, or sending a second message to a second server
apparatus, the second message including the apparatus iden-
tification information item and indicating that the user is
authorised to access the service provided by the second
server apparatus, the second server apparatus responding to
receipt of the second message by providing the service to the
user via the computing apparatus using the apparatus iden-
tification information item.

[0014] This specification also describes method compris-
ing a portable device obtaining a graphical encoded infor-
mation item which is displayed on a display of a computing
apparatus and transmitting a first message to first server
apparatus, the first message including the encoded informa-
tion item and a first identifier identifying the device or a user
of'the device, and the first server apparatus receiving the first
message from the device, decoding the encoded information
from the encoded information item, wherein the decoded
information includes an apparatus identification information
item for allowing identification of the computing apparatus,
establishing the identity of the user of the device, wherein
establishing the identity of the user comprises using the first
identifier to determine if the user is registered with the first
server apparatus, in response to establishing the identity of
the user, authorising the user to access a service, and
providing the service to the user via the computing apparatus
using the apparatus identification information item or send-
ing a second message to a second server apparatus, the
second message including the apparatus identification infor-
mation item and indicating that the user is authorised to
access the service provided by the second server apparatus,
the second server apparatus responding to receipt of the
second message by providing the service to the user via the
computing apparatus using the apparatus identification
information item.

[0015] The specification also describes systems for per-
forming the above-described methods.

[0016] This specification also describes computer-read-
able code, optionally stored on a non-transitory memory
medium, which when executed by computing apparatus,
causes the computing apparatus to perform any of the above
methods.

BRIEF DESCRIPTION OF THE FIGURES

[0017] For a more complete understanding of example
embodiments of the present invention, reference is now
made to the following description taken in connection with
the accompanying drawings in which:
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[0018] FIG. 1 is a schematic illustration of a system in
which embodiments of the invention can be implemented;
[0019] FIG. 2 is a schematic illustration of a method
according to embodiments of the invention; and

[0020] FIG. 3 is a schematic diagram illustration of a
system and methods according to alternative embodiments
of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0021] In the drawings and the following description, like
reference numerals refer to like elements.

[0022] FIG. 1 is a schematic illustration of a system in
which embodiments of the invention can be implemented.
[0023] The system 1 comprises computing apparatus 10, a
mobile device 12, a first server apparatus 14 and a second
server apparatus 16. The first and second server apparatuses
14, 16 may be located in “the cloud”.

[0024] The mobile device 12 is operable to communicate
wirelessly with the first server apparatus 14. Wireless com-
munication with the first server apparatus is carried out via
a transceiver 124. The communication with the first server
apparatus may be via a telephone network or a data network.
The mobile device 12 comprises a controller 120 and one or
more memory 122. The controller 120 comprises at least one
processor 120A. The controller 120 may also comprise at
least one application specific integrated circuit (ASIC) not
shown. The at least one memory 122 may comprise any
suitable type of fixed or removable memory medium, such
as but not limited to ROM, RAM or EEPROM. The at least
one memory 120 has stored thereon computer-readable
instructions 122A. The controller 120 is operable to read the
computer-readable instructions 122A and operate under the
control of the computer-readable instructions 122A. The
controller 20 is operable to control the other components of
the mobile device 12.

[0025] The mobile device 12 comprises obtaining means
124 for obtaining encoded information items which are
external to the device 12. The obtaining means 124 may
comprise a camera or a scanner for obtaining graphical
information or any other type of means suitable for obtain-
ing encoded information items.

[0026] The mobile device 12 also comprises a user inter-
face 126 for receiving user inputs. The mobile device may
also comprise a display 128. In this example, the user
interface 126 and display 128 form a touchscreen. It will be
appreciated however, that the user interface 126 may be of
any type. For example, it may comprise one or more or a
hardware key or keys, a trackball, a touchpad, a scroll wheel
etc.

[0027] The first server apparatus 14 is operable to com-
municate with the mobile device 12. The first server appa-
ratus 14 is operable also to communicate with the second
server apparatus 16. The first server apparatus 14 comprises
a controller 140 and one or more memory 142. The con-
troller 140 comprises at least one processor 140A. The
controller 140 may also comprise at least one application
specific integrated circuit (ASIC) not shown. The at least
one memory 142 may comprise any suitable type of fixed or
removable memory medium, such as but not limited to
ROM, RAM or EEPROM. The at least one memory 140 has
stored thereon computer-readable instructions 142A. The
controller 140 is operable to read the computer-readable
instructions 142A and to operate under their control.
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[0028] The first server apparatus 14 comprises also one or
more transceivers 146 for communicating with the mobile
device 12 and the second server apparatus 16. The commu-
nication between the first and second server apparatuses 14,
16 may be carried out in any suitable manner.

[0029] The first server apparatus 14 may be located at a
single location and may comprise one or more separate
devices or machines. Alternatively, the first server apparatus
14 may be distributed over a plurality of locations.

[0030] The second server apparatus 16 is operable to
communicate with the computing apparatus 10 and the first
server apparatus 14 in any suitable manner. The second
server apparatus 16 comprises one or more transceivers 164
for communicating with the computing apparatus 10 and the
first server apparatus 14. The second server apparatus 16
comprises a controller 160 and one or more memory 162.
The controller 160 comprises at least one processor 160A.
The controller 160 may also comprise at least one applica-
tion specific integrated circuit (ASIC) not shown. The at
least one memory 162 may comprise any suitable type of
fixed or removable memory medium, such as but not limited
to ROM, RAM or EEPROM. The at least one memory 160
has stored thereon computer-readable instructions 162A.
The controller 160 is operable to read the computer-readable
instructions 162A and to operate under their control. The
controller 160 is operable also under the control of the
computer-readable code to control the other components of
the second server apparatus 16.

[0031] The second server apparatus 16 may be located at
a single location and may comprise one or more separate
devices or machines. Alternatively, the second server appa-
ratus 16 may be distributed over a plurality of locations.
[0032] The computing apparatus 10 is operable to receive
signals from the second server apparatus 16 via a transceiver
106, to interpret the information contained therein and to
display it on a display 104 for consumption by a user. The
computing apparatus 10 may also comprise a user interface
108, such as but not limited to a mouse, a touch pad, or a
keyboard via which a user input can be received. The
computing apparatus 10 comprises a controller 100 and one
or more memory 102. The controller 100 comprises at least
one processor 100A. The controller 100 may also comprise
at least one application specific integrated circuit (ASIC) not
shown. The at least one memory 102 may comprise any
suitable type of fixed or removable memory medium, such
as but not limited to ROM, RAM or EEPROM. The at least
one memory 100 has stored thereon computer-readable
instructions 102A. The controller 100 is operable to read the
computer-readable instructions 102A and to operate under
their control. The controller 100 is operable under the
control of the computer-readable code to control the other
components, such as the display 104 and the transceiver 106.
[0033] FIG. 2 is a schematic illustration of a method
according to a first embodiment of the invention.

[0034] In step S2-1, the second server apparatus 16, which
is in this example a web server, provides the computing
apparatus 10 with information. In this example, the infor-
mation is web page information. The provision of the web
page information may be in response to a request received
from the computing apparatus 10 following receipt at the
computing apparatus 10 of a user input.

[0035] In step S2-2, the computing apparatus receives and
displays the web page information. In this example, the
webpage information comprises a “Login” page 110. The
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“Login” page 110 contains fields into which a user is able to
provide details, in this example a username and password.
The second server apparatus 16 is operable to verify these
details and subsequently to allow the user to access services
and content provided within the web page.

[0036] The web page comprises an encoded information
item 112 which contains encoded information. In this
example, the encoded information item 112 is a graphical
object (GO) (which is depicted in the Figures as a “quick
response” (QR) code). It will be appreciated that various
other types of graphical object may instead be used.
Examples of such are barcodes, fractal patterns and moving
images.

[0037] The GO 112 comprises a GO address information
item. The GO address information item comprises an
address of the computer apparatus 10 on or by which the GO
112 is displayed. The GO address information item may
comprise a code, for example a numeric code or an alpha-
numeric code, which identifies a route or a number of routes
to the device. Examples of such codes are an IP address, a
telephone number, a domain name and a Blackberry® PIN.

[0038] According to other embodiments, the GO address
information item may not comprise address information per
se, but may instead comprise information which allows the
address of the apparatus on which the GO 112 is displayed
to be determined. This may include for example a code or
number, such as but not limited to a hardware serial number,
which can be used to determine the route to the computing
apparatus (e.g. the IP address) from a look-up table.

[0039] In this example, the GO 112 also comprises a
second server identification (SSID) information item for
allowing the second server apparatus 16 to be identified. The
SSID information item may comprise an address of the
second server apparatus 16. Alternatively, the SSID infor-
mation item may comprise information allowing the appli-
cation of the mobile device 12 or the first server apparatus
14 to be determined, for example from a look up table.

[0040] The GO 112 may also comprise a first server
identification (FSID) information item for allowing the
mobile device 12 to identify the first server apparatus 14
with which the GO 112 is associated. The FSTD information
item may comprise an address of the first server apparatus 14
or may instead comprise a data item such as a code which
allows an application (which is described in more detail
below) stored on the mobile device 12 to retrieve the address
of the first server apparatus 14 from memory 122.

[0041] The GO 112 may also comprise a verification
information item or items for allowing verification of the
graphical object to ensure it is not a fraud.

[0042] The information required to display the GO 112
may be generated by the second server apparatus 16. Alter-
natively, part of the information of the GO 112, such as the
SSID and the FSID information items, may be generated by
the second server apparatus 16 or the first server apparatus
14, and other information, such as the GO address informa-
tion item, may be generated by the computing apparatus 10.
The verification information item or items may be generated
by the second server apparatus 16, in which case a copy the
verification item or items is passed to, and stored in the
memory 142 of, the first server apparatus 14. Alternatively,
the verification item or items may be generated by the first
server apparatus 14 and passed to the computing apparatus
10 via the second server apparatus 16.
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[0043] According to some embodiments, the GO 112 may
be displayed by computer program code embedded within
the web page. Alternatively, the GO 112 may be displayed
by computer program code stored on the computing appa-
ratus 10, for example, during a registration process. The
computer program code that is stored on the computer
apparatus 10, and which generates the GO 112, may, when
executed by the controller 100, be in direct communication
with the second server apparatus 16. The computer program
code may be configured such that the GO 112 is only
displayed if direct communication with the second server
apparatus 16 can be established. If direct communication is
not possible, the GO 112 is not displayed and so cannot be
used to access the service. The computer program may
determine if it is in direct communication in any suitable
way. For example, the IP address of the second server
apparatus may be encoded into the computer program and
this may be used to determine if communication is with the
second server apparatus 16. If a proxy server is between the
second server apparatus 16 and the computer apparatus 10,
the computer program will recognise that the IP address of
the server with which it is communicating (i.e. that of the
proxy server) is not the IP address which it expects. The
computer program thus determines that it is not in commu-
nication with the second server apparatus 16 and does not
display the GO 112. Alternatively, the computer program
may send request to the second server apparatus for a token,
which should be stored in memory of the second server
apparatus 16. A proxy server will not have the token in
memory and so will not be able to return it to the computer
apparatus 10. In this way, the computer apparatus 10 can
determine that it is not in direct communication with the
second server apparatus 16. Similarly, the computer program
may send a request for evidence of a process that is expected
to be running on the second server apparatus 16. If the
process is not running on the computer at which the request
arrives, the computer program determines that it is not in
communication with the second server apparatus 16. It will
be appreciated that any suitable mechanism, including for
example PKI, SSL or DNS pooling, may be used to make
this determination.

[0044] In step S2-3, the GO 112 is obtained by the mobile
device 12. This may involve the user of the device 12 taking
a photograph of the GO 112 with a camera of the device 12.
Alternatively, any other type of scanner may be used to
obtain the GO 112.

[0045] In step S2-4, an application decodes the encoded
information from the obtained GO 112. The application is a
dedicated portion of the computer-readable code 122A
stored in the memory 122 of the device, which is able to
decode the GO 112 and perform subsequent operations.
[0046] The application may have been stored on the
mobile device 12 prior to, during or following a registration
process between the mobile device 12 and the first server
apparatus 14. Either way, the user of the device 12 must
register with the first server apparatus 14 to allow the user
to utilise the service provided by the first server apparatus
14.

[0047] During the registration process, the first server
apparatus 14 may store in its memory 142 a user identifi-
cation (UID) information item relating to the user. This may
comprise, for example, a username or user number. Alter-
natively, the first server apparatus 14 may store device
identification (DID) information item relating to the mobile
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device 12. This DID information item may comprise, for
example, a telephone number of the device, an IP address of
the device or a device Ill code such as a serial number. The
DID or the UID information item is stored in association
with user registration information, such as a name, address
etc. Thus, the DID and the UID information items are usable
to allow identification of the user by the first server appa-
ratus 14. A copy of the DID or UID information item is
stored in the memory 122 of the mobile device 12.

[0048] In step S2-5, subsequent to decoding the obtained
GO 112, the application prepares and transmits a first
message (in this example, a login request) 314 to the first
server apparatus 14.

[0049] The first message 214 is sent to the first server
apparatus 14 using an address of the first server apparatus
14. The application may be configured to interoperate with
just one first server apparatus 14 and thus whenever a GO
112 is obtained, the first message 214 is sent to the same first
server apparatus 14 using an address stored in the memory
122. Alternatively, in embodiments in which the GO 112
includes an FSID information item, this may be used to send
the first message 214 (either directly, when the FSID infor-
mation item comprises an address of the first server infor-
mation item, or indirectly by using the FSID information
item to retrieve the address from memory 122). In other
alternative embodiments, the first message 214 may be sent
to an address selected by the user from a plurality of
addresses stored on the device 12.

[0050] The first message 214 comprises a first information
portion comprising the DID information or the UID infor-
mation. The first message 214 also comprises a second
information portion comprising the GO address information
item. The first message 214 may also comprise the SSID
information item.

[0051] In embodiments in which a verification informa-
tion item is present in the GO 112, the application may, prior
to preparing and sending the first message 214, check the
verification information item against a reference information
item received from the first server apparatus 14 to determine
whether the GO 112 is genuine. If the GO 112 is determined
not to be genuine, the application alerts the user of the device
12. If the GO 112 is determined to be genuine, the applica-
tion prepares and transmits the first message 214 to the
server apparatus 14. The reference information against
which the verification object is checked may be updated
periodically, following receipt of update messages from the
first server apparatus 14. According to alternative embodi-
ments, the application may not check the verification infor-
mation item, but may instead include it in the first message
214.

[0052] Prior to preparing and sending the first message,
the application may request security information to be
entered by the user via the user interface 124 of the device
12 thereby to allow the identity of the user to be verified. The
security information may comprise a pin or password, a
disguised pin or password, a one-time code which has been
sent to the user, a pattern drawn on the device, biometric
information (such as face or fingerprint recognition), or any
other suitable mechanism by which the identity of the user
of the device can be verified.

[0053] Next, in step S2-6, the first server apparatus 14
receives the first message 214 (login request) and uses the
UID or DID information to establish the identity of the user
of the device 12. Establishing the identity of the user
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comprises using the UID or DID information item to deter-
mine whether the user is registered with the first server
apparatus 14. Thus, the first server apparatus 14 may check
the UID or DID information against information stored in a
database of registered users to establish the identity of the
user. Subsequent to establishing the identity of the user, the
first server apparatus proceeds to step S2-7.

[0054] In embodiments in which the first message 214
includes the verification information item, the first server
apparatus 14 may, prior to either of steps S2-6 and S2-7,
check the verification information item against a reference
information item stored in memory 142. If there is identity
between the reference information item and the verification
item, the first server apparatus 14 proceeds to step S2-6 or
S2-7 as appropriate. If there is not identity, the first server
may send a message to the mobile device 12 to alert the user
that the GO 112 is not genuine and may subsequently abort
the method.

[0055] In step S2-7, the first server apparatus 14 prepares
and sends a second message 216 to the second server
apparatus 16. In this example, the second message 216
comprises authorisation information informing the second
server apparatus 16 of the identity of the user and that the
user is authorised to access the service provided by the
second server apparatus 16. The second message 216 also
comprises the GO address information item.

[0056] The second message 216 is sent on the basis of the
SSID information item, either directly when the SSID infor-
mation item is an address of the second server apparatus 16,
or indirectly when the SSID information item enables the
first server apparatus to retrieve the address of the second
server apparatus 14 from memory 142.

[0057] In step S2-8, upon receipt of the second message
216 the second server apparatus 16 performs an action. In
this example, the second server apparatus 16 is a web server
and thus in response to receiving the authorisation informa-
tion, the second server apparatus 16 logs the user into their
account and subsequently uses the GO address information
item to send a signal indicative of such to the computing
apparatus 10.

[0058] In step S2-9, the computing apparatus 10 displays
the received information which indicates that the user is now
logged into the website.

[0059] According to some embodiments, step S2-6, in
which the first server apparatus 14 establishes the identity of
the user may include additional steps for verifying the
identity of the user. In embodiments in which the mobile
device 12 is a mobile telephone, these steps may include the
first server apparatus 14 responding to receipt of the first
message 214 by initiating a voice call with the mobile device
12.

[0060] During the voice call, the user is asked to provide
information with which their identity can be verified. The
information may comprise, for example, a pin number sent
via DTMEF, or a spoken password or any other information
which allows the identity of the user to be established and
verified. The information from the user may be compared
with information stored in the memory 142 of the first server
apparatus 14 and which is associated with the user. The
voice call may be conducted using IVR, a human agent, or
a combination of the two. In embodiments in which the
mobile device 12 does not have telephony capabilities, the
steps may be conducted using messages, such as instant
messages, sent using internet protocol.
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[0061] FIG. 3 depicts an alternate system in which the
invention can be implemented and illustrates a method
according to the invention.

[0062] The example of FIG. 3 is similar to that of FIGS.
1 and 2, but differs in that it does not include the second
server apparatus 16. Thus, the system comprises the com-
puting apparatus 10, the mobile device 12 and the first server
apparatus 14.

[0063] In the system 3 of FIG. 3, the first server apparatus
14 is a web server and thus is operable to provide web page
information to the computing apparatus 10 to display for
consumption by the user.

[0064] A method according to the invention will now be
described with reference to FIG. 3.

[0065] In step S3-1, the first server apparatus 14 provides
the computing apparatus 10 with web page information. The
provision of the web page information may be in response
to a request received from the computing apparatus 10
following receipt at the computing apparatus 10 of a user
input.

[0066] In step S3-2, the computing apparatus 10 receives
and displays the web page information. In this example, the
web page information comprises a “Login” page 110. The
“Login” page 110 is as described with reference to FIG. 2
and comprises the encoded information item 312, which is
in this example is a graphical object (GO), in particular a
“quick response” (QR) code.

[0067] The GO 312 comprises a GO address information
item. The GO address information item comprises an
address of the computer apparatus 10 on or by which the GO
312 is displayed. The GO address information item may
comprise a code, for example a numeric code or an alpha-
numeric code, which identifies a route or a number of routes
to the computer apparatus 10. Examples of such codes are an
IP address, a telephone number, a domain name and a
Blackberry® PIN.

[0068] According to other embodiments, the GO address
information item may not comprise address information per
se, but may instead comprise information which allows the
address of the apparatus on or by which the GO 312 is
displayed to be determined. This may include for example a
code or number, such as but not limited to a hardware serial
number, which can be used to determine the route to the
computing apparatus (e.g. the IP address) from a look-up
table.

[0069] The GO 312 may also comprise a first server
identification (FSID) information item allowing the mobile
device to identify the first server apparatus 14 with which the
GO 312 is associated. The FSID information item may
comprise an address of the first server apparatus 14 or may
instead comprise a data item which allows the application
stored on the mobile device 12 to retrieve the address of the
first server apparatus 14 from memory 122.

[0070] The GO 312 may also comprise a verification
information item for allowing verification of the graphical
object to ensure it is not a fraud.

[0071] The information required to display the GO 312
may be generated entirely by the first server apparatus 14.
Alternatively, part of the information of the GO 312, such as
the SSID and the FSID information items, may be generated
by the first server apparatus 14, and other information, such
as the GO address information item, may be generated by
the computing apparatus 10. The verification information
item or items are generated by the first server apparatus 14
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and a copy of the verification item or items is retained in the
memory 142 of the first server apparatus 14.

[0072] According to some embodiments, the GO 312 may
be displayed by computer program code embedded within
the web page. Alternatively, the GO 312 may be displayed
by computer program code stored on the computing appa-
ratus 10, for example, during a registration process. The
computer program code that is stored on the computer
apparatus 10, and which generates the GO 312, may, when
executed by the controller 20, be in direct communication
with the first server apparatus 14. The computer program
code may be configured such that the GO 312 is only
displayed if the direct communication with the first server
apparatus 14 can be established. This may be determined in
any suitable way, for example as described with reference to
FIG. 2 in respect of the second server apparatus 16.
[0073] In step S3-3, the GO 312 is obtained by the mobile
device 12. This may involve the user of the device 12 taking
a photograph of the GO 312 with a camera of the device 12.
Alternatively, any other type of scanner may be used to
obtain the GO 312.

[0074] In step S3-4, an application decodes the encoded
information from the obtained GO 312. The application is a
dedicated portion of the computer-readable code 122A
stored in the memory 122, which is able to decode the GO
312 and perform subsequent operations.

[0075] The application may have been stored on the
mobile device 12 prior to, during or following a registration
process between the mobile device 12 and the first server
apparatus 14. Either way, the user of the device 12 must
register with the first server apparatus 14 to allow the user
to utilise the service provided by the first server apparatus
14. Registration with the first server apparatus is as
described with reference to FIG. 2.

[0076] In step S3-5, subsequent to decoding the obtained
GO 312, the application prepares and transmits a first
message 314 to the first server apparatus 14.

[0077] The first message 314 is sent to the first server
apparatus 14 using an address of the first server apparatus
14. The application may be configured to interoperate with
just one first server apparatus 14 and thus whenever a GO
312 is obtained, the first message 314 is sent to the same first
server apparatus 14 using an address stored in the memory
122. Alternatively, in embodiments in which the GO 312
includes an FSID information item, this may be used to send
the first message 314 (either directly, when the FSID infor-
mation item comprises an address of the first server infor-
mation item, or indirectly by using the FSID information
item to retrieve the address from memory 122). In other
alternative embodiments, the first message may be sent to an
address selected by the user from a plurality of addresses
stored on the device 12.

[0078] The first message 314 comprises a first information
portion comprising the DID information item or the UID
information item. The first message 314 also comprises a
second information portion comprising the GO address
information item.

[0079] The first message may also comprise a verification
information item. Alternatively, the application may, prior to
preparing and sending the first message 314, check the
verification information item against a reference information
item received from the first server apparatus 14 to determine
whether the GO 312 is genuine. If the GO 112 is determined
not to be genuine, the application alerts the user of the device
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12. If the GO 312 is determined to be genuine, the appli-
cation prepares and transmits the first message 314 to the
server apparatus 14.

[0080] Prior to preparing and sending the first message
314, the application may request security information to be
provided by the user via the user interface 124 of the device
12, thereby to allow the identity of the user to be verified.
The security information may comprise a pin or password,
a disguised pin or password, a one-time code which has been
sent to the user, a pattern drawn on the device, biometric
information (such as face or fingerprint recognition), or any
other suitable mechanism by which the identity of the user
of the device can be verified.

[0081] Next, in step S3-6, the first server apparatus 14
receives the first message 314 and uses the UTD or DTD
information item to establish the identity of the user of the
device 12. Establishing the identity of the user comprises
using UID or DID information item to determine whether
the user is registered with the first server apparatus 14. Thus,
the first server apparatus 14 may check the UID or DID
information against information stored in a database of
registered users to establish the identity of the user. Subse-
quent to establishing the identity of the user, the first server
apparatus proceeds to step S3-7.

[0082] In embodiments in which the first message 314
includes the verification information item, the first server
apparatus 14 may, prior to either of steps S3-6 and S3-7,
check the verification information item against a reference
information item stored in memory 142. If there is identity
between the reference information item and the verification
item, the first server apparatus proceeds to step S3-6 or S3-7
as appropriate. If there is not identity, the first server may
send a message to the mobile device 12 to alert the user that
the GO 312 is not genuine and may abort the method.

[0083] In step S3-7, the first server apparatus 14, subse-
quent to establishing the identity of the user, performs an
action. In this example, as the first server apparatus 14 is a
web server, the first server apparatus 14 logs the user into
their account. The first server apparatus 14 uses the GO
address information item to send a signal indicative of such
to the computing apparatus. In this example, the GO address
information comprises the IP address of the computing
apparatus 10 and so the first server apparatus 16 transmits
information indicative of the user having been logged into
their account to the computing apparatus 10.

[0084] In step S3-9, the computing apparatus 10 displays
the received information which indicates that the user is now
logged into the web page.

[0085] According to some embodiments, step S3-6 in
which the first server apparatus 14 establishes the identity of
the user may include additional steps to verify the identity of
the user. These steps may be those as described above with
reference to step S2-6 of FIG. 2.

[0086] In the embodiments of FIGS. 2 and 3, the GO 112,
312 is displayed in conjunction with the fields into which a
username and password can be entered. However, it will be
appreciated that the GO 112, 312 alternatively may be
displayed instead of the username and password fields. Also,
although in the embodiments described with reference to
FIGS. 2 and 3, the GO 112, 312 is used instead of a
username and password to log the user into the web page, it
will be understood the GO 112, 312 could be used in
conjunction with a conventional login procedure using the
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username and password fields. This adds an extra layer of
security both for the web server and the user.

[0087] It will be understood that the invention may be
implemented within systems other that than those described
above. Such implementations are described in brief below.
Although these are described briefly, it will be understood
that the operations may be substantially the same as those
described above and may include the some or all of the same
steps and features.

[0088] According to one alternative embodiment, the
invention can be implemented in a building security system.
In such an embodiment, the computing apparatus 10 may
comprise an electronic door lock. The encoded information
item 112, 312, such as a GO as described above, may be
displayed on a sign geographically proximate to the elec-
tronic door lock. Alternatively, the GO 112, 312 may be
provided on an electronic display geographically proximate
to the electronic door lock. In such embodiments, the
encoded information item may be periodically updated
following receipt of signals from the first server apparatus
14 (or from the second server apparatus 16 if the system is
as shown in FIG. 2). The GO 112, 312 includes a GO address
information allowing the electronic door look to be identi-
fied. The encoded information item 112, 312 may also
include an FSID information item as described above. Upon
approaching the door, a user uses their mobile device 12 to
obtain and decode the encoded information item 112, 312.
Subsequently, optionally following the successful provision
of security information by the user to the mobile device, a
first message 214, 314 (including the GO address informa-
tion object and the UID or DID information item) is sent to
the first server apparatus 14. In this example, the first
message 214, 314 comprises an “entry request”. In response
to receiving the entry request 214, 314, the first server
apparatus 14 establishes the identity of the user using the
UID or DID information item. Next, if the system does not
comprise the second server apparatus, the first server appa-
ratus 14 transmits a signal to the electronic door lock (using
the GO address information item) authorising the electronic
door look to open and thereby to allow the user to pass
through the door. Alternatively, if the system does comprise
the second server apparatus 16, the first server apparatus 14
transmits the second message 216 (including authorisation
information indicating that the user is authorised to enter the
door) to the second server apparatus 16 which responds by
transmitting a signal to the electronic door lock (using the
GO address information item), authorising the electronic
door lock to open.

[0089] According to another alternative embodiment, the
invention may be implemented so as to enable a shopper to
pay for their goods at a checkout device. In this embodiment,
the computing apparatus 10 is a checkout device. Once the
goods to be purchased have been scanned through the
checkout device, the checkout device 10 produces and
displays an encoded information item 112, 312, in this
example a GO. The GO 112, 312 comprises a GO address
information item (as described above) which allows the
checkout device to be identified, and a total price that is to
be paid. The GO may also comprise an information item
identifying (or allowing identification by the application of)
a banking establishment to which the monies are to be paid.
Optionally, following provision by the user of security
information to the mobile device 12, the application of the
mobile device 12 transmits the first message 214, 314 (a
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payment request) to the first server apparatus 14. The
payment request 214, 312 includes the GO address infor-
mation item, the UID or DID information item (as described
previously), the price information and the information item
identifying the payee banking establishment. The identity of
the user is established by the first server apparatus 14 using
the UID or DID information item. In response to establish-
ing the identity of the user, the first server apparatus 14,
which, for example, may be associated with a banking
establishment, authorises payment from the user’s account
to the payee banking establishment of an amount identified
by the price information. Next, if the system does not
comprise the second server apparatus, the first server appa-
ratus 14 transmits (using the GO address information item)
a signal to the checkout device indicating that the balance
has been paid. Alternatively, if the system does comprise the
second server apparatus 16, the first server apparatus 14
transmits the second message 216 (indicating that the user is
authorised to make this payment) to the second server
apparatus 16 (which may be associated with payee banking
establishment) which responds by transmitting the signal to
the checkout device (using the GO address information
item) indicating that the balance has been paid.

[0090] According to another alternative embodiment, the
invention may be implemented within an ATM system. In
this embodiment, the computing apparatus 10 is an ATM.
The user requests withdrawal of an amount of money from
the ATM. In response to this the ATM produces and displays
an encoded information item 112, 312, in this example a GO.
The GO 112, 312 comprises a GO address information item
to allow the ATM to be identified and information indicating
the withdrawal amount. The GO 112 may also comprise a
SSID information item. Following provision of security
information, such as a pin etc., to the mobile device 12 by
the user, the application of the mobile device 12 transmits
the first message 214 (a withdrawal request) to the first
server apparatus 14. The withdrawal request 214 includes
the GO address information item, the UID or DID informa-
tion item identifying the device or the user, the withdrawal
amount information and if applicable the SSID information
item. The identity of the user is established by the first server
apparatus 14 using the UID or DID information item, and in
response to establishing the identity of the user, the first
server apparatus 14, which in this example is associated with
the a banking establishment, authorises the withdrawal and
debits the user’s account by the amount indicated by the
withdrawal amount information. Next, if the system does not
comprise the second server apparatus 16, the first server
apparatus 14 transmits (using the GO address information
item) a signal to the ATM authorising the ATM to dispense
the requested amount. Alternatively, if the system does
comprise the second server apparatus 16, the first server
apparatus 14 transmits (using the SSTD information item)
the second message 216 to the second server apparatus 16
(which may be associated with a banking establishment that
owns the ATM, if this is not the same as the user’s banking
establishment) which responds transmits the signal (using
the GO address information item) to the ATM authorising
the ATM to dispense the requested amount.

[0091] According to another alternative embodiment, the
invention can be implemented in a self-service shopping
environment. In such an embodiment, an encoded informa-
tion item 112, in this example a GO, may be provided on a
smart tag of a product for sale. The user obtains the GO 112
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using their mobile device 14. In this embodiment, the GO
112, 312 contains the GO address information item for
allowing the smart tag to be identified (as described above)
and a price of the product. The GO 112, 312 may also
comprise an information item identifying (or allowing iden-
tification by the application of) a banking establishment to
which the monies are to be paid. Optionally following
provision by the user of security information to the mobile
device 12, the application of the mobile device transmits the
first message 214 (a purchase request) which includes the
GO address information item, the UID or DID information
item and the price information to the first server apparatus.
The identity of the user is then established by the first server
apparatus 14 using the UID or DID and in response to
establishing the identity of the user, the first server apparatus
14 authorises payment for an amount identified by the price
information. Next, the first server apparatus 14 transmits the
second message 216 to the second server apparatus 16,
which may be an in-store security system. The second
message 216 comprises the GO address information item
and authorisation information indicating that the product has
been paid for. In response to receiving the second message
216, the second server apparatus uses the GO address
information item to transmit a signal to the smart tag thereby
to disable it, such that an alarm is not activated when the user
attempts to leave the shop).

[0092] Although in the above embodiments the encoded
information item 112, 312 has been described as a graphical
object, it will be understood that this may instead be a
different type of encoded information item. These may
include, for example, an encoded audible information item,
which may be emitted by the computing apparatus 10 and
recorded and decoded by the mobile device 12. Other types
of encoded information item include encoded radio fre-
quency (RF) information items.

[0093] In some embodiments, the encoded information
item 112, 312 may comprise a sequence of numbers, letters
or symbols. In such embodiments, the device 12 may obtain
the encoded information item as a result of the user manually
typing the sequence into the device using the user interface
126. In other alternative embodiments, the encoded infor-
mation item may be obtained via a wired connection
between the device 12 and the computing apparatus 10.
[0094] In some embodiments, the encoded information
item 112, 312 may be changed periodically, for example, by
updating the verification item. In such embodiments, when
the verification item is not created by the same entity that is
responsible for checking it, the verification item is transmit-
ted to the checking entity each time it is updated.

[0095] In the embodiments described above, the encoded
information object 312, 112 is decoded by the device prior
to sending the first message 214 to the first server apparatus
14. However, in alternative embodiments the encoded infor-
mation item 112, 312 may be transmitted in the first message
214 for decoding by the first server apparatus 14. In such
embodiments, the device 12 has pre-stored the address of the
first server apparatus. The application may be configured to
send the first message 214 to that address when each time
encoded information item 112, 312 is obtained. Alterna-
tively, the user may select the address to which the first
message 214 is to be sent from a plurality of addresses stored
in the device 12. In these embodiments in which the first
message includes the encoded information item, it will be
appreciated that, where the encoded information item
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includes a verification item, this will be verified by the first
server apparatus 14 and not by the device 12.

[0096] In FIGS. 2 and 3, the mobile device 12 is depicted
as a mobile telephone. However, it will be appreciated that
it may be any other type of device comprising obtaining
means 124 for obtaining an encoded information item in one
or more of the aforementioned manners. The obtaining
means 124 may comprise, for example, a physical interface
for receiving from the computing apparatus 10 an encoded
information item in the form of a computer-readable elec-
trical signal, an RF transceiver for receiving an RF encoded
information item as an RF signal, or an audio receiver for
obtaining audible encoded data items.

[0097] The mobile device 12 is depicted in FIG. 1 as a
single unit. However, it will be appreciated that it may
instead comprise plural separate units, for example a web-
cam and a laptop computer.

[0098] The invention provides a new and inventive way of
providing secure access to services. The provision of the
encoded information item reduces the possibility of a so-
called “man-in-the-middle attack”. The invention is particu-
larly effective in this respect in embodiments in which the
computer program code for generating the encoded infor-
mation item is stored on the computer apparatus 10 and is
configured such that the encoded information item is only
provided (i.e. displayed, emitted, output etc.) when direct
communication with an application running on the web
server 14; 16 is established. This is because, if a proxy server
is placed between the computer apparatus 10 and the web
server 14; 16 for intercepting communications between the
two, direct communication between the computer program
code running on the computer apparatus 10 and the appli-
cation running on the web server can not be established and
so the encoded information item will not be provided. Thus,
the user is unable access the service and so cannot divulge
sensitive information to the fraudster operating the proxy
server.

[0099] The use of a verification item by which the first
server apparatus can verify the encoded data item, which
may be changed periodically, reduces the chance of fraud-
sters being able to clone the encoded information item and
thereby to clone service in order to elicit information ille-
gally from a user. Moreover, the use of a mechanism
according to the invention reduces the amount of personal
information (such as usernames and passwords) that is
required to be entered to the computing apparatus 10, the
security of which may be compromised through the presence
of viruses and the like.

[0100] The invention also allows for an expedited the
log-in process as the user may not need to spend time
entering password and username information. Similarly, the
invention may remove the need for users to remember many
passwords to many different services etc.

[0101] In some embodiments of the invention, in which
the encoded information item need to be obtained and a
password needs to be entered, an additional layer of security
is introduced and so the system is safer for the users.
[0102] The invention also allows for tiered strengths of
authentication to be applied based on risk, transaction value
and/or user profile. For example for some websites simply
being in possession of the mobile device 12 and obtaining
the encoded data item may be sufficient to allow the user to
access the services provided by the website. For other
implementations such as payment and banking implemen-
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tations, a more comprehensive collection of authenticating
factors (for example, possession of the device and knowl-
edge of a password) may be employed. If the device 12 is
lost or stolen, the network provider (if the device is a mobile
telephone) may disable the device, thereby preventing the
thief or finder of the device being able to use the device and
the application stored thereon to access the user’s websites
and services to which they are subscribed etc. Alternatively,
the user may contact the owner or maintainer of the first
service apparatus to instruct them to ensure that any requests
from the lost or stolen device be denied. A new device
subsequently can be associated with the user’s registration at
the first server apparatus 14.

[0103] Insome embodiments of the invention, it may only
be permitted for the user to register their device with the first
server 14 if they have a monthly contract with a mobile
telephone network provider. Such contracts (as opposed to
so-called “pay-as-you-go” tariffs) involve a stringent iden-
tification process, including the user providing proof of
address and bank details etc. Therefore, for services for
which security is important, such as banking and the like, it
may only be possible to register to log in by way of the
encoded information item if the user has a pay monthly
contract and so their identity is known with more certainty.
[0104] Security advantages are achieved by using a sepa-
rate device (i.e. the mobile device 12 and not the computer
apparatus 10 with which the service is being accessed) to
communicate with the server apparatus 14 which is config-
ured to establish the identity of the user (see steps S2-6 and
S3-6 of FIGS. 2 and 3 respectively). By taking the authen-
tication process “out-of-band” in this way, the complexity of
the system is increased. It is significantly more difficult and
costly for a fraudster to detect, intercept or compromise the
multiple communication channels (bands) and/or server
apparatuses involved. Thus, the system is more secure.
[0105] It should be realised that the foregoing embodi-
ments are not limiting. Other variations and modifications
will be apparent to persons skilled in the art upon reading the
present application. Moreover, the disclosure of the present
application should be understood to include any novel
features or any novel combination of features either explic-
itly or implicitly disclosed herein or any generalisation
thereof and during the prosecution of the present application
or of any application derived therefrom, new claims may be
formulated to cover any such features and/or combination of
such features.

1-15. (canceled)
16. A method of using a first server to communicate with
a portable device and a second server configured to provide
access to a service, the method comprising:
generating an encoded information item comprising a
verification information item that is made available in
order to be obtained by the portable device;
receiving, from the portable device, a first message, the
first message comprising the encoded information item
or information decoded therefrom and a first identifier
identifying the portable device or a user of the portable
device;
comparing a decoded version of the verification informa-
tion item to a reference verification information item
stored in a memory of the first server to determine
whether a match exists;

aborting the method if a match is not determined;
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establishing an identity of the user or portable device,
comprising using the first identifier to determine
whether the user of the portable device is registered
with the first server, if a match is determined; and

sending, to the second server, a second message compris-
ing an indication that the user is authorized to access
the service if the user is registered with the first server,

wherein the encoded information item is decoded by the
portable device or the first server to produce the
decoded information and the service from the second
server is provided in response to the second server
receiving the indication.

17. The method of claim 16, wherein encoded information
in the encoded information item comprises information to
determine a second identifier, the second identifier identi-
fying the second server.

18. The method of claim 16, wherein encoded information
in the encoded information item comprises a third identifier,
the third identifier identifying the first server, and wherein
the first message is transmitted to the first server based on
the third identifier.

19. The method of claim 16, wherein the portable device,
prior to transmitting the first message:

receives a user input;

compares the received user input to a stored reference

input; and

transmits the first message when it is determined that the

user input matches the stored reference input.

20. The method of claim 16, wherein establishing, by the
first server, the identity of the user or the device comprises:

initiating a communication channel with the device based

on the first identifier;

receiving user-provided information from the device via

the communication channel;
comparing the received user-provided information with
stored reference user-provided information; and

verifying, and thereby establishing, the identity of the user
when it is determined that there is identity between the
received user-provided information and the reference
user-provided information.

21. The method of claim 16, wherein the encoded infor-
mation item is displayed as a sequence of numbers letters or
symbols, and wherein prior to transmitting the first message,
the portable device obtains the encoded information item as
a result of the user manually typing in the sequence into the
portable device using a user interface.

22. The method of claim 16 wherein the first message
represents a payment request, and the first server or the
second server in response to receiving notification of the
payment request is configured to use information contained
within at least one of the first or second messages to
authorize payment from a user account to a payee.

23. The method of claim 16, wherein the encoded infor-
mation item is provided as at least one of an encoded
graphical information item, an encoded audible information
item, and an encoded radio frequency information item.

24. The method of claim 16, wherein the encoded infor-
mation item is provided by a smart tag of a product for sale
to enable the user to purchase the product.

25. A first server, comprising:

a memory having a reference verification information

item stored thereon;
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a controller coupled to the memory and configured to:

generate an encoded information item comprising a
verification information item that is made available
in order to be obtained by a portable device;

receive, from the portable device, a first message, the
first message comprising the encoded information
item or information decoded therefrom and a first
identifier identifying the portable device or a user of
the portable device;

compare a decoded version of the verification informa-
tion item to the reference verification information
item to determine whether a match exists;

prevent access to the service if a match is not deter-
mined;

establish an identity of the user or portable device,
comprising using the first identifier to determine
whether the user of the portable device is registered
with the first server, if a match is determined; and

send, to the second server, a second message comprising

an indication that the user is authorized to access the

service if the user is registered with the first server,

wherein the encoded information item is decoded by

the portable device or the first server to produce the

decoded information, and the service from the second

server is provided in response to the second server

receiving the indication.

26. The first server of claim 25, wherein encoded infor-
mation in the encoded information item comprises informa-
tion to determine a second identifier, the second identifier
identifying the second server.

27. The first server of claim 25, wherein encoded infor-
mation in the encoded information item comprises a third
identifier, the third identifier identifying the first server, and
wherein the first message is transmitted to the first server
based on the third identifier.

28. The first server of claim 25, wherein the portable
device, prior to transmitting the first message:

receives a user input;

compares the received user input to a stored reference

input; and

transmits the first message when it is determined that the

user input matches the stored reference input.

29. The first server of claim 25, wherein establishing, by
the first server, the identity of the user or the device
comprises:

initiating a communication channel with the device based

on the first identifier;

receiving user-provided information from the device via

the communication channel;
comparing the received user-provided information with
stored reference user-provided information; and

verifying, and thereby establishing, the identity of the user
when it is determined that there is identity between the
received user-provided information and the reference
user-provided information.

30. The first server of claim 25, wherein the encoded
information item is displayed as a sequence of numbers
letters or symbols, and wherein prior to transmitting the first
message, the portable device obtains the encoded informa-
tion item as a result of the user manually typing in the
sequence into the portable device using a user interface.

31. The first server of claim 25, wherein the first message
represents a payment request, and the first server or the
second server in response to receiving notification of the

10
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payment request is configured to use information contained
within at least one of the first or second messages to
authorize payment from a user account to a payee.
32. The first server of claim 25, wherein the encoded
information item is provided as at least one of an encoded
graphical information item, an encoded audible information
item, and an encoded radio frequency information item.
33. The first server of claim 25, wherein the encoded
information item is provided by a smart tag of a product for
sale to enable the user to purchase the product.
34. A computer program product, comprising:
a non-transitory computer readable medium comprising
code which, when executed by a controller of a first
server, causes the first server to:
generate an encoded information item comprising a
verification information item that is made available
in order to be obtained by a portable device;

receive, from the portable device, a first message, the
first message comprising the encoded information
item or information decoded therefrom and a first
identifier identifying the portable device or a user of
the portable device;

compare a decoded version of the verification informa-
tion item to a reference verification information item
stored in a memory of the first server to determine
whether a match exists;

prevent access to the service if a match is not deter-
mined;

establish an identity of the user or portable device,
comprising using the first identifier to determine
whether the user of the portable device is registered
with the first server, if a match is determined; and

send, to the second server, a second message compris-
ing an indication that the user is authorized to access
the service if the user is registered with the first
servet,

wherein the encoded information item is decoded by the
portable device or the first server to produce the
decoded information, and the service from the second
server is provided in response to the second server
receiving the indication.

35. The computer program product of claim 34, wherein
encoded information in the encoded information item com-
prises information to determine a second identifier, the
second identifier identitying the second server.

36. The computer program product of claim 34, wherein
encoded information in the encoded information item com-
prises a third identifier, the third identifier identifying the
first server, and wherein the first message is transmitted to
the first server based on the third identifier.

37. The computer program product of claim 34, wherein
the portable device, prior to transmitting the first message:
receives a user input;

compares the received user input to a stored reference
input; and

transmits the first message when it is determined that the
user input matches the stored reference input.

38. The computer program product of claim 34, wherein

establishing the identity of the user or the device comprises:
initiating a communication channel with the device based
on the first identifier;

receiving user-provided information from the device via
the communication channel;
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comparing the received user-provided information with
stored reference user-provided information; and

verifying, and thereby establishing, the identity of the user
when it is determined that there is identity between the
received user-provided information and the reference
user-provided information.

39. The computer program product of claim 34, wherein
the encoded information item is displayed as a sequence of
numbers letters or symbols, and wherein prior to transmit-
ting the first message, the portable device obtains the
encoded information item as a result of the user manually
typing in the sequence into the portable device using a user
interface.

40. The computer program product of claim 34, wherein
the first message represents a payment request, and the first
server or the second server in response to receiving notifi-
cation of the payment request is configured to use informa-
tion contained within at least one of the first or second
messages to authorize payment from a user account to a
payee.

41. The computer program product of claim 34, wherein
the encoded information item is provided as at least one of
an encoded graphical information item, an encoded audible
information item, and an encoded radio frequency informa-
tion item.

42. The computer program product of claim 34, wherein
the encoded information item is provided by a smart tag of
a product for sale to enable the user to purchase the product.

#* #* #* #* #*
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