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(57) ABSTRACT

Various embodiments of the present technology generally
relate to data delivery. More specifically, some embodiments
of the present technology relate to systems and methods for
using spatial and temporal analysis to associate data sources
with mobile devices. The delivery of data to support a wide
variety of services for and about mobile devices that are
based on data stored in corporate, commercial, and govern-
ment databases which is not currently linked to individual
mobile devices. Some embodiments allow advertisers to
better target their ads to relevant target audiences with

greater accuracy.
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SYSTEMS AND METHODS FOR USING
SPATIAL AND TEMPORAL ANALYSIS TO
ASSOCIATE DATA SOURCES WITH MOBILE
DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 16/583,212, filed Sep. 25, 2019, which
is incorporated by reference herein in its entirety.

TECHNICAL FIELD

[0002] Various embodiments of the present technology
generally relate to data delivery. More specifically, some
embodiments of the present technology relate to systems and
methods for using spatial and temporal analysis to associate
data sources with mobile devices.

SUMMARY

[0003] Various embodiments of the present technology
generally relate to data delivery. More specifically, some
embodiments of the present technology relate to systems and
methods for using spatial and temporal analysis to associate
data sources with mobile devices. The delivery of data to
support a wide variety of services for and about mobile
devices that are based on data stored in corporate, commer-
cial, and government databases which is not currently linked
to individual mobile devices. Some embodiments allow
advertisers to better target their ads to relevant target audi-
ences with greater accuracy.

[0004] Some embodiments use location data records from
websites, mobile ad networks, mobile applications, and/or
networks with sensors located in malls, airports, transpor-
tation terminals, hotels, offices, medical offices, elevators,
etc. This location data can be used to build location profiles
that can be linked to residential addresses through a series of
analytical processes. Once a mobile device is associated
with a residential address, any database that contains a
residential address as a data element can be associated with
the mobile device to build enhanced services that can be
delivered to the mobile device or can be used to provide
services that need information on locations and conditions
using mobile devices in an area to build that profile.
[0005] In various embodiments, the system may also have
the ability to group devices into “social networks™ based on
analysis of location data overlap for a single location entered
into the system, or multiple locations autonomously identi-
fied by the system. These social networks can be further
analyzed using the corresponding data elements in the linked
databases to refine the social networks based on common
characteristics found in the data.

[0006] Various embodiments may perform one or more of
the following functions:

[0007] 1. Provide identification of mobile devices to an
individual or household that can be used to provide
matching back to any database that uses an address as
a key element to identify the data.

[0008] 2. Provide identification of mobile devices
wherein the system can be used with any type of unique
mobile device identifier such as UDID, Wi-Fi MAC
Address, Bluetooth ID, browser cookies, or any other
persistent or semi-persistent identifier. A semi-persis-
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tent identifier is one that exists for some period of time
before it is changed, which could be a day, week,
month, or more.

[0009] 3. Provide identification of mobile devices
wherein the system can be used with any type of mobile
device on a satellite, cellular, or Wi-Fi network, using
any type of service plan including subscription, corpo-
rate, prepaid, etc.

[0010] 4. Provide identification of mobile devices
wherein the system provides cross-matching of various
mobile device identifiers to a single anonymous iden-
tifier.

[0011] 5. Provide identification of mobile devices
wherein the system provides anonymization of the data
so that privacy is protected when the data is used for
commercial purposes.

[0012] 6. Provide identification of mobile devices
wherein the system can be used with any mobile device
data that includes the following elements: 1) a mobile
device identifier, and 2) geo-location tag such as a
latitude and longitude pair or other location coding
system. A time/date stamp associated with the mobile
device data is desirable and may or may not be required
for linking devices to a database, but may be required
for some applications and analysis to deliver different
services.

[0013] 7. Provide identification of mobile devices
wherein the system works with any mobile device
location data and accounts for the variance in accuracy
of mobile location data depending on the source of the
data.

[0014] 8. Provide identification of mobile devices
wherein the system can take both real-time data as well
as batch data.

[0015] 9. Provide identification of mobile devices
wherein the system provides for the delivery of linked
data to commercial services, businesses, government,
and other customers in three ways—1) in response to a
query about an individual device, 2) in response to a
query about a location or radius around a location, or 3)
in response to a query about a list or group of devices.

[0016] 10. Provide identification of mobile devices
wherein the system does not require any subscriber data
from a mobile carrier to link devices back to any
database.

[0017] 11. Provide identification of mobile devices
wherein the system does not require any location data
from a mobile carrier.

[0018] 12. Provide identification of mobile devices
wherein the system can identify “social networks” of
devices with common interests based on location data,
which can be linked back to commercial databases for
analytical purposes.

[0019] 13. Provide identification of mobile devices
wherein the system can identify “social networks”
based on a single selected location input into the system
or based on multiple locations that are generated
autonomously by the system analysis.

[0020] Embodiments of the present technology also
include computer-readable storage media containing sets of
instructions to cause one or more processors to perform the
methods, variations of the methods, and other operations
described herein.
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[0021] While multiple embodiments are disclosed, still
other embodiments of the present technology will become
apparent to those skilled in the art from the following
detailed description, which shows and describes illustrative
embodiments of the technology. As will be realized, the
technology is capable of modifications in various aspects, all
without departing from the scope of the present technology.
Accordingly, the drawings and detailed description are to be
regarded as illustrative in nature and not restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] Embodiments of the present technology will be
described and explained through the use of the accompany-
ing drawings in which:

[0023] FIG. 1 illustrates an example of a networked-based
environment in which some embodiments of the present
technology may be utilized.

[0024] FIG. 2 illustrates various components and interac-
tions in accordance with one or more embodiments of the
present technology.

[0025] FIG. 3 is a block diagram illustrating various data
and partner components in accordance with various embodi-
ments of the present technology.

[0026] FIG. 4 is a block diagram illustrating the use of
anonymized requests by ad network partners to retrieve data
from the system in accordance with some embodiments of
the present technology.

[0027] FIG. 5 is a flowchart illustrating an exemplary set
of operations for associating mobile devices with residential
addresses in accordance with one or more embodiments of
the present technology.

[0028] FIG. 6 illustrates a graph structure corresponding
to a social link in a social network.

[0029] FIG. 7 is a flowchart illustrating an embodiment of
a method of generating locational social networks.

[0030] FIG. 8 is a flowchart illustrating a method of
detecting a move.

[0031] FIG. 9 is a table illustrating an example of move
detection. The table illustrates two address changes.

[0032] FIG. 10 illustrates an example of a computer sys-
tem with which some embodiments of the present technol-
ogy may be utilized.

[0033] The drawings have not necessarily been drawn to
scale. For example, the dimensions of some of the elements
in the figures may be expanded or reduced to help improve
the understanding of the embodiments of the present tech-
nology. Similarly, some components and/or operations may
be separated into different blocks or combined into a single
block for the purposes of discussion of some of the embodi-
ments of the present technology. Moreover, while the tech-
nology is amenable to various modifications and alternative
forms, specific embodiments have been shown by way of
example in the drawings and are described in detail below.
The intention, however, is not to limit the technology to the
particular embodiments described. On the contrary, the
technology is intended to cover all modifications, equiva-
lents, and alternatives falling within the scope of the tech-
nology as defined by the appended claims.

DETAILED DESCRIPTION

[0034] Various embodiments of the present technology
generally relate to data delivery. More specifically, some
embodiments of the present technology relate to systems and
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methods for using spatial and temporal analysis to associate
data sources with mobile devices. Some embodiments
enable the delivery of data to support a wide variety of
services for and about mobile devices that are based on data
stored in corporate, commercial, and government databases,
which is not currently linked to individual mobile devices
accurately. One application of this technology is to allow
advertisers to better target their ads to relevant target audi-
ences with greater accuracy. The technology uses location
data records from mobile ad networks, mobile applications,
and hundreds of networks with sensors located in malls,
airports, transportation terminals, hotels, offices, medical
offices, elevators, etc. This location data can be used to build
location profiles that can be linked to residential addresses
through a series of analytical processes.

[0035] Once a mobile device is associated with a residen-
tial address, any database that contains a residential address
as a data element can be associated with the mobile device
to build enhanced services that can be delivered to the
mobile device or can be used to provide services that need
information on locations and conditions using mobile
devices in an area to build that profile. This information can
also be used to build “social networks” identifying individu-
als with common interests, associations, and social dynam-
ics to provide additional insight into the mobile user.
[0036] A substantial amount of data on each individual
and household is stored in corporate, retailer, government,
and marketing databases. This data can include any type of
data collected today—demographic data, psychographic
data, behavioral data, purchase data, interest data, crime
data, occupation data, registration data, survey data, medical
data, and more. This data can be used for a variety of
purposes that include advertising, marketing, location stud-
ies, public safety, healthcare, and more. There are many
technologies for capturing location data from mobile devices
and building historical location profiles associated with a
device.

[0037] The challenge is linking the mobile device to an
individual or household so that the data from these existing
databases, which are typically keyed by name and address,
can be used to provide enhanced services to the users of
mobile devices and expand services for advertisers, busi-
nesses, and government leveraging location data from
mobile devices. Even where these commercial and govern-
ment databases have a mobile telephone number in the
database, they are still not easily linked to mobile devices for
the delivery of other services. Mobile applications and
services only have access to device ID keys, mobile data
network ID keys, Wi-Fi network keys, Bluetooth IDs, cook-
ies, and software defined as persistent and transient device
identifiers that do not exist in those databases.

[0038] Identifying the household address associated with a
mobile device can be done by mobile carriers from their
billing and provisioning databases, but this information is
not made available to other service providers and govern-
ment agencies. To provide enhanced services, these com-
mercial and government agencies need an alternative solu-
tion that can accurately identify a mobile device’s household
address to link to their data that does not rely on mobile
carrier data or databases.

[0039] One of the leading trends in marketing is social-
based marketing through the use of social networks with the
intent of reaching like-minded consumers based on their
common social interests and affiliations. Unfortunately, the
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ability to reach these audiences is controlled by a few large
social networking companies that dictate the way that adver-
tisers can reach and interact with these consumers. Mobile
devices provide tremendous reach for advertisers and being
able to reach social networks and interest groups indepen-
dent of these large social networking companies provides
new ways to advertise and interact with these consumers. It
is especially powerful if these social networks and interest
groups can be linked to the commercial and marketing data
associated with these consumers, allowing richer analytics
to be performed on these groups and enabling predictive
modeling to find similar types of customers.

[0040] The challenge is trying to identify the mobile
devices in a social group or interest group. Mobile adver-
tising networks, mobile apps, and mobile websites have
billions of records associated with mobile transactions that
can be mined to create these social network “graphs” that
link devices, and hence the individuals, together. Various
embodiments of the present technology provide a solution to
this challenge.

[0041] In the following description, for the purposes of
explanation, numerous specific details are set forth in order
to provide a thorough understanding of embodiments of the
present technology. It will be apparent, however, to one
skilled in the art that embodiments of the present technology
may be practiced without some of these specific details.
[0042] Moreover, the techniques introduced here can be
embodied as special-purpose hardware (e.g., circuitry), as
programmable circuitry appropriately programmed with
software and/or firmware, or as a combination of special-
purpose and programmable circuitry. Hence, embodiments
may include a machine-readable medium having stored
thereon instructions that may be used to program a computer
(or other electronic devices) to perform a process. The
machine-readable medium may include, but is not limited to,
optical discs, compact disc read-only memories (CD-
ROMs), magneto-optical discs, ROMs, random access
memories (RAMs), erasable programmable read-only
memories (EPROMs), electrically erasable programmable
read-only memories (EEPROMSs), application-specific inte-
grated circuits (ASICs), magnetic or optical cards, flash
memory, or other type of media/machine-readable medium
suitable for storing electronic instructions.

Terminology

[0043] Brief definitions of terms, abbreviations, and
phrases used throughout this application are given below.
[0044] The terms “connected” or “coupled” and related
terms are used in an operational sense and are not neces-
sarily limited to a direct physical connection or coupling.
Thus, for example, two devices may be coupled directly, or
via one or more intermediary media or devices. As another
example, devices may be coupled in such a way that
information can be passed therebetween, while not sharing
any physical connection with one another. Based on the
disclosure provided herein, one of ordinary skill in the art
will appreciate a variety of ways in which connection or
coupling exists in accordance with the aforementioned defi-
nition.

[0045] The phrases “in some embodiments,” “according to
some embodiments,” “in the embodiments shown,” “in other
embodiments,” and the like generally mean the particular
feature, structure, or characteristic following the phrase is
included in at least one implementation of the present
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technology, and may be included in more than one imple-
mentation. In addition, such phrases do not necessarily refer
to the same embodiments or different embodiments.
[0046] If the specification states a component or feature
“may”, “can”, “could”, or “might” be included or have a
characteristic, that particular component or feature is not
required to be included or have the characteristic.

[0047] The term “module” or “engine” refers broadly to
general or specific-purpose hardware, software, or firmware
(or any combination thereof) components. Modules and
engines are typically functional components that can gen-
erate useful data or other output using specified input(s). A
module or engine may or may not be self-contained.
Depending upon implementation-specific or other consider-
ations, the modules or engines may be centralized or func-
tionally distributed. An application program (also called an
“application”) may include one or more modules and/or
engines, or a module and/or engine can include one or more
application programs.

General Description

[0048] FIG. 1 is a block diagram of network-based envi-
ronment 100 in accordance with one or more embodiments
of the present technology. As illustrated in FIG. 1, user
devices 110A-110N may use network 115 to submit and
retrieve information from data delivery platform 120. User
devices 110A-110N can interact with data delivery platform
120 through an application programming interface (API)
that runs on the native operating system of the device, such
as JOS® or ANDROID™ Through data delivery platform
120, mobile device users can be targeted for the delivery of
customized data by data delivery platform 120 using, for
example, spatial and temporal analysis to associate data
sources with mobile devices. Content management platform
125 enables the delivery of data stored in database 130 to
support a wide variety of services for and about mobile
devices that are based on data stored in corporate, commer-
cial, and government databases, which are not currently
linked to individual mobile devices accurately.

[0049] For example, data delivery platform 120 can use
location data records from websites, mobile ad networks,
mobile applications, and hundreds of networks with sensors
located in malls, airports, transportation terminals, hotels,
offices, medical offices, elevators, etc. This location data can
be used to build location profiles that can be linked to
residential addresses through a series of analytical pro-
cesses. Using this information, a customized profile can be
built around the mobile device.

[0050] User devices 110A-110N can be any computing
device capable of receiving user input as well as transmitting
and/or receiving data via the network 115. In one embodi-
ment, user devices 110A-110N can be any device having
computer functionality, such as a personal digital assistant
(PDA), mobile telephone, smartphone, wearable computing
device (e.g., eyewear, watches, etc.), tablet, or similar
device. User devices 110A-110N can be configured to com-
municate via network 115, which may comprise any com-
bination of local area and/or wide area networks, using both
wired and wireless communication systems. In one embodi-
ment, network 115 uses standard communications technolo-
gies and/or protocols. Thus, network 115 may include links
using technologies such as Ethernet, 802.11, worldwide
interoperability for microwave access (WiMAX), 3G, 4G,
CDMA, digital subscriber line (DSL), etc.
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[0051] Similarly, the networking protocols used on net-
work 115 may include multiprotocol label switching
(MPLS), transmission control protocol/Internet protocol
(TCP/1P), User Datagram Protocol (UDP), hypertext trans-
port protocol (HT'TP), simple mail transfer protocol (SMTP)
and file transfer protocol (FTP). Data exchanged over net-
work 115 may be represented using technologies and/or
formats including hypertext markup language (HTML) or
extensible markup language (XML). In addition, all or some
links can be encrypted using conventional encryption tech-
nologies such as secure sockets layer (SSL), transport layer
security (TLS), and Internet Protocol security (IPsec).
[0052] The various components illustrated in FIG. 1 can
be coupled to network 115 using various types of network
communication mechanisms. These network communica-
tion mechanisms may communicate with other electronic
devices by transmitting and receiving wireless signals using
licensed, semi-licensed or unlicensed spectrum over net-
work 115. In some cases, network 115 may be comprised of
multiple networks, even multiple heterogeneous networks,
such as one or more border networks, voice networks,
broadband networks, service provider networks, Internet
Service Provider (ISP) networks, and/or Public Switched
Telephone Networks (PSTNs), interconnected via gateways
operable to facilitate communications between and among
the various networks. Network 115 can also include third-
party communications networks such as a Global System for
Mobile (GSM) mobile communications network, a code/
time division multiple access (CDMA/TDMA) mobile com-
munications network, a 3rd or 4th generation (3G/4G)
mobile communications network (e.g., General Packet
Radio Service (GPRS/EGPRS)), Enhanced Data rates for
GSM Evolution (EDGE), Universal Mobile Telecommuni-
cations System (UMTS), or Long Term Evolution (LTE)
network, or other communications networks.

[0053] FIG. 2 illustrates various components and interac-
tions in accordance with one or more embodiments of the
present technology. The system may associate the data in
business, commercial, and government databases with
mobile device data that comes from a variety of suppliers
that include mobile ad networks, mobile carriers, mobile
applications, businesses, Wi-Fi networks, and any other
viable source. The components illustrated in FIG. 2 provide
some examples of the means for perform various operations
described.

[0054] In some cases, the system collects mobile device
data. This mobile device data may include event data such
as, but not limited to the following: mobile network call
data, mobile data network registration and usage, mobile
device location data, mobile device browsing and web data,
transaction data, mobile application data, social media data,
purchase data, login data, device sensor data, credit card
data, etc. The mobile device event data can include one or
more the following fields: 1) a device identifier, such as
UDID, MAC address, cookie, or any other permanent or
semi-permanent identifier; 2) location information, typically
in latitude and longitude or addresses; and/or 3) a timestamp
that includes date and time, in minutes and seconds. Note
that not all data has to contain a timestamp to provide basic
matching. A timestamp may be used, in some embodiments,
to cross-match data sources with different device identifiers.
[0055] The mobile device event data can be clustered by
location, device identifiers, and time of day. These clusters
are then evaluated against household address data. This

Mar. 25, 2021

address data is then used to link the mobile device ID with
the other databases. As part of this process, the system
anonymizes the data to provide enhance security for the
gathered and linked data and ensure that Personally Identi-
fiable Information (PII) is not disclosed to anyone. As part
of the process, anonymous IDs can be created so that PII is
never disclosed when the data is used by the customer
applications.

[0056] FIG. 3 is a block diagram which illustrates the use
of an independent data processor to match the output data
from the system to the data provided by ad network partners.
Because PII is used in the matching process, the independent
data process is used to prevent either the system or the ad
network partner from accessing the PII. The output result
from the data processor is the linked data that matches from
both data sources.

[0057] As illustrated in FIG. 3, the system can collect raw
mobile device data and commercial, corporate, and govern-
mental data on individuals from a variety of partners. This
data can be processed by the system in FIG. 2 and used to
create a System Data Warehouse that contains PII as a key.
The system can output the data warehouse into a system file
that can be transmitted to other parties, including Indepen-
dent Data Processors.

[0058] Similarly, Partners such as Ad networks also col-
lect customer information from customers of partner ser-
vices (applications, websites, etc.) as well as registered users
of these partner services, which can similarly be accumu-
lated into the Ad Network Data Warehouse. The Ad Network
Data Warehouse can also use the PII as a key. The Ad
Network Data Warehouse can also be output as a Partner File
for transmission to Independent Data Processors.

[0059] The Independent Data Processor takes the System
File and Partner File and compares the PII keys. The
Independent Data Processor creates an output file that con-
tains combined records from the System File and the Partner
File only for records with matching PII keys from both files.
In some embodiments, if a record with a PII key is unique
to only one of the files, it is not included in the output. The
merged file is then transmitted to the Ad Network Partner for
use. In various embodiments, the system can ensure that no
PII data is shared with either the System or the Ad Network
Partner for individuals that are not already known to them.

[0060] FIG. 4 is a block diagram illustrating the use of
anonymized requests by Ad Network Partners to retrieve
data from the system in accordance with some embodiments
of the present technology. One advantage of using anony-
mized requests is that this eliminates the need to expose PII
while providing real-time access to the system output.

[0061] As illustrated in FIG. 4, the system collects raw
mobile device data and commercial, corporate, and govern-
mental data on individuals from a variety of partners. This
data is processed by the system in FIG. 2 and used to create
a System Data Warehouse that contains PII as a key. The
system then processes the System Data Warehouse through
an anonymization process that removes or modifies the PII
with data that cannot be directly linked to the PII. One way
of doing this is some sort of one-way hashing algorithm so
that data cannot be converted back to the original PII by
anyone, but other methods that include matching tables used
internally to the System to map PII to non-PII data could be
used, but are far less secure since the matching tables
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themselves are potentially vulnerable. The anonymized data
can be stored, for example, in a real-time accessible System
Mobile Data Mart.

[0062] When a Publisher Website (or mobile app) makes
a request to a Partner Ad Server, the Ad Server in turn makes
a request to the System Target Data Engine which provides
an external interface to the System Mobile Data Mart. The
System Target Data Engine takes the anonymous key passed
in by the Ad Server and looks up the data in the System
Mobile Data Mart. The data returned by the System Mobile
Data Mart is transmitted to the Ad Server, which in turn uses
the data to make decisions on what Ad to return to the
Publisher.

[0063] FIG. 5 is a flowchart illustrating an exemplary set
of operations for associating mobile devices with residential
addresses in accordance with one or more embodiments of
the present technology. The operations illustrated in FIG. 5
may be performed by various means including, but not
limited to, data analysis platform 120, content management
platform 125, database 130, one or more servers, one or
more processors, networks and networking hardware, vari-
ous modules or engines (e.g., a receiving module, a profiling
module, a linking module, an association module, etc.),
and/or one or more computing systems such as those
described in FIG. 6 below. As illustrated in FIG. 5, location
data can be received from one or more sources during
receiving operation 510. Using this information, the build-
ing operation 520 can build location profiles that can be
linked to residential addresses during linking operation 530.
Association operation 540 can then use this information to
associate mobile devices with residential addresses.

Data Operational Flow

[0064] Various embodiments of the system for linking
mobile device data with other databases using spatial and
temporal analysis can includes one or more of the following
components and processing algorithms, which can be
executed on commercially available servers, using real or
virtual servers organized into server clusters. In accordance
with various embodiments, the system may perform one or
more of the following seven functions:

[0065] Function 1: Processing of the Mobile Device/Lo-
cation Event Data

[0066] Mobile device/location event data can be transmit-
ted to the system in batch file format or in real time via
Application Program Interfaces (APIs) provided to the data
suppliers. Batch files transferred to the system use standard
secure File Transfer Protocol (FTP) technology. Real-time
transfers are done per event and use Application Program
Interfaces (APIs) built using the WS02 open-source plat-
forms. The APIs may be built using JavaScript Object
Notation (JSON) and provide a way for the partner to
transmit data to the platform while requesting data. In some
embodiments, the elements transmitted for any mobile
device/location record via the batch file or AP may contain
at a minimum:

[0067] Device ID—Possible Device IDs include, but are
not limited to:
[0068] Mobile phone number
[0069] Unique Device Identifier (UDID)
[0070] International Mobile Equipment Identity (IMEI)
[0071] Mobile Equipment Identifier (MEID)
[0072] Electronic Serial Number (ESN)
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[0073] Media Access Control (MAC) address (MAC-
48/EUI-48/EUI-64)

[0074] Bluetooth Address (BD_ADDR)
[0075] Date: MMDDYY
[0076] Time: HH:MM:SS
[0077] Latitude: integer
[0078] Longitude: integer
[0079] Partner ID: Assigned by E2M for real-time feeds
[0080] The mobile event data can be considered PII

because it contains a unique identifier for each mobile
device. While it can be transmitted to the system from the
data provider “in the clear,” typically the mechanism
involves a secured connection and the Mobile Device 1D
data is encoded using an agreed upon obfuscation algorithm,
such as hashing, prior to sending the data to the system.
Once data is received by the system, it ensures that all
Mobile Device IDs are obfuscated prior to being stored in
the system databases and used for processing. This obfus-
cation can be performed, for example, by the data provider
prior to transmission or by the receiving system using a
SHA-1 hashing algorithm, which is a one-way hash that
cannot be reversed back to the original data. Any other
comparable one-way hashing or encoding algorithm could
be substituted for the SHA-1 algorithm.

[0081] The incoming mobile event data is processed
through a series of filters that organize data in the system by
the Mobile Device IDs. The data can be organized so that it
can be processed in different priorities or evaluated differ-
ently during subsequent processing. These filters can
include, but are not limited to, the following:
[0082] Time/date filters—data can be segmented by
event dates/times and timestamps can be normalized to

a single time zone or multiple distinct time zones, even

if the data is from systems that store times using

different default time zones. For example, one filter
tags records that occur between 6:00 pm and 6:00 am,
giving them a higher priority for the location analysis.

[0083] Location data cleansing—these filters ensure the
location data is accurate by:

[0084] Correcting or eliminating records with invalid
latitude/longitude data that has been reversed by the
provider, is missing leading minus signs, or is miss-
ing altogether.

[0085] Discarding records with default or “black-
listed” locations. The processing performed while
identifying addresses associated with a mobile
device creates a blacklist of locations that occur
frequently from a particular provider (ad network or
publisher) that are not valid locations for the device.

[0086] Adjusting the accuracy resolution of the data
across sources for processing based on the source.
Depending on the data source we may round the
latitude/longitude data to a specific number of deci-
mal places to normalize the resolution across differ-
ent data sources or weight the data points based on
the accuracy associated with the source. This weight-
ing could be applied based on the source or other
information contained in the data provided, or could
be defined in the system for each source or each data
point individually. Note that this process may also be
applied to previously processed or stored location
data to continuously improve the quality of results in
the system.
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[0087] Discarding location data associated with
devices that have been marked by the system as
inactive or deleted. The system may use a number of
methods such as analyzing the time since the last
data point reported for a device, mobile carrier
registration data, or other means to identify a par-
ticular device as no longer in use. Once a device is
marked, filters can be used when processing histori-
cal location data to eliminate data points from these
devices from processing.

[0088] Mobile device ID filters—these filters evaluate
the mobile device IDs passed to the system to check
against existing 1Ds, as well as identifying what other
mobile device IDs may be associated with the same
device.

[0089] Once the mobile event data has been processed
through the filters and stored in the database it is ready for
location analysis. Location analysis is the process by which
the system analyzes all of the filtered mobile event location
data associated with an individual device to identify the
locations most frequently associated with the mobile device.
This processing uses a Density-Based Scan algorithm to
group these data points and find the central location of these
groups of data points. Note that any other type of grouping
algorithm could be employed.

[0090] The Density-Based Scan can consider each mobile/
location record latitude/longitude pair as a single point for
clustering analysis. Clustering is performed for each Device
ID using various algorithms. The algorithms may use the
following two parameters:

[0091] Eps (e): Maximum radius of the neighborhood
points. Current embodiments use 30 feet, but are able
to adjust settings to balance accuracy vs. processing
time.

[0092] MinPts: Minimum number of points in an Eps-
neighborhood (specified radius). Current embodiments
use 10 for this value, but other settings may be used to
balance accuracy vs. processing time.

[0093] The algorithm may identify clusters of points that
meet the density requirement of the MinPts within the Eps.
Each data point can then be categorized. Some embodiments
use the following categories:

[0094] A core point is one that has more than a specified
number of points (MinPts) within Eps. These are points
that are at the interior of a cluster.

[0095] A border point has fewer than MinPts within
Eps, but is in the neighborhood (within the Eps) of a
core point.

[0096] A noise point is any point that is not a core point
or a border point. These points are ignored.

[0097] The cluster algorithm of one or more embodiments
can work by:

[0098] Arbitrarily selecting a point p.

[0099] Retrieving all points density-reachable from p
w.rt. Eps and MinPts.

[0100] If p is a core point, a cluster is formed.

[0101] If p is a border point, no points are density-
reachable from p and Density-based spatial clustering
of applications with noise (DBSCAN) visits the next
point of the database.

[0102] Continuing the process until all of the points
have been processed

[0103] The result of cluster processing may be a list that
contains the core point locations and number of data points
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associated with the location. These locations can then be
ordered from highest to lowest frequency based on the
number of data points associated with the location. The
location generated is a geo-location coordinate using latitude
and longitude, although any location reference system could
be used.

[0104] Function 2. Identifying Street Addresses Associ-
ated with Each Mobile Device

[0105] Once the mobile event data has been processed and
the resulting list of locations is generated for each device,
these locations can be used in one of two ways to associate
with data sources: 1) the location identifier (e.g., latitude/
longitude), associated with the pair can be compared with
location identifiers stored with the data sources. If the data
source uses a street address and does not include a location
identifier, then as part of the input data processing for these
sources, the system will generate a location identifier that
can be used for comparison. 2) The second method is to
convert the locations generated for each device to street
addresses (e.g., 123 Main Street, Anytown, Colo., 80301)
using commercially available reverse geocoding services or
databases. This processing seeks to identify two primary
addresses for each device:

[0106] A “residential” address: The residential address
is essential for linking the mobile device to the com-
mercial, business, and government databases that use
residential address as a key field. The residential
address match will potentially match many devices to
the same residential address, even if the address is a
single-family home, since there are multiple devices
and multiple individuals in the household. This is
considered a “household” level match for returning
data from the databases. One anomaly with this is
multi-family residences, such as apartment buildings.
Because the geo-location data being used cannot dis-
tinguish apartment numbers or floor differences, mul-
tiple households will have the same address for the
multi-family residences.

[0107] A “commercial” address: This could be a busi-
ness, school, retail, or other commercial address.
Because the residential address matches at the house-
hold level for a single-family home, the daytime
address is essential for identifying an individual with a
single-family residence, or a household or individual
within a multi-family residential unit. The daytime
address is compared with additional databases that
include Point of Interest data, business directories, and
other data sources that can be used to identify com-
mercial and public entities at a location.

[0108] The quality of the address returned by the com-
mercial reverse geocoding services varies widely, trying to
return the closest street address to the geocode passed in.
These addresses are then compared with the addresses used
as keys in the commercial databases that contain the profile
information. In some embodiments, the system analyzes the
returned address against the commercial databases and cat-
egorizes it into one of the following categories:

[0109] Exact Match Addresses—addresses that are
found in the commercial databases.

[0110] Exact Match with City Aliases—addresses that
are found in the commercial databases when a city alias
is used. Some cities have a different name in their
postal address from the geocode address.
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[0111] Not Exact Match: But very near to address—
addresses where the street number does not match
exactly but can be matched to a street number within
+/-N house numbers of the address (where N can be
defined in the system).

[0112] Not Exact Match: But very near to address with
city aliases—addresses where the street number does
not match exactly but can be matched to a street
number within +/-N house numbers of the address
when a city alias is used (where N can be defined in the
system).

[0113] Not Exact Match: But slightly far from
address—addresses where the street number does not
match exactly but can be matched to a street number
between N and M house numbers from the address
(where N and M can be defined in the system).

[0114] Not Exact Match: But slightly far from address
with city aliases—addresses where the street number
does not match exactly but can be matched to a street
number between N and M house numbers of the
address when a city alias is used (where N and M can
be defined in the system).

[0115] Not Exact Match: But very far from address—
addresses where the street number does not match
exactly but can be matched to a street number outside
+/-M house numbers of the address (where M can be
defined in the system).

[0116] Not Exact Match: But very far from address with
city aliases—addresses where the street number does
not match exactly but can be matched to a street
number outside +/-M house numbers of the address
when a city alias is used (where M can be defined in the
system).

[0117] Cannot match address—unable to meet any
match criteria.

[0118] Cannot match address even after aliases—unable
to meet any match criteria even when a city alias is
used.

[0119] Addresses that are not able to be matched

[0120] Cannot match address: No Lat/Long or Dummy
Lat/Long—no address can even be returned by the
reverse geocoder.

[0121] These categories can be used to rate the quality of
the match returned and improve the quality of the data being
provided. These categories can also be used to rate the
quality of location data points created from street addresses
when creating location data points from street addresses for
commercial data sources in the system.

[0122] Function 3. Linking Mobile Device ID to Data
Sources at the Household and Individual Level

[0123] Once the residential address associated with a
device has been identified, it can be linked to data provided
in any database that uses this as a key element. These data
bases can be commercial, business, marketing, government,
law enforcement, healthcare or any other database contain-
ing household or individual information.

[0124] Matching devices with this household and indi-
vidual data using the residential address will result in a
one-to-one match for households with only one person, or a
many-to-many match for households with multiple individu-
als—at a multiple individual household there will be many
devices associated with the address that need to be matched
to the individuals in the household. For a multi-family unit,
such as an apartment building, there will be multiple devices
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matched to the address that must then be first matched with
a specific household in the residence and then in turn to the
individuals within the specific household. While it is useful
to make a device match at the household level, it is even
more desirable to be able to identify the devices associated
with a single individual within a household, or to identify
households within a multi-family residential unit.

[0125] To match devices to individuals within a household
or multi-family residence, an analysis of the non-residential
location clusters associated with each device ID can be used.
The easiest is the identification of individuals within a
household. The system uses external data sources that pro-
vide data for each individual in a household that may be used
to correlate with the characteristics of a location cluster.
These data sources can be marketing data providers, online
databases such as LinkedIn and Hoover’s. Point of Interest
databases, or other databases that contain information rel-
evant to a location that can be associated with the location
cluster, that may be useful in comparing with known data on
the individual, such as interests, hobbies, recreational activi-
ties, purchases, etc.

[0126] By comparing the data associated with the non-
residential locations generated for each device with the
known data for an individual, it is possible to uniquely
identify the individual associated with a device. Similarly,
age information can be compared with location records that
correspond with schools to uniquely identity other family
members. Throughout this process, devices can be associ-
ated with the individual members of a household, and by
virtue of elimination, can potentially be linked to individuals
where a direct data match is not achieved. The identification
of individuals is particularly important for services that are
prohibited from measuring, tracking, analyzing, or serving
children.

[0127] The identification of individuals within a multi-
family residential address is performed in a similar manner
with one enhancement. Additional processing is performed
first, to identify the devices associated with each household
in a multi-family residence. This processing uses overlap
analysis of the data for each mobile device to determine
which devices have a large number of locations in common,
indicating the individuals for these devices are frequently
together as members of a household. Once devices are
identified with households, the same processing used to
identify individuals within households can be performed to
identify individual devices.

[0128] Function 4. Linking Mobile Device 1Ds without
Residential Location Data

[0129] Some sources of mobile event data provide data
that comes only from commercial or public locations and
does not include any residential locations after processing.
In order to match the mobile device 1Ds associated with this
“non-residential” data (NR data) back to the residential-
based data sources, the data can be linked to other IDs that
are already linked to those data sources.

[0130] This process can use an overlap analysis of the
event location and timestamp data from the NR data against
the event location and timestamp data from the linked
sources. In some embodiments, this analysis can build
probable matches based on the number of overlapping
occurrences, and also allows variation in timing of events
from the different sources, since finding exact matches is
rare.
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[0131] Some embodiments of the overlap analysis can
include the following steps:

[0132] 1) Each record from the NR data is compared by
location against the location records from data sources
that include residential data.

[0133] 2) For records with locations that match, the
timestamps are compared to the timestamp of the NR
record (t) to find records within a specific variance, N.
Records that are within the window of t-N to t+N are
considered probable matches for the device.

[0134] 3) A count can be created by device ID from the
residential data sources that are probable matches for
the device ID from the NR data. These counts are then
ordered from largest to smallest, with the largest rep-
resenting the most probable match between the two
data sets.

[0135] 4) The residential data source device IDs for the
probable matches are then compared against the prob-
able matches for all other NR data devices to determine
if multiple NR data device IDs are probable matches
for the same residential data device ID. If more than
one device is a probable match, they are ordered by the
highest number of matches.

[0136] This process is repeated with existing NR data
using different parameters or as new NR data is acquired and
as new residential data is acquired to improve the results and
obtain the highest quality matches possible. Once a match is
obtained, all of the household and individual data that was
linked to the residential data device ID can now be linked to
the NR data device ID also.

[0137] This process can be performed for any device data
that does not include residential locations, such as public
Wi-Fi data, Bluetooth data, Digital-Out-of-Home sensor
data, in-store sensor data, etc.

[0138] Function 5. Identifying “Social Network™ Groups
[0139] Unique groupings of devices can be created
through additional location and data analysis. These “social
networks” identified can be sold as unique audiences that are
used to reach socially connected groups without having to
rely on traditional social network sites such as Facebook to
provide the data. The additional value of the groups created
by the system analysis is that these are real-life groups that
socialize in person, not just online groups that may be virtual
only.

[0140] Groupings or device links arrange mobile devices
into a social graph where connections are inferred through
commonality of visits to places at roughly the same time.
The number of times two devices are seen at the same place,
at the same time, indicates a stronger or more likely factual
social connection. The social graph is used to enlarge mobile
device audiences relying on the assumption that social
networks of mobile device users typically are interested in
the same products.

[0141] Various embodiments may use various methods for
identifying social network groups: 1) for a specific input
location or location/date/time, or 2) autonomous multi-
location based groups. Each type of group has different
benefits to advertisers. Specific location-based groups tend
to be larger groups that identify macro audiences, such as
audiences that show interest in a particular kind of sporting
event, entertainment, or type of retail category. The groups
may be identified based on a characteristic of the location or
point of interest the users are found together at. For example,
devices found together on a series of bike trails may be
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identified as cyclists. The characterization of a user as a type
of person may be stored on nodes or edges of a graph—that
is, as associated with devices or people themselves or
associated with the links that connect a number of devices or
people together. Multi-location groups are smaller groups
that exhibit more interest characteristics in common, pro-
viding a more focused audience.

[0142] In accordance with some embodiments, the pro-
cessing to identify a social network group from a set of
mobile device location or event data can include the fol-
lowing steps:

[0143] 1) Processing the data as described in “Function
1” of the “Data Operational Flow” above, with the
following modification. Instead of grouping data by
device prior to performing the clustering algorithm, the
data source can be grouped by discrete date and time
segments, for example, October 5 from 12:00 pm to
12:15 pm, and is then run through the clustering
algorithm. This generates clusters based on locations,
with multiple devices per cluster. This is done for
multiple date/time segments.

[0144] 2) Using an algorithm to compare the devices
present in one cluster from one date/time segment with
the devices present in the clusters of other date/time
segments and identifying which devices occur together
in many different clusters across different date/time
segments.

[0145] 3) Using an algorithm to score the quality of the
probable association between devices identified in 2)
above.

[0146] 4) Create a database identifying the “social
group” of devices with a unique identifier for each
group.

[0147] 5) Alist of devices that contain location records
is created by the system and given a unique group 1D
for future reference.

[0148] The processing to identify a social network group
by the system autonomously is a bit more involved due to
the amount of data that must be processed. The steps to
create the social network group autonomously, in accor-
dance with one or more embodiments, can include:

[0149] 1) The system sorts and segments all the location
records in the system by date and time blocks within each
date. Time blocks can be specified in N minute increments.
For example, a time block of 15 minutes (N=15) would
group all records from a specific date into separate groups
for times 00:00 to 00:14, 00:15 to 00:29, 00:30 to 00:44, etc.
for the entire 24-hour period.

[0150] 2) The location coordinates in each time block
are grouped using the same type of clustering algorithm
described in Function 1 above. The resulting groups are
by location and include all devices, and will result in
multiple groups being created for each time block.
These groups are given interim group identifiers, for
example, T1G1, for time block 1, group 1.

[0151] 3) The system can then create a table with rows
that represent an individual device ID and columns that
represent group identifiers. If a device is present in a
group, the corresponding cell may be marked with an
indicator (1, true, etc.). If a device is not present in a
group, the cell may be left empty.

[0152] 4) The system can then analyze a device at a time
against all other following devices doing a row by row
comparison. If another device has at least Z location
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group overlaps (where both devices have a “1” in the
location group), where Z is entered by the operator and
variable, then the two devices are put into a new table
that is keyed by Social Group ID (SGO, SG1, SG2,
etc.), with a list of devices associated with each social
group. Each time a device is added to a new social
group, a counter is updated in the device list.

[0153] 5) The system repeats the process with the next
device, but only compares against subsequent devices,
not those previously analyzed.

[0154] 6) Once all devices have been analyzed, there
will be a large table of social groups identified by the
system. A single device may be in zero, one, or more of
the social groups identified.

[0155] 7) The counters from the device list can be used
to identify and rank social influencers based on their
reach (most groups to fewest groups).

[0156] 8) The social group table can also be processed
in a relationship graph format to identify relationships
between groups.

[0157] FIG. 6 illustrates a graph structure 600 correspond-
ing to a social link 610 in a social network. The graph that
is built will have nodes 620 corresponding to device IDs
(MAIDs), with edges (connections) that indicate a relation-
ship 610. Attached to nodes 620 is the metadata of a mobile
ad ID (MAID) value, and attached to edges 610 include the
metadata of, for example, count, list of fine S2 hashes, list
of timestamps.

[0158] The figure includes three nodes 620. The node
620A with metadata “MAID: al2 . . . ” is connected to two
nodes with metadata “MAID: b34 . . .” 620B and “MAID:
c45 .. .7 602C. The edges have metadata themselves. The
edges are symmetric. Queries against the graph can filter on
metadata for both the nodes 620 and the edges 610.
[0159] The social graph is used to make audiences larger.
One can work it going backwards and forwards. Here are
some example scenarios: Build an audience of devices seen
at a car dealership. That initial audience can be extended
using the social graph in a number of ways. We might do this
if we are: add all first-level connections seen together with
an initial device 5 or more times; only add first-level
connections seen together with an initial device during
off-work hours; first and second level (friends of friends)
connections. Build an audience of people who visit auto-
related places that suggest higher auto knowledge, such as
race tracks, auto supply stores, cars and coffee meetups, etc.
We can then extend that audience. One modification would
be to only extend to social connections who have visited an
auto dealership recently, whether or not they visited the
dealership with the initial device. This way, the system can
refines the social network to link those looking to buy a car,
and people in their social network who are knowledgeable
about cars.

[0160] The system can also augment the social networks
by overlaying the data from the linked databases to provide
characterization of the social groups as well as further
segment them by these criteria to create subgroups. This
process can be repeated using different time segments and/or
new or modified data to improve results, identify changes,
and increase the confidence level of the quality of the social
groups identified.

[0161] FIG. 7 is a flowchart illustrating an embodiment of
a method of generating locational social networks. In step
710, the system collects observation data on mobile devices.
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The data includes location in longitude and latitude along
with a device ID and a timestamp. The relevant tuple may be
expressed as: a mobile ad ID (MAID), lat/long, timestamp.
In some embodiments, the collected data further includes
metadata regarding a place of interest at the identified
longitude/latitude, that is, the location is identified as a
residential location (further delineated into apartment build-
ing or townhome/freestanding home), a commercial location
having a particular focus (e.g., a comic book store), a public
venue (e.g., a park), or public use (e.g., on a street/sidewalk).
In some embodiments, the collected data is limited by
geographical and/or temporal limits. Relevant output may be
split into many output files in columnar format (e.g., CSV).

[0162] The system processes the data using a MapReduce
method where the final output is a format suitable for
ingestion into a graph database. In some embodiments, the
method makes use of a single Mapper step and two Reducer
steps, and an optional third Reducer step. In step 720
(Mapper), the system reads in observation data and on a
per-record basis. In some embodiments the mapper step
includes rounding down timestamps to the nearest hour
(either up or down). It is unlikely that two devices at the
same place will report location at exactly the same time, thus
some rounding aids in generating social links between
devices.

[0163] The mapper further calculates a locational hash
(e.g., an S2 geometry hash) at a coarse level and a fine level.
Examples of fine and coarse include levels 12 and 20,
respectively. Level 12 buckets are approximately 2 kilome-
ters per side, while level 20 buckets are roughly 10 meters
per side. The specific levels are a parameter and can be
changed. The coarse level is tuned such that the subsequent
computation steps are tractable. Too fine buckets will result
in an unmanageable number of reduce tasks, and too coarse
buckets will result in unbalanced work or out-of-memory
errors. The fine bucket is tuned to be small enough that
devices in the same bucket are likely to be meaningfully
close together, but too fine to eliminate all meetings between
devices (e.g., buckets of one centimeter on a side would
have vanishingly few meetings between devices).

[0164] In some embodiments, rather than locational buck-
ets, Euclidean distance between each device is used. Device
pairs falling within a given threshold advance to later steps.
To improve the computational complexity, a combination of
locational buckets may be used to filter devices prior to
performing Euclidean distance processing.

[0165] The mapper emits observations (MAID, lat/long)
on the combined key of (coarse S2 bucket, timestamp). Keys
are strings with joiner characters between each part of the
key (e.g., “SSSSSSSSSSSS_YYYY-MM-DD-HH”), where
S is S2 hash value, Y is the year, M is the month, D is the
day, and H is the hour.

[0166] In step 730 (First Reducer) the method processes
observations on the combined key of step 720. The method
operates on all matching-keyed observations from the map-
pers. Specifically, observations with matching fine geo-
graphic bucket and timestamp values are grouped together.
To obtain matching observations within fine buckets, first
the system reduces based on coarse buckets. Fine S2 buckets
tesselate coarser buckets above them. Because finer buckets
tesselate coarser buckets, and the method reduces on coarse
buckets, there is no overlap between reducers on fine buck-
ets.
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[0167] In some embodiments, fine bucket groups with
more than a certain number of devices are filtered out.
Reasons for removing crowded fine bucket groups include
reducing computational complexity and machine inferences
regarding social connections. The following step involves
computational complexity calculation of (N?) that becomes
burdensome with very large groups. Second, places/times
with a very large number of devices are less informative for
building social networks. The fact that two devices were at
the same major sporting event (e.g., a Broncos game) is less
meaningful than if they were the only devices at a place/time
(e.g., a quiet neighborhood park).

[0168] For each of the remaining fine buckets with groups,
the method builds pairwise relationships between all devices
in that group (this is the O(N?) step mentioned above). The
pairwise relationships are keyed with the tuple (device_A,
device_B) with attached data (fine S2 hash, rounded time-
stamp). In some embodiments, pairwise relationships are
symmetrical, thus negating a need for additional mirrored
records such as (device_B, device_A).

[0169] In step 740 (Second Reducer), the method pro-
cesses device relationships. For each device value, the
second reducer receives a list of (device_A, device_B, fine
S2 hash, rounded timestamp) values and collates and maps
these values. That is, collating the pairings generates a count
that device_A and device_B were together. An example
output is a list of fine S2 hashes and a list of YYYY-MM-
DD-HH timestamps of when the two devices were observed
together.

[0170] Given the list (including a count) for each devi-
ce_A and device_B pairing, the second reducer applies a
count filter, removing device pairs that have too few meet-
ings (e.g., all device pairs with fewer than 5 incidents are
removed). The count filter may also stratify pairings into
tiers. For example, five or more incidents may be on a first
tier, 10 or more incidents on a second tier, 15 or more
incidents on a third tier, and so on. Higher tiers indicate a
stronger social link. The lists and counts from above are used
to generate metadata that gets attached to graph relation-
ships.

[0171] In step 750, the method may further classify social
links between devices based on metadata included with the
respective location observations and time periods. For
example, observations that only occur during weekdays may
indicate that the respective owners of the two devices are
co-workers. Where there are many observed meetings over
an extended period across a wide array of location types, it
may indicate that the respective owners are romantically
involved. Where there are observed meetings only in rec-
reational locations, the users may be friends. Each classifi-
cation is developed as a confidence score. Classified rela-
tionships are a searchable attribute in an associated database
search engine. In some embodiments, classified relation-
ships are filtered by obtaining a pre-specified confidence
score.

[0172] In particular, the advantage of a graph database
allows for queries that, given a starting device, can effi-
ciently return all devices associated with that device: “Given
device_A, return all devices associated with it”. By saving
the (fine S2 hash, rounded timestamp) values as a list, the
locations and times of association can be further filtered. For
example, one can ask the question: “Given device_A, return
all devices seen with device_ A more than 5 times” or,
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“Given device_A, return all connected devices seen at this
location between these hours of the day.”

[0173] Graph databases allow one to traverse the network
at arbitrary depths. This is how one can find “friends of
friends™: “Given device_A, and all devices connected to
device_A, return all devices connected with device A and
those connected to all its connections.” A query may pick
any arbitrary number of degrees away the searcher is inter-
ested in. For example, “Given device_A, return all devices
within 4 degrees of device_A.” The results will include All
links with device_A, all links with those devices, and all
links with those subsequent devices for two more degrees.
Any of the above searches may be combined to filter in
multiple forms.

[0174] The graph social network may also query users
who were found at each of a number of places. Where nodes
in the graph exist both as places and users/devices, place
nodes cannot be directly connected to one another. However,
user nodes may act as a path between two or more place
nodes. An administrator may query the paths between any
two place nodes. A sample query would include “Given
Place_A and Place_B, return all devices that have been to
both under condtions_X.” This sample query returns a list of
devices from which further queries may identify the social
network of those devices. The premise is that if a certain
desirable sort of person would visit two particular locations,
their friends may be the same sort of people.

[0175] There are a number of ways to build the social
network graph: In some embodiments, relationship data is
represented in chunks divided by time, for example, August
2019 and September 2019 are separate tables. Doing so
enables removal of old data. However, the main disadvan-
tage of time chunking data is that the total number of
meetings between two devices across all time will be more
difficult to calculate and filter.

[0176] In some embodiments, the social network graph is
built incrementally (micro-chunks). Micro-chunks are short
time-spans (e.g., hourly or daily). The results are incremen-
tally added to the database, meaning that if two devices are
already linked in the database, this operation appends a new
meeting between them, otherwise a new relationship is
stored. The advantages are that the system is enabled to more
easily query/filter against the whole history between two
devices. The disadvantages are that iterating the whole data
set is more computationally expensive (for both creation and
deletion).

[0177]

[0178] Once the mobile devices have been linked to
households and individuals within the various databases,
those individuals can be delivered to consumer applications
for a variety of commercial, public safety, and other uses.
Consumer in this case specifies any mobile, web-based, or
other type of application that uses the data to provide a
service based on that data. The first implementation supports
ad targeting for mobile ad networks by delivering interest
data to those networks, but can be used for any application
that is based on using mobile devices or location informa-
tion.

[0179] The service can provide real-time or historical
information from databases to the consumer application.
These applications can receive the data from the system as
a file transfer or a web-based synchronous or asynchronous
service based on JSON or other similar protocols. The two

Function 6. Delivering Data to Applications



US 2021/0092559 Al

primary modes of providing data to the consumer applica-
tion are: 1) device specific requests, and 2) location requests.
[0180] A device specific request is designed to return
household or individual information associated with a spe-
cific device. For this service the consumer application passes
the system a mobile device ID, properly encrypted or
obfuscated, and the service returns a set of anonymized data
associated with that device ID.

[0181] A location request can take two forms, but in each,
the consumer application passes in a location, usually in
latitude/longitude format, for which it is requesting infor-
mation from the system. The first type of location request
generates a combined response for all mobile devices that
are within a certain radius of the location. The second
generates an individual level response for all the devices
within a certain radius of the location. For both types of
requests, the system uses real-time mobile event data to
identify the mobile device IDs near the requested location.
[0182] The combined response request builds an aggre-
gated view of all the devices. This is often used for mar-
keting type services, where they are looking for the char-
acteristics of the group. In this response, the system
combines the data for each data field to be returned and
provides a weighed percentage of the values in each data
field. For example, if one of the data fields was “male”, and
there were 10 devices identified near the location, with 3 that
linked to data that marked the field as “yes,” then the system
would return a response to the consumer application that
tells it how many total devices, and that “male” is 30%.
[0183] The individual response request can build an array
of all the data by individual device and passes this back to
the consumer application. This allows the consumer appli-
cation to look at each individual’s data separately. It is
important to note that the system may or may not return the
encoded device ID as part of this service.

[0184] Targeting Data for Partner Use

[0185] The system does not serve advertisements. In order
to provision the data for online advertising use and deliver
targeted offers to consumers, the system shares aggregated
Buyer Audience Data (e.g., Furniture Buyers), with selected
Ad Serving, Publishing or Ad Network partners as described
below. There are 4 ways this can be done.

[0186] Option 1: Provisioning of Audience Level Data at
Ad Network via PII Match

[0187] The system provides data to an Independent Data
Processor to be the third party partner to perform a PII based
database match with other Network Advertising Initiative
(NAI) Members. Typically, some or all of the following
fields are used for matching—Mobile number, Device 1D,
MAC address, name, address.

[0188] The process for matching the data according to
some embodiments is summarized in the following steps,
and is shown in FIG. 4:

[0189] The system creates data file(s) that includes
name, address, phone number, UDID, or MAC address,
or other identifiers to be used for matching audience,
and transmits to Data Processor over a secure channel.

[0190] The system also provides Buyer Audience attri-
butes (e.g., Furniture Buyer), in the data file which will
ultimately be used by E2M’s Partner for targeting.

[0191] The system file is sent to a Data Processor and is
compared against the Partner file to identify matching
records for output.
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[0192] The output file referred to as System Match Set
is constructed to include Partner’s record identifier
(ANONYMOUS-ID) and the System’s target attri-
butes.

[0193] No PII is included in the output file from Data
Processor to Partner.

[0194] During the match, the Independent Data Processor
appends System Buyer_Audience level information to Part-
ner’s file where there is a PII match. After the match occurs,
all non-matching information can be discarded.

[0195] Match Output: System Match Set is transmitted
from Data Processor to Partner’s Data Store where it will be
provisioned for digital advertising.

[0196] Partner Targeting Process:

[0197] Data Processor transmits the output of the match
process—the System Match Set to Partner over a
secure channel. Partner then performs the following
steps for preparing the data for targeting:

[0198] Normalizes the System Buyer Audience data
and stores the data in their DB;
[0199] Anonymizes User Profiles;
[0200] Provisions the online ad delivery system with
the System targeting data; and
[0201] Begins Campaign Delivery
[0202] Partner Anonymization of User Profiles:
[0203] Partner ad delivery is done based on anonymous
IDs and not on PII such as UDID or any ID associated with
PII. In order to be able to use the above match set for
targeting purposes on Partner network, a forward hashing
technique transforming PII-IDs into ANONYMOUS-IDs
occurs.
[0204] Note:
[0205] Data keyed off anonymous identifiers (ANONY-
MOUS-IDs) and PII-IDs are kept in separate operational
environments and do not co-locate by policy.
[0206] There are no lookup tables to correlate ANONY-
MOUS-IDs and PII-IDs.

[0207] Translation from PII-ID to ANONYMOUS-ID is
one way.
[0208] These anonymous profiles are then moved into a

User Profile Store to be provisioned for ad delivery.
[0209] Partner Provisioning Ad Delivery Service

[0210] As described before, each user active on the Partner
network may have at least one Partner ANONYMOUS-IDs
associated with them. Partner ad delivery system can deliv-
ers ads based off this identifier ANONYMOUS-ID. When-
ever a user is on a Partner network, the ad delivery request
from the browser request will be associated with the user
ANONYMOUS-ID. That browser request can be fulfilled by
Partner.

[0211] Ads using System data are delivered when the ad
delivery system sees a user with defined System Attribute 1
set specified for that particular campaign.

[0212] Option 2: Real-Time Provisioning of Audience
Level Data for Ad Servers and Ad Networks

[0213] The system can integrate with partner Ad Servers
and Ad Networks such that at the time a request is made
within their Ad Serving platform to Get_Offer (i.e., display
an advertisement), the Ad Serving platform will make a
request of the System Target Data Engine. During this call
to System’s Recommendation Engine, the Ad Server sup-
plies System with a mobile device identifier, such as a
hashed UDID or a location. The system can then return the
audience data that is relevant for this device or location. The
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Ad Server will then use the audience data provided by
System to select an ad to display. This is shown in FIG. 4.
[0214] In accordance with some embodiments, the Get_
Audience request may have a format that includes:
[0215] PID: Partner ID assigned by System to identify
the source of the request.

[0216] RT: Location (1) or Device (0). Default is
device.
[0217] DID: An identifier that is a SHA-1 hashed

mobile number, Device ID (UDID, IMEL, MEID,
ESN), MAC address, or cookie ID that will be used by
E2M to retrieve the audience data for a Device request.
If this is a location request, this field should be used as
a Partner-generated tracking ID for the request/re-
sponse.

[0218] LLAT: The latitude of the location collected
from the device for a Device request (if available) or
the latitude of the location that an aggregate audience
is being requested for.

[0219] LLON: The longitude of the location collected
from the device for a Device request (if available) or
the longitude of the location that an aggregate audience
is being requested for.

[0220] The request tag is a fully qualified URL, with a
set of querying parameters:

[0221] URL Syntax:

[0222] http://on.spotextendtomobile.com/onspot.
js?PID=<Partnerl D>&RT=<Value>&DID=
<Hashed_ID_VALUE>&LLAT=<Latitude>&
LLON=<Longitude>
[0223] The Audience_Data response tag will have a dif-
ferent format for a device vs. location request. Either type of
response can be one of these 3 types: script, image, or
i-frame. Each partner will provide System with the required
format/syntax for their response tag.
[0224] Device request response. The device request
response will simply return the targeting information for the
hashed device ID sent in the request, along with the audience
categories that the device belongs to. An example of a
response would be:

[0225] http://www.ThePartner.com?DID=<Hashed_
ID_Value>&id=D045&id=C001&id=C004

[0226] This response above returns three audience seg-
ments for the device ID requested, and the ad network can
now select an ad based on this.

[0227] Location request response. A location request
response can return the targeting data for an aggregated
audience at a specific location. For example, if System finds
100 people near the location coordinates passed in the
request, it will identify that 10 are in D045, 1 is in C001, and
25 are in C004 audiences. The response would look some-
thing like:

[0228] http://www.ThePartner.com?DID=<Partner_
Tracking_ID>&tot=100&id=C004&cnt=
25&1d=D045&cnt=10&1d=C001&cnt=1

[0229] This provides the partner with the total audience
size and the audience size by category, so they can decide on
quantity vs. quality for their ad decision.

[0230] Specific items of the Response Tag can be custom-
ized in accordance with various embodiments by:

[0231] Delimiter: The partner can indicate a single
character to use to delimit the segment between ele-
ments. The most common is “&.”
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[0232] Suffix: The partner can include additional static
information that will be appended to the Response Tag,
which can be additional name/value elements.

[0233] 'Type: The partner can specify a script, image, or
i-frame tag.

[0234] Option 3: Automatic Provisioning of Audience
Level Data for Ad Servers and Ad Networks

[0235] The system can integrate with our partner Ad
Servers and Ad Networks such that we send them targeting
data for every known Audience member in the System
database. This can be transmitted periodically using the
same type of response format as in Option 2 or as a file
transfer using secure FTP.

[0236] Custom Audiences: Reducing ad server processing
[0237] The previous discussion centered on transmitting
System standard audiences to the partner. System can also
build and provision custom audiences for a partner, for
example, if an advertiser wants to show their ad to Hispanic
Furniture Buyers with income between $100,000 and $150,
000. These traits correspond to the System’s standard audi-
ences D047 (Hispanic), D104 (Income 100-150), and C001
(Furniture). System can run an offline process to build a
custom audience—P1001 that has all of these traits already
analyzed—so that when the System reports back to the ad
server, in its response the ad server would just have to look
at P1001 to see if it should show that advertiser’s ad rather
than trying to cross-check all the criteria in real time,
especially if there is a large amount of selection criteria.
[0238] To do this, the ad network would have to notify
System of the ad campaign in advance and provide the
advertiser’s criteria so that the System could provision the
audience. Goal for time to provision is <1 business day from
receipt of the partner request.

[0239] Function 7. Interactive Tools for Querying the Data
Mart
[0240] To provide additional value to customers, a number

of interactive reporting tools can be made available via a
website, mobile device, computer, or other platform. These
reporting tools include, but are not limited to:
[0241] 1. Audience count tool: The system can provide
a real-time interface where a user can select criteria
from the data available in the database and get a
real-time count of the number of devices in the data-
base that match the criteria. This basic information
enables sales teams or advertisers to interactively esti-
mate audience sizes for ad campaigns, in addition to
other potential uses for this type of count data. By
augmenting the basic count data with other data, such
as number of ad requests that a device makes each day
on a particular ad network, it is possible to build more
comprehensive models of the number of ad impressions
that are possible on a particular ad network and com-
pare effectiveness and reach of different ad networks.
[0242] 2. Location device count and profile: A user can
enter a location (e.g., street address or latitude/longi-
tude), and get a report of the number of devices that
have been seen at that location, or in real-time how
many are currently at that location. The user can select
criteria to get reports that break information down by
different date/day/time periods and create statistical
profile reports based on information stored in the data
mart in the system.
[0243] 3. Location-based audiences: The system can
provide an interface for a user to enter a location or set
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of locations and tag them with a set of data character-

istics that can be used in queries against the data mart

to identify devices with specific criteria. For instance,

a user might enter a set of locations and identify them

with the following data characteristics: “Jewelry

Store”, “High End,” or “Mall”. This data could come

from Point of Interest databases, governmental data-

bases such as a chamber of commerce database, retailer
database, or any other commercial or private database,
or be entered manually.

[0244] Once the new data characteristics are stored in
the system, a user could enter a query to “find all
devices that have visited a high end jewelry store in
the last 14 days.” The system would be able to
identify all devices that have been at these locations,
and build a profile report on the characteristics of the
individuals/households  associated with  those
devices. In addition, the system could take the results
and build a list of devices that could be targeted as
an “in-market” audience.

[0245] Note that these types of audiences could be
built in real-time by setting a trap query so that every
time the system receives and processes mobile
device location data, any device that matches one of
the locations in the trap query would automatically
be added to the audience. This audience could then
be made available to users via the methods in Func-
tion 6 above.

[0246] 4. Location-based profiles: Reports can be gen-
erated for retailers or others seeking information about
the individuals that visit or are near a physical location.
For instance, a retailer may want to know who passes
by their store each day, whether they come in or not.
The system can provide an interface to enter a street
location or latitude/longitude, in addition to time seg-
ments (day/date/time) and provide a profile report
based on the devices that meet this criteria. This
information can be used to build lists of devices for
mobile ad campaigns, or to perform analysis on origin
and movement behavior of the devices.

INDUSTRIAL APPLICABILITY

[0247] The data from multiple mobile event data sources
results in rapidly building a very large set of mobile device
IDs that can be linked back to a myriad of data sources.
While mostly applicable to smartphones and tablet devices
that are large consumers of mobile data services today, it will
eventually encompass the entire mobile device population as
consumers adopt these devices over the next few years.
[0248] By providing information on the individuals asso-
ciated with the mobile device, the system enables a number
of different solutions to be built that include, but are not
limited to:

[0249] Intelligent solutions—these solutions provide
access to data that enables applications and services to
customize the service delivery or user experience based
on the data provided. This can be a financial application
offering different financial solutions to a potential cus-
tomer based on age, income, and investment informa-
tion, or a mobile ad network delivering a different ad
based on an individual’s shopping interest or brand
preference.

[0250] Analytic solutions—these solutions provide
composite views of the population at a given area at
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different times. Think of retailers planning new store
locations wanting to understand the people that come to
a particular shopping center or street, or city planners
that want to understand the commuting patterns for a
particular area by looking at different times of the day.

[0251] Situational awareness solutions—these solutions
provide real-time views and information for public
safety, homeland security, first responders, etc.
Examples include being able to identify the probable
number of people at an incident location, with infor-
mation on age, health conditions, criminal background,
etc.

[0252] These are just a few of the applications, because
every business and government agency has a wealth of data
that they use today and would like to associate with mobile
devices and users to expand their utility.

[0253] 1. The system can provide identification of
mobile devices to an individual or household that can
be used to provide matching back to any database that
uses an address as a key element to identify the data.

[0254] 2. The system can provide identification of
mobile devices wherein the system can be used with
any type of mobile device identifier such as UDID,
Wi-Fi MAC Address, Bluetooth ID, browser cookies,
or any other persistent or semi-persistent identifier. A
semi-persistent identifier is one that exists for some
period of time before it is changed, which could be a
day, week, month, or more.

[0255] 3. The system can provide identification of
mobile devices wherein the system can be used with
any type of mobile device on a cellular or Wi-Fi
network, using any type of service plan including
subscription, corporate, prepaid, etc.

[0256] 4. The system can provide identification of
mobile devices with cross-matching of various mobile
device identifiers to a single anonymous identifier.

[0257] 5. The system can provide identification of
mobile devices with anonymization of the data so that
privacy is protected when the data is used for commer-
cial purposes.

[0258] 6. The system can provide identification of
mobile devices which can be used with any mobile
device data that includes the following elements: 1) a
mobile device identifier, and 2) geo-location tag. A
time/date stamp associated with the mobile device data
is desirable and may or may not be required for linking
devices to a database, but is required for some appli-
cations and analysis to deliver different services.

[0259] 7. The system can provide identification of
mobile devices which works with any mobile device
location data and accounts for the variance in accuracy
of mobile location data depending on the source of the
data.

[0260] 8. The system can provide identification of
mobile devices which can take both real-time data, as
well as batch data.

[0261] 9. The system can provide identification of
mobile devices which the system provides for the
delivery of linked data to commercial services, busi-
nesses, government, and other customers in two ways:
1) in response to a query about an individual device, or
2) in response to a query about a location.
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[0262] 10. The system can provide identification of
mobile devices which does not require any subscriber
data from a mobile carrier to link devices back to any
database.

[0263] 11. The system can provide identification of
mobile devices which does not require any location
data from a mobile carrier.

[0264] 12. The system can provide identification of
mobile devices which can identify “social networks” of
devices with common interests based on location data,
which can be linked back to commercial databases for
analytical purposes.

[0265] 13. The system can provide identification of
mobile devices which can identify “social networks”
based on a single selected location input into the system
or based on multiple locations that are generated
autonomously by the system analysis.

[0266] Function 8. Detection of Household Moves
[0267] Function 8 detects when a user has changed resi-
dence based on the behavior of their respective mobile
device. People who move residences often have a number of
things in common that are useful for data science; thus, the
system includes functionality to build audiences based on
move date and/or move location.

[0268] The detection of moves is built upon the household
matching method (HHMM). In some embodiments, move
detection matches devices by the month in order to detect
monthly changes. Each day, a list of devices seen that day is
generated in data ingestion. The HHMM reads in this list.
The HHMM determines an address for the month and
compares it to the address for previous months. Where the
address of the month for a given device is a new address that
is different from the household associated with that device
for two months of any three-month span, the user is iden-
tified as having moved.

[0269] FIG. 8 is a flowchart illustrating a method of
detecting a move. For each device being analyzed, in step
810, move detection reads in all observations of that device
from the database. In some embodiments, the observations
span up to 12+ months of past observations, but less than 13
months. Move detection is executed concerning relevant
devices periodically. In step 820, filters and cleaning steps
are applied to the observations. The filters remove duplicate
observations by lat/long and observations that are likely
taken during transit (on roads). In step 830, move detection
identifies any previous address change records. In step 840,
move detection identifies the last month analyzed in the
address change records and uses that month as the starting
month for updating the analysis.

[0270] In step 850, the HHMM is applied to observations
within each given month. First, the observations data is split
by month. People who move, and in particular renters,
typically move at the end/beginning of the month. For each
month, including and after the start month, move detection
applies HHMM and finds the best match, if any. It is possible
that a month may not return a likely household match, in
which case, the result is thrown out for that month. In some
embodiments, the present month is considered before the
present month has ended. Where there is a best match for
that month, move detection records that address temporarily.
[0271] A given address is identified via clustering. Filters
keep clusters that: 1. Aren’t too big in radius. In some
embodiments, a cluster greater than 100 meters is a poor
cluster to pick for a residence. 2. Have enough observations.
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In some embodiments, greater than 200 observations in that
cluster are enough. 3. Are close to a time-space cluster. 4.
Have a good ratio of weekday observations to weekend
observations. If a cluster has mostly weekday observations,
it’s unlikely that someone lives there, but instead works
there.

[0272] Clusters are further scored based on a function of:
1. What fraction of all observations are in this cluster? A
bigger fraction is better. 2. Use the weekday/weekend ratio.
Lower values (more time in that cluster on the weekends
than on weekdays) gives a higher score.

[0273] For each cluster, the HHMM determines a list of
nearby residential addresses. Residential matches are scored
based on how close the residence is to the cluster and a
comparison to property lines. Score an address higher if
observations in the cluster are closer to the residence and
inside the property lines. A given residence is selected as the
monthly address based on the cluster and residential matches
that gives the best combined score. In some embodiments, a
threshold score is required in order to match to an address
for the month.

[0274] In step 860, move detection identifies new address.
The address change history, both previous and newly cre-
ated, is analyzed to find new addresses and remove dupli-
cates. In some embodiments, an address change occurs when
the device is matched to a new address two months out of
three. At the same time, the date the given device next needs
to be analyzed is calculated. Devices with fewer observa-
tions are allowed to be analyzed more frequently, while
those with many observations need to be analyzed less
frequently. In some embodiments, all devices are analyzed
for move detection at least once every 30 days.

[0275] In some embodiments, address change records are
stored to the database with a set of data that falls into
categories that each may be queried by a database search
engine. The records allow queries to be filtered by move date
and where the device move from/to. Data categories include:
i. Device identifier, ii. Date of move, iii. Previous zipcode,
iv. New zipcode, v. Previous address, and vi. New address.
The date the given device needs to be reanalyzed is also
stored to the database.

[0276] Example queries include:

[0277] Find all devices that moved into zipcodes (1, 2, 3)
in June 2019.

[0278] Find all devices that left zipcodes (1, 2, 3) in June
2019.

[0279] Find all devices that moved from zipcodes (1, 2, 3)

to zipcodes (8, 9, 10) between January 2019 and June 2019.

[0280] Find the zipcode with the most moves in/out in
June 2019.
[0281] FIG. 9 is a table illustrating an example of move

detection. The table illustrates two address changes. The first
change is in January 2019 to address “A” (based on months
January through March) and the second change is in June
2019 from “A” to “D” (based on months June through
August). The matches to addresses B and C are thrown out
because the device is not matched enough times, or matched
in two months close enough, to meet the two out of three
rule. The June 2019 move could not be identified until
sometime during August 2019.

[0282] In some embodiments, there is no fixed time as to
when the move detection can identify a move. Move detec-
tion assigns the device to a residential address when there is
“enough” data to make that determination. “Enough” means
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that there is enough observation data for that device that the
HHMM can assign the device to a residential location, and
that this assignment is better than any other choice it could
have made. In some embodiments, “enough” is a couple
hundred observations, and the amount of time a device will
produce that many observations depends largely on the
device, and the applications on that device. Some devices
will take all month to create that much data, while others
might do it in a day or two.

[0283] Theoretically, an address change may be detected
within two months and one day. Two months in the past and
one day into the third month. One of the first two months
matches to the “third month.” The monthly address for the
third month may be identified once enough observations at
a given residence are collected. While it is unlikely that that
enough observations will be collected in the first day of the
month, it is theoretically possible. In some embodiments,
there is a lower bound on the number of days into a given
month that a monthly address is calculated.

[0284]

[0285] Embodiments of the present technology include
various steps and operations, which have been described
above. A variety of these steps and operations may be
performed by hardware components or may be embodied in
machine-executable instructions, which may be used to
cause a general-purpose or special-purpose processor pro-
grammed with the instructions to perform the steps. Alter-
natively, the steps may be performed by a combination of
hardware, software, and/or firmware. As such, FIG. 10 is an
example of a computer system 1000 with which embodi-
ments of the present technology may be utilized. Computer
system 1000 is an example of a means for implementing the
functionality and performing several of the operations
described above. According to the present example, the
computer system includes a bus 1010, at least one processor
1020, at least one communication port 1030, a main memory
1040, a removable storage media 1050, a read only memory
1060, and a mass storage 1070.

[0286] Processor(s) 1020 can be any known processor,
such as, but not limited to, Intel® lines of processors;
AMD® lines of processors; or Motorola® lines of proces-
sors. Communication port(s) 1030 can be any of an RS-232
port for use with a modem-based dialup connection, a
60/100 Ethernet port, or a Gigabit port using copper or fiber.
Communication port(s) 1030 may be chosen depending on
a network such as a Local Area Network (LAN), Wide Area
Network (WAN), or any network to which the computer
system 1000 connects.

[0287] Main memory 1040 can be Random Access
Memory (RAM) or any other dynamic storage device(s)
commonly known in the art. Read only memory 1060 can be
any static storage device(s) such as Programmable Read
Only Memory (PROM) chips for storing static information,
such as instructions for processor 1020.

[0288] Mass storage 1070 can be used to store information
and instructions. For example, hard disks such as the
Adaptec® family of SCSI drives, an optical disc, an array of
disks, such as the Adaptec family of RAID drives, or any
other mass storage devices may be used.

[0289] Bus 1010 communicatively couples processor(s)
1020 with the other memory, storage and communication
blocks. Bus 1010 can be a PCI/PCI-X or SCSI based system
bus depending on the storage devices used.

Exemplary Computer System Overview
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[0290] Removable storage media 1050 can be any kind of
external hard-drives, floppy drives, solid state storage
drives, cloud storage systems, [IOMEGA® Zip Drives, Com-
pact Disc-Read Only Memory (CD-ROM), Compact Disc-
Re-Writable (CD-RW), and/or Digital Video Disk-Read
Only Memory (DVD-ROM).

[0291] The components described above are meant to
exemplify some types of possibilities. In no way should the
aforementioned examples limit the scope of the technology,
as they are only exemplary embodiments.

[0292] Embodiments of the present technology may be
implemented using a combination of one or more modules
or engines. For example, embodiments provide for a graphi-
cal user interface generation module to generate one or more
graphical user interface screens to convey results/informa-
tion and take instructions, a general-purpose or special-
purpose “‘communications module” for interfacing with
various components and databases, a “data gathering mod-
ule” to collect information from various sources, an “ano-
nymization module” to anonymize data, a “rating module”
to rate the quality of a residential match, a “linking module”
to link an address to a mobile device, a “social graph
module” to group devices based on one or more spatial and
temporal analyses, a “reporting module” to generate device
and location reports, as well as other modules and engines
for providing various functionality needed by embodiments
of the present technology. Still yet, various embodiments
may incorporate two or more of these modules into a single
module and/or associate a portion of the functionality of one
or more of these modules with a different module. Each of
these modules and engines provides examples of the means
for implementing functionality and performing operations
described herein.

[0293] Various modifications and additions can be made to
the embodiments discussed without departing from the
scope of the present technology. For example, while the
embodiments described above refer to particular features,
the scope of this technology also includes embodiments
having different combinations of features, and embodiments
that do not include all of the described features. Accordingly,
the scope of the present technology is intended to embrace
all such alternatives, modifications, and variations and all
equivalents thereof.

1. A method comprising:

initializing a first home address of a user of a mobile

device;

periodically identifying a monthly address of the user of

the mobile device based on location data generated by
the mobile device during a respective month; and
updating a physical address of the user from the first home
address to a second home address in response to the
monthly address being identified as the second home
address for two months over a period of three months.

2. The method of claim 1, wherein the monthly address is
identified as the second home address during a first and third
month of the period of three months.

3. The method of claim 1, wherein the monthly address is
identified as the second home address during a second and
third month of the period of three months.

4. The method of claim 1, wherein said identifying the
monthly address further comprises:

receiving a plurality of location data from the mobile

device throughout a month period;
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organizing the plurality of location data into a plurality of
clusters, the clusters corresponding to geographic
regions visited by the mobile device during the month
period; and
calculating a score for each cluster, the score representing
a likelihood that the user of the mobile device resides
at a given address within the cluster during the month
period, wherein the monthly address corresponds to the
cluster having the highest score.
5. The method of claim 4, wherein said calculating a score
further comprises:
evaluating each cluster based on any combination of:
a set of timestamps the mobile device was detected
within each cluster;
map metadata at the location the of each cluster; and
frequency of instances the mobile device was detected
within each cluster.
6. The method of claim 5, wherein the physical address
further corresponds to a cluster having at least a threshold
score.
7. The method of claim 6, wherein said calculating a score
occurs each time new location data of the plurality of
location data is received and the monthly address corre-
sponds to a given cluster before the month period is over.
8. The method of claim 6, wherein said calculating a score
for the mobile device occurs at a frequency that is inversely
proportional to a frequency of receipt of location data for the
mobile device.
9. A method comprising:
monitoring a home address of a plurality of mobile
devices based on location data collected on respective
mobile devices of the plurality of mobile devices;

updating, in a database, the home address of each mobile
device of the plurality of mobile devices based on
detection that a given mobile device has resided at a
new address for two of three consecutive months;

receiving a search query, by a search engine, for mobile
devices of the plurality of mobile devices that have
updated home addresses within a first time period; and

returning device identifications of all mobile devices of
the plurality of mobile devices that have updated home
addresses within the first time period.

10. The method of claim 9, wherein said updating occurs
at an end of said three consecutive months, the method
further comprising:

backdating said update of the home address to a first date

within the consecutive three months that a first mobile
device of the plurality of mobile devices was detected
at the new address.

11. (canceled)

12. The method of claim 9, further comprising:

receiving a search query, by a search engine, for mobile

devices of the plurality of mobile devices that have
updated home addresses to a first zip code within a first
time period; and

returning device identifications of all mobile devices of

the plurality of mobile devices that have updated home
addresses within the first time period based and within
the first zip code based on the new address.
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13. The method of claim 9, further comprising:

receiving a search query, by a search engine, for zipcodes

having the most home addresses of the plurality of
mobile devices updated either into or out of the zipcode
within a first time period; and

returning a ranked list of zipcodes ordered by home

address updates therein within based on the new
addresses and the first time period.

14. A system for determining a user has moved based on
mobile device location comprising:

application software configured to initialize a physical

address for a user of a mobile device during a first

month period, including instructions configured to
cause a processor to:

receive a plurality of location data from a mobile
device throughout the first month period;

organize the plurality of location data into a plurality of
clusters, the clusters corresponding to geographic
regions visited by the mobile device during the first
month period; and

calculate a score for each cluster, the score representing
a likelihood that the user of the mobile device resides
at the address within the cluster during the first
month period, wherein the physical address corre-
sponds to the cluster having the highest score;

a memory including instructions configured to cause
the processor to evaluate, on a monthly basis, a
location of the month of the mobile device during
months subsequent the first month period and update
the physical address to the second address based on
evaluation of the location of the month being a
second address that is different than the physical
address for two months of a three-month period.

15. The system of claim 14, wherein the instructions to
calculate a score further comprises:

evaluate each cluster based on any combination of:

a set of timestamps the mobile device was detected within

each cluster;

map metadata at the location the of each cluster; and

frequency of instances the mobile device was detected

within each cluster.

16. The system of claim 15, wherein the physical address
further corresponds to a cluster having at least a threshold
score.

17. The system of claim 16, wherein the instruction to
calculate a score occurs each time new location data of the
plurality of location data is received and the monthly address
corresponds to a given cluster before the month period is
over.

18. The system of claim 16, wherein the instruction to
calculate a score for the mobile device occurs at a frequency
that is inversely proportional to a frequency of receipt of
location data for the mobile device.

19. The system of claim 14, wherein the location of the
month is identified as the second address during a first and
third month of the three-month period.

20. The system of claim 14, wherein the location of the
month is identified as the second address during a second
and third month of the three-month period.
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