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SECURE ADAPTER DEVICE

BACKGROUND

[0001] Many computer-based terminals include peripheral
ports for connecting peripheral devices. These devices are
interfaced to a host terminal using a variety of different
interface port formats, such as secure digital (SD), micro
SD, subscriber identity module (SIM), and Universal Serial
Bus (USB). Most host terminals include a variety of ports
that support USB dongles. Rarely does a host terminal
include ports for SD cards, micro SD cards, or SIM cards.
Such devices are meant to be portable; as a result, insertion
and removal of the devices from the host terminal are
insecurely achieved by an operator.

[0002] The portability of the devices is attractive and
convenient, but such devices do not conform to many
governmental security regulations required of businesses
with respect to capturing and tracking audit information for
hardware devices used in commerce.

SUMMARY
[0003] Invarious embodiments, secure adapter devices are
presented.
[0004] According to an embodiment, a secure peripheral

adapter device is provided. The device includes a terminal,
a self-latching mechanism, and an adapter. The terminal is
adapted to be inserted into a port of a host terminal. The
self-latching mechanism is adapted to secure the terminal
inside the port and activated upon insertion of the terminal
into the port. The adapter includes an adapter slot terminal,
the adapter is coupled to the terminal and the adapter slot
terminal is adapted to receive a second device for interfacing
the second device to the host terminal through the device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a diagram of a secure adapter device,
according to an example embodiment.

[0006] FIG. 2A is a diagram of a front-facing view of an
assembled secure adapter device, according to an example
embodiment.

[0007] FIG. 2B is a diagram of a rear-facing view of an
assembled powered and security adapter device, according
to an example embodiment.

DETAILED DESCRIPTION

[0008] FIG. 1 is a diagram of a secure adapter device 100,
according to an example embodiment. It is to be noted that
the components are shown schematically in greatly simpli-
fied form, with only those components relevant to under-
standing of the embodiments being illustrated.

[0009] Furthermore, the various components (that are
identified in the FIG. 1) are illustrated and the arrangement
of the components is presented for purposes of illustration
only. It is to be noted that other arrangements with more or
less components are possible without departing from the
secure adapter device 100 presented herein and below.
[0010] The secure adapter device 100 includes main hous-
ing 110, a first side cover 120, a second side cover 130, a first
side shell housing 140, and a second shell housing 150.
Internal to the main shell housing 110 is an integrated
adapter 160 built into the main shell housing 150. The
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adapter 160 permits insertion and removal of a different type
of peripheral device, such as the micro SD card 170 in the
FIG. 1.

[0011] The main housing 150 also includes a terminal
connector 111 by which an assembled version of the secure
adapter device 100 can be interfaced to a corresponding
peripheral port on a host computer terminal. The main
housing 150 also includes a latching mechanism 112 by
which the main housing 150 is secured into an assembled
version of the secure adapter device 100. The latching
mechanism 112 (described more completely below) also
provides resistance against and within a slot 131 formed in
the second side cover 130 in an assembled version of the
secure adapter device 100.

[0012] The main housing 150 is adapted to slide into the
second shell housing 150. The first shell housing 140
includes apertures 141 that slide over, align with, and latch
onto raised knobs 151 of the second housing 150. The
second housing 150 includes a rearward extending append-
age 152 that snaps and fits snugly against the first shell
housing’s corresponding rearward appendage 142. The sec-
ond side cover 130 is then maneuvered over the combination
of the main housing 110 that is inside of the second shell
housing 150 with the attached first side housing 140, such
that the latching mechanism 112 is interfaced into slot 131.
The first side cover 120 is then aligned and snapped into the
open end of the second side over 130 forming an assembled
version of the secure adapter device 100 (shown in the FIGS.
2A and 2B).

[0013] In an embodiment, the terminal 111 is a USB
terminal fora 12-volt (V) host terminal peripheral port.
Many retail terminals for Point-Of-Sale (POS) terminals or
Self-Service Terminals (SST) include internal 12 V USB
ports that are internal to a housing of the terminal and are not
noticeable or available from an exterior surface of the
housing. This was done to permit USB compatible periph-
erals to be integrated into the housing, such ports can and do
support a connection for secure adapter device 100.

[0014] The secure adapter device 100 also includes a
self-latching mechanism 112 that secures the secure adapter
device 100 within the 12 V USB host terminal peripheral
port, preventing easy removal of the secure adapter device
100 from the internal 12V USB host terminal peripheral
port.

[0015] The self-latching mechanism 112 secures the
secure adapter device 100 to the port into which it is
interfaced (inserted) by exerting force against an inside top
of the peripheral port. An operator uses a thumb to press
down on sell-latching mechanism 112, which allows the
terminal 111 and front portion of the secure adapter device
100 to fit inside the 12 V port of the hot terminal. In an initial
biased state, the self-latching mechanism 112 impedes inser-
tion of the terminal 111 into the port because mechanism 112
is biased to a state that exceeds a size of the opening for the
peripheral port. When the user presses down on 112, the area
surrounding the front of the secure adapter device 100 is
decreased to a sufficient size to fit into a 12 V USB
peripheral connection port. Once inserted into the port, the
operator releases the downward pressure from the thumb,
and the self-latching mechanism 112 returns to its initial
biased state, which results in a portion of 112 that is inside
the 12 V USB port to exert an upward force against the
inside and top portion of the 12 V USB port. The force is
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sufficient enough to prevent removal of the secure adapter
device 100 from the port unless 112 is pressed down by the
operatotr.

[0016] It is noted that other self-latching mechanism can
be used as well, such as side appendages from the sides of
outer sides of terminal 111 having a rounded shape that
permit the side appendages to fold in when the terminal 111
is slid into the 12 V USB port. Again, the side appendages
are biased to be extended from the sides, such that once the
terminal 111 is inserted into the port, the appendages return
to the biased state and exert pressure on the corresponding
inside portions of the port. A lever or button may be provided
that allows the side appendages to collapse for removal of
the secure adapter device 100 from the port. The appendages
may also be manufactured on the portion 113 of the secure
adapter device 100 located above the terminal 111. In some
cases, a single rather than dual appendages may be used as
a self-latching mechanism.

[0017] The adapter 160 is accessible from the main hous-
ing 110 such that a micro SD card 170, SIM card, or SD card
can be inserted and removed from a slot of the adapter 161.
[0018] Access to the slot 161 may be obscured by the outer
surface of the main housing 110 and accessible through a
push button or lever that causes a portion of the main
housing 110 to open for access to the slot 161.

[0019] In another case, access to the slot 161 may be
manufactured such that is accessible from the outer surface
of the main housing 110 on a side surface, top surface, rear
surface without removing any portion of the main housing
110 for purposes of inserting the micro SD card 170, SIM
card, or SD card.

[0020] Inanembodiment, access to the slot 161 is through
aperture 113 providing it is a sufficient distance inside
aperture 113 so as to not interfere with componentry asso-
ciated with the host peripheral port when the secure adapter
device 100 is secured into the host peripheral port.

[0021] In an embodiment, the adapter 160 is built into the
main housing 110 through wiring the USB connection pins
of'the terminal 111 directly to the corresponding adapter pins
of the adapter 160.

[0022] In an embodiment, the main housing 110 includes
a female port connection that allows the adapter 160 having
a male port end to connect within the main housing. This
allows the adapter 160 to be removed and a different adapter
160 for a different type of card to be inserted. For example,
an adapter 160 having a slot 161 for connecting a micro SD
card 170 can be removed from the main housing 110 and a
different adapter inserted for connection a SIM card or an
SD card.

[0023] FIG. 2A is a diagram of a front-facing view of an
assembled secure adapter device, according to an example
embodiment.

[0024] FIG. 2B is a diagram of a rear-facing view of an
assembled powered and security peripheral adapter device,
according to an example embodiment.

[0025] The rear-facing view includes a rubber plug 170
that seals the appendages 152 and 142 together and prevents
disassembly of the device 100 into the component pieces
illustrated in the FIG. 1. The plug 170 may be removed by
turning the plug 170 in a predesignated direction for a
quarter turn. The plug includes a knob that fits into the
opening made by the appendages 152 and 142. The opening
formed by the adjoined appendages 152 and 142 may also
include a groove/ridge that forms nearly a complete circle
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within the adjoined appendages 152 and 142 but includes a
portion that lacks the groove/ridge. In this manner, the plug
170 can be inserted into the opening by aligning the plug
knob to the portion within the opening that lacks the groove
or ridge and then twisting the plug 170 in either direction,
such that the knob is now behind the groove or ridge and
locked into place sealing the device 100.

[0026] It is noted that the plug 170 having a knob is but
one example of how the device 100 can be sealed, others
may be used as well without departing from the beneficial
teachings presented herein. For example, a small latch may
be released that allows the component pieces to be separated
through insertion of a small specialized key or pin into a hole
through one or more of the components. The specialized key
or pin trips the latch, allowing the outer component pieces
to separate. This same type of pin or key based approach
may also be used to gain access to the main housing 110 for
purposes of accessing slot 161 of adapter 160 to remove
micro SD card 170 and insert a different micro SD card.
[0027] The contents and programming of the micro SD
card 170 can be any process or set of processes intended to
be secure. The secure adapter device 100 permits the micro
SD card 170 to be made secure almost as if the micro SD
card 170 was an internal hardware component of the host
computer to which it is ultimately attached. Once inserted
into a 12 V USB port, the secure adapter device 100 is
secured within the port through activation of the self-
latching mechanism 112 (as discussed above). Furthermore,
once removed from the port, the secure adapter device 100
requires a specific technique by which the components of the
secure adapter device 100 can be disassembled and by which
access can be made to the micro SD card 170 from the slot
161 of the adapter 160. In this way, the micro SD card 170
is secured within the secure adapter device 100.

[0028] In an embodiment, the adapter 160 is a USB to
micro SD adapter (as is illustrated in the FIG. 1).

[0029] In an embodiment, the adapter 160 is a USB to SD
adapter.
[0030]
adapter.
[0031] In an embodiment, the adapter 160 is removable
for the main housing 110 and capable of being swapped out
with a different adapter 160.

[0032] Inan embodiment, the secure adapter device 100 is
a 12 V secure adapter device 100 designed to fit into and
interface with a 12 V USB port of a host terminal.

[0033] In an embodiment, the 12 V USB port is located
within an internal housing of the host terminal and is not
accessible from an exterior surface of the housing. In other
words, the housing has to be removed from the host terminal
to access the 12 V USB port into which the secure adapter
device 100 is securely inserted with self-latching via the
self-latching mechanism 112.

[0034] The above description is illustrative, and not
restrictive. Many other embodiments will be apparent to
those of skill in the art upon reviewing the above descrip-
tion. The scope of embodiments should therefore be deter-
mined with reference to the appended claims, along with the
full scope of equivalents to which such claims are entitled.
[0035] In the foregoing description of the embodiments,
various features are grouped together in a single embodi-
ment for the purpose of streamlining the disclosure. This
method of disclosure is not to be interpreted as reflecting that
the claimed embodiments have more features than are

In an embodiment, the adapter 160 is a USB to SIM
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expressly recited in each claim. Rather, as the following
claims reflect, inventive subject matter lies in less than all
features of a single disclosed embodiment. Thus the follow-
ing claims are hereby incorporated into the Description of
the Embodiments, with each claim standing on its own as a
separate exemplary embodiment.

1. A device, comprising:

a terminal adapted to be inserted into a port of a host
terminal;

a self-latching mechanism adapted to secure the terminal
inside the port and activated upon insertion of the
terminal into the port;

an adapter includes an adapter slot terminal, wherein the
adapter is coupled to the terminal and the adapter slot
terminal is adapted to receive a second device;

a main housing comprising the terminal, the self-latching
mechanism and the adapter; and

a shell housing adapted to slide over and encase the main
housing with the self-latching mechanism remaining
outside the shell housing;

wherein the shell housing further comprises a first
extended member that extends outwardly from a rear of
the shell housing opposite a side associated with the
terminal.

2.-4. (canceled).

5. The device of claim 1 further comprising, a shell
housing cover adapted to securely snap over the shell
housing.

6. The device of claim 5 further comprising, wherein the
shell housing cover includes a second member the extends
outwardly from a rear of the shell housing cover and aligns
with the first member of the shell housing, the first member
and the second member adapted to form an aperture at
adjoined ends.

7. The device of claim 6 further comprising, two side
covers adapted to snap together and encase the shell housing
cover and the shell housing.

8. The device of claim 7, wherein an inside portion of the
adjoined ends of the first member and the second member
form a discontinuous protruding ridge.

9. The device of claim 8 further comprising, a rubber or
plastic plug including a protruding knob, wherein the plug
adapted to fit inside the aperture with the protruding knob
maneuvered to fit behind a portion of the discontinuous
protruding ridge to seal the device and lock the shell housing
and shell housing cover together.
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10. The device of claim 9, wherein the device is adapted
to be disassembled for access to the adapter slot terminal of
the adapter located in or on the main housing for removing
the second device or inserting a different device into the
adapter slot terminal.

11. A Universal Serial Bus (USB) adapter device, com-
prising:

a main housing comprising: a terminal, a micro Secure
Digital (SD)-to-USB adapter, and a self-latching
mechanism;

a removable shell adapted to securely encase the main
housing;

the terminal adapted to be inserted into a 12 Volt USB port
of a host terminal;

the micro SD-to-USB adapter coupled to pins of the
terminal within the main housing;

the micro SD-to-USB adapter includes a micro SD slot
terminal adapted to receive micro SD cards inserted
into the micro SD slot terminal; and

the self-latching mechanism adapted to lock the main
housing in to the 12 Volt USB port when the USB
adapter device is inserted into the 12 Volt USB port;

wherein the main housing comprises a key activated latch
adapted to open side covers of the main housing when
a key is inserted into a hole of the main housing to trip
an internal latch, wherein the micro SD slot terminal is
accessed with the side covers of the main housing
opened.

12.-13. (canceled).

14. The USB adapter device of 11, wherein the micro SD
slot terminal is accessible from an exterior facing surface of
the main housing.

15. The USB adapter device of claim 11, wherein the
removable shell includes a locking or sealing mechanism
that locks or seals the removable shell around the main
housing.

16. The USB adapter device of claim 11, wherein the
locking or sealing mechanism is situated on an end opposite
a second end where the terminal is located on the main
housing.

17. The USB adapter device of claim 11, wherein the
locking or sealing mechanism includes an internal latch or a
plug.

18.-20. (canceled).
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