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APPARATUS AND METHOD FOR DATA 
ANALYSIS 

TECHNICAL FIELD 

[ 0001 ] The disclosed embodiments relate to data analysis 
technology using homomorphic encryption . 

BACKGROUND ART OF THE INVENTION 

[ 0002 ] Homomorphic encryption supports basic homo 
morphic operations of addition and multiplication on a 
message in an encrypted state and allows other complex 
computations to take place by combining two basic opera 
tions and performing various computation algorithms in an 
encrypted state . However , if the multiplication operation is 
repeatedly performed , at some point , a ciphertext is turned 
into a form that is no longer suitable for a homomorphic 
operation . Therefore , in order to perform an arbitrary cal 
culation , it is necessary to repeatedly perform a bootstrap 
ping operation that keeps the ciphertext in a state in which 
an operation can be performed , and such an operation 
significantly increases the execution time of the analysis 
algorithm using homomorphic encryption . 

[ 0010 ] The ciphertext for the precomputation result may 
be a ciphertext encrypted using a homomorphic encryption 
algorithm . 
[ 0011 ] The computation unit may generate the encrypted 
computation result by performing a homomorphic operation 
for the remaining operations using the ciphertext . 
[ 0012 ] The analysis algorithm may include a plurality of 
sub - algorithms each including one or more operations 
among the plurality of operations , the precomputation result 
may be generated by dividing the target data into a plurality 
of parts and then performing some of the plurality of 
sub - algorithms on one or more of the plurality of parts , and 
the encrypted computation result may be a ciphertext for a 
result of performing remaining sub - algorithms of the plu 
rality of sub - algorithms using the ciphertext . 
[ 0013 ] The some of the plurality of operations may 
include at least one of a multiplication operation and a 
comparison operation based on the target data . 

Effects of the Invention 

Problem to be Solved 

[ 0003 ] The disclosed embodiments are intended to pro 
vide an apparatus and method for data analysis . 

[ 0014 ] According to the disclosed embodiments , some of 
a plurality of operations for performing an analysis algo 
rithm are performed on a client device , then a ciphertext for 
a result of performing the operations is provided , and an 
encrypted computation result for the remaining operations of 
the plurality of operations is generated using the ciphertext 
provided from the client device , thereby protecting the 
confidentiality of the target data and at the same time 
increasing the efficiency of the operation for performing the 
analysis algorithm . 

BRIEF DESCRIPTION OF THE DRAWINGS 

Means for Solving the Problem 
[ 0004 ] A method for data analysis according to one 
embodiment includes acquiring , from a client device , a 
ciphertext for a precomputation result generated by applying 
some of a plurality of operations for performing an analysis 
algorithm based on target data to the target data ; and 
generating an encrypted computation result for remaining 
operations of the plurality of operations by using the cipher 
text . 
[ 0005 ] The ciphertext for the precomputation result may 
be a ciphertext encrypted using a homomorphic encryption 
algorithm . 
[ 0006 ] The generating may include generating the 
encrypted computation result by performing a homomorphic 
operation for the remaining operations using the ciphertext . 
[ 0007 ] The analysis algorithm may include a plurality of 
sub - algorithms each including one or more operations 
among the plurality of operations , the precomputation result 
may be generated by dividing the target data into a plurality 
of parts and then performing some of the plurality of 
sub - algorithms on one or more of the plurality of parts , and 
the encrypted computation result may be a ciphertext for a 
result of performing remaining sub - algorithms of the plu 
rality of sub - algorithms using the ciphertext . 
[ 0008 ] The some of the plurality of operations may 
include at least one of a multiplication operation and a 
comparison operation based on the target data . 
[ 0009 ] An apparatus for data analysis according to one 
embodiment includes a ciphertext acquirer configured to 
acquire , from a client device , a ciphertext for a precompu 
tation result generated by applying some of a plurality of 
operations for performing an analysis algorithm based on 
target data to the target data ; and a computation unit con 
figured to generate an encrypted computation result for 
remaining operations of the plurality of operations by using 
the ciphertext . 

[ 0015 ) FIG . 1 is a diagram illustrating a data analysis 
system according to one embodiment ; 
[ 0016 ] FIG . 2 is a diagram illustrating a configuration of 
an apparatus for data analysis according to one embodiment ; 
[ 0017 ] FIG . 3 is a diagram illustrating an example of a 
plurality of sub - algorithms included in an analysis algorithm 
according to one embodiment ; 
[ 0018 ] FIG . 4 is a flowchart illustrating a method of data 
analysis according to one embodiment ; 
[ 0019 ] FIGS . 5 to 7 are diagrams for describing an 
example of an operation that can be performed in a client 
device according to one embodiment ; and 
[ 0020 ] FIG . 8 is a block diagram for describing an 
example of a computing environment including a computing 
device suitable for use in exemplary embodiments . 

DETAILED DESCRIPTION 

[ 0021 ] The following description is provided to assist the 
reader in gaining a comprehensive understanding of the 
methods , apparatuses , and / or systems described herein . 
Accordingly , various changes , modifications , and equiva 
lents of the methods , apparatuses , and / or systems described 
herein will be suggested to those of ordinary skill in the art . 
[ 0022 ] Descriptions of well - known functions and con 
structions may be omitted for increased clarity and concise 
ness . Also , terms described in below are selected by con 
sidering functions in the embodiment and meanings may 
vary depending on , for example , a user or operator's inten 
tions or customs . Therefore , definitions of the terms should 
be made on the basis of the overall context . The terminology 
used in the detailed description is provided only to describe 
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generated by applying some of a plurality of operations for 
performing an analysis algorithm based on target data to the 
target data . 

a 

embodiments of the present disclosure and not for purposes 
of limitation . Unless the context clearly indicates otherwise , 
the singular forms include the plural forms . It should be 
understood that the terms " comprises ” or “ includes ” specify 
some features , numbers , steps , operations , elements , and / or 
combinations thereof when used herein , but do not preclude 
the presence or possibility of one or more other features , 
numbers , steps , operations , elements , and / or combinations 
thereof in addition to the description . 
[ 0023 ] FIG . 1 is a diagram illustrating a data analysis 
system according to one embodiment . 
[ 0024 ] Referring to FIG . 1 , the analysis system 100 
according to one embodiment includes an apparatus 110 for 
data analysis and a client device 120 . 
[ 0025 ] The apparatus 110 for data analysis is an apparatus 
for generating a result of performing an analysis algorithm 
based on target data without exposing the target data . 
According to one embodiment , the analysis algorithm may 
be a data analysis algorithm for performing data analysis , 
such as predictive analysis , statistical analysis , classifica 
tion , clustering , and the like , on the basis of target data . 
[ 0026 ] According to another embodiment , the analysis 
algorithm may be a machine learning algorithm for training 
an analysis model for data analysis using the target data as 
training data . 
[ 0027 ] Meanwhile , the analysis algorithm is not necessar 
ily limited to the above - described examples , and may be 
various types of algorithms that can be performed through a 
plurality of operations based on target data . 
[ 0028 ] The target data may mean data to be used as an 
independent variable for data analysis or training data for 
machine learning . In addition , according to one embodi 
ment , the target data may be data that is prohibited from 
being disclosed to a third party who is not lawfully autho 
rized , or data that is required to be undisclosed for the 
protection of personal privacy or according to security 
needs . 
[ 0029 ] For example , the target data may be genetic data , 
medical record data , financial transaction information data 
( e.g. , account number , account deposit and withdrawal his 
tory , and the like ) , personal information data ( e.g. , name , 
social security number , and the like ) , and yet various types 
of data may be used as target data in addition to the 
above - described examples according to the type of the 
analysis algorithm , the purpose of analysis using the analy 
sis algorithm , and the like . 
[ 0030 ] The client device 120 is a device that owns the 
target data . In this case , the client device 120 that owns the 
target data may include the client device 120 that stores the 
target data in an internal storage medium or the client device 
120 that can acquire the target data by accessing an external 
device which stores the target data . 
[ 0031 ] Meanwhile , in the example illustrated in FIG . 1 , it 
is illustrated there is one client device 120 , but the client 
device 120 may be provided in plural according to an 
embodiment . 
[ 0032 ] FIG . 2 is a diagram illustrating a configuration of 
an apparatus for data analysis according to one embodiment . 
[ 0033 ] Referring to FIG . 2 , the apparatus 110 for data 
analysis according to one embodiment includes a ciphertext 
acquirer 111 and a computation unit 112 . 
[ 0034 ] The ciphertext acquirer 111 acquires , from the 
client device 120 , a ciphertext for a precomputation result 

[ 0035 ] Specifically , the analysis algorithm may include a 
plurality of operations which are performed simultaneously 
or sequentially on the basis of the target data , and the 
ciphertext received from the client device 120 may be a 
ciphertext acquired by encrypting the result of performing 
some of the plurality of operations on the basis of the target 
data . 
[ 0036 ] In this case , according to one embodiment , the 
plurality of operations may include , for example , arithmetic 
operations , size comparison operations , polynomial opera 
tions , and the like , and the operation performed by the client 
device 120 may include at least one of multiplication 
operations and comparison operations . Meanwhile , the types 
of operations for performing the analysis algorithm are not 
necessarily limited to the above - described examples , and 
may vary depending on the analysis algorithm . 
[ 0037 ] Meanwhile , according to one embodiment , the 
analysis algorithm may include a plurality of sub - algorithms 
each including one or more of a plurality of operations for 
performing the analysis algorithm , and the ciphertext 
received from the client device 120 may be a ciphertext 
obtained by encrypting the result of performing some of the 
plurality of sub - algorithms on the basis of the target data . 
[ 0038 ] In addition , according to one embodiment , the 
ciphertext received from the client device 120 may be a 
ciphertext obtained by dividing the target data into a plu 
rality of parts and encrypting the result of performing some 
of the plurality of sub - algorithms on one or more of the 
plurality of divided parts . Specifically , the client device 120 
may perform the same or different sub - algorithms on each of 
the plurality of divided parts , and may not perform any 
sub - algorithm on some of the plurality of parts according to 
an embodiment . 
[ 0039 ] Meanwhile , according to one embodiment , the 
ciphertext received from the client device 120 may be a 
ciphertext encrypted using a homomorphic encryption algo 
rithm . 
[ 0040 ] In this case , it is sufficient that the homomorphic 
encryption algorithm supports homomorphic operations for 
the remaining operations of the plurality of operations for 
performing the analysis algorithm , other than the operations 
performed by the client device , and the homomorphic 
encryption algorithm is not necessarily limited to a specific 
algorithm . 
[ 0041 ] Meanwhile , when the homomorphic encryption 
algorithm supports a homomorphic operation for a specific 
operation , it may mean that a ciphertext for the result of 
applying a specific operation on a plaintext of the ciphertext 
can be generated by performing an operation on the cipher 
text , which is encrypted using the homomorphic encryption 
algorithm , in an encrypted state . Specifically , a homomor 
phic operation for addition , a homomorphic operation 

for multiplication , and a homomorphic operation for 
function f may , respectively , satisfy Equations 1 to 3 below . 

Enc ( xi ) Enc ( x2 ) ?? Enc ( x1 + x2 ) [ Equation 1 ] 

Enc ( xi ) Enc ( x2 ) ? Enc ( X ; ' X2 ) [ Equation 2 ] 

1 ( Enc ( x ) ) - Enc ( f ( x ) ) [ Equation 3 ] 

[ 0042 ] The computation unit 112 may use the ciphertext 
acquired from the client device 120 to generate an encrypted 
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computation result for the remaining operations of the 
plurality of operations for performing the analysis algorithm 
based on the target data . 
[ 0043 ] Specifically , the computation unit 112 may use the 
ciphertext received from the client device 120 in an 
encrypted state to generate a ciphertext for the result of 
applying the remaining operations to a plaintext for the 
received ciphertext . That is , the computation unit 112 may 
generate the encrypted calculation result for the remaining 
operations by performing the homomorphic operation for 
the remaining operations using the homomorphic encryption 
algorithm that is used by the client device 120 for encryp 
tion . 
[ 0044 ] Meanwhile , according to one embodiment , as 
described above , when the analysis algorithm includes a 
plurality of sub - algorithms each including one or more 
operations and the ciphertext received from the client device 
120 is a ciphertext generated by encrypting the result of 
performing some of the plurality of sub - algorithms , the 
computation unit 112 may generate the ciphertext for the 
result of performing the remaining sub - algorithms of the 
plurality of sub - algorithms through the homomorphic opera 
tion using the received ciphertext . 
[ 0045 ] FIG . 3 is a diagram illustrating an example of a 
plurality of sub - algorithms included in an analysis algorithm 
according to one embodiment . 
[ 0046 ] In the example shown in FIG . 3 , target data 310 is 
divided into three parts 311 , 312 , and 313 , and an analysis 
algorithm 320 includes three sub - algorithms 321 , 322 , and 
323 . 

[ 0047 ] Sub - algorithm 1 321 and sub - algorithm 2 322 are 
configured to be performed , respectively , using part 1 311 
and part 2 312 of the target data as input data , and sub 
algorithm 3 323 is configured to be performed using the 
results of performing each of the sub - algorithm 1 321 and 
the sub - algorithm 2 322 and part 3 313 of the target data as 
input data . 
[ 0048 ] For example , the sub - algorithm 1 321 and the 
sub - algorithm 2 322 may be performed by the client device 
120. In this case , the ciphertext acquirer 111 may receive a 
ciphertext for the result of performing each of the sub 
algorithm 1 321 and the sub - algorithm 2 322 and the target 
data part 3 313 from the client device 120 , and generate an 
encrypted result of performing the sub - algorithm 3 323 
through a homomorphic operation using the received cipher 
text . 

[ 0049 ] In another example , the sub - algorithm 1 321 may 
be performed by the client device 120. In this case , the 
ciphertext acquirer 111 may receive a ciphertext for the 
result of performing the sub - algorithm 1 321 and the part 2 
312 and the part 3 313 of the target data , and the compu 
tation unit 112 may generate an encrypted result of perform 
ing the sub - algorithm 2 322 and the sub - algorithm 3 323 
through a homomorphic operation using the received cipher 
text . 

[ 0050 ] On the other hand , in the example shown in FIG . 3 , 
it is illustrated that the target data is divided into the three 
parts 311 , 312 , and 313 , and the analysis algorithm includes 
the three sub - algorithms 321 , 322 , and 323 , but the number 
of sub - algorithms included in the analysis algorithm may 
vary according to an embodiment , and the number of parts 
divided from the target data and the division criteria may 

vary depending on the type of the sub - algorithm to be 
performed by the client device 120 , the nature of the target 
data , and the like . 
[ 0051 ] In addition , among the plurality of sub - algorithms 
included in the analysis algorithm , the sub - algorithm to be 
performed by the client device 120 and the sub - algorithm to 
be performed by the apparatus 110 for data analysis may be 
predetermined in consideration of the efficiency of the 
homomorphic operation using the homomorphic encryption 
algorithm , and may vary according to an embodiment . 
[ 0052 ] FIG . 4 is a flowchart illustrating a method of data 
analysis according to one embodiment . 
[ 0053 ] The method illustrated in FIG . 4 may be performed 
by , for example , the apparatus 110 for data analysis illus 
trated in FIG . 2 . 
[ 0054 ] Referring to FIG . 4 , first , the apparatus 110 for data 
analysis acquires a ciphertext for a precomputation result by 
applying some of a plurality of operations for performing an 
analysis algorithm based on target data to the target data 
( 410 ) . 
[ 0055 ] In this case , according to one embodiment , the 
analysis algorithm may include a plurality of sub - algorithms 
each including one or more of the plurality of operations , 
and the ciphertext received from the client device 120 may 
be a ciphertext for the result of performing some of the 
plurality of sub - algorithms using the target data . 
[ 0056 ] Further , according to one embodiment , the cipher 
text received from the client device may be a ciphertext 
encrypted using a homomorphic encryption algorithm . 
[ 0057 ] Thereafter , the apparatus 110 for data analysis 
generates an encrypted calculation result for the remaining 
operations of the plurality of operations for performing the 
algorithm based on the target data by using the acquired 
ciphertext ( 420 ) . 
[ 0058 ] In this case , according to one embodiment , the 
apparatus 110 for data analysis may generate a ciphertext for 
the result of applying the remaining operations to the 
precomputation result by performing the homomorphic 
operation for the remaining operations using the acquired 
ciphertext . 
[ 0059 ] Moreover , according to one embodiment , when the 
analysis algorithm includes a plurality of sub - algorithms 
each including one or more operations and the ciphertext 
received from the client device 120 is a ciphertext obtained 
by encrypting the result of performing some of the plurality 
of sub - algorithms , the apparatus 110 for data analysis may 
generate a ciphertext for the result of performing the remain 
ing sub - algorithms of the plurality of sub - algorithms 
through the homomorphic operation using the received 
ciphertext . 
[ 0060 ] Hereinafter , an example of performing a decision 
tree algorithm , which is one type of machine learning 
algorithm , according to one embodiment of the present 
invention will be described . 
[ 0061 ] The decision tree algorithm aims to organize fea 
tures , which best predict a label of any unlabeled data , into 
tree - structured questions by using a pair of data as training 
data , wherein the pair of data consists of a feature value 
representing a feature of data and a label representing a 
result value of classification of the data . 
[ 0062 ] Specifically , in the decision tree algorithm , training 
data is classified based on each feature of the training data 
and a tree model is generated starting from a root node in the 
order in which labels are well classified . In this case , as the 

a 
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[ 0078 ] As can be seen in Equation 4 , in order to calculate 
the Gini index , it is necessary to calculate an inverse number 
of each of ( m + n ) m and ( m + n ) n . For a homomorphic opera 
tion for this calculation , a method of performing a homo 
morphic operation on an approximate value of the inverse 
number using an approximation may be used . However , the 
homomorphic operation using such an approximation is 
efficiently calculated only for values between 0 and 2. When , 
in order to bypass this drawback , the client device 120 
divides a label value by N , which is the total number of 
samples , and then encrypts the result and provides the 
encrypted result to the apparatus 110 for data analysis , as 
shown in an example illustrated in FIG . 7 , efficient calcu 
lation of an inverse number is possible through a homomor 
phic operation in the apparatus 110 for data analysis accord 
ing to Equation 5 below . 

a 

a 

2mo mi 2no ni [ Equation 5 ] 
N 

m 
N 
n + 

2momi 2noni 
+ 

( m + nim ( m + n ) n 
N ' N 

n 
+ 

N N 
m 

+ + Zla N N 
m 

N N 

measure for determining whether a label is well classified , 
Gini Index indicating impurity , or information gain using 
entropy indicating uncertainty is used . 
[ 0063 ] On the other hand , in a method of constructing a 
tree model , a range of a feature value that can be included 
in training data may be divided into a plurality of sections 
and then the training data is classified into one of the 
plurality of sections . For example , consider a case in which 
training data includes a feature of “ age ” that indicates the 
current age and a feature value of the corresponding feature 
ranges from 0 to 100. In this case , the training data is 
classified based on answers to the following questions in 
order starting from a root node and each classification result 
is evaluated through Gini index or the like . 

[ 0064 ] Age s10 ? 
[ 0065 ] Age s20 ? 
[ 0066 ] Age s30 ? 
[ 0067 ] Age s40 ? 
[ 0068 ] Age 550 ? 
[ 0069 ] Age 560 ? 
[ 0070 ] Age 570 ? 
[ 0071 ] Age 380 ? 
[ 0072 ] Age 590 ? 
[ 0073 ] Age s100 ? 

[ 0074 ] In order to obtain the answers to the aforemen 
tioned questions , a comparison operation between a refer 
ence value of each question and a feature value is required 
to be performed . However , a homomorphic operation for the 
comparison operation is generally an inefficient operation 
for which a bootstrapping operation has to be performed 
once or more . Therefore , as shown in the example illustrated 
in FIG . 5 , the client device 120 may perform a pre - process 
ing algorithm to perform conversion into binary data that 
represents the section to which the feature value for the 
feature of “ age ” of the target data belongs through the 
comparison operation , and then encrypt the converted binary 
data and provide the encrypted binary data to the apparatus 
110 for data analysis . In this case , the apparatus 110 for data 
analysis may use a ciphertext for the converted binary data 
in an encrypted state to perform a homomorphic operation 
for the remaining operations of the decision tree algorithm . 
[ 0075 ] In another example , consider a case in which each 
node in the tree model branches out as shown in an example 
illustrated in FIG . 6 . 
[ 0076 ] Specifically , in the example illustrated in FIG . 6 , a 
parent node 610 has a total of m + n samples , and m samples 
of the m + n samples are assigned to the left child node 620 
and n samples are assigned to the right child node 630 . 
Meanwhile , among the m samples assigned to the left child 
node 620 , there are m , samples having a label value of 0 and 
mi samples having a label value of 1. In addition , among the 
n samples assigned to the right child node 630 , there are no 
samples having a label value of 0 and n , samples having a 
label value of 1 . 
[ 0077 ] In the example shown in FIG . 6 , the Gini index 
may be calculated as shown in Equation 4 below . 

[ 0079 ] At this time , the homomorphic operation of mul 
tiplying the label value by a constant of 1 / N is relatively 
efficient but the pre - calculation does not affect the result of 
performing the entire algorithm , and hence , when the client 
device 120 performs the operation of multiplying the label 
value by the constant of 1 / N , then encrypts the result , and 
provides the encrypted result to the apparatus 110 for data 
analysis , the time of performing the entire algorithm can be 
reduced . 
[ 0080 ] FIG . 8 is a block diagram for describing an 
example of a computing environment including a computing 
device suitable for use in exemplary embodiments . In the 
illustrated embodiment , each of the components may have 
functions and capabilities different from those described 
hereinafter and additional components may be included in 
addition to the components described herein . 
[ 0081 ] The illustrated computing environment 10 includes 
a computing device 12. In one embodiment , the computing 
device 12 may be one or more components included in the 
apparatus 110 for data analysis illustrated in FIG . 2 . 
[ 0082 ] The computing device 12 includes at least one 
processor 14 , a computer - readable storage medium 16 , and 
a communication bus 18. The processor 14 may cause the 
computing device 12 to operate according to the above 
described exemplary embodiment . For example , the proces 
sor 14 may execute one or more programs stored in the 
computer - readable storage medium 16. The one or more 
programs may include one or more computer executable 
instructions , and the computer executable instructions may 
be configured to , when executed by the processor 14 , cause 
the computing device 12 to perform operations according to 
the exemplary embodiment . 
[ 0083 ] The computer - readable storage medium 16 is con 
figured to store computer executable instructions and pro 
gram codes , program data and / or information in other suit 
able forms . The programs stored in the computer - readable 
storage medium 16 may include a set of instructions execut 
able by the processor 14. In one embodiment , the computer 
readable storage medium 16 may be a memory ( volatile 

m mo 2 mi no 
1 - :) ) n 

+ 
m + n ( 1-0 ) -c ) ) = Equation 4 m + n m m 

2momi 2noni + 
( m + n ) m ( m + n?n 
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memory , such as random access memory ( RAM ) , non 
volatile memory , or a combination thereof ) one or more 
magnetic disk storage devices , optical disk storage devices , 
flash memory devices , storage media in other forms capable 
of being accessed by the computing device 12 and storing 
desired information , or a combination thereof . 
[ 0084 ] The communication bus 18 connects various other 
components of the computing device 12 including the pro 
cessor 14 and the computer readable storage medium 16 . 
[ 0085 ] The computing device 12 may include one or more 
input / output interfaces 22 for one or more input / output 
devices 24 and one or more network communication inter 
faces 26. The input / output interface 22 and the network 
communication interface 26 are connected to the commu 
nication bus 18. The input / output device 24 may be con 
nected to other components of the computing device 12 
through the input / output interface 22. The illustrative input / 
output device 24 may be a pointing device ( a mouse , a track 
pad , or the like ) , a keyboard , a touch input device ( a touch 
pad , a touch screen , or the like ) , an input device , such as a 
voice or sound input device , various types of sensor devices , 
and / or a photographing device , and / or an output device , 
such as a display device , a printer , a speaker , and / or a 
network card . The illustrative input / output device 24 which 
is one component constituting the computing device 12 may 
be included inside the computing device 12 or may be 
configured as a separate device from the computing device 
12 and connected to the computing device 12 . 
[ 0086 ] While representative embodiments of the preset 
invention have been described above in detail , it may be 
understood by those skilled in the art that the embodiments 
may be variously modified without departing from the scope 
of the present invention . Therefore , the scope of the present 
invention is defined not by the described embodiment but by 
the appended claims , and encompasses equivalents that fall 
within the scope of the appended claims . 

1 : A method for data analysis , comprising : 
acquiring , from a client device , a ciphertext for a pre 

computation result generated by applying some of a 
plurality of operations for performing an analysis algo 
rithm based on target data to the target data ; and 

generating an encrypted computation result for remaining 
operations of the plurality of operations by using the 
ciphertext . 

2 : The method of claim 1 , wherein the ciphertext for the 
precomputation result is a ciphertext encrypted using a 
homomorphic encryption algorithm . 

3 : The method of claim 2 , wherein the generating com 
prises generating the encrypted computation result by per 
forming a homomorphic operation for the remaining opera 
tions using the ciphertext . 

4 : The method of claim 1 , wherein the analysis algorithm 
includes a plurality of sub - algorithms each including one or 
more operations among the plurality of operations ; 

the precomputation result is generated by dividing the 
target data into a plurality of parts and then performing 
some of the plurality of sub - algorithms on one or more 
of the plurality of parts ; and 

the encrypted computation result is a ciphertext for a 
result of performing remaining sub - algorithms of the 
plurality of sub - algorithms using the ciphertext . 

5 : The method of claim 1 , wherein the some of the 
plurality of operations include at least one of a multiplica 
tion operation and a comparison operation based on the 
target data . 

6 : An apparatus for data analysis , comprising : 
a ciphertext acquirer configured to acquire , from a client 

device , a ciphertext for a precomputation result gener 
ated by applying some of a plurality of operations for 
performing an analysis algorithm based on target data 
to the target data ; and 

a computation unit configured to generate an encrypted 
computation result for remaining operations of the 
plurality of operations by using the ciphertext . 

7 : The apparatus of claim 6 , wherein the ciphertext for the 
precomputation result is a ciphertext encrypted using a 
homomorphic encryption algorithm . 

8 : The apparatus of claim 7 , wherein the computation unit 
is further configured to generate the encrypted computation 
result by performing a homomorphic operation for the 
remaining operations using the ciphertext . 

9 : The apparatus of claim 6 , wherein the analysis algo 
rithm includes a plurality of sub - algorithms each including 
one or more operations among the plurality of operations ; 

the precomputation result is generated by dividing the 
target data into a plurality of parts and then performing 
some of the plurality of sub - algorithms on one or more 
of the plurality of parts ; and 

the encrypted computation result is a ciphertext for a 
result of performing remaining sub - algorithms of the 
plurality of sub - algorithms using the ciphertext . 

10 : The apparatus of claim 6 , wherein the some of the 
plurality of operations include at least one of a multiplica 
tion operation and a comparison operation based on the 
target data . 


