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A client obtains, in response to a request to a server, a
response that includes data for fulfillment of the request, a
digital signature that can be verified using a digital certifi-
cate, and location information that specifies a location where
the digital certificate can be obtained. The client uses the
location information to access the location and obtains the
digital certificate. Using the digital certificate, the client
evaluates the digital signature provided in the response to
determine whether the digital signature is valid. If the digital
signature is valid, the client accepts the data included in the
response for fulfillment of the request.
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DIGITAL SIGNATURE VERIFICATION FOR
ASYNCHRONOUS RESPONSES

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 15/377,895, filed on Dec. 13, 2016,
entitled “DIGITAL SIGNATURE VERIFICATION FOR
ASYNCHRONOUS RESPONSES;,” which is incorporated
herein by reference for all purposes.

BACKGROUND

[0002] Computing resource services and other services
often provide responses to clients asynchronously. For
instance, in response to a request from a client, a service
provides a response to the request to another entity that can
transfer the response to the client at a later time. However,
it can be difficult to verify that the response obtained from
the other entity originated from the server to which the
request was sent or otherwise from a trusted entity. It may
also be difficult to ensure that the response has not been
tampered with from the time at which the response was
generated to the time at which a client receives the response
from the other entity.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various techniques will be described with refer-
ence to the drawings, in which:

[0004] FIG. 1 shows an illustrative example of an envi-
ronment in which various embodiments can be imple-
mented;

[0005] FIG. 2 shows an illustrative example of an envi-
ronment in which a server transmits a server digital certifi-
cate to a certificate datastore to make the server digital
certificate available for verifying responses generated by the
server in accordance with at least one embodiment;

[0006] FIG. 3 shows an illustrative example of an envi-
ronment in which a server transmits a server response that
indicates a location of a server digital certificate usable for
verifying the response to a response datastore in accordance
with at least one embodiment;

[0007] FIG. 4 shows an illustrative example of a process
for transferring a response to a request for data to a datastore
for asynchronous delivery of the response to a requestor in
accordance with at least one embodiment;

[0008] FIG. 5 shows an illustrative example of a process
for obtaining a new digital certificate in response to detec-
tion of an issue regarding an existing digital certificate in
accordance with at least one embodiment;

[0009] FIG. 6 shows an illustrative example of a process
for verifying that the response to a request made to a server
is authentic based at least in part on a digital certificate for
the server and a digital signature of the server in the response
in accordance with at least one embodiment; and

[0010] FIG. 7 shows an illustrative example of an envi-
ronment in which various embodiments can be imple-
mented.

DETAILED DESCRIPTION

[0011] This patent application relates to the verification of
digital signatures in asynchronous responses to ensure that
these responses originated from a trusted server. In an
example, a client establishes a secure communications ses-
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sion with a server to transmit a request for data that can be
fulfilled by the server. In a response generated to fulfill the
request, the server may identify the location of a digital
certificate that is digitally signed by a certificate authority
and includes a public cryptographic key of the server. For
instance, the server may be issued with a digital certificate
by a certificate authority in response to a request from the
server. The server may store this digital certificate in a
certificate repository that includes digital certificates for the
server and other servers of a computing resource service or
other service. The server may generate a response to the
client’s request and include, in the response, a Uniform
Resource Identifier (URI) corresponding to the location of
the digital certificate of the server. Additionally, the response
may include a digital signature of the server, which may be
generated using a private cryptographic key of a crypto-
graphic key pair that includes the public cryptographic key
included in the digital certificate. The server may provide the
response to another entity, such as another server or service
for dissemination of the response to the client.

[0012] In some examples, the server monitors an existing
digital certificate references in its responses to detect any
issues that may impact the validity of the digital certificate.
For instance, the server may determine whether the digital
certificate has expired. Alternatively, the service may receive
a notification from a security service or the certificate
authority indicating that the digital certificate has been
compromised. If the server detects an issue with the digital
certificate, the service may obtain a new digital certificate
from the certificate authority, which it may store in the
certificate repository. The server may determine the location
of the digital certificate within the certificate repository and
generate a new URI corresponding to this location. In
response to any new requests from a client, the service may
incorporate this new URI into the response and provide the
response to another entity for dissemination to the client.

[0013] In response to receiving the server response from
another entity, the client may evaluate the response to
determine whether it specifies a URI for the location of a
digital certificate that can be used to verify the digital
signature included in the response. If the response does not
specify a URI for the location of the digital certificate, the
client may determine that the response is not valid and reject
the response. Alternatively, if the response does include a
URI for the location of the digital certificate, the client may
use the URI to obtain the digital certificate from the certifi-
cate repository. The client may evaluate the digital certificate
to identify the subject specified in the digital certificate. The
subject may correspond to the server or other entity to which
the digital certificate was issued. Based on the subject
specified in the digital certificate, the client may determine
whether the digital certificate was issued to a trusted server,
such as the server to which the client made the original
request or to another entity that is trusted by the client. If the
subject specified in the digital certificate does not corre-
spond to a trusted server, the client may reject the received
response as it did not originate from a trusted server.

[0014] Ifthe digital certificate was issued by the certificate
authority to a trusted server, the client may further evaluate
the digital certificate to determine whether it is valid. This
may include determining whether the digital certificate has
expired or is active. Additionally, the client may verify that
the digital certificate is authentic by verifying the digital
signature of the certificate authority in the digital certificate.
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If the digital certificate is not valid, the client may reject the
response. However, if the digital certificate is valid, the
client may use the server’s public cryptographic key from
the digital certificate to verify the digital signature included
in the response to the request. If the digital signature of the
server provided in the response is valid, the client may
accept the response from the other entity as having origi-
nated from the server.

[0015] In this manner, a client may verify that an asyn-
chronous response obtained from an entity on behalf of the
server originated from the server, which is trusted by the
client. In addition, the techniques described and suggested in
this disclosure enable additional technical advantages. For
instance, because the server embeds a URI for the digital
certificate in its responses, the server may rotate its crypto-
graphic keys as needed by modifying the URI specified in
the response to indicate the location of a new digital cer-
tificate that includes the server’s latest public cryptographic
key. Additionally, if the server’s private cryptographic key
or the digital certificate is compromised, the compromised
digital certificate can be added to a certificate revocation list,
which the client may use to fail validation of the response
and the digital certificate.

[0016] In the preceding and following description, various
techniques are described. For purposes of explanation, spe-
cific configurations and details are set forth in order to
provide a thorough understanding of possible ways of imple-
menting the techniques. However, it will also be apparent
that the techniques described below may be practiced in
different configurations without the specific details. Further-
more, well-known features may be omitted or simplified to
avoid obscuring the techniques being described.

[0017] FIG. 1 shows an illustrative example of an envi-
ronment 100 in which various embodiments can be imple-
mented. In the environment 100, a customer 102 of a
computing service may transmit a request to one or more
servers 104 to establish a communications channel between
a customer’s client device and the one or more servers 104.
A customer 102, via a client, may submit an application
layer (e.g., HyperText Transfer Protocol Secure (HTTPS),
file transfer protocol, etc.) request to a destination server 104
(e.g., network server) to establish a secure network commu-
nications channel, such as a Transport Layer Security/Secure
Sockets Layer (TLS/SSL) secure channel. Generally,
embodiments of the present disclosure may use various
protocols, such as a SSL or TLS protocol and extensions
thereto, such as defined in Request for Comments (RFC)
2246, RFC 2595, RFC 2712, RFC 2817, RFC 2818, RFC
3207, RFC 3268, RFC 3546, RFC 3749, RFC 3943, RFC
4132, RFC 4162, RFC 4217, RFC 4279, RFC 4347, RFC
4366, RFC 4492, RFC 4680, RFC 4681, RFC 4785, RFC
5054, RFC 5077, RFC 5081, RFC 5238, RFC 5246, RFC
5288, RFC 5289, RFC 5746, RFC 5764, RFC 5878, RFC
5932, RFC 6083, RFC 6066, RFC 6091, RFC 6176, RFC
6209, RFC 6347, RFC 6367, RFC 6460, RFC 6655, RFC
7027, and RFC 7366, which are incorporated herein by
reference, to establish encrypted communications sessions.
Other protocols implemented below the application layer of
the Open Systems Interconnect (OSI) model may also be
used and/or adapted to utilize techniques described herein. It
should be noted that the techniques described herein are
adaptable to other protocols such as the Real Time Messag-
ing Protocol (RTMP), the Point-to-Point Tunneling Protocol
(PPTP), the Layer 2 Tunneling Protocol, various virtual
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private network (VPN) protocols, Internet Protocol Security
(e.g., as defined in RFC 1825 through 1829, RFC 2401, RFC
2412, RFC 4301, RFC 4309, and RFC 4303) and other
protocols, such as protocols for secure communication that
include a handshake.

[0018] The client may be a computer system that may
include one or more applications installed on the computer
system configured to access and communicate with a service
made available through a destination server 104. The client
may communicate with the destination server 104 through
one or more communications networks, such as the Internet.
The application layer request from the user client may
include an informational field, such as a user-agent field,
which may be used by the destination server 104 to deter-
mine the application purportedly utilized by the client to
transmit the request. For instance, the user-agent field may
specify a browser application (e.g., Internet Explorer®,
Firefox®, Chrome®, etc.) used by the client to communicate
with the destination server 104. Additionally, the client may
specify, for the secure network communications session to
be established, negotiable features (e.g., cipher suites, etc.)
that may be utilized by the destination server 104 to com-
municate with the client through the secure communications
channel. While user-agents and cipher suites are used exten-
sively throughout the present disclosure for the purpose of
illustration, other information relating to the client and the
communications channel, including other attributes of the
client and other features may be used.

[0019] The destination server 104 may be a web server
configured to provide web pages viewable through a
browser application. Alternatively, the destination server
104 may be a file server that may be configured to enable
clients to access one or more files remotely through the
secure communications channel. Generally, the destination
server may be any server configured to establish a secure
communications channel and implement various techniques
described herein. In an embodiment, the destination server
104 provides data to the client in response to requests for the
data via another entity through an asynchronous process. For
instance, the destination server 104 may provide data to a
response datastore 106, which may provide the data to the
client on behalf of the destination server 104. The response
datastore 106 may include computer systems of the service
that implements the one or more servers 104. Alternatively,
the response datastore 106 may include computer systems or
storage devices of another service. For instance, the other
service may provide logical data containers (e.g., a virtual
storage location, which may be implemented as an identifier
such that, if a data object is associated with the identifier, it
is considered to be within the logical data container) through
which the data generated by the server 104 may be associ-
ated with the identifier corresponding to a logical data
container. The data provided in response to a customer 102
request may be provided by the response datastore 106 at a
later time. For instance, in response to a request, a destina-
tion server 104 may query an archival datastore to obtain the
data requested by the customer 102, which may not be an
expeditious process. The destination server 104 may provide
this data to the response datastore 106 for dissemination to
the customer 102.

[0020] In an embodiment, the destination server 104 gen-
erates a digital certificate signing request to obtain a digital
certificate 112 that may be presented to customers 102 and
other entities to enable authentication of the destination
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server 104. The digital certificate signing request may
specify a public cryptographic key for the destination server
104, which may be part of a cryptographic key pair gener-
ated by the destination server 104. The request may also
include parameters that indicate parameters to be included in
the digital certificate 112 such as a subject that corresponds
to the destination server 104 submitting the request and a
validity period for the digital certificate 112. The destination
server 104 may transmit the digital certificate signing
request to a certificate authority that may be trusted by both
the destination server 104 and the client device of the
customer 102. In response to the digital certificate signing
request, the destination server 104 may obtain a digital
certificate 112 from the certificate authority. In some
embodiments, the certificate authority instead stores the
digital certificate in a certificate datastore 110. The certifi-
cate datastore 110 may include computer systems or storage
devices of a service that may also provide the destination
server 104 or the certificate authority. If the certificate
authority stores the digital certificate 112 in the certificate
datastore 110, the certificate authority may provide the
destination server 104 with a URI or other location identifier
corresponding to the location of the digital certificate 112 in
the certificate datastore 110. In some embodiments, the
certificate authority provides the digital certificate 112 to the
destination server 104 to fulfill the digital certificate signing
request. In response to obtaining the digital certificate 112
from the certificate authority, the destination server 104 may
store the digital certificate 112 in the certificate datastore
110. The destination server 104 may obtain, from the cer-
tificate datastore 110, the URI or other location identifier
corresponding to the location of the digital certificate 112 in
the certificate datastore 110.

[0021] In an embodiment, the destination server 104 gen-
erates a JavaScript Object Notation (JSON) Web Signature
(JWS) token 108 that includes the response to the client
request. The JWS token 108 may include at least three
different components: a header, the payload, and a digital
signature. The header may include metadata for the token
that may specify the type of digital signature included in the
token and the encryption algorithm utilized to generate the
digital signature. In an embodiment, the destination server
104 embeds the URI or other location identifier for the
digital certificate 112 into the header of the JWS token 108.
For instance, the destination server 104 may create an “x5u”
or X.509 URI header parameter within the header of the
JWS token 108 to specify the URI for the location of the
digital certificate 112. The payload of the JWS token 108
may include the data that is to be provided to the client as
a response to the client’s request. The payload may also
include various claims regarding the entity that generated
the JWS token 108 (e.g., the destination server 104) and
other information about the JWS token 108 itself. The JWS
token 108 may also include a digital signature, which may
be generated by combining the encoded header and payload
of'the JWS token 108 and signing this combination using the
destination server’s private cryptographic key of the cryp-
tographic key pair. The features of the JWS token 108 are
further defined in RFC 7515 which is incorporated herein by
reference. It should be noted that while JWS tokens are used
extensively throughout the present disclosure for the pur-
pose of illustration, other tokens and data structures may be
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utilized for dissemination of the response to the client’s
request and the location identifier for the digital certificate
112.

[0022] The destination server 104 may transmit the JWS
token 108 to the response datastore 106. In response to
receiving the JWS token 108 from the destination server
104, the response datastore 106 may identify the client that
generated the original request to obtain a response from the
destination server 104 and transmit the JWS token 108 to the
client of the customer 102. In response to receiving the JWS
token 108 from the response datastore 106, the client may
evaluate the JWS token 108 to determine whether the JWS
token 108 specifies a location of a digital certificate 112 that
can be used to obtain a public cryptographic key of the
server 104 that can be used to verify the authenticity of the
digital signature included in the JWS token 108. If the JWS
token 108 does not specify a location for the digital certifi-
cate 112, the client may reject the JWS token 108 as the
client may be unable to verify the authenticity of the JWS
token 108 without a digital certificate 112.

[0023] If the JWS token 108 specifies a URI or other
location identifier for the location of the digital certificate
112, the client may utilize the URI or other location iden-
tifier to access the certificate datastore 110 and obtain the
digital certificate 112. The client may evaluate the digital
certificate 112 to determine whether it is valid and to obtain
the public cryptographic key of the destination server 104,
which can be used to verify the authenticity of the digital
signature in the JWS token 108. For instance, the client may
evaluate the digital certificate 112 to determine whether it
specifies, as the subject of the digital certificate 112, the
destination server 104 to which the client delivered its
request. If the digital certificate 112 does not identify the
destination server 104 as the subject of the digital certificate
112, the client may determine that the digital certificate 112
cannot be used to verify that the JWS token 108 was
generated by the destination server 104. Thus, if the desti-
nation server 104 is not identified as the subject of the digital
certificate 112, the client may reject the JWS token 108.
[0024] The client may further determine whether the digi-
tal certificate 112 has expired or is active for use. For
instance, the digital certificate 112 may specify a validity
period during which the digital certificate 112 may be used
for authentication purposes. If the digital certificate 112 has
expired or the validity period has not begun, the client may
determine that the digital certificate 112 is not valid for use.
Additionally, if the digital certificate 112 is digitally signed
by the certificate authority, the client may utilize a public
cryptographic key of the certificate authority to verify that
the digital certificate 112 is authentic and was digitally
signed by the certificate authority. If the client determines
that the digital certificate 112 is authentic, the client may
obtain the destination server’s public cryptographic key
from the digital certificate 112 and utilize this public cryp-
tographic key to verify the digital signature in the JWS token
108. If the client is unable to verify the digital signature
specified in the JWS token 108, the client may reject the
JWS token 108. Otherwise, if the digital signature in the
JWS token 108 is valid, the client may obtain the response
from the payload of the JWS token 108.

[0025] In some embodiments, the certificate authority
maintains a certificate revocation list, which specifies iden-
tifiers for digital certificates that have been revoked. The
certificate authority may revoke a digital certificate 112 if
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the certificate authority determines that the private crypto-
graphic key of the destination server 104 has been compro-
mised or the destination server 104 has not complied with
certain requirements set forth by the certificate authority for
maintaining the integrity of the cryptographic keys. For
instance, if the destination server 104 provides its private
cryptographic key to other entities, the certificate authority
may revoke the digital certificate 112 that includes a public
cryptographic key that corresponds to a cryptographic key
pair of which the private cryptographic key is a part. The
client may obtain the certificate revocation list or updates to
the certificate revocation list from the certificate authority
periodically or in response to changes to the certificate
revocation list. Thus, the client may evaluate the certificate
revocation list to determine whether the digital certificate
112 from the certificate datastore 110 is valid for use. In
other embodiments, the client transmits an Online Certifi-
cate Status Protocol (OCSP) request to the certificate author-
ity to determine whether the digital certificate 112 is valid.
The OCSP request may specify a certificate serial number
for the digital certificate 112, which the certificate authority
may use to determine the revocation status of the digital
certificate within a database maintained by the certificate
authority. Based at least in part on the revocation status, the
certificate may transmit an OCSP response to the client
indicating the revocation status of the digital certificate 112.
OCSP is described in RFC 6960, which is incorporated by
reference.

[0026] As noted above, a destination server may obtain a
digital certificate from a certificate authority that includes
the destination server’s public cryptographic key. The des-
tination server may transmit the digital certificate to a
certificate datastore and obtain a URI or other location
identifier that indicates the location of the digital certificate
within the certificate datastore. Accordingly, FIG. 2 shows
an illustrative example of an environment 200 in which a
server 204 transmits a server digital certificate 202 to a
certificate datastore 206 to make the server digital certificate
202 available for verifying responses generated by the server
204 in accordance with at least one embodiment. In the
environment 200, the server 204 obtains a server digital
certificate 202 from a certificate authority that includes at
least the server’s public cryptographic key. The server’s
public cryptographic key can be used to verify the authen-
ticity of any data provided by the server 204 that is digitally
signed by the server 204 using its private cryptographic key.

[0027] Inan embodiment, the server digital certificate 202
is an X.509 certificate, although other digital certificate
encodings are also considered as being within the scope of
the present disclosure. In this particular example, the server
digital certificate 202 includes various fields such as a
version, a serial number, an algorithm identifier, an issuer,
fields for validity periods, a subject field, fields about the
public cryptographic key, issuer unique identifier fields,
subject unique identifier fields, extension fields, certificate
signature algorithm fields, and a certificate signature field.
X.509 certificates are described in RFC 4158, RFC 5280,
and RFC 1422, which are incorporated by reference.

[0028] The server 204 may obtain the digital certificate
202 from the certificate authority as fulfillment of a digital
signature signing request generated by the server 204 and
provided to the certificate authority. The digital certificate
signing request may include encrypted verification data and
a public cryptographic key generated by the server 204 as
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part of a cryptographic key pair generation process and that
is to be used in the creation of the digital certificate 202. The
certificate authority may identify a validity period for the
digital certificate 202 and specify this validity period using
one or more fields of the digital certificate 202. If the
certificate authority successfully authenticates the server
204, the certificate authority may digitally sign the digital
certificate 202 and provide the digital certificate 202 to the
server 204 to fulfill the digital certificate signing request.
[0029] The digital certificate signing request may be gen-
erated by the server 204 at any time. For instance, the server
204 may generate a digital certificate signing request in
response to a request from a client to obtain data from the
server 204. This may enable the server 204 to provision a
digital certificate 202 for each request received from a client
to obtain certain data. The digital certificate signing request
may be generated by the server 204 upon receiving the
request from the client or after generating the data that is to
be included in the payload of the JWS token that is to be
transmitted to a response datastore for dissemination to the
client. Alternatively, the server 204 may generate the digital
certificate signing request independent of any request
obtained from a client. Thus, the server 204 may utilize the
same digital certificate 202 for various client requests
instead of generating a new digital certificate 202 for each
incoming request from a client.

[0030] In response to receiving the digital certificate 202
from the certificate authority, the server 204 may transmit
the digital certificate 202 to a certificate datastore 206 to
make the digital certificate 202 available to other entities.
The certificate datastore 206, through a computer system of
a service that maintains the certificate datastore 206, may
generate a URI or other location identifier that may be used
to identify the location of the digital certificate 202 within
the certificate datastore 206. The certificate datastore 206,
through a computer system of the service that maintains the
certificate datastore 206, may transmit the URI or other
location identifier for the digital certificate 202 to the server
204. In some embodiments, the certificate authority provides
the digital certificate 202 to the certificate datastore 206 and
obtains the URI or other location identifier for the digital
certificate 202 from the certificate datastore 206. The cer-
tificate authority may provide the URI or other location
identifier to the server 204 in response to the digital certifi-
cate signing request from the server 204.

[0031] The server may provide a response to the client’s
request in the form of a JWS token, which the server may
transmit to response datastore for dissemination to the client.
The JWS token may specify the URI or other location
identifier for a digital certificate that can be used to verify the
server’s digital signature included in the JWS token. Further,
the response to the client’s request may be embedded in the
JWS token. Accordingly, FIG. 3 shows an illustrative
example of an environment 300 in which a server 304
transmits a server response that indicates a location of a
server digital certificate usable for verifying the response to
a response datastore 306 in accordance with at least one
embodiment.

[0032] In the environment 300, the server 304 generates a
JWS token 302 that includes the response to a client’s
request. This JWS token 302 may be represented as a
sequence of encoded values that are separated by a particular
character, such as a period or other symbolic expression. The
encoded values in the JWS token 302 may include at least



US 2019/0356495 Al

a header 308, a payload 310, and a digital signature 312. The
header 308 of the JWS token 302 may include metadata for
the token 302 that may specify the type of digital signature
included in the token 302 and the encryption algorithm
utilized to generate the digital signature. In an embodiment,
the server 304 embeds the URI or other location identifier
for the digital certificate into the header 308 of the JWS
token 302. For instance, the server may create an “x5u” or
X.509 URI header parameter within the header 308 of the
JWS token 302 to specify the URI for the location of the
digital certificate.

[0033] The payload 310 of the JWS token 302 may
include the data that is to be provided to the client as a
response to the client’s request. The payload 302 may also
include various claims regarding the entity that generated
the JWS token 302 (e.g., the server 304) and other infor-
mation about the JWS token 302 itself. For instance, the
payload 310 may specify one or more registered claims that
may be utilized to specify an identifier of the server 304
(e.g., issuer), the subject of the JWS token 302, the audience
or recipients of the token, a validity period for the JWS token
302, the time at which the JWS token 302 was issued, and
a unique identifier for the JWS token 302.

[0034] The JWS token 302 may also include a digital
signature 312, which may be generated by combining the
encoded header and payload of the JWS token 302 and
signing this combination using the server’s private crypto-
graphic key of the cryptographic key pair. A recipient of the
JWS token 302 may utilize the cryptographic algorithm
specified in the JWS token 302, as well as the server’s public
cryptographic key, to verify the digital signature specified in
the JWS token 302. The URI or other location identifier for
the digital certificate and the response to the client may be
included in the JWS token 302. Thus, the server 304 may
obtain the URI or other location identifier for the digital
certificate and the response to the client’s request prior to
generating the digital signature that is to be included in the
JWS token 302.

[0035] The server 304 may transmit the JWS token 302 to
the response datastore 306, which may store the JWS token
302 for dissemination to the client. For instance, the
response datastore 306 may add the JWS token 302 to a
queue of responses, whereby the response datastore 306 may
transmit the JWS token 302 to the client once the JWS token
302 reaches the top of the queue. Alternatively, the response
datastore 306 may transmit a notification to the client to
indicate that the JWS token 302 is available in response to
the client’s request to the server 304. In some instances, the
response datastore 306 transmits an acknowledgement to the
server 304 to indicate that the JWS token 302 has been
stored successfully for dissemination to the client. The
server 304 may transmit this acknowledgement to the client
to enable the client to identify the entity that will be
providing the response from the server 304. In an embodi-
ment, the server provides an acknowledgement to the client
indicating an identifier corresponding to the response data
generated by the server. The identifier may be used by the
client to retrieve the JWS token 302 from the response
datastore 306. The identifier may include a URI correspond-
ing to the location of the JWS token 302 within the response
datastore 306. Alternatively, in response to the client request,
the server may provide an identifier corresponding to a job
for creation of the response to the client request. This
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identifier may be used to identify the status of the job and to
obtain the JWS token 302 once the job has been completed.

[0036] As noted above, a server may receive a request
from a client for data. The server may generate a JWS token
that includes the requested data, as well as a URI or other
location identifier for a digital certificate that can be used to
authenticate the JWS token as having originated from the
server. For instance, the JWS token may include a digital
signature of the server, which may be generated using a
private cryptographic key of a cryptographic key pair cre-
ated by the server. The public cryptographic key of this
cryptographic key pair may be included in the digital
certificate, whose location may be specified in the JWS
token. In some instances, the server may transmit the JWS
token (e.g., response) to a response datastore, which may
provide the response to the client or otherwise make the
response available to the client. Accordingly, FIG. 4 shows
an illustrative example of a process 400 for transferring a
response to a request for data to a datastore for asynchronous
delivery of the response to a requestor in accordance with at
least one embodiment. The process 400 may be performed
by a server that can generate JWS tokens comprising a
digital signature of the server and that can obtain digital
certificates for use in the authentication of the JWS tokens.

[0037] At any time, the server may receive 402, over a
communications channel, a request for data from a client.
For instance, a customer of a computing service may trans-
mit a request to the servers to establish a communications
channel between a customer’s client device and the server.
A customer, via a client, may submit an application layer
(e.g., HTTPS, file transfer protocol, etc.) request to the
server to establish a secure network communications chan-
nel, such as a TLS/SSL secure channel. Once the secure
network communications channel has been established, the
server may process incoming requests from the client, as the
client may have been authenticated through the process used
to establish the secure network communications channel.
Alternatively, the request may include credential informa-
tion for authentication. The credential information may
include, among other things, a username, a corresponding
password, biometric information, a cryptographic key, a
unique identifier, a set of credentials, a hash of the set of
credentials, a digital signature generated using a credential,
a message authentication code generated based at least in
part on a credential, and the like.

[0038] Inresponse to the request from the client, the server
may determine 404 whether the request can be authenticated
and, if so, whether the client is authorized to obtain the
requested data. For instance, the server may transmit the
credential information included in the request to an authen-
tication service. The authentication service may evaluate the
provided information to determine whether the client can be
authenticated. For example, the authentication service may
access a user profile for the client to obtain information that
can be used to verify the provided information. If the
authentication service determines that the information pro-
vided is valid and corresponds to the client, the authentica-
tion service may authenticate the client and transmit a
notification to the server to indicate that the client has been
successfully authenticated. If the client cannot be authenti-
cated or is not authorized to obtain the requested data, the
server may deny 406 the request. This may include trans-
mitting a notification to the client to indicate that the request
has been denied. Additionally, or alternatively, the server
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may terminate the secure network communications channel
between the client and the server.

[0039] Ifthe server determines that the request is authentic
and that the client is authorized to obtain the requested data,
the server may identify 408 the location of a digital certifi-
cate that includes a public cryptographic key of a crypto-
graphic key pair generated by the server and that is digitally
signed by a certificate authority trusted by both the server
and the client. In an embodiment, in response to the request
from the client, the server generates a digital certificate
signing request that is transmitted to the certificate authority
to obtain a digital certificate. The server may generate a
cryptographic key pair comprising a public cryptographic
key and a private cryptographic key. The server may trans-
mit, in the digital certificate signing request, the public
cryptographic key and other information that is to be
included in the digital certificate that can be used to deter-
mine that the digital certificate was issued to the server. This
may include a server identifier, a server network address,
and the like. The certificate authority may provide, to the
server, the digital certificate to fulfill the digital certificate
signing request. The server may store the digital certificate
in a certificate repository, as described above, and obtain a
URI or other location identifier for the digital certificate. In
another example, the server may submit a request to the
certificate authority to generate the digital certificate at a
time independent of the time at which the request from the
client is received. Thus, the server may utilize the same URI
or location identifier for the digital certificate in response to
client requests to obtain data from the server, as long as the
digital certificate is valid.

[0040] The server may generate 410 the response to the
client’s request and include, within the response, the URI or
location identifier for the digital certificate. For instance, the
server may generate a JWS token that includes the response
to the client request. The JWS token may include at least
three different components: a header, the payload, and a
digital signature. The header may include metadata for the
token that may specify the type of digital signature included
in the token and the encryption algorithm utilized to gener-
ate the digital signature. The server may embed the URI or
other location identifier for the digital certificate into the
header of the JWS token. For instance, the server may create
an “x5u” or X.509 URI header parameter within the header
of the JWS token to specify the URI for the location of the
digital certificate. The payload of the JWS token may
include the data that is to be provided to the client as a
response to the client’s request. The payload may also
include various claims the server and other information
about the JWS token itself. The JWS token may also include
a digital signature, which may be generated by combining
the encoded header and payload of the JWS token and
signing this combination using the server’s private crypto-
graphic key of the cryptographic key pair. In some instances,
the server may generate the response prior to obtaining the
location of the digital certificate. Alternatively, the server
may generate the response to be includes in the JWS token
in response to identifying the location of the digital certifi-
cate.

[0041] The server may transmit 412 the response (e.g., the
JWS token) to a response datastore for fulfillment of the
client request. In response to receiving the JWS token from
the server, the response datastore may identify the client that
generated the original request to obtain a response from the
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server and transmit the JWS token to the client. Alterna-
tively, the response datastore may add the JWS token to a
queue of responses, whereby the response datastore may
transmit the JWS token to the client once the JWS token
reaches the top of the queue. As another example, the
response datastore may transmit a notification to the client to
indicate that the JWS token is available in response to the
client’s request to the server. In some instances, the response
datastore transmits an acknowledgement to the server to
indicate that the JWS token has been stored successfully for
dissemination to the client. The server may transmit this
acknowledgement to the client to enable the client to iden-
tify the entity that will be providing the response from the
server. Thus, the server may make available the response
data, the digital signature, and a link to the digital certificate
for veritying the digital signature.

[0042] As noted above, a digital certificate may be
revoked if an issue with the digital certificate is detected. For
instance, if the server’s private cryptographic key is com-
promised, the server may obtain a new digital certificate and
transmit a request to the certificate authority to revoke any
digital certificates that include a public cryptographic key
that corresponds to the private cryptographic key. Further,
the server may store this new digital certificate in the
certificate datastore and obtain a new URI or location
identifier for the storage location of this new digital certifi-
cate. Any new responses generated by the server may
include this new URI or other location identifier. Accord-
ingly, FIG. 5 shows an illustrative example of a process 500
for obtaining a new digital certificate in response to detec-
tion of an issue regarding an existing digital certificate in
accordance with at least one embodiment. The process 500
may be performed by a server that may obtain digital
certificates from a certificate authority and that may store
these digital certificates in a certificate repository.

[0043] At any time, the server may detect 502 an issue
with a particular digital certificate previously obtained by
the server from the certificate authority and stored within the
certificate repository. For instance, the certificate authority
may determine that the private cryptographic key of the
server has been compromised. Alternatively, the certificate
authority determines that its own private cryptographic key
or the certificate authority itself has been compromised.
Under either circumstance, the certificate authority may
transmit a notification to the server to indicate that one or
more digital certificates have been compromised. In some
instances, an issue may arise whereby a digital certificate has
become invalid for use (e.g., expired, revoked, etc.). The
server may also receive notifications from users and clients
indicating issues with the digital certificate. For example,
these clients and users may transmit a notification to the
service indicating that the digital certificate cannot be used
for authentication of responses from the server.

[0044] In response to detecting an issue with a particular
digital certificate, the server may receive 504 a new digital
certificate from the certificate authority. For instance, if the
certificate authority determines that a digital certificate has
been compromised, the certificate authority may request that
the server generate a new cryptographic key pair and pro-
vide the public cryptographic key for this new cryptographic
key pair to the certificate authority. The certificate authority
may generate the new digital certificate using the new public
cryptographic key and provide the new digital certificate to
the server. Alternatively, the certificate authority may gen-
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erate a new digital certificate using the previously provided
public cryptographic key if the issue involves expiration of
an existing digital certificate.

[0045] The server, upon receiving the new digital certifi-
cate, may store 506 the new digital certificate in the certifi-
cate datastore. Additionally, the server may obtain, from the
certificate datastore, a URI or other location identifier for the
location of the new digital certificate within the certificate
datastore. In some embodiments, the certificate authority
provides the new digital certificate to the certificate reposi-
tory and provides the URI or other location identifier to the
server. Alternatively, in response to receiving the digital
certificate from the certificate authority, the certificate
repository may provide the URI or other location identifier
for the location of the new digital certificate to the server.

[0046] In addition to storing the new digital certificate, the
server may revoke 508 the old digital certificate in order to
prevent use of the old digital certificate for authentication of
server responses. The server may transmit a request to the
certificate authority to add the old digital certificate to a
certificate revocation list, which may be available to clients
and other entities that are configured to trust the certificate
authority. Thus, if an entity receives the old digital certifi-
cate, the entity may determine that the old digital certificate
is included in the certificate revocation list and not use it for
authentication of a response. In some embodiments, if the
old digital certificate is expired, revocation is not required as
the digital certificate may specify an expiration date for the
digital certificate. Thus, a client that receives an expired
digital certificate may determine that it is expired based at
least in part on an expiration date field of the digital
certificate, without need to review a certificate revocation
list.

[0047] In response to any new requests from a client, the
server may include 510 the URI or other location identifier
for the location of the new digital certificate in the response
to the request. For instance, the JWS token generated by the
server may include, in the “x5u” header field, the URI or
other location identifier. Thus, if the client receives the JWS
token from the response repository, the client may obtain the
new digital certificate instead of a revoked digital certificate.
Additionally, if a client receives a response that includes a
URI or other location identifier corresponding to a revoked
digital certificate, the client may determine that the response
cannot be authenticated and generate a new request to the
server to obtain a new response to its request. Thus, the
client may obtain the latest digital certificate for authenti-
cation of the server.

[0048] As noted above, in response to receiving a JWS
token or other response from a response datastore, a client
may utilize a digital certificate specified in the JWS token
and digitally signed by a trusted certificate authority to
determine whether the JWS token or other response origi-
nated from a trusted server (e.g., the server that obtained the
client request, etc.). This digital certificate may be used to
verify the server’s digital signature included in the JWS
token or other response. Accordingly, FIG. 6 shows an
illustrative example of a process 600 for verifying that the
response to a request made to a server is authentic based at
least in part on a digital certificate for the server and a digital
signature of the server in the response in accordance with at
least one embodiment. The process 600 may be performed
by any client device that obtains a response from a server or
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a response datastore, which may obtain the response from
the server and may provide the response to the client on
behalf of the server.

[0049] A client may receive 602 a response from a
response datastore or server generated by the server in
response to a client request. The request may include a JWS
token, which may include at least three different compo-
nents: a header, the payload, and a digital signature. The
header may include metadata for the token that may specify
the type of digital signature included in the token and the
encryption algorithm utilized to generate the digital signa-
ture. The server may embed the URI or other location
identifier for the digital certificate into the header of the JWS
token via an “x5u” parameter within the header of the JWS
token. The payload of the JWS token may include the data
requested by the client and other information used to iden-
tify the server and the token itself. The JWS token may also
include a digital signature, which may be generated by
combining the encoded header and payload of the JWS
token and signing this combination using the destination
server’s private cryptographic key of the cryptographic key
pair. In some instances, the response datastore may provide
the response to the client automatically. Alternatively, the
response datastore may transmit a notification to the client to
indicate that the response is available. In response to the
notification, the client may access the response datastore to
obtain the response. In some embodiments, the server trans-
mits an acknowledgement to the client to indicate that the
response has been stored in the response datastore.

[0050] Inresponse to receiving the response to its request,
the client may evaluate the response to determine 604 if the
response specifies a URI or other location identifier for the
location of a digital certificate that can be used to authen-
ticate the response. If the response does not specify the URI
or other location identifier for the location of a digital
certificate, the client may determine that it cannot authen-
ticate the response and, accordingly, may reject 606 the
response. However, if the response specifies a URI or other
location identifier for the location of a digital certificate, the
client may utilize the URI or other location identifier to
obtain 608 the digital certificate from the specified location.
For example, the URI or other location identifier may
correspond to a location within a certificate datastore that
stores the digital certificate. The client may utilize the URI
or other location identifier to access the certificate repository
and obtain the digital certificate. In some embodiments, the
client may cache the digital certificate. Thus, if the client
receives a response to requests generated by the server, the
client may utilize the digital certificate stored in the cache
rather than obtaining the digital certificate from the certifi-
cate datastore.

[0051] The client may evaluate the digital certificate to
determine 610 if the digital certificate specifies, as its
subject, a trusted server. In an embodiment, the digital
certificate is an X.509 certificate, although other digital
certificate encodings are also considered as being within the
scope of the present disclosure. The digital certificate may
include various fields such as a version, a serial number, an
algorithm identifier, an issuer, fields for validity periods, a
subject field, fields about the public cryptographic key,
issuer unique identifier fields, subject unique identifier
fields, extension fields, certificate signature algorithm fields,
and a certificate signature field. The client may evaluate the
subject field to determine whether it specifies an identifier of
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a trusted server. The trusted server may include the server to
which the client submitted the request or other entity that
may be associated with the server and that may have
generated the cryptographic key pair on the server’s behalf.
If the digital certificate does not specify an identifier for a
trusted server, the client may determine that the digital
certificate does not correspond to a trusted source and, as a
result, may reject 606 the response.

[0052] If the digital certificate was issued to a trusted
server, the client may evaluate the digital certificate to
determine 612 if the digital certificate itself is valid and that
the issuer of the certificate is a trusted certificate authority
(e.g., is a trusted certificate authority, or has a digital
certificate that chains in a certificate chain to a trusted
certificate authority). For example, the client may evaluate
the digital certificate to determine whether it has expired. As
described above, the digital certificate may include a field
that specifies an expiration date for the digital certificate. If
the digital certificate has expired, the client may determine
that the digital certificate is not valid for use. Similarly, the
digital certificate may include a field that specifies a “not
before” date. If the digital certificate specifies a “not before”
date that is after the date at which the client has received the
digital certificate, the client may determine that the digital
certificate cannot be used for authentication, as the digital
certificate has not become active for use. In some embodi-
ments, the client obtains, from the certificate authority, a
certificate revocation list that specifies the one or more
digital certificates that have been revoked by the certificate
authority. The client may evaluate the certificate revocation
list to determine if the obtained digital certificate is specified
in the certificate revocation list. If the digital certificate is
specified in the certificate revocation list, the client may
determine that the digital certificate has been revoked and is
no longer valid. The client may also utilize the certificate
authority’s public cryptographic key to verify the digital
signature specified in the digital certificate originated from
the certificate authority. If the client is unable to verify this
digital signature, the client may determine that the digital
certificate is not valid. If the digital certificate is determined
to be invalid, the client may reject 606 the response. In some
instances, the client may evaluate the digital certificate to
determine whether it was issued by a certificate authority
that it is configured to trust or that it otherwise trusts (e.g.,
because the certificate is in a certificate chain rooted in a
trusted certificate authority). For example, if the client is
unable to recognize the issuer specified in the digital cer-
tificate or the digital certificate was issued by a certificate
authority that is not trusted by the client, the client may
reject 606 the response.

[0053] If the client determines that the digital certificate
from the certificate repository is valid, the client may verify
614 that the digital signature specified in the JWS token or
other response is present and determine 616 whether the
JWS token is valid. For instance, the client may obtain the
server’s public cryptographic key from the digital certificate
and utilize this public cryptographic key to determine if the
digital signature, which may be created using the server’s
private cryptographic key, is valid. Additionally, the client
may evaluate the JWS token to determine whether it has
expired or if the JWS token has been activated for use.
Further, the client may determine whether the JWS token
was generated by the trusted server or other entity that the
client is configured to trust. If the client determines that the
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JWS token provided is not valid, the client may reject 606
the response. However, if the JWS token is valid, the client
may accept 618 the response from the server and obtain the
requested data.

[0054] Insome embodiments, the client evaluates the JWS
token to determine whether the algorithm utilized to gener-
ate the digital signature satisfies one or more criteria for
acceptance of the response. For instance, in order for the
client to accept the response, the JWS token may need to be
digitally signed using an algorithm that would prevent
unauthorized modification of the digital signature or enable
other entities to forge the digital signature. The client may
require that a particular algorithm be utilized to generate the
digital signature and may evaluate the JWS token to deter-
mine whether said algorithm or other algorithm that pro-
vides the same or better level of security is specified in the
JWS token. If the JWS token does not specify such an
algorithm in the header, the client may reject the response.
[0055] It should be noted that the operations of the process
600 may be performed in a different order. For instance, the
client may determine whether the digital certificate is valid
prior to determining whether the digital certificate originated
from a trusted server. Thus, if the client determines that the
digital certificate is not valid, the client may reject the
response without determining whether the digital certificate
specifies an identifier of a trusted server.

[0056] FIG. 7 illustrates aspects of an example environ-
ment 700 for implementing aspects in accordance with
various embodiments. As will be appreciated, although a
web-based environment is used for purposes of explanation,
different environments may be used, as appropriate, to
implement various embodiments. The environment includes
an electronic client device 702, which can include any
appropriate device operable to send and/or receive requests,
messages, or information over an appropriate network 704
and, in some embodiments, convey information back to a
user of the device. Examples of such client devices include
personal computers, cell phones, handheld messaging
devices, laptop computers, tablet computers, set-top boxes,
personal data assistants, embedded computer systems, elec-
tronic book readers, and the like. The network can include
any appropriate network, including an intranet, the Internet,
a cellular network, a local area network, a satellite network,
or any other such network and/or combination thereof.
Components used for such a system can depend at least in
part upon the type of network and/or environment selected.
Many protocols and components for communicating via
such a network are well known and will not be discussed
herein in detail. Communication over the network can be
enabled by wired or wireless connections and combinations
thereof. In this example, the network includes the Internet
and/or other publicly-addressable communications network,
as the environment includes a web server 706 for receiving
requests and serving content in response thereto, although
for other networks an alternative device serving a similar
purpose could be used as would be apparent to one of
ordinary skill in the art.

[0057] The illustrative environment includes at least one
application server 708 and a datastore 710. It should be
understood that there can be several application servers,
layers, or other elements, processes, or components, which
may be chained or otherwise configured, which can interact
to perform tasks such as obtaining data from an appropriate
datastore. Servers, as used herein, may be implemented in



US 2019/0356495 Al

various ways, such as hardware devices or virtual computer
systems. In some contexts, servers may refer to a program-
ming module being executed on a computer system. As used
herein, unless otherwise stated or clear from context, the
term “datastore” refers to any device or combination of
devices capable of storing, accessing, and retrieving data,
which may include any combination and number of data
servers, databases, data storage devices, and data storage
media, in any standard, distributed, virtual, or clustered
environment. The application server can include any appro-
priate hardware, software, and firmware for integrating with
the datastore as needed to execute aspects of one or more
applications for the client device, handling some or all of the
data access and business logic for an application. The
application server may provide access control services in
cooperation with the datastore and is able to generate
content including, but not limited to, text, graphics, audio,
video, and/or other content usable to be provided to the user,
which may be served to the user by the web server in the
form of HyperText Markup Language (“HTML”), Exten-
sible Markup Language (“XML”), JavaScript, Cascading
Style Sheets (“CSS”), JavaScript Object Notation (JSON),
and/or another appropriate client-side structured language.
Content transferred to a client device may be processed by
the client device to provide the content in one or more forms
including, but not limited to, forms that are perceptible to the
user audibly, visually, and/or through other senses. The
handling of all requests and responses, as well as the
delivery of content between the client device 702 and the
application server 708, can be handled by the web server
using PHP: Hypertext Preprocessor (“PHP”), Python, Ruby,
Perl, Java, HTML, XML, JSON, and/or another appropriate
server-side structured language in this example. Further,
operations described herein as being performed by a single
device may, unless otherwise clear from context, be per-
formed collectively by multiple devices, which may form a
distributed and/or virtual system.

[0058] The datastore 710 can include several separate data
tables, databases, data documents, dynamic data storage
schemes, and/or other data storage mechanisms and media
for storing data relating to a particular aspect of the present
disclosure. For example, the datastore illustrated may
include mechanisms for storing production data 712 and
user information 716, which can be used to serve content for
the production side. The datastore also is shown to include
a mechanism for storing log data 714, which can be used for
reporting, analysis, or other such purposes. It should be
understood that there can be many other aspects that may
need to be stored in the datastore, such as page image
information and access rights information, which can be
stored in any of the above listed mechanisms as appropriate
or in additional mechanisms in the datastore 710. The
datastore 710 is operable, through logic associated there-
with, to receive instructions from the application server 708
and obtain, update, or otherwise process data in response
thereto. The application server 708 may provide static,
dynamic, or a combination of static and dynamic data in
response to the received instructions. Dynamic data, such as
data used in web logs (blogs), shopping applications, news
services, and other such applications may be generated by
server-side structured languages as described herein or may
be provided by a content management system (“CMS”)
operating on, or under the control of, the application server.
In one example, a user, through a device operated by the
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user, might submit a search request for a certain type of item.
In this case, the datastore might access the user information
to verify the identity of the user and can access the catalog
detail information to obtain information about items of that
type. The information then can be returned to the user, such
as in a results listing on a web page that the user is able to
view via a browser on the user device 702. Information for
a particular item of interest can be viewed in a dedicated
page or window of the browser. It should be noted, however,
that embodiments of the present disclosure are not neces-
sarily limited to the context of web pages, but may be more
generally applicable to processing requests in general, where
the requests are not necessarily requests for content.
[0059] Each server typically will include an operating
system that provides executable program instructions for the
general administration and operation of that server and
typically will include a computer-readable storage medium
(e.g., a hard disk, random access memory, read only
memory, etc.) storing instructions that, when executed (i.e.,
as a result of being executed) by a processor of the server,
allow the server to perform its intended functions.

[0060] The environment, in one embodiment, is a distrib-
uted and/or virtual computing environment utilizing several
computer systems and components that are interconnected
via communication links, using one or more computer
networks or direct connections. However, it will be appre-
ciated by those of ordinary skill in the art that such a system
could operate equally well in a system having fewer or a
greater number of components than are illustrated in FIG. 7.
Thus, the depiction of the system 700 in FIG. 7 should be
taken as being illustrative in nature and not limiting to the
scope of the disclosure.

[0061] The various embodiments further can be imple-
mented in a wide variety of operating environments, which
in some cases can include one or more user computers,
computing devices, or processing devices which can be used
to operate any of a number of applications. User or client
devices can include any of a number of computers, such as
desktop, laptop, or tablet computers running a standard
operating system, as well as cellular, wireless, and handheld
devices running mobile software and capable of supporting
a number of networking and messaging protocols. Such a
system also can include a number of workstations running
any of a variety of commercially available operating systems
and other known applications for purposes such as devel-
opment and database management. These devices also can
include other electronic devices, such as dummy terminals,
thin-clients, gaming systems, and other devices capable of
communicating via a network. These devices also can
include virtual devices such as virtual machines, hypervi-
sors, and other virtual devices capable of communicating via
a network.

[0062] Various embodiments of the present disclosure
utilize at least one network that would be familiar to those
skilled in the art for supporting communications using any
of a variety of commercially available protocols, such as
Transmission Control Protocol/Internet Protocol (“TCP/
IP”), User Datagram Protocol (“UDP”), protocols operating
in various layers of the Open System Interconnection
(“OSI”) model, File Transfer Protocol (“FTP”), Universal
Plug and Play (“UpnP”), Network File System (“NFS”),
Common Internet File System (“CIFS”), and AppleTalk.
The network can be, for example, a local area network, a
wide-area network, a virtual private network, the Internet, an



US 2019/0356495 Al

intranet, an extranet, a public switched telephone network,
an infrared network, a wireless network, a satellite network,
and any combination thereof. In some embodiments, con-
nection-oriented protocols may be used to communicate
between network endpoints. Connection-oriented protocols
(sometimes called connection-based protocols) are capable
of transmitting data in an ordered stream. Connection-
oriented protocols can be reliable or unreliable. For
example, the TCP protocol is a reliable connection-oriented
protocol. Asynchronous Transfer Mode (“ATM”) and Frame
Relay are unreliable connection-oriented protocols. Connec-
tion-oriented protocols are in contrast to packet-oriented
protocols such as UDP that transmit packets without a
guaranteed ordering.

[0063] In embodiments utilizing a web server, the web
server can run any of a variety of server or mid-tier appli-
cations, including Hypertext Transfer Protocol (“HTTP”)
servers, FTP servers, Common Gateway Interface (“CGI”)
servers, data servers, Java servers, Apache servers, and
business application servers. The server(s) also may be
capable of executing programs or scripts in response to
requests from user devices, such as by executing one or
more web applications that may be implemented as one or
more scripts or programs written in any programming lan-
guage, such as Java®, C, C#, or C++, or any scripting
language, such as Ruby, PHP, Perl, Python, or TCL, as well
as combinations thereof. The server(s) may also include
database servers, including without limitation those com-
mercially available from Oracle®, Microsoft®, Sybase®,
and IBM®, as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other server capable
of storing, retrieving, and accessing structured or unstruc-
tured data. Database servers may include table-based serv-
ers, document-based servers, unstructured servers, relational
servers, non-relational servers, or combinations of these
and/or other database servers.

[0064] The environment can include a variety of data-
stores and other memory and storage media as discussed
above. These can reside in a variety of locations, such as on
a storage medium local to (and/or resident in) one or more
of the computers or remote from any or all of the computers
across the network. In a particular set of embodiments, the
information may reside in a storage-area network (“SAN”)
familiar to those skilled in the art. Similarly, any necessary
files for performing the functions attributed to the comput-
ers, servers or other network devices may be stored locally
and/or remotely, as appropriate. Where a system includes
computerized devices, each such device can include hard-
ware elements that may be electrically coupled via a bus, the
elements including, for example, at least one central pro-
cessing unit (“CPU” or “processor”), at least one input
device (e.g., a mouse, keyboard, controller, touch screen, or
keypad), and at least one output device (e.g., a display
device, printer, or speaker). Such a system may also include
one or more storage devices, such as disk drives, optical
storage devices, and solid-state storage devices such as
random access memory (“RAM”) or read-only memory
(“ROM”), as well as removable media devices, memory
cards, flash cards, etc.

[0065] Such devices also can include a computer-readable
storage media reader, a communications device (e.g., a
modem, a network card (wireless or wired), an infrared
communication device, etc.), and working memory as
described above. The computer-readable storage media
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reader can be connected with, or configured to receive, a
computer-readable storage medium, representing remote,
local, fixed, and/or removable storage devices as well as
storage media for temporarily and/or more permanently
containing, storing, transmitting, and retrieving computer-
readable information. The system and various devices also
typically will include a number of software applications,
modules, services, or other elements located within at least
one working memory device, including an operating system
and application programs, such as a client application or web
browser. In addition, customized hardware might also be
used and/or particular elements might be implemented in
hardware, software (including portable software, such as
applets), or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

[0066] Storage media and computer readable media for
containing code, or portions of code, can include any
appropriate media known or used in the art, including
storage media and communication media, such as, but not
limited to, volatile and non-volatile, removable and non-
removable media implemented in any method or technology
for storage and/or transmission of information such as
computer readable instructions, data structures, program
modules, or other data, including RAM, ROM, Electrically
Erasable Programmable Read-Only Memory (“EEPROM”),
flash memory, or other memory technology, Compact Disc
Read-Only Memory (“CD-ROM”), digital versatile disk
(DVD), or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage, or other magnetic storage
devices or any other medium which can be used to store the
desired information and which can be accessed by the
system device. Based on the disclosure and teachings pro-
vided herein, a person of ordinary skill in the art will
appreciate other ways and/or methods to implement the
various embodiments.

[0067] The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive sense.
It will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

[0068] Other variations are within the spirit of the present
disclosure. Thus, while the disclosed techniques are suscep-
tible to various modifications and alternative constructions,
certain illustrated embodiments thereof are shown in the
drawings and have been described above in detail. It should
be understood, however, that there is no intention to limit the
invention to the specific form or forms disclosed, but on the
contrary, the intention is to cover all modifications, alterna-
tive constructions and equivalents falling within the spirit
and scope of the invention, as defined in the appended
claims.

[0069] The use of the terms “a” and “an” and “the” and
similar referents in the context of describing the disclosed
embodiments (especially in the context of the following
claims) are to be construed to cover both the singular and the
plural, unless otherwise indicated herein or clearly contra-
dicted by context. The terms “comprising,” “having,”
“including,” and “containing” are to be construed as open-
ended terms (i.e., meaning “including, but not limited to,”)
unless otherwise noted. The term “connected,” when
unmodified and referring to physical connections, is to be
construed as partly or wholly contained within, attached to
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or joined together, even if there is something intervening.
Recitation of ranges of values herein are merely intended to
serve as a shorthand method of referring individually to each
separate value falling within the range, unless otherwise
indicated herein and each separate value is incorporated into
the specification as if it were individually recited herein. The
use of the term “set” (e.g., “a set of items™) or “subset”
unless otherwise noted or contradicted by context, is to be
construed as a nonempty collection comprising one or more
members. Further, unless otherwise noted or contradicted by
context, the term “subset” of a corresponding set does not
necessarily denote a proper subset of the corresponding set,
but the subset and the corresponding set may be equal.

[0070] Conjunctive language, such as phrases of the form
“at least one of A, B, and C,” or “at least one of A, B and
C,” unless specifically stated otherwise or otherwise clearly
contradicted by context, is otherwise understood with the
context as used in general to present that an item, term, etc.,
may be either A or B or C, or any nonempty subset of the set
of A and B and C. For instance, in the illustrative example
of a set having three members, the conjunctive phrases “at
least one of A, B, and C” and “at least one of A, B and C”
refer to any of the following sets: {A}, {B}, {C}, {A, B},
{A, C}L {B, C}, {A, B, C}. Thus, such conjunctive language
is not generally intended to imply that certain embodiments
require at least one of A, at least one of B and at least one
of C each to be present.

[0071] Operations of processes described herein can be
performed in any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context. Pro-
cesses described herein (or variations and/or combinations
thereof) may be performed under the control of one or more
computer systems configured with executable instructions
and may be implemented as code (e.g., executable instruc-
tions, one or more computer programs Or one or more
applications) executing collectively on one or more proces-
sors, by hardware or combinations thereof. The code may be
stored on a computer-readable storage medium, for example,
in the form of a computer program comprising a plurality of
instructions executable by one or more processors. The
computer-readable storage medium may be non-transitory.
In some embodiments, the code is stored on set of one or
more non-transitory computer-readable storage media hav-
ing stored thereon executable instructions that, when
executed (i.e., as a result of being executed) by one or more
processors of a computer system, cause the computer system
to perform operations described herein. The set of non-
transitory computer-readable storage media may comprise
multiple non-transitory computer-readable storage media
and one or more of individual non-transitory storage media
of the multiple non-transitory computer-readable storage
media may lack all of the code while the multiple non-
transitory computer-readable storage media collectively
store all of the code.

[0072] Accordingly, in some examples, computer systems
are configured to implement one or more services that singly
or collectively perform operations of processes described
herein. Such computer systems may, for instance, be con-
figured with applicable hardware and/or software that enable
the performance of the operations. Further, computer sys-
tems that implement various embodiments of the present
disclosure may, in some examples, be single devices and, in
other examples, be distributed computer systems comprising
multiple devices that operate differently such that the dis-
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tributed computer system performs the operations described
herein and such that a single device may not perform all
operations.

[0073] The use of any and all examples, or exemplary
language (e.g., “such as”) provided herein, is intended
merely to better illuminate embodiments of the invention
and does not pose a limitation on the scope of the invention
unless otherwise claimed. No language in the specification
should be construed as indicating any non-claimed element
as essential to the practice of the invention.

[0074] Embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those embodiments
may become apparent to those of ordinary skill in the art
upon reading the foregoing description. The inventors
expect skilled artisans to employ such variations as appro-
priate and the inventors intend for embodiments of the
present disclosure to be practiced otherwise than as specifi-
cally described herein. Accordingly, the scope of the present
disclosure includes all modifications and equivalents of the
subject matter recited in the claims appended hereto as
permitted by applicable law. Moreover, any combination of
the above-described elements in all possible variations
thereof is encompassed by the scope of the present disclo-
sure unless otherwise indicated herein or otherwise clearly
contradicted by context.

[0075] All references, including publications, patent appli-
cations, and patents, cited herein are hereby incorporated by
reference to the same extent as if each reference were
individually and specifically indicated to be incorporated by
reference and were set forth in its entirety herein.

What is claimed is:

1. A computer-implemented method, comprising:

transmitting, to a server, a request;
obtaining, in response to the request, response data for the
request, a digital signature verifiable using a digital
certificate, and location information that indicates a
location from which the digital certificate is obtainable;

utilizing the location information to obtain, from the
location, the digital certificate;

evaluating the digital certificate to determine that the

digital certificate is valid;

utilizing the digital certificate to verify that the digital

signature obtained in response to the request is valid;
and

as a result of the digital certificate and the digital signature

being valid, accepting the response data obtained in
response to the request.

2. The computer-implemented method of claim 1,
wherein the response data, digital signature, and location
information are encoded in a JavaScript Object Notation
Web Signature token.

3. The computer-implemented method of claim 1,
wherein evaluating the digital certificate to determine that
the digital certificate is valid includes determining that a
subject of the digital certificate specifies an identifier cor-
responding to the server.

4. The computer-implemented method of claim 1,
wherein evaluating the digital certificate to determine that
the digital certificate is valid includes determining that the
digital certificate was issued by a certificate authority trusted
by a client.

5. The computer-implemented method of claim 1,
wherein evaluating the digital certificate to determine that
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the digital certificate is valid includes determining that a
subject of the digital certificate specifies an identifier cor-
responding to an entity associated with the server that
generated the digital signature on behalf of the server.

6. The computer-implemented method of claim 1,
wherein utilizing the digital certificate to verify that the
digital signature obtained in response to the request is valid
comprises:

obtaining, from the digital certificate, a public crypto-

graphic key corresponding to a cryptographic key pair;
utilizing the public cryptographic key to determine that
the digital signature was generated using a private
cryptographic key of the cryptographic key pair; and
as a result of determining that the digital signature was
generated using the private cryptographic key, validat-
ing the digital signature.

7. A system, comprising at least one computing device
that implements one or more services, wherein the one or
more services:

obtain, in response to transmission of a request to a server,

aresponse to the request, wherein the response includes
at least response data, a digital signature verifiable
using a digital certification, and location information
that indicates a location from which the digital certifi-
cate is obtainable;

obtain, using the location information, the digital certifi-

cate from the location;

evaluate the digital certificate to determine whether the

digital certificate is valid;

if the digital certificate is valid, use the digital certificate

to determine whether the digital signature obtained in
response to the request is valid; and

if the digital signature obtained in response to the request

is valid, accept the response data obtained in response
to the request.

8. The system of claim 7, wherein evaluating the digital
certificate to determine whether the digital certificate is valid
further comprises determining whether the digital certificate
is expired such that if the digital certificate is expired, the
response from the server is rejected.

9. The system of claim 7, wherein evaluating the digital
certificate to determine whether the digital certificate is valid
further comprises evaluating a subject of the digital certifi-
cate to determine whether the subject specified an identifier
corresponding to an entity associated with the server that
generated the digital signature on behalf of the server.

10. The system of claim 7, wherein the response is
encoded in a JavaScript Object Notation Web Signature
token.

11. The system of claim 7, wherein the location informa-
tion is a Uniform Resource Identifier corresponding to a
datastore in which the digital certificate is stored.

12. The system of claim 7, wherein using the digital
certificate to determine whether the digital signature
obtained in response to the request is valid further com-
prises:

obtaining, from the digital certificate, a public crypto-

graphic key corresponding to a cryptographic key pair;
and

using the public cryptographic key to determine whether

the digital signature was generated using a private
cryptographic key of the cryptographic key pair such
that if the digital signature was generated using the
private cryptographic key, the digital signature is valid.
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13. The system of claim 7, wherein:

the request specifies an algorithm to be utilized by the

server to generate the digital signature; and
the one or more services further evaluate the digital
signature to determine whether the digital signature
was generated using the algorithm such that if the
digital signature is generated using an alternative to the
algorithm, the response is rejected.
14. A non-transitory computer-readable storage medium
storing thereon executable instructions that, as a result of
being executed by one or more processors of a computer
system, cause the computer system to at least:
transmit, to a server, a request for data;
obtain, in response to the request, a response comprising
the data, a digital signature verifiable using a digital
certificate, and location information corresponding to a
location from which the digital certificate is obtainable;

use the location information to access the location to
obtain the digital certificate;

as a result of the digital certificate being valid, use the

digital certificate to verify that the digital signature is

valid; and

as a result of the digital signature being valid, accept the
response.

15. The non-transitory computer-readable storage

medium of claim 14, wherein the response is encoded in a
in a JavaScript Object Notation Web Signature token.

16. The non-transitory computer-readable storage
medium of claim 14, wherein the executable instructions
further cause the computer system to:

evaluate a subject field of the digital certificate to deter-

mine that the digital certificate specifies an identifier
corresponding to the server; and

as a result of the subject field of the digital certificate

specifying the identifier, determine that the digital
certificate is valid.

17. The non-transitory computer-readable storage
medium of claim 14, wherein the executable instructions
further cause the computer system to:

evaluate a subject field of the digital certificate to deter-

mine that the digital certificate specifies an identifier
corresponding to an entity associated with the server
and generated the digital signature on behalf of the
server; and

as a result of the subject field of the digital certificate

specifying the identifier, determine that the digital
certificate is valid.

18. The non-transitory computer-readable storage
medium of claim 14, wherein the executable instructions
further cause the computer system to:

at a time after obtaining the response, determine that the

digital certificate has become invalid;

obtain second location information corresponding to a

second location from which a second digital certificate

usable to verify the digital signature is obtainable; and
use the second location information to access the second

location to obtain the second digital certificate.

19. The non-transitory computer-readable storage
medium of claim 14, wherein the location information
comprises a Uniform Resource Identifier usable to request
the digital certificate.

20. The non-transitory computer-readable storage
medium of claim 14, wherein the instructions further cause
the computer system to:
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obtain, from a certificate authority that issued the digital
certificate, a certificate revocation list;

evaluate the certificate revocation list to determine
whether the digital certificate has been revoked; and

determine, as a result of the digital certificate being absent
from the certificate revocation list, that the digital
certificate is valid.

#* #* #* #* #*
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