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ASYNCHRONOUS OBJECT MANAGER IN A
NETWORK ROUTING ENVIRONMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 16/549,215 filed Aug. 23, 2019 titled “Asyn-
chronous Object Manager In A Network Routing Environ-
ment,” which claims priority to U.S. Provisional Patent
Application Ser. No. 62/722,003 filed Aug. 23, 2018 titled
“Database Systems Methods And Devices,” which are incor-
porated herein by reference in their entirety, including but
not limited to those portions that specifically appear here-
inafter, the incorporation by reference being made with the
following exception: In the event that any portion of the
above-referenced applications is inconsistent with this appli-
cation, this application supersedes the above-referenced
applications.

TECHNICAL FIELD

The disclosure relates to computing networks and par-
ticularly relates to resolving information recovery conflicts
in a network environment.

BACKGROUND

Network computing is a means for multiple computers or
nodes to work together and communicate with one another
over a network. There exist wide area networks (WAN) and
local area networks (LAN). Both wide and local area net-
works allow for interconnectivity between computers. Local
area networks are commonly used for smaller, more local-
ized networks that may be used in a home, business, school,
and so forth. Wide area networks cover larger areas such as
cities and can even allow computers in different nations to
connect. Local area networks are typically faster and more
secure than wide area networks, but wide area networks
enable widespread connectivity. Local area networks are
typically owned, controlled, and managed in-house by the
organization where they are deployed, while wide area
networks typically require two or more constituent local area
networks to be connection over the public Internet or by way
of a private connection established by a telecommunications
provider.

Local and wide area networks enable computers to be
connected to one another and transfer data and other infor-
mation. For both local and wide area networks, there must
be a means to determine a path by which data is passed from
one compute instance to another compute instance. This is
referred to as routing. Routing is the process of selecting a
path for traffic in a network or between or across multiple
networks. The routing process usually directs forwarding on
the basis of routing tables which maintain a record of the
routes to various network destinations. Routing tables may
be specified by an administrator, learned by observing
network traffic, or built with the assistance of routing
protocols.

Some network routing operations include transmitting
information objects that are generated by multiple different
producers. These objects may need to be transmitted in a
certain order so that a receiving application can properly
process the objects. However, when there are multiple
different producers, it can be challenging to transmit the
objects in the correct order. Specifically, in a distributed
network operating system (NOS), forwarding information
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2

objects are produced by different producers. The forwarding
objects tend to be dependent on one another and the pro-
gramming flow should consider these dependencies. The
objects should be harmonized and programmed in an orderly
fashion into the underlying data plane. One traditional
approach has been to have different producers synchronize
with one another and then push the objects down in the
correct sequence across the multiple producers. There are
numerous deficiencies with this approach. This approach
leads to tight state synchronization across processes and
tends to create a tightly coupled distributed NOS. The tight
synchronization can create numerous issues when the NOS
is distributed across different machines or when components
of'the NOS operates in a cloud-based network environment.

In light of the foregoing, disclosed herein are systems,
methods, and devices for improved network computing
operations and for an asynchronous object manager to
receive and reorder information objects in a network envi-
ronment.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive implementations of the
disclosure are described with reference to the following
figures, wherein like reference numerals refer to like parts
throughout the various views unless otherwise specified.
Advantages of the disclosure will become better understood
with regard to the following description and accompanying
drawings where:

FIG. 1 is a schematic diagram of a system of networked
devices communicating over the Internet;

FIG. 2 is a schematic diagram of an object hierarchy with
multiple dependencies that can be managed by an asynchro-
nous object manager;

FIG. 3 is a schematic diagram of an example order of
asynchronously receiving objects;

FIG. 4 is a schematic diagram of an example reordering
of objects received by an asynchronous object manager;

FIG. 5 is a schematic diagram of an example reordering
of a deletion sequence;

FIG. 6 is a schematic diagram of communications facili-
tated by a networking device;

FIG. 7 is a schematic diagram of an example networking
device including hardware and a software stack providing
instructions for hardware operations;

FIG. 8 is a schematic diagram of a system for offloading
controller logic for a device to a cloud network;

FIG. 9 is a schematic diagram of a system for offloading
controller logic for a device to a cloud network;

FIG. 10 is a schematic flow chart diagram of a method for
receiving and reordering objects to be transmitted over a
computer network;

FIG. 11 is a schematic flow chart diagram of a method for
improving operations of a networking device in a network
computing environment; and

FIG. 12 is a schematic diagram illustrating components of
an example computing device.

DETAILED DESCRIPTION

Disclosed herein are systems, methods, and devices for
improved information routing in a network computing envi-
ronment. An embodiment of the disclosure is an asynchro-
nous object manager configured to track the life cycle of
different control plan information. The asynchronous object
manager can be deployed in a network routing environment
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and may be included in a software stack for controlling
operations of a networking device such as a switch or router.

In a computer network environment, a networking device
such as a switch or router may be used to transmit infor-
mation from one destination to a final destination. In an
embodiment, a data package and a message may be gener-
ated at a first location such as computer within a person’s
home. The data package and the message could be generated
from the person interacting with a web browser and request-
ing information from or providing information to a remote
server accessible over the Internet. In an example, the data
package and the message could be information the person
input into a form accessible on a webpage connected to the
Internet. The data package and the message may need to be
transmitted to the remote server that may be geographically
located very far from the person’s computer. It is very likely
that there is no direct communication between the router at
the person’s home and the remote server. Therefore, the data
package and the message must travel by “hopping” to
different networking devices until reaching the final desti-
nation at the remote server. The router at the person’s home
must determine a route for transmitting the data package and
the message thru multiple different devices connected to the
Internet until the data package and the message reach the
final destination at the remote server.

The processes of determining a best bath from a first
location to a final destination and forwarding data packages
and messages to a next destination are significant functions
performed by a networking device such as a switch or router.
Disclosed herein are systems, methods, and devices for
improving the operations of a networking device. An
embodiment of the disclosure is encompassed in a software
stack that operates on the routing chip hardware of a switch
or router. One portion of the software stack is the asynchro-
nous object manager as discussed herein. The asynchronous
object manager enables numerous benefits in the network
routing environment. First, because of the operations per-
formed by the asynchronous object manager, producers of
messages no longer need to speak with one another and can
instead transmit messages to be organized by the asynchro-
nous object manager. Further, the asynchronous object man-
ager provides a means to express relationships and depen-
dencies between different objects. Further, a state machine
within the asynchronous object manager allows the asyn-
chronous object manager to wait for all required objects to
arrive before issuing an order to a different portion of the
software stack.

In an embodiment, the asynchronous object manager is
software that sits on top of and manages routing chip
hardware in a networking device such as a router or switch.
Notably, the asynchronous object manager may be used in a
router or switch without modification to the software lan-
guage. In an embodiment, the asynchronous object manager
in combination with other software stacks can be used to
convert a switch to a router and vice versa.

The asynchronous object manager collects information
from a computer network and digests the information in a
form that can be programmed by routing chip hardware. The
asynchronous object manager causes the package forward-
ing function to be performed by the routing chip hardware.
The asynchronous object manager is the lowest layer of the
software stack that operates on the networking device. The
asynchronous object manager is responsible for interacting
with the underlying routing chip hardware and for interact-
ing with application program interfaces (APIs).

The asynchronous object manager may work in conjunc-
tion with a data plan adaptation layer (DPAL). The DPAL
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may have multiple clients and may need to wait for different
pieces of information from different clients. The DPAL
cannot perform its functions unless the objects are arranged
in a specific order. In an embodiment, the primary task of the
asynchronous object manager is to reorder objects so the
objects can be processed by the DPAL. The asynchronous
object manager can be used outside the context of DPAL and
may be applied as VPN software for building layered
segments on top of a layer3 network, and others.

In an embodiment, the asynchronous object manager is a
state machine. The asynchronous object manager is
designed to build in certain states within the conditions of
predefined parameters. The asynchronous object manager
may be configured to rearrange messages that carry pro-
gramming information rather than managing information
packages. In an example, the asynchronous object manager
is configured to tell the underlying routing chip hardware
that, for example, interphase A needs to be transferred to
interphase B, and so forth.

In an embodiment, the asynchronous object manager
interacts with the DPAL and provide DPAL with a route for
transferring messages from a first location to a final desti-
nation. In an example, the DPAL may receive messages over
multiple communication channels. The DPAL can query the
asynchronous object manager and request a route for trans-
mitting a message. The asynchronous object manager cre-
ates the route, records the route, and provides the route to the
DPAL. The asynchronous object manager is unique in that
it expresses relationship between different objects. The state
machine built inside the asynchronous object manager
allows the asynchronous object manager to wait for all
objects to arrive before issues a route to the DPAL or
allowing changes to be made to any objects. The asynchro-
nous object manager eliminates the need for object produc-
ers to communicate with one another.

For purposes of furthering understanding of the disclo-
sure, some explanation will be provided for numerous
networking computing devices and protocols.

A BGP instance is a device for routing information in a
network. A BGP instance may take the form of a route
reflector appliance. The BGP instance may run on a switch,
router, or BGP speakers on a switch. At a high level, the
BGP instance sends all the paths it has learnt for a prefix to
the best path controller. The best path controller responds
with a set of best path from amongst those paths. The best
path controller is permitted to modify the next-hop and
attributes for any of the paths. Once the best paths are
received, the BGP instance updates the local Routing Infor-
mation Base (RIB) and advertises the best path out to its
neighbors.

A switch (may alternatively be referred to as a switching
hub, bridging hub, or MAC bridge) creates a network. Most
internal networks use switches to connect computers, print-
ers, phones, camera, lights, and servers in a building or
campus. A switch serves as a controller that enables net-
worked devices to talk to each other efficiently. Switches
connect devices on a computer network by using packet
switching to receive, process, and forward data to the
destination device. A network switch is a multiport network
bridge that uses hardware addresses to process and forward
data at a data link layer (layer 2) of the Open Systems
Interconnection (OSI) model. Some switches can also pro-
cess data at the network layer (layer 3) by additionally
incorporating routing functionality. Such switches are com-
monly known as layer-3 switches or multilayer switches.

A router connects networks. Switches and routers perform
similar functions, but each has its own distinct function to
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perform on a network. A router is a networking device that
forwards data packets between computer networks. Routers
perform the traffic directing functions on the Internet. Data
sent through the Internet, such as a web page, email, or other
form of information, is sent in the form of a data packet. A
packet is typically forwarded from one router to another
router through the networks that constitute an internetwork
(e.g., the Internet) until the packet reaches its destination
node. Routers are connected to two or more data lines from
different networks. When a data packet comes in on one of
the lines, the router reads the network address information in
the packet to determine the ultimate destination. Then, using
information in the router’s routing table or routing policy,
the router directs the packet to the next network on its
journey. A BGP speaker is a router enabled with the Border
Gateway Protocol (BGP).

A routing table or routing information base (RIB) is a data
table stored in a router or a networked computer that lists the
routes to particular network destinations. In some cases, a
routing table includes metrics for the routes such as distance,
weight, and so forth. The routing table includes information
about the topology of the network immediately around the
router on which it is stored. The construction of routing
tables is the primary goal of routing protocols. Static routes
are entries made in a routing table by non-automatic means
and which are fixed rather than being the result of some
network topology discovery procedure. A routing table may
include at least three information fields, including a field for
network ID, metric, and next hop. The network ID is the
destination subnet. The metric is the routing metric of the
path through which the packet is to be sent. The route will
go in the direction of the gateway with the lowest metric.
The next hop is the address of the next station to which the
packet is to be sent on the way to its final destination. The
routing table may further include quality of service associate
with the route, links to filtering criteria lists associated with
the route, interface for an Ethernet card, and so forth.

For purposes of illustrating the concept of a routing table,
the routing table may be analogized to using a map for
delivering a package. A routing table is similar to the use of
a map for delivering a package to its final destination. When
a node needs to send data to another node on a network, the
node must first know where to send the data. If the node
cannot directly connect to the destination node, the node
must send the data to other nodes along a proper route to the
destination node. Most nodes do not try to figure out which
routes might work. Instead, a node will send an IP packet to
a gateway in the LAN, which then decides how to route the
data to the correct destination. Each gateway will need to
keep track of which way to deliver various packages of data,
and for this it uses a routing table. A routing table is a
database that keeps track of paths, like a map, and uses these
paths to determine which way to forward traffic. Gateways
can also share the contents of their routing table with other
nodes requesting the information.

For hop-by-hop routing, each routing table lists, for all
reachable destinations, the address of the next device along
the path to that destination, i.e. the next hop. Assuming the
routing tables are consistent, the algorithm of relaying
packets to their destination’s next hop thus suffices to deliver
data anywhere in a network. Hop-by-hop is a characteristic
of an IP Internetwork Layer and the Open Systems Inter-
connection (OSI) model.

The Open Systems Interconnection (OSI) model is a
conceptual model that characterizes and standardizes the
communication functions of a computing system without
regard to its underlying internal structure and technology.
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The goal of the OSI model is the interoperability of diverse
communication systems with standard communication pro-
tocols. The OSI model partitions a communication system
into abstraction layers. A layer serves the layer above it and
is served by the layer below. For example, a layer that
provides error-free communications across a network pro-
vides the path needed by applications above it, while it calls
the next lower layer to send and receive packets that
constitute the contents of that path. Two instances at the
same layer are visualized as connected by a horizontal
connection in that layer. Communication protocols enable an
entity in one host to interact with a corresponding entity at
the same layer in another host. Service definitions, like the
OSI model, abstractly describe the functionality provided to
an (N)-layer by an (N-1)-layer, wherein N is one of the
layers of protocols operating in the local host.

Route control is a type of network management that aims
to improve Internet connectivity and reduce bandwidth cost
and overall internetwork operations. Some route control
services include a suite of hardware-based and software-
based products and services that work together to improve
overall Internet performance and finetune the use of avail-
able Internet bandwidth at minimal cost. Route control can
be successful in scenarios where a network or autonomous
system is sourcing Internet bandwidth from multiple pro-
viders. Route control can aid in the selection of the most
optimal path for data transmission.

Some network communication systems are large, enter-
prise-level networks with thousands of processing nodes.
The thousands of processing nodes share bandwidth from
multiple Internet Service Providers (ISPs) and can process
significant Internet traffic. Such systems can be extremely
complex and must be properly configured to result in
acceptable Internet performance. If the systems are not
properly configured for optimal data transmission, the speed
of Internet access can decrease, and the system can experi-
ence high bandwidth consumption and traffic. To counteract
this problem, a set of services may be implemented to
remove or reduce these concerns. This set of services may be
referred to as routing control.

An embodiment of a routing control mechanism is com-
posed of hardware and software. The routing control mecha-
nism monitors all outgoing traffic through its connection
with an Internet Service Provider (ISP). The routing control
mechanism aids in selecting the best path for efficient
transmission of data. The routing control mechanism may
calculate the performance and efficiency of all ISPs and
select only those ISPs that have performed optimally in
applicable areas. Route control devices can be configured
according to defined parameters pertaining to cost, perfor-
mance, and bandwidth.

A known algorithm for determining the best path for the
transmission of data is referred to as the Border Gateway
Protocol (BGP). BGP is a path-vector protocol that provides
routing information for autonomous systems on the Internet.
When BGP is configured incorrectly, it can cause sever
availability and security issues. Further, modified BGP route
information can permit attackers to redirect large blocks of
traffic so the traffic travels to certain routers before reaching
its intended destination. The BGP best path algorithm can be
implemented to determine the best path to install in an
Internet Protocol (IP) routing table for traffic forwarding.
BGP routers may be configured to receive multiple paths to
the same destination.

The BGP best path algorithm assigns a first valid path as
the current best path. The BGP best path algorithm compares
the best path with the next path in the list until the BGP
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reaches the end of the list of valid paths. The list provides the
rules that are used to determine the best path. For example,
the list may include an indication that the path with the
highest weight is preferred, the path without a local prefer-
ence is preferred, the path that was locally originated by way
of a network or aggregate BGP is preferred, a shortest path
is preferred, a path with the lowest multi-exit discriminator
is preferred, and so forth. The BGP best path selection
process can be customized.

In the context of BGP routing, each routing domain is
known as an autonomous system (AS). BGP assists in
selecting a path through the Internet to connect two routing
domains. BGP typically selects a route that traverses the
least number of autonomous systems, referred to as the
shortest AS path. In an embodiment, once BGP is enabled,
arouter will pull a list of Internet routes from BGP neighbors
which may be ISPs. BGP will then scrutinize the list to find
routes with the shortest AS paths. These routes may be
entered in the router’s routing table. Generally, a router will
choose the shortest path to an AS. BGP uses path attributes
to determine how to route traffic to specific networks.

For the purposes of promoting an understanding of the
principles in accordance with the disclosure, reference will
now be made to the embodiments illustrated in the drawings
and specific language will be used to describe the same. It
will nevertheless be understood that no limitation of the
scope of the disclosure is thereby intended. Any alterations
and further modifications of the inventive features illustrated
herein, and any additional applications of the principles of
the disclosure as illustrated herein, which would normally
occur to one skilled in the relevant art and having possession
of this disclosure, are to be considered within the scope of
the disclosure claimed.

Before the structure, systems and methods for tracking the
life cycle of objects in a network computing environment are
disclosed and described, it is to be understood that this
disclosure is not limited to the particular structures, con-
figurations, process steps, and materials disclosed herein as
such structures, configurations, process steps, and materials
may vary somewhat. It is also to be understood that the
terminology employed herein is used for the purpose of
describing particular embodiments only and is not intended
to be limiting since the scope of the disclosure will be
limited only by the appended claims and equivalents thereof.

In describing and claiming the subject matter of the
disclosure, the following terminology will be used in accor-
dance with the definitions set out below.

It must be noted that, as used in this specification and the
appended claims, the singular forms “a,” “an,” and “the”
include plural referents unless the context clearly dictates
otherwise.

As used herein, the terms “comprising,” “including,”
“containing,” “characterized by,” and grammatical equiva-
lents thereof are inclusive or open-ended terms that do not
exclude additional, unrecited elements or method steps.

As used herein, the phrase “consisting of” and grammati-
cal equivalents thereof exclude any element or step not
specified in the claim.

As used herein, the phrase “consisting essentially of” and
grammatical equivalents thereof limit the scope of a claim to
the specified materials or steps and those that do not mate-
rially affect the basic and novel characteristic or character-
istics of the claimed disclosure.

Referring now to the figures, FIG. 1 illustrates a sche-
matic diagram of a system 100 for connecting devices to the
Internet. The system 100 includes multiple local area net-
work 160 connected by a switch 106. Each of the multiple
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local area networks 160 can be connected to each other over
the public Internet by way of a router 162. In the example
system 100 illustrated in FIG. 1, there are two local area
networks 160. However, it should be appreciated that there
may be many local area networks 160 connected to one
another over the public Internet. Each local area network
160 includes multiple computing devices 108 connected to
each other by way of a switch 106. The multiple computing
devices 108 may include, for example, desktop computers,
laptops, printers, servers, and so forth. The local area net-
work 160 can communicate with other networks over the
public Internet by way of a router 162. The router 162
connects multiple networks to each other. The router 162 is
connected to an internet service provider 102. The internet
service provider 102 is connected to one or more network
service providers 104. The network service providers 104
are in communication with other local network service
providers 104 as shown in FIG. 1.

The switch 106 connects devices in the local area network
160 by using packet switching to receive, process, and
forward data to a destination device. The switch 106 can be
configured to, for example, receive data from a computer
that is destined for a printer. The switch 106 can receive the
data, process the data, and send the data to the printer. The
switch 106 may be a layer-1 switch, a layer-2 switch, a
layer-3 switch, a layer-4 switch, a layer-7 switch, and so
forth. A layer-1 network device transfers data but does not
manage any of the traffic coming through it. An example of
a layer-1 network device is an Ethernet hub. A layer-2
network device is a multiport device that uses hardware
addresses to process and forward data at the data link layer
(layer 2). A layer-3 switch can perform some or all of the
functions normally performed by a router. However, some
network switches are limited to supporting a single type of
physical network, typically Ethernet, whereas a router may
support different kinds of physical networks on different
ports.

The router 162 is a networking device that forwards data
packets between computer networks. In the example system
100 shown in FIG. 1, the routers 162 are forwarding data
packets between local area networks 160. However, the
router 162 is not necessarily applied to forwarding data
packets between local area networks 160 and may be used
for forwarding data packets between wide area networks and
so forth. The router 162 performs traffic direction functions
on the Internet. The router 162 may have interfaces for
different types of physical layer connections, such as copper
cables, fiber optic, or wireless transmission. The router 162
can support different network layer transmission standards.
Each network interface is used to enable data packets to be
forwarded from one transmission system to another. Routers
162 may also be used to connect two or more logical groups
of computer devices known as subnets, each with a different
network prefix. The router 162 can provide connectivity
within an enterprise, between enterprises and the Internet, or
between internet service providers’ networks as shown in
FIG. 1. Some routers 162 are configured to interconnecting
various internet service providers or may be used in large
enterprise networks. Smaller routers 162 typically provide
connectivity for home and office networks to the Internet.
The router 162 shown in FIG. 1 may represent any suitable
router for network transmissions such as an edge router,
subscriber edge router, inter-provider border router, core
router, internet backbone, port forwarding, voice/data/fax/
video processing routers, and so forth.

The internet service provider (ISP) 102 is an organization
that provides services for accessing, using, or participating
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in the Internet. The ISP 102 may be organized in various
forms, such as commercial, community-owned, non-profit,
or privately owned. Internet services typically provided by
ISPs 102 include Internet access, Internet transit, domain
name registration, web hosting, Usenet service, and coloca-
tion. The ISPs 102 shown in FIG. 1 may represent any
suitable ISPs such as hosting ISPs, transit ISPs, virtual ISPs,
free ISPs, wireless ISPs, and so forth.

The network service provider (NSP) 104 is an organiza-
tion that provides bandwidth or network access by providing
direct Internet backbone access to Internet service providers.
Network service providers may provide access to network
access points (NAPs). Network service providers 104 are
sometimes referred to as backbone providers or Internet
providers. Network service providers 104 may include tele-
communication companies, data carriers, wireless commu-
nication providers, Internet service providers, and cable
television operators offering high-speed Internet access.
Network service providers 104 can also include information
technology companies.

It should be appreciated that the system 100 illustrated in
FIG. 1 is exemplary only and that many different configu-
rations and systems may be created for transmitting data
between networks and computing devices. Because there is
a great deal of customizability in network formation, there
is a desire to create greater customizability in determining
the best path for transmitting data between computers or
between networks. In light of the foregoing, disclosed herein
are systems, methods, and devices for offloading best path
computations to an external device to enable greater cus-
tomizability in determining a best path algorithm that is well
suited to a certain grouping of computers or a certain
enterprise.

FIG. 2 is a schematic diagram of an object structure 200
including three types of objects A, B, and C in an environ-
ment managed by an asynchronous object manager as dis-
cussed herein. The object instances of type A, B, and C are
identified by keys. The object type A is represented by key
Al. The objects type B are represented by the keys B1 and
B2. The objects type C are represented by the keys C1 and
C2. The arrows represent dependencies between objects.
The object type A with key Al is dependent on both objects
type B with keys B1 and B2. The object type B with key B1
depends on the object type C with key C1. The object type
B with key B2 depends on the object type C with key C2.

In an example implementation, it is assumed that objects
type A and B are produced by one producer and objects type
C are produced by another producer. The information in
these objects can be programmed in the data plan in order of
C, then B, then A. However, because the producers push
these objects asynchronously, the objects might arrive out of
order.

The asynchronous object manager as discussed herein can
be used to solve the ordering requirement illustrated in the
above example implementation. In an embodiment, all
objects are added to the asynchronous object manager in
whichever order the objects are received. The asynchronous
object manager detects whether the dependencies of a given
object are resolved. In response to determining the depen-
dencies are resolved, the asynchronous object manager calls
back an application provided callback and passes the object
and its application state for further action.

In the example implementation, the actual arrival
sequence of the objects is B(B1), A(A1), B(B2), C(C1), and
C(C2). This is illustrated in FIG. 3. The asynchronous object
manager reorders this sequence and initiates a callback on
the application in a suitable order. The ordering of the
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10
objects may differ for different implementations. An
example ordering of the objects is: C(C1), C(C2), B(B1),
B(B2), A(A1l). This is illustrated in FIG. 4. Likewise, a
deletion sequence from the producers may look like: C(C1),
C(C2), B(B1), B(B2), A(Al). The asynchronous object
manager would reorder the deletion sequence to be: A(Al),
B(B1), B(B2), C(C1), C(C2). This is illustrated in FIG. 5.

The dependencies may be defined according to a unique
key that identifies the object in the system space of the
asynchronous object manager. The dependency may indicate
the key of the parent object that the child object adopts. For
example, a route object may have a field called “nexthopID”
and the nexthopID is the key of the NextHop object. When
a router object is added to the asynchronous object manager,
a separate dependency list includes the nexthopID. This in
turn uniquely identifies the NextHop object it depends upon.

FIG. 6 is a schematic diagram of communications facili-
tated by a BGP instance 610. In an embodiment, there is a
datastore 602 local to the BGP instance that stores pertinent
information for the system. The datastore 602 may be a
database storing best path information for one or more
routers or switches. The datastore 602 may further store
system state information such as CPU utilization, tempera-
ture, fan speed, and state information for peripherals such as
LEDs or other devices. The datastore 602 may store a variety
of information that may be useful to a monitoring agent. The
information in the datastore 602 can be streamed out to
another controller or device that could want such informa-
tion. The datastore 602 may include a database index and
may include multiple hosts. Each of the multiple hosts may
include a processor and cache memory. In the example
embodiment shown in FIG. 6, the datastore 602 includes a
database host 1, a database host 2, a database host 3, and so
on thru database host n.

The datastore 602 is in communication with a producer
604, a producer consumer 606, and a consumer 608. The
producer 604 is a process that produces information is
consumed by a consumer 606. The forwarding information
base (FIB) (see 710) produces routes and next hops. The
next hop produced by the FIB has a dependency on the
interface produced by an interface manager.

FIG. 7 is a schematic diagram of a networking device 702.
The networking device 702 may be a switch 106 or a router
112. The networking device 702 includes one or more of
hardware 704, an asynchronous object manager 706, a data
plan adaptation layer (DPAL) 708, a forwarding information
base (FIB) 710, a routing information base (RIB) 712, a
configuration agent, and a Border Gateway Protocol (BGP)
716. It should be appreciated the networking device 702 may
have additional components that are not illustrated herein.

The software portions of the networking device 702 may
be included in the software stack 414 shown in FIG. 4. This
software stack 414 works in conjunction with hardware to
perform operations of networking device 702 such as a
switch or router. In an embodiment, the software portions of
the networking device 702 are not located locally within the
BGP instance but are instead offloaded to cloud storage. The
software stack 414 may be offloaded to cloud storage and
copied locally on networking device 702 device.

In an embodiment, the asynchronous object manager 706
provides one or more application program interfaces (APIs)
to track the life cycle of different control plane information
(represented as objects in, for example, FIGS. 2-5). The
asynchronous object manager 706 further tracks dependen-
cies between objects. The asynchronous object manager 706
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is located in the lowest layer to help sequence and order
information asynchronously flowing down from different
producers.

In an embodiment, the asynchronous object manager 706
implements a state machine for reordering objects. In an
embodiment, if objects from different producers do not
arrive in the required order, the state machine holds back the
creation or updates of the dependent objects until the parent
objects are created. Likewise, the state machine holds back
deletion of an object until its dependents have been updated
or deleted. The asynchronous object manager 706 organizes
the objects using a data structure resembling the graph and
can recursively ripple the effect of creating, updating, and/or
deleting an object up or down the dependency graph. See
FIGS. 2-5.

The asynchronous object manager 706 includes a frame-
work comprising declarative language. The declarative lan-
guage expresses the dependencies between different kinds of
objects. The declarative language can be used to define the
schemas for different object types. Further, the declarative
language can be used along with attributes that make up the
object’s key and other attributes to identify the object’s
dependencies. In an embodiment, after the schemas are
defined, a code generator can be run to generate code for the
different objects. The generated code covers on or more of
programming language constructs to represent the objects,
APIs to add or delete an object, auto generation of code to
extract keys and dependent keys, or object state observation
APIs.

Further in an embodiment, the framework of the asyn-
chronous object manager 706 enables a multiple threaded
architecture at the lowest layer by allowing multiple threads
to program the data plane. The work distribution can be done
in numerous different methods. One method includes caus-
ing each thread to manage care of data plane programming
for one or more data plane devices (commonly ASIC chips).
This method is straightforward because work from produc-
ers are evenly distributed across one or more worker threads.
Further, each worker thread has an instance of the asynchro-
nous object manager 706 framework to hold information
from the producers and to program the assigned devices.

Another method includes causing each thread to perform
programming for a selected set of data plane tables on the
same device. This method is more involved and requires
mapping the worker threads to one or more feature objects.
A distributor thread may be responsible for distributing the
feature objects to the respective worker thread. Here, rela-
tionship between the objects may span across threads. The
asynchronous object manager 706 may require extended
capabilities to keep track of object dependencies across
threads. Synchronization is achieved by message passing
between threads. The asynchronous object manager 706
may ensure that an object is deleted only once and there are
no objects in the other threads that depend on that object.

The forwarding information base (FIB) 710 may alterna-
tively be referred to as a forwarding table. The FIB is
configured to identify the proper output network interface to
which an input interface should forward an object. The FIB
is a dynamic table that maps media access control (MAC)
addresses to ports.

The routing information base (RIB) 712 may alternatively
be referred to as a routing table. The RIB is a data table
stored in the networking device 702 that lists the routes to
particular network destinations, and in some cases, metrics
(distances) associated with the routes. The RIB 712 includes
information about the topology of the network surrounding
the networking device 702. The construction of routing

10

15

20

25

30

35

40

45

50

55

60

65

12

tables is the primary goals of routing protocols such as the
Border Gateway Protocol (BGP) 716.

FIG. 8 is a schematic diagram of system 800 for com-
munication between a node 804 of a device 810 and con-
troller logic 812 stored in a cloud network 828. The con-
troller logic 812 may include logic for operations of the
asynchronous object manager. The device 810 may be a
switch 106 or a router 162 as discussed herein. The node 804
includes a configuration agent 806 and a monitoring/telem-
etry agent 808. The device 810 includes a datastore 802. The
datastore 802 may be stored locally with the node 804, may
be stored in the device 810 and made accessible to multiple
nodes, may be offloaded to cloud storage, or may be stored
externally and made accessible to multiple devices 802. The
configuration agent 806 receives instructions in the form of
controller logic 812. The controller logic 812 is stored in
cloud-based storage on a cloud network and is made acces-
sible to the device 810 over a network. The configuration
agent 806 provides instructions to the monitoring/telemetry
agent 808. The monitoring/telemetry agent 808 receives
information from the datastore 802. The datastore 802 may
include information for multiple applications such as appli-
cation 1, application 2, and up thru application N as shown.

FIG. 9 is a schematic diagram of an architecture 900 of a
multiple node datastore. The example architecture 900
includes two nodes shown as discrete blocks Nodel and
NodeN. It should be appreciated there may be any number
of nodes suitable to different embodiments and implemen-
tations of the disclosure. Nodel includes a duplicator agent
910 in communication with the internal fabric 926 that
provides communication with the replicator agent 904 of
NodeN. The configuration agent 906 of Nodel is in com-
munication with the cloud 928 network which includes the
controller logic 912 for the datastore 902. Each of the nodes
includes a copy of the datastore 902. The information in the
datastore 902 may be accessed and used by multiple appli-
cations such as applicationl, application2, and up thru
applicationN. The monitoring and telemetry agent 908 of
NodeN is in communication with the datastore 902 and the
cloud 928 network. The configuration agent 906 of Nodel
can be in communication with the monitoring and telemetry
agent 908 of NodeN by way of the cloud 928 network.

FIG. 10 is a schematic block diagram of a method 1000
for asynchronously receiving and reordering data to be
transmitted with a networking device. The method 1000 can
be performed by an asynchronous object manager 706 as
discussed herein or any suitable computing device.

The method 1000 begins and a computing device asyn-
chronously receives at 1002 a plurality of objects from one
or more producers. The objects may include, for example,
routes, next hops, equal-cost multipath groups, interfaces,
ACL, ACEs, QoS classes, sub-interfaces, virtual local area
networks, and so forth. The method 1000 continues and a
computing device identifies at 1004 one or more dependen-
cies between two or more of the plurality of objects. The
method 1000 continues and a computing device reorders at
1006 the plurality of objects according to the one or more
dependencies. The method 1000 continues and a computing
device determines at 1008 whether the one or more depen-
dences is resolved. The method 1000 includes, in response
to determining the one or more dependencies is resolved,
calling back at 1010 an application and providing one or
more of the plurality of objects to the application.

FIG. 11 is a schematic block diagram of a method 1100 for
improving operations of a networking device. The method
1000 can be performed by an asynchronous object manager
706 as discussed herein or any suitable computing device.
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The method 1100 begins and a computing devices stores
at 1102 a state for a plurality of routes known to a network-
ing device. The method 1100 includes receiving at 1104 an
indication that a first route is offline. The method 1100
continues and a computing device identifies at 1106 a first
interphase link associated with the first route. The method
1100 continues and a computing device identifies at 1108 a
replacement interphase link to be associated with the first
route. This identification may be performed by performing
the Border Gateway Protocol (BGP) algorithm for deter-
mining a best path between two locations. The method 1100
continues and a computing device provides at 1110 an
indication to routing chip hardware of the networking device
that the first route should be processed with the replacement
interphase link rather than the first interphase link.

Referring now to FIG. 12, a block diagram of an example
computing device 1200 is illustrated. Computing device
1200 may be used to perform various procedures, such as
those discussed herein. In one embodiment, the computing
device 1200 can function to perform the functions of the
asynchronous object manager and can execute one or more
application programs. Computing device 1200 can be any of
a wide variety of computing devices, such as a desktop
computer, in-dash computer, vehicle control system, a note-
book computer, a server computer, a handheld computer,
tablet computer and the like.

Computing device 1200 includes one or more
processor(s) 1202, one or more memory device(s) 1204, one
or more interface(s) 1206, one or more mass storage
device(s) 1208, one or more Input/output (I/O) device(s)
1202, and a display device 1230 all of which are coupled to
a bus 1212. Processor(s) 1202 include one or more proces-
sors or controllers that execute instructions stored in
memory device(s) 1204 and/or mass storage device(s) 1208.
Processor(s) 1202 may also include various types of com-
puter-readable media, such as cache memory.

Memory device(s) 1204 include various computer-read-
able media, such as volatile memory (e.g., random access
memory (RAM) 1214) and/or nonvolatile memory (e.g.,
read-only memory (ROM) 1216). Memory device(s) 1204
may also include rewritable ROM, such as Flash memory.

Mass storage device(s) 1208 include various computer
readable media, such as magnetic tapes, magnetic disks,
optical disks, solid-state memory (e.g., Flash memory), and
so forth. As shown in FIG. 12, a particular mass storage
device is a hard disk drive 1224. Various drives may also be
included in mass storage device(s) 1208 to enable reading
from and/or writing to the various computer readable media.
Mass storage device(s) 1208 include removable media 1226
and/or non-removable media.

Input/output (1/O) device(s) 1202 include various devices
that allow data and/or other information to be input to or
retrieved from computing device 1200. Example /O
device(s) 1202 include cursor control devices, keyboards,
keypads, microphones, monitors or other display devices,
speakers, printers, network interface cards, modems, and the
like.

Display device 1230 includes any type of device capable
of displaying information to one or more users of computing
device 1200. Examples of display device 1230 include a
monitor, display terminal, video projection device, and the
like.

Interface(s) 1206 include various interfaces that allow
computing device 1200 to interact with other systems,
devices, or computing environments. Example interface(s)
1206 may include any number of different network inter-
faces 1220, such as interfaces to local area networks
(LANs), wide area networks (WANSs), wireless networks,
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and the Internet. Other interface(s) include user interface
1218 and peripheral device interface 1222. The interface(s)
1206 may also include one or more user interface elements
1218. The interface(s) 1206 may also include one or more
peripheral interfaces such as interfaces for printers, pointing
devices (mice, track pad, or any suitable user interface now
known to those of ordinary skill in the field, or later
discovered), keyboards, and the like.

Bus 1212 allows processor(s) 1202, memory device(s)
1204, interface(s) 1206, mass storage device(s) 1208, and
1/0 device(s) 1202 to communicate with one another, as well
as other devices or components coupled to bus 1212. Bus
1212 represents one or more of several types of bus struc-
tures, such as a system bus, PCI bus, IEEE bus, USB bus,
and so forth.

For purposes of illustration, programs and other execut-
able program components are shown herein as discrete
blocks, although it is understood that such programs and
components may reside at various times in different storage
components of computing device 1200 and are executed by
processor(s) 1202. Alternatively, the systems and procedures
described herein can be implemented in hardware, or a
combination of hardware, software, and/or firmware. For
example, one or more application specific integrated circuits
(ASICs) can be programmed to carry out one or more of the
systems and procedures described herein.

The foregoing description has been presented for the
purposes of illustration and description. It is not intended to
be exhaustive or to limit the disclosure to the precise form
disclosed. Many modifications and variations are possible in
light of the above teaching. Further, it should be noted that
any or all of the aforementioned alternate implementations
may be used in any combination desired to form additional
hybrid implementations of the disclosure.

Further, although specific implementations of the disclo-
sure have been described and illustrated, the disclosure is not
to be limited to the specific forms or arrangements of parts
so described and illustrated. The scope of the disclosure is to
be defined by the claims appended hereto, if any, any future
claims submitted here and in different applications, and their
equivalents.

EXAMPLES

The following examples pertain to further embodiments.

Example 1 is a system. The system includes routing chip
hardware and an asynchronous object manager in commu-
nication with the routing chip hardware. The asynchronous
object manager is configurable to execute instructions stored
in non-transitory computer readable storage media. The
instructions include asynchronously receiving a plurality of
objects from one or more producers. The instructions
include identifying one or more dependencies between two
or more of the plurality of objects. The instructions include
reordering the plurality of objects according to the one or
more dependencies. The instructions include determining
whether the one or more dependencies is resolve. The
instructions include, in response to determining the one or
more dependencies is resolved, calling back an application
and providing one or more of the plurality of objects to the
application.

Example 2 is a system as in Example 1, wherein the
asynchronous object matter comprises a state machine.

Example 3 is a system as in any of Examples 1-2, wherein
the asynchronous object matter is the bottom most layer of
a software stack for managing operations of a networking
device.
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Example 4 is a system as in any of Examples 1-3, wherein
the one or more producers comprise one or more of an
application, a process, a thread, or a function.

Example 5 is a system as in any of Examples 1-4, wherein
the instructions further comprise providing a message to the
routing chip hardware indicating that a first route needs to be
processed through a first interphase link.

Example 6 is a system as in any of Examples 1-5, further
comprising a Data Plan Adaptation Layer (DPAL) in com-
munication with the asynchronous object manager and the
routing chip hardware, and wherein the instructions for the
asynchronous object manager further comprise: receiving a
message from the DPAL to create a route for a message to
be transmitted from a first location to a final destination;
creating the route for the message; and providing the route
to the DPAL.

Example 7 is a system as in any of Examples 1-6, wherein
the instructions further comprise: storing a state for a
plurality of routes known to the asynchronous object man-
ager; receiving an indication that a first route is offline;
identifying a first interphase link associated with the first
route; identifying a replacement interphase link to be asso-
ciated with the first route; and providing an indication to the
routing chip hardware that the first route should be pro-
cessed with the replacement interphase link rather than the
first interphase link.

Example 8 is a system as in any of Examples 1-7, wherein
the asynchronous object manager provides a means for a
first producer to provide a message to the asynchronous
object manager in lieu of providing a message directly to a
second producer of a next hop.

Example 9 is a system as in any of Examples 1-8, wherein
the asynchronous object manager is compatible for operat-
ing on a switch or a router.

Example 10 is a system as in any of Examples 1-9,
wherein the instructions further comprise: receiving a dele-
tion sequence for the plurality of objects from the one or
more producers; and reordering the deletion sequence
according to the one or more dependencies.

Example 11 is one or more processors configurable to
execute instructions stored in non-transitory computer read-
able storage media. The instructions include asynchronously
receiving a plurality of objects from one or more producers.
The instructions include identifying one or more dependen-
cies between two or more of the plurality of objects. The
instructions include reordering the plurality of objects
according to the one or more dependencies. The instructions
include determining whether the one or more dependencies
is resolved. The instructions include, in response to deter-
mining the one or more dependencies is resolved, calling
back an application and providing one or more of the
plurality of objects to the application.

Example 12 is one or more processors as in Example 11,
wherein the instructions further comprise providing a mes-
sage to the routing chip hardware indicating that a first route
needs to be processed through a first interphase link.

Example 13 is one or more processors as in any of
Examples 11-12, wherein the instructions further comprise:
storing a state for a plurality of routes known to the
asynchronous object manager; receiving an indication that a
first route is offline; identifying a first interphase link asso-
ciated with the first route; identifying a replacement inter-
phase link to be associated with the first route; and providing
an indication to the routing chip hardware that the first route
should be processed with the replacement interphase link
rather than the first interphase link.
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Example 14 is one or more processors as in any of
Examples 11-13, wherein the instructions further comprise
providing a means for a first producer to provide a message
to the asynchronous object manager in lieu of providing a
message directly to a second producer of a next hop.

Example 15 is one or more processors as in any of
Examples 11-14, wherein the instructions for the one or
more processors are compatible for operating on a switch or
a router.

Example 16 is a method. The method includes asynchro-
nously receiving a plurality of objects from one or more
producers. The method includes identifying one or more
dependencies between two or more of the plurality of
objects. The method includes reordering the plurality of
objects according to the one or more dependencies. The
method includes determining whether the one or more
dependencies is resolved. The method includes, in response
to determining the one or more dependencies is resolved,
calling back an application and providing one or more of the
plurality of objects to the application.

Example 17 is a method as in Example 16, further
comprising providing a message to the routing chip hard-
ware indicating that a first route needs to be processed
through a first interphase link.

Example 18 is a method as in any of Examples 16-17,
wherein the asynchronous object matter comprises a state
machine and is located at the bottom most layer of a
software stack for managing operations of a networking
device.

Example 19 is a method as in any of Examples 16-18,
further comprising: storing a state for a plurality of routes
known to the asynchronous object manager; receiving an
indication that a first route is offline; identifying a first
interphase link associated with the first route; identifying a
replacement interphase link to be associated with the first
route; and providing an indication to the routing chip
hardware that the first route should be processed with the
replacement interphase link rather than the first interphase
link.

Example 20 is a method as in any of Examples 16-19,
further comprising: receiving a deletion sequence for the
plurality of objects from the one or more producers; and
reordering the deletion sequence according to the one or
more dependencies.

It is to be understood that any features of the above-
described arrangements, examples, and embodiments may
be combined in a single embodiment comprising a combi-
nation of features taken from any of the disclosed arrange-
ments, examples, and embodiments.

It will be appreciated that various features disclosed
herein provide significant advantages and advancements in
the art. The following claims are exemplary of some of those
features.

In the foregoing Detailed Description of the Disclosure,
various features of the disclosure are grouped together in a
single embodiment for the purpose of streamlining the
disclosure. This method of disclosure is not to be interpreted
as reflecting an intention that the claimed disclosure requires
more features than are expressly recited in each claim.
Rather, inventive aspects lie in less than all features of a
single foregoing disclosed embodiment.

It is to be understood that the above-described arrange-
ments are only illustrative of the application of the principles
of the disclosure. Numerous modifications and alternative
arrangements may be devised by those skilled in the art



US 11,861,419 B2

17

without departing from the spirit and scope of the disclosure
and the appended claims are intended to cover such modi-
fications and arrangements.

Thus, while the disclosure has been shown in the draw-
ings and described above with particularity and detail, it will
be apparent to those of ordinary skill in the art that numerous
modifications, including, but not limited to, variations in
size, materials, shape, form, function and manner of opera-
tion, assembly and use may be made without departing from
the principles and concepts set forth herein.

Further, where appropriate, functions described herein
can be performed in one or more of: hardware, software,
firmware, digital components, or analog components. For
example, one or more application specific integrated circuits
(ASICs) or field programmable gate arrays (FPGAs) can be
programmed to carry out one or more of the systems and
procedures described herein. Certain terms are used
throughout the following description and claims to refer to
particular system components. As one skilled in the art will
appreciate, components may be referred to by different
names. This document does not intend to distinguish
between components that differ in name, but not function.

The foregoing description has been presented for the
purposes of illustration and description. It is not intended to
be exhaustive or to limit the disclosure to the precise form
disclosed. Many modifications and variations are possible in
light of the above teaching. Further, it should be noted that
any or all the aforementioned alternate implementations may
be used in any combination desired to form additional
hybrid implementations of the disclosure.

Further, although specific implementations of the disclo-
sure have been described and illustrated, the disclosure is not
to be limited to the specific forms or arrangements of parts
so described and illustrated. The scope of the disclosure is to
be defined by the claims appended hereto, any future claims
submitted here and in different applications, and their
equivalents.

What is claimed is:

1. A system comprising:

routing chip hardware; and

an asynchronous object manager in communication with

the routing chip hardware, wherein the asynchronous

object manager is configurable to execute instructions

stored in non-transitory computer readable storage

medium, the instructions comprising:

asynchronously receiving a plurality of objects;

determining whether one or more dependencies
between two or more of the plurality of objects is
resolved; and

in response to determining the one or more dependen-
cies is not resolved, postponing one or more of:
updates on a dependent object until a corresponding
parent object is created, or deletion of the corre-
sponding parent object until the dependent object has
been deleted.

2. The system of claim 1, wherein the asynchronous
object manager is the bottom-most layer of a software stack
for managing operations of a networking device; and

wherein the networking device is a switch or a router.

3. The system of claim 1, wherein the plurality of object
comprises a parent object and one or more dependent
objects, and wherein the instructions further comprise:

identifying a unique key associated with the parent object;

identifying the one or more dependent objects comprising
the unique key associated with the parent object; and
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reordering the plurality of objects based on the unique key
such that the one or more dependent objects depend
upon the parent object.

4. The system of claim 1, wherein the instructions further
comprise:

identifying the one or more dependencies between the two

or more of the plurality of objects;

reordering the two or more of the plurality of objects

according to the one or more dependencies; and
determining whether the one or more dependencies is
resolved in response to the reordering.

5. The system of claim 1, wherein the instructions further
comprise, in response to determining the one or more
dependencies between the two or more of the plurality of
objects is resolved, calling back an application and provid-
ing at least one of the two or more of the plurality of objects
to the application.

6. The system of claim 1, wherein the asynchronous
object manager comprises a state machine.

7. The system of claim 1, wherein the plurality of objects
is received from one or more producers, and wherein the one
or more producers comprise one or more of an application,
a process, a thread, or a function.

8. The system of claim 1, wherein the instructions further
comprise providing a message to the routing chip hardware
indicating that a first route needs to be processed through a
first interphase link.

9. The system of claim 1, further comprising a Data Plan
Adaptation Layer (DPAL) in communication with the asyn-
chronous object manager and the routing chip hardware, and
wherein the instructions for the asynchronous object man-
ager further comprise:

receiving a message from the DPAL to create a route for

a message to be transmitted from a first location to a
final destination;

creating the route for the message; and

providing the route to the DPAL.

10. The system of claim 1, wherein the instructions further
comprise:

storing a state for a plurality of routes known to the

asynchronous object manager;

receiving an indication that a first route is offline;

identifying a first interphase link associated with the first

route;

identifying a replacement interphase link to be associated

with the first route; and

providing an indication to the routing chip hardware that

the first route should be processed with the replacement
interphase link rather than the first interphase link.

11. The system of claim 1, wherein the asynchronous
object manager provides a means for a first producer to
provide a message to the asynchronous object manager in
lieu of providing a message directly to a second producer of
a next hop.

12. The system of claim 1, wherein the asynchronous
object manager is compatible for operating on a switch or a
router.

13. The system of claim 1, wherein the instructions further
comprise:

receiving a deletion sequence for the plurality of objects

from one or more producers that provided the plurality
of objects; and

reordering the deletion sequence according to the one or

more dependencies.

14. The system of claim 1, wherein the instructions are
such that determining whether the one or more dependencies
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is resolved comprises identifying a unique key associated
with a parent object and one or more dependent objects; and

wherein the unique key is associated with a next hop
object, and wherein a router object is added to the
asynchronous object manager, a separate dependency
list comprises the unique key.

15. The system of claim 1, wherein the asynchronous
object manager is a software stack for a networking device,
and wherein the networking device further comprises a
forwarding information base configured to identify proper
output network interface to which an input interface should
forward an object, and wherein the forwarding information
base is a dynamic table that maps media access control
addresses to ports.

16. The system of claim 1, wherein the asynchronous
object manager is a software stack for a networking device,
and wherein the networking device further comprises a
routing information base, wherein the routing information
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base is a data table stored on the networking device that
comprises a listing of routes to networking destinations.

17. The system of claim 1, wherein the asynchronous
object manager comprises a multiple threaded architecture.

18. The system of claim 17, wherein the asynchronous
object manager manages work distribution by causing each
thread within the multiple threaded architecture to manage
care of data plane programming for one or more data plane
devices.

19. The system of claim 17, wherein each thread within
the multiple threaded architecture comprises an instance of
the asynchronous object manager to store information from
producers and to program assigned devices.

20. The system of claim 1, wherein the asynchronous
object manager comprises a framework comprising declara-
tive language that expresses dependencies between different
objects, and wherein the declarative language is used to
define schemas for different types of objects.
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