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FIG . 2 
( NORMAL PRINTING PROCESS ) 
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FIG . 3 
( REGISTRATION PROCESS : CASE A ) 
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FIG . 4 
( REGISTRATION PROCESS : CASE A ) 
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FIG . 5 
( SHARING PROCESS ) 
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FIG . 6 
( SERVER PRINTING PROCESS : CASE A ) 
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FIG . 7 
( SERVER PRINTING PROCESS : CASE A ) 
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FIG . 8 
( REGISTRATION PROCESS : CASE B ) 
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FIG . 9 
( SERVER PRINTING PROCESS : CASE B ) 

50 

PRINTER IMAGE 
( SECOND STATE ) PROCESSING 

SERVER 

-10 
-90-1 

PC 

DEVICE INFORMATION 
- MODEL NAME " MN " 
REGISTRATION ID " R " 

- FUNCTION INFORMATION 
COLOR SETTING “ NULL " , 
PRINTING - SIDES SETTINGS 
SIMPLEX " , " DUPLEX " 

- MANAGEMENT ID “ Printer1 " 
- ACCOUNT INFO " user1@zzz.com " 
ACCESS TOKEN AT 
MEMBER ACCOUNT INFO " user2@zzz.com 

( T500 ) OPERATION 
FOR EXECUTING 
PRINTING OPERATION 

m 

( T502 ) 
ACCOUNT INFO user1@zzz.com 
( T504 ) 
DEVICE SELECTION I 
SCREEN DATA 
MN " - " Printer1 

( T506 ) DISPLAY DEVICE 
SELECTION SCREEN 

( T512 ) 
SPECIFICATION 
SCREEN REQUEST 
MANAGEMENT ID ; 
" Printer1 " ) 

( T510 ) RECEIVE MODÉL NAME " MN " 
( T514 ) SPECIFICATION 
SCREEN DATA 
FUNCTION INFORMATION ( COLOR SETTING " NULL " 
PRINTING - SIDES SETTINGS 
SIMPLEX " , " DUPLEX " ) 

1 

( T530 ) JOB 
NOTIFICATION 
( MANAGEMENT 
ID " Printer 1 
( T532 ) 
JOB LIST REQUEST 
MANAGEMENT ID 
" Printer 1 " 
ACCESS TOKEN AT 
( T534 ) 
JOB LIST DATA 
( " Job2 " - " user1@zzz.com 

( T516 ) DISPLAY 
SPECIFICATION SC5 SCREEN SC5 

( T522 ) SIMPLEX DUPLEX 
PRINT REQUEST PRINT IMAGE FILE F2 , 
PRINT SETTING ( T520 ) RECEIVE 
SIMPLEX ' ?ELECTIONS OF 
( 1524 ) RECORD SIMPLEX " AND " PRINT " 

LPRINT JOB J2 
PRINT JOB J2 
JOB ID " Job2 " . 
MANAGEMENT ID " Printer1 ' PRINT DATA PD2 , URL " U3 " PRINT SETTING " SIMPLEX ” , URL “ U4 " , 
ACCOUNT INFO " user1@zzz.com 

A4 B4 



9 

0 
1 

0 

0 

- 

0 

PRINTING - SIDES SET 

Patent Application Publication Nov. 28 , 2019 Sheet 11 of 17 US 2019/0361650 A1 

FIG . 10 
( SERVER PRINTING PROCESS : CASE B ) 
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FIG . 11 
( SERVER PRINTING PROCESS : CASE B ) 
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FIG . 12 
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FIG . 13 
( UPDATE PROCESS ) 
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IMAGE PROCESSING APPARATUS 
EXECUTING IMAGE PROCESS IN 

ACCORDANCE WITH SETTING INCLUDING 
SETTING VALUE SPECIFIED FOR EACH 

SETTING CATEGORY 

CROSS REFERENCE TO RELATED 
APPLICATION 

[ 0001 ] This application claims priority from Japanese Pat 
ent Application No. 2018-098834 filed May 23 , 2018. The 
entire content of the priority application is incorporated 
herein by reference . 

TECHNICAL FIELD 

[ 0002 ] The present disclosure relates to a technique in 
which an image processing apparatus performs an image 
process by using a server . 

BACKGROUND 

[ 0003 ] A conventional printer transmits to a storage man 
agement server login information for a specific user , the 
printer name for the printer , and capability information in 
order to store this information on the server . The capability 
information specifies all printing conditions that the printer 
is capable of implementing . When a personal computer logs 
in to the storage management server , the server transmits 
data representing a print settings screen to the personal 
computer in order that the user of the personal computer can 
select one printing condition from among the printing con 
ditions specified in the capability information . Subsequently , 
the storage management server receives print data and 
condition data specifying the printing condition selected in 
the print settings screen from the personal computer and 
transmits this information to the printer , directing the printer 
to execute a printing operation . 

ing information on the image processing apparatus to an 
external server . The ( b ) determining determines , in response 
to receiving the registration instruction , whether all of a 
plurality of users is permitted to use all of a plurality of 
setting values for each of at least one setting category . The 
at least one setting category is used for an image process and 
includes a first setting category . The first setting category has 
an M1 number of setting values . Mi is an integer greater 
than or equal to two . A memory is configured to store setting 
specification information for each of the plurality of users . 
The setting specification information specifies , for each of 
the at least one setting category , at least one setting value 
among the plurality of setting values that is permitted to use 
for the image process by the each of the plurality of users . 
The ( b ) determining is made using the setting specification 
information . The ( cl ) transmitting transmits , in response to 
determining in ( b ) that all of the plurality of users is 
permitted to use all of the M1 number of setting values for 
the first setting category , to the external server a first 
registration request . The first registration request includes 
the M1 number of setting values . The external server is 
configured to store the M1 number of setting values in 
association with specific account information corresponding 
to a specific user in response to receiving the first registra 
tion request from the image processing apparatus . The 
external server is configured to transmit first specification 
screen data to a terminal device in response to receiving the 
specific account information from the terminal device . The 
first specification screen data is generated on the basis of the 
M1 number of setting values included in the first registration 
request so that the first specification screen data represents 
a first specification screen . The first specification screen 
includes an operation specification area and a first setting 
specification area . The operation specification area is for 
receiving an instructing operation to instruct the image 
processing apparatus to execute the image process . The first 
setting specification area is for receiving a first specifying 
operation to specify one of the M1 number of setting values 
for the first setting category . The ( dl ) receiving receives a 
first function execution instruction from the external server . 
The first function execution instruction includes first infor 
mation . The terminal device is configured to transmit to the 
external server a first function execution request including a 
first setting value for the first setting category in response to 
receiving the first specifying operation to specify the first 
setting value from among the M1 number of setting values 
and the instructing operation while displaying the first 
specification screen . The first information is related to the 
first setting value being specified for the first setting cat 
egory . The first function execution instruction is received 
after the first function execution request is transmitted from 
the terminal device to the external server . The ( el ) control 
ling controls , in response to determining in ( b ) that any of 
the plurality of users is not permitted to use all of the M1 
number of setting values for the first setting category , to the 
external server a second registration request . The second 
registration request does not include the M1 number of 
setting values . The external server is configured to store 
incapability information in association with the specific 
account information in response to receiving the second 
registration request from the image processing apparatus . 
The incapability information indicates that at least one of the 
M1 number of setting values is not permitted to be specified . 
The external server is configured to transmit second speci 

SUMMARY 

[ 0004 ] However , in some cases certain users from among 
a plurality of users of the printer may only be allowed to 
select some of the printing conditions that the printer can 
execute ( such as monochrome printing from among mono 
chrome printing and color printing ) , for example . Here , the 
data transmitted to the personal computer represents a print 
settings screen based on capability information representing 
all printing conditions that the printer can execute . Conse 
quently , the certain users may be able to select printing 
conditions in the print settings screen that they are not 
permitted to use , resulting in the printer executing printing 
operations based on those printing conditions . 
[ 0005 ] In view of the foregoing , it is an object of the 
present disclosure to provide a technique for suppressing an 
image processing apparatus that is shared by a plurality of 
users from executing an image process in response to a 
command from certain users when the settings specified for 
the image process include values that the certain users are 
not permitted to use . 
[ 0006 ] In order to attain the above and other objects , the 
present disclosure provides an image processing apparatus 
including : an image processing unit ; and a controller . The 
controller is configured to perform : ( a ) receiving ; ( b ) deter 
mining ; ( c1 ) transmitting ; ( d ) ) receiving ; ( el ) controlling ; 
( c2 ) transmitting ; ( d2 ) receiving ; and ( e2 ) controlling . The 
( a ) receiving receives a registration instruction for register 
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fication screen data to the terminal device in response to 
receiving the specific account information from the terminal 
device . The second specification screen data is generated on 
the basis of the incapability information so that the second 
specification screen data represents a second specification 
screen . The second specification screen includes the opera 
tion specification area and excludes the first setting speci 
fication area . The ( d2 ) receiving receives a second function 
execution instruction from the external server . The terminal 
device is configured to transmit to the external server a 
second function execution request in response to receiving 
the instruction operation while displaying the second speci 
fication screen . The second function execution request does 
not include the M1 number of setting values for the first 
setting category . The second function execution instruction 
is received after the second function execution request is 
transmitted from the terminal device to the external server . 
The ( e2 ) controlling controls , in response to receiving the 
second function execution instruction , the image processing 
unit to execute the image process in accordance with a 
second setting including a second setting value for the first 
setting category . 
[ 0007 ] According to another aspect , the present disclosure 
also provides a non - transitory computer readable storage 
medium storing a set of program instructions for an image 
processing apparatus . The image processing apparatus 
includes an image processing unit . The set of program 
instructions includes : ( a ) receiving ; ( b ) determining ; ( cl ) 
transmitting ; ( dl ) receiving ; ( el ) controlling ; ( c2 ) transmit 
ting ; ( d2 ) receiving ; and ( e2 ) controlling . The ( a ) receiving 
receives a registration instruction for registering information 
on the image processing apparatus to an external server . The 
( b ) determining determines , in response to receiving the 
registration instruction , whether all of a plurality of users is 
permitted to use all of a plurality of setting values for each 
of at least one setting category . The at least one setting 
category is used for an image process and includes a first 
setting category . The first setting category has an M1 num 
ber of setting values . M1 is an integer greater than or equal 
to two . A memory is configured to store setting specification 
information for each of the plurality of users . The setting 
specification information specifies , for each of the at least 
one setting category , at least one setting value among the 
plurality of setting values that is permitted to use for the 
image process by the each of the plurality of users . The ( b ) 
determining is made using the setting specification informa 
tion . The ( cl ) transmitting transmits , in response to deter 
mining in ( b ) that all of the plurality of users is permitted to 
use all of the M1 number of setting values for the first setting 
category , to the external server a first registration request . 
The first registration request includes the M1 number of 
setting values . The external server is configured to store the 
M1 number of setting values in association with specific 
account information corresponding to a specific user in 
response to receiving the first registration request from the 
image processing apparatus . The external server is config 
ured to transmit first specification screen data to a terminal 
device in response to receiving the specific account infor 
mation from the terminal device . The first specification 
screen data is generated on the basis of the M1 number of 
setting values included in the first registration request so that 
the first specification screen data represents a first specifi 
cation screen . The first specification screen includes an 
operation specification area and a first setting specification 

area . The operation specification area is for receiving an 
instructing operation to instruct the image processing appa 
ratus to execute the image process . The first setting speci 
fication area is for receiving a first specifying operation to 
specify one of the M1 number of setting values for the first 
setting category . The ( dl ) receiving receives a first function 
execution instruction from the external server . The first 
function execution instruction includes first information . 
The terminal device is configured to transmit to the external 
server a first function execution request including first 
setting value for the first setting category in response to 
receiving the first specifying operation to specify the first 
setting value from among the M1 number of setting values 
and the instructing operation while displaying the first 
specification screen . The first information is related to the 
first setting value being specified for the first setting cat 
egory . The first function execution instruction is received 
after the first function execution request is transmitted from 
the terminal device to the external server . The ( el ) control 
ling controls , in response to determining in ( b ) that any of 
the plurality of users is not permitted to use all of the Mi 
number of setting values for the first setting category , to the 
external server a second registration request . The second 
registration request does not include the M1 number of 
setting values . The external server is configured to store 
incapability information in association with the specific 
account information in response to receiving the second 
registration request from the image processing apparatus . 
The incapability information indicates that at least one of the 
M1 number of setting values is not permitted to be specified . 
The external server is configured to transmit second speci 
fication screen data to the terminal device in response to 
receiving the specific account information from the terminal 
device . The second specification screen data is generated on 
the basis of the incapability information so that the second 
specification screen data represents a second specification 
screen . The second specification screen includes the opera 
tion specification area and excludes the first setting speci 
fication area . The ( D2 ) receiving receives a second function 
execution instruction from the external server . The terminal 
device is configured to transmit to the external server a 
second function execution request in response to receiving 
the instruction operation while displaying the second speci 
fication screen . The second function execution request does 
not include the M1 number of setting values for the first 
setting category . The second function execution instruction 
is received after the second function execution request is 
transmitted from the terminal device to the external server . 
The ( e2 ) controlling controls , in response to receiving the 
second function execution instruction , the image processing 
unit to execute the image process in accordance with a 
second setting including a second setting value for the first 
setting category . 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0008 ] The particular features and advantages of the dis 
closure as well as other objects will become apparent from 
the following description taken in connection with the 
accompanying drawings , in which : 
[ 0009 ] FIG . 1A is an explanatory diagram illustrating a 
structure of a communication system including a printer , an 
image processing server , and a plurality of personal com 
puters according to a first embodiment of the present dis 
closure ; 
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[ 0010 ] FIG . 1B is an explanatory diagram illustrating a 
user management table and a value of a limitation flag stored 
in a memory of the printer when the printer is in a first state ; 
[ 0011 ] FIG . 1C is an explanatory diagram illustrating the 
user management table and a value of the limitation flag 
stored in the memory of the printer when the printer is in a 
second state ; 
[ 0012 ] FIG . 2 is a sequence diagram illustrating a normal 
printing process for executing a printing operation on the 
printer without using the server according to the first 
embodiment ; 
[ 0013 ] FIG . 3 is a sequence diagram illustrating a part of 
a registration process for registering the printer on the server 
in Case A according to the first embodiment ; 
[ 0014 ] FIG . 4 is a sequence diagram illustrating a remain 
ing part of the registration process in Case A according to the 
first embodiment ; 
[ 0015 ] FIG . 5 is a sequence diagram illustrating a sharing 
process for sharing the printer registered on the server 
among a plurality of users according to the first embodi 
ment ; 
[ 0016 ] FIG . 6 is a sequence diagram illustrating a part of 
a server printing process for executing a printing operation 
on the printer using the server in Case A according to the first 
embodiment ; 
[ 0017 ] FIG . 7 is a sequence diagram illustrating a remain 
ing part of the server printing process in Case A according 
to the first embodiment ; 
[ 0018 ] FIG . 8 is a sequence diagram illustrating a regis 
tration process for registering the printer on the server in 
Case B according to the first embodiment ; 
[ 0019 ] FIG.9 is a sequence diagram illustrating a first part 
of a server printing process for executing a printing opera 
tion on the printer using the server in Case B according to 
the first embodiment ; 
[ 0020 ] FIG . 10 is a sequence diagram illustrating a second 
part of the server printing process in Case B according to the 
first embodiment ; 
[ 0021 ] FIG . 11 is a sequence diagram illustrating a third 
part of the server printing process in Case B according to the 
first embodiment ; 
[ 0022 ] FIG . 12 is a sequence diagram illustrating a final 
part of the server printing process in Case B according to the 
first embodiment ; 
[ 0023 ] FIG . 13 is a sequence diagram illustrating an 
update process for updating function information in device 
information recorded on the server according to the first 
embodiment ; 
[ 0024 ] FIG . 14 is a flowchart illustrating steps in the 
registration process executed by the printer according to the 
first embodiment ; 
[ 0025 ] FIG . 15 is a flowchart illustrating steps in the server 
printing process executed by the printer according to the first 
embodiment ; and 
[ 0026 ] FIG . 16 is a sequence diagram illustrating a regis 
tration process for registering a printer on a server according 
to a second embodiment . 

The communication system 2 is provided with a printer 10 , 
an image processing server 50 , and a plurality of personal 
computers ( abbreviated herein as “ PCs ” ) 90-1 , 90-2 , and 91 . 
In the following description , the image processing server 50 
will be simply called the “ server 50. " The printer 10 and the 
PCs 90-1 and the like are connected to the same local area 
network ( abbreviated herein as “ LAN ' ) 6 and are further 
connected to Internet 4 via the LAN 6. The server 50 is 
connected to the Internet 4. Accordingly , the printer 10 and 
the PCs 90-1 and the like can communicate with the server 
50 via the Internet 4 . 
[ 0029 ] < Structure of the Printer 10 > 
[ 0030 ] The printer 10 is a peripheral device that can 
execute printing operations ( i.e. , a device peripheral to the 
PCs 90-1 and the like ) . The printer 10 has a model name 
“ MN , ” a device name “ DN , ” and a registration ID “ R. ” The 
registration ID “ R ” is preset on the printer 10 for identifying 
the printer 10 , and to be registered on the server 50. The 
printer 10 is provided with an operation interface 12 , 
display 14 , a network interface 16 , a print execution unit 18 , 
and a controller 30. All components 12 , 14 , 16 , 18 , and 30 
are connected to a bus line ( not provided with a reference 
numeral ) 
[ 0031 ] The operation interface 12 is provided with a 
plurality of keys . By operating the operation interface 12 , 
the user can input various instructions into the printer 10 . 
The display 14 functions to display various information . The 
network interface 16 is connected to the LAN 6. The print 
execution unit 18 is provided with a printing mechanism 
employing an inkjet system or a laser system , for example . 
[ 0032 ] The controller 30 is provided with a CPU 32 , and 
a memory 34. The CPU 32 executes various processes 
according to a program 36 stored in the memory 34. The 
memory 34 is configured of volatile memory , nonvolatile 
memory , and the like . The memory 34 also stores a user 
management table 38 , and a limitation flag 40 . 
[ 0033 ] The user management table 38 correlates login 
status information , a username , a password , account infor 
mation , and limitation information for each of one or more 
users that use the printer 10. In the following description , the 
user management table 38 will simply be referred to as the 
“ table 38. ” The username and the password are information 
identifying a user and are used by the user to log in to the 
printer 10. The account information is information that the 
user uses to log in to the server 50. The administrator of the 
printer 10 stores a username , a password , and account 
information in the table 38 for each user , for example . The 
login status information has one of the values “ LOGGED 
IN ” and “ LOGGED OUT . ” “ LOGGED IN ” indicates that 
the user is currently logged in to the printer 10 , while 
“ LOGGED OUT " indicates that the user is not currently 
logged in to the printer 10 . 
[ 0034 ] The limitation information specifies one or more 
values available to the corresponding user for each of one or 
more setting categories used for printing operations 
executed by the printer 10. In the present embodiment , there 
are two setting categories for printing , a color setting and a 
printing - sides setting . For the color setting , there are two 
possible values , “ COLOR ” and “ MONOCHROME . ” The 
“ COLOR ” setting indicates that the user is permitted to print 
in color , while the “ MONOCHROME ” setting indicates that 
the user is permitted to print in monochrome . There are also 
two possible values , “ SIMPLEX ” and “ DUPLEX , ” for the 
printing - sides setting . The “ SIMPLEX ” setting indicates 

DETAILED DESCRIPTION 

First Embodiment 

[ 0027 ] < Structure of a Communication System 2 > 
[ 0028 ] Next , the structure of a communication system 2 
will be described with reference to FIGS . 1A through 1C . 
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that the user is permitted to perform simplex printing to print 
images on one side of the printing medium , while the 
“ DUPLEX ” setting indicates that the user is permitted to 
perform duplex printing to print images on both sides of the 
printing medium . In other words , in the present embodi 
ment , there are four possible print settings formed through 
combinations of the two setting values for the color setting 
( hereinafter also called “ two color settings ” ) and the two 
setting values for the printing - sides settings ( hereinafter also 
called “ two printing - sides settings " ) . 
[ 0035 ] In the example of FIGS . 1B and 1C , the user 
identified by username “ UN1 ” and password “ P1 ” ( herein 
after called the “ first user ” ) is allowed to use both the two 
color setting values , “ COLOR ” and “ MONOCHROME , ” 
and both the two printing - sides setting values , “ SIMPLEX ” 
and “ DUPLEX . ” Hence , the first user can use any of the four 
print settings formed through combinations of the two 
values " COLOR ” and “ MONOCHROME ” and the two 
values " SIMPLEX ” and “ DUPLEX . ” Note that the limita 
tion information may include other settings in addition to 
color settings and printing - sides settings , such as settings for 
sizes of printing paper and numbers of sheets . 
[ 0036 ] The limitation flag 40 is set to one of the values 
“ ON ” and “ OFF . ” The “ ON ” setting indicates that the user 
is limited in using print settings according to the limitation 
information in the table 38. In other words , when the 
limitation flag 40 is set to “ ON , ” the user is permitted to use 
settings indicated by the limitation information . The “ OFF ” 
setting indicates that the user is not limited in using print 
settings , and the user can set any settings settable for the 
printer 10 . 
[ 0037 ] < Structure of the Image Processing Server 50 > 
[ 0038 ] The server 50 is a Google Cloud Print ( abbreviated 
herein as “ GCP ” ) server provided by Google ( registered 
trademark ) , for example , that is connected to the Internet 4 . 
As a variation , the server 50 may be a server provided by the 
vendor of the printer 10 , for example . The server 50 func 
tions to mediate printing operations between the printer 10 
and each of the PCs 90-1 and the like . That is , the server 50 
converts an image file submitted by the PC 90-1 , for 
example , generates print data in a format that the printer 10 
can interpret , and transmits this print data to the printer 10 . 
Accordingly , the PC 90-1 can allow the printer 10 to execute 
printing operations by submitting an image file to the server 
50 and need not be provided with a printer driver for 
converting image files to print data . The users of the printer 
10 preregisters their account information ( information for a 
Google account , for example ) on the server 50 . 
[ 0039 ] < Structure of the PCs 90-1 , 90-2 , and 91 > 
[ 0040 ] The PCs 90-1 and 90-2 are not provided with a 
printer driver for executing printing operations on the printer 
10. The PC 91 is provided with a printer driver 92 for 
executing printing operations on the printer 10. Each of the 
PCs 90-1 , 90-2 , and 91 is provided with a web browser ( not 
illustrated ) , such as Google Chrome ( registered trademark ) . 
In the present embodiment , the PCs 90-1 and the like are 
stationary terminal devices ( desktop computers , for 
example ) . However , as a variation the PCs 90-1 and the like 
may be configured of portable terminal devices such as 
mobile telephones ( smartphones , for example ) , personal 
digital assistants ( PDAs ) , notebook computers , or tablet 
computers . 

[ 0041 ] < Normal Printing Process > 
[ 0042 ] Next , a normal printing process executed by the 
printer 10 and PC 91 will be described with reference to FIG . 
2. In the normal printing process , the PC 91 controls the 
printer 10 to execute a printing operation by transmitting 
print data generated by the printer driver 92 to the printer 10 . 
In other words , in the normal printing process the PC 91 
prints on the printer 10 without going through the server 50 . 
As indicated in FIG . 2 , the limitation flag 40 of the printer 
10 is set to “ ON ” in the normal printing process . To facilitate 
understanding , the CPU of each device ( such as the CPU 32 
of the printer 10 ) will not be described as the agent which 
executes operations , but rather each device itself ( the printer 
10 , for example ) will be described as the agent . Further , all 
communications performed by the printer 10 are imple 
mented via the network interface 16. With this understand 
ing , the following description omits the expression " via the 
network interface 16. " 
[ 0043 ] In T3 of FIG . 2 , the first user executes an operation 
for executing a printing operation on the PC 91. The 
operation for executing the printing operation includes an 
operation for selecting an image file representing a target 
image for printing , and an operation for specifying print 
settings . In the normal printing process , the PC 91 uses the 
printer driver 92 to convert the image file in conformance 
with the print settings to generate print data having a format 
that the printer 10 can interpret . 
[ 0044 ] In T4 the PC 91 displays an entry screen in which 
the user can input a username and a password . In T5 the PC 
91 accepts from the first user input for a username and a 
password . In the example of FIG . 2 , the first user inputs the 
username " UN1 ” and the password “ P1 . " In T6 the PC 91 
transmits a print command to the printer 10 for controlling 
the printer 10 to execute a printing operation . The print 
command includes the username “ UN1 ” and the password 
“ Pl ” inputted in T5 , the converted print data , and the print 
settings specified in T3 ( color and simplex in the example of 
FIG . 2 ) . 
[ 0045 ] In T6 the printer 10 receives the print command 
from the PC 91. In T7 the printer 10 determines that the 
limitation flag 40 in the memory 34 is set to “ ON ” and 
determines whether the first user is permitted to use the print 
settings that are included in the print command . Specifically , 
the printer 10 identifies the limitation information in the 
table 38 associated with the username “ UN1 ” and the 
password “ P1 . " Next , the printer 10 determines whether use 
of the print settings included in the print command ( i.e. , 
color and simplex ) are permitted using the identified limi 
tation information . In this example , the printer 10 deter 
mines that the first user is permitted to use the print settings 
( 17 : YES ) , and in T8 controls the print execution unit 18 to 
perform a printing operation based on the print settings 
( color and simplex ) and the print data included in the print 
command . The printer 10 does not execute a printing opera 
tion when determining that use of the print settings included 
in the print command is not allowed ( T7 : NO ) . 
[ 0046 ] As described above , when an instruction to execute 
a printing operation is issued from the first user and is not 
issued via the server 50 ( T6 ) , the printer 10 executes a 
printing operation that conforms with print settings available 
to the first user on the basis of limitation information in the 
table 38 associated with the first user and does not execute 
a printing operation conforming with print settings not 
available to the first user . This method can prevent the 
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printer 10 from executing a printing operation conforming 
with print settings that the user is not allowed to use . 
[ 0047 ] < Registration Process : Case A > 
[ 0048 ] Next , a registration process for registering the 
printer 10 on the server 50 will be described with reference 
to FIGS . 3 and 4. The registration process illustrated in 
FIGS . 3 and 4 is a first case that will hereinafter be referred 
to as “ Case A ” of the registration process . The process of 
Case A is executed when the printer 10 is in a first state . The 
first state is one of state A and state B described below . State 
A : the limitation flag 40 is set to “ ON , " and limitation 
information respectively corresponding to all users includ 
ing the first user and the user identified by username “ UN2 ” 
and password “ P2 ” ( hereinafter called the " second user ” ) 
indicate that all the users including the first user and the 
second user are allowed use of both color settings , 
" COLOR ” and “ MONOCHROME , ” and both printing - sides 
settings , “ SIMPLEX ” and “ DUPLEX . ” State B : the limita 
tion flag 40 is set to " OFF . " 
[ 0049 ] The registration process begins when the PC 90-1 
receives input for the account information " userl @ zzz . 
com ” and an instruction to log in to the server 50 from the 
first user identified by the username “ UN1 ” and the pass 
word “ P1 . " In T10 , the PC 90-1 transmits a login request 
including this account information to the server 50 . 
[ 0050 ] In T10 the server 50 receives the login request from 
the PC 90-1 . When the account information included in the 
login request has been registered on the server 50 , in T12 the 
server 50 transmits prescribed screen data representing a 
prescribed screen SC1 to the PC 90-1 . 
[ 0051 ] Upon receiving the prescribed screen data from the 
server 50 in T12 , in T14 the PC 90-1 displays the prescribed 
screen SC1 represented by the prescribed screen data . The 
prescribed screen SC1 includes a SEARCH button for 
issuing an instruction to search for printers present in the 
vicinity of the PC 90-1 . In T20 the first user selects the 
SEARCH button in the prescribed screen SC1 , prompting 
the PC 90-1 to broadcast a search signal over the LAN 6 in 
order to search for printers . 
[ 0052 ] In T22 the printer 10 receives the search signal 
from the PC 90-1 , and in T24 transmits the device name 
“ DN ” of the printer 10 to the source of the search signal , i.e. , 
the PC 90-1 . 
[ 0053 ] After receiving the device name “ DN ” from the 
printer 10 in T24 , in T26 the PC 90-1 displays a search 
results screen SC2 that includes the received device name 
“ DN . ” In T30 the PC 90-1 receives a selection for the device 
name “ DN ” from the first user . In this case , in T32 the PC 
90-1 transmits to the printer 10 having the device name 
“ DN ” a registration command that includes the account 
information “ user1@zzz.com , ” which is the account infor 
mation for the user currently logged in to the server 50. The 
registration command is for instructing the printer 10 to 
register information related to the printer 10 on the server 
50 . 
[ 0054 ] Upon receiving the registration command from the 
PC 90-1 in T32 , the printer 10 executes the following 
process . Since the limitation flag 40 is set to “ ON ” when the 
printer 10 is in state A , the printer 10 confirms the limitation 
information for each user and determines that all users are 
allowed use of both color settings " COLOR ” and “ MONO 
CHROME ” and all users are allowed use of both printing 
sides settings “ SIMPLEX ” and “ DUPLEX . ” Further , since 
the limitation flag 40 is “ OFF ” when the printer 10 is in state 

B , the printer 10 determines that all users are allowed use of 
both color settings “ COLOR ” and “ MONOCHROME ” and 
that all users are allowed use of both printing - sides settings 
“ SIMPLEX ” and “ DUPLEX , ” without confirming the limi 
tation information for each user . Thus , whether the printer 10 
is in state A or state B , the printer 10 sets both values 
" COLOR ” and “ MONOCHROME ” for the color setting and 
both values “ SIMPLEX ” and “ DUPLEX ” for the printing 
sides setting in the registration request . Next , in T40 the 
printer 10 transmits the registration request to the server 50 . 
The registration request is for requesting the server 50 to 
register the printer 10 and includes the model name “ MN ” 
of the printer 10 , the registration ID “ R ” preset on the printer 
10 , and function information . The function information 
includes the two setting values “ COLOR ” and “ MONO 
CHROME ” for the color setting and the two setting values 
“ SIMPLEX ” and “ DUPLEX ” for the printing - sides setting . 
[ 0055 ] Upon receiving the registration request from the 
printer 10 in T40 , the server 50 determines whether the 
registration ID “ R ” included in the registration request is 
already registered on the server 50. In this case , the server 
50 determines that the registration ID “ R ” has not yet been 
registered and executes the process from T42 . However , if 
the server 50 determines that the registration ID “ R ” is 
already registered , the server 50 ends the registration process 
without executing the steps beginning from T42 . 
[ 0056 ] In T42 the server 50 generates a management ID 
“ Printer1 ” and a registration token RT . Here , the server 50 
generates the management ID “ Printerl ” and the registration 
token RT with unique values that were not previously 
generated for a management ID and a registration token . In 
T44 the server 50 registers the device information . The 
device information is information correlating values for 
various items included in the registration request of T40 
( i.e. , the model name “ MN , ” the registration ID “ R , ” and the 
function information ( i.e. , the color settings “ COLOR ” and 
“ MONOCHROME ” and the printing - sides settings “ SIM 
PLEX ” and “ DUPLEX ” ) ) with the generated management 
ID “ Printer1 ” and the generated registration token RT . In 
T50 the server 50 transmits the management ID “ Printer1 ” 
and the registration token RT to the printer 10 . 
[ 0057 ] When the printer 10 receives the management ID 
“ Printer1 ” and the registration token RT from the server 50 
in T50 of FIG . 3 , in T100 of FIG . 4 the printer 10 transmits 
the registration token RT to the PC 90-1 . At this time , the 
printer 10 begins periodically transmitting a registration 
confirmation request ( see T120 described later ) to the server 
50 in order to confirm whether registration of the account 
information “ user1@zzz.com ” on the server 50 is complete . 
[ 0058 ] After receiving the registration token RT from the 
printer 10 in T100 , in T110 the PC 90-1 transmits a regis 
tration request to the server 50 that includes the account 
information “ user1@zzz.com ” and the registration token 
RT . The registration request is a command for requesting the 
server 50 to register the account information . 
[ 0059 ] When the server 50 receives the registration 
request from the PC 90-1 in T110 , in T112 the server 50 
determines whether the registration token RT included in the 
registration request matches the registration token RT reg 
istered on the server 50 in T44 of FIG . 3. In this case , the 
server 50 determines that the registration tokens match and 
updates the device information . Specifically , the server 50 
registers in the device information the account information 
“ user1@zzz.com ” included in the registration request as 
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tion “ user2@zzz.com ” performs the same process in T10 
through 140 of FIG . 3 , the server 50 does not execute the 
process beginning from T42 since the registration ID “ R ” is 
already registered on the server 50. Therefore , in the present 
embodiment the sharing process described below is imple 
mented in order to share the printer 10 among a plurality of 
users . 

screen 

registered account information so as to be in association 
with the various values in the device information registered 
on the server 50 in T44 of FIG . 3. Note that since the 
registration token RT will not be used in subsequent steps , 
the registration token RT has been omitted from the device 
information illustrated beginning from step T112 in FIG . 4 . 
[ 0060 ] In T120 the server 50 receives the registration 
confirmation request from the printer 10. In this case , the 
server 50 transmits a registration notification to the printer 
10 in T122 that includes the registered account information 
“ user1@zzz.com . ” This registration notification is informa 
tion for notifying the printer 10 that registration of the 
account information is complete . 
[ 0061 ] When the printer 10 receives the registration noti 
fication from the server 50 in T122 , in T124 the printer 10 
transmits a token request to the server 50. The token request 
is a command for requesting the server 50 to transmit an 
access token . 
[ 0062 ] Upon receiving the token request from the printer 
10 in T124 , in T126 the server 50 generates an access token 
AT configured of a unique character string . The server 50 
also registers this access token AT so as to be in association 
with the various values in the device information updated in 
T112 . In T130 the server 50 transmits the access token AT 
to the printer 10. The server 50 may also generate a refresh 
token for producing a new access token in the event that the 
period of validity for the access token AT has expired , and 
may transmit this refresh token to the printer 10. In general , 
the server 50 may transmit any information capable of 
authenticating the printer 10 . 
[ 0063 ] Upon receiving the access token AT from the server 
50 in T130 , the printer 10 stores the access token AT in the 
memory 34 and in T132 transmits a connection request to 
the server 50 that includes the access token AT . The con 
nection request is a command for requesting the server 50 to 
establish an eXtensible Messaging and Presence Protocol 
( abbreviated herein as “ XMPP ” ) connection , also referred to 
as a continuous connection . 
[ 0064 ] Upon receiving the connection request from the 
printer 10 in T132 , the server 50 determines that the access 
token AT included in the connection request matches the 
access token AT in the registered device information ( see 
T126 ) and in T134 establishes an XMPP connection with the 
printer 10. Once the XMPP connection has been established 
in this way , the server 50 can use the XMPP connection to 
send signals ( a job notification in T300 of FIG . 7 described 
later , for example ) to the printer 10 through the firewall of 
the LAN 6 without needing to receive signals from the 
printer 10 . 
[ 0065 ] Further , once the XMPP connection has been 
established with the server 50 in T134 , in T136 the printer 
10 transmits a registration completion notification to the PC 
90-1 . The registration completion notification is information 
for specifying that registration on the server 50 is complete . 
Once the process in T136 has been completed , the process 
for Case A of the registration process ends . 
[ 0066 ] < Sharing Process > 
[ 0067 ] Next , a sharing process for sharing the printer 10 
registered on the server 50 with other users will be described 
with reference to FIG . 5. The process of FIG . 5 is executed 
after the first user has executed the registration process in 
FIGS . 3 and 4. As described above , the registration ID “ R ” 
for the printer 10 is registered on the server 50 in T44 of FIG . 
3. Therefore , if the second user using the account informa 

[ 0068 ] In T150 of FIG . 5 , the PC 90-1 receives input from 
the first user for the account information “ user1@zzz.com ” 
and a printer sharing operation for sharing the printer 10 
with other users . In T152 the PC 90-1 transmits a sharing 

request including this account information 
" user1@zzz.com ” to the server 50 . 
[ 0069 ] When the server 50 receives the sharing screen 
request from the PC 90-1 in T152 , in T154 the server 50 
transmits sharing screen data representing a sharing screen 
SC3 to the PC 90-1 . 
[ 0070 ] Upon receiving the sharing screen data from the 
server 50 in T154 , in T156 the PC 90-1 displays the sharing 
screen SC3 represented by the sharing screen data . The 
sharing screen SC3 includes an entry field for inputting 
account information which identifies a user who will share 
the printer 10 , and a SEND button for transmitting the 
account information inputted in this entry field to the server 
50 . 
[ 0071 ] In T160 the PC 90-1 receives from the first user 
input including the account information " user2@zzz.com ” 
for the second user , and a selection for the SEND button . In 
this case , in T162 the PC 90-1 transmits the inputted 
information “ user2@zzz.com ” for an account to the server 
50 . 
[ 0072 ] When the server 50 receives from the PC 90-1 the 
account information for the account in T162 , in T164 the 
server 50 registers the account information “ user2 @ zzz . 
com ” for the account as member account information for 
sharing so as to be in association with the values in the 
device information updated in T126 of FIG . 4. In this way , 
the second user can use his / her own account information to 
execute printing operations on the printer 10 via the server 
50 . 
[ 0073 ] < Server Printing Process : Case A > 
[ 0074 ] Next , a server printing process for executing a 
printing operation on the printer 10 using the server 50 will 
be described with reference to FIGS . 6 and 7. The server 
printing process in this example is a first case that will 
hereinafter be referred to as Case A of the server printing 
process . The process of FIG . 6 is executed after the sharing 
process in FIG . 5 has been executed . In T200 of FIG . 6 , the 
PC 90-2 receives input from the second user for the account 
information " user2@zzz.com , ” and an operation for execut 
ing a printing operation on the printer 10. Upon receiving 
this input , in T202 the PC 90-2 transmits this account 
information “ user2@zzz.com ” to the server 50 . 
[ 0075 ] When the server 50 receives account information 
from the PC 90-2 in T202 , in T204 the server 50 identifies 
the device information that includes the account information 
" user2@zzz.com , " and transmits device selection screen 
data to the PC 90-2 that includes information indicating that 
the model name “ MN ” and the management ID “ Printer1 , " 
which are included in the identified device information , are 
correlated with each other . 
[ 0076 ] When the PC 90-2 receives the device selection 
screen data from the server 50 in T204 , in T206 the PC 90-2 
displays the device selection screen represented by this 
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screen data ( not illustrated ) . The device selection screen 
includes the model name " MN . ” When the second user 
selects the model name “ MN ” in the device selection screen , 
the PC 90-2 receives this selection in T210 , and in T212 
transmits to the server 50 a specification screen request that 
includes the management ID “ Printer1 ” associated with the 
model name “ MN . ” The specification screen request is a 
command for requesting the server 50 to transmit data 
representing a screen for selecting print settings . 
[ 0077 ] When the server 50 receives the specification 
screen request from the PC 90-2 in T212 , the server 50 
identifies the function information ( i.e. , the color settings 
" COLOR ” and “ MONOCHROME ” and the printing - sides 
settings “ SIMPLEX ” and “ DUPLEX ” ) associated with the 
management ID “ Printer1 ” that is included in the specifica 
tion screen request . The server 50 generates specification 
screen data representing a specification screen SC4 in which 
a user can select one print setting combination from among 
the four print setting combinations specified by the identified 
function information . In T214 the server 50 transmits this 
specification screen data to the PC 90-2 . 
[ 0078 ] When the PC 90-2 receives the specification screen 
data from the server 50 in T214 , in T216 the PC 90-2 
displays the specification screen SC4 represented by this 
specification screen data . The specification screen SC4 
includes buttons for specifying a setting value for the color 
setting ( i.e. , " COLOR ” and “ MONOCHROME ” ) , buttons 
for specifying a setting value for the printing - sides setting 
( i.e. , " SIMPLEX ” and “ DUPLEX ” ) , and a PRINT button for 
executing the printing operation on the printer 10. In T220 
the PC 90-2 receives the specifications “ COLOR ” and 
“ SIMPLEX ” in the specification screen SC4 and a selection 
for the PRINT button from the second user , thereby receiv 
ing print settings , that is , one print setting combination . 
Subsequently , the PC 90-2 receives a selection for an image 
file F1 , which is stored in the PC 90-2 for example , repre 
senting the image to be printed through an operation by the 
second user . In T222 the PC 90-2 transmits a print request 
to the server 50 that includes the image file F1 and the 
specified print settings ( i.e. , “ COLOR ” and “ SIMPLEX ” ) . 
[ 0079 ] When the server 50 receives the print request from 
the PC 90-2 in T222 , in T224 the server 50 converts the 
image file F1 into print data PD1 having a data format that 
the printer 10 can interpret , and generates a job ID “ Job1 ” 
as information for specifying a print job J1 . Next , the server 
50 records the print job J1 therein . The print job J1 includes 
the job ID “ Jobl ” generated above , the management ID 
“ Printer1 ” received in T212 , the print data PD1 generated 
above , a uniform resource locator ( abbreviated herein as 
“ URL ” ) “ U1 ” specifying the storage location for the print 
data PD1 on the server 50 , the print settings received in T222 
( i.e. , " COLOR ” and “ SIMPLEX ” ) , a URL “ U2 ” specifying 
the storage location for the print settings on the server 50 , 
and the account information “ user2@zzz.com ” received in 
T202 . 
[ 0080 ] Note that the process described with reference to 
FIG . 6 assumes that the printer 10 is in state A of the first 
state , i.e. , that the limitation flag 40 is set to “ ON . ” After the 
server 50 has recorded the print job J1 in T224 of FIG . 6 , in 
T300 of FIG . 7 the server 50 uses the XMPP connection ( see 
T134 of FIG . 4 ) to transmit a job notification including the 
management ID “ Printer1 ” to the printer 10. The job noti 
fication is information notifying the printer 10 that a print 
job has been recorded . 

[ 0081 ] When the printer 10 receives the job notification 
from the server 50 in T300 , in T310 the printer 10 transmits 
a job list request to the server 50. The job list request is a 
command for requesting the server 50 to transmit job list 
data representing a list of print jobs recorded on the server 
50. The job list request includes the management ID 
" Printer1 ” and the access token AT . 
[ 0082 ] When the server 50 receives the job list request 
from the printer 10 in T310 , in T312 the server 50 identifies 
the print job J1 that includes the management ID “ Printer1 ” 
matching the management ID included in the job list request , 
and transmits to the printer 10 job list data that includes 
information indicating that the job ID “ Jobl ” and the 
account information " user2@zzz.com , ” which are included 
in the identified print job J1 , are correlated with each other . 
[ 0083 ] When the printer 10 receives the job list data from 
the server 50 in T312 , the printer 10 determines that the 
limitation flag 40 in the memory 34 is “ ON . ” Next , the 
printer 10 determines whether the second user associated 
with the account information “ user2@zzz.com ” in the job 
list data is logged in to the printer 10. In this case , the printer 
10 determines that the second user is not logged in to the 
printer 10 and discards the job list data without displaying a 
job list based on this data on the display 14 . 
[ 0084 ] In T314 the printer 10 receives a login operation 
from the second user that includes input of the username 
“ UN2 ” and password “ P2 . ” Upon receiving the login opera 
tion , in T316 the printer 10 modifies the login information 
associated with the username “ UN2 ” and password “ P2 ” in 
the table 38 from “ LOGGED OUT ” to “ LOGGED IN . ” In 
this case , the printer 10 transmits a job list request to the 
server 50 in T320 that includes the management ID 
“ Printer1 ” and the access token AT . 
[ 0085 ] Step T322 is identical to T312 . When the printer 10 
receives job list data from the server 50 in T322 , the printer 
10 determines that the login status information in the table 
38 corresponding to the account information “ user2 @ zzz . 
com ” is “ LOGGED IN , ” i.e. , that the second user is logged 
in to the printer 10. In this case , the printer 10 displays a job 
list on the display 14 in T324 that includes the job ID “ Job1 ” 
associated with the account information “ user2@zzz.com . ” 
[ 0086 ] In T330 the printer 10 receives a selection from the 
second user for the job ID “ Job1 ” in the job list . After 
receiving this selection , in T332 the printer 10 transmits a 
print job request to the server 50 that includes the job ID 
“ Job1 " and the management ID “ Printer1 . " 
[ 0087 ] After receiving the print job request from the 
printer 10 in T332 , in T334 the server 50 identifies the print 
job J1 including the job ID " Job1 " matching the job ID 
included in the received print job request , and transmits a 
print command to the printer 10 that includes the account 
information “ user2@zzz.com , " the URL “ U1 , " and the URL 
“ U2 ” included in the identified print job J 1 . 
[ 0088 ] When the printer 10 receives the print command 
from the server 50 in T334 , the printer 10 performs the 
following steps in order to execute the printing operation . 
First , in T340 the printer 10 accesses the server 50 using the 
URL “ U2 ” in the print command and in T342 receives the 
print settings ( i.e. , " COLOR ” and SIMPLEX " ) from the 
server 50. Next , in T350 the printer 10 accesses the server 
50 using the URL “ U1 ” in the print command , and in T352 
receives the print data PD1 from the server 50. In T360 the 
printer 10 controls the print execution unit 18 to execute the 
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printing operation according to the print settings received in 
T342 and the print data PD1 received in T352 . 
[ 0089 ] In T370 the printer 10 transmits a completion 
notification including the job ID “ Job1 ” to the server 50. The 
completion notification is information used to notify the 
server 50 that the print job J1 has been processed . 
[ 0090 ] After receiving the completion notification from 
the printer 10 in T370 , in T372 the server 50 deletes the print 
job J1 that includes the job ID “ Job1 . ” After completing the 
process in T372 , the server printing process in Case A ends . 
[ 0091 ] Note that if the printer 10 receives job list data from 
the server 50 in T312 while in state B of the first state , i.e. , 
when the limitation flag 40 is set to “ OFF , ” the printer 10 
executes the process beginning from T332 without execut 
ing the process in T314 through T330 . 
[ 0092 ] < Registration Process : Case B > 
[ 0093 ] Next , a second case for the registration process that 
will hereinafter be referred to as “ Case B ” will be described 
with reference to FIG . 8. The process of Case B is executed 
in place of the process of Case A ( see FIGS . 3 and 4 ) when 
the printer is in the second state . In the second state , the 
setting values for the two setting categories specified by 
limitation information corresponding to the second user 
differ from the setting values for the first user , and the 
limitation flag 40 is set to “ ON . ” Specifically , in the second 
state , the limitation information corresponding to the first 
user specifies both two setting values for each setting 
category , whereas the limitation information corresponding 
to the second user does not specify all setting values for two 
setting categories . More specifically , in this case , it will be 
assumed that the second user is permitted use of the single 
setting value “ MONOCHROME ” for the color setting and 
both setting values “ SIMPLEX ” and “ DUPLEX ” for the 
printing - sides setting , as illustrated in FIG . 1C . 
[ 0094 ] The same process described in T10 through T30 of 
FIG . 3 is also initially executed in this case . When the printer 
10 receives a registration command from the PC 90-1 in 
T432 , the printer 10 uses the limitation information for each 
user to determine whether all users are allowed use of the 
two color settings “ COLOR ” and “ MONOCHROME . ” In 
this case , the printer 10 determines that the second user is not 
permitted use of the setting “ COLOR ” and does not include 
the two setting values for the color setting in the registration 
request . Next , the printer 10 determines whether all users are 
permitted use of the two printing - sides settings “ SIMPLEX ” 
and “ DUPLEX . ” In this case , the printer 10 determines that 
all users are permitted use of the two printing - sides settings 
and includes both setting values for the printing - sides setting 
in the registration request . In T440 the printer 10 transmits 
the registration request to the server 50. This registration 
request includes the model name “ MN ” of the printer 10 , the 
registration ID “ R ” preset for the printer 10 , and function 
information . The function information does not include any 
of the setting values for the color setting , but includes both 
setting values “ SIMPLEX ” and “ DUPLEX ” for the printing 
sides setting 
[ 0095 ] In T442 the server 50 performs the same process 
described in T42 of FIG . 3. In T44 the server 50 registers the 
device information . The device information differs from that 
in T44 of FIG . 3 in that the function information does not 
include any of the setting values for the color setting . Step 
T450 is identical to step T50 in FIG . 3. Thereafter , the same 
process described in T100 through T136 of FIG . 4 and T150 
through T164 of FIG . 5 is executed . Hence , the server 50 

records device information correlating the model name 
“ MN , ” the registration ID “ R , ” the function information 
( i.e. , the color setting “ NULL ” and the printing - sides set 
tings “ SIMPLEX ” and “ DUPLEX ” ) , the management ID 
“ Printer1 , " the registered account information “ user1 @ zzz . 
com , ” the access token AT , the registration token RT , and the 
member account information for an account ( i.e. , “ user2 @ 
Zzz.com ” ) . 
[ 0096 ] < Server Printing Process : Case B > 
[ 0097 ] Next , a second case of the server printing process 
( hereinafter called “ Case B ” of the server printing process ) 
will be described with reference to FIGS . 9 through 13. The 
process of FIG . 9 is executed after the process of FIG . 8 . 
Steps T500 through T512 are identical to steps T200 through 
T212 of FIG . 6 , except that the PC 90-1 is being used instead 
of the PC 90-2 and that the account information " user1 
@ zzz.com ” is used for the first user . When the server 50 
receives the specification screen request from the PC 90-1 in 
T512 , the server 50 identifies the function information ( i.e. , 
color setting “ NULL ” and printing - sides settings “ SIM 
PLEX ” and “ DUPLEX ” ) associated with the management 
ID “ Printer1 ” that is included in the specification screen 
request . The server 50 generates specification screen data 
representing a specification screen SC5 that conforms to the 
identified function information . Subsequently , in T514 the 
server 50 transmits this specification screen data to the PC 
90-1 . 
[ 0098 ] Upon receiving the specification screen data from 
the server 50 in T514 , in T516 the PC 90-1 displays the 
specification screen SC5 represented by the specification 
screen data . This specification screen includes a PRINT 
button , and buttons for specifying one of the setting values 
corresponding to the two printing - sides settings ( i.e. , “ SIM 
PLEX ” and “ DUPLEX ” ) , but does not include buttons for 
specifying values for the color setting since the function 
information in the device information includes the color 
setting “ NULL ” . In other words , the first user cannot specify 
a setting value for the color setting in the specification 
screen . In T520 the PC 90-1 receives a specification for 
“ SIMPLEX ” in the specification screen and a selection of 
the PRINT button from the first user and subsequently 
receives the selection of an image file F2 which is stored in 
the PC 90-1 for example . Next , in T522 the PC 90-1 
transmits a print request to the server 50 that includes the 
image file F2 , and the specified print setting ( i.e. , “ SIM 
PLEX " ) . 
[ 0099 ] When the server 50 receives the print request from 
the PC 90-1 in T522 , in T524 the server 50 converts the 
image file F2 to generate print data PD2 and generates a job 
ID “ Job2 ” for specifying a print job J2 . Next , the server 50 
records the print job J2 . The print job J2 includes the job ID 
“ Job2 ” generated above , the management ID “ Printerl ” 
received in T512 , the print data PD2 generated above , a 
URL “ U3 ” specifying the storage location of the print data 
PD2 , the print setting received in T522 ( i.e. , “ SIMPLEX " ) , 
a URL “ U4 ” specifying the storage location of the print 
setting , and the account information “ user1@zzz.com ” 
received in T502 . 
[ 0100 ] Steps T530 and T532 are identical to steps T300 
and T310 of FIG . 7. In T534 the server 50 identifies the print 
job J2 that includes the management ID “ Printerl ” and 
transmits to the printer 10 job list data that includes the job 
ID “ Job2 ” and the account information “ user1 @ Zzz.com " 
that are included in the identified print job J2 . 

9 
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[ 0101 ] When the printer 10 receives the job list data from 
the server 50 in T534 of Case B , the printer 10 determines 
that the limitation flag 40 in the memory 34 is set to " ON " 
and subsequently determines whether the first user associ 
ated with the account information “ userl @ zzz.com ” pro 
vided in the job list data is currently logged in to the printer 
10. In Case B , the printer 10 determines that the first user is 
not logged in to the printer 10 ( see FIG . 1C ) . Thus , the 
printer 10 discards the job list data without displaying a job 
list corresponding to the job list data on the display 14 . 
Accordingly , the printer 10 does not perform printing on the 
basis of the print job J2 which is specified by the job list data 
at this stage . 
[ 0102 ] After the process T534 in FIG . 9 , as illustrated in 
FIG . 10 , the PC 90-2 executes steps T600 through T614 
which are identical to steps T500 through T514 in FIG . 9 , 
except that the PC 90-2 is being used instead of the PC 90-1 
and that the account information " user2@zzz.com ” is used 
for the second user . In T616 the PC 90-2 displays a speci 
fication screen SC6 represented by the specification screen 
data . This specification screen SC6 is similar to the speci 
fication screen SC5 displayed in T516 of FIG . 9. That is , the 
specification screen SC6 does not include buttons for speci 
fying values for the color setting . Hence , the second user 
cannot specify a setting value for the color setting in the 
specification screen SC6 , thereby suppressing the second 
user from specifying " color " despite the setting " color " not 
being available to the second user . Accordingly , when the 
printer 10 is shared by a plurality of users , the printer 10 can 
be suppressed from executing printing operations based on 
instructions from certain users when the printing operation 
includes print settings that the certain users are not allowed 
to use . 
[ 0103 ] In T620 the PC 90-2 receives a specification for 
“ SIMPLEX ” in the specification screen SC6 and a selection 
of the PRINT button from the second user , and subsequently 
receives a selection for an image file F3 which is stored in 
the PC 90-2 for example . After receiving these selections , in 
T622 the PC 90-2 transmits a print request to the server 50 
that includes the image file F3 , and the specified print setting 
( i.e. , " SIMPLEX " ) . 
[ 0104 ] Upon receiving the print request from the PC 90-2 
in T622 , in T624 the server 50 converts the image file F3 to 
generate print data PD3 , generates a job ID “ Job3 , ” and 
records a print job J3 specified by the job ID “ Job3 . ” The 
print job J3 includes the job ID “ Job3 , ” the management ID 
“ Printer1 , ” the print data PD3 , a URL “ U5 ” specifying the 
storage location of the print data PD3 , the print setting 
received in T622 ( i.e. , " SIMPLEX ” ) , a URL “ U6 ” specify 
ing the storage location of the print setting , and the account 
information “ user2@zzz.com . ” 
[ 0105 ] Steps T630 and T632 are identical to steps T300 
and T310 of FIG . 7. In T634 the server 50 identifies the print 
jobs J2 and 13 including the management ID “ Printer1 ” and 
transmits job list data to the printer 10. The job list data 
includes information indicating that the job ID “ Job2 ” and 
the account information “ userl@zzz.com ” , which are 
included in the identified print job J2 , are correlated with 
each other , information indicating that the job ID “ Job3 ” and 
the account information “ user2@zzz.com ” , which are 
included in the identified print job J3 , are correlated with 
each other . 
[ 0106 ] When the printer 10 receives the job list data from 
the server 50 in T634 , the printer 10 determines that the 

limitation flag 40 in the memory 34 is set to “ ON ” and 
determines that none of the first and second users is logged 
in to the printer 10 ( see FIG . 1C ) . In this case , the printer 10 
discards the job list data without displaying a job list 
conforming to the job list data on the display 14. That is , the 
printer 10 does not perform printing on the basis of the print 
jobs J2 and J3 specified by the job list data at this stage . 
[ 0107 ] After the process T634 in FIG . 10 , as illustrated in 
FIG . 11 , in T710 the printer 10 receives a login operation 
from the first user that includes input for the username 
“ UN1 ” and password “ P1 . " After receiving this login opera 
tion , in 1712 the printer 10 modifies the login information 
associated with the username “ UN1 ” and password " P1 ” in 
the table 38 illustrated in FIG . 1C from “ LOGGED OUT ” to 
“ LOGGED IN . ” In this case , in 1720 the printer 10 transmits 
a job list request to the server 50 that includes the manage 
ment ID “ Printer1 ” and the access token AT . 
[ 0108 ] Step 1722 is identical to step T634 of FIG . 10. In 
this case , job list data transmitted in T722 includes infor 
mation indicating that the job ID “ Job2 ” and the account 
information “ user1@zzz.com , ” which are included in the 
print job J2 , are correlated with each other , and information 
indicating that the job ID “ Job3 ” and the account informa 
tion “ user2@zzz.com , ” which are included in the print job 
J3 , are correlated with each other . When the printer 10 
receives the job list data from the server 50 in 1722 , the 
printer 10 determines that the login status information in the 
table 38 associated with the account information 
" user1@zzz.com ” is “ LOGGED IN , ” i.e. , that the first user 
is currently logged in to the printer 10 , and determines that 
the login status information in the table 38 associated with 
the account information " user2@zzz.com ” is “ LOGGED 
OUT , ” i.e. , that the second user is not currently logged in to 
the printer 10. In this case , in 1724 the printer 10 displays 
a job list on the display 14 that includes the job ID “ Job2 ” 
associated with the account information " user1@zzz.com ” 
which is associated with the status information " LOGGED 
IN , ” but that does not include the job ID “ Job3 ” associated 
with the account information “ user2@zzz.com ” which is 
associated with the status information “ LOGGED OUT . " 
[ 0109 ] In T730 the printer 10 receives a selection from the 
first user for the job ID “ Job2 ” in the job list . Upon receiving 
this selection , in 1732 the printer 10 transmits to the server 
50 a print job request that includes the job ID “ Job2 ” and the 
management ID “ Printer1 . " 
[ 0110 ] Step 1734 is identical to step T334 of FIG . 7 , 
except that the account information “ user1@zzz.com ” and 
the URLs “ U3 ” and “ U4 ” are used . Next , the printer 10 
executes each of the following steps in order to implement 
a printing operation . Specifically , in 1740 the printer 10 first 
accesses the server 50 using the URL “ U4 ” in the print 
command and in 1742 receives a print setting ( i.e. , " SIM 
PLEX ” ) from the server 50. In this case , the printer 10 
determines that the setting value for the color setting 
included in the print settings is not specified , and in 1744 
acquires the setting values for the color setting ( i.e. , 
“ COLOR ” and “ MONOCHROME ” ) from the limitation 
information provided in the table 38 for the first user 
associated with the account information “ user1@zzz.com " 
in the print command . 
[ 0111 ] Next , the printer 10 generates selection screen data 
representing a selection screen in which the user can select 
any one of the two print settings indicated in the limitation 
information . In 1746 the printer 10 displays the selection 
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screen SC7 represented by this selection screen data on the 
display 14. This selection screen SC7 includes two buttons 
for specifying setting values for the color setting ( i.e. , 
“ COLOR ” and “ MONOCHROME ” ) , and a PRINT button 
for executing the printing operation on the printer 10 . 
[ 0112 ] In 1748 the printer 10 receives selections from the 
first user in the selection screen SC7 , including specifica 
tions for " COLOR ” and “ SIMPLEX " and selection of the 
PRINT button . Next , in T750 the printer 10 accesses the 
server 50 using the URL “ U3 ” in the print command and in 
T752 receives the print data PD2 from the server 50 . 
[ 0113 ] In 1760 the printer 10 controls the print execution 
unit 18 to execute a printing operation conforming to the 
specified print settings ( i.e. , " COLOR " and " SIMPLEX " ) 
and the received print data PD2 . Steps 1770 and 1772 are 
identical to steps T370 and T372 in FIG . 7 , except that the 
job ID “ Job2 ” is used . 
[ 0114 ] As described above , the printer 10 executes the 
process beginning from T720 when the first user logs in to 
the printer 10 ( 1710 ) . Here , the condition in which the first 
user is not logged in to the printer 10 denotes a high 
probability that the first user is in a relatively remote location 
to the printer 10. In this condition , if the process beginning 
from T720 were executed so that a job list were displayed on 
the printer 10 , it is possible that a third party other than the 
first user could select the job ID “ Job2 ” in the job list and 
execute the same process in T732 through T772 . Hence , the 
third party could take the printed matter . However , in the 
embodiment the printer 10 only executes the process from 
T720 when the first user is logged in to the printer 10 , i.e. , 
when the first user is relatively close to the printer 10 , 
thereby preventing a third party from taking the printed 
matter . In a variation , the printer 10 may be configured to 
execute the process from 1720 even when the first user is not 
logged in to the printer 10 . 
[ 0115 ] After the process 1772 in FIG . 11 , as illustrated in 
FIG . 12 , steps T810 through T842 are equivalent to steps 
T710 through 1742 in FIG . 11 , except that the username 
“ UN2 ” and password “ P2 , ” job ID “ Job3 , ” account infor 
mation “ user2@zzz.com , " and URLs “ U5 ” and “ U6 ” are 
used . When the printer 10 receives print settings from the 
server 50 in 1842 , the printer 10 determines that the setting 
value for the color setting is unspecified and in 1844 
acquires possible values for the color setting ( i.e. , “ MONO 
CHROME ” ) from the table 38 in the limitation information 
for the second user associated with the account information 
" user2@zzz.com ” in the print command . Since only one 
value is acquired for the color setting in this case , the printer 
10 does not display a selection screen ( see 1746 in FIG . 11 ) 
on the display 14 used to select a setting value for the color 
setting . In T850 the printer 10 uses the URL “ U5 ” in the 
print command to access the server 50 , and in 1852 receives 
the print data PD3 from the server 50 . 
[ 0116 ] In T860 the printer 10 controls the print execution 
unit 18 to execute a printing operation conforming to the 
specified print settings ( i.e. , “ MONOCHROME ” and “ SIM 
PLEX ” ) and the received print data PD3 . Steps T870 and 
T872 are equivalent to steps T370 and T372 in FIG . 7 , 
except that the job ID “ Job3 " is used . After the printer 10 
completes the process in T872 , the process of FIG . 12 ends . 
[ 0117 ] As described above , the printer 10 does not display 
a selection screen on the display 14 for selecting a color 
setting when determining that the setting value for the color 
setting has not been specified and when the setting values for 

the color settings in the limitation information include only 
one value . Accordingly , the second user need not select a 
setting value from the selection screen for the color setting , 
thereby improving user - friendliness . As a variation , the 
printer 10 may display a selection screen on the display 14 
that also includes a button for indicating “ MONO 
CHROME . ” 
[ 0118 ] < Updating Process > 
[ 0119 ] Next , an updating process for updating function 
information in the device information recorded on the server 
50 will be described with reference to FIG . 13. In 1900 of 
FIG . 13 , the printer 10 receives an operation from the 
administrator of the printer 10 for changing the setting value 
of the color setting in the limitation information correspond 
ing to the second user in the table 38 from “ MONO 
CHROME ” to “ COLOR ” and “ MONOCHROME . ” As a 
result , in T902 the printer 10 changes the setting values for 
the color setting in the limitation information corresponding 
to the second user to “ COLOR ” and “ MONOCHROME . ” 
Consequently , the printer 10 determines that all users are 
permitted use of two setting values ( i.e. , “ COLOR ” and 
“ MONOCHROME ” ) for the color setting , and in T910 
transmits an update request to the server 50 for updating 
function information in the device information recorded on 
the server 50. The update request includes the access token 
AT and function information . This function information 
includes the two values “ COLOR ” and “ MONOCHROME ” 
for the color setting and the two values “ SIMPLEX " and 
“ DUPLEX ” for the printing - sides setting . 
[ 0120 ] When the server 50 receives the update request 
from the printer 10 in T910 , in 1914 the server 50 identifies 
the device information that includes the access token AT in 
the update request , and records the function information 
( i.e. , the color settings " COLOR ” and “ MONOCHROME ” 
and the printing - sides settings “ SIMPLEX ” and 
“ DUPLEX ” ) included in the update request in place of the 
function information ( i.e. , the color setting “ NULL ” and the 
printing - sides settings “ SIMPLEX ” and “ DUPLEX ” ) cur 
rently stored in the device information . After completing the 
process in T914 , the process of FIG . 13 ends . 
[ 0121 ] As described above , the printer 10 can transmit an 
update command to the server 50 ( T910 ) in order to update 
function information in the device information recorded on 
the server 50 ( T914 ) . In this way , the server 50 can transmit 
specification screen data conforming to the updated function 
information ( i.e. , the specification screen data in T214 of 
FIG . 6 ) to the PCs 90-1 and the like , enabling the user to 
specify a desired value for each setting category in the 
specification screen . 
[ 0122 ] Here , it is possible to imagine a scenario in which 
the setting value for the color setting in the limitation 
information of the table 38 corresponding to the second user 
is modified from " MONOCHROME ” to “ COLOR . ” In this 
case , the printer 10 determines that no users are permitted 
use of the two setting values for the color setting ( i.e. , 
" COLOR ” and “ MONOCHROME ” and does not transmit 
an update command to the server 50 since there is no need 
to update the function information in the device information 
recorded on the server 50. It is also possible to imagine a 
scenario in which the setting values for the printing - sides 
setting in the limitation information stored in the table 38 for 
the first are modified from " SIMPLEX ” and 
“ DUPLEX ” to “ SIMPLEX . ” In this case , the printer 10 
determines that one of the users is not permitted use of the 

user 



US 2019/0361650 A1 Nov. 28 , 2019 
11 

two setting values for the printing - sides setting ( i.e. , “ SIM 
PLEX ” and “ DUPLEX ” ) and transmits an update request to 
the server 50 that includes function information without 
including any of the setting values for the color setting or 
any of the setting values for the printing - sides setting . As a 
result , the function information in the update request ( i.e. , 
the color setting “ NULL " and the printing - sides setting 
“ NULL " ) are stored on the server 50 in place of the function 
information currently stored in the device information ( i.e. , 
the color setting “ NULL ” and the printing - sides settings 
“ SIMPLEX ” and “ DUPLEX " ) . 
[ 0123 ] It is also possible to imagine a scenario in which 
the process of FIGS . 3 and 4 is executed while the limitation 
flag in the memory 34 is set to “ OFF , ” for example , and that 
the setting value for the printing - sides setting in the limita 
tion information stored in the table 38 for the first user is 
modified from “ SIMPLEX ” and “ DUPLEX " to " SIM 
PLEX ” after the printer 10 is registered on the server 50 , i.e. , 
after device information including the function information 
( i.e. , the color settings " COLOR ” and “ MONOCHROME ” 
and the printing - sides settings " SIMPLEX ” and 
“ DUPLEX ” ) is recorded on the server 50. In this case , the 
printer 10 determines that all users are permitted use of the 
two setting values for the color setting ( i.e. , “ COLOR ” and 
“ MONOCHROME ” ) and that no users are permitted use of 
the two printing - sides settings ( i.e. , “ SIMPLEX ” and 
“ DUPLEX ” ) . Thereafter , the printer 10 transmits an update 
request to the server 50 that includes function information 
having two setting values for the color setting and no setting 
values for the printing - sides setting . As a result , the function 
information in the update request ( i.e. , the color settings 
“ COLOR ” and “ MONOCHROME ” and the printing - sides 
setting “ NULL ” ) is recorded on the server 50 in place of the 
function information currently stored in the device informa 
tion ( i.e. , the color settings " COLOR ” and “ MONO 
CHROME ” and the printing - sides settings “ SIMPLEX ” and 
“ DUPLEX ” ) . In this way , the printer 10 can transmit an 
update command to the server 50 to update the function 
information in the device information recorded on the server 
50 in accordance with the limitation information in the table 
38 . 
( 0124 ] < Processes Performed on the Printer 10 > 
[ 0125 ] Next , processes executed by the printer 10 will be 
described in greater detail with reference to FIGS . 14 and 15 . 
First , detailed steps performed by the printer 10 in the 
registration process will be described with reference to FIG . 
14 . 
[ 0126 ] In S3 of FIG . 14 , the printer 10 determines whether 
a registration command has been received from a PC . When 
a reg ration command has not been received ( S3 : NO ) , the 
printer 10 waits to receive a registration command . When a 
registration command is received from a PC ( T32 of FIG . 3 , 
T432 of FIG . 8 ; S3 : YES ) , the printer 10 advances to S5 . 
Hereinafter , the PC that is the source of the registration 
command will be called the “ target PC . ” 
[ 0127 ] In S5 the printer 10 determines whether the limi 
tation flag 40 stored in the memory 34 is set to “ ON ” . The 
printer 10 advances to S10 when determining that the 
limitation flag 40 is set to “ ON ” ( S5 : YES ) and advances to 
S6 when determining that the limitation flag 40 is set to 
“ OFF ” ( S5 : NO ) . 
[ 0128 ] In S6 the printer 10 adds the two setting values 
“ COLOR ! and “ MONOCHROME ” for the color setting and 
the two setting values “ SIMPLEX ” and “ DUPLEX ” for the 

printing - sides setting to a registration request . After com 
pleting the process in S6 , the printer 10 advances to S18 . 
[ 0129 ] In S10 the printer 10 uses the limitation informa 
tion for each user in the table 38 to determine whether all 
users are permitted the use of both setting values “ COLOR ” 
and “ MONOCHROME ” for the color setting . If the printer 
10 determines that all users are permitted use of both setting 
values for the color setting ( S10 : YES ) , in S12 the printer 10 
includes the two setting values for the color setting in a 
registration request . However , if the printer 10 determines 
that any of the users are not permitted use of both setting 
values for the color setting ( S10 : NO ) , the printer 10 skips 
S12 and advances directly to S14 . 
[ 0130 ] In S14 the printer 10 uses the limitation informa 
tion for each user in the table 38 to determine whether all 
users are permitted use of both setting values “ SIMPLEX ” 
and “ DUPLEX ” for the printing - sides setting . If the printer 
10 determines that all users are permitted use of both setting 
values for the printing - sides setting ( S14 : YES ) , in S16 the 
printer 10 includes both setting values for the printing - sides 
setting in the registration request . However , if the printer 10 
determines that any user of the printer 10 is not permitted 
use of both setting values for the printing - sides setting ( S10 : 
NO ) , the printer 10 skips S16 and advances directly to S18 . 
[ 0131 ] In S18 the printer 10 transmits the registration 
request to the server 50. The registration request includes the 
model name “ MN ” of the printer 10 , the registration ID “ R ” 
preset for the printer 10 , and function information . The 
function information includes the setting values set in S6 , 
S12 , and / or S16 . For example , if the printer 10 advanced to 
S18 after performing S6 , the function information in the 
registration request will include both setting values for the 
color setting and both setting values for the printing - sides 
setting ( T40 of FIG . 3 ) . Alternatively , if the printer 10 
advanced to S18 after reaching a NO determination in S10 
and a YES determination in S14 , the function information in 
the registration request transmitted in S18 will include both 
setting values for the printing - sides setting and no setting 
values for the color setting ( T440 of FIG . 8 ) . 
[ 0132 ] In S20 the printer 10 determines whether a man 
agement ID and registration token are received from the 
server 50. When a management ID and registration token 
have not been received ( S20 : NO ) , the printer 10 waits to 
receive a management ID and registration token . When a 
management ID and registration token are received ( T50 of 
FIG . 3 , T450 of FIG . 8 ; S20 : YES ) , in S21 the printer 10 
transmits this registration token to the target PC ( T100 of 
FIG . 4 ) . 
[ 0133 ] In S25 the printer 10 determines whether a regis 
tration notification that includes the registered account infor 
mation is received from the server 50. When a registration 
notification has not been received ( S25 : NO ) , the printer 10 
waits to receive a registration notification . When a registra 
tion notification is received ( T122 of FIG . 4 ; S25 : YES ) , in 
S26 the printer 10 advances to S30 . 
[ 0134 ] In S30 the printer 10 transmits a token request to 
the server 50 ( T124 of FIG . 4 ) , and in S31 determines 
whether an access token is received from the server 50 . 
When an access token has not been received ( S31 : NO ) , the 
printer 10 waits to receive an access token . When the printer 
10 receives an access token from the server 50 ( T130 of FIG . 
4 ; S31 : YES ) , and in S32 the printer 10 stores this access 
token in the memory 34 . 
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and identifies the one or more setting values in the limitation 
information for the unspecified setting category . 
[ 0147 ] In S150 the printer 10 determines whether two 
setting values were identified in S145 . In other words , the 
printer 10 determines whether two setting values are set for 
the single unspecified setting category in the limitation 
information , that is , whether both setting values are permit 
ted for the unspecified setting category . If the printer 10 
determines that two setting values were identified ( 1744 of 
FIG . 11 ; S150 : YES ) , the printer 10 advances to S155 . 
However , if the printer 10 determines that only one setting 
value was identified ( T844 of FIG . 12 ; S150 : NO ) , the 
printer 10 skips S155 and S160 and advances directly to 
S170 . 
[ 0148 ] In S155 the printer 10 displays a selection screen 
on the display 14 for selecting one of the two setting values 
corresponding to the unspecified setting category ( 1746 of 
FIG . 11 ) . The selection screen includes buttons for specify 
ing setting values and a PRINT button for initiating a 
printing operation on the printer 10 . 
[ 0149 ] In S160 the printer 10 waits until the user selects 
the PRINT button in the selection screen . When the user has 
selected the PRINT button in the selection screen ( S160 : 
YES ) , the printer 10 advances to S170 . 
[ 0150 ] In S170 the printer 10 accesses the server 50 using 
the data URL in the print command received in S125 and 
receives print data from the server 50 ( 1752 of FIG . 11 ) . 
[ 0151 ] In S175 the printer 10 controls the print execution 
unit 18 to execute a printing operation based on the specified 
print settings and the received print data ( T760 ) . After 
completing the process of S175 , the process in FIG . 15 ends . 

[ 0135 ] In S35 the printer 10 transmits a connection request 
to the server 50 that includes the access token received in 
S31 ( T132 of FIG . 4 ) , and establishes an XMPP connection 
with the server 50 . 
[ 0136 ] In S40 the printer 10 transmits a registration 
completion notification to the target PC ( T136 of FIG . 4 ) . 
After completing the process of S40 , the process in FIG . 14 
ends . 
[ 0137 ] < Server Printing Process > 
[ 0138 ] Next , detailed steps performed by the printer 10 in 
the server printing process will be described with reference 
to FIG . 15. The process of FIG . 15 is executed when a login 
operation is received from the user . 
[ 0139 ] In S100 of FIG . 15 , the printer 10 transmits a job 
list request to the server 50 that includes a management ID 
and an access token ( T720 of FIG . 11 ) . In S101 the printer 
10 determines whether job list data is received from the 
server 50. When job list data has not been received ( S101 : 
NO ) , the printer 10 waits to receive job list data . When the 
printer 10 receives job list data from the server 50 repre 
senting a job list ( T722 ; S101 : YES ) , the printer 10 advances 
to S110 . This job list data includes information correlating 
job IDs and account information . 
[ 0140 ] In S110 the printer 10 identifies account informa 
tion in the job list data received in S101 that corresponds to 
users that are logged in to the printer 10 and displays a job 
list on the display 14 that includes the job IDs associated 
with this account information ( 1724 of FIG . 11 ) . In the 
present embodiment , a plurality of users can be logged in to 
the printer 10. However , the printer 10 may be configured to 
accept the login of only one user at a time . 
[ 0141 ] In S115 the printer 10 waits for the user to select a 
job ID in the job list . Once the user has selected a job ID in 
the job list ( T730 of FIG . 11 ) , the printer 10 reaches a YES 
determination in S115 and advances to S120 . 
[ 0142 ] In S120 the printer 10 transmits a print job request 
to the server 50 that includes a management ID and the job 
ID selected in S115 ( 1732 of FIG . 11 ) . 
[ 0143 ] In S125 the printer 10 determines whether a print 
command is received from the server 50. When a print 
command has not been received ( S125 : NO ) , the printer 10 
waits to receive a print command . When a print command is 
received from the server 50 ( 1734 of FIG . 11 ; S125 : YES ) , 
the printer 10 advances to S130 . The print command 
includes account information recorded on the server 50 in 
association with the job ID in the print job request , a URL 
specifying the storage location of the print data ( hereinafter 
called the “ data URL ” ) , and a URL specifying the storage 
location of the print settings ( hereinafter called the “ settings 
URL " ) . 
[ 0144 ] In S130 the printer 10 accesses the server 50 using 
the settings URL received in S125 and receives the print 
settings from the server 50 ( 1742 of FIG . 11 ) . 
[ 0145 ] In S140 the printer 10 determines whether any 
setting categories in the print settings received in S130 are 
unspecified . If there are any unspecified setting categories in 
the print settings , the printer 10 reaches a YES determination 
in S140 and advances to S145 . However , if there are no 
unspecified setting categories , the printer 10 reaches a NO 
determination in S140 and advances to S170 . 
[ 0146 ] In S145 the printer 10 acquires limitation informa 
tion from the table 38 for the user associated with the 
account information in the print command received in S125 

Effects of the First Embodiment 

[ 0152 ] In the first embodiment , the printer 10 transmits a 
registration request to the server 50 that includes function 
information with two setting values ( T40 of FIG . 3 ) when 
determining that all users are permitted use of the two setting 
values " COLOR ” and “ MONOCHROME ” for the color 
setting ( S10 : YES of FIG . 14 ) . In this case , the server 50 
records the account information ( “ user1@zzz.com ” and 
“ user2@zzz.com ” ) in association with the function infor 
mation ( i.e. , the color settings “ COLOR ” and “ MONO 
CHROME ” ) . Thereafter , when receiving the account infor 
mation “ user2@zzz.com ” from the PC 90-2 ( T202 of FIG . 
6 ) , the server 50 transmits specification screen data to the PC 
90-2 for rendering a specification screen that includes but 
tons for specifying the two setting values for the color 
setting ( T214 ) . Since the PC 90-2 displays a specification 
screen based on this specification screen data ( T216 ) , the 
user of the PC 90-2 can specify the setting value “ COLOR ” 
from among the two setting values for the color setting 
( T220 ) . Hence , by transmitting a registration request to the 
server 50 that includes function information with two setting 
values , the printer 10 can receive a print request from the 
server 50 that includes the URL “ U2 ” specifying the storage 
location of the specified print settings ( “ COLOR ” and 
“ SIMPLEX ” ) and can execute a printing operation based on 
these print settings ( " COLOR ” and “ SIMPLEX ” ; T360 of 
FIG . 7 ) . On the other hand , when the printer 10 determines 
that one user is not permitted use of both setting values for 
the color setting ( S10 : NO ) , the printer 10 transmits a 
registration request to the server 50 that includes function 
information without any values for the color setting ( T440 of 
FIG . 8 ) . In this case , the server 50 records the account 
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information ( “ user1@zzz.com ” and “ user2@zzz.com ” ) in 
association with the function information ( i.e. , the color 
setting “ NULL ” ) and , when receiving the account informa 
tion " userl@zzz.com ” from the PC 90-1 ( T502 of FIG . 9 ) , 
the server 50 transmits specification screen data to the PC 
90-1 that represents the specification screen SC5 having no 
buttons for specifying the setting value of the color setting 
( T514 ) . Hence , since the PC 90-1 displays the specification 
screen SC5 conforming to this specification screen data , the 
user of the PC 90-1 cannot specify a setting value for the 
color setting . Accordingly , if the printer 10 is shared by a 
plurality of users , the printer 10 can avoid executing image 
processes in response to commands from certain users when 
the print settings for the printing operation include setting 
values the certain users are not allowed to use . 
[ 0153 ] < Correspondences > 
[ 0154 ] The printer 10 is an example of the image process 
ing apparatus of the present disclosure . The image process 
ing server 50 is an example of the external server of the 
present disclosure . The PCs 90-1 and 90-2 are examples of 
the terminal device of the present disclosure . The printing 
process is an example of the image process of the present 
disclosure . The print execution unit 18 is an example of the 
image processing unit of the present disclosure . The color 
setting and the printing - sides setting are examples of the first 
setting and the second setting , respectively . The two setting 
values for the color setting and the two setting values for the 
printing - sides setting are examples of the M1 number of 
setting values and the M2 number of setting values , respec 
tively . The memory 34 and the table 38 are examples of the 
memory of the present disclosure . The limitation informa 
tion in the table 38 is an example of the setting specification 
information of the present disclosure . The registration 
request in T40 of FIG . 3 and the registration request in T440 
of FIG . 8 are examples of the first registration request and 
the second registration request of the present disclosure , 
respectively . The account information " user1@zzz.com ” 
and “ user2@zzz.com ” for the first and second users are 
examples of the account information . The color setting 
“ NULL ” and the printing - sides setting “ NULL ” are 
examples of the incapability information of the present 
disclosure . 
[ 0155 ] The specification screen SC4 of T216 in FIG . 6 is 
an example of the first specification screen of the present 
disclosure . The specification screen SC5 of T516 in FIG . 9 
and the specification screen SC6 of T616 of FIG . 10 are 
examples of the second specification screen of the present 
disclosure . The PRINT buttons in the specification screens 
SC4 , SC5 , and SC6 are examples of the operation specifi 
cation area of the present disclosure . The buttons for speci 
fying the setting values corresponding to the color setting 
are examples of the first setting specification area of the 
present disclosure . The buttons for specifying the setting 
values corresponding to the printing - sides setting are 
examples of the second setting specification area of the 
present disclosure . The setting value “ COLOR ” specified in 
T220 of FIG . 6 is an example of the first setting value of the 
present disclosure . The print settings " COLOR ” and “ SIM 
PLEX ” in T342 of FIG . 7 are examples of the first setting of 
the present disclosure . The setting value “ COLOR ” speci 
fied in 1748 of FIG . 11 is an example of the second setting 
value of the present disclosure . The setting value “ SIM 
PLEX ” specified in T520 of FIG.9 or T620 of FIG . 10 is an 
example of the third setting value of the present disclosure . 

The “ SIMPLEX ” of the print setting in 1742 of FIG . 11 or 
T842 of FIG . 12 is an example of the second setting of the 
present disclosure . The print request of T222 in FIG . 6 is an 
example of the first function execution request of the present 
disclosure . The print request of T522 in FIG . 9 or T622 in 
FIG . 10 is an example of the second function execution 
request of the present disclosure . The URL “ U2 ” is an 
example of the first information . The URL “ U4 ” and the 
URL “ U6 ” are examples of the second information . The 
print command of T334 in FIG . 7 is an example of the first 
function execution instruction of the present disclosure . The 
print command of T734 in FIG . 11 and the print command 
of T834 in FIG . 12 are examples of the second function 
execution instruction of the present disclosure . The user 
name and password are examples of the user identification 
information of the present disclosure . The print data is an 
example of the image data of the present disclosure . The 
state in which the limitation flag 40 is set to “ ON ” is an 
example of the first mode of the present disclosure . The state 
in which the limitation flag 40 is set to “ OFF ” is an example 
of the second mode of the present disclosure . 
[ 0156 ] The process of T32 in FIG . 3 and the process of 
T43 in FIG . 432 are examples of the ( a ) receiving of the 
present disclosure . The process of S10 of FIG . 14 and the 
process of S14 of FIG . 14 are examples of the ( b ) deter 
mining of the present disclosure . The process of T40 in FIG . 
3 is an example of the ( cl ) transmitting of the present 
disclosure . The process of T334 in FIG . 7 is an example of 
the ( dl ) receiving of the present disclosure . The process of 
T360 in FIG . 7 is an example of the ( el ) controlling of the 
present disclosure . The process of T440 in FIG . 8 is an 
example of the ( c2 ) receiving of the present disclosure . The 
process of T734 in FIG . 11 and the process of T834 in FIG . 
12 are examples of the ( d2 ) receiving of the present disclo 
sure . The process of T760 in FIG . 11 and the process of T860 
in FIG . 12 are examples of the ( e2 ) controlling of the present 
disclosure . 

Second Embodiment 

[ 0157 ] Next , a second embodiment of the present disclo 
sure will be described with reference to FIG . 16. In the 
second embodiment , the printer 10 is provided with web 
server function and can receive instructions for the server 
from a PC or another external device . The registration 
process of FIG . 16 is executed in the second embodiment in 
place of the registration process of FIG . 3 described in the 
first embodiment . In the initial state of FIG . 16 , the limita 
tion flag 40 of the printer 10 is set to " OFF . ” In other words , 
the printer 10 is in the first state . 
[ 0158 ] When the PC 90-1 receives a command from the 
first user to modify the limitation flag 40 from “ OFF ” to 
“ ON ” in the printer 10 , in T1000 of FIG . 14 the PC 90-1 
transmits a modification screen request to the printer 10. The 
modification screen request requests a modification screen 
for changing the limitation flag 40 , and includes the user 
name “ UN1 " and the password “ P1 . " 
[ 0159 ] When the printer 10 receives the modification 
screen request from the PC 90-1 in T1000 , in T1002 the 
printer 10 changes the login status information in the table 
38 associated with the username “ UN1 ” included in the 
modification screen request from “ LOGGED OUT ” to 
“ LOGGED IN . ” In T1010 the printer 10 transmits modifi 
cation screen data representing a modification screen SC8 to 
the PC 90-1 . 



US 2019/0361650 A1 Nov. 28 , 2019 
14 

transmits a registration request to the server 50 that includes 
the account information “ user1 @ zzz.com ” . Thereafter , the 
same process described in T112 through T136 of FIG . 4 is 
executed , thereby completing the process for registering the 
printer 10 on the server 50 . 

Effects of the Second Embodiment 

[ 0160 ] After the PC 90-1 receives the modification screen 
data from the printer 10 in T1010 , in T1012 the PC 90-1 
displays the modification screen SC8 represented by the 
modification screen data . The modification screen SC8 
includes a YES button for changing the limitation flag 40 to 
“ ON , ” and a NO button for not changing the limitation flag 
40 . 
[ 0161 ] In T1020 the PC 90-1 receives a selection for the 
YES button in the modification screen SC8 from the first 
user , and in T1022 transmits a flag modification command to 
the printer 10. The flag modification command instructs the 
printer 10 to change the limitation flag 40 from “ OFF ” to 
" ON . ” 
[ 0162 ] When the printer 10 receives the flag modification 
command from the PC 90-1 in T1022 , in T1024 the printer 
10 modifies the limitation flag 40 in the memory 34 from 
“ OFF ” to “ ON . ” 
[ 0163 ] In T1030 the PC 90-1 receives a registration opera 
tion from the first user for registering the printer 10 on the 
server 50. In response , in T1032 the PC 90-1 transmits a 
prescribed screen request to the printer 10. The prescribed 
screen request requests the printer 10 to transmit a pre 
scribed screen . In the second embodiment , the first user does 
not log in to the server 50 . 
[ 0164 ] Upon receiving this prescribed screen request from 
the PC 90-1 in T1032 , in T1034 the printer 10 transmits 
prescribed screen data representing a prescribed screen SC9 
to the PC 90-1 . The prescribed screen SC9 includes a 
REGISTER button . 
[ 0165 ] After receiving the prescribed screen data from the 
printer 10 in T1034 , in T1036 the PC 90-1 displays the 
prescribed screen SC9 represented by the prescribed screen 
data . When the first user selects the REGISTER button in the 
prescribed screen SC9 in T1040 , in T1042 the PC 90-1 
transmits a registration command to the printer 10. The 
registration command does not include the account infor 
mation " user1@zzz.com ” for the first user . Thereafter , the 
same process described in T40 through T44 of FIG . 3 is 
executed . 
[ 0166 ] In T1050 the server 50 transmits the management 
ID “ Printer1 ” and a URL “ U10 ” to the printer 10. The URL 
“ U10 ” is location information specifying a location on the 
server 50 and includes the registration token RT as a query 
string . 
[ 0167 ] When the printer 10 receives the management ID 
“ Printer1 ” and the URL “ U10 ” from the server 50 in T1050 , 
in T1052 the printer 10 transmits the URL “ U10 ” to the PC 
90-1 . 
[ 0168 ] After receiving the URL “ U10 ” from the printer 10 
in T1052 , in T1060 the PC 90-1 transmits the URL " U10 " 
to the server 50 to access the server 50 . 
[ 0169 ] When the server 50 receives the URL “ U10 ” from 
the PC 90-1 in T1060 , the server 50 determines whether the 
registration token RT included in the URL “ U10 ” matches 
the registration token RT included in the device information 
( see T44 of FIG . 3 ) . Since the registration tokens match in 
this case , in T1062 the server 50 transmits entry screen data 
to the PC 90-1 representing an entry screen for inputting 
account information . 
[ 0170 ] Upon receiving the entry screen data from the 
server 50 in T1062 , in T1064 the PC 90-1 displays the entry 
screen ( not illustrated ) . When the PC 90-1 receives input of 
the account information " userl@zzz.com ” via the entry 
screen from the first user in T1070 , in T1072 the PC 90-1 

( 0171 ] According to the second embodiment described 
above , the PC 90-1 transmits the registration command to 
the printer 10 after the first user performs the registration 
operation and selects the REGISTER button on the PC 90-1 . 
With this method , the PC 90-1 need not search for the printer 
10 , and the first user need not select the device name “ DN ” 
of the printer 10 from among a plurality of device names 
displayed in the search results , thereby improving user 
friendliness . 
[ 0172 ] While the description has been made in detail with 
reference to specific embodiments , it would be apparent to 
those skilled in the art that various changes and modifica 
tions may be made thereto . 
[ 0173 ] < First Variation > 
[ 0174 ] In the first embodiment described above , the limi 
tation information stored in the table 38 specifies one or 
more setting values for each of the two setting categories 
( i.e. , the color setting and printing - sides setting ) that the 
corresponding user is permitted to use . However , the limi 
tation information may instead specify one or more setting 
values that the corresponding user is not permitted to use . In 
this case , for example , when the printer is in the second state 
illustrated in FIG . 1C , the limitation information for the first 
user does not include any setting values for the color setting 
or the printing - sides setting . In addition , the limitation 
information for the second user includes only the single 
value “ COLOR ” for the color setting . In other words , the 
" setting specification information ” of the present disclosure 
may be information for specifying one or more setting 
values for at least one setting category that the correspond 
ing user is permitted to use . 
[ 0175 ] < Second Variation > 
[ 0176 ] The table 38 may be stored on an external server 
rather than the printer 10. In this variation , for example , in 
1744 of FIG . 11 the printer 10 transmits the account 
information “ user1@zzz.com ” included in the print com 
mand to the external server . When the external server 
receives the account information “ user1@zzz.com ” from the 
printer 10 , the external server identifies the limitation infor 
mation associated with the account information ( i.e. , 
" COLOR ” and “ MONOCHROME , and " SIMPLEX ” and 
“ DUPLEX ” ) and transmits this limitation information to the 
printer 10. In this way , the printer 10 can acquire the 
limitation information corresponding to the first user . In 
other words , the “ memory ” of the present disclosure may be 
provided in a device separate from the “ image processing 
apparatus ” of the present disclosure . 
[ 0177 ] < Third Variation > 
[ 0178 ] The limitation flag 40 may be set to “ ON ” at all 
times . In this variation , the " ( k ) transmitting ” ( transmitting 
a third registration request ) of the present disclosure may be 
omitted . 
[ 0179 ] < Fourth Variation > 
[ 0180 ] As a fourth variation , rather than determining 
whether the limitation flag 40 in the memory 34 is set to 
“ ON ” in S5 of FIG . 14 , the printer 10 may determine 
whether limitation information is stored in the table 38. In 
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this case , the printer 10 advances to S10 when determining 
that limitation information is stored in the table 38 ( S5 : 
YES ) and advances to S6 when determining that limitation 
information is not stored in the table 38 ( S5 : NO ) . In this 
variation , the state of limitation information being stored 
and the state of limitation information not being stored are 
examples of the “ first mode ” and the “ second mode ” of the 
present disclosure , respectively . 
[ 0181 ] < Fifth Variation > 
[ 0182 ] In T334 of FIG . 7 , the printer 10 may receive from 
the server 50 a print command that includes the print data 
PD1 and the print settings ( “ COLOR ” and “ SIMPLEX " ) 
rather than the URLs “ U1 ” and “ U2 , ” for example . In this 
variation , the print setting is an example of the first infor 
mation and the second information of the present disclosure . 
[ 0183 ] < Sixth Variation > 
[ 0184 ] In S10 of FIG . 14 , the printer 10 may use the 
limitation information in the table 38 to determine whether 
all users of the printer 10 are permitted use of any one of the 
two values “ COLOR ” and “ MONOCHROME ” for the color 
setting . Similarly , in S14 the printer 10 may use the limita 
tion information to determine whether all users of the printer 
10 are permitted use of any one of the two setting values 
“ SIMPLEX ” and “ DUPLEX ” for the printing - sides setting . 
In this case , in T440 of FIG . 8 the printer 10 transmits a 
registration request to the server 50 that includes function 
information having the single setting value “ MONO 
CHROME ” for the color setting and the two setting values 
“ SIMPLEX ” and “ DUPLEX ” for the printing - sides setting , 
for example . Since the device information recorded on the 
server 50 includes this function information , in T616 of FIG . 
10 the PC 90-2 displays a specification screen that further 
includes a button for specifying the setting value “ MONO 
CHROME ” for the color setting , for example . This configu 
ration can prevent the second user from specifying the 
setting value “ COLOR ” for the color setting in the specifi 
cation screen . Further , since an unspecified setting category 
does not occur in the print settings in this variation , the 
printer 10 never make a YES determination in S140 of FIG . 
15 and , hence , need not display the selection screen SC7 , 
thereby reducing the processing load on the printer 10. In the 
present variation , the “ ( g ) controlling " ( displaying a selec 
tion screen ) of the present disclosure may be omitted . 
[ 0185 ] < Seventh Variation > 
( 0186 ] The printer 10 may execute the process in 1744 
through T748 prior to executing the process in 1740 and 
1742 of FIG . 11 , for example . In this case , after transmitting 
a registration request to the server 50 in T440 of FIG . 8 , the 
printer 10 stores transmission information in the memory 34 
indicating that two setting values for the printing - sides 
setting have been transmitted to the server 50. Accordingly , 
since the printer 10 stores the transmission information in 
the memory 34 when receiving a print command from the 
server 50 in 1734 , the printer 10 determines that the two 
setting values for the color setting were not transmitted to 
the server 50 and displays the selection screen SC7 on the 
display 14 that includes buttons for specifying setting values 
for the color setting . After subsequently receiving a speci 
fication for “ COLOR ” and a selection of the PRINT button 
in the selection screen SC7 from the first user , the printer 10 
uses the URL “ U4 " received in the print command to obtain 
the print setting ( “ SIMPLEX " ) from the server 50 . 

[ 0187 ] < Eighth Variation > 
[ 0188 ] When the printer 10 receives a print command 
from the server 50 in 1734 of FIG . 11 , the printer 10 may 
execute the process in T750 and 1752 prior to executing the 
process in T740 through 1748. In other words , the ( i ) 
receiving ( receiving image data ) of the present disclosure 
may receive image data from the server prior to the user 
selecting a second setting value in the selection screen . 
[ 0189 ] < Ninth Variation > 
[ 0190 ] In T720 of FIG . 11 , the printer 10 may transmit to 
the server 50 a job list request that further includes the 
account information “ user1@zzz.com ” associated with the 
username “ UN1 ” and the password “ P1 ” in the table 38. In 
this case , upon receiving the job list request from the printer 
10 , the server 50 identifies the print job J2 that includes this 
account information “ user1 @ zzz.com , " and transmits the 
job list data to the printer 10. The job list data received in 
T824 includes only information correlating the job ID 
" Job2 ” included in the print job J2 with the account infor 
mation “ user1@zzz.com ” . Upon receiving the job list data 
from the server 50 , the printer 10 displays the job list 
represented by the job list data on the display 14 . 
[ 0191 ] < Tenth Variation > 
[ 0192 ] As a tenth variation , the updating process of FIG . 
13 may be omitted . In the present variation , the “ ( ) trans 
mitting ” ( transmitting an update request ) of the present 
disclosure may be omitted . 
[ 0193 ] < Eleventh Variation > 
[ 0194 ] The image processing apparatus is not limited to 
the printer 10 , but may be any apparatus ( a multifunction 
peripheral , for example ) that can execute processes in addi 
tion to a printing process ( a scanning process , for example ) . 
Alternatively , the image processing apparatus may be a 
scanner that can only execute scanning processes . In the 
latter case , the server 50 may mediate scanning operations 
between the scanner and the PCs 90-1 and the like . As an 
example , one of the scan setting categories may be the color 
setting , and possible setting values for the color setting may 
be “ COLOR ” and “ MONOCHROME . ” The setting value 
" COLOR ” indicates that the user is permitted to perform 
color scans , while the value “ MONOCHROME ” indicates 
that the user is permitted to perform monochrome scans . In 
this case , in T440 of FIG . 8 the scanner transmits a regis 
tration request to the server 50 that includes function infor 
mation without any setting values for the color setting . As a 
result , the specification screen SC5 displayed in T516 of 
FIG . 9 does not include any buttons specifying setting values 
for the color setting . Upon receiving a scan request from the 
PC 90-1 that includes scan settings without any setting 
values for the color setting , the server 50 transmits a scan 
command to the scanner that includes the account informa 
tion " user1 @ zzz.com ” and the scan settings in place of 
performing the process in T530 through T534 of FIG . 9 
described in the embodiments . As a result , the scanner 
determines that the setting value for the color setting is 
unspecified , acquires limitation information from the table 
38 for the first user associated with the account information 
“ user1@zzz.com , ” and displays a selection screen for select 
ing a setting value for the color setting . When the scanner 
receives a specification from the first user in the selection 
screen for the setting value “ COLOR , ” for example , the 
scanner executes a color scanning operation based on the 
value “ COLOR ” and transmits the resulting scan data to the 
server 50. In this case , the server 50 transmits the scan data 
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to the PC 90-1 . In the present variation , the scan process is 
an example of the “ image process ” of the present disclosure . 
[ 0195 ] < Twelfth Variation > 
[ 0196 ] In the embodiments described above , each of the 
processes in FIGS . 2 through 16 are implemented in soft 
ware ( i.e. , the program 36 ) , but one or more of these 
processes may be implemented in hardware configured of 
logic circuits and the like . 
[ 0197 ] The technical elements described in the present 
specification or drawings exhibit technical utility either 
independently or in various combinations and shall not be 
limited to the combinations set forth in the claims at the time 
of filing . Further , the technology illustrated in the specifi 
cation or drawings achieves multiple objects at the same 
time , and achieving one of the objects itself demonstrates 
technical utility . 
What is claimed is : 
1. An image processing apparatus comprising : 
an image processing unit ; and 
a controller configured to perform : 

( a ) receiving a registration instruction for registering 
information on the image processing apparatus to an 
external server ; 

( b ) determining , in response to receiving the registra 
tion instruction , whether all of a plurality of users is 
permitted to use all of a plurality of setting values for 
each of at least one setting category , the at least one 
setting category being used for an image process and 
including a first setting category having an Mi 
number of setting values , M1 being an integer 
greater than or equal to two , a memory being con 
figured to store setting specification information for 
each of the plurality of users , the setting specification 
information specifying , for each of the at least one 
setting category , at least one setting value among the 
plurality of setting values that is permitted to use for 
the image process by the each of the plurality of 
users , the ( b ) determining being made using the 
setting specification information ; 

( cl ) transmitting , in response to determining in ( b ) that 
all of the plurality of users is permitted to use all of 
the M1 number of setting values for the first setting 
category , to the external server a first registration 
request including the M1 number of setting values , 
the external server being configured to store the M1 
number of setting values in association with specific 
account information corresponding to a specific user 
in response to receiving the first registration request 
from the image processing apparatus , the external 
server being configured to transmit first specification 
screen data to a terminal device in response to 
receiving the specific account information from the 
terminal device , the first specification screen data 
being generated on the basis of the M1 number of 
setting values included in the first registration 
request so that the first specification screen data 
represents a first specification screen including an 
operation specification area and a first setting speci 
fication area , the operation specification area being 
for receiving an instructing operation to instruct the 
image processing apparatus to execute the image 
process , the first setting specification area being for 

receiving a first specifying operation to specify one 
of the M1 number of setting values for the first 
setting category ; 

( dl ) receiving a first function execution instruction 
including first information from the external server , 
the terminal device being configured to transmit to 
the external server a first function execution request 
including a first setting value for the first setting 
category in response to receiving the first specifying 
operation to specify the first setting value from 
among the M1 number of setting values and the 
instructing operation while displaying the first speci 
fication screen , the first information being related to 
the first setting value being specified for the first 
setting category , the first function execution instruc 
tion being received after the first function execution 
request is transmitted from the terminal device to the 
external server ; 

( el ) controlling , in response to receiving the first func 
tion execution instruction , the image processing unit 
to execute the image process in accordance with a 
first setting including the first setting value for the 
first setting category ; 

( c2 ) transmitting , in response to determining in ( b ) that 
any of the plurality of users is not permitted to use all 
of the M1 number of setting values for the first 
setting category , to the external server a second 
registration request not including the M1 number of 
setting values , the external server being configured 
to store incapability information in association with 
the specific account information in response to 
receiving the second registration request from the 
image processing apparatus , the incapability infor 
mation indicating that at least one of the M1 number 
of setting values is not permitted to be specified , the 
external server being configured to transmit second 
specification screen data to the terminal device in 
response to receiving the specific account informa 
tion from the terminal device , the second specifica 
tion screen data being generated on the basis of the 
incapability information so that the second specifi 
cation screen data represents a second specification 
screen including the operation specification area and 
excluding the first setting specification area ; 

( 02 ) receiving a second function execution instruction 
from the external server , the terminal device being 
configured to transmit to the external server a second 
function execution request not including the Mi 
number of setting values for the first setting category 
in response to receiving the instruction operation 
while displaying the second specification screen , the 
second function execution instruction being received 
after the second function execution request is trans 
mitted from the terminal device to the external 
server ; and 

( e2 ) controlling , in response to receiving the second 
function execution instruction , the image processing 
unit to execute the image process in accordance with 
a second setting including a second setting value for 
the first setting category . 

2. The image processing apparatus according to claim 1 , 
wherein the second function execution instruction includes 
second information being related to none of the M1 number 
of setting values being specified for the first setting category . 
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3. The image processing apparatus according to claim 2 , 
further comprising a display , 
wherein the setting specification information is stored in 

the memory in association with account information of 
corresponding one of the plurality of users , 

wherein the second function execution instruction further 
includes the specific account information , 

wherein the controller is configured to further perform : 
( f ) acquiring , in response to receiving the second func 

tion execution instruction , from the memory specific 
setting specification information associated with the 
specific account information included in the second 
function execution instruction , the specific setting 
specification information being the setting specifica 
tion information corresponding to the specific user 
and specifying at least one setting value for the first 
setting category ; and 

( g ) controlling the display to display a selection screen 
including a first setting selection area for receiving a 
first selecting operation to select one of the at least 
one setting value for the first setting category , and 

wherein the ( e2 ) controlling controls , in response to 
receiving the first selecting operation to select the 
second setting value for the first setting category while 
the selection screen is displayed on the display , the 
image processing unit to execute the image process in 
accordance with the second setting including the sec 
ond setting value for the first setting category . 

4. The image processing apparatus according to claim 3 , 
wherein the at least one setting category further includes a 
second setting category having an M2 number of setting 
values , M2 being an integer greater than or equal to two , 

wherein the ( c2 ) transmitting transmits , in response to 
determining in ( b ) that any of the plurality of users is 
not permitted to use all of the M1 number of setting 
values for the first setting category and that all of the 
plurality of users is permitted to use all of the M2 
number of setting values for the second setting cat 
egory , the second registration request including none of 
the M1 number of setting values and all of the M2 
number of setting values to the external server , 

wherein the external server stores the incapability infor 
mation and the M2 number of setting values in asso 
ciation with the specific account information in 
response to receiving the second registration request 
from the image processing apparatus , and transmits the 
second specification screen data to the terminal device 
in response to receiving the specific account informa 
tion from the terminal device , the second specification 
screen data being generated on the basis of the inca 
pability information and the M2 number of setting 
values so that the second specification screen data 
represents the second specification screen including the 
operation specification area , excluding the first setting 
specification area , and including a second setting speci 
fication area , the second setting specification area being 
for receiving a second specifying operation to specify 
one of the M2 number of setting values for the second 
setting category , 

wherein the ( d2 ) receiving receives the second function 
execution instruction from the external server after the 
second function execution request is transmitted from 
the terminal device to the external server , the second 
function execution request including none of the M1 

number of setting values for the first setting category 
and a third setting value for the second setting category , 
the terminal device transmitting the second function 
execution request to the external server in response to 
receiving the second specifying operation to specify the 
third setting value from among the M2 number of 
setting values and the instructing operation while dis 
playing the second specification screen , the second 
function execution instruction including the second 
information being related to none of the M1 number of 
setting values being specified for the first setting cat 
egory and the third setting value is specified for the 
second setting category , 

wherein the selecting screen excludes a second setting 
selection area for receiving a second selecting opera 
tion to select one of the M2 number of setting values for 
the second setting category , and 

wherein the ( e2 ) controlling controls , in response to 
receiving the first selecting operation while the selec 
tion screen is displayed on the display , the image 
processing unit to execute the image process in accor 
dance with the second setting including the second 
setting value for the first setting category and the third 
setting value for the second setting category . 

5. The image processing apparatus according to claim 3 , 
wherein in a case where the specific setting specification 
information specifies two or more setting values for the first 
setting category , the ( g ) controlling controls the display to 
display the selection screen including the first setting selec 
tion area , and 

wherein in a case where the specific setting specification 
information specifies one setting value for the first 
setting category , the ( g ) controlling controls the display 
not to display the selection screen and the ( e2 ) con 
trolling controls the image processing unit to execute 
the image process unit in accordance with the second 
setting including the one setting value for the first 
setting category . 

6. The image processing apparatus according to claim 3 , 
further comprising an operation interface , 
wherein the controller is configured to further perform ( h ) 

receiving via the operation interface an input of user 
identification information for identifying the specific 
user , 

wherein the ( g ) controlling controls the display not to 
display the selection screen before the ( 1 ) receiving is 
performed , and 

wherein the ( g ) controlling controls the display to display 
the selection screen after the ( h ) receiving is performed . 

7. The image processing apparatus according to claim 3 , 
wherein the controller is configured to further perform ( i ) 
receiving image data from the external server , the image 
process being a print process to print an image based on the 
image data , 

wherein the ( el ) controlling controls the image processing 
unit to execute the print process in accordance with the 
first setting in a case where the ( dl ) receiving receives 
the first function execution instruction from the exter 
nal server and the ( i ) receiving receives the image data 
from the external server , and 

wherein the ( e2 ) controlling controls the image processing 
unit to execute the print process in accordance with the 
second setting in a case where the ( d2 ) receiving 
receives the second function execution instruction from 
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the external server and the ( i ) receiving receives the 
image data from the external server . 

8. The image processing apparatus according to claim 7 , 
wherein the ( i ) receiving is performed after the first selecting 
operation is received . 

9. The image processing apparatus according to claim 1 , 
wherein the controller is configured to further perform ( ) 
transmitting an update request to the external server in a case 
where the image processing apparatus transit from a first 
state to a second state due to update of the setting specifi 
cation information stored in the memory after the ( c2 ) 
transmitting is performed , any of the plurality of users being 
not permitted to use all of the M1 number of setting values 
for the first setting category in the first state , all of the 
plurality of users being permitted to use all of the Mi 
number of setting values for the first setting category in the 
second state , the update request including the M1 number of 
setting values and requesting the server to replace the 
incapability information with the M1 number of setting 
values . 

10. The image processing apparatus according to claim 1 , 
wherein the ( b ) determining is performed in response to the 
( a ) receiving receiving the registration instruction while the 
image processing apparatus is placed in a first mode in 
which the setting specification information is used , and 

wherein the controller is configured to further perform ( k ) 
transmitting a third registration request to the external 
server in response to the ( a ) receiving receiving the 
registration instruction while the image processing 
apparatus is placed in a second mode in which the 
setting specification information is not used , the third 
registration request including the plurality of setting 
values for each of the at least one setting category . 

11. The image processing apparatus according to claim 1 , 
further comprising the memory . 

12. A non - transitory computer readable storage medium 
storing a set of program instructions for an image processing 
apparatus including an image processing unit , the set of 
program instructions comprising : 

( a ) receiving a registration instruction for registering 
information on the image processing apparatus to an 
external server ; 

( b ) determining , in response to receiving the registration 
instruction , whether all of a plurality of users is per 
mitted to use all of a plurality of setting values for each 
of at least one setting category , the at least one setting 
category being used for an image process and including 
a first setting category having an M1 number of setting 
values , M1 being an integer greater than or equal to 
two , a memory being configured to store setting speci 
fication information for each of the plurality of users , 
the setting specification information specifying , for 
each of the at least one setting category , at least one 
setting value among the plurality of setting values that 
the each of the plurality of users is permitted to use for 
the image process , the determination being made using 
the setting specification information ; 

( cl ) transmitting , in response to determining in ( b ) that all 
of the plurality of users is permitted to use all of the M1 
number of setting values for the first setting category , 
to the external server a first registration request includ 
ing the M1 number of setting values , the external server 
being configured to store the M1 number of setting 
values in association with specific account information 

corresponding to a specific user in response to receiv 
ing the first registration request from the image pro 
cessing apparatus , the external server being configured 
to transmit first specification screen data to a terminal 
device in response to receiving the specific account 
information from the terminal device , the first specifi 
cation screen data being generated on the basis of the 
M1 number of setting values included in the first 
registration request so that the first specification screen 
data represents a first specification screen including an 
operation specification area and a first setting specifi 
cation area , the operation specification area being for 
receiving an instructing operation to instruct the image 
processing apparatus to execute the image process , the 
first setting specification area being for receiving a first 
specifying operation to specify one of the M1 number 
of setting values for the first setting category ; 

( dl ) receiving a first function execution instruction 
including first information from the external server , the 
terminal device being configured to transmit to the 
external server a first function execution request includ 
ing a first setting value for the first setting category in 
response to receiving the first specifying operation to 
specify the first setting value from among the Mi 
number of setting values and the instructing operation 
while displaying the first specification screen , the first 
information being related to the first setting value being 
specified for the first setting category , the first function 
execution instruction being received after the first func 
tion execution request is transmitted from the terminal 
device to the external server ; 

( el ) controlling , in response to receiving the first function 
execution instruction , the image processing unit to 
execute the image process in accordance with a first 
setting including the first setting value for the first 
setting category ; 

( c2 ) transmitting , in response to determining in ( b ) that 
any of the plurality of users is not permitted to use all 
of the M1 number of setting values for the first setting 
category , to the external server a second registration 
request not including the M1 number of setting values , 
the external server being configured to store incapabil 
ity information in association with the specific account 
information in response to receiving the second regis 
tration request from the image processing apparatus , 
the incapability information indicating that at least one 
of the M1 number of setting values is not permitted to 
be specified , the external server being configured to 
transmit second specification screen data to the termi 
nal device in response to receiving the specific account 
information from the terminal device , the second speci 
fication screen data being generated on the basis of the 
incapability information so that the second specifica 
tion screen data represents a second specification 
screen including the operation specification area and 
excluding the first setting specification area ; 

( d2 ) receiving a second function execution instruction 
from the external server , the terminal device being 
configured to transmit to the external server a second 
function execution request not including the M1 num 
ber of setting values for the first setting category in 
response to receiving the instruction operation while 
displaying the second specification screen , the second 
function execution instruction being received after the 
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second function execution request is transmitted from 
the terminal device to the external server ; and 

( e2 ) controlling , in response to receiving the second 
function execution instruction , the image processing 
unit to execute the image process in accordance with a 
second setting including a second setting value for the 
first setting category . 


