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(57) Abstract: A system and method for protection of Web based applications are described. The techniques described provide
&= an enterprise wide approach to preventing attacks of Web based applications. Individual computer networks within the enterprise
& monitor network traffic to identify anomalous traffic. The anomalous traffic can be identified by comparing the traffic to a profile of
acceptable user traffic when interacting with the application. The anomalous traffic, or security events, identified at the individual
computer networks are communicated to a central security manager. The central security manager correlates the security events at
the individual computer networks to determine if there is an enterprise wide security threat. The central security manager can then
communicate instructions to the individual computer networks so as to provide an enterprise wide solution to the threat.



WO 2008/011576 A3 | NI DA 00 0000000 A0 OO

Published: (15) Information about Correction:
—  with international search report Previous Correction:

(88) Date of publication of the international search report: see Notice of 20 March 2008

14 August 2008



International application No,

INTERNATIONAL SEARCH REPORT

PCT/US07/73996
A CLASSIFICATION OF SUBJECT MATTER
IPC: GOGF 11/00( 2006.01)
USPC: 726/22

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. :726/22

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
ACM, IEEE, Springer, Altavista, Google, Scholar

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category * Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2002/0087882 Al (SCHNEIER et al) 4 July 2002 (04.07.2002) 1-9

D Further documents are listed in the continuation of Box C. D See patent family annex.

- Special categanies of cited documents: “T" later document published after the intemational filing date or pricrity date
and not in conflict with the application but cited to understand the
“A”  document defining the general state of the art which is not considered to be of principle or theory underlying the invention
particular relevance
X" document of paticular relevance; the claimed invention cannot be
carlier application or patent published on or after the intemational filing date considered novel or cannot be considered to involve an inventive step
when the document is taken alone
document which may throw doubts on pricrity claim(s) ar which is cited to
establish the publication date of another citation or other special reason (as “y” document of particular relevance; the claimed invention cannot be
specified) considered to involve an inventive step when the document is combined
with ane or more other such documents, such combination being cbvious
“O”  document referring to an oral disclosure, use, exhibition or other means to a persan skilled in the art
“P”  document published prior to the intematianal filing date but later than the “&” docmﬁent member of the same patent family
priority date claimed k
Date of the actual completion of the international search | Date of maili nj:)IIxe |ntcmat|onal search report
02 April 2008 (02.04.2008) : DB
Name and mailing address of the ISA/US Authorizgd office
Mail Stop FCT, Attn: ISA/US @
Commissioner for Patents _ David\Garcia eth
P.O. Box 1450
Alexandria, Virginia 22313-1450 -Telephone No. (571)272-2100

Facsimile No. (571) 273-3201

Form PCT/ISA/210 (second sheet) (April 2007)



	BIBLIOGRAPHY
	SEARCH_REPORT

