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ABSTRACT

The disclosed technology provides a system and a computer
implemented method for crisis state detection and interven-
tion of a person or group of persons, the method comprising:
providing a computer system designed to detect and inter-
vene non-normal, elevated crisis operating states; using one
or more sensors that ascertains a crisis state via physical,
behavioral, or cognitive indicators; deducing, with compu-
tational hardware, the operational state of a user or users
from one or more sensors; and administering an immediate,
dual intervention of a sensory form to de-escalate the crisis
operating state of a person or group of persons.
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COMPUTER SYSTEM FOR CRISIS STATE
DETECTION AND INTERVENTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is related to U.S. Provisional Pat-
ent Application No. 62/959.858, filed Jan. 10, 2020 by
Kristen M. Heimerl titled “Computer system for crisis state
detection and intervention” and U.S. Provisional Patent
Application No. 63/054,230, filed on Jul. 20, 2020 by
Kristen M. Heimerl titled “Computer system for crisis state
detection and intervention”, which are incorporated herein
by reference in their entirety.

TECHNICAL FIELD

[0002] The disclosed technology relates principally to
computerized systems for automatically sensing collective
stress and providing active feedback to a group of individu-
als and more particularly to sensing individual and group
behaviors and physiological states using building sensors
that gather data about the physical environment, sensors
remote to the persons that gather data about the persons,
sensors on the persons that gather data about the persons,
and input received overtly from individuals, and helping
achieve the optimal collective operating state of a group of
persons and, more specifically, to a system and method for
detecting and intervening when collective physiological
operating states become elevated or aroused, thereby reach-
ing a group-crisis state. The system and methods are
designed to gather parameters from a plurality of sensor
types, analyze those parameters and output corrective mea-
sures for the group to diffuse collective crisis operating
states, returning the group of individuals to their optimal or
normal operating state. Three factors affect human stress
levels that, when elevated, result in crisis operating states: 1)
Personal Factors, 2) Physical Environment Factors, and 3)
Social Environment Factors. The disclosed technology in
this patent is designed to address Social Environment Fac-
tors and Physical Environment Factors that drive human
stress levels. The disclosed technologies can be combined to
holistically address the totality of factors that drive human
stress.

BACKGROUND

[0003] A crisis state may be defined as “a time of intense
difficulty or danger.” A group crisis is an event or state that
threatens the very stability of a group of persons convening
for employment, education, community, social, recreational,
or other communal or living purposes. A crisis implies a
situation where time is short, and an effective decision must
be taken immediately. The collective crisis state, if not
intervened, perpetuates a sense of lack of control worsening
the situation and thereby risking escalation and/or flawed
human decision making. Crisis state intervention needs to be
swift and effective with flexibility of interventions to meet
individual and group differences and to meet further or
prolonged shocks.

[0004] Three elements are generally attributed to a crisis
state: (1) threat to the system, (ii) an element of surprise or
unpreparedness, (iii) a short decision time to mitigate vs.
exacerbate the situation which can lead to crisis escalation
and the potential for irreversible damage via substandard
decision making.
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[0005] With 94% of Americans reporting experiencing
stress at their workplace, 54% of workers reporting toxic
cultures at work, and half of human resources professionals
reporting that their organization had experienced a work-
place-violence incident in the last year, harmful, crises-
states and the outbursts that ensue from them are rising to
unprecedented levels today—and not just in workplaces but
in the private homes, schools, organizations, and various
communities that make up society-at-large. There remains a
need for providing groups with feedback to reduce collective
stress levels that contribute to negative behaviors that cause
injury to the group or individuals within the group. At the
household level, the previously unmet need is for smart-
home technology including hubs and controllers to enable
crisis detection and intervention; and at the organizational or
community level, the previously unmet need is for intelli-
gent building technology married with wearable technology
and sophisticated analysis and reporting tools to enable
crisis detection and intervention.

SUMMARY

[0006] The disclosed system of wearable and non-wear-
able devices coupled with software and computing technol-
ogy is designed to address the group-stress problem (also
clinically referred to as “collective-stress problem”) in the
myriad social environment (also commonly referred to as
“culture”) and physical environments in which it manifests.
Personal Factors that affect human stress levels can be
addressed effectively with application of a direct interven-
tion(s) aimed at the individual experiencing heightened
stress. Addressing Social Environment Factors and Physical
Environment Factors that affect human stress levels may not
be as clear-cut. There is a complex interplay between
individuals and the environments in which they live, work,
and play. On the one hand, as humans, we are the product of
our environment, but we are also a parent to it. Our behav-
iors and the behaviors we allow (and refuse to allow) in
others shape our macro environment and the various
microcultures in which we spend our lives. On the other
hand, with the exception of one’s private home, corpora-
tions, organizations, and communities create the buildings
and shape the cultures in which we live through their
spending, decision making, and values. The environments in
which we operate, such as the workplace environment, have
an existing physical structure and “tone” when we join them.
As individuals, we’re hard pressed to fundamentally change
them. Likewise, corporations, organizations, and communi-
ties cannot exert total control over individuals to fundamen-
tally change them. But while organizations cannot change
people (unless the people want to be changed), they CAN
change the social and physical environments that contain the
people and shape their thinking and behaviors. The technol-
ogy disclosed in related application entitled “COMPUTER
SYSTEM FOR CRISIS-STATE DETECTION AND
INTERVENTION,” therefore can provide individuals with
tools and technology to positively address the Personal
Factors that affect human stress; and the disclosed technol-
ogy herein provides organizations and communities with
tools and technology to positively address Social Environ-
ment and Physical Environment Factors that drive human
stress. Healthy environments lead to healthy people that
want to help themselves and others lead healthy, productive
lives.
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[0007] Crisis states—individual and group—can be effec-
tively detected and intervened via an amalgam of automated
hardware, software, and sensors that perform measurement
of physical, behavioral, and cognitive indicators. At an
individual level, smart wearable technology enables crisis
detection and intervention; at the household level, smart
home technology including hubs and controllers enables
crisis detection and intervention; and at the organizational
and/or community level, intelligent building technology
married with wearable and non-wearable personal technol-
ogy enable crisis detection and intervention. And while the
scale and complexity differ, the system and method for
human crisis detection and intervention is the same and is
outlined below.

[0008] In some embodiments, the disclosed technology
provides a machine-learning computerized process that
repeatedly, and substantially continuously, obtains data
(symptoms) relevant to group stress (group-crisis state),
determines an appropriate intervention, activates that inter-
vention, obtains data relevant to the effectiveness of the
intervention, and “learns” which symptoms are most rel-
evant to group-stress determinations and which interven-
tions are most effective in order to modify the system’s
future determinations and interventions based on the learn-
ing.

[0009] In some embodiments, the disclosed technology
provides a PROCESS #1 that includes reading physiological
parameters from a group of persons using on-the-body
sensors (e.g., heart-rate, skin-resistance, temperature and the
like), using off-the-body sensors (e.g., camera, interior posi-
tion sensors (IPS), global positioning sensors (GPS), tem-
perature sensors (e.g., FLIR cameras) and the like), and
obtaining self-reported parameters from persons in the group
relating to physical and social (cultural) environmental
factors and their impact on stress levels via the system
dashboard software application which serves both a data
capture and reporting role. The dashboard can include
information that can be organization-wide, including data,
analytics, and reporting to assist an organization in deter-
mining how to improve and/or redefine employee engage-
ment and/or satisfaction. Inputs from these sources are
combined and analyzed (and, in some embodiments, indi-
vidual data is anonymized) to determine if collective-stress
levels are elevated outside the normal operating state range.
Concurrently, the system reads data from building sensors
(e.g., temperature, air quality, CO, level and the like, which
communicate, for example, as an internet-of-things (IoT)
system) to determine the current physical environment
parameters from which to act upon (in circumstances of high
collective stress.) IF group-stress levels are elevated, THEN
the system outputs an (UNCONSCIOUS) PHYSICAL
ENVIRONMENT intervention in the form of adjustments to
building sensors (e.g., sensory-based modification to change
the building environment and optionally customize indi-
vidual workspaces,) and (CONSCIOUS) SOCIAL ENVI-
RONMENT interventions designed to both enhance cultural
health and reduce or eradicate culture dysfunction or “tox-
icity” in the form of software applications that include the
system dashboard (with reporting indicating an overall orga-
nizational health score aggregated from the measures taken
from the input sources/sensors, scores indicating the
PHYSICAL and SOCIAL ENVIRONMENT stress levels,
and metrics pertaining to each of the input areas to identify
where, specifically, stressors are outside of the “normal”
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range,) and a recommended social (cultural) environment
group-stress-reducing “app” (software application) to indi-
viduals in the group that can coincide with one of six
software application sub-collections aligned with proven
group stress mitigating areas (which, non-coincidentally, are
also culture improvers that have a direct, positive impact on
productivity and innovation as well). This dual-intervention
system outputs feedback systematically that is both CON-
SCIOUS and UNCONSCIOUS for optimal collective stress
intervention and crisis-state mitigation and avoidance. As
described herein, the term ‘“unconscious” is utilized as
shorthand to refer to complex, but familiar, psychological
phenomenon whereby a good deal and perhaps most of
mental life, as well as subtle changes in our surroundings,
happen without our knowing much about it (UNCON-
SCIOUS) or, if of our consciousness, it flies below our
‘radar screen.” In other words, some of the interventions can
be perceptible to the individual or group—e.g., CON-
SCIOUS INTERVENTIONS but other interventions—UN-
CONSICOUS INTERVENTIONS—can be either impercep-
tible or largely imperceptible to the individual or group. In
some embodiments, the system anonymizes and combines
the on-the-body data, off-the-body data, and building data to
determine a group stress level and an appropriate dual-part
(unconscious and conscious) group-stress intervention to the
physical environment and the social environment, and out-
putting that dual-part group-stress intervention. In some
such embodiments, the system customizes some aspects of
the GROUP intervention (e.g., social or physical environ-
ment influencer) for certain individuals in the group based
on those individual’s data and preferences as reported to the
system. In some embodiments, the system anonymizes and
combines the individual data to provide every user in the
group with the same GROUP intervention. Anonymizing the
data precludes the possibility of subsequent retaliation
toward any one individual member of the group for unpopu-
lar or unwelcome feedback regarding the organizational
PHYSICAL or SOCIAL environments (“culture”).

[0010] In some embodiments, the disclosed technology
provides a PROCESS #2. Process #2 can be comprised of
two core processes—one of the processes can be automated;
the other process includes some human intervention.) Pro-
cess #2 includes reading physiological parameters from a
group of persons using on-the-body sensors and using
off-the-body sensors, anonymizing and combining these
on-the-body and off-the-body data to determine the group
stress level from physiological-type measures. IF group
stress is elevated outside of the “normal” range, the system
then reads data from building sensors to: (First) determine
the current state of the physical environment by reading
physical-environment parameters from traditional building
IoT sensors, and (second) output an (UNCONSCIOUS)
automatic adjustment to the PHYSICAL ENVIRONMENT
to favorably influence the group stress level by creating a
more positive space for individual and group activities to be
carried out. Once the on-the-body and off-the-body sensors
determine a crisis state, and after the physical environment
has been modified via the building sensors, then the system
can request self-reported feedback from persons in the group
(via the dashboard application) to ascertain the health of the
SOCIAL ENVIRONMENT (CULTURE) factors and their
impact on collective stress levels. The employee data request
can include requests for feedback on the health of the current
state of social environment and the current state of the
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physical environment. These two inputs combined can pro-
vide a self-reported group stress measure (e.g., not biomet-
ric-based). If the intervention system/server determines that
SELF-REPORTED group stress is elevated, and if indi-
vidual data is not anonymized in step two, then it can
implement three distinct interventions designed to positively
impact the social environment—e.g., current cultural tone of
the organization—thereby reducing the group stress level.
First, the system can distribute a software app optimally
selected for each individual from one of the sub-collections
to the users based on their user feedback. Second, individual
workspace office sensors can be adjusted to the personal
needs of users as reported in the feedback and, finally, users
can receive the data dashboard providing robust data and
visualizations of the overall organizational health and key
metrics underscoring it, including their personalized data
and history, in some embodiments.

[0011] In some embodiments, after the SYSTEM auto-
matically adjusts the PHYSICAL environment, then all
individuals/users in the group are automatically provided a
dashboard app that indicates that group stress is elevated,
and in the dashboard app is a request-for-feedback form that
elicits and receives from each user their evaluation of the
SOCIAL environment. If the system determines that social-
environment stress is elevated, then ALL USERS RECEIVE
THE SAME SOCIAL- (CULTURAL-) INTERVENTION
APP BASED ON INDIVIDUAL DATA THAT HAS BEEN
AGGREGATED TO A GROUP LEVEL. In other words, in
this embodiment, ALL users receive the SAME intervention
app designed to improve the social environment from the
stress-reducing app collection. In some embodiments, for
example, All users are provided with the SAME app because
the self-reported individual feedback, when aggregated,
indicates one primary or common social environmental
driver to group stress so, a common intervention is provided
to all individuals in the group. In some embodiments, where
individual data is captured and not anonymized, the system
provides a tailored intervention to each individual—e.g.,
each user receives a social intervention app aligned with one
of six collective stress mitigating areas that is MOST
relevant to the collective stress drivers impacting that user:
Access, Choice, Consistency, Connection, Communication,
Conflict Resolution. In some embodiments, no individual
data is captured as being identifiable as coming from a
particular user nor stored in a user-identifiable format, and
no personalized social environmental optimizing app rec-
ommendations are made, and every user gets the same
intervention to reduce group stress with a GROUP INTER-
VENTION to preclude the possibility of retaliation toward
any one individual by anonymizing individual data. In some
embodiments, each user can choose not to accept the sys-
tem-provided group intervention and can then privately
choose an alternative from the six social-environment-opti-
mizing app sub-collections, or to have their personal physi-
cal workspace environment adjusted to be, for example,
warmer than the group space, if that setting helps them
operate optimally.

[0012] In some embodiments, the foregoing process can
be reversed. Specifically, after combining self-reported data
to determine a set of social-environment parameters, and
then combining these data to obtain self-reported group-
stress-level parameters and IF group stress is present, then
the system can deploy a trio of individualized social envi-
ronment interventions: an appropriate app from the collec-
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tions, a personalized sensory-based physical workspace
adjustment, and the dashboard with data visualization,
analysis, and reporting capabilities. Once the social envi-
ronment has been addressed, then the system can address the
physical environment by reading data from the building
sensors (e.g., temperature, air quality, CO, level and the like,
which communicate, for example, as an internet-of-things
(IoT) system) to determine a set of physical-environment
parameters. In addition, the system can take a reading of the
on-the-body and off-the-body physiological attribute-sens-
ing sensors. If group stress is determined to be elevated, then
the building sensors can make adjustments to improve the
health and comfort of the organization’s physical environ-
ment.

[0013] One or more preferred embodiment can include a
system for group-crisis state detection and intervention, the
system having a plurality of mobile devices (e.g., user
devices, input devices) that can collectively detect first
biometric conditions specific to individual users of a plu-
rality of users, each of the first biometric conditions iden-
tifying a health state of each of the users in the plurality of
users and transmit, to a computing system, the first biometric
conditions. The system can also include a plurality of
sensors positioned in a physical environment where the
plurality of users are located, the plurality of sensors being
separate from the plurality of mobile devices, and can detect
group conditions of the plurality of users in the physical
environment and transmit, to the computing system, the
group conditions. The system can also include a computing
system having one or more processors, the computing sys-
tem can receive, from the plurality of mobile devices and the
plurality of sensors, the first biometric and the group con-
ditions can associate the first biometric conditions and the
group conditions as being part of conditions relevant to a
group. The association between the first biometric condi-
tions and the group conditions can be based on associations
between (i) the plurality of users and the plurality of devices,
(ii) users of the plurality of users and the plurality of users
and (iii) the plurality of users and the physical environment.
The computing system can also identify, using one or more
models, a group state of the plurality of users in the group
based on the conditions relevant to the group, wherein the
one or more models have threshold indicators of different
group states of the plurality of users in the group, wherein
the different group states include a group crisis state and a
group normal state. The computing system can also gener-
ate, based on identifying that the group is currently in the
group crisis state, intervention instructions that are config-
ured to be automatically executed by one or more acting
devices, the intervention instructions being configured to
produce actions on the one or more acting devices to lower
the plurality of users collectively from the group crisis state
to the group normal state, and transmit, to the one or more
acting devices, the intervention instructions. The one or
more acting devices can receive the intervention instructions
from the computing system, and, in response to receiving the
intervention instructions and without permission or input
from the plurality of users, to automatically perform the
intervention instructions on the acting devices.

[0014] The preferred embodiments can include one or
more of the following features. For example, intervention
instructions include one or more of (i) adjusting one or more
settings in the physical environment, (ii) providing one or
more interactive applications to the plurality of users at the
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plurality of mobile devices, and (iii) activating communi-
cation between the plurality of users at the plurality of
mobile devices and an interactive coach. The intervention
instructions can include two or more of (i) adjusting one or
more settings in the physical environment, (ii) providing one
or more interactive applications to the plurality of users at
the plurality of mobile devices, and (iii) activating commu-
nication between the plurality of users at the plurality of
mobile devices and an interactive coach. The intervention
instructions can include (i) adjusting one or more settings in
the physical environment, (ii) providing one or more inter-
active applications to the plurality of users at the plurality of
mobile devices, and (iii) activating communication between
the plurality of users at the plurality of mobile devices and
an interactive coach. The intervention instructions can cause
at least one of unconscious intervention or conscious inter-
vention on the plurality of users.

[0015] The computing system can also determine the
group normal state based on one or more historic first
biometric conditions, historic group conditions, the detected
first biometric conditions, and the detected group conditions
being below a threshold value. The historic and detected first
biometric conditions can include at least one of current
physiological conditions, a heartrate, a blood flow, sweat,
bodily movement, volume of voice, or speaking pace. The
first biometric conditions can also be a combination of one
or more of breathing rate, body temperature, skin tempera-
ture, cognitive-distraction, cortisol-concentration, electro-
cardiogram, electrodermal activity, electromyogram, skin
conductance, and/or respiration. The historic and detected
group conditions can include at least one of bodily move-
ment, volume of voice, speaking pace, temperature of the
physical environment, noise level in the physical environ-
ment, or odor. The historic and detected group conditions
can also include location of members of the group in the
physical environment, quantity of members in the group, or
location of objects in the physical environment relative to
locations of the members of the group (e.g., too many people
in one area can cause crowding, which can cause stress). The
intervention instructions can include adjusting one or more
settings in the physical environment including dispersing an
aroma in the physical environment, adjusting a temperature
of the physical environment, adjusting a lighting of the
physical environment, or playing calming audio in the
physical environment. Moreover, in some implementations,
the intervention instructions can include causing movement
of physical objects or elements of the physical environment
to reduce group stress. For example, the physical environ-
ment can have automated walls, windows, ceilings, doors,
etc. that can be automatically moved within the physical
environment to create space where there is crowding, add
natural light where this is none, or inject fresh air where it
is still (e.g., in smart homes).

[0016] The acting devices can be configured to, in
response to receiving the intervention instructions, provide
a visual alert or an audible alert to the plurality of mobile
devices that prompts the plurality of users to perform an
action on the plurality of mobile devices. The action can be
(1) selection of an interactive application presented at each of
the plurality of mobile devices or (ii) performing actions in
an interactive application that was selected by the computing
system based on the group crisis state exceeding a threshold
level. The computing system can be configured to select the
interactive application based on determining, from the one
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or more models, that the group crisis state is above a
threshold indicator of a group crisis state. The interactive
application can include instructions prompting the plurality
of users to perform actions at the plurality of mobile devices
that are intended to collectively lower the plurality of users
in the group from the group crisis state to the group normal
state, the actions including (i) engaging in an online conflict
resolution between the plurality of users and an artificial
intelligence (Al) mediator, (ii) playing a game with one or
more of the plurality of users, (iii) performing an act of
service for one or more of the plurality of users, (iv)
providing positive feedback to one or more of the plurality
of users, or (v) providing negative feedback to one or more
of the plurality of users.

[0017] The one or more acting devices can be configured
to (i) execute the intervention instructions while the detected
first biometric conditions and the group conditions exceed a
threshold value indicative that the plurality of users in the
group are operating in the group crisis state and (ii) termi-
nate the intervention instructions when the detected first
biometric conditions and the group conditions are lower than
the threshold value. The computing system can also receive,
from the plurality of mobile devices, user input from one or
more of the plurality of users identifying stressors in the
physical environment, and modity, based on the user input,
the intervention instructions to target the identified stressors.

[0018] The computing system can also train the one or
more models having threshold indicators of different group
states of the of the plurality of users in the group based on
the detected first biometric conditions and group conditions,
executed intervention instructions, an amount of time taken
to lower the group from the group crisis state to the group
normal state, and an efficacy score of the executed interven-
tion instructions. In some implementations, the efficacy
score can be based on key leading measures and/or lagging
measures. [.eading measures can include time to reduce the
group from the crisis state, increased positive behaviors,
and/or decreased negative behaviors induced by the appli-
cations (e.g., more sharing, more communicating, more acts
of service, more effective conflict management). These can
be leading measures because more positive behaviors and
fewer negative behaviors done by each individual—and
collectively—are early, impartial indicators of achieving the
desired end goal which is a healthier environment and, thus,
healthier people. Lagging measures can include individual
user feedback. For example, user feedback can include
reviews of what group members think or perceive about the
physical and social environments, what changes can drive
the people to be more productive and innovative. User
feedback and/or perceptions are another, albeit subjective,
measure that attests to the health of the physical and/or
social environment.

[0019] The intervention instructions can include activating
communication between the plurality of users at the plurality
of mobile devices and an interactive coach, the interactive
coach being an artificial intelligence (Al) coach that can be
trained, by the computing system and using machine learn-
ing, based on historic crisis interventions for the plurality of
users in the group. The acting devices can be configured to,
in response to receiving the intervention instructions from
the computing system, uniformly execute the intervention
instructions at the plurality of mobile devices for the plu-
rality of users in the group. The acting devices can also, in
response to receiving the intervention instructions from the
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computing system, modify the intervention instructions at
each of the plurality of mobile devices for each of the
plurality of users in the group based on the first biometric
conditions for each of the plurality of users. The interactive
coach can be a human coach. The computing system can also
predict, using machine learning and the one or more models
having threshold indicators of different group states of the
plurality of users in the group, when the group will enter the
group crisis state and generate second intervention instruc-
tions that are configured to be automatically executed by the
acting devices, the second intervention instructions being
configured to produce an action on the acting devices to
maintain the plurality of users in the group in the group
normal state. The acting devices can include the plurality of
mobile devices, the one or more sensors in the physical
environment, and a building computing system, wherein the
building computing system can adjust one or more condi-
tions of the physical environment. The computing system
can also determine an efficacy score for executed interven-
tion instructions in lowering the plurality of users in the
group from the group crisis state to the group normal state.
The efficacy score can be based on an amount of time taken
to lower plurality of users in the group from the group crisis
state to the group normal state being less than a threshold
value.

[0020] One or more advantages can be recognized from
the disclosure herein. Human crises states—the human
stress response—is an insidious invader to human health that
sneaks in and takes over hundreds of different mind and
body pathways if we aren’t vigilant. Bringing a group (or
individual) down from an elevated state of physiological
distress can require a full-on attack that involves constant
control over human HEADS (COGNITION) and human
BODIES (SENSES—PHYSIOLOGY). The disclosed tech-
nology can ambush group crisis states via a multiplicity of
UNCONSCIOUS (e.g., sensory-based physical changes to
the built environment) and CONSCIOUS (e.g., interactive
software applications) interventions delivered IMMEDI-
ATELY through myriad user and building devices at an
ongoing basis to improve environmental factors, stop rising
physiological stress levels, and return the group to their
normal operating state. Multiple devices can be used in the
system because, depending on where the devices are placed
on the human body, or in the built environment, and/or the
role the devices play, each device can allow for sensing
different physiological attributes that drive the human stress
response, different sensory attributes that contribute to a
positive or negative physical environment, and different
cultural attributes that contribute to a positive or negative
social environment or “organizational culture.” In addition,
these devices allow for many different types of interven-
tions—and combinations of interventions—both CON-
SCIOUS and UNCONSCIOUS. The DUAL INTERVEN-
TION system can provide for enhanced system efficacy.
UNCONSCIOUS interventions can be largely imperceptible
and include SENSORY-TYPE interventions—sight, sound,
taste, touch, smell-—made via the building sensors to tan-
gibly modify the built or physical environment. The sensing
organs associated with each sense send information to the
brain to help us understand and perceive the world around
us. The UNCONSCIOIUS INTERVENTIONS—e.g., favor-
able, physical modification to the built environment—can
directly impact human physiology—grabbing hold of a
runaway human stress response (individual AND group)—
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by physically diffusing a threat to the system perceived by
the sense organs of the human body. For example, the
sensory intervention can be the closing of a movable wall
partition to isolate the loud noise level of one group from
distracting another working quietly nearby. Or the sensory
intervention can be the opening of a skylight/window to
allow natural air and sunlight into a workspace; or a screen
or film depicting beautiful or awe-inspiring nature images
may be released to cover a blank wall in a common area
where motion sensors have detected hyper-agitation. Or
there may be the emission of a calming aroma through the
ventilation system such as mountain air, cookies baking in
the oven, or lavender. These UNCONSCIOUS INTERVEN-
TIONS can be advantageous for a few reasons. First, they
elicit a positive response from the user and the group—both
types of human stress are impacted by the change. Second,
the intervention can be implemented without distracting the
user or the group (e.g., preventing them from carrying on
with a current task) or inducing a sense of overwhelm by
forcing the user or group to cognitively focus on sub-optimal
surroundings contributing to elevated stress levels.

[0021] CONSICOUS INTERVENTIONS have a different
job, providing another layer of advantage. In the disclosed
technology, the conscious interventions (apps) can be dis-
tributed to all members of the group at once. As such, each
individual who receives the app benefits from the interven-
tion but so does the entire group by engaging in a social
environment-enhancing activity collectively and concur-
rently. The apps are designed to grab hold of the group
member’s brain/cognition while group stress is elevated by
offering an IMMEDIATE DISTRACTING ACTIVITY to
the individuals in the group. Human lives are controlled by
three things: Thoughts, Emotions, and Actions. Humans
cannot change their emotions directly. Changing our
thoughts can be difficult. We can change our actions to
consciously disrupt a runaway crisis state. We can influence
group crisis states by applying positive mass interventions
that individual members of the group engage in concurrently
or experience together but at different times. CONSCOUS
INTERVENTION activities described herein can be soft-
ware applications that consume and engage the users in the
group by offering another, different form of IMMEDIATE
intervention. The app collection can be comprised of six app
sub-collections each aligned with a different proven social
environment enhancer that diffuse crisis states (e.g., Access,
Choice, Consistency, Connection, Communication, Conflict
Resolution). Just like there are multiple devices and device
combinations enabled by the system to sense rising stress
levels and intervene, there can also be many different
immediate intervention types made possible by the five
broad types of sense-influencing UNCONCIOUS interven-
tions and six broad families of cognitive-influencing CON-
SCOUS interventions. All of the CONSCIOUS interven-
tions can activate the mesolimbic pathway (e.g., “the
pleasure center”) of the brain. Positive emotional states arise
from using our software by influencing a core neurophysi-
ological system (related to valence—a pleasure-displeasure
continuum) that shifts user’s affective state from displeasure
to pleasure. The interventions delivered and described
herein can be IMMEDIATE by design. Individuals in a crisis
state need IMMEDIATE interventions to help them manage
the critical MOMENT of heightened physiological arousal.
Because groups are comprised of individuals, our interven-
tions can be centered on swift, effective, IMMEDIATE
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de-escalation techniques, however, because group stress is a
complex function of the individuals in the group, and we
know that not all users will engage or de-escalate at the same
time despite the immediacy and mass release of the inter-
vention, we know that there can be a lag in response time
between when the intervention is applied and the time that
a favorable reduction in group stress will be achieved. So,
while IMMEDIACY is equally as important to the group
crisis state intervention system as to individual crisis state
intervention, the impact of a group intervention can be less
immediate than the impact of an individual intervention
simply because of the inherent complexity of group stress.

[0022] Another advantage of the system is that it can be
flexible and scalable. Although the technical design and
intention is to bombard a crisis state from every angle in
real-time to bring about swift reduction and return to the
group’s normal—non crisis—operating state, not every
group may require the same level of crisis support. For
example, a family or a small, tightly-knit privately held
accounting practice with 8 employees and one physical
location would need a far less robust system than a Fortune
100 company with unstable leadership, 100,000 global
employees, and thousands of workers concentrated in any
one location.

[0023] Other advantages are realized from the disclosed
technology, systems, and methods. For example, in work-
place environments, conventional employee-satisfaction
surveys are taken once yearly and may take weeks or months
to achieve a company’s response to a detrimental social or
physical environment. In contrast, the disclosed technology
provides real-time and continuing anonymized measure-
ments and determines and outputs real-time interventions for
addressing problematic social environment (culture) and
physical environment factors that lead to elevated stress
levels and contribute to “toxic” organizational cultures that
are breeding grounds for dysfunctional individual and col-
lective behaviors including intentionally behaving or caus-
ing others to act in ways that demean, dehumanize, harm,
destroy or kill innocent people. Common collective behav-
iors that manifest in environments overwhelmed by group
stress also include the failure to help those in distress,
sometimes called “bystander failures.” The disclosed tech-
nology provides for real-time, continuous assessment of
conditions in a social and/or physical environment to predict
and prevent one or more individuals or groups of individuals
from entering crisis states that lead to behaviors that may
cause irreparable damage to self or others. Importantly, the
disclosed technology further provides for intervention gen-
eration and application of interventions to the physical
environment which, when coupled with interventions made
to improve the social environment, address the totality of
drivers to human stress, excluding personal factors.

[0024] The disclosed technology provides a computer-
implemented method and system for automatically detecting
and automatically intervening in group-crisis states resulting
from sub-optimal physical and social environments in which
people live, work, and play. The system utilizes one or more
user devices and/or input sensors to monitor, measure, and
detect the collective operating state of a group of persons via
obtaining measurements/values of physical (e.g., heartrate,
blood flow, breathing, bodily secretions, muscle tension,
body metabolism) and/or behavioral (e.g., movement, voice)
indicators, or any combination thereof. These biometric
values are taken both by remote-from-the-person (“off-the-
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body” sensors, e.g., traditional surveillance tools, building
sensors, and the like) and on-the-person (sometimes called
“on-the-body,” “on-the-skin” or “under-the-skin,” e.g.,
wearable devices, smart cell phones, and the like, although
these sensors may include devices implanted inside the
person, in some embodiments) and are used to determine the
group operating state at any given moment within particular
social and physical environments. Where individual mea-
sures are sensed, sophisticated algorithms are used to trans-
form individual measures to a group measure—e.g., bio-
metric fusion. To ascertain the “state” of the social and
physical environments (which will be modified by the
system IF group operating states are outside of the normal
rang), two additional sets of measures are obtained: 1)
physical environmental measures obtained through building
sensors (standard and enhanced loT/building automation
systems that can be located within and/or outside of build-
ings in communities—for example, a camera on street light
post) and 2) self-reported user ratings required to assess
group perceptions and attitudes of the social environment
(culture) and physical environment at any given point in
time. In some embodiments, the self-reported measures
contribute to the group stress determination. In some
embodiments, only the physiological measures taken from
the on-the-body and the off-the-body sensors contribute to
the group stress determination. In all, the four broad mea-
surement inputs— ‘remote-from-the-person” (“off-body™)
group-stress measures, “on-the-person” (“on-body”) group
stress measures, traditional loT building automation sensors,
and self-reported user ratings are communicated from the
respective user device(s) and/or building sensors via the
communication interface to the intervention system/server
over a network (wired or wireless) in accordance with the
different core processes outlined previously. The interven-
tion system/server receives the values (and conducts bio-
metric fusion, if necessary) and sends them to the informa-
tion determiner that assesses if the group has achieved a
crisis state by comparing the values it receives against a
predetermined baseline or threshold value established using
historical data established during the training period for the
present computerized system and continually updated and
optimized via machine learning. If the intervention deter-
miner detects a crisis state (i.e., above the threshold), it will
apply DUAL INTERVENTION methods—conscious (per-
ceptible) and unconscious (imperceptible)—to diffuse the
crisis state and return the group operating state to normal. If
the intervention determiner does not detect a crisis state (i.e.,
below the threshold), no intervention occurs and, in some
embodiments, a positive intervention is optionally applied.
Once the intervention determiner makes a crisis/no crisis
determination, the data/values are transmitted to the data-
base for storage and subsequent processing and retrieval;
and it sends data back to the user device(s) and building
sensors via the communication interface. In some embodi-
ments, the intervention determiner utilizes artificial intelli-
gence and/or machine learning and/or other computational
methods and algorithms (e.g., Gaussian Mixture Models,
Artificial Neural Networks, Fuzzy Expert Systems, Support
Vector Machines, and the like) to arrive at a multimodal
biometric system and group measure, and to compare input
data and parameters and composite values to historical
values stored in the database to make the system’s automatic
determination of the group operating state. Based on the
assessment, the system determiner may or may not imple-
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ment an intervention. In some embodiments, artificial intel-
ligence and/or machine learning are used in the overall
assessment, interventions, and continuous feedback by
which the system initially “learns” to determine group-crisis
states and appropriate group interventions, and then later
continuously improves itself over time.

[0025] In some embodiments of the disclosed technology,
a crisis threshold is obtained for the group based on one or
two individuals in the group, not the entire group, while in
other embodiments, a crisis threshold is obtained for the
group based on a sensory measurement of the group—taking
a “group temperature” of the whole via the whole (e.g.,
off-the-body measures such as group vocal speed, pace, and
volume; increases in group movement; increasing room
temperature). In other embodiments, a crisis threshold for
the group is obtained by taking measures of individuals and
translating individual measures to the whole via biometric
fusion or aggregation. For example, heart rate speed and
variability, mental distraction, or decrease in skin tempera-
ture obtain via on-the-body and off-the-body sensors. In
some embodiments, microphones and cameras assess the
group operating state, for example. In other embodiments,
light detection and ranging lasers do so by measuring human
traffic speed. And in still other embodiments, mass spec-
trometry may be used to detect increases in metabolism or
changes in cortisol concentration. When all or most of the
measures are materially elevated across the board (across all
people) due to a threat (such as a culture shock due to a
corporate merger or acquisition, or the risk of unemploy-
ment driving a culture of extreme fear and personal survival
at all costs) or a toxic social environment that is escalating
further due to the powerful interplay between stress and
toxicity, and where a group-stress response is triggered, the
disclosed technology is used to detect the elevated group
operating state and to provide interventions to positively
influence the physical environment, the social environment
(culture), or both environments in an effort to de-escalate
high group operating crisis states that, if left alone for a
sustained period of time, can lead to harmful and/or irrepa-
rable damage as a result of irrational behaviors or difficulty
making well-reasoned choices under extreme environmental
stressors. Stress exposure influences basic neural circuits
which can influence reward processing and learning, bias
decisions towards habit, and modulate our propensity to
engage in risk-taking—all of which can yield undesired
outcomes.

[0026] In some embodiments, machine-learning (ML)
algorithms and/or deep learning are applied for biometric
fusion to arrive at a multimodal biometric system and group
measure, and to improve the system’s accuracy in detecting
crisis states and determining which interventions are optimal
for de-escalation under specific (physical and social) envi-
ronment parameters and under specific (human) physiologi-
cal and behavioral parameters. Deep learning is a subset of
machine learning in artificial intelligence (AI) that has
networks capable of learning unsupervised from data that is
unstructured, also known as deep neural learning or deep
neural networking. In some embodiments of all the inter-
vention servers described herein, thousands or hundreds of
thousands of parameter combinations are presented to the
machine-learning algorithms, wherein each one of the com-
binations is indicated as “group-crisis state” or “group-
normal-operating state” and the algorithm automatically
performs its own analysis on order to learn which combi-
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nations of parameters would be a group-crisis indicator.
Further, based on self-report data from users (both before a
system intervention is applies and afterwards) as to which
situations were crisis state and which interventions were
successful, the algorithm improves over time as to the
algorithm’s accuracy in detecting crisis states, and in which
interventions worked to improve the group operating state
and which are contra-indicated. In some embodiments, ML
algorithms include, e.g., Gaussian Mixture Models
(GMMs), Artificial Neural Networks (ANNs), Fuzzy Expert
Systems (FESs), and Support Vector Machines (SVMs.)
[0027] Accordingly, the disclosed technology utilizes a
dual intervention approach to apply both imperceptible (or
barely perceptible) sensory-based interventions (called
“unconscious” feedback herein) for example, modifying the
physical environment by increasing (day) light, reducing the
room temperature or emitting a favorable noise or aroma as
well as modifying the social environment (culture) via
perceptible interventions (called “conscious” feedback
herein) such as recommending a group-stress-reducing
“app” (software application) to mitigate the stress response,
restore the normal state range and corresponding healthy
productivity and engagement levels associated with normal,
non-elevated, group-operating states. One or more addi-
tional advantages of the disclosed technology can be recog-
nized as described throughout this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] FIG. 1 is a table that illustrates personal, physical
environment and social environment factors affecting indi-
vidual and group stress (also often clinically referred to as
collective stress), according to some embodiments of the
disclosed technology.

[0029] FIG. 2A. is an overview of a dual intervention
system as described herein.

[0030] FIG. 2B is a block diagram that represent some
embodiments of the disclosed technology.

[0031] FIG. 3 is a is a process for determining operational
states.
[0032] FIG. 4 is a block diagram of a structure involving

the detection and intervention of a human crisis state, when
this technology is utilized at the group level, according to
some embodiments of the disclosed technology.

[0033] FIG. 5 is a diagram of a process involving the
communications process and transmission of data between
the user device(s), the building sensor(s), the users, and the
intervention system/server, according to some embodiments
of the disclosed technology.

[0034] FIGS. 6A-B are diagrams of a process for deter-
mining the group baseline operating state, according to some
embodiments of the disclosed technology.

[0035] FIG. 7 is a block diagram of a dual-intervention
system, according to some embodiments of the disclosed
technology.

[0036] FIG. 8 is a block diagram of an unconscious
group-intervention system and method, according to some
embodiments of the disclosed technology.

[0037] FIG. 9 is a block diagram of a conscious group-
intervention system and method, according to some embodi-
ments of the disclosed technology.

[0038] FIG. 10A is a block diagram of an automated
unconscious physical-environment intervention system for
group-stress intervention, according to some embodiments
of the disclosed technology.
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[0039] FIG. 10B is a block diagram of a controlled con-
scious social environment (culture) intervention system for
group-stress intervention, according to some embodiments
of the disclosed technology.

[0040] FIG. 11A is a block diagram of system that gathers
data from off-body and building sensors for group interven-
tions, according to some embodiments of the disclosed
technology.

[0041] FIG. 11B is a block diagram of system that gathers
data from on-body sensors for group interventions, accord-
ing to some embodiments of the disclosed technology.
[0042] FIG. 12 is a block diagram of a group-intervention
system, according to some embodiments of the disclosed
technology.

[0043] FIG. 13 is a block diagram of system that gathers
data from building sensors for group interventions, accord-
ing to some embodiments of the disclosed technology.
[0044] FIG. 14 is a block diagram of an evaluation and
output system that processes data from on-body, off-body,
and building sensors for outputting group interventions,
according to some embodiments of the disclosed technol-
ogy.

[0045] FIG. 15 is a block diagram of system that gathers
self-reported data from individual users for group interven-
tions, according to some embodiments of the disclosed
technology.

[0046] FIG. 16A is a block diagram of an exemplary
system for implementing the present invention that includes
a conventional general-purpose computing system and one
or more user device(s), according to some embodiments of
the disclosed technology.

[0047] FIG. 16B is a block diagram of a simplified exem-
plary system for implementing the present invention that, in
contrast to system of FIG. 16A, includes much or all of the
functionality of conventional general-purpose computing
system instead implemented in a smart-phone system of
wearable devices in one or more user device system(s),
according to some embodiments of the disclosed technol-
ogy.

[0048] FIG. 17A is a block diagram of a process for
dispensing programs into a personal computer or similar
information-processing device, for example, a new user
device being purchased by its initial user.

[0049] FIG. 17B is a block diagram of a process for
dispensing programs into a personal computer or similar
information-processing device.

[0050] FIG. 18 is a table that indicates examples of how
group stress is measurable, according to some embodiments
of the disclosed technology.

[0051] FIG. 19 is a physical environment that illustrates
types of physical environment sensors used to obtain param-
eters of the physical environment affecting the collective
stress of a group of persons, according to some embodiments
of the disclosed technology.

[0052] FIG. 20A is a table that lists types of physical
environment sensors used to obtain parameters of the physi-
cal environment affecting the collective stress of a group of
persons, according to some embodiments of the disclosed
technology.

[0053] FIG. 20B is a table that lists types of remote
(off-the-body) sensors used to obtain collective-stress
parameters of the group of persons, according to some
embodiments of the disclosed technology.
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[0054] FIG. 20C is a table that lists types of on-the-body
(on-the-skin) sensors used to obtain individual physiological
parameters of the persons in a group affecting that group,
according to some embodiments of the disclosed technol-
ogy.

[0055] FIG. 20D is a graphical presentation that illustrates
types of on-the-body (on-the-skin) sensors used to obtain
individual physiological parameters of the persons in a
group affecting that group, according to some embodiments
of the disclosed technology.

[0056] FIG. 20E is a computing system that illustrates
algorithms for processing, manipulating and/or analyzing
group data that has been aggregated from individual data,
according to some embodiments of the disclosed technol-
ogy.

[0057] FIG. 20F is a user interface that illustrates a user-
feedback app that elicits and receives self-reported data
regarding social-environment factors that affect group stress,
according to some embodiments of the disclosed technol-
ogy.

[0058] FIG. 20G is a user interface that illustrates a
user-feedback app that elicits and receives self-reported data
regarding physical-environment factors that affect group
stress, according to some embodiments of the disclosed
technology.

[0059] FIG. 21A is a conceptual diagram that illustrates
types of physical environment output actuators used to
modify parameters of the physical environment affecting a
group of persons, according to some embodiments of the
disclosed technology.

[0060] FIG. 21B is a table that lists types of physical
environment factors that affect stress in a group, according
to some embodiments of the disclosed technology.

[0061] FIG. 22A is a user interface display that illustrates
an app for members of a group to address social-environ-
ment (culture) drivers of collective stress, according to some
embodiments of the disclosed technology.

[0062] FIG. 22B is a table that illustrates intervention app
properties to address collective stress driven by negative
social-environment (culture) factors, according to some
embodiments of the disclosed technology.

[0063] FIG. 22C is a system output that illustrates a
system-reporting dashboard and software application for
outputting data and enabling analysis and reporting regard-
ing group stress levels, and physical environment and social
environment (culture) factors driving elevated collective
stress, according to some embodiments of the disclosed
technology.

[0064] FIG. 23 is a table that lists communications inter-
faces useable by various systems of the disclosed technol-
ogy.

[0065] FIG. 24 is a description that illustrates types of
harmful collective behaviors that arise when group stress
levels are elevated.

[0066] FIG. 25 is a description that illustrates the social
environment (cultural) ingredients that transform behaviors
from positive to negative when group stress is elevated.

DESCRIPTION OF PREFERRED
EMBODIMENTS

[0067] Although the following detailed description con-
tains many specifics for the purpose of illustration, a person
of ordinary skill in the art will appreciate that many varia-
tions and alterations to the following details are within the
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scope of the disclosed technology. Specific examples are
used to illustrate particular embodiments; however, the
disclosed technology described in the claims is not intended
to be limited to only these examples, but rather includes the
full scope of the attached claims. Accordingly, the following
preferred embodiments of the disclosed technology are set
forth without any loss of generality to, and without imposing
limitations upon the disclosed technology. Further, in the
following detailed description of the preferred embodi-
ments, reference is made to the accompanying drawings that
form a part hereof, and in which are shown by way of
illustration specific embodiments in which the disclosed
technology may be practiced. It is understood that other
embodiments may be utilized, and structural changes may
be made without departing from the scope of the disclosed
technology. The embodiments shown in the Figures and
described here may include features that are not included in
all specific embodiments. A particular embodiment may
include only a subset of all of the features described, or a
particular embodiment may include all of the features
described.

[0068] The leading digit(s) of reference numbers appear-
ing in the Figures generally corresponds to the Figure
number in which that component is first introduced, such
that the same reference number is used throughout to refer
to an identical component which appears in multiple Fig-
ures. Signals and connections may be referred to by the same
reference number or label, and the actual meaning will be
clear from its use in the context of the description.

[0069] In the description that follows, the disclosed tech-
nology will be described with reference to acts and symbolic
representations of operations that are performed by one or
more computers, unless indicated otherwise. As such, it will
be understood that such acts and operations, which are at
times referred to as being computer-executed, include the
manipulation by the processing unit of the computer of
electrical signals representing data in a structured form. This
manipulation transforms the data or maintains it at locations
in the memory system of the computer, which reconfigures
or otherwise alters the operation of the computer in a manner
well understood by those skilled in the art. The data struc-
tures where data is maintained are physical locations of the
memory that have particular properties defined by the format
of the data. However, while the disclosed technology is
being described in the foregoing context, it is not meant to
be limiting as those of skill in the art will appreciate that
various of the acts and operation described hereinafter may
also be implemented in hardware.

[0070] Crisis states are precipitated by the human stress
response. Stress is a biological and physiological response
experienced on encountering a threat that we feel we do not
have the resources to deal with. A stressor is the stimulus (or
threat) that causes stress. Sudden and severe stress generally
produces: Increase in heart rate and strength in heartbeat,
Shifts in blood flow, Changes in speed and depth of breath-
ing (lungs dilate), Increase in sweating, Increase in bodily
movement, Vocal distress, Decrease in digestive activity,
and Liver releases glucose for energy.

[0071] The human body determines whether a situation is
stressful. The decision is made based on sensory input and
processing, and on stored memories. If the situation is
judged as being stressful, the hypothalamus is activated. The
hypothalamus in the brain oversees the stress response.

Jul. 15, 2021

When a stress response is triggered, it sends signals to two
other structures: the pituitary gland and the adrenal medulla.
[0072] When the pituitary gland is stimulated, it secrets
adrenocorticotropic hormone (ACTH) which stimulates the
adrenal glands to produce the hormone corticosteroid. Cor-
tisol enables the body to maintain steady supplies of blood
sugar to help a person cope with the stressor and return to
normal.

[0073] The hypothalamus also activates the adrenal
medulla, which is part of the autonomic nervous system
(ANS.) The ANS is part of the peripheral nervous system
that acts as a control system, maintaining homeostasis in the
body. The activities are performed without conscious con-
trol.

[0074] The adrenal medulla secretes the hormone adrena-
line. This hormone gets the body ready for a fight or flight
response, which is ascertained by measuring one or more of
the biological and/or physiological reactions detailed above.
[0075] Adrenaline leads to the arousal of the sympathetic
nervous system that creates changes to the body thereby
leading to a “crisis state.” There is considerable variation in
the level and type of hormones released by different people
in response to different stressors, thereby warranting a
computer-driven, multisensory, conscious and unconscious
approach to crisis state detection and intervention.

[0076] There are several types of situations that can be
considered human-crisis situations and/or lead to crisis
operating states in humans. People in these situations or
suffering from these conditions can feel accelerated and/or
elevated states of arousal that includes agitation, restless-
ness, fatigue, muscle tension, sleep disturbances, panic
attacks and more. A crisis state can cloud human judgement,
feel highly uncomfortable and stressful, and induce erratic,
unanticipated and/or unexpected behaviors. These behaviors
can have detrimental or deadly consequences for oneself and
others; one’s life and livelihood and that of others. Human
crisis-state drivers can include: Family Disruption or Dis-
turbance—e.g., divorce, death, accident, Natural Disas-
ters—e.g., flooding, tornadoes, any situation created by a
weather disorder, Assaults on Humanity—e.g., acts of ter-
rorism, mass shootings, robbery, prolonged bullying, Sui-
cide, Economic Changes—e.g., loss of job, medical bills,
theft of identity or wallet, Life Events—e.g., death of'a loved
one, birth of a child, any disturbance to daily activities,
Mental Disease or Disorder—e.g., anxiety disorders, bipolar
disorder, and Organizational Factors—e.g., culture shock
due to merger, risk of unemployment, friction inside the
community.

[0077] The foregoing situations each align with one of
three broad areas that affect human stress levels: 1) Personal
Factors (e.g., mental disease or disorder,) 2) Physical Envi-
ronment Factors (literally, the spaces that contain us,) and 3)
Social Environment Factors (e.g., organizational culture).
We tend to think of stress and anxiety—the precursor to
crisis situations—as an individual phenomenon. Group
stress is also a very real—but underrecognized—phenom-
enon.

[0078] Human adaptation strategies to difficult and harm-
ful social (cultural) environment conditions can be indi-
vidual in nature (i.e., each individual thinks and acts inde-
pendently) or they can be “collective” in nature meaning that
individuals think and behave as a group instead of as
independently thinking and behaving individuals that com-
prise the group. In high stress environments, these collective



US 2021/0217532 Al

coping behaviors can be particularly damaging. In some
instances, these socially-driven behaviors include, diffusion
of personal responsibility, blind obedience to authority,
uncritical conformity to group norms, and passive tolerance
of damaging or cruel behaviors through inaction or indif-
ference. With group stress comes herd behaviors. Herd
behavior is a phenomenon in which individuals act collec-
tively as part of a group, often making decisions as a group
that they would not make as an individual. In short, herd
behavior is about making a decision based in part on the
behavior/choices of others. Dysfunctional social environ-
ments (cultures) can lead to dysfunctional group behaviors
because the social contexts in which humans operate (home,
workplace, community) influence our interpretation of the
emotional “tune” of a situation—e.g., “is it a threat or not?”
Furthermore, the behaviors of others in the environment
influence—and can even dictate—how individuals respond
to a perceived “threat”, and how they are supposed to act to
be in alignment with prevailing group thinking and behav-
iors. Social environments—and humans’ fundamental desire
to fit into them—have tremendous power to alter the mental
representations and behaviors of both individuals and
groups. Certain organizational cultures create conducive
environments for dysfunctional individual behavior and
group behavior such as unhealthy collective stress
responses, including inaction.

[0079] Harmful collective-coping and herd behaviors
materialize when group stress is elevated and escalating
toward crisis levels, which occurs most in overly stressed
environments or full-on “toxic” social environments which
are environments that are ineffective as well as destructive
to its members, and include the possibility of escalation to
violence. Common dysfunctional collective coping behav-
iors that can cause damage to self and others include:
Contflict tolerance, Intention to change the situation without
any action to support change, Changing the interpretation of
the situation—i.e., to make “sense” of it through misguided
storytelling to bring order and understanding, Rationaliza-
tion attempts, Projection of the undesirable behaviors of
oneself onto others, Resignation—i.e., psychological disen-
gagement, Immobilization—i.e., doing nothing to intervene,
Minimizing the problem—especially when only one person
is hurt, and Redefining the meaning of the situation to make
it more acceptable. In the case of “rationalization” behaviors
by a group of employees, for example: One employee may
be repeatedly bullied by a small group of colleagues such as
project teammates. Other colleagues in the company who
witness the group behaviors over time may rationalize them
as “okay” because they tell themselves that the bullies are
“teaching him a lesson” when in fact, the behavior is
detrimental to the person at best, and potentially inhumane
at worst. Rationalizing harmful behavior is a common
collective-coping mechanism in environments where collec-
tive stress is high. Many people have been a part of a
dysfunctional, or at its most extreme, “toxic,” culture at
some point (school, church, organization, etc.), and so they
understand the idea of a negative organizational “culture”—
perhaps more so than the idea of a negative “social envi-
ronment”—even though as used herein, they mean the same
thing.

[0080] “Toxic™” is the name given to social environments
where group stress has escalated to such a severe level that
the environment is deemed to be ineffective as well as
destructive to people. For example, toxic workplace envi-
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ronments are a leading cause of workplace violence such as
physical assaults and threats of assault, directed toward
persons at work or on duty, and include verbal violence
(threats, verbal abuse, hostility, harassment, and the like)
that can also cause significant psychological trauma and
stress, even if no physical injury takes place.

[0081] Group stress and toxicity feed each other. Although
operating in a toxic environment can be a major source of
stress in itself; group stress also feeds toxicity in the envi-
ronment. The interaction between stress and toxicity can
create a damaging cycle if left unchecked. One way to break
that cycle is to reduce group stress levels.

[0082] Collective stress and/or the collective stress
response emerges as a response to two types of “threats” to
the group: (1) an attempt to adapt to a social environment
that is imperfect or experiencing tremendous change and
transformation (risk of unemployment, continuously chang-
ing customer or stakeholder needs that are impossible to
meet, poor client satisfaction, culture shock due to a merger
or acquisition, work overload, pressure toward more
autonomy), or (2) friction inside the community (toxic
leadership, undervaluation of a group of employees, “penal
colony” behaviors used to physically or socially exile indi-
viduals and separate them from the larger group.).

[0083] Like the social environment, the physical—or
built—environment can enhance or hinder wellbeing. A
literature review of fifty research papers examining the
relationship between office space features on employee
health and wellbeing found that environmental aspects that
encourage physical activity, enable (day) light, allow indi-
vidual control, and incorporate green and blue spaces are
positively related to health and wellbeing. Similarly, nega-
tive physical environment attributes such as loud noise,
crowding, low mobility and poor lighting, to name a few,
negatively impact mental health. Yet these environmental
characteristics are commonplace in myriad organizations
and group settings today. In fact, known best practices are
rarely incorporated into workplace design and, today, any
modifications to physical environments (through IoT) are
driven by cost and efficiency factors. Social environmental
(culture) factors—and the rising and falling group stress
levels they induce—are not priority considerations in setting
a physical environment. This is a monumental gap because
social and physical environments that are stabilized and
calibrated to enable groups of people to function within their
normal operating state range enhances employee physical
and mental health, reduces collective stress responses, miti-
gates crisis encounters such as workplace violence, and
increases productivity and innovation.

[0084] Recall that three factors affect human stress levels:
personal factors, physical environment factors, and social
environment factors. The interplay among them is powerful.
Organizations cannot change people; they can, however,
change the social and physical environments that contain the
people and shape their thinking and behaviors. This is the
fundamental idea behind the group-crisis-state intervention
system of the disclosed technology.

[0085] Automated interventions, like those outlined here,
that positively reduce collective stress thereby reducing
harmful collective coping behaviors and herd behaviors by
modifying the social and physical environment, mitigate
injurious crisis outbursts and outcomes that are a byproduct
of illogical, unfocused individual and group thinking and
behavior when the group stress response has been triggered.
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[0086] In some embodiments, the disclosed technology is
focused exclusively or primarily on detecting group stress
and on activating a sensory-type response that is directed at
the group as a whole by making tangible changes to the
physical environment, such as improving light intensity or
color of the light in the building, increasing natural air flow
by opening windows, activating the movement of a wall
partition up or down and the like. In other embodiments, the
disclosed technology, when individual data is not aggregated
and anonymized, also includes activating responses that are
customized and directed toward different individuals differ-
ently, such as personalized modifications to workspaces or
providing apps from the app sub-collections that are tailored
to the user based on his/her self-report.

[0087] In contrast to other systems that use wearable
devices only—the disclosed technology utilizes both wear-
able devices (on-the-body) and non-wearable devices (off-
the-body and building and other surveillance technology) to
determine a crisis state of the group or an individual in a
group. The disclosed technology does not infer a state of
mind, and does not attach any judgement to it—i.e., good, or
bad. In the system of the disclosed technology—through
on-the-body sensors, off-the-body sensors (and, in some
embodiments, user self-reports)—the body of the group
“speaks” (via physical, behavioral, and/or cognitive indica-
tions) and if the group’s “body” indicates that it is outside of
the normal range, then an intervention occurs. The person
also weighs into the disclosed technology—for initial train-
ing of the system purposes, for ongoing system calibration
to identify any changes to the normal and/or elevated
group-crisis state, and for the user self-reporting mechanism.
The disclosed technology does not apply an “antidote”—
there’s no “medicine” administered to counteract a mind
state. The disclosed technology implements an intervention
that is either conscious (applied to influence the social
environment) or unconscious (applied to influence the physi-
cal environment, such as changing a thermostat, sending
instructions to a system that changes automated doors, walls,
and/or windows.) The conscious intervention drives a
behavioral response by the individual or group, which they
may choose or not choose to engage with.

[0088] Some prior systems categorize mind states into
three distinct categories, for example Sinking, Mindful, and
Scattering, that are detected as individual phenomena and
that are addressed on an individual basis. In contrast, the
disclosed technology just identifies an elevated human-
stress response—from the individual and/or group—and
determines COLLECTIVE STRESS phenomena, and then
addresses the intervention on a group basis. Again, the
disclosed system does NOT infer a state of mind like prior
systems. Further, some embodiments of the disclosed tech-
nology do not ignore the normal state, but instead optionally
provide positive reinforcement—e.g., an “atta girl”, or “atta
boy!”

[0089] In some embodiments, the disclosed technology
provides a group report reflecting aggregated data of the
group. Any individual data utilized to determine the group
state is anonymized and is not stored or identifiable in any
way, in order to encourage individuals to present accurate
self-reported data to the group-intervention server so that
appropriate feedback and interventions can be presented to
the group. In some embodiments, the group-intervention
servers of the disclosed technology use artificial intelli-
gence, machine learning, and/or deep learning to continu-
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ously obtain data and/or user feedback to improve the
system’s determinations of, and interventions for, collective
stress.

[0090] FIG. 1 lists the three drivers of human stress. The
SOCIAL ENVIRONMENT and PHYSICAL ENVIRON-
MENT Factors are addressed by the disclosed technology
herein.

[0091] FIG. 2A is a visual depiction of the overarching
system structure and approach to group crisis state interven-
tion that includes both PROCESS #1 and PROCESS #2.
FIG. 2B is a block diagram that represent some embodi-
ments of the disclosed technology. Referring to both FIGS.
2A-B, human crises states—the human stress response—is
an insidious invader to human health that sneaks in and takes
over hundreds of different mind and body pathways if we
aren’t vigilant. Bringing a group (or individual) down from
an elevated state of physiological distress can require a
full-on attack that involves constant control over human
HEADS (COGNITION) and human BODIES (SENSES—
PHYSIOLOGY). The disclosed technology can ambush
group crisis states via a multiplicity of UNCONSCIOUS
(e.g., sensory-based physical changes to the built environ-
ment) and CONSCIOUS (e.g., interactive software applica-
tions) interventions delivered IMMEDIATELY through
myriad user and building devices at an ongoing basis to
improve environmental factors, stop rising physiological
stress levels, and return the group to their normal operating
state. Multiple devices can be used in the system because,
depending on where the devices are placed on the human
body, or in the built environment, and/or the role the devices
play, each device can allow for sensing different physiologi-
cal attributes that drive the human stress response, different
sensory attributes that contribute to a positive or negative
physical environment, and different cultural attributes that
contribute to a positive or negative social environment or
“organizational culture.” In addition, these devices allow for
many different types of interventions—and combinations of
interventions—both CONSCIOUS and UNCONSCIOUS.
The DUAL INTERVENTION system can provide for
enhanced system efficacy. UNCONSCIOUS interventions
can be largely imperceptible and include SENSORY-TYPE
interventions—sight, sound, taste, touch, smell—made via
the building sensors to tangibly modify the built or physical
environment. CONSICOUS INTERVENTIONS have a dif-
ferent job. CONSCOUS INTERVENTION activities
described herein can be software applications that consume
and engage the users in the group by offering another,
different form of IMMEDIATE intervention. The app col-
lection can be comprised of six app sub-collections each
aligned with a different proven social environment enhancer
that diffuse crisis states (e.g., Access, Choice, Consistency,
Connection, Communication, Conflict Resolution.) Just like
there are multiple devices and device combinations enabled
by the system to sense rising stress levels and intervene,
there can also be many different immediate intervention
types made possible by the five or more broad types of
sense-influencing UNCONCIOUS interventions and six or
more broad families of cognitive-influencing CONSCOUS
interventions. The interventions delivered and described
herein can be IMMEDIATE by design. Individuals in a crisis
state need IMMEDIATE interventions to help them manage
the critical MOMENT of heightened physiological arousal.
Because groups are comprised of individuals, our interven-
tions can be centered on swift, effective, IMMEDIATE
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de-escalation techniques, however, because group stress is a
complex function of the individuals in the group, and we
know that not all users will engage or de-escalate at the same
time despite the immediacy and mass release of the inter-
vention, we know that there can be a lag in response time
between when the intervention is applied and the time that
a favorable reduction in group stress will be achieved. So,
while IMMEDIACY is equally as important to the group
crisis state intervention system as to individual crisis state
intervention system, the impact of a group intervention is
less immediate than the impact of an individual intervention
simply because of the inherent complexity of group stress.
[0092] FIGS. 2A-B depict users 102A-N in a physical
environment 101. The users 102A-N can be employees and
the environment 101 can be an office or workspace. Each of
the users 102A-N can have user devices 106A-N. The user
devices 106A-N can be wearable devices, such as smart
watches, and/or mobile devices (e.g., smartphone, tablet,
laptop, computer). The physical environment 101 can also
include one or more sensors 103A-N. As described through-
out this disclosure the sensors 103A-N can be configured to
measure real-time conditions of the physical environment
101, including but not limited to room temperature and/or
user movement.

[0093] A computing system 108 can be in communication
(e.g., wired and/or wireless) via a network with the sensors
103A-N and/or the user devices 106A-N. The computing
system 108 can be configured to determine group stress
levels and interventions to reduce group stress in the envi-
ronment 101, as described herein. The computing system
108 can also be in communication with an environment
controller device 104. The device 104 can be configured to
monitor and/or control the sensors 103A-N. Moreover, the
device 104 can be configured to control and monitor opera-
tions and/or conditions of the physical environment 101.
[0094] The user devices 106A-B and the sensors 103A-N
can sense real-time conditions of the users 102A-N and/or
the environment 101. The computing system 108 can receive
sensed physical environment conditions in step A and/or
sensed user conditions in step B. Steps A and B can be
performed in any order and/or at different times. The com-
puting system 108 can determine a group crisis state based
on the received conditions in step C. The computing system
108 can also determine a group normal state in step D. In
some examples, the normal state can be determined based on
historic information that is collected and stored about con-
ditions in the environment 101. Moreover, step D can be
performed at any time. The computing system 108 can
identify one or more interventions in step E. The interven-
tions can be intended to lower the collective of users
102A-N from the group crisis state identified in step C. Next,
instructions to implement the interventions can be transmit-
ted to the environment controller device 104 and/or the user
devices 106A-N. The environment controller device 104 can
then prompt one or more of the sensors 103A-N to perform
actions that change certain characteristics of the environ-
ment 101, as described further below. The steps A-F can be
continuously performed or until the computing system 108
determines that the group of users 102A-B lowered from a
crisis state to the group normal state.

[0095] FIG. 3 is a block diagram that represents a catego-
rization 100 of operating states, according to some embodi-
ments of the disclosed technology. In some embodiments,
categorization 100 includes restorative state 110 (represent-
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ing the state whereby an individual or the group is capable
of restoring and/or attaining restorative benefits; a relaxed,
calm state of being), and normal state 120 (representing the
regular, natural state that conforms with the median or
average standard of the individual or the group; the base-
line), wherein, at a high level, restorative state 110, and
normal state 120 are considered to be the “normal state
range” 116, in that the person or the group of persons are
coping well in their environment; their thinking and behav-
ior is reasonable, logical, and abstract. In some embodi-
ments, categorization 100 also includes warning state 130
(representing the state immediately following a threat that
triggers the group stress response; agitation results, indicat-
ing a possible or impending danger, problem, or other
unpleasant situation), alert state 140 (representing a state of
escalation and acceleration; agitation is progressing to
aggression), and major-emergency state 150 (representing
the peak crisis state where thinking and behavior are con-
crete, illogical and unfocused; the risk of outburst is high),
wherein warning state 130, alert state 140, and major-
emergency state 150 form a range of crisis states 117 that
would benefit from the detection and intervention systems
and methods of the disclosed technology.

[0096] In other words, FIG. 3 represents a basic catego-
rization 100 of operating states on a continuum containing
five core states RESTORATIVE 110, NORMAL 120,
WARNING 130, ALERT, and MAJOR EMERGENCY 150.
These states further combine into two higher order operating
states. Restorative 110 and Normal 120 combine to form a
NORMAL STATE RANGE 116, and Warning 130, Alert
140, and Major Emergency 150 combine to form a CRISIS
STATE 117. The crisis state 117 can be characterized as such
because, in this state, the group of persons are experiencing
accelerated and/or elevated states of arousal brought on by
a stressor or stimulus (or threat) that caused the human stress
response or flight/flight response or because of a hyper-
stressed social environment that has elevated to a harmful,
toxic state. Since a crisis state 117 can induce erratic,
unanticipated and/or unexpected behaviors, the disclosed
technology is designed to intervene as soon as a group of
persons transitions from their baseline NORMAIL STATE
116 to their CRISIS STATE 117. By design, the computer-
implemented system does not intervene with a crisis inter-
vention when the group is their NORMAL STATE RANGE
116 as there is no risk of damage or danger to self or others.
The system may, however, intervene with a positive—
conscious or unconscious—reinforcement or reward, for
example, delivered via the building sensors (e.g., open a
sliding door to an outdoor common picnic area) or interrupt
app engagement with an Al/Smart Coach-based positive
affirmation if the persons are able to sustain a normal state
range for an extended period of time.

[0097] People want to be free from crisis operational
states. Crisis states are precipitated by the human stress
response, disrupt normal physical and behavioral function-
ing, and drive unintended/undesired actions that can result in
irreparable damage to oneself or others’ physical health and
wellbeing and/or overarching life or livelihood.

[0098] As shown in FIG. 3, individuals and groups of
persons embody a range of operational states at any given
time from a Restorative State, to a Normal State, a Warning
State, an Alert State, and finally a state of Major Emergency.
When a person or group of persons are in an elevated state,
i.e., that which is beyond their baseline individualized or
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collective normal state range 116, and instead in the crisis-
states range 117 (including warning state 130, alert state
140, and emergency state 150), they may find themselves out
of control and/or unable to cope or make decisions in a
manner that leads to their own or others’ best interests.
Crisis states 117, for many members of the population, are
often prolonged and/or recurring, and can lead to harm to
self and others, including acts of violence.

[0099] FIG. 4 is a block diagram of a system 202 involv-
ing the detection and intervention of a group-crisis state,
when this technology is utilized at the human-group level,
according to some embodiments of the disclosed technol-
ogy. In some embodiments, system 202 includes a user
device 210, a building sensor/device 261, and a group-
intervention server system 260 that communicate with each
other via network 299 (which includes wired and/or wireless
communications). In some embodiments, each user device
210 includes a communications interface 211 (such as a
cellular phone interface that sends data to and receives data
from server system 260, and/or Ethernet, Modbus, TCP/IP,
or Bluetooth technology that connects devices and servers),
and one or more input sensors 212. In some embodiments,
input sensors 212 include on-the-body sensors for heart rate,
perspiration, skin resistance, physical movement and/or ori-
entation, speed and depth of breathing, blood flow, vocal
changes, muscle tension, metabolic responses and the like.
In other embodiments, input sensors include off-the-body
sensors for group vocal speed, collective physical movement
and/or concentration of people, for example, as well as
direct user input/self-reporting as it relates to the current
state and effectiveness of the social and physical environ-
ment. In some embodiments, server system 260 includes one
or more group-specific databases 261 that store past group
symptoms and responses and thresholds, and proposed or
predetermined responses for a group based on sets of
symptoms. In some embodiments, each user device 210 also
includes an output and/or alert system 213 for alerting a
group of persons via delivery of a group stress-mitigating
app to modulate the social environment, while in other
embodiments, output and/or alert system 213 is one or more
building devices to improve the physical environment (for
example, a smart HVAC (heating, ventilation, air condition-
ing) system that modulates room temperature or ventilation,
LEDs mounted on a wall that provide overt visual feedback
(such as symbols, colors, intensity modulation (flashing),
text and/or other visual indications) to the group, LED room
lighting systems that adjust the brightness and/or color
temperature of the room lighting to provide subtle or barely
perceptible feedback to the group, aroma, scent, perfume,
and/or odor emitters (e.g., or as conditionally activated
scent-emitters in wirelessly-connected room air “freshener
(s)” coupled to an “internet of things” (IoTs), wherein they
are activated by heat to emit a predetermined perfume odor)
that provide smell feedback to the group. In some embodi-
ments, the one or more input sensors 212 are also in a
separate device, such as a camera or other off-the-body
device, that is part of an overarching building automation
system that serves as the communications interface 211 and
evaluates group stress levels by obtaining a group physi-
ological measures. Thus, in some embodiments, user device
210 is implemented as a multi-part system of building
sensors (remote-from-the-person) and wearable device por-
tions (on-the-person) that include one or more building or
wearable sensors 212, one or more building or wearable
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alert/output devices 213, and one or more communications
interfaces 211, wherein these communicate data among
themselves and to and from server 220. In some embodi-
ments, building sensors take biometric measures (“off-the-
body” sensor), and in other embodiments building sensors
are utilized only to evaluate the state of the physical envi-
ronment. In all embodiments, there is an element of self-
reporting/user-generated inputs captured via user devices
created expressly for that purpose. In some embodiments,
one or more portions of the intervention server 220 is
implemented as software that executes within a user’s
personal computing device (such as a smart cell phone,
personal computer, or tablet), and the communications inter-
face to a wired or wireless network is eliminated for such
functions. In some embodiments, a smart building hub
serves as the communication interface 211 between one or
more input sensors 212, such as a camera or microphone and
output alert/output devices 213 that comprise building and
IoT-enabled devices and systems, including entertainment
systems, smart sensors on thermostats, lightbulbs, outlets
and switches, door locks and sensors, security system, fans,
window treatments/coverings, and the intervention system/
server 220. In some embodiments, one or more portions of,
or the entirety of, the intervention server 220 is implemented
as software the executes within the smart hub which also
serves as the communications interface 211. In some
embodiments, the group-intervention server 220 uses arti-
ficial intelligence, machine learning, and/or deep learning to
continuously obtain data and/or user feedback to improve
the system 220’s determinations of, and interventions for,
group stress.

[0100] The disclosed technology provides a computer-
implemented method and system 202 for detecting and
intervening to correct or improve group-crisis states. System
202 of the disclosed technology includes a plurality of
components, connected by a computer network which may
be wired or wireless. The core of system 202 is the inter-
vention system/server 260 which can be a cloud-based
server, the same server as the user device (i.e., a program
running and using a database within the user’s device), or
another server. Intervention system/server 260 has a proces-
sor, memory and a communication interface that allows
intervention system/server 260 to transmit data and values
to/from other components in the system 202. Importantly,
the intervention system/server 260 also includes the inter-
vention determiner, which receives data from the user device
(s)—“on-the-body” (and/or “under the skin”), “off-the-
body,” and remote sensors—e.g., the building sensors, and
directly from users who provide periodic, ongoing evalua-
tions of the social and physical environments. The combi-
nation of biometric measures (on-the-body and off-the-
body) and the user self-report on the social and physical
environments are processed by the intervention determiner
using one or more computational methods to ascertain the
group stress level. If group stress levels exceed the normal
operating state, the system implements a dual intervention
by modifying the physical environment via building sensors
and presenting users with a group intervention app aligned
with one of six positive environment-promoting and engag-
ing software applications.

[0101] In addition, the intervention system/server, where
needed, translates individual biometric measures captured to
group measures via the use of machine learning algorithms
that are applied for biometric fusion to arrive at multimodal
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biometric system and group measure. ML algorithms
include, among others, Gaussian Mixture Models (GMMs,)
Artificial Neural Networks (ANNs,) Fuzzy Expert Systems
(FESs,) and Support Vector Machines (SVMs.) In addition
to the algorithms used for biometric fusion, the current
system uses methods to structure and group the data into
distinct groups (e.g., kmeans), for supervised learning (e.g.,
k-nearest neighbor), and/or for model learning/rule learning
from aggregated data (e.g., AQ algorithm). In some embodi-
ments, artificial intelligence and/or machine learning are
used in the overall assessment, interventions, and continuous
feedback by which the system initially “learns” to determine
group-crisis states and appropriate group interventions, and
then later continuously improves itself over time. In some
embodiments of all the intervention servers described
herein, thousands or hundreds of thousands of parameter
combinations are presented to the machine-learning algo-
rithms, wherein each one of the combinations is indicated as
“group-crisis state” or “group-normal-operating state” and
the algorithm automatically performs its own analysis in
order to learn which combinations of parameters would be
a group-crisis indicator. Further, based on self-report data
from users regarding the overall and current state of the
physical and social environment (both before a system
intervention is applies and afterwards) as to which situations
were crisis state and which interventions were successful,
the algorithm improves over time as to the algorithm’s
accuracy in detecting crisis states, and in which interven-
tions worked to improve the group operating state and which
are contra-indicated.

[0102] The intervention system/server also transmits data
to and from the database(s) that capture and store group-
specific data and values. The database(s) are part of the
overarching system and function primarily for data storage
and retrieval of group information and values. These values
are captured and reported to all users in the group in the form
of a software application data dashboard that allows them to
review, monitor and act upon/influence the current state of
the social environment, the physical environment, and the
variables that influence each—for example, via real-time
conscious intervention apps aligned with one of six social
environment (culture) boosters (Access, Choice, Consis-
tency, Connection, Communication and Conflict Resolution)
or by modifying aspects of the physical environment such as
the temperature in the workplace or moving a wall partition
to reveal green/blue spaces outdoors that are natural stress
reducers. Users are not given carte blanche to make sweep-
ing changes to the overarching physical environment; they
are empowered to control their immediate surroundings/
workspace and can make suggest changes to the built
environment that cannot be implemented immediately.
Administrators have broader responsibility to influence the
organizational physical environment.

[0103] Another component of the system are the user
device(s) 210, such as shown in FIG. 4. In some embodi-
ments, these devices 210 are multifunctional. They have a
communication interface 211 that allows them to commu-
nicate with the intervention system/server 260 and database
(s) 261 via the network. The user device(s) 210 (on-the-body
and off-the-body) also operate as input sensor(s) obtaining
group biometric values to assist with determining the oper-
ating state of the group along with the user self-reports. In
addition, the user device(s) 210 function as output device(s),
alerting the group that the crisis threshold 118 has been
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surpassed which triggers the delivery of a conscious crisis
state app intervention and data dashboard. This alert system
and the conscious (social environment influencers) and
unconscious interventions (physical environment influenc-
ers) are the mechanisms that diffuse group crisis states and
stop crisis escalation to circumvent catastrophic crisis-
driven outcomes.

[0104] In some embodiments, the system 202 utilizes one
or more user devices/input sensors 212 to monitor, measure,
and detect the collective operating state of a group of
persons, via obtaining measurements/values of physical
(e.g., heartrate, blood flow, breathing, bodily secretions,
muscle tension, body metabolism) and/or behavioral (e.g.,
movement, voice) indicators, or any combination thereof.
These measurements can be taken via “under-the-skin”/“on-
the-skin™/*on-the-body” or remote/“over-the-skin”/“off-the-
body” input devices. These biometric values obtained by
sensors 212 are communicated from the user device(s) via
the communication interface to the intervention system/
server 260 over a network 299 (wired and/or wireless.) In
addition to the biometric values obtained, the group inter-
vention system is powered by two other inputs: 1) traditional
IoT/building automation sensors which keep track of the
status of the physical environment so that if the group
operating state is determined to be elevated, it can be
modified and 2) user input in the form of ongoing, periodic
self-ratings of the social and physical environments which
are aggregated and utilized along with biometric values to
determine the overall group stress level.

[0105] In some embodiments, the intervention system/
server 260 receives numerous values at various points in the
process from all four input areas and sends them to the
internal intervention determiner 224 (in some embodiments,
a program running in processor-memory 222) that assesses
whether the group has achieved a crisis state by comparing
the values it receives against a predetermined baseline or
threshold value established using historical data and stored
in database 221. If the intervention determiner 224 detects a
crisis state 117 (i.e., above the threshold 118), intervention
determiner 224 will apply DUAL INTERVENTION meth-
ods—both methods referred to herein as “conscious” (soft-
ware intervention providing group feedback that is readily
perceptible by the group), and “unconscious” (sensory
changes to the building that are barely perceptible or not
perceptible by the group)—to diffuse the crisis state 117 by
improving the physical and social environments and return-
ing the operating state to a normal state range 116. If the
intervention determiner 224 does not detect a crisis state 117
(i.e., a state below the threshold 118), then, in some embodi-
ments, no intervention occurs.

[0106] Once the intervention determiner 224 makes a
crisis/no crisis determination, the data are transmitted to the
database 261 for storage and subsequent processing and
retrieval; and 260 sends data back to the user device(s) via
the communication interface 211. The intervention deter-
miner 224 in group-intervention server 260 also transmits
data to the user device 210 expressly for reporting purposes
so that individual members of the group can review, monitor,
and act on the social and physical environment data for
which they permission and access to do so. In some embodi-
ments, the intervention determiner 224 utilizes artificial
intelligence and/or machine learning and/or other computa-
tional methods and algorithms to compare input data/values
from the user device(s) 210 to historical values stored in the
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database 261 to make its determination and/or to transform
individual biometric values to group biometric values.
Based on the assessment, the intervention determiner 224
may/may not implement an intervention.

[0107] In some embodiments, the present technology
imparts no crisis intervention, alert or action when the
collective operational state of a group is determined to be
within their non-crisis, normal state range 116 (which
includes both normal state 120 and restorative state 110)—a
range 116 that is determined by the intervention determiner
224 at a collective/group level by an initial computational
training phase of system 402 that is calibrated and updated
on an ongoing basis, in some embodiments, via systematic
processes using Artificial Intelligence, Machine Learning,
and/or other computational methods and algorithms, as well
as user-driven or administrator driven readings and refine-
ments. The present technology optionally imparts positive
feedback to the group of users if operating in a sustained
normal-state range in the form of, in some embodiments, a
positive change to the physical environment (sight, sound,
smell etc.), or a positive action aligned with one of the
system’s apps that are part of an overarching collection of
apps designed to improve the social environment (culture)
based on six proven culture-enhancing areas.

[0108] When the intervention system/server detects a tran-
sition from the normal state range 116 (which includes
normal state 120 and restorative state 110) to a state in the
crisis state range 117 (which includes alert state 130, warn-
ing state 140 and major emergency state 150), the interven-
tion system/server 220 communicates via the network 299 to
the user device(s) 210 and the building devices transmitting
data that triggers, in some embodiments, the alert system
213 to activate the DUAL INTERVENTION method: (i)
The first intervention emitted by the user device(s) is
UNCONSCIOUS (barely or not perceptible) to the user/
users and involves a modification to the physical environ-
ment that is calibrated to the group’s collective physical
and/or behavioral indicators and current collective operating
state and is designed to unconsciously modulate the collec-
tive crisis state and the related physical and/or behavioral
responses via direct sensory/physical environmental feed-
back delivered through the IoT/building automation sensors.
For example, shifts in environmental/situational factors are
often imperceptible to human beings—a shift in lighting, a
change in background music, emission of a pleasing
aroma—yet these situational factors have tremendous
impact on a person’s or group of person’s physiological
operating state. The primary benefit and characteristic of
unconscious interventions is that they work in mitigating
crisis states without distracting or overwhelming the group
of users—i.e., they do not have to DO anything or STOP
anything for the intervention to fulfill its purpose. (ii) The
second, concurrent intervention, delivered through the same
or different user device (which may or may not be wearable),
is CONSCIOUS to the persons and involves an alert and/or
prompt inviting individuals that are part of the group to
engage with and/or deploy a recommended app from a
collection of software intervention applications based on
prior system application and efficacy. The software apps are
specifically designed as social environment/culture boosters
(or “improvers”) that also serve as crisis state mitigators by
providing individuals within the group powerful elements of
personal control, or enabling them to connect meaningfully
with others, and/or increasing overall organizational psy-

Jul. 15, 2021

chological safety, for example. In some embodiments, the
intervention app collection includes several themed sub-
collections each with a history, scientific research, and a
practical track-record of success improving social environ-
ments/organizational culture, performance, and diffusing
physiological stress responses and include tools that
improve individual/group (e.g., as of an employee) Access,
Choice, Consistency, Connection, Communication, and
Conflict Resolution.

[0109] The efficacy of the apps—and the organizational
(individual and group) behaviors they induce digitally—
directly reduce collective stress and positively influence the
social environment (culture.) Myriad research shows that the
same factors that drive collective stress are also the barriers
that preclude organizational innovation and productivity, for
example, lack of communication and idea sharing, not
enough flexible working technologies, physical layout that
supports hierarchy, lack of a systematic/consistent process,
no reward and recognition programs, constantly shifting
priorities, politics—efforts to sustain the status quo to sup-
port entrenched interests, and many more.

[0110] A physical environment also influences human
physiological stress response. Lighting, sound, and aroma
were mentioned previously but there are myriad levers to
alter one’s current environment or change to an entirely
different environment. For example, access to green spaces
and being exposed to natural environments, among other
positive environmental factors, can be beneficial in reducing
physical stress levels.

[0111] It is important to note that in some embodiments of
the present system, while it is the users in a group of users
that must perform some system-recommended activity, it is
the computer system that prompts and suggests the optimal
activity to a group of users based on historical usage,
performance, and efficacy of mitigating the group-crisis
state. And, although the alert and/or suggestion is system-
atically driven by the technology to the user and group, upon
receipt of the alert, any one user may choose or not choose
to act upon the alert by deploying the intervention. In
summary, with the conscious intervention method, while the
technology makes a recommendation based on biometric
values, environmental assessments, user feedback, and com-
putational processing and algorithms, it is the user that
ultimately controls activation of the intervention.

[0112] FEach user can choose from among many software
interventions aligned with his/her preferences. Or—because
the system is powered by artificial intelligence, machine
learning and/or other computational methods and is continu-
ally learning and optimizing interventions at the individual
or group level—they may allow the system to recommend
an optimal software application or interventional tool or
experience.

[0113] The CONSCIOUS, person-driven software appli-
cations and interventions of the disclosed technology induce
the person or persons to engage in one of six social envi-
ronment/cultural promoting areas or categories that directly
or indirectly diffuse the collective crisis state via a change in
the social environment (“culture.”) The crisis mitigation
areas deliver crisis relief via one or more intervention app
sub-collections which may include, among other themed
sub-collections, access/transparency, choice, consistency,
connection, communication and conflict resolution—all of
which are proven to positively impact the health of the social
environment (culture).
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[0114] The present technology is group adaptive because
the intervention systeny/server, the user device(s), the build-
ing sensors, and the user-feedback mechanisms are repeat-
edly and/or substantially continually transmitting, evaluat-
ing, and sharing data via the network (wired or wireless).
This ongoing iterative, evaluative communication and data
sharing process between core system components allows for
adjusting or modifying interventions and/or recommenda-
tions, if applicable, to group needs, and the severity, fre-
quency, and duration of their collective crisis states. In
addition, the transmission of data to the database(s), impor-
tantly, enables a group-portrait that is shared to all members
of the group via the system dashboard periodically and
consistently for review, monitoring and manipulating, and
the data is stored for subsequent manipulation, analysis, or
reporting.

[0115] The DUAL INTERVENTIONS may occur concur-
rently or independently, situationally determined by the user,
user group or administrator. The intervention system/server,
because of its multifunctionality, may use one or more
applications or other software to record the timing, duration,
and the characteristics of the crisis state, and the group’s
response to the interventions collectively deployed, and
transmit this data to the database(s) for storage, manipula-
tion and/or subsequent processing or retrieval. It should be
noted that, in some embodiments, identifiable, individual
data is not maintained by the system; rather individual data
is utilized to create group values and recommend group
interventions. Self-reported feedback on the social and
physical environments is utilized to customize and recom-
mend interventions including software applications to each
user, in some embodiments, based on their specific feed-
back.

[0116] In some embodiments, the present technology is a
learning system on two levels. The first level is computer-
driven via simple feedback (such as which response stimu-
lation(s) were provided to the group in response to detection
of'a given set of physiological symptoms, and how well did
those response stimulation(s) work to return the group to a
normal collective operating state range), as well as artificial
intelligence, machine learning, deep learning, neural net-
works and/or other computer methods and algorithms that
are part of the intervention determiner. The intervention
determiner uses one or more of these technologies to learn,
over time and training, what interventions perform swiftly
and effectively to diffuse the crisis state and return the
persons to their Normal State Range as well as for purposes
of biometric fusion.

[0117] The second level is human driven in that after the
intervention determiner concludes that a CONSCIOUS
intervention is needed and communicates this to the user
device(s) to ultimately reach the users, the person (in some
embodiments) or persons implements a chosen method or
path. Their action then drives a corresponding physical
and/or behavioral response, which the user(s) are no doubt
cognitively aware. This user-driven action-response
sequence will cause the person/persons to self-assess and/or
evaluate the efficacy of the chosen intervention on their
crisis state which, in turn, will create greater self and group
understanding and drive subsequent intervention best prac-
tices and positive collective behaviors. In summary, like the
primary computer-driven system, a secondary human-driven
system trains the person or persons to learn what interven-
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tions perform optimally in each situation, circumstance,
environment, operational state and severity thereof.

[0118] The DUAL-INTERVENTION system, underscor-
ing the disclosed technology that includes a system and
methods, directly and indirectly influences and modulates
the collective human stress response.

[0119] Still referring to FIG. 4, the disclosed technology
comprises components including an intervention system/
server 260, which includes a processor 222, memory 222,
communication interface 223 and an intervention determiner
224; user or group specific database(s) 261; one or more user
device(s) 210, building sensors 251, and user-generated
feedback 262-263, which is captured and transmitted via the
communication interface 211 over a network 299 (wired
and/or wireless) to the intervention system/server 260. The
user device 210 further includes one or more input sensors
212 and/or output mechanisms 213 that operate as an alert
system.

[0120] The present technology uses at least one sensor 212
to read and monitor one or more physical or behavioral
indicators (measured remotely from the user’s body or
“off-the-body,” “over the skin,” or “on-the-body,” “on-the-
skin” or “under the skin”), one or more building sensors 251
to monitor the state of the physical environment, and the
disclosed technology also elicits user input 262 and 263 to
periodically evaluate the general “health” of the social and
physical environments. Input devices 212 may be combined
or packaged independently or collectively; they may be
wearable such as a watch, smart clothing, earphone, or other
product, or they may be stationary devices, physically
independent from the human body, that are taking biometric
measures remotely from the user’s body, such as a camera or
microphone. Likewise, output devices 213 may be combined
or packaged independently or collectively; or they may be
wearable or non-wearable such as building devices includ-
ing entertainment systems, automated window or wall
mechanisms, or an HVAC system, device, or sensor. While
the number of devices may vary by user and user group, the
devices and sensors, in concert with the intervention system/
server and database(s) perform the present technology
together.

[0121] One or more user device(s)/input sensors are
designed to read and measure one or more physical or
behavioral indicators. In some embodiments, measurements
are taken from sensors in contact with the user’s body, such
as measures of a user’s heart rate and strength (via heart rate
monitor, electrocardiogram “ECG” or “EKG”, electromyo-
graph “EMB”), blood flow (via heat sensors, skin sensors),
breathing (via thoracic and abdominal sensors), secretions
(via GSR, electrodermal activity “EDA”) or “remotely”
such as movement (via accelerometer, camera), and voice
(via microphone), among other variables and determinants
of crisis states. For example, a heart rate monitor may be
used to ascertain heart rate variability (HRV); galvanic skin
response (GSR) technology may be utilized to ascertain
bodily secretions, or a camera may be utilized to determine
concentration levels. The computer-implemented system
utilizes one or more biometric and other measures and
sensors for readily measuring physical and/or behavioral
indicators. When these measures are determined to be out-
side of the normal range, the system implement interven-
tions to positively influence the social and/or physical envi-
ronments which have a direct impact on the collective stress
level.
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[0122] Once these measures are taken by the user device
(s), the data are transmitted via the communication interface
211 over the network 299 (wired or wireless) to the inter-
vention system/server 260. The intervention system/server
can be a cloud-based server, can be the same as the user
device(s) (i.e., the intervention server being implemented as
software that executes within the user’s device(s)), or
another server. The intervention determiner 224 is designed
to ascertain a group stress or operating level; specifically, if
the group has collectively transitioned into a crisis state. The
determiner 224 does this by comparing input data from the
user devices(s) 210 to historical data and a threshold value
in the database 261 using computational measures and
methods, which may include one or more means such as
statistical methods, artificial intelligence, knowledge base,
vector space model and any combination of these and/or
other methods. The system 260 can use algorithms to
translate individual values to a group value for determining
a group operating state.

[0123] When the intervention system/server 260 deter-
mines, via the processor 222 and intervention determiner
224, that the group has shifted into a crisis state, the
intervention system/server 260 transmits data via the com-
munication interface 223 over the network 299 to the user
device 210/output/alarm system 213 to the building actua-
tors 264 and user devices 265 (e.g., in some embodiments,
via an app that elicits and receives anonymized user input
(self-reported data) and/or outputs one or more interventions
to each person in the group) to deploy dual interventions
(i.e., conscious and unconscious) through one or more user
and/or building output devices 265. By transmitting data
to/from the user device(s), building system, and by capturing
inputs from the user directly, intervention system/server, and
the database(s), the core system may enable data tracking,
data capture, reporting, data analysis and synthesis to opti-
mize user and group performance, and performance of the
system and methods. Reporting and sharing of group data is
a critical element of the system and essential to ensuring
healthy social and physical environments through engage-
ment and empowerment. This functionality is enabled
through the system dashboard and provided to members of
the group.

[0124] The entire systems process—from user device(s)/
input sensor(s) (on-the-body and off-the-body) that measure
physiological and biological indicators, to the building sen-
sors that keep tabs on the physical environment, to the
ongoing user feedback on the health of the social environ-
ment (culture) and physical environment that contribute to
the overall group stress assessment, to the intervention
system/server that receives and processes the data from the
input devices and applies computational methods and algo-
rithms to determine crisis levels, to the user device(s) and
output mechanism that receive data, alert the user and
deploy the dual interventions—is iterative and ongoing.

[0125] FIG. 5 is a diagram of a communications process
including transmission of data between user device(s) 310
(both remote-from-the-person and on-the-person sensors),
building sensors 331 (standard IoT/physical environment
evaluation—i.e., other than taking biometric measures), user
self-reporting mechanisms 341, (the inputs used by this
process for various purposes 302) and intervention system/
server 360 (which processes the inputs that are used to
determine group stress and an appropriate intervention),
according to some embodiments of the disclosed technol-
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ogy. As depicted in reference to FIG. 5, in some embodi-
ments, process 302 includes sensing biometric values 311
from user devices 310 that, in some embodiments, are
wearable (such as a smart watch, smart clothing, earphone,
belt, necklace or headset on the body of the person) or
non-wearable (such as tablet, microphone, camera, smart
phone, smart speaker, HVAC system remote from contact
with the body of the person). In some embodiments, the user
devices 310 may serve the function as an input device (such
as sensors 311), output device (such as actuators 361 for
group interventions), or, in some cases, such as the case of
a smart phone (i.e., conscious app intervention), both input
device and output device. In some embodiments, the group-
intervention system/server does one or more of the follow-
ing: elicits and receives 312 biometric values from on-the-
body sensors 311, elicits and receives 322 person-indicative
values from off-the-body sensors 311, elicits and receives
332 environmental-indicative values from building sensors
331 to assess the state of the physical environment, elicits
and receives 342 person self-reported parameters from user
devices 341, and then analyzes the data from on-the-body
and off-the-body inputs married with user self-reporting to
determine a group-operating state that is compared to thresh-
old values 352, and if above a threshold value then transmits
325 and intervention-actuation notification or command to
actuators 361 that, based on the command, actuate the
indicated intervention by modifying the physical environ-
ment via changes to the building sensor settings and influ-
encing the social environment via distribution of a conscious
app intervention (e.g., sending instructions to a building
system to change automated walls, ceilings, windows, door-
ways, visual screens, blinds, lights etc.). Else, if the group-
operating-state rating is not above the threshold value at 326,
the system returns to eliciting and receiving data in block
360 on a continuous or repeated basis to intervene when
needed. In some embodiments, the output actuator 361 is
used to activate group interventions, and/or building sensors
331 may serve also as such an output device, such as a motor
to move wall partitions left or right and/or up or down, a
remotely activatable switch to turn an electric device such as
lighting or a fan on or off; a multi-color LED to shine light
or images against walls, or a dimmer to control lighting. In
other embodiments the building actuators 361 also include
sensors that serve the function as an input device to provide
optional feedback to the output actuators 361, such as a
photometer to measure light intensity or a carbon dioxide
(CO,) meter to measure air quality or an olfactometer to
detect aroma/odor dilution. In some embodiments, the inter-
vention system/server 360 includes, or connects to, a physi-
cal device 361, such as a smart speaker, or connects over the
network to a server on a different, remote device or in the
cloud.

[0126] FIG. 5 depicts a subset of the overarching system,
specifically, the communication process and transmission of
data between the user device(s), the building sensors, the
user self-reported ratings, and the intervention system/
server. The input/sensor elements of the user device(s) are
designed to sense/read biometric values that may be off-the-
body (“over the skin) or on-the-body (“under the skin.”) For
example, an on-the-body breathing rate may be taken from
a thoracic or abdominal sensor; or sweating may be ascer-
tained from a GSR sensor embedded into a smart watch.
These biometric values are transmitted via the communica-
tion interface over the network (wired or wireless) to the
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intervention system/server which receives the biometric
values, converts individual values to a group value, and
compares them to historical values and the threshold value
in the database. Via a computational assessment process that
occurs in the intervention determiner, the intervention sys-
tem/server ascertains if the new value is above or below the
group’s crisis state threshold value.

[0127] If the value is below the threshold value—i.e., the
value at which group shifts from a normal state range 116 to
a crisis state range 117, the intervention system/server
concludes that the group is operating within their normal
collective-operating-state range 116 and signals to the user
device/output device and the building sensors—by sending
data via the communication interface over the network—that
no intervention is needed, in some embodiments. It also
sends the values to the database(s) to be stored and to
another user device for reporting purposes. If, however, the
biometric value is above the group’s threshold value, the
intervention system/server concludes that the group has
shifted into a crisis state. In this case, the system responds
by transmitting data to the user device/output device and the
building sensor(s) which then actuates one or both dual
interventions—conscious (i.e., intervention app to influence
the social environment) or unconscious (e.g., sensory
changes improve the physical environment—depending on
the user or administrator settings/instruction for doing so.
All data transmitted to the user device(s) are also sent to the
database(s), and used for reporting back to the users in the
group and to the administrator via the system dashboard.

[0128] FIGS. 6A-B are diagrams of a process for deter-
mining the group baseline operating state, according to some
embodiments of the disclosed technology. As depicted in
FIG. 6A, in some embodiments, process 402 includes user
devices 411 that function as input devices, sensing biometric
values, such as heart rate strength or variability via a smart
watch, or vocal speed, pace or volume via a microphone in
a smart phone. In some embodiments, building sensors 412
include a microphone in smart speaker or a wall-mounted
audio/recording device to detect vocal speed, pace or vol-
ume, or cameras, ultrasonic or other motion sensors, or FLIR
(forward-looking infrared) sensors to sense a change in
group velocity or individual speed differences or tempera-
tures of persons. In some embodiments, process 402 requires
user and group administrator evaluation and input, and in
some embodiments, this can be executed via a smart phone,
tablet, or desktop computer. These user values are transmit-
ted via the network to the server 460 and stored into database
461 that holds historical group-specific parameters, as well
as system-determined trends in such parameters. In some
embodiments, a machine-learning algorithm 480 is used in
or with server 460 to learn and improve the software’s
accuracy in determination of group stress and the effective-
ness of group-stress interventions provided by the interven-
tion server 460.

[0129] FIG. 6A is a block diagram that represents the
training process 402 of determining the group’s Normal
State Range 116. This process is necessary because every
collection of persons has a distinctive set of “normal”
physiological parameters or parameter ranges (analogous to
a “normal temperature” of 37 C) at which they operate
optimally. This Normal State Range can be slow and peace-
ful for some groups and fast and dynamic for others. This
present technology uses methods (e.g., computational algo-
rithms, statistical analysis, database, knowledge base,

Jul. 15, 2021

machine learning) to ascertain the Normal State Range of a
group of persons and takes this baseline into account to set
the group-crisis-level threshold. The process 402 begins
with the user device(s) 411/input sensor(s) which sense the
biometric values and transmits the data via the communi-
cation interface over the network to the intervention system/
server 460. Likewise, the building sensors 412 sense and
evaluate the current state of the physical environment and
transmit these data to the intervention system/server 460.
The intervention system/server 460 sends a signal 413 to the
user device(s) 99 (via an app that is part of the system
dashboard) prompting the users and administrator to evalu-
ate the social and physical environments and the current
operating state—i.e., would they characterize the current
state as an elevated state or a normal state? 419. During this
training period, the user or administrator enters their
response into the appropriate user device, which then com-
municates the response to the intervention system/server
460, where the set of all such responses is used to set-up and
periodically thereafter to calibrate and adjust the threshold
level that is used to evaluate symptoms (one or more sets of
physiological parameters) that are to be evaluated—either
one at a time (moment-by-moment evaluations, each of a
single set of parameters) or across a period of time (deter-
mining changes in the sets of parameters over one minute,
five minutes or an hour, for examples) 480. The user’s
(administrator’s) evaluations initially set the threshold level
for the set of physiological parameters or for changes in the
physiological parameters, thus training or guiding the inter-
vention system/server 460, which then uses the training data
to determine the group’s crisis state parameters and thresh-
old level. The system is configured to conduct periodic
operating-state measurement, calibration, and reclassifica-
tion efforts to ensure the crisis state parameters and threshold
values are and remain current. Via an on/off switch or other
such mechanism, the human user or administrator controls
whether these periodic, ongoing threshold training efforts
are conducted manually via user or administrator input or
are systematically driven utilizing the intervention deter-
miner and its powerful computational functionality.

[0130] FIG. 6B is a flowchart of the process 402 as
described in reference to FIG. 6A. Sensors 412 can detect
building conditions in step 414. User devices 411 can detect
individual biometric values in step 415. Computing system
460 (e.g., the intervention system/server 460 in FIG. 6A) can
receive the detected conditions in step 416. The system 460
can also request user input in step 417. The user devices 411
can prompt the users (e.g., employees) to rate the physical
environment and social environment (culture.) The user
devices 411 receive user ratings of the environment (e.g.,
including a physical environment, such as office and work-
place, and a social environment, such as culture) in step 418
and transmit those rating to the system 460. The computing
system 460 can receive the user input in step 413.

[0131] The system 460 can convert the individual biomet-
ric values into group biometric values in step 420, as
described throughout this disclosure. The system 460 can
also convert the user reported ratings into group ratings in
step 421. As a result, the system 460 can assign a threshold
value for the user input (e.g., user reported ratings) in step
426. Then, training can be performed by the system 460 in
step 422. The training can be performed to determine and
adjust baseline parameters for the group. Some of these
baseline parameters can include a normal operating state of



US 2021/0217532 Al

the group, a social environment of the group, and a physical
environment for the group. The system 460 can then store
these determined baseline parameters as a current (or base-
line) group state in step 427. The baseline parameters can be
stored in the database 461, as depicted in FIG. 6A.

[0132] FIG. 7 is a block diagram of a dual-intervention
system 502, according to some embodiments of the dis-
closed technology. In some embodiments, process 502
includes user devices 511 that sense biometric parameters
522 such as heart rate (on-the-body) or vocal attributes in
individual users, rising vocal speed, pace, or volume in a
group of users (off-the-body), building devices 512 that
sense building parameters 523 such as temperature, humid-
ity, CO, levels, sound levels and the like, and devices that
elicit and receive self-reported social and physical environ-
ment parameters from human users. In some embodiments,
process 502 also includes building devices 514 (which may
or may not be merged with the same devices as devices 512)
that provide unconscious sensory feedback 514 by modify-
ing the physical environment such as outputting a subtle
aroma emitted via a building ventilation system, impercep-
tible audio feedback via an audio system (such as infrasound
with frequencies less than 20 hertz), or direct changes to the
physical environment such as the automatic opening of
windows or the movement of walls or partitions up or down,
open or closed while providing conscious feedback to shift
social environmental factors 515 in the form of an interven-
tion app presented to the user or group of users with which
to engage through a second device such as a smart phone,
tablet, smart watch, headset, desktop or other user device. In
some embodiments, a machine-learning algorithm 580 is
used in or with server 560/565 to learn and improve the
software’s accuracy in determination of collective stress and
the effectiveness of group-stress interventions provided by
the intervention server 565. Moreover, as described through-
out this disclosure, the server 560/565 can determine
whether to provide unconscious and/or conscious interven-
tions 514 and 515 based on receiving the sensed biometric
values, physical environment values, and environment (e.g.,
physical and/or social) ratings (collectively known as
received conditions 517) 521, converting received indi-
vidual values into group values 525, and determining
whether the group values are below a threshold value 526.
Where the group values are above the threshold value, one
or more of the interventions 514 and 515 can be applied.

[0133] FIG. 7 represents an exemplified and non-limiting
overview of the dual intervention system 502—conscious
and unconscious. These dual interventions address the prob-
lem of operating state crisis from different angles and apply
distinctive solutions and approaches to improve the social
and physical environments thereby compounding the impact
of the system and the efficacy for the group of users. The
dual intervention system is actuated only when the group is
deemed by the intervention system/server 565 to have
exceeded their threshold level. Without exception, system
502 automatically actuates the unconscious intervention
514, or changes to the physical environment, if the group’s
biometric values exceed the threshold. The system 502 also
takes into account self-reported ratings 524 to implement
changes. To actuate the unconscious intervention 514, the
intervention system/server 565 sends data via a communi-
cation interface over a network to building devices instruct-
ing them to emit sensory feedback (taste, touch, sight,
sound, smell) calibrated to the physical or biological indi-
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cator under measure. The process is generally unconscious
to the user and group and is designed to not distract or
disrupt their current activity. Instead, it is designed to
unconsciously and unobtrusively modulate and mitigate the
physical environment thereby mitigating the group crisis
state.

[0134] Unlike the unconscious intervention system 514,
the conscious intervention system 515 has an element of
user or administrator control. Specifically, the user or admin-
istrator determines, at initial system set-up, if they prefer the
conscious intervention to be user-directed or system-di-
rected. If the user or administrator chooses to control the
conscious intervention when the threshold level is reached,
the user or administrator will be notified by the user device
(s)/output device(s) and asked to select one of many con-
scious interventions/apps from the stress reducing themed
app sub-collections. If the user chooses the system to control
the conscious intervention automatically when the threshold
level is reached, the system will make an app intervention
recommendation from the collection based on prior learning
of efficacy under similar circumstances. In some embodi-
ments, unconscious interventions 514 are applied primarily
to the physical environment and conscious interventions 515
are applied primarily to the social environment.

[0135] In some embodiments, even if the person or group
of persons relies on system-generated recommendations for
software application intervention, the user (or administrator)
can override the system to self-select intervention applica-
tions.

[0136] FIG. 8 is a block diagram of an unconscious
intervention system 650 and method 602, according to some
embodiments of the disclosed technology. The feedback is
designed to modify the physical environment and can be
largely imperceptible such as a shift in the color of room
lighting, change in background noise or music made pos-
sible via a smart entertainment system, or the infusion of
fresh, outdoor air brought inside via an intelligent ventila-
tion system.

[0137] FIG. 8 represents an exemplified and non-limiting
overview of the unconscious intervention 650. This inter-
vention process is automatically actuated if the intervention
system/server 565 receives (521) a set of biometric values
517 from the user devices 511/input sensors of the group,
wherein the group values combine to a group value that is
above the crisis-state-threshold level for the group (522,
525, 526). The set of biometric values 517 also includes
social and physical environment ratings received from user
devices 513 (524) and physical environment conditions
sensed from building sensors 512 (523). In some embodi-
ments, to mitigate the crisis state, the intervention system/
server 565 transmits data to the building sensors(s) 512/
output mechanism which then provides sensory feedback in
the form of modifying the physical environment of the
organization and return the group to their normal state. The
sensory feedback can be in the form of touch, sight, sound,
smell, or taste, depending on the IoT/building automation
system of the organization, its sensors, actuator devices and
their purpose.

[0138] FIG. 9 is a block diagram of a conscious interven-
tion system 750 and method 702, according to some embodi-
ments of the disclosed technology. In some embodiments,
system 750, and method 702 includes a plurality of user
devices 710 that sense/read 517 biometric values for the
group (see FIG. 5 described above) and transmits the values
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521 to intervention system 760. In some embodiments,
intervention system 760 includes group-intervention system/
server 765 that receives 522 the biometric parameters from
the group’s user devices 710, and optionally receives 524,
from users 713, the user-reported social-environment values
521, 515, converts (and optionally anonymizes) the indi-
vidual user data into group data 525 and determines 526
whether the group values are below the group threshold
value—if so, then the group is operating within the normal
state range and no intervention is needed. If the values are
not below the group threshold value, and if the automated
system is active, then a recommendation for a social envi-
ronment (culture) intervention app (and/or a presentation of
dashboard results) is/are sent to one or more user devices (in
some embodiments, all group interventions are sent to all
users). If the automated system is not active, the app
collection (and/or a presentation of the dashboard results) is
sent to the user(s) for them to select the app from the
collection that is best-aligned to their needs. In some
embodiments, when the received biometric values are NOT
below the threshold value (i.e., the values are at or above the
threshold indicating the presence of a group crisis state),
intervention system 760 causes the user device 710 to
present to the user an application (“app”) recommendation.

[0139] FIG. 9 represents an exemplified and non-limiting
overview of the conscious intervention system 702. The
conscious intervention system is designed to deliver soft-
ware application interventions aligned with one of six fac-
tors proven to reduce collective stress levels elevated by
negative social environmental (culture) characteristics.
These interventions are also known to improve organiza-
tional productivity and innovation. The factors include but
are not limited to Access, Choice, Consistency, Connection,
Communication, Conflict Resolution. The system is scalable
in that there is no hard limit to the number of the software
applications that can be developed, included, and offered in
each of the crisis-intervention app sub-collections. This
scalable feature enhances the overall efficacy and applica-
bility of the basic system for diverse populations, individu-
als, and groups.

[0140] The conscious intervention system has two-modes,
user-directed and system-directed. In the system-directed
scenario, in some embodiments, the user device(s)/input
sensor reads the biometric values, takes a measure of the
physical environment via sensors, elicits user input, and
transmits the values via the communication interface over
the network to the intervention system/server which, via its
intervention determiner, senses the values, compares them to
historical values and the threshold values stored in the
database(s), and makes a group crisis state determination. If
a crisis state is ascertained, the intervention system/server
will transmit data via the communication interface over the
network to the user device(s)/output mechanism recom-
mending a specific software application from the collection
that has demonstrated efficacy in mitigating previous group
crisis states with similar characteristics. The user(s) may
choose to deploy the recommended software application or
select another from the software collection.

[0141] If the user or group administrator, prefers to main-
tain control of the conscious intervention/software applica-
tion selection, the only difference is that when the interven-
tion system transmits data to the user device(s)/output
device(s), a pre-selected intervention solution/software app
will not be offered. Instead, the user or administrator will
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receive a notification and will be prompted to make a
software intervention app selection on their own. In some
embodiments, the user or administrator will receive access
to the entire app collection from which to make their
intervention selection.

[0142] In some embodiments, the recommendation is for
an app that prompts the user to act on the social environment
by engaging with another in a positive way (such as pro-
viding recognition or reward). In other embodiments, the
intervention could be an app that promotes knowledge
sharing (such as offering key data to a team member that
could benefit from it) or the intervention could directly
influence any one of the six proven social environment
(culture) improvers—access, choice, consistency, connec-
tion, communication, and conflict resolution.

[0143] In some embodiments, each of the processes 202,
302, 402, 502, 602, and 702 represent exemplified and
non-limiting overviews of the group-crisis-detection and
interventions systems and methods of the disclosed technol-

ogy.

[0144] FIGS. 10A and 10B are block diagrams of PRO-
CESS #2 outlined earlier. Process #2 can be comprised of
two core processes—one of the processes is entirely auto-
mated; the other process includes some human intervention.
Process #2 includes reading physiological parameters from
a group of persons using on-the-body sensors and using
off-the-body sensors, anonymizing and combining these
on-the-body and off-the-body data to determine the group
stress level from physiological-type measures. IF group
stress is elevated outside of the “normal” range, the system
then reads data from building sensors to: (First) determine
the current state of the physical environment by reading
physical-environment parameters from traditional building
IoT sensors, and (second) output an (UNCONSCIOUS)
automatic adjustment to the PHYSICAL ENVIRONMENT
to favorably influence the group stress level by creating a
more positive space for individual and group activities to be
carried out. Once the on-the-body and off-the-body sensors
determine a crisis state, and after the physical environment
has been modified via the building sensors, then the system
requests self-reported feedback from persons in the group
(via the dashboard application) to ascertain the health of the
SOCIAL ENVIRONMENT (CULTURE) factors and their
impact on collective stress levels. The employee data request
can include requests for feedback on the health of the current
state of social environment and the current state of the
physical environment. These two inputs combined provide a
self-reported group stress measure (e.g., not biometric-
based.) If the intervention system/server determines that
SELF-REPORTED group stress is elevated, and if indi-
vidual data is not anonymized in step two, then it can
implement three distinct interventions designed to positively
impact the social environment—e.g., current cultural tone of
the organization—thereby reducing the group stress level.
First, the system can distribute a software app optimally
selected for each individual from one of the sub-collections
to the users based on their user feedback. Second, individual
workspace office sensors can be adjusted to the personal
needs of users as reported in the feedback and, finally, users
can receive the data dashboard providing robust data and
visualizations of the overall organizational health and key
metrics underscoring it, including their personalized data
and history, in some embodiments.
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[0145] In some embodiments, after the SYSTEM auto-
matically adjusts the PHYSICAL environment, then all
individuals/users in the group are automatically provided a
dashboard app that indicates that group stress is elevated,
and in the dashboard app is a request-for-feedback form that
elicits and receives from each user their evaluation of the
SOCIAL environment. If the system determines that social-
environment stress is elevated, then ALL USERS RECEIVE
THE SAME SOCIAL- (CULTURAL-) INTERVENTION
APP BASED ON INDIVIDUAL DATA THAT HAS BEEN
AGGREGATED TO A GROUP LEVEL. In other words, in
this embodiment, ALL users receive the SAME intervention
app designed to improve the social environment from the
stress-reducing app collection. In some embodiments, for
example, All users are provided with the SAME app because
the self-reported individual feedback, when aggregated,
indicates one primary or common social environmental
driver to group stress so, a common intervention is provided
to all individuals in the group. In some embodiments, where
individual data is captured and not anonymized, the system
provides a tailored intervention to each individual—e.g.,
each user receives a social environment intervention app
aligned with one of six collective stress mitigating areas that
is MOST relevant to the collective stress drivers impacting
that user: Access, Choice, Consistency, Connection, Com-
munication, Conflict Resolution. In some embodiments, no
individual data is captured as being identifiable as coming
from a particular user nor stored in a user-identifiable
format, and no personalized social environmental optimiz-
ing app recommendations are made, and every user gets the
same intervention to reduce group stress with a GROUP
INTERVENTION to preclude the possibility of retaliation
toward any one individual by anonymizing individual data.
In some embodiments, each user can choose not to accept
the system-provided group intervention and can then pri-
vately choose an alternative from the six social-environ-
ment-optimizing app sub-collections, or to have their per-
sonal physical workspace environment adjusted to be, for
example, warmer than the group space, if that setting helps
them operate optimally. In some embodiments, the forego-
ing process can be reversed. Specifically, after combining
self-reported data to determine a set of social-environment
parameters, and then combining these data to obtain self-
reported group-stress-level parameters and IF group stress is
present, then the system can deploy a trio of individualized
social environment interventions: an appropriate app from
the collections, a personalized sensory-based physical work-
space adjustment, and the dashboard with data visualization,
analysis, and reporting capabilities. Once the social envi-
ronment has been addressed, then the system turns to
address the physical environment by reading data from the
building sensors (e.g., temperature, air quality, CO2 level
and the like, which communicate, for example, as an inter-
net-of-things (IoT) system) to determine a set of physical-
environment parameters. In addition, the system takes a
reading of the on-the-body and off-the-body physiological
attribute-sensing sensors. If group stress is determined to be
elevated, then the building sensors can make adjustments to
improve the health and comfort of the organization’s physi-
cal environment.

[0146] FIGS. 11-15 detail various sub-processes of the
overarching system PROCESS #2 outlined in FIGS. 10A
and 10B for identifying and intervening in group stress.
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[0147] In some embodiments, such as in FIGS. 11A-B,
measurements are taken to determine group stress levels.
Group stress is measurable, in some embodiments, through
off-body and on-body sensors.

[0148] FIG. 11A is a block diagram of system 1101 that
gathers data from off-body and building sensors for group
interventions, according to some embodiments of the dis-
closed technology. In some embodiments, system 1101
includes a plurality of off-body sensor systems such as audio
sensor 1181 that obtains group audio data, motion detector
1182 that obtains group motion information, camera 1183
that obtains group image and/or motion information, con-
gregation detector 1184 (such as an infrared sensor that
images an area to determine how many persons are present
and how far apart they are spaced), ambient temperature
sensor 1185 that measures the room temperature, breathing
rate detector 1186 (such as a camera and machine-vision
system that measures the breathing of a plurality of persons,
or a CO2 detector), a computer-interaction detector 1187
that measures the interactions of a group of persons with
their personal computers, tablets, or smart phones, and other
group-measurement devices 1188. In some embodiments,
the data from the above-listed off-body devices is collected
by processor 1110 and the output is used to control a
plurality of user devices, alert devices, and/or building
controls 1112 to achieve intervention for the group of
persons.

[0149] In terms of off-body sensors as shown in FIG. 11A,
in some embodiments, the sensors include one or more of
the following for INPUT #1 OFF-BODY SENSORS—e.g.,
SURVEILLANCE:

[0150] One or more audio and/or recording devices affixed
as a standalone device to an office wall or embedded into
hardware such as a desktop computer, tablet, smartphone,
recorder pen, recorder inside a power bank, key chain
recorder, Micro Stick Voice activated recorder, flash drive
recorder and other audio recording devices can be used to
track increases in vocal speed of the group or increased
vocal pace or volume of the group or of individuals that
comprise the group to arrive at an aggregated group mea-
sure. Increases in these variables outside of the normal range
are indicators of rising group/collective stress levels. The
recording devices act as a passive measure—e.g., measure-
ments are taken automatically when groups of people are
within range of the audio sensor.

[0151] Motion sensors provide a way of measuring group
stress levels in an environment and in some embodiments,
include one or more gyroscope sensors and/or accelerom-
eters (such as are found in most current smart phones) to
track movement of a group of people. Increases in the
velocity or speed of a group of people relative to a baseline
speed indicate increased group stress levels. In addition to
measuring speed, in some embodiments, a motion sensor is
used to measure body movement (e.g., aggressive arm
movement, fidgeting) and body position (e.g., forward lean-
ing indicating flight; backward leaning indicating retreat.)
[0152] Cameras are another type of sensor for detecting
increases in group movement, which indicate rising group-
stress levels. Whether embedded throughout an organiza-
tion’s walls (or outdoor campus) or part of a larger security
system or myriad other hardware devices, cameras are
effective at monitoring increased levels of fidgeting (indi-
cating nervousness) or, cameras embedded into a desktop
computer or other personal hardware device can monitor and
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detect increased lack of concentration (e.g., distraction) via
increasing, erratic eye movement (e.g., via smart glasses),
head movement (i.e., continuous assessment of surround-
ings/lack of focus on work at hand.) Collective increases in
movement against a baseline indicate increased group stress.
Like audio, cameras can be included in many different types
of off-body devices including clocks, flash drives, thermo-
stats, smartphone cases and more.

[0153] In some embodiments, cameras are also used to
assess individual and thus, group breathing rates. Rising
breathing rates, evidenced by quicker movement up and
down of the chest, is an indicator of rising stress. Using a
camera affixed to the wall(s) of a room to track the move-
ment of the chest up and down is a popular means today to
monitor baby breathing while sleeping and to avoid sudden
infant death syndrome.

[0154] Related to changes in movement as a group stress
measure is monitoring the location—or mass movement—of’
people within an environment. For example, are people
congregating in a specific area, or moving en masse to a
certain location? Mass-movement levels indicate rising
stress as groups move from one area to another perceived as
safer, or more peaceful. Indoor positioning systems (IPS) are
a tool/sensor for monitoring shifts in people’s movement
within an organization and/or on its campus or grounds.
Trackers calculate speed using algorithms in the Kalman
filter. In some embodiments, receivers compute speed by a
combination of movement per unit time and computing the
doppler shift in the pseudo range signals from the system.
[0155] In some embodiments, temperature sensors (such
as long-wavelength infrared sensors or FLIR cameras) mea-
sure rising temperature as yet another way of ascertaining
rising stress levels. As stress increases, the human body
responds by increasing the body temperature of an indi-
vidual. Collectively, as individual body temperatures rise
due to stress, this causes the room temperature that includes
the individuals to rise as well. Compared to a baseline, an
elevated room temperature is an indicator of increased group
stress.

[0156] In some embodiments, computer activity monitors
provide another way of measuring group stress by monitor-
ing content created by individuals and entered into their
organizational desktop, laptop, or mobile device. Increases
in anxious-indicating content such as a rise in online escap-
ism activity, use of certain apps, and/or usage of powerful or
distressful words in communications to others is an indicator
of rising stress levels at the individual level. Aggregated
increases of this type of activity against a baseline is an
indicator of rising group stress levels. These types of activi-
ties can be monitored via content monitoring on organiza-
tional devices.

[0157] FIG. 11B is a block diagram of system 1102 that
gathers data from on-body sensors for group interventions,
according to some embodiments of the disclosed technol-
ogy. In some embodiments, system 1102 includes a plurality
of on-body sensor systems such as anxiety sensor 1191 that
obtains individual person’s heart rate, skin resistance or the
like, breathing-rate heart-rate sensor 1192 that obtains indi-
vidual person’s heart- and breathing-rate information, cam-
era 1193 that obtains individual person’s facial-expression
information, distraction detector 1194 (such as camera that
determines a person’s gaze or use of their cell phone), body
temperature sensor 1195 that measures the person’s tem-
perature, metabolism sensor 1196 (such as a chemical-
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detection system that measures the chemicals in a person’s
breath, or a CO2 detector), a cortisol sensor 1197 that uses
infrared light of a plurality of specific wavelengths and
ratios to measure the cortisol level in a person’s blood (in a
manner similar to the devices that measure oxygen level),
user’s on-body computer devices 1198 such as smart
watches and fitness sensors, and other group-measurement
devices 1199. In some embodiments, the data from the
above-listed off-body devices is collected by processor 1120
and the output is used to control a plurality of user devices,
alert devices, and/or building controls 1122 to achieve
intervention for the group of persons.

[0158] In some embodiments, the on-body sensors of FIG.
11B include many types of wearable devices that enable
anxiety and stress detection. Mass-marketed wearable
devices today include, in various forms of development:
smart glasses, smart watches, smart clothing (e.g., shirts,
socks, hats, pants, shoes), Bluetooth key trackers, accesso-
ries and jewelry (e.g., belts, rings, bracelets), ear buds,
SGPS/GPRS body control, and additional “under the skin”
measures that are used today predominantly in the medical
arena, but which are moving increasingly to broader mar-
kets.

[0159] On-the-body sensors offer an additional level of
accuracy and reliability to measuring group stress levels. In
the system outlined here, individual biometric data is cap-
tured, then machine-learning algorithms are applied for
biometric fusion to arrive at multimodal biometric system
and group measure. In some embodiments, machine-learn-
ing algorithms to achieve this include Gaussian Mixture
Models (GMMs), Artificial Neural Networks (ANNs),
Fuzzy Expert Systems (FESs), Support Vector Machines
(SVMs) and the like. In addition to the algorithms used for
biometric fusion, the system of the disclosed technology
uses other methods to process, manipulate and analyze data
including clustering methods (e.g., kmeans) to investigate
the structure of the data by grouping it into distinct sub-
groups; supervised learning (e.g., K-nearest neighbor, neural
networks, and/or support vector machines) when data has
been aggregated in order to maintain privacy; model learn-
ing from aggregated data (e.g., AQ algorithm approach to
learning); and the like.

[0160] In some embodiments, on-the-body sensors for,
such as wearables, include:

[0161] Breath Sensors: The presence of anxiety or the
human fight-or-flight response increases one’s metabolism,
at least temporarily. Breath sensors such as gas condensers,
equipped gas chromatography, mass spectrometry (GC/MS)
identify increases in an individual’s metabolism. Aggregated
to the group level, these data are powerful indicators of
group stress. In addition, air exhaled by humans contains
volatile organic compounds (VOCs) that are associated with
metabolism, facilitating measurement via organizational air
quality sensors as well

[0162] Breathing and Heart Rate Sensors: Increased
breathing rate and heart rate are associated with anxiety and
rising stress levels and there are numerous sensors to mea-
sure these. Today, some smartphones have the capability to
process video streams from both the front- and rear-facing
cameras simultaneously. This enables new monitoring meth-
ods for simultaneous estimation of heart and breathing rates
using dual cameras of a smartphone. These emerging meth-
ods enable individual breathing and heart rate measurements
which can be aggregated to get at a group stress measure.
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[0163] Heart-Rate Sensors: Heart-rate monitoring devices
in the form of wearables (e.g., watches, fitness chest straps
and arm bands) are readily available today. Wearables can
offer a solid array of sensors, including an altimeter, accel-
erometer, NFC, haptic vibration engine, Wi-Fi, a built-in
microphone, and, of course, an optical heart-rate monitor.
Chest-strap style monitors measure the electric wave of
depolarization of the heart muscle as it contracts in the same
fashion as an electrocardiogram and are highly accurate.
Arm-band/leg-band monitors measure blood flow to track
heart rate using the same technology as the finger clamps
used in hospitals used to measure pulse and oxygen levels.
Accurate systems for monitoring (group) heart rate (during
exercise) have been around for many years, but to date have
not been widely deployed and used. Participants wear chest
strap or arny/leg band monitors which can accurately moni-
tor heart rate and transmit it to a computer, cell phone, or
iPad which is then wired or wirelessly connected to the flat
screens. Heart rate monitors today are highly effective. The
correlation between classic ECG derived HRV and the
wearable RV ranged from very good to excellent during rest.

[0164] Body-Temperature Sensors: Body temperature
increases as anxiety increases, as indicated above, and
demonstrated here. Some embodiments of the disclosed
technology use one of several commercially available body
temperature sensors/products/wearables on the market today
including a fever watch, smart bracelet, and forehead ther-
mometers. A fingerprint thermometer of body temperature is
a free smart phone android application and is the most
accurate temperature rate monitor app today for any Smart-
phone and it does not need any external hardware. In
addition, there are body temperature fitness trackers, digital
ear thermometers and more. These individual measures can
be aggregated to arrive at a group stress measure and
compared to a baseline to confirm high group stress levels.
In addition, there are many readily available room thermom-
eters on the market today including Android apps that
function as thermometers.

[0165] Skin-Temperature Sensors: Skin temperature
decreases in acute stress making changes in skin temp a
viable stress measure when taken at the individual level and
aggregated to the group level. Today skin temperature
technology readily available includes paste-on sensors,
infrared cameras and next generation temporary tattoo ther-
mometers are looking promising, among other sensor tech-
nologies. In the future, thermometers that can wirelessly
broadcast their measurements will likely be prevalent.

[0166] Cognitive-Distraction Sensors: Mental distraction
analysis indicating performance and/or productivity is an
emerging area. High mental distraction is associated with
high anxiety and stress levels. Measuring distraction has
been done using ECG signals. The ECG measures the
electrical activity of the heartbeat. ECG is a significant
metric in driving distraction measurement. Eye movements
and simple measures of performance can be used to detect
distraction in real time. Potential devices for doing so
include smart glasses, cameras, and adaptive in-building
systems.

[0167] Cortisol-Concentration Sensors: Cortisol concen-
tration in hair is another emerging measure of stress and
anxiety. Hair cortisol concentration (HCC) increased with
higher perceived stress indicating a potential measure for
crisis state escalation.
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[0168] Other Stress Sensors: Other factors used to mea-
sure the human affective/emotional state (i.e., increases in
stress levels) include the combination of electrocardiogram
and skin temperature variation plus electrodermal activity,
and also electrocardiogram combined with electromyogram,
skin conductance and respiration.

[0169] FIG. 12 is a block diagram of a group-intervention
system 1200, according to some embodiments of the dis-
closed technology. In some embodiments, group-interven-
tion system 1200 includes a group-intervention server 1220
that obtains current data 1211 via a communications inter-
face (e.g., wireless communication from a plurality of on-
the-body and off-the-body sensors and, in some embodi-
ments, a human-self-report made via input devices) and
receives stored body data values 1299 in order to test 1221
whether one or more values are outside a normal range and
if so (YES) then the value is added (block 1223) to the
out-of-range list of values, and if not (NO) then the value is
within the list (block 1222) of values in range of normal. At
block 1224, the algorithm determines whether a majority of
value (or another suitable number or percentage of values or
of important values) are out of range. If not (NO) then at
block 1225 the group’s values are in the normal range and
either nothing occurs, or optionally in some embodiments, a
positive reinforcement is occasionally provided, while if a
sufficient number of values are above or outside of the
normal range, at block 1226 further processing is performed
to determine which of one or more appropriate group
interventions are to be provided.

[0170] Second, as described in reference to FIG. 12,
determining group stress levels include capturing and trans-
mitting input-sensor data, processing the data, evaluating the
group stress relative to the threshold, and making a group
stress determination.

[0171] Once measures have been taken from the on-body
sensors and off-body sensors, as described in FIG. 11A and
FIG. 11B, system 1200 of FIG. 12 determines if the group
stress level is elevated, thus requiring an intervention. So,
initially, the data is sent via the communications interface
(which may include Wired or Wireless such as Ethernet
Modbus TCP/IP, 12C, 1-Wire Communication, Controller
Area Network (CAN Bus), Bluetooth Low Energy, Near
Field Communication, LTE, IEEE 802.11n, IEEE 802,
RS485 Modbus, Optical fiber, ARCNET, etc.) to the inter-
vention system/server 1220 which includes the processor
and memory and the intervention determiner. The interven-
tion determiner compares the current value for each of the
on-body and off-body sensors with their stored values that
comprise the “Normal Range” for each sensor/measure. In
some embodiments, if a current value is above the “normal
range” for that measure, then that value is an indicator of
group stress—e.g., outside the normal operating range for
the group. After all values are compared to their baseline
“normal range”, the system makes a group-stress/no-group-
stress determination based on how many of the sensor values
are outside the normal range. If the majority of values
indicate that the group is in an elevated, stressed operating
state, an intervention is necessary. If only a few values are
elevated, but more values are within the norm, the group is
deemed as operating within their “normal range” and no
intervention is implemented. In some embodiments, this
determination is made by algorithm(s) that specify what
variables and how many of them are out of range and by how
much out of range.
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[0172] In some embodiments, individual measures of
stress are aggregated and converted to a group measure of
stress through the use of algorithms before a group stress
determination is made by the system. This process occurs by
the processor in the intervention system/server. In some
embodiments, the individual data is anonymized, and no
identifiable individual data is captured, stored, or used by the
system.

[0173] If, after this processing, group stress levels are
considered inside the normal range, no intervention is actu-
ated, in some embodiments, while in some other embodi-
ments, a positive intervention is optionally or occasionally
actuated (since occasional or random reinforcement can be
more effective than continuous positive intervention).

[0174] If, after the foregoing process, collective (group)
stress levels are considered outside or above the normal
operating state range, then further processing occurs. In
some embodiments, group data that has been aggregated
from individual data is further processed, manipulated, and
analyzed using algorithms including but not limited to
cluster analysis, supervised learning when data has been
aggregated to preserve privacy, and model learning from
published aggregated data.

[0175] FIG. 13 is a block diagram of system 1300 (e.g.,
refer to FIG. 10A) that gathers data from building sensors
for group interventions, according to some embodiments of
the disclosed technology. In some embodiments, system
1300 includes block 1320 that elicits and receives data from
block 1391 to obtain building audio levels, data from block
1392 to obtain building light levels and/or light color
qualities, data from block 1393 to obtain building or room
temperature levels, data from block 1394 to obtain building
air-quality values, data from block 1395 to obtain building
carbon-dioxide levels, data from block 1396 to obtain build-
ing aroma or odor levels, and/or data from block 1397 to
obtain any other building parameters. In some embodiments,
block 1320 also elicits and receives from block 1399 data
regarding historic normal and crisis-state parameters. At
block 1321, in some embodiments, an evaluation is per-
formed by the computer system of the presently received
values versus the stored values and determines relative stress
levels and determines what changes to the physical envi-
ronment are needed, and at block 1322, output signals are
communicated to the relevant actuators to make the desired
changes to the physical environment.

[0176] Third, as described in reference to FIG. 13, deter-
mining what physical environment intervention is needed
includes receiving measures of a current state of the physical
environment from the building sensors.

[0177] First, as depicted in FIG. 13 block 1320, the system
instructs the plurality of building sensors that control the
physical environment of the building (i.e., traditional IoT
building automation sensors) to take a holistic measure of
the current state of the physical environment. These building
measures (input sensors) vary per embodiment and include
sensors such as—Decibel meter/microphone—measures
sound level, Photometer—measures light intensity for light-
ing control, Thermometer—measures room temperature,
VOC (volatile organic compounds) sensor—measures air
quality, Carbon dioxide meter measures air quality, and
Olfactometer—measures aroma/odor dilution.

[0178] In some embodiments, the building sensors are
used to measure the physical environment only, while other
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building sensors are optionally also used to measure a
group-stress indicator and the building’s physical environ-
ment.

[0179] Second, as depicted in FIG. 13 block 1321, the
current values of these physical-environment measures are
compared to stored values and compared to the current and
historical group stress values to determine the adjustments
needed to the physical environment to facilitate the de-
escalation of the group stress level. In some embodiments,
the system 1300 determines automatically what changes to
the PHYSICAL ENVIRONMENT are needed. In other
words, the system 1300 determines what modifications to
the building sensors need to be made to reduce group-stress
levels within the parameters of the normal operating state. In
some embodiments, artificial intelligence and/or machine
learning are used in the process, providing continuous
feedback by which the system initially “learns” to determine
appropriate group interventions, and then later continuously
improves itself over time.

[0180] EXAMPLES OF OUTPUT DEVICES/ALERTS/
BUILDING CONTROLS INCLUDE: Dimmer—fan speed,
light intensity, Infrared output—send infrared controls/sig-
nals (control devices mimicking their remote controls),
Multi-color LED—shine light in any color or intensity
(room lighting plant growing), Sound—playing sounds
(beeps, voice announcement), Switch—switch on an electric
device on or off (heater, fan, light), and Valve—open/close
gradually (control flow of liquids, gases).

[0181] Factors for improving physical environments that
mitigate human stress levels and improve well-being can
include but are not limited to clutter, crowds and loud noises,
green space in relation to mood and mental health, aquari-
ums and fish tanks, aromatherapy and aroma inhalation,
lighting, and aesthetics such as natural textures and patterns.
[0182] Third, as depicted in block 1322, the system 1300
outputs to device in the building alerts and/or other changes
that need to be made to the physical environment.

[0183] FIG. 14 is a block diagram of an evaluation and
output system 1400 that processes data from on-body, off-
body, and building sensors for outputting group interven-
tions to improve the physical environment, according to
some embodiments of the disclosed technology (e.g., refer
to FIG. 10A.) In some embodiments, system 1400 includes
block 1420 that elicits, receives and processes data from
system 1101, from system 1102 of FIG. 11B, from system
1200, from system 1300 and from system 1500, data
obtained from self-reports from users, in some embodi-
ments, and at block 1431, evaluates the group-stress levels
versus stored values for normal and stress situations, at
block 1432 determines what changes to the physical envi-
ronment are needed with (at block 1421) knowledge stored
as to which adjustments resulted in what impact to group
stress in the past) and at block 1433, outputs signals com-
municated to output devices 1491-1497, and optionally also
stores (at block 1499) the current output data to the stored
database of output changes and the results obtained from
those changes. Block 1491 represents a modification to the
building audio output (such as white or pink noise, music or
other audio signals, block 1492 represents a modification to
the building light levels or the color of the light in the
environment, block 1493 represents a modification to the
building or room temperature, block 1494 represents a
modification to the building air quality, block 1495 repre-
sents a modification to the building walls or screens includ-
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ing moving walls or screens, block 1496 represents a modi-
fication to the building aroma or odor levels, block 1497
represents a modification to other building actuators or
parameters.

[0184] FIG. 15 is a block diagram of system 1500 (e.g.,
refer to FIG. 10B) that gathers self-reported data from
individual users for group interventions, according to some
embodiments of the disclosed technology. In some embodi-
ments, system 1500 includes block 1510 to gather data, such
as, at block 1511, eliciting and receiving from individuals
comprising the group (e.g., employees) a self-reported rating
of two or more levels of the environment—for example, at
block 1512 a rating of the physical environment and at block
1513 a rating of the social environment (culture). At block
1514, a rating of the overall or company-level physical
environment and the users immediate and specific work-
space is determined by the system 1510. At block 1515, a
rating of the social environment (culture) on six variables
that mitigate collective stress and align with themed app
sub-collections (e.g., transparency, choice, consistency, con-
nection, communication, and conflict resolution) is deter-
mined by the system 1510. In some embodiments, the
system anonymizes individual ratings to protect users from
subsequent retaliation. As results, in some embodiments,
system 1500 provides at block 1521, a message from the
system to individuals in the group a recommendation to
engage with at least one app to download and execute on the
users personal electronic device (such as a smart phone), at
blocks 1531 and 1541, one or more dashboard reports from
the system to the individuals in the group with anonymized
and combined scores or ratings, and at block 1551, the
system outputs and communicates signals to modify the
overall physical environment (e.g., of a company) and/or the
individual workplace, and optionally sends a notification to
the company administration for any needed changes that are
not immediately available for the system to automatically
modify. In some embodiments, the system of the disclosed
technology stores just enough anonymized information to
allow a user to modify the group intervention for that user,
but the system does not make that information available to
other users in order to preserve anonymity to the extent
possible. In some embodiments, the system anonymizes and
combines the individual data to provide every user in the
group with the SAME GROUP intervention, versus an
individualized intervention, to reduce collective (group)
stress levels.

[0185] As described in reference to FIG. 15, system out-
puts #1 can include changes to different or multiple building
sensors to improve the physical environment. Via ongoing
learning, the system calibrates to each group and each
physical and social environment—no one group presents
collective stress in the same manner as another group nor
does any one group react the same to the same interventions.
Interventions to mitigate collective stress change over time
for any one particular group, as circumstances and indi-
vidual members in that group change.

[0186] In some embodiments, if group stress is elevated,
some groups in some environments, may respond to a
downward adjustment to the building temperature as a
means of reducing group stress. In other environments, poor
air quality may be a known stress driver so, the system
adjusts windows open for fresh air. Elsewhere, more natural
light may be needed so a photometer makes the appropriate
adjustment to increase lighting or it instructs the sky window
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to open to allow in natural sunlight. In other environments,
crowding may be a major stress driver, so the system raises
the ceilings or opens movable walls that are closed. Yet
another environment may benefit from images of the natural
world displayed on a screen against a wall if a motion sensor
were to sense mass agitation/hyper-stress. There are myriad
physical interventions made possible in the built environ-
ment via current [oT technologies (and even more in the
future) that are known to directly, and indirectly, impact
stress levels, some of which are indicated here. In some
embodiments, to determine the physical environment inter-
vention required to reduce group stress levels, the system
evaluates:

[0187] Current Building (Physical) Environment Values—
what are the building values currently?—e.g., is the tem-
perature too high, higher than the range known to support
the normal group operating state?

[0188] Optimal Historical Values—prior knowledge, stor-
age, and determination of optimal physical environment
settings. Because the system is a learning system, optimal
values are continually reset with more data and more learn-
ing over time.

[0189] Group Stress Drivers and Mitigators—knowledge
of what sensors and what sensor adjustments results in what
impact to group stress—which is, again, a byproduct of
system machine learning over time.

[0190] As described in reference to FIG. 15, additional
system output #2 can include alerts to group members that
the group stress level is elevated. Feedback can also be
obtained from the group members to systematically make
adjustments to the social and physical environment of the
group. This can include individual interventions, group
interventions, or a combination of both in some embodi-
ments.

[0191] If group-stress levels are determined to be above
the normal range, then the social environment also needs to
be modified. In addition, individual workspaces need to be
evaluated by each employee and modified to his/her per-
sonal needs, if necessary, to improve their personal PHYSI-
CAL ENVIRONMENT. In some embodiments, individuals
have control of their workspace environment including
variables such as temperature, lighting, desk height, aroma,
and/or sound.

[0192] In some embodiments, as described herein, the
disclosed technology can provide for automatic intervention
when a member of the group receives an exceptionally high
level of positive or negative feedback from other group
members. Too much negative feedback can indicate that the
member is struggling in the environment and/or at work,
which can cause the employee to be in a state of extreme
stress and can lead to extreme behaviors driven by, for
example, fear of retribution or job loss. Significant positive
feedback can indicate exceptional performance that may or
may not get recognized via traditional organizational pro-
cesses. The automatic intervention can use facts and data as
input to assist an organization in determining which employ-
ees may need assistance to improve performance and/or may
need some power or control taken away due to the negative
impact of their behaviors on others. Similarly, the automatic
intervention can identify high performers who may not be
recognized as such due to subjective, human-led organiza-
tional processes. Thus, the disclosed technology can assist in
taking away some of the inequities driven by subjective
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evaluations of employees that may be made by bosses and
others who, as all humans are, influenced by bias and
subjectivity.

[0193] In some embodiments, the intervention system
outputs directed at individuals or groups includes the fol-
lowing:

[0194] First, still referring to FIG. 15, in 1511, employees
are sent the system dashboard software which includes a
feedback mechanism for inputting ratings on two levels:
[0195] SOCIAL ENVIRONMENT 1513—individuals in
the group are asked to rate the current state of the organi-
zational culture on the six variables proven-effective in
reducing collective stress 1515:

[0196] ACCESS/TRANSPARENCY (sharing informa-
tion, access to information and tools to do the job),

[0197] CHOICE (strategy/voice in the solution, balance,
self-selected training and development),

[0198] CONSISTENCY (consistent policy and proce-
dures, same treatment for all, intervention of bad behavior),
[0199] CONNECTION (service to each other, celebrate,
build comradery/friendship),

[0200] COMMUNICATION (recognition, organizational
data/information/strategy and plans, evaluation—top down
and bottoms up,) and

[0201] CONFLICT RESOLUTION (skill building, shift
onus from supervisor to third parties, or the like).

[0202] PHYSICAL ENVIRONMENT 1512—individuals
in the group are asked to rate the current state of the physical
environment overall (e.g., the broad built environment and
surroundings) and their specific workspace on multiple
variables 1514.

[0203] Second, individuals in the group are sent a
SOCIAL ENVIRONMENT intervention app 1521 to one or
more personal devices of their choosing (e.g., laptop, desk-
top computer, smart phone.) The themed app sub-collections
are aligned with the six proven social environment inter-
vention areas. In some embodiments, apps are presented to
individuals based on their self-reported ratings. In some
embodiments, the system anonymizes and combines the
individual data to provide every user in the group with the
SAME GROUP INTERVENTION to reduce collective
(group) stress levels and preclude subsequent retaliation
directed at specific individuals.

[0204] Third, all individual scores are combined and then
reported to all group members and administrators via the
system dashboard in 1531. The dashboard presents an over-
all organizational health score, a social environment (cul-
ture) score, a physical environment score, a group stress
sensor score (on-the-body and off-the-body), and detail for
each of the input variables. In some embodiments, employ-
ees and administrators have transparency to the group/
aggregated data, but not individual employee data. In some
embodiments, individuals can review and track their per-
sonalized data but are excluded from access to others’ data.
In some embodiments, all individual data is anonymized and
captured for group stress assessment only—e.g., not stored,
accessible or retrievable in any way.

[0205] Fourth, based on individual feedback pertaining to
the physical environment, in some embodiments, the system
makes automatic changes to each individuals’ workspace to
align with their feedback in 1551. For example, if an
individual reports excessive cold, the system will instruct a
thermometer to raise the heat level in their area or a switch
will be commanded to turn on a space heater. In some
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embodiments, the system notifies administrators about new
and/or additional physical environment issues or opportu-
nities expressed by individuals in the group so that they may
be considered in the future to optimize group operating
states. In some embodiments, all individual data is anony-
mized and captured for group stress assessment only—i.e.,
no personalized workspace adjustments are made by the
system; instead, a common group intervention is applied. In
some embodiments, individuals control their workspace
environment entirely. In some embodiments, individuals can
override group physical interventions that impact their work
area.

[0206] FIG. 16A is a block diagram of an exemplary
system 801 for implementing the disclosed technology that
includes a conventional general-purpose computing system
800 and one or more user device(s) 210. In some embodi-
ments, conventional general-purpose computing system 800
includes a conventional personal computer 20, including a
processing unit 21, a system memory 22, and a system bus
23 that couples various system components including the
system memory to the processing unit 21. The system bus 23
may be any of several types of bus structures including a
memory bus or memory controller, a peripheral bus, and a
local bus using any of a variety of bus architectures. The
system memory includes read only memory (ROM) 24 and
random-access memory (RAM) 25. A basic input/output
system (BIOS) 26, containing the basic routines that help to
transfer information between elements within the personal
computer 20, such as during start-up, is stored in ROM 24.
The personal computer 20 further includes a hard disk drive
27 for reading from and writing to a hard disk, not shown,
a magnetic disk drive 28 for reading from or writing to a
removable magnetic disk 29, and an optical disk drive 30 for
reading from or writing to a removable optical disk 31 such
as a CD ROM or other optical media.

[0207] The hard disk drive 27, magnetic disk drive 28, and
optical disk drive 30 are connected to the system bus 23 by
a hard disk drive interface 32, a magnetic disk drive inter-
face 33, and an optical disk drive interface 34, respectively.
The drives and their associated computer-readable media
provide nonvolatile storage of computer readable instruc-
tions, data structures, program modules and other data for
the personal computer 20. Although the exemplary environ-
ment described herein employs a hard disk, a removable
magnetic disk 29, and a removable optical disk 31, it will be
appreciated by those skilled in the art that other types of
computer readable media which can store data that is
accessible by a computer, such as magnetic cassettes, flash
memory cards, digital video disks, Bernoulli cartridges,
random access memories, read only memories, and the like
may also be used in the exemplary operating environment.

[0208] A number of program modules may be stored on
the hard disk, magnetic disk 29, optical disk 31, ROM 24 or
RAM 25, including an operating system 35, one or more
applications programs 36, other program modules 37, and
program data 38. A user may enter commands and informa-
tion into the personal computer 20 through input-devices
such as a keyboard 40 and a pointing device 42. Other input
devices (not shown) may include a microphone, joystick,
game pad, satellite dish, scanner, or the like. These and other
input devices are often connected to the processing unit 21
through a serial port interface 46 that is coupled to the
system bus, but may be connected by other interfaces, such
as a parallel port, game port or a universal serial bus (USB).
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A monitor 47 or other type of display device is also
connected to the system bus 23 via an interface, such as a
video adapter 48. In addition to the monitor, personal
computers typically include other peripheral output devices,
not shown, such as speakers and printers.

[0209] The personal computer 20 may operate in a net-
worked environment using logical connections to one or
more remote computers, such as a remote computer 49. The
remote computer 49 may be another personal computer, a
server, a router, a network PC, a peer device or other
common network node, and typically includes many or all of
the elements described above relative to the personal com-
puter 20, although only a memory storage device 50 has
been illustrated in FIG. 16A. The logical connections
depicted in FIG. 16A include a local area network (LAN) 51
and a wide area network (WAN) 52. Such networking
environments are commonplace in offices, enterprise-wide
computer networks, intranets and the Internet.

[0210] When used in a LAN networking environment, the
personal computer 20 is connected to the local network 51
through a network interface or adapter 53. When used in a
WAN networking environment, the person computer 20
typically includes a modem 54 or other means for establish-
ing wireless and/or wired communications over the WAN
52. The modem 54, which may be internal or external, is
connected to the system bus 23 via the serial port interface
46. In a networked environment, program modules depicted
relative to the personal computer 20, or portions thereof,
may be stored in the remote memory storage device. It will
be appreciated that the network connections shown are
exemplary and other means of establishing a communica-
tions link between the computers may be used.

[0211] In some embodiments, each user device 210
includes a communications interface 211 (such as Blu-
etooth®, Wi-Fi and/or cellular telephony or the like), and a
plurality of sensors 212 (such as global-positioning system
(GPS) sensors for location, spatial orientation, speed, etc.,
galvanic skin response (GSR) sensors, heart-rate sensors,
fingerprint sensors (for device activation, authorization or
locking), audio microphone(s) for voice and ambient noise
evaluations, camera(s) for analysis of hand gestures, pos-
ture, facial expressions, and the like, accelerometers, gyro-
scopes and/or magnetometers for determining orientation,
speed, acceleration and the like, and other sensors as may be
needed to help determine a group’s collective state. In some
embodiments, each user device 210 also includes a local
processor and its database and programs that are used to
determine the user’s or group’s state and, based on that
determination, send one or more commands to intervention
actuators 213, which in various embodiments herein include
one or more of the following: touch stimulation, scent
emitters for sense-of-smell stimulation, salt, sweetness, or
citric-acid sources or the like for taste stimulation, and/or
electrodes and micro-current drivers for electrical stimula-
tion or other stimulation to the user in the related disclosed
technology; or transducers to modify a physical environment
disclosed herein. In some embodiments, the data from the
sensors 212 and the data to the interventional actuators 213
are streamed from and among apps or other software mod-
ules executing in individual parts of user device 210 and/or
server 220.

[0212] In some embodiments, each of the intervention
actuators 213 is programmable to provide a range of stimu-
lation types and stimulation intensities in order to provide
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interventions that are either unconscious (imperceptible to
the group) or conscious (perceptible to the group).

[0213] FIG. 16B is a block diagram of a simplified exem-
plary system 802 for implementing the disclosed technology
that, in contrast to system 801 of FIG. 16A, includes much
or all of the functionality of conventional general-purpose
computing system 800 instead implemented in a smart-
phone system of wearable devices in one or more user
device system(s) 210, according to some embodiments of
the disclosed technology. In some embodiments, user-device
local processor 214 includes all of the parts and/or func-
tionality of intervention server 220 and database 221.
[0214] For example, as depicted in FIG. 16B, the user
device system(s) 210 can include stimulation transducers to
a physical environment 213, a communication interface 211,
one or more sensors 212, local processor(s) 214, and a user
self-reporting input and dashboard and/or application output
750. The unconscious intervention system 650 (e.g., refer to
FIG. 8) can also have module 614 configured to provide
group feedback, as described herein. One or more of the
systems 210 and 650 can be in wired and/or wireless
communication 811 with a remote server 850. The remote
server 850 can be an intervention system as described
throughout this disclosure.

[0215] FIG. 17A is a block diagram of a process 901 for
dispensing programs into a personal computer 990 or similar
information-processing device, for example, a new user
device being purchased by its initial user. Conventional
methods for dispensing software into a personal computer
990 occasionally include downloading 992 of software from
a network 991. For example, network 991 could be a
manufacturer’s internal network used to preload programs
and audio-visual interventions (software) into a user device
being assembled. Further, software. videos and music are
commonly available for purchase (or even for free, in some
cases) and immediate download from the internet 991 via a
process of “downloading.” Further, some software is avail-
able as downloads from proprietary wireless networks 991
(such a corporation’s internal network), or external networks
such as those operated by cell-phone carriers. In some
embodiments of the disclosed technology, loading methods
also include uploading, media-installing 994 of software
from physical media 993 (e.g., USB FLASH memory, and
the like), sometimes also requiring substantial amounts of
manual input 996 from a user via an interactive input device
995 (such as a manual keyboard). It takes a considerable
amount of the user’s time and mental energy (the drain on
the user from the concentration needed to perform the
various unfamiliar tasks, as well as the boredom from
waiting for the process to complete), as well as power from
the electrical grid needed to download and install a large
selection of software from the internet 991, or to install
software from media 993 and/or input device 995.

[0216] Incontrast, as shown in FIG. 17B, one aspect of the
set up process 902 of the disclosed technology provides
loading 988 of software and/or training data and personal
data, wherein training and personal data are derived from the
user’s past activities and kept on a user’s storage medium
987 that is operatively coupled to computer 980 (e.g., in
some embodiments, the user device 210 of FIG. 2), in order
that the user’s personal data are loaded onto the user’s
device 980. In some embodiments, the crisis detection and
intervention programs and more-universal human and group
data and thresholds are downloaded 982 from server(s) on
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the internet 991. In some embodiments, the disclosed tech-
nology includes a non-transient computer-readable medium
having instructions stored thereon that, when executed by a
computer that includes at least one database, cause the
computer to perform any one or more of the methods herein.
[0217] FIG. 18 is a table 1701 that indicates examples of
how group stress is measurable, according to some embodi-
ments of the disclosed technology. For example, one or more
tools/sensors can be used on-the-body or off-the-body to
measure different conditions of the person. Traditional sur-
veillance tools (e.g., audio, camera(s)) can be used off-the-
body (e.g., placed in a physical environment). These tools
can include but are not limited to a recorded power bank or
a flash drive. Using such tools, group vocal speed, pace, and
volume can be measured and analyzed. For example, an
increase in vocal speed, pace, and/or volume can indicate
vocal distress, which is indicative of anxiety or other forms
of stress.

[0218] IPS and/or GPS cameras can also be used off-the-
body to measure peoples’ walking speed and movement to
different specific locations. These tools can be portable (e.g.,
worn by a person) or stationary (e.g., placed throughout a
building or office space). A faster walking speed can indicate
anxiety or stress. Specific locations can be identified as
“safe” zones. If a person moves towards a safe zone, it can
indicate that the person is trying to escape a stressful or toxic
environment/situation.

[0219] Body temperature sensors can be used on-the-body
via wearable devices (e.g., smartwatch). Increases in body
temperature can indicate that a person is getting anxious or
stressed. Room temperature sensors can also be used off-
the-body (e.g., placed throughout the office space) via ther-
mostats. Room temperature and body temperature informa-
tion can be combined to determine group stress. For
example, an aggregate group body temperature can have an
impact on an overall room temperature. The higher indi-
vidual body temperatures, the higher the overall room tem-
perature, which can indicate that the group is experiencing
some form of stress.

[0220] Heart rate monitoring sensors can also be used
on-the-body via wearable devices. Individual heart rates can
be analyzed and aggregated to determine overall increases in
heart rates and strengths of heart beats. Overall increased
heart rates and heartbeat strengths can indicate that the
group is experiencing some form of stress.

[0221] FIG. 19 is a physical environment 1702 that illus-
trates types of physical environment sensors used to obtain
(1) parameters of the physical environment affecting a group
of persons and (2) off-the-body sensors used to assess group
stress physiological parameters, according to some embodi-
ments of the disclosed technology. Sensors 103A-N can be
used to measure physical status of the environment (e.g.,
building). Sensors 103A-N can also be used, additionally or
alternatively, for measuring group stress. In some embodi-
ments, sensors 103A-N may not be used to assess the group
operating/stress state; they can be used to measure the
current status of the building physical environment. The
sensors 103A-N can take a read on the current physical
environment 1702. If the group operating state is determined
to be above the threshold (e.g., a physical environment
intervention is necessary), then the system can influence the
physical environment by adjusting the physical environment
sensors illustrated to bring the group stress level within the
normal operating state range. A current state of the physical
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environment 1702 can be the baseline to modify. Further-
more, the sensors 103A-N can collaborate/communicate
with one or more group stress sensors described throughout
this disclosure (e.g., off-the-body and on-the-body sensors)
to identify optional physical environment settings that are
aligned with the normal group stress levels (e.g., normal
operating state range).

[0222] FIG. 20A is a table 1703 that lists types of physical
environment sensors used to obtain parameters of the physi-
cal environment affecting the collective stress level of a
group of persons, according to some embodiments of the
disclosed technology. For example, decibel meters and/or
microphones can measure voice sound levels. Photometers
can measure light intensity for a lighting control. Thermom-
eters can measure room temperature. VOC sensors can
measure air quality. Carbon dioxide meters can also measure
air quality. Olfactometers can measure aroma and/or odor
dilutions. One or more of these sensors can be used in
combination for monitoring conditions within the physical
environment. One or more other sensors not listed in the
table 1703 can also be used to measure conditions in the
physical environment.

[0223] FIG. 20B is a table 1704 that lists types of remote
(off-the-body or over-the-skin) sensors used to obtain group-
stress parameters of the group of persons affecting that
group, according to some embodiments of the disclosed
technology. In some embodiments, these sensors are sensors
designed to measure and identify escalated group stress
levels. In some embodiments, they may serve the twin
purposes of ascertaining stress and evaluating the current
status of the physical environment. In some embodiments,
these sensors along with the on-the-body sensors described
below are designed to measure overall the group operating
state together.

[0224] Exemplary sensors listed in the table 1704 include
audio and/or recording devices, which measure group vocal
speed, pace, and/or volume. Computers and/or smartphone
activity monitoring and recovery stick sensors can measure
aggregated increases in anxious-indicating content (e.g.,
visiting non-work-related websites, checking personal
emails, escapism, distress texts). Cameras can measure
increases in movement (e.g., fidgeting, nervousness) and
increases in lack of concentration (e.g., distraction). Motion
sensors (e.g., gyroscope accelerometer) can be used to
measure changes in velocity or speed. Room temperature
sensors can be used to measure increases in body tempera-
tures that raise the overall room temperature. Indoor posi-
tioning systems (IPS) can also be used to measure location
and/or movement of people and objects within the physical
environment.

[0225] FIG. 20C is a table 1705 that lists types of on-the-
body (on-the-skin) sensors used to obtain individual physi-
ological parameters of the persons in a group contributing to
the collective stress level of that group, according to some
embodiments of the disclosed technology. In some embodi-
ments, there is a distinction between these on-the-body
sensors which are on-the-person versus the remote or off-
the-body sensors which are largely traditional surveillance
and in-the-building devices. In some embodiments, the
on-the-body sensors are largely taking individual biometric
measures that are subsequently anonymized and aggregated
to a group measure. The disclosed technology here is taking
individual measures to get at group stress/collective stress
by aggregating the individual data. The disclosed technol-
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ogy herein is focused on addressing “collective stress” as a
phenomenon that exists on its own. Collective stress drives
collective dysfunctional behaviors, just like individual stress
drives individuals to behave dysfunctionally. Thus, the stress
that is detected and to which the intervention is directed is
referring to the actual phenomenon of group stress, also
known as “collective stress.” In some embodiments,
machine-learning (ML) algorithms are applied for biometric
fusion to arrive at a multimodal biometric system and group
measurement. In some embodiments, machine learning
algorithms include, e.g., Gaussian Mixture Models
(GMMs), Artificial Neural Networks (ANNs), Fuzzy Expert
Systems (FESs), and Support Vector Machines (SVMs.).

[0226] Exemplary on-the-body sensors, as depicted in
table 1705, include but are not limited to breath sensors (e.g.,
gas condenser, mass spectrometry—GC/MS) that measure
increases in metabolism. Body temperature sensors (e.g.,
fever watch, smart bracelet, ear or forehead thermometers)
can measure increases in body temperature. Skin tempera-
ture sensors (e.g., paste-on sensors, infrared cameras, tattoo
thermometers) can measure decreases in skin temperature.
Heart rate monitors (e.g., FITBIT, APPLE watch, chest
strap, arm/leg band, smartwatch) can measure electric waves
of depolarization of the heart muscle (e.g., via the chest
strap) and blood flow (e.g., via the arm/leg and). Eye
movement sensors (e.g., smart glasses, cameras) can mea-
sure mental distraction (e.g., performance, productivity).
Mass spectrometry (MS) and/or chemoluminiscent immu-
noassay analyzers can be used to measure cortisol concen-
tration in a person’s hair (e.g., proxy to total HPA activity in
the preceding months). Moreover, electrocardiogram sen-
sors can be used to measure human affective and/or emo-
tional states. One or more other under the skin sensors not
depicted in table 1705 can be used to achieve similar results
as described throughout this disclosure.

[0227] FIG. 20D is a graphical presentation 1706 that
illustrates types of on-the-body (on-the-skin) sensors used to
obtain individual physiological parameters of the persons in
a group affecting the collective-stress level of that group,
according to some embodiments of the disclosed technol-
ogy. Body temperature increases with anxiety. Conse-
quently, increasing body temperatures increase the overall
room temperature, both of which can be measured via
different means. Group heart rate is another stress indicator
that can be obtained by aggregating individual measures.
Accurate systems for monitoring (group) heart rate during
exercise have been around for many years, but to date have
not been widely deployed and used.

[0228] There are a variety of wearable technologies that
enable anxiety and stress detection. For example, these can
include smart glasses, smartwatch, smart shirt, or other
clothes, SGPS/GPRS body controls, BLUETOOTH key
trackers, smart shoes, smart socks, smart pants, smart belt,
smart ring, smart finger, and/or smart bracelets. On-the-body
(on-the-skin) sensors offer an additional level of accuracy
and reliability if employees consent to wear a company-
provided device. As described herein, individual biometric
data/values can be captured using on-the-body sensors, then
machine learning algorithms can be applied for biometric
fusion. In so doing, a group measure of stress can be
generated. One or more exemplary machine learning algo-
rithms used include Gaussian Mixture Models (GMMs),
Artificial Neural Networks (ANNs), Fuzzy Expert Systems
(FESs), and Support Vector Machines (SVMs).
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[0229] FIG. 20E is a computing system 1707 that illus-
trates algorithms for processing, manipulating, and analyz-
ing group data that has been aggregated, in some embodi-
ments. In some embodiments, clustering analysis method
1710, supervised learning 1712 with data that has been
aggregated and anonymized to preserve privacy, and/or
model learning 1714 from published aggregated data can be
used to perform the techniques and methods described
herein. As previously mentioned, one or more other algo-
rithms can be used for biometric fusion, including GMM,
ANN, FES, and/or SVM.

[0230] The clustering method 1710 can be kmeans, which
can be used to investigate structures of data by grouping the
data into distinct subgroups. Analysis can then be performed
on the subgroups to glean patterns and insight into group
stress. The supervised learning 1712 can be performed on
aggregated data, such as data that has been grouped using
kmeans techniques. Exemplary techniques include k-nearest
neighbor, neural networks, and support vector machines.
The model learning 1714 can include further analysis into
aggregated data, including techniques such as AQ algo-
rithms and approaches to rule learning.

[0231] FIG. 20F is a user interface 1708 that illustrates a
user-feedback app that elicits and receives self-reported data
regarding social- and/or physical-environment factors that
affect collective stress, according to some embodiments of
the disclosed technology. An employee rating system is
critical to put power in the employees’ hands. Employee
feedback both tempers and gives richness and meaning to
social environmental data (e.g., sensed off-the-body and
on-the-body), which is automatically collected. For
example, the system can prompt a user self-evaluation of
social and physical environments after or concurrent with
the group stress physiological readings obtained from off-
body and/or on-body hardware sensors. The user feedback
can be combined to determine at an overall group health
score, as described throughout this disclosure. If the score is
greater than a normal range for the group, then the system
can recommend an application intervention based on prior
efficacy of such applications in order to mitigate group
stress. In some embodiments, the system can recommend an
application tailored to a particular user. In some embodi-
ments, the user can also select an intervention application.
[0232] The user interface 1708 can be presented on one or
more mobile devices (e.g., user devices, input devices) of
users within a physical environment. The interface 1708 can
prompt the user to rate organization 1716. The organization
can be rated on several different factors that are intended to
measure and reduce group stress, including but not limited
to access, choice, consistency, connection, communication,
and conflict resolution. The user can be prompted to rate
their organization weekly, bi-weekly, or during other prede-
termined times.

[0233] The user can share ratings 1718 across the organi-
zation (e.g., with administration, certain groups of people,
and/or all employees). Once the group-level ratings are
shared, individuals within the organization, such as admin-
istration, can take individual action to reduce the group
stress. Moreover, intervention can be deployed (e.g., pro-
viding interactive applications to one or more mobile
devices of users in the physical environment who are
affected by the group stress). The user can also receive
recommended intervention recommendations 1720. These
can be generated by the disclosed technology and intended
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to be optimal interventions for the individual user in the
form of personalized workspace environment adjustments
and/or a tailored social environment improving app based on
a comparison of a current situation to prior situations in the
physical environment.

[0234] FIG. 20G is a user interface 1709 that illustrates an
employee-feedback app that elicits and receives self-re-
ported data regarding physical-environment factors that
affect collective stress, according to some embodiments of
the disclosed technology. The user interface 1709 can be
presented on one or more devices (e.g., mobile, desktop) of
users within a physical environment. The user can be
prompted to rate a general physical environment 1722. This
can be rating the physical environment on a macro (e.g.,
overall organizational level) level. In other words, the user
can assess/rate how conducive the physical environment is
to collaboration and/or productivity. The user can also rate
a general physical environment on multiple variables that
assess overall comfort and conduciveness to carrying out
daily activities well or doing so with exceptionally high
performance such as temperature or noise level. The user
can also be prompted to rate the state of the current or
today’s physical environment 1724. The user can rate the
current environment based on conduciveness to collabora-
tion, productivity, and related performance-based measures
as well as whether the physical conditions are comfortable
and conducive to optimal performance. The user can rec-
ommend changes to the physical environment 1726. Admin-
istrators and/or other officers of the physical environment
can make long-term and/or immediate interventions. The
user can also make immediate intervention 1728 to improve
an immediate comfort level of the physical environment of
his/her own workspace, in some embodiments. In some
implementations, only the user can see their individual
scores, not scores of others.

[0235] FIG. 21A is a conceptual diagram that illustrates
the types of physical environment output actuators used to
modify parameters of the physical environment affecting the
collective stress levels of group of persons, according to
some embodiments of the disclosed technology. In some
embodiments, the disclosed technology provides output
devices, alert devices and building controls that include
Dimmer—fan speed 1801B, AC or heat controller 1801N,
light intensity 1801C; Infrared output—send infrared con-
trols/signals (control devices mimicking their remote con-
trols); Multi-color LED—shine light in any color or inten-
sity (room lighting plant growing); Sound 1801D—playing
sounds (beeps, voice announcement); Switch 1801E—
switch on an electric device on or off (heater, fan, light);
and/or Valve—open/close gradually (control flow of liquids,
gases). In some embodiments, the actuators used to modify
the building include aspects of the built environment,
including movable wall partitions, sky windows, sliding
doors opening to the outdoors and more.

[0236] FIG. 21B is a table 1802 that lists types of physical
environment factors that affect stress in a group, according
to some embodiments of the disclosed technology. As pre-
viously mentioned, some factors include but are not limited
to clutter, crowds and loud noises, green space relating to
mood, green space relating to mental health, aquariums and
fish tanks, aromatherapy, and aroma inhalation (e.g., Ber-
gamot aroma, Lavender, etc.), lighting, and aesthetics, such
as natural textures and patterns. Positive attributes, as listed
in the table 1802, can include but are not limited to window
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views, lighting and day light, signs of other life, ocean and
park visuals whether real or not, furniture layout for social
interaction, natural textures and patterns, temperature, pri-
vacy, wall openings, ceiling surface and height, aroma
inhalation, expectancy of calmness, hominess, ability to
move freely, green and blue spaces, and individual control of
the environment. Negative attributes, as listed in the table
1820, can include but are not limited to clutter, poor lighting,
crowding, loud exterior noise, inaccessible architecture, no
individual control, no green or blue spaces, and low sound
absorption.

[0237] FIG. 22A is a user interface display 1901 that
illustrates an app for members of a group to address their
collective stress by improving social environmental factors
and processes, according to some embodiments of the dis-
closed technology. These apps can be designed to influence
the SOCIAL ENVIRONMENT (culture) and are CON-
SCIOUS INTERVENTIONS, whereas the building inter-
ventions are designed to influence the PHYSICAL ENVI-
RONMENTS and are UNCONSCIOUS
INTERVENTIONS. As depicted, when mobile device 1900
(e.g., user device) receives intervention instructions from
computing system 108 (step F in FIG. 2), the device 1900
can display interactive applications in step L. The user
interface display 1901 can include recommended applica-
tions 1904 and an option for the user 102A to select their top
preferred app from among those available in the app sub-
collections 1906. As a result, the user 102A have flexibility
to select application(s) they find helpful to reduce collective
stress.

[0238] FIG. 22B is a table 1902 that illustrates some
example properties of the social-environment-intervention
apps designed to improve cultural issues that drive collective
stress, according to some embodiments of the disclosed
technology. In some embodiments, conscious interventions
improve the social environment by providing apps that
reduce group stressors. In some embodiments, individuals in
the group can choose apps from different exemplary collec-
tive-stress-reducing  areas, including communication,
choice, consistency, connection, access/transparency, and
conflict resolution. In some embodiments, apps are deter-
mined based on the group stress level and specific stress
drivers, and all individuals in the group are presented with
the same intervention app automatically by the system.

[0239] As depicted in the table 1902, an exemplary appli-
cation called UNO can foster frequent, open, and honest
communications by providing a “one thing” feedback sys-
tem to users. Another exemplary application called JIG can
increases connection and camaraderie among group mem-
bers by via service rewards and recognition. An exemplary
application called Divee can improve information-sharing
by reinforcing positive behaviors through points and perks
amongst users. An exemplary application called SETL
develops conflict resolution skills by providing role play,
case studies, and other interactive experiences and decision
tools to the users. One or more other applications can be
designed to help boost essential cultural skills, improve the
social environment, and resolve group stress relating to
communication, choice, consistency, connection, access,
conflict resolution, and other problem areas that create high
stress environments, including toxic environments. The
table 1902 is not intended to be an exhaustive list of
intervention application.
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[0240] FIG. 22C is a system output 1903 that illustrates a
system reporting dashboard and software application for
outputting data and enabling analysis and reporting regard-
ing physical environment and social environment factors
driving elevated collective stress levels, according to some
embodiments of the disclosed technology. In some embodi-
ments, the primary dashboard report provides an overall
organization group health score 1908 (which can be aggre-
gated from measures sensed by one or more input sources or
sensors, as described herein), a physical environment health
score 1910, a social environment health score 1912, group
stress sensors health score 1914, and a self-reported
employee ratings stress score 1916. For example, the output
1903 can also display a group stress sensors score (e.g.,
1914) comprised of on-the-body and off-the-body measures,
and a self-reported ratings stress score 1916.

[0241] Reporting scores for each input area (e.g., physical
sensors in the physical environment, off-the-body group
stress sensors, on-the-body group stress sensors (opt-in by
users), and self-reported user ratings) can help users and/or
the computing system described herein identify where, more
specifically, stresses are located outside a normal group
stress state/range. The output 1903 can be displayed at one
or more user devices (e.g., mobile, desktop) of users in the
physical environment. The output 1903 can also be dis-
played at a computing system that determines collective
stress levels and interventions, as described herein.

[0242] The dashboard can provide a snapshot of an orga-
nization’s stress score or overall health, which can be
determined using one or more measures taken from different
input sources. Exemplary input sources, as described herein,
include: physical sensors (e.g., traditional IoT building auto-
mation sensors that provide information regarding the cur-
rent status of the physical environment), “Off-the-Body”
group stress sensors (e.g., sensors that are within the envi-
ronment taking readings to arrive at physiological group
stress levels), “On-the-Body” sensors (e.g., “on-the-skin”
wearable devices worn by the users that capture individual
biometric data or “under-the-skin” sensors, then machine-
learning algorithms can be applied for biometric fusion to
arrive at a multimodal biometric system and group mea-
sure), and self-reported user ratings (e.g., on the social
environment and physical environment). One or more dif-
ferent users of the organization can have permission or
access to the stress scores and/or overall health scores. One
or more users can also have permission to generate reports,
share data, and otherwise analyze the data. In some embodi-
ments, users can access and generate reports relating to their
individual, personalized data and scores. In some embodi-
ments, the individual data can be aggregated and anony-
mized to disguise individual data and to provide general
group-only data and reporting.

[0243] The dashboard can capture and report stress vari-
ables that are “out of normal” bounds so that direct, imme-
diate action can be taken (e.g., the system can automatically
present an intervention application to all members of the
group). In addition, the insights presented in the dashboard
can enable an organization to build long-term plans to
optimize a built environment and social (cultural) environ-
ment to maximize a group’s mental and physical health and,
as a byproduct, optimize organizational productivity and
innovation. Powering the dashboard at an organizational
level can be the data. One or more Al or machine learning
algorithms can be used to fuse and/or cluster different
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biometric data in order to understand group stress, recom-
mend, and generate effective intervention solutions. In addi-
tion, organizational data can be aggregated to a larger data
set that enables data analysis and manipulation, Al, and
machine learning to determine best practices to maximize
organizational and social impacts.

[0244] In some embodiments, through the dashboard, a
user can control the physical environment. For example, the
user can recalibrate building sensors within their personal
workspace to optimal settings. The system can also override
the user settings when performing an intervention in order to
improve a group health score or reduce group stress.
[0245] Referring to FIGS. 22A-C, one or more group
intervention applications can be presented to individuals or
users in a group setting. The system described herein can
collect individual biometric data (e.g., via wearable sensors
and/or devices) to optimize on suggesting interventions to
the group and, in some embodiments, to the user that is a
member of the group via tailored physical environment and
social environment recommendations such as automated
modifications to the user’s workspace or a recommendation
for a specific app from the social environment enhancing
app-collection that is optimally aligned to the user. In some
implementations, where individual biometric data may not
be collected, group stress measurements can be captured and
determined by sensors in an environment. These measure-
ments can be used to recommend application interventions
that can be provided to every member in the group experi-
encing group stress. Moreover, the system can capture group
stress measurements once an intervention is applied to each
group member so that the system can train and determine
whether it provided an effective group intervention applica-
tion.

[0246] In some implementations, when an intervention
application is offered to the group, most of the group
members may engage immediately with the application and
an impact of their individual engagement on group stress can
be ascertainable via a group stress read (e.g., via sensors
placed in the external environment). However, in implemen-
tations where not all group members engage immediately,
there can be a lag between application intervention time and
an impact on the group’s operating state. Therefore, group
stress readings can be taken during and after application
intervention to ascertain a change in the group’s operating
state and to determine intervention efficacy.

[0247] The intervention applications described throughout
this disclosure can be advantageous to reduce group stress in
a social environment, before escalation to a crisis state by
improving the skills and efficacy of the individuals who
comprise the group. As mentioned previously, there is a
complex interplay between individuals and the environ-
ments in which they live, work, and play. As humans we are
the product of our environment, but we are also parent to it.
Our behaviors and the behaviors we allow (and refuse to
allow) in others shape our macro environment and the
various microcultures in which we spend our lives. The
intervention applications in the various app sub-collections
are centered on the concept of helping individuals become
better group citizens, better leaders and collaborators, and
build better skills in the areas that are essential to creating
and sustaining the types of social and physical environments
that enable individual members to thrive, groups to thrive,
and individually and collectively deliver the topmost per-
formance. The areas can be communications, conflict reso-
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Iution, positive connectivity with others, enabling access to
tools and information to be successful, promoting consis-
tency, and empowering individuals by providing elements of
autonomy and choice. The applications can provide for
improving social environment health and/or reducing or
eliminating harmful stressors in the environment that, if left
unchecked, can increase the risk and likelihood of crisis
situations. As an example, the applications can offer six
different types of interventions (e.g., themed app sub-col-
lections) aligned with one or more of six areas for reducing
social environmental stressors that drive group stress levels
(along with personal workspace and overall physical envi-
ronment factors). The six areas can include: Access (e.g.,
transparency, sharing information, tools to do job), choice
(e.g., voice in solutions, balance, self-selected training),
consistency (e.g., policy and procedures, same treatment for
all), connection (e.g., service to each other, camaraderie,
celebrate success), communication (e.g., recognition, top
down/bottoms up evaluation, data and information on strat-
egy and plans), and conflict resolution (e.g., non-avoidance,
upskilling, third-party interventions). The applications can
also include methods to capture, report, share, and analyze
system performance (e.g., efficacy of a system-selected
intervention type). During use of any of these applications,
in some embodiments, the system can also monitor biomet-
ric values of each participating group member after an app
intervention has been applied. Monitoring these values can
be advantageous to provide the user with further support in
maximizing the benefits to oneself from the app interven-
tion. For example, a user can receive feedback from another
group member that is designed to help him/her be a better
“culture player” (i.e., person that contributes to a positive
social environment) but that the recipient may perceive as
negative. The system can determine that the feedback per-
ceived as negative by the user produced an elevated level of
stress in the user. Therefore, the system can determine that
this recipient should receive coaching intervention to help
them process the feedback and insight better, and additional
coaching to assist them in skill-building that would reduce
or prevent the same type of negative feedback in the future.
For example, the system can provide an avatar or Al coach
that pops up on the recipient’s screen. The avatar or coach
can provide coaching in the form of words of encourage-
ment or suggestions to improve positive cognitive process-
ing of the feedback as well as tips and tools to apply the
insight to their life and leadership approach to improve their
performance and relations with others in the group.

[0248] As an example, one application in the collection
can provide intervention by improving group member skills
in the areas of communication and connection through acts
of service. Open, honest communications and positive con-
nectivity and relations among group members is essential to
a healthy, productive social environment. This application
encourages communications and user connection by encour-
aging, enabling, celebrating, or recognizing group members
for doing something kind—an act of service. An avatar or Al
smart coach can populate a screen of group members’
devices and provide suggestions of acts of service to per-
form for other group members who have demonstrated
exceptional performance or exemplary positive social-envi-
ronment enhancing behaviors. These suggestions can be
based on group operating state values. For example, if the
group is not operating in a normal state, this application can
be recommended to the group members as an intervention to
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improve the social environment. In some embodiments, this
application intervention can be recommended to a user or
subset of users based on their individual biometric data or
self-report data. The Al coach can provide a suggestion to
send an act, receive an act, and/or engage in an act.

[0249] Another example application in the app collection
can provide intervention designed to improve information
access by reducing and/or eliminating information hoarding
and hiding and increasing sharing among users, while pro-
moting group member connection, and communication This
application can utilize the best practices of gaming and
principles of behavior modification where employees can be
rewarded for reporting and classifying their work output,
making it accessible, actively sharing it, and working with
others to build upon it. Group members can report positive
behavior or actions. In some implementations, the group
members can be prompted by an Al coach at predetermined
times every week to engage in positive information sharing
behavior. When the system receives input about positive
behavior, the system can generate celebratory screens and/or
points to provide to a group member who engaged in the
positive behavior and models it for others. Such positive
reinforcement can encourage similar behavior amongst
other group members. Moreover, the Al coach can pop up on
the user’s device periodically and/or at predetermined times
to provide words of encouragement or suggestions for how
the user can improve their behavior. In some embodiments,
the level of support provided to the user by the Al coach can
be determined based on user specific data such as self-
reported data indicating that this area is an area of need or
development for the user. In some embodiments, all users
receive words of encouragement and suggestions periodi-
cally when engaged with the app to maximize broad-based
skill development.

[0250] Yet another example application in the app collec-
tion can provide intervention designed to improve skills in
conflict resolution, while also boosting group communica-
tions and empowering the users with aspects of choice and
autonomy. Poor conflict resolution is a major contributor to
social environments that drive high group stress levels. Few
workers agree that their leaders are good at preventing
problems (20%), conflict management (25%), or having
difficult conversations (28%).

[0251] This application can teach managers, future man-
agers, and/or all members of a group critical skills that they
need to address conflict with others in the group or lead a
team through conflict. This application intervention can
influence a conflict via another “system of rule” (e.g., best
practices from a classroom, for example), to replace long-
standing approaches under the current system of rule that are
failing to deliver the desired results. The application can
have three communication components. Top down evalua-
tions keep poor leaders in power. A first component can
provide for bottom up evaluations. This component can
provide a simple notification/note from one group member
to another to call out and intervene with early behaviors that
can lead to deteriorating the social environment (e.g., pas-
sive-aggression, sarcasm, belittling others, lack of sensitiv-
ity/diversity). The sender can share the behavior, how it was
hurttul, and offer to discuss further. The system can have an
Al smart coach that is trained to intervene and help the
recipient of the note process the feedback and respond in a
healthy way. A second component can provide for positive
psychology—a strengths-based intervention design that
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emphasizes approach versus avoidance goals. This compo-
nent can allow group members to recognize other group
members’ abilities, accomplishments, attitudes, and virtues
via a communication. A third component can provide for
immediate quick-hit bursts of balanced feedback. A sender
can quickly and easily share feedback with a recipient,
which can encourage frequent feedback and open “low-
stakes” communication. Moreover, in some implementa-
tions, users of these components can accrue points, which
can be used or applied towards training and development,
new software or hardware, or tools that can help the user’s
job, or access to others in the organization. The users can
choose rewards that are most valuable to them, where that
choice can also indirectly improve the social environment,
by improving the skills, and favorable attitudes and percep-
tions, of the members in that group.

[0252] Any one or more of the components or applications
described herein can have an Al or smart coach that is
trained by the system. This coach can intervene and provide
suggestions to members of the group. In some implemen-
tations, if the coach provides a number of alerts or sugges-
tions that exceeds a threshold value, human coach interven-
tion can be prompted (e.g., a trusted mentor or anonymous
professional). Excessive alerts (whether positive or nega-
tive) in three months, for example, can trigger third-party
intervention in a form of an Employee Assistance Program
or other support, training, and/or other development pro-
gram that enable free and confidential assessments, coun-
seling, coaching, referrals, and other follow-up services to
address employee needs and/or growth or advancement
opportunities. Alert systems can be beneficial to raise out-
standing employees up though development and promotions
or prevent other employees from causing damage to a social
or physical environment. The disclosed system and methods
can provide for monitoring conditions in group environ-
ments and alerting members of activity that can eventually
cause stress or high group stress. As a result, the system can
assist in preventing group stress and predicting when it may
occur.

[0253] Moreover, another application can provide inter-
vention in consistency through data access, analysis, shar-
ing, and reporting. For example, a human or Al coach can
receive monthly history or data about best practices and
issues that may have arose in the group setting. Each group
member can be connected with the coach for short coaching
sessions geared towards improving insight, confidence, and/
or ideas for progress/action. In some embodiments, indi-
vidual data can also be collected and used to improve
discussion topics during these coaching sessions.

[0254] Another aspect of the disclosed technology
addresses social environment and physical environment-
related feedback customized to an individual in response to
detected group stress caused by or particularly affecting that
individual.

[0255] As mentioned, the applications can be designed to
align with six effective social environment group stress
mitigators. Any one application offered by the system (or
selected by the user, where applicable) as an intervention can
be evaluated for efficacy in real-time, providing a level of
collective feedback, and individual feedback designed to
optimize individual user’s development and positive contri-
butions to the social environment and physical environ-
ments. This feedback can also be used to improve the social
environment and/or improve the physical environment. This
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feedback can fuel subsequent interventions through machine
learning that, over time, lead to better and more effective
interventions. The disclosed system and applications can
provide for a better understanding and analysis of physical
and social environmental factors that can exacerbate and
also reduce group stress levels. The disclosed system and
applications can also provide for identifying interventions
that de-escalate group stress in the shortest amount of time.
[0256] FIG. 23 is a table 2101 that lists communications
interfaces useable by various systems of the disclosed tech-
nology. For example, exemplary communication interfaces
include but are not limited to AMAZON ALEXA, GOOGLE
ECHO APPLY HOME, IFTTT, ZIGBEE, 4-20 MA, RS232,
RS485 MODBUES, optical fiber, ARCNET, Ethernet Modbus
TCP/IP, 12C, 1-Wite communication, CAN Bus, BLU-
ETOOTH, NFC, LTE, and/or IEEE.

[0257] FIG. 24 is a description 2801 that illustrates the
collective stress phenomenon as differentiated from indi-
vidual stress. Strategies of adaptation to difficult and harmful
social environment conditions (culture) are partly collective.
Collective coping behaviors emerge in environments where
collective stress is elevated. In some embodiments, a harm-
ful collective stress response includes inaction via desensi-
tization or conflict tolerance. As depicted, harmful collective
behaviors can arise when group stress levels are elevated. In
some instances, these behaviors include conflict tolerance,
intention to change the situation (without action), changing
the interpretation of the situation, storytelling to bring order
and understanding, rationalization attempts, projection of
the undesirable behaviors, resignation (e.g., psychological
disengagement,) immobilization, and minimization (espe-
cially when only one person is hurt), and redefining the
meaning of the situation.

[0258] Collective stress can be differentiated from indi-
vidual stress. Humans tend to think of stress and anxiety as
an individual phenomenon. Group stress is also a very
real—but underrecognized—phenomenon that can drive
harmful collective behaviors as the group members under
high stress conditions seek strategies to help them adapt to
difficult and harmful social environment conditions (cul-
ture), which may or may not also include poor physical
environment conditions exacerbating group stressors over-
all. Collective coping behaviors emerge in environments
where collective stress is elevated. In some embodiments, a
harmful collective stress response includes inaction via
desensitization or conflict tolerance.

[0259] Herd behaviors can also arise from elevated group
stress. Herd behavior is a phenomenon in which individuals
act collectively as part of a group, often making decisions as
a group that they would not make as an individual. Herd
behavior is about making a decision based in part on the
behavior/choices of others.

[0260] Harmful social environments (cultures) can greatly
influence or drive collective behaviors when collective stress
is high. Social context (e.g., within homes, companies,
organizations, or at the community level) influences how
one interprets the emotional “tune” of a situation—e.g., “is
there a threat or is there not a threat?” and, furthermore,
influences—and even dictates—how one is supposed to act
to it. Humans are social creatures by nature and have a
strong desire to go with the grain, instead of against it. This
characteristic of humans can lead to undesirable—and even
catastrophic—outcomes when group stress is high and group
behaviors and thinking supersede individual behaviors and
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thinking. Certain organizational cultures create conducive
environments for bad behavior—e.g., unhealthy collective
stress responses that can lead to devastating, irreversible
outcomes including harm to oneself and others.

[0261] Social environments (culture) can be powerful to
alter behaviors of individuals and groups. Social environ-
ments characterized by excessive collective stress (made
worse by physical environments that drive group stressors
upward) support social processes that grease the slippery
slope of harmful behaviors. In some instances, these social
processes include, diffusion of personal responsibility, blind
obedience to authority, uncritical conformity to group
norms, and passive tolerance of damaging or cruel behaviors
through inaction or indifference.

[0262] FIG. 25 is a description 2802 of the cultural/social
environment ingredients that transform human behaviors
from positive to negative in dysfunctional and/or toxic social
environments where group stress is elevated. In some
embodiments, these ingredients include the identifying an
acceptable justification for engaging in the undesirable
action (e.g., “I’'m helping them to become a better X”,),
insistence on fulfilling a contractual obligation (e.g., “My
boss asked me to do this so I must,” giving participants
meaningful, “esteemed” roles (e.g., teacher,) presenting
basic rules that seem to make sense prior to use, but then can
be arbitrarily used to justify mindless compliance, altering
the semantics of an act or action (e.g., from hurting someone
to helping them to learn,), creating opportunities for others
to be responsible for the outcome instead of oneself; starting
the path towards ultimate acts of harm with a small, insig-
nificant first step only, increasing each level of aggression in
gradual steps that do not seem like noticeable differences,
gradually changing the nature of the influence authority, and
making the “exit costs” high and the process of exiting
difficult.

[0263] Toxic social environments are common. Toxic
workplace environments are a leading cause of workplace
violence such as “violent acts, including physical assaults
and threats of assault, directed toward persons at work or on
duty.” Verbal violence (threats, verbal abuse, hostility,
harassment, and the like) can also cause significant psycho-
logical trauma and stress, even if no physical injury takes
place. Verbal assaults and hostility can also escalate to
physical violence, in some embodiments. Moreover, there is
a direct relationship between stress and toxicity. Although
working in a toxic environment can be a major source of
stress in itself, stress also feeds toxicity in the workplace.
The interaction between the two can create a damaging cycle
if left unchecked. A powerful way to break that cycle is to
reduce stress.

[0264] It is to be understood that the above description is
intended to be illustrative, and not restrictive. Although
numerous characteristics and advantages of various embodi-
ments as described herein have been set forth in the fore-
going description, together with details of the structure and
function of various embodiments, many other embodiments
and changes to details will be apparent to those of skill in the
art upon reviewing the above description. The scope of the
disclosed technology should be, therefore, determined with
reference to the appended claims, along with the full scope
of equivalents to which such claims are entitled. In the
appended claims, the terms “including” and “in which” are
used as the plain-English equivalents of the respective terms
“comprising” and “wherein,” respectively. Moreover, the
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terms “first,” “second,” and “third,” etc., are used merely as
labels, and are not intended to impose numerical require-
ments on their objects.

What is claimed is:

1. A system for group-crisis state detection and interven-
tion, the system comprising:

a plurality of mobile devices collectively configured to:

detect first biometric conditions specific to individual
users of a plurality of users, each of the first bio-
metric conditions identifying a health state of each of
the users in the plurality of users; and

transmit, to a computing system, the first biometric
conditions;

a plurality of sensors positioned in a physical environment
where the plurality of users are located, the plurality of
sensors being separate from the plurality of mobile
devices, and configured to:
detect group conditions of the plurality of users in the

physical environment; and
transmit, to the computing system, the group condi-
tions; and
a computing system having one or more processors, the
computing system configured to:
receive, from the plurality of mobile devices and the
plurality of sensors, the first biometric and the group
conditions;

associate the first biometric conditions and the group
conditions as being part of conditions relevant to a
group, wherein the association between the first
biometric conditions and the group conditions is
based on associations between (i) the plurality of
users and the plurality of devices, (ii) users of the
plurality of users and the plurality of users and (iii)
the plurality of users and the physical environment;

identify, using one or more models, a group state of the
plurality of users in the group based on the condi-
tions relevant to the group, wherein the one or more
models have threshold indicators of different group
states of the plurality of users in the group, wherein
the different group states include a group crisis state
and a group normal state;

generate, based on identifying that the group is cur-
rently in the group crisis state, intervention instruc-
tions that are configured to be automatically
executed by one or more acting devices, the inter-
vention instructions being configured to produce
actions on the one or more acting devices to lower
the plurality of users collectively from the group
crisis state to the group normal state; and

transmit, to the one or more acting devices, the inter-
vention instructions,

wherein the one or more acting devices are configured to
receive the intervention instructions from the comput-
ing system, and, in response to receiving the interven-
tion instructions and without permission or input from
the plurality of users, to automatically perform the
intervention instructions on the acting devices.

2. The system of claim 1, wherein the intervention instruc-
tions include one or more of (i) adjusting one or more
settings in the physical environment, (ii) providing one or
more interactive applications to the plurality of users at the
plurality of mobile devices, and (iii) activating communi-
cation between the plurality of users at the plurality of
mobile devices and an interactive coach
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3. The system of claim 1, wherein the intervention instruc-
tions include two or more of (i) adjusting one or more
settings in the physical environment, (ii) providing one or
more interactive applications to the plurality of users at the
plurality of mobile devices, and (iii) activating communi-
cation between the plurality of users at the plurality of
mobile devices and an interactive coach.

4. The system of claim 1, wherein the intervention instruc-
tions include (i) adjusting one or more settings in the
physical environment, (ii) providing one or more interactive
applications to the plurality of users at the plurality of
mobile devices, and (iii) activating communication between
the plurality of users at the plurality of mobile devices and
an interactive coach.

5. The system of claim 1, wherein the intervention instruc-
tions cause at least one of unconscious intervention or
conscious intervention on the plurality of users.

6. The system of claim 1, wherein the computing system
is further configured to determine the group normal state
based on one or more historic first biometric conditions,
historic group conditions, the detected first biometric con-
ditions, and the detected group conditions being below a
threshold value, wherein the historic and detected first
biometric conditions include at least one of current physi-
ological conditions, a breathing rate, a body temperature,
skin temperature, cortisol concentration, electrodermal
activity, a heartrate, a blood flow, sweat, bodily movement,
volume of voice, or speaking pace and wherein the historic
and detected group conditions include at least one of bodily
movement, volume of voice, speaking pace, temperature of
the physical environment, noise level in the physical envi-
ronment, odor, location of group members in the physical
environment, quantity of members in the group, or location
of objects in the physical environment relative to members
in the group.

7. The system of claim 1, wherein the intervention instruc-
tions include adjusting one or more settings in the physical
environment including dispersing an aroma in the physical
environment, adjusting a temperature of the physical envi-
ronment, adjusting a lighting of the physical environment, or
playing calming audio in the physical environment.

8. The system of claim 1, wherein the acting devices are
configured to, in response to receiving the intervention
instructions, provide a visual alert or an audible alert to the
plurality of mobile devices that prompts the plurality of
users to perform an action on the plurality of mobile devices,
wherein the action is (i) selection of an interactive applica-
tion presented at each of the plurality of mobile devices or
(ii) performing actions in an interactive application that was
selected by the computing system based on the group crisis
state exceeding a threshold level.

9. The system of claim 8, wherein the computing system
is configured to select the interactive application based on
determining, from the one or more models, that the group
crisis state is above a threshold indicator of a group crisis
state.

10. The system of claim 8, wherein the interactive appli-
cation includes instructions prompting the plurality of users
to perform actions at the plurality of mobile devices that are
intended to collectively lower the plurality of users in the
group from the group crisis state to the group normal state,
the actions including (i) engaging in an online conflict
resolution application between the plurality of users and an
artificial intelligence (Al) mediator, (ii) playing a game with
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one or more of the plurality of users, (iii) performing an act
of service for one or more of the plurality of users, (iv)
providing positive feedback to one or more of the plurality
of users, or (v) providing negative feedback to one or more
of the plurality of users.

11. The system of claim 1, wherein the one or more acting
devices are configured to (i) execute the intervention instruc-
tions while the detected first biometric conditions and the
group conditions exceed a threshold value indicative that the
plurality of users in the group are operating in the group
crisis state and (i1) terminate the intervention instructions
when the detected first biometric conditions and the group
conditions are lower than the threshold value.

12. The system of claim 1, wherein the computing system
is further configured to:

receive, from the plurality of mobile devices, user input

from one or more of the plurality of users identifying
stressors in the physical environment; and

modify, based on the user input, the intervention instruc-

tions to target the identified stressors.

13. The system of claim 1, wherein the computing system
is further configured to train the one or more models having
threshold indicators of different group states of the of the
plurality of users in the group based on the detected first
biometric conditions and group conditions, executed inter-
vention instructions, an amount of time taken to lower the
group from the group crisis state to the group normal state,
and an efficacy score of the executed intervention instruc-
tions.

14. The system of claim 1, wherein the intervention
instructions include activating communication between the
plurality of users at the plurality of mobile devices and an
interactive coach, the interactive coach being an artificial
intelligence (AI) coach that is trained, by the computing
system and using machine learning, based on historic crisis
interventions for the plurality of users in the group.

15. The system of claim 1, wherein the acting devices are
configured to, in response to receiving the intervention
instructions from the computing system, uniformly execute
the intervention instructions at the plurality of mobile
devices for the plurality of users in the group.

16. The system of claim 1, wherein the acting devices are
configured to, in response to receiving the intervention
instructions from the computing system, modify the inter-
vention instructions at each of the plurality of mobile
devices for each of the plurality of users in the group based
on the first biometric conditions for each of the plurality of
users.

17. The system of claim 14, wherein the interactive coach
is a human coach.

18. The system of claim 1, wherein the computing system
is further configured to:

predict, using machine learning and the one or more

models having threshold indicators of different group
states of the plurality of users in the group, when the
group will enter the group crisis state; and

generate second intervention instructions that are config-

ured to be automatically executed by the acting
devices, the second intervention instructions being con-
figured to produce an action on the acting devices to
maintain the plurality of users in the group in the group
normal state.

19. The system of claim 1, wherein the acting devices
include the plurality of mobile devices, the one or more
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sensors in the physical environment, and a building com-
puting system, wherein the building computing system is
configured to adjust one or more conditions of the physical
environment.

20. The system of claim 1, wherein the computing system
is further configured to determine an efficacy score for
executed intervention instructions in lowering the plurality
of users in the group from the group crisis state to the group
normal state, wherein the efficacy score is based on an
amount of time taken to lower plurality of users in the group
from the group crisis state to the group normal state being
less than a threshold value.

#* #* #* #* #*



