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(57) Abstract: This disclosure relates to the provision of cryptographic services to web browsers, and more specifically, to systems
and methods for providing cryptographic results to a browser from a cryptographic device over a persistent peer-to-peer connection.
A method for obtaining cryptographic services for a browser executing a webpage comprising the steps of establishing a persistent
peer-to-peer connection over a wireless Internet Protocol communication network between the browser and a cryptographic device, in
response to receiving user input to the webpage, transmitting, by the browser, data indicated by the user input over the persistent peer-to-
peer connection to the cryptographic device, for cryptographic processing of the data by the cryptographic device using a cryptographic
key stored on the cryptographic device to produce a cryptographic result, and receiving, by the browser, the cryptographic result over
the persistent peer-to-peer connection from the cryptographic device, and providing the cryptographic result to the webpage.
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"Cryptographic services for browser applications''

Cross-Reference to Related Applications

[0001] The present application claims priority from Australian Provisional Patent Application
No 2019903591 filed on 25 September 2019, the contents of which are incorporated herein by

reference in their entirety.

Technical Field

[0002] Aspects of this disclosure relate generally to the provision of cryptographic services to
web browsers and more specifically to systems and methods for providing cryptographic

services to a browser by a cryptographic device.

Background

[0003] Many webpages now facilitate or require the use of cryptographic functions to provide

authentication, encryption and other security features to users.

[0004] For example, two step (or two factor) authentication is a method of authenticating a user
by utilising a secret that the user knows, such as a password, and a cryptographic secret that the
user can generate through use of a cryptographic device and can provide to the webpage. This
form of authentication is becoming more prevalent in line with the increased demand for

enhanced security.

[0005] Additionally, many web enabled applications now provide functionality that enables a
user to apply encryption and decryption to data for privacy purposes, or to interface with

cryptographic applications such as blockchain ledgers.

[0006] Unfortunately, users often find the use of cryptographic services provided by web pages
to be cumbersome and inefficient to use. Furthermore, an increased risk of unintentional or
malicious security breaches means that there is a focus on ensuring that such cryptographic

services be highly resistant to hacking or tampering by malicious parties.

[0007] Accordingly, there is a need for a private, secure and convenient means of providing

authentication and cryptography services to web enabled applications, such as browsers.
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[0008] Any discussion of documents, acts, materials, devices, articles or the like which has
been included in the present specification is not to be taken as an admission that any or all of
these matters form part of the prior art base or were common general knowledge in the field
relevant to the present disclosure as it existed before the priority date of each of the appended

claims.

Summary

[0009] There is provided a method for obtaining cryptographic services for a browser executing
a webpage. The method comprises establishing a persistent peer-to-peer connection over a
wireless Internet Protocol communication network between the browser and a cryptographic
device, in response to receiving user input to the webpage, transmitting, by the browser, data
indicated by the user input over the persistent peer-to-peer connection to the cryptographic
device, for cryptographic processing of the data by the cryptographic device using a
cryptographic key stored on the cryptographic device to produce a cryptographic result, and
receiving, by the browser, the cryptographic result over the persistent peer-to-peer connection

from the cryptographic device, and providing the cryptographic result to the webpage.

[0010] The method may further comprise the steps of receiving, by the cryptographic device,
from the browser, data via the persistent peer-to-peer connection between the browser and the
cryptographic device, performing, by the cryptographic device, the cryptographic function on the
data using the cryptographic key stored on the cryptographic device, to produce the
cryptographic result, and transmitting, by the cryptographic device, the cryptographic result to

the browser, over the persistent peer-to-peer connection.

[0011] The persistent peer-to-peer connection may remain established over multiple iterations
of the steps of transmitting, by the browser, the data over the persistent peer-to-peer connection
to the cryptographic device, and receiving, by the browser, the cryptographic result over the

persistent peer-to-peer connection from the cryptographic device.

[0012] The cryptographic device may send confidential data stored on the cryptographic
device, from the cryptographic device to the browser. Furthermore, the cryptographic device
may sign, encrypt, verify or decrypt the data with the cryptographic key to produce the

cryptographic result.
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[0013] The browser may embed the cryptographic result in the webpage. Additionally, the
browser may provide the cryptographic result to a server hosting the webpage, which may result

in the browser receiving an updated webpage from the server hosting the webpage.

[0014] A persistent peer-to-peer connection may be established via the browser signalling
information. The cryptographic device may receive the signalling information, and in response,
transmit response information, to the browser, necessary to establish a peer-to-peer connection.
The signalling information may be signalled ‘out of band’, for example via a Quick Response

(QR) code displayed within the browser.

[0015] The signalling information may include an authentication challenge, which may be
signed by the cryptographic device by applying an authentication key to the challenge

information to produce a challenge response.

[0016] The cryptographic device may transmit a signalling response back to the browser, which
include cryptographic device identification information and the challenge response. The response
may also include a public key which is complementary to the private key stored on the

cryptographic device.

[0017] The software describing the browser’s establishment and management of the peer-to-
peer connection may be injected into the webpage by the browser. The software may be
described by JavaScript libraries which are invoked by a call to the libraries embedded in the

webpage code.

[0018] According to another aspect of the disclosure, there is provided a method of obtaining
cryptographic services for a browser executing a webpage on a user device, the method
comprising establishing a persistent peer-to-peer connection between the browser and a
cryptographic device, in response to receiving user input to the webpage, transmitting, by the
browser, data indicated by the user input over the persistent peer-to-peer connection to the
cryptographic device, applying, by the cryptographic device, a cryptographic function to the data
using a cryptographic key stored on the cryptographic device, to produce a cryptographic result;
and transmitting, by the cryptographic device, the cryptographic result to the browser, over the

persistent peer-to-peer connection.
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[0019] According to another aspect of the disclosure, there is provided a method of providing
cryptographic services to a browser executing a webpage, the method comprising receiving data
from the browser, via a persistent peer-to-peer connection between the browser and a
cryptographic device, performing, by the cryptographic device, a cryptographic function on the
data using a cryptographic key stored on the cryptographic device, to produce a cryptographic
result, and transmitting, by the cryptographic device, the cryptographic result to the browser,

over the persistent peer-to-peer connection.

[0020] According to another aspect of the disclosure, there is provided a browser executing a
webpage on a user device, the browser configured to, establish a persistent peer-to-peer
connection between the browser and a cryptographic device, in response to receiving a user input
to the webpage, transmit data indicated by the user input over the persistent peer-to-peer
connection to the cryptographic device for cryptographic processing of the data using a
cryptographic key stored on the cryptographic device, to produce a cryptographic result, and
receive the cryptographic result over the persistent peer-to-peer connection from the

cryptographic device.

[0021] According to another aspect of the disclosure, there is provided a cryptographic device
configured to establish a persistent peer-to-peer connection between a browser executing a
webpage, and an cryptographic application executing on the cryptographic device, receive data
from the browser, via the persistent peer-to-peer connection, perform a cryptographic function
on the received data, using a cryptographic key stored on the cryptographic device, to produce an
cryptographic result, transmit the cryptographic result to the browser, via the persistent peer-to-

peer connection.

Brief Description of Drawings

[0022] Examples will now be described with reference to the following drawings, in which:
Fig. 1 illustrates a network diagram;
Fig. 2 is block diagram of the cryptographic device of Figure 1;
Fig. 3 is a flowchart illustrating a method, as performed by a browser, of establishing a
peer-to-peer connection between a browser and a cryptographic device;
Fig. 4 is a flowchart illustrating a method, as performed by a cryptographic device, of
establishing a peer-to-peer connection between a browser and a cryptographic device;

Fig. 5 is a flowchart illustrating a method, as performed by a browser, for obtaining
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cryptographic services;

Fig. 6 is a flowchart illustrating a method, as performed by a cryptographic device, for
providing cryptographic services;

Fig. 7 is a message flow diagram illustrating request and response messages being
transmitted between a browser and a cryptographic device; and

Figs. 8a-f illustrates a browser displaying webpages.

Description of Embodiments

Network overview

[0023] Fig. 1 illustrates a network diagram 100 in accordance with an aspect of this disclosure.
A user 102 is in operation of a device, exemplified by a personal computer 104, displaying a
webpage within a web browser 105 executing on the personal computer 104. It is to be
understood that in other examples, the browser may be executing on a mobile phone, or other

suitable web enabled device.

[0024] The user 102 is also in operation of a cryptographic device 106, exemplified by a
mobile phone. The mobile phone includes software and hardware configured to perform
cryptographic functions using one or more cryptographic keys 114 stored on the cryptographic

device 106.

[0025] It is to be understood that the description of the cryptographic device as a mobile phone
is not intended to be limiting. A cryptographic device in accordance with this disclosure could be
a device which is specifically dedicated to providing cryptographic processing services and
providing cryptographic results over a peer-to-peer connection, a full function device such as a
personal computer, a headless device without a screen and interface, or any device which is

capable of performing the functionality as attributed to the cryptographic device herein.

[0026] Instead of having to establish a connection with the browser each time a cryptographic
service is required, the web browser 105 executing on the personal computer 104 is persistently
in communication with the mobile phone via a persistent peer-to-peer connection 108. The web
browser 105 is also in communication with a web server 112 via an internet connection 110,
such that the web browser is able to download and display webpages from web server 112 via

internet connection 110.
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[0027] In cases where authentication of the user is required, one or more public keys 118
associated with the user 102 may be stored in memory storage 116 which is accessible by the
web server 112. The memory storage 116 may be located within web server 112 or remote from

web server 112, as depicted in Fig. 1.

[0028] Another party 120 is also illustrated. The other party may be another user or application.
The other party 120 is in operation of a cryptographic device 122, which in the example shown
in Fig. 1 is a mobile phone. The other party may be a communication partner of the user 102,
with which the communication partner has exchange public keys via the Public Key
Infrastructure, or the like. If the other party is a communication partner of the user 102, one or
more public keys 124 associated with the user 102 may be stored on the other party’s device 122.

A role of the other party 120 will be described in subsequent sections.

Cryptographic device

[0029] Fig. 2 is a block diagram of the cryptographic device 106 of Fig. 1. The cryptographic
device 106 comprises a processor configured to control operation of the device through the
execution of a cryptographic application stored, at least in part, on memory storage 212. Memory
storage 212 also stores identification information associated with the one or more user identities
of the user 102. The identification information may include user names, email addresses, user

identification numbers, and the like.

[0030] Additionally, memory storage 212 stores one or more cryptographic keys 114 to be used
by the cryptographic application in the provision of cryptographic services to the browser 105

and in the authentication of the user’s identify, if this is required.

[0031] The memory storage 212 may comprise a plurality of individual or interconnected
memory storage components. Furthermore, the memory storage 212 may comprise components
internal to the cryptographic device, and/or may comprise separate components which are in

communication with the cryptographic device, or may comprise a combination thereof.

[0032] The device 106 further comprises a network interface 208. According to the
embodiment illustrated in Fig. 2, the network interface 208 is a wireless internet interface, which

is configured to receive and transmit information wirelessly to and from the internet.
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[0033] The device 106 further comprises one or more input/output interfaces 214. The I/0O
interface may comprise: a camera, configured to capture images and provide said images to the
processor; a user input in the form of a touch screen, number pad or keyboard; and an output in
the form of a display screen or a status light. Other input/output interfaces may be provided

which enable the user to provide and receive information to the device.

[0034] The processor of the cryptographic device executes a cryptographic application, which
controls the provision of cryptographic processing services and manages the establishment and

operation of the peer-to-peer connection.

[0035] The cryptographic device 106 may include a cryptographic hardware accelerator 210
which is configured to perform cryptographic processing, such as encryption, decryption and
signing in hardware. The inclusion of a cryptographic hardware accelerator may be desirable to

improve the performance or the security of the cryptographic device.

[0036] The cryptographic processing services may be provided by the cryptographic
application executing on the processor, or by the hardware accelerator, or by a combination
thereof. The cryptographic device may be configured to provide asymmetric cryptography, such

as RSA or others, and may also be configured to provide symmetric cryptography.

Cryptographic keys

[0037] The cryptographic keys stored within memory storage 212 may include one or more
keys which are used to provide cryptographic services to the browser. The type of keys stored on
the device will depend upon the type of cryptographic services provided by the device. The
cryptographic device may perform asymmetrical or symmetrical cryptography, or a combination

of the two.

[0038] Asymmetric cryptography uses public and private keys to encrypt and decrypt data. The
public key may be shared with other parties; however, the private key remains secure and
unknown to other parties. In contrast, symmetric cryptography uses only a single key to apply

and remove a cryptographic function on data.

[0039] Where the device 106 provides asymmetric cryptographic processing, the cryptographic
device may generate a public/private key pair. Alternatively, the cryptographic keys may be pre-

configured during manufacture or setup of the cryptographic device. The public key may be
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stored in memory storage 212 and communicated to communication parties as required. In
contrast, private keys will not be communicated external to the device, and will be stored in
memory storage 212. The cryptographic device may also store public keys received from

communication partners.

[0040] As noted above, memory storage 212 may comprise a plurality of different memory
components. For enhanced security, private keys may be stored in a memory component which

is resistant to malicious access by an external party.

[0041] Since the cryptographic device performs cryptographic processing for the browser,
advantageously, the private key remains stored on the device, and there is no need to
communicate the private key outside the device 106. Accordingly, there is no need to entrust the
user’s private key with another party, such as a web server. As the private key is not stored by
another party, there is no concern that the private key will be disclosed unintentionally by the

other party, or discovered through a security breach of the other party.

[0042] The cryptographic keys stored in memory storage 212 may also include one or more
keys used to authenticate the identity of the user. A key used to authenticate the identity of the
user may be a private key which is associated with a corresponding public key, in the case that
asymmetric cryptography is used during authentication. Although enhanced security would result
from an authentication key differing from the one or more cryptographic keys used to provide
cryptographic services to the browser, it is envisaged that, for some implementations, a
cryptographic device may use the same cryptographic key for the provision of cryptographic

services to the browser and for the authentication of the user’s identity.

Communication parties

[0043] Asillustrated in Fig. 1, a communication partner 120 of a user may exist. A
communication partner is another user to which the user 102 has provided a public key 124
corresponding to the user’s private key (one of 114). The communication partner may also have
provided the user 102 with a public key associated with a private key of the communication
partner. Through use of the user’s public key 124, the communication partner 120 can provide
cryptographically processed information, such as digital signatures and encrypted information, to
the user 102. Furthermore, though the user’s use of the communication partner’s public key, the
communication partner can verify the authenticity of data signed by the communication partner’s

public key, or decrypt data encrypted by the communication partner’s public key.
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Multiple user identities

[0044] In some situations, it may be desirable for the cryptographic device to be configured to
maintain a plurality of identities for the user (or set of users) of the device. Situations in which
this may be advantageous include where the user operates both a personal and business identity,
or where the user has an administrator role in addition to their user role. Alternatively, or
additionally, the user may elect to maintain a plurality of identities and private keys for security

Or privacy purposes.

[0045] To accommodate a plurality of identities, the cryptographic device may be configured to
store a plurality of cryptographic keys within the memory store 212, so that each user identity
may be associated with a unique cryptographic key for enhanced security. The user of the device
may select one of the plurality of user identities when establishing a persistent peer-to-peer
connection with a browser. Additionally, it is to be understood that a cryptographic device may
establish a plurality of separate persistent peer-to-peer connections between one or more
browsers, whereby each of the separate connections may be associated with a different user

identity.

Configuration process

[0046] An exemplary mechanism for configuring the cryptographic device and the browser to
perform methods in accordance with this disclosure, will now be described. However, it will be
appreciated that there are numerous mechanisms and variations via which the cryptographic
device and the browser may be configured to perform methods in accordance with this

disclosure.

[0047] The user 102 downloads a cryptographic application 107 from an application server to
cryptographic device 106 and installs the cryptographic application. The application server may
be the same entity as web server 112. The user 102 triggers the execution of the cryptographic
application and creates a user account, for an identity of the user, by providing identifying
information such as a user name and authentication information such as a password, phrase or
other secret information known to the user. This identifying information and authentication
information is provided by the cryptographic application to the server 112 for storage. It is noted,
however, that persistent storage of the identifying and authentication information on server 112

is not essential and the keys maybe the only data stored in cryptographic device 106.
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[0048] If two-factor authentication is desired, the cryptographic application may also generate a
private/public key pair to be associated with the user identity for authentication purposes, storing
the private key in the memory storage 212, and providing the public key to the server 112, or a
storage location 116 accessible by the server 112. Accordingly, it will be possible for the server
who has access to the public key, to verify the identity of the user by applying the public key to a

digital signature that the user has signed with their private key.

[0049] The user 102 uses the browser to download a webpage 105 of a website from the web
server 112. The user may log into the website 105 using the same user identification information
used to create an account for the cryptographic application. Accordingly, the user may be logged
into both the website and the cryptographic application on the cryptographic device; however

this is not essential.

[0050] The user may now take steps to establish a persistent peer-to-peer connection between
the browser and the cryptographic device, so that the cryptographic device may provide

cryptographic services to the browser.

Persistent peer-to-peer connections

[0051] A persistent peer-to peer connection provides a communication channel between two
internet connected applications, e.g. a browser 105 and a cryptographic application 107

executing on a cryptographic device.

[0052] Communication across the persistent peer-to-peer connection may be achieved via
various communication protocols. One peer-to-peer communication protocol which may be
applied in accordance with aspects of this disclosure is the Web Real-Time Communication
(WebRTC) application programming interface (API). WebRTC provides web browsers and other
internet connected applications with real-time communications via simple APIs, including the
RTCPeerConnection API, which provides a mechanism for establishing a peer-to-peer
connection, and the RTCDataChannel API, which provides a mechanism to transmit arbitrary

data over the peer-to-peer connection.

[0053] Accordingly, a peer-to-peer connection, allows peer devices to communicate bit
streams, files, audio or video communications and other data forms, by providing a direct
communication channel between peers, over the Internet Protocol. This eliminates the need for a

dedicated server to relay communications from a transmitting peer to a receiving peer.
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Signalling

[0054] To establish a peer-to-peer connection between one internet connected application and
another internet connected application, to the participants perform a signalling process, whereby
identifying and locating information is exchanged between the peer applications. Signalling

allows the applications to exchange metadata to coordinate communication.

[0055] Exemplary information communicated during the signalling process includes network
data, which reveals where the applications are located on the internet (IP address and port) so
that each application can locate the other. Other information that may be communicated during
the signalling process includes session control information which determines when to initialise,
close and modify the peer-to-peer connection; and configuration data, which indicates the
functional range of the applications, and what type of data can be communicated across the
connection. Additionally, signalling may include an authentication and authorisation mechanism

to verify the identity of the user.

Signalling methods

[0056] One method of implementing a peer-to-peer connection is to provide signalling
information via a server; however, there are situations in which it may be undesirable to use a
server to facilitate the signalling process due to limited server bandwidth, speed or privacy
concerns. Accordingly, it may be desirable to provide a signalling mechanism that does not

necessitate the use of a server, to establish a peer-to-peer connection.

[0057] Signalling information may be sent from a first peer to a second peer ‘out of band’,
meaning that the signalling information is transmitted via a communication means that is not the
channel over which the peer-to-peer connection will be established. One method for transmitting
the signalling information ‘out of band’ is to provide the signalling information as a QR code
which can be displayed on a display of the initiating peer device. A responding peer can then

receive the signalling information by capturing the QR code using a camera input.

[0058] An initiating peer may transmit signalling information to a responding peer through
other ‘out of band’ mechanisms including, but not limited to, SMS, email, Near Field

Communications, Bluetooth, hardwired connection, manual input or via USB.

Embodiment - Establishing a persistent peer-to-peer-connection
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[0059] A method of establishing a persistent peer-to-peer connection between a browser and a
cryptographic device, using a QR code to transmit the signalling information, will be described
with reference to Fig. 3, which illustrates a method 300 as performed by a browser 105, and Fig.
4, which illustrates a complementary method 400 as performed by a cryptographic application
107 executing on a cryptographic device, in the form of a mobile phone 106. The exemplary
methods illustrated in Figures 3 and 4 use the WebRTC protocol to establish the persistent peer-

to-peer connection.

[0060] In step 302, the user authenticates themselves to the webpage executing within the
browser, by entering a username and password to log into the webpage. Alternatively, some
other means of user authentication may be utilised. In some situations, step 302 may not be
required, as the cryptographic device may provide user identification during the establishment of

the persistent peer-to-peer connection.

[0061] At step 302, it may also be appropriate for the user or the browser to configure

parameters pertaining to the type of cryptographic services that are desired.

[0062] In step 304, in response to receiving an input trigger from the user, such a mouse click
on a webpage button or URL, the browser displays a QR code which encodes signalling
information to initiate the establishment of a persistent peer-to-peer connection between the
browser 105 and the cryptographic device 106. The signalling information includes the public-
facing IP address of the browser, as well as the port and transport protocol to be used for the
persistent peer-to-peer connection. The signalling information may also include additional

information, such as information which identifies the webpage.

Signalling via QR Code

[0063] The mobile phone scans 404 the QR code using the phone’s camera. The image of the
QR code is then provided to a cryptographic application executing on the phone. In step 406, the

cryptographic application decodes the QR code to extract the signalling information.

Authentication challenge

[0064] In some applications, it may be desirable to authenticate, during establishment of the
persistent peer-to-peer connection, that the cryptographic device is appropriately associated with

user identity used to log into the browser. In other applications, this authentication process may
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not be needed or desired; for example, if the webpage allows connections as a guest, or where

the user’s identity has been otherwise authenticated.

[0065] In the embodiment illustrated in Figures 3 and 4, the browser requires the authentication
of the cryptographic device in relation to the user’s logged in identity. Accordingly, the
signalling information provided in the QR code, in step 304, also includes authentication
challenge data, which will be used to authenticate that the cryptographic device is associated
with the user identity used to log in to the browser. The authentication challenge data may be a

pseudo-randomly generated bit-string.

[0066] In step 408, the cryptographic application determines the authentication challenge data
from the QR code, and in step 410, the cryptographic device calculates a signature of the
challenge data using an authentication key stored on the cryptographic device, to produce signed
authentication challenge data. The authentication key may be the private key of a public/private
key pair which identifies the user identity by which the user logged into the cryptographic device

and the browser in steps 302 and 402, respectively.

[0067] In step 412, the cryptographic application prepares a signalling response message,
which includes cryptographic device identification information, such as an IP address and a port
of the cryptographic device. The cryptographic device identification information may also
include a list of cryptographic services supported by the device. The signalling response message

also includes the signed authentication challenge data.

[0068] The cryptographic application then transmits 412 the signalling response message, via

the internet, to the browser at the IP address and port specified in the QR code.

[0069] In step 306, the browser receives the signalling response message from the
cryptographic device. Accordingly, now both the browser and the cryptographic device know the
connection details (IP address and port) of the other peer, and therefore a persistent peer-to-peer
connection can be established. However, in the exemplary embodiment illustrated in Figures 3
and 4, the browser requires authentication of the user’s identify before establishment of the

persistent peer-to-peer connection.

[0070] In step 308, the browser extracts the signed authentication challenge data from the

signalling response message received from the cryptographic device, and provides the signed
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authentication challenge data to the web server 112. Retrieving the public key 118 associated
with the user identity with which the user logged into the web page, the web server 112 verifies
that the authentication challenge data has been signed with the user’s private key, by considering

the challenge data with the digital signature and the user’s public key.

[0071] If there is a discrepancy which indicates that the private key used to sign the
authentication challenge data is not complementary to the public key associated with the user’s
logged in identity, then the browser may elect to abort 314 the establishment of the persistent

peer-to-peer connection.

[0072] Otherwise, the browser considers that the user’s identity has been authenticated, and the
browser 105 proceeds with negotiating session parameters 312, 414 with the cryptographic

device 106 over the persistent peer-to-peer connection 108.

[0073] In accordance with the WebRTC API, the Session Description Protocol (SPD) may be
used to describe the parameters of the persistent peer-to-peer connection, including the types of
media to be exchanged between the browser and the cryptographic device, transport protocols,

bandwidth information and other metadata, as desired to be negotiated.

[0074] Once the session parameters have been settled, the persistent peer-to-peer connection is

established 316, 416 and the provision of cryptographic services to the browser, may begin.

Browser method

[0075] Fig. 5 illustrates a method 500 for obtaining cryptographic services for a browser
executing a webpage. In step 504, the browser takes steps to establish the persistent peer-to-peer
connection with the cryptographic device. The establishment of the persistent peer-to-peer
connection may occur in response to the browser receiving user input such as the click of a

webpage button, or a URL.

[0076] An exemplary method for establishing a persistent peer-to-peer connection has been
described in relation to Figures 3 and 4; however, alternative methods for establishing a
persistent peer-to-peer connection may be utilised. Once the peer-to-peer connection has been
established, the browser awaits a user input 506 to indicate that cryptographic processing is

requested.
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[0077] The user input 506 can take a variety of forms. By way of non-limiting examples, the
user input 506 may be in the form of a mouse-click on a webpage button or hyperlink, selecting

text and right clicking to select a menu option, the use of the browser navigation icons or menu.

[0078] In step 508, the browser forms a request message in the form of a data packet which
includes including data to be cryptographically processed by the cryptographic device and other
information, as required, to specify the parameters of the cryptographic processing. It is
envisaged that in some cases, it will not be necessary to specify the parameters of the
cryptographic processing, in particular, in situations where the cryptographic device is
configured to only provide one processing function, or where the processing function to be
performed by the device has already been specified during the establishment of the persistent

peer-to-peer connection.

[0079] In step 510, the browser waits for and receives a response message from the
cryptographic device over the peer-to-peer connection. The response message contains the result
of the cryptographic processing of the data by the cryptographic device. In response to receiving
this cryptographic result, the browser provides the cryptographic result to the webpage 512.
Depending upon the configuration of the webpage, the browser provides the cryptographic result
to the webpage via various means, including, but not limited to, updating the webpage to display
the cryptographic result, embedding or entering the cryptographic result into the code of the
webpage, entering the result into a web form input of the web page, providing the result as an
AJAX HTTP request, or a HTML parameter value. Additionally, or alternatively, the browser
may provide the cryptographic result to the server 112 hosting the webpage, which may result in
the server 112 providing a revised or new webpage to be displayed in the browser 105.
Alternatively, the cryptographic result may remain local to the webpage, and not be transmitted

to the webserver or other applications.

[0080] Following, step 512, the method of the browser returns to step 506 in which the browser
waits to receive further input from the user. Notably and advantageously, the peer-to-peer
connection is persistent, which means it remains established and open for multiple iterations of
steps 506 to 512. Therefore, further requests can be processed with minimal latency, and with

less user input.

Device method
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[0081] Fig. 6 illustrates a method 600 performed by the cryptographic device 106, according to

one aspect of the present disclosure.

[0082] In step 602, the cryptographic device 106 establishes a persistent peer-to-peer
connection 108 with the web browser 105. An exemplary method for establishing a persistent
peer-to-peer connection has been described in relation to Figures 3 and 4; however, alternative

methods for establishing connection 108 may be utilised.

[0083] In step 604, the cryptographic device 106 waits to receive a request message from the
browser 105 over the persistent peer-to-peer connection 108. The request message may be in the
form of a data packet containing an indication of the cryptographic function requested to be
performed. The data packet may also contain data to which the cryptographic function is to be
applied, or an indication of such data, and additional information as required by a particular
embodiment. The format and contents of the request message may be configured during the
establishment of the peer-to-peer connection, or may be preconfigured into the browser and the

cryptographic device.

[0084] In step 606, cryptographic device 106 analyses the request message transmitted by the
browser over the peer-to-peer connection to determine the cryptographic function to be applied,
and the data to which that function should be applied. Depending upon the configuration of the
cryptographic device, the device may also seek confirmation from the user to proceed with

performing the cryptographic function as requested. The device may seck confirmation by

displaying the details of the cryptographic function request on a display of the device, and then
wait to receive input from the user to thereby confirm that the cryptographic processing should

proceed.

[0085] The device 106 then selects an appropriate cryptographic key 114 from the memory
storage 212. In embodiments where a plurality of cryptographic keys are stored in memory
storage 212, the selection of the appropriate key may depend upon the user identity under which
the persistent peer-to-peer connection was established, the type of cryptographic processing

requested by the browser, the type of data to be cryptographically processed, or other factors.

[0086] The device 106 then performs cryptographic processing 606 on the determined data,
using the selected cryptographic key, to produce a cryptographic result. In step 608, the
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cryptographic result is then packaged by the device into a response message which is transmitted

back to the browser via the persistent peer-to-peer connection.

[0087] The method of the device then returns to step 604, whereby the device waits for further
request messages from the browser to be received over the persistent peer-to-peer connection..
Notably and advantageously, the peer-to-peer connection which was established in step 602 is
persistent, which means that it remains established through multiple iterations of steps 604, 606

and 608.

Transport layer encryption

[0088] To ensure transmissions between the browser and the cryptographic device are secure, a
transport layer encryption protocol may be applied to messages transmitted over the persistent
peer-to-peer connection. An exemplary transport layer encryption protocol is Datagram
Transport Layer Security (DTLS), which is designed to protect data privacy and prevent
cavesdropping and tampering. It will be appreciated, however, that many other transport layer

encryption protocols that are compatible with the Internet Protocol may be used.

[0089] Transport layer encryption may be applied to request messages transmitted by the
browser to the cryptographic device. Furthermore, transport layer encryption may be applied to
response messages transmitted by the cryptographic device to the browser. Accordingly, the
cryptographic result embedded in the response message, may be further encrypted due to the

application of transport layer encryption.

Persistent peer-to-peer connection

[0090] Fig. 7 is a message flow diagram 700 which illustrates request and response messages
being transmitted between the browser 105 and the cryptographic device 106, over an
established peer-to-peer connection 108, in accordance with an aspect of this disclosure. At the
establishment of the persistent peer-to-peer connection 108, there may be a series of messages
705 transmitted between the browser and the cryptographic device which negotiate the

parameters of the communication session.

[0091] Messages 706 and 708 are a request and response pair, in which the browser has
requested cryptographic processing from the device, and has received a cryptographic response

from the cryptographic device. Similarly, messages 710 and 712 are another request and
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response pair, in which the browser has requested further cryptographic processing from the

device, and has received a further cryptographic response from the cryptographic device.

[0092] Advantageously, multiple request and response pairs may be transmitted over the
persistent peer-to-peer connection while established, as illustrated by request and response
messages 714 and 716. Advantageously, the browser need not establish a connection each time

cryptographic processing is required.

[0093] Eventually, the browser may determine that the services of the cryptographic device are
no longer required, for example, if the user logs out of the webpage, or takes action to sever the
persistent peer-to-peer connection. The browser may then take steps to close the persistent peet-
to-peer connection, thus freeing up resources associated with the connection. If the peer-to-peer
connection is a WebRTC connection, the connection maybe closed by invoking the
RTCPeerConnection.close() method, which terminates agents associated with the WebRTC
connection. A close message 718 may be transmitted, which triggers the cryptographic device to

close the connection, and to cease listening for further request messages via the connection.

[0094] It is understood that a peer-to-peer connection may close unexpectedly, due to a fault at
the browser or at the cryptographic device, or a network fault. To ameliorate the effect of a
closure of the connection, and to enable fast reestablishment of a connection, the browser may
store the connection details (e.g. IP address and port) of the cryptographic device so that the

connection may be reactivated through the renegotiation of session parameters.

Embodiment — Browser connecting

[0095] An embodiment of the methods as described in Figures 5 and 6, will now be illustrated

with reference to Figs. 8a-f.

[0096] Figs. 8a-f illustrates a browser 802 displaying webpages 803a-f.. Webpages 803a-f are
illustrative of one or more webpages of a website in which users can post messages to a message
board. Various forms of message boards exist, including those within social media platforms.
Message boards enable users to post content, which is attributed to the user and viewable or

accessible by other parties.

[0097] The browser task bar 804 is located at the top of the browser and provides navigational

control to the user of the browser. Located in the middle of the webpage 803a is a web form
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element 806a in the form of a text box. The user may enter data into this text box in the usual

manner.

[0098] To the right of the webpage 803a, is an interface 808a which indicates whether the
browser is connected to a cryptographic device via a persistent peer-to-peer connection. As
indicated by the unlocked padlock icon 809, the browser illustrated in Fig. 8 is not currently
connected to a cryptographic device via a persistent peer-to-peer connection. A Connect button
810, is provided under the padlock icon 809. A user may click the Connect button 810 to trigger
the browser to initiate the establishment of a persistent peer-to-peer connection to a

cryptographic device.

[0099] Fig 8b illustrates the browser 802 displaying a modified version 803b of webpage 803a,
as a result of the user clicking the Connect button §10 on webpage 803a. In the example
illustrated in Fig 8b, the browser 802 displays a Scan to Connect box 812 in the middle of
webpage 803b. This box contains a QR code 814 which encodes signalling information
sufficient to initiate the establishment of a persistent peer-to-peer connection between the

browser 802 and a cryptographic device.

[0100] The further steps taken by the browser and the cryptographic device to establish the

persistent peer-to-peer connection have been described with regards to Figures 3 and 4.

Embodiment - Signing

[0101] Fig &c illustrates the webpage 803c, executing in browser 802, upon establishment of
the persistent peer-to-peer connection between the browser 802 and the cryptographic device.
The locked padlock icon 809c provides a visual representation to the user that the peer-to-peer

connection is currently established.

[0102] It can be seen that the user has entered the text “Hello world” 807 into web form
element 806¢. To post the message directly to the message board, so that other users may see the
message, the user may click on the Post button 819c. However, the user may want to provide
assurance that the message 807 to be posted to the message board originated from that user, and
that the message has not been altered before being posted to the message board. Accordingly, the
user may elect to sign the message by calculating a signature over the message contents. To
achieve this, the user clicks on the Sign button 818, as indicated by the shading pattern of button

818. In response, the browser packages the user’s message 807 into a request for cryptographic
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processing by signing, and transmits the request to the cryptographic device over the peer-to-
peer connection. The cryptographic device applies a digital signature to the user’s message 807,
for example, by applying a one-way hash of the user’s message using a public/private key pair
stored in memory storage 212, in accordance with the steps 604 to 608 of Fig. 6, and transmits

the digital signature to the browser in a response message.

[0103] The browser receives the digital signature and, in accordance with the example
illustrated in Fig. 8d, provides the signature to the web page. The webpage displays the digital
signature 817 below the user’s message 807 in the web form element 806d. Alternatively, a
browser in accordance with this disclosure, may not display the digital signature within the
browser, but may embed the digital signature information within data associated with the
webpage. The browser may visually depict that the user’s message 807 has been signed through

the use of different colouring, shading, location upon the webpage, indicative icons or the like.

[0104] It is noted that, the browser may initiate the message signing process upon posting the
message, as a matter of course, or as dependent upon the configuration of the webpage or the
user. Furthermore, a browser in accordance with this disclosure, may initiate the posting of the
user’s message 807 upon signing the message, as a matter of course, or as dependent upon the

configuration of the webpage or the user.

[0105] Fig. 8e illustrates the browser 802 with the user’s message 821 and its associated

signature 822 posted to the message board.

Embodiment — Encrypting

[0106] In addition to the option of signing the message, as provided by the Sign button 818, the
user has the option of encrypting the message 807 for decryption by communication partner 120.

Such message encryption, as performed by Author C, is illustrated in relation to message 826.

[0107] To encrypt the message 807, the user clicks on the Encrypt button 820. In response, the
browser packages the user’s message 807 into a request for cryptographic processing by
encryption, and transmits the request to the cryptographic device over the persistent peer-to-peer
connection. The cryptographic device encrypts the user’s message 807 using the communication
partner’s public key stored on the cryptographic device, for example in accordance with the steps
604 to 608 of Fig. 6, and transmits the encrypted message to the browser, as a cryptographic

result, in a response message.
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[0108] The browser receives the encrypted message and provides the cryptographic result to
the webpage. As exemplified by message 826, the webpage may display the encrypted message

in association with the user’s identity.

Embodiment - Verifying

[0109] Figures 8c-e also illustrate message verification functionality, according a further aspect
of the present disclosure. As indicated by status box 808c-e in Figs. 8c-e, a peer-to-peer
connection remains established between the browser and a cryptographic device. A Verify button
827 is collocated with a message 824 posted by exemplary author, Author B. Message 824 is
also collocated with digital signature 825, which provides prime facia indication that message

&24 has been signed by Author B.

[0110] A user of browser 802 may use the cryptographic device to verify that the digital
signature 825 associated with message 824 has been produced by Author B. In the exemplary
scenario as illustrated in Fig 8a-e, the user of browser 802 and the cryptographic device is a
communication partner of Author B, and has exchanged public keys with Author B via the
Public Key Infrastructure. Accordingly, the cryptographic device 106 stores two keys associated
with Author B: a public key to be used when transmitting information to Author B; and a private
key to be used when receiving information from Author B. The public key which is
complementary to the stored private key has been provided to Author B, and is used by Author B

to calculate a signature 825 of message 824.

[0111] Accordingly, when the user clicks on the Verify button 827 collocated with message
824 and digital signature 825, the browser forms a request message containing message 824,
digital signature 825, information identifying Author B (such as a username), and an indication
that the request pertains to a verification function. The browser transmits this request message to

the cryptographic device via the established peer-to-peer connection.

[0112] Upon receipt of the request message, the cryptographic device determines the private
key associated with Author B, and uses the private key to determine whether the digital signature
825 transmitted in the request message, has been produced over message 824 and Author B’s
private key. The cryptographic device then forms a response message, to be transmitted to the
browser over the peer-to-peer connection, including a cryptographic result which either verifies
the validity of digital signature 825, or refutes the validity of digital signature 825, in accordance

with the cryptographic device’s determination.
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[0113] The browser provides the cryptographic result to the webpage. Depending upon the
functionality coded in the webpage, the webpage may indicate a verified signature through a
change in colour, shading, collocated icons or otherwise. Similarly, a webpage may indicate a
refuted signature by changing the appearance of the message 824 and digital signature 825, or by

removal of the same.

Embodiment - Decrypting

[0114] Figures 8c-e also illustrate message decryption functionality, according a further aspect
of the present disclosure. As indicated by status box 808c-e in Figs. 8c-e, a persistent peer-to-
peer connection remains established between the browser and a cryptographic device. A Decrypt

button 828 is collocated with a message 826 posted by exemplary author, Author C.

[0115] Message 826 has been encrypted using asymmetric encryption prior to posting by
Author C, using a public cryptographic key associated with the user. In order for the user of the
browser 802 to view the unencrypted contents of message 826, it will be necessary to decrypt

message 826 using the user’s private cryptographic key.

[0116] In the exemplary scenario as illustrated in Fig 8c-e, the user of browser 802 and the
cryptographic device is a communication partner of Author C, and has exchanged public keys
with Author C via the Public Key Infrastructure. Accordingly, the cryptographic device currently
stores a public key associated with Author C, and a private key for communication with Author
C. The public key which is complementary to the private key for communication with Author C

has been provided to Author C, and is used by Author C to produce encrypted message 826.

[0117] Accordingly, when the user clicks on the Decrypt button 828 collocated with encrypted
message 826, the browser forms a request message containing encrypted message 826,
information identifying Author C (such as a username), and an indication that the request
pertains to a decryption function. The browser transmits this request message to the

cryptographic device via the established peer-to-peer connection.

[0118] Upon receipt of the request message, the cryptographic device retrieves from the
memory source 812 a public cryptographic key associated with Author C and suitable to decrypt
encrypted message 826. The cryptographic device then decrypts encrypted message 826 by
applying the public cryptographic key, and returns the decrypted message, as a cryptographic

result, to the browser, in a response message, via the persistent peer-to-peer connection 108.
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[0119] The browser provides the cryptographic result to the webpage. Depending upon the
functionality coded in the webpage, the webpage may display the decrypted message from
Author C in place of the encrypted message 826. The cryptographic result may remain local to

the webpage, and not transmitted to the webserver or other applications.

Signing, Verifying and Decrypting Files and other data

[0120] Inrelation to Fig 8a-e, there has been described methods of signing text based data (i.e.
messages posted to a message board), verifying signatures associated with text based data,
encrypting and decrypting text based message; however, the above described techniques may
also have application in signing, verifying, encrypting and decrypting data other than text

messages posted to a message board.

[0121] In particular, the methods and devices described herein may be applied to applications
such as the signing of documents of certificate, transcripts, medical prescriptions, photographs

and any data to which encryption and/or signatures may be applied using a cryptographic key.

Embodiment — Uploading Files

[0122] A cryptographic device in accordance with another aspect of the present disclosure, may
be configured to transmit confidential information from the cryptographic device to the browser
securely. For example, Fig. 8f illustrates browser 802 displaying a further version of webpage
803f, which enables the uploading of encrypted or signed files. The locked padlock icon 809f
indicates that a peer-to-peer connection has been established between the browser and a
cryptographic device associated with Author A. The “Upload signed file” button 830 provides
the user of the browser with the functionality to provide a file signature for a file, whereby the
file signature may be verified by the user’s communication partner 120. This functionality
includes applying a cryptographic key to the file, and uploading the file and its associated
signature from the cryptographic device to the browser via the persistent peer-to-peer

connection.

[0123] To enable this functionality, the following steps may be taken. The user 8§02, as Author
A, selects a file to be uploaded and clicks on the “Upload signed file” button 830. The browser
transmits a request message, which includes a file reference and a request for the creation of a
file signature, to the cryptographic device 106 via the peer-to-peer connection 108. The

cryptographic device 108 locates and retrieves the file from memory source 212, and applies the
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public key of communication partner 120 to the file contents to calculate a file signature. The
cryptographic device transmits the file and its associated signature, as a cryptographic result, to

the browser, in a response message, via the peer-to-peer connection.

[0124] The browser then provides the cryptographic result to the webpage. Depending upon the
configuration of the webpage, the browser may then upload the file and its associated signature
to a web server, and may provide an indication of the uploaded file upon the webpage. For
example, text 834 indicates the previous upload of a file entitled ‘Academic transcript (Author
A).pdf”. A file signature has been created by the cryptographic device for this file 834, as
indicated by the tick icon 838.

[0125] The provision of file signatures with uploaded files enables a communication partner of
the uploading user to be able to verify that the file originated from the uploading user, and has
not been altered since uploading. The communication partner 120 applies the communication

partner’s private key to the file to determine whether the associated signature verifies the file.

[0126] Furthermore, file encryption functionality can be provided in much the same way as the
generation of file signatures as described above. The user 102, as Author A, selects a file to be
uploaded and clicks on the “Upload encrypted file” button 832. The browser transmits a request
message, which includes a file reference and a request for an encryption of the file, to the
cryptographic device 106 via the peer-to-peer connection 108. The cryptographic device 108
locates and retrieves the file from memory source 212, and applies the communication partner’s
public cryptographic key to the file contents to encrypt the file. The cryptographic device
transmits the encrypted file to the browser, as a cryptographic result, in a response message, via

the persistent peer-to-peer connection.

[0127] The browser provides the cryptographic result to the webpage. Depending upon the
configuration of the webpage, the browser may then upload the encrypted file to a web server,
and may provide an indication of the uploaded encrypted file upon the webpage. For example,
text 836 indicates the previous upload of an encrypted file entitled ‘Curriculum Vitae (Author
A).pdf”. This file has been encrypted by the cryptographic device, as indicated by the padlock
icon 840.

[0128] The communication partner 120 may apply the communication partner’s private key to

the file to decrypt the file.
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[0129] It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the above-described embodiments, without departing from the
broad general scope of the present disclosure. The present embodiments are, therefore, to be

considered in all respects as illustrative and not restrictive.

[0130] Throughout this specification the word "comprise", or variations such as "comprises" or
"comprising”, will be understood to imply the inclusion of a stated element, integer or step, or
group of elements, integers or steps, but not the exclusion of any other eclement, integer or step,

or group of elements, integers or steps.
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CLAIMS:

1. A method for obtaining cryptographic services for a browser executing a webpage, the
method comprising:
establishing a persistent peer-to-peer connection over a wireless Internet Protocol
communication network between the browser and a cryptographic device;
in response to receiving user input to the webpage, transmitting, by the browser, data
indicated by the user input over the persistent peer-to-peer connection to the cryptographic
device, for cryptographic processing of the data by the cryptographic device using a
cryptographic key stored on the cryptographic device to produce a cryptographic result; and
receiving, by the browser, the cryptographic result over the persistent peer-to-peer
connection from the cryptographic device, and providing the cryptographic result to the
webpage,
wherein establishing the persistent peer-to-peer connection comprises the steps of,
signalling, by the browser, signalling information including challenge
information,
receiving, by the browser, response information from the cryptographic device,

the response information including a challenge response based on the challenge information.

2. The method of claim 1, further comprising:

receiving, by the cryptographic device, from the browser, data via the persistent peer-to-
peer connection between the browser and the cryptographic device;

performing, by the cryptographic device, the cryptographic function on the data using
the cryptographic key stored on the cryptographic device, to produce the cryptographic result;
and

transmitting, by the cryptographic device, the cryptographic result to the browser, over

the persistent peer-to-peer connection.

3. The method of claim 1 or 2, wherein the persistent peer-to-peer connection remains
established over multiple iterations of the steps of:

transmitting, by the browser, the data over the persistent peer-to-peer connection to the
cryptographic device; and

receiving, by the browser, the cryptographic result over the persistent peer-to-peer

connection from the cryptographic device.
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4. The method of claim 1, further comprising sending confidential data stored on the

cryptographic device, from the cryptographic device to the browser.

5. The method of any one of the preceding claims, wherein the cryptographic processing
of the data by the cryptographic device comprises signing or encrypting the data with the

cryptographic key to produce the cryptographic result.

6. The method of any one of the preceding claims, wherein the browser embeds the

cryptographic result in the webpage.

7. The method of any one of the preceding claims, wherein the browser provides the

cryptographic result to a server hosting the webpage.

8. The method of claim 7, wherein the browser receives an updated webpage from the

server hosting the webpage, in response to providing the cryptographic result to the server.

9. The method of any one of the preceding claims, wherein the signalling information is
necessary to establish a peer-to-peer connection, and the response information is necessary to

establish a peer-to-peer connection.

10. The method of claim 9, wherein the signalling information is signalled via a

communication channel other than the peer-to-peer connection.

11. The method of claim 9 or 10, wherein signalling the signalling information comprises

displaying a QR code which encodes the signalling information.

12. The method of any one of the preceding claims, wherein the method further comprises

injecting, by the browser, software that defines the method into the webpage.

13. The method of claim 9, wherein the signalling information includes user device
identification information and the challenge information and the cryptographic device signs the
challenge information by applying an authentication key to the challenge information to produce

the challenge response.
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14. The method of claim 9, wherein the response information includes cryptographic device

identification information and the challenge response.

15. The method of any one of the preceding claims, wherein the data is indicative of data

entered by a user of the browser into an input field of the webpage.

16. The method of any one of the preceding claims, wherein establishing a persistent peer-
to-peer connection between the browser and the cryptographic device occurs in response to

receiving establishment input from the user of the user device.

17. A method of obtaining cryptographic services for a browser executing a webpage on a

user device, the method comprising:

establishing a persistent peer-to-peer connection between the browser and a
cryptographic device;
in response to receiving user input to the webpage, transmitting, by the browser, data
indicated by the user input over the persistent peer-to-peer connection to the cryptographic
device;
applying, by the cryptographic device, a cryptographic function to the data using a
cryptographic key stored on the cryptographic device, to produce a cryptographic result; and
transmitting, by the cryptographic device, the cryptographic result to the browser, over
the persistent peer-to-peer connection,
wherein establishing the persistent peer-to-peer connection comprises the steps of,
signalling, by the browser, signalling information including a challenge
information,
receiving, by the cryptographic device, the signalling information,
transmitting, by the cryptographic device, response information including a

challenge response based on the challenge information.

18. A method of providing cryptographic services to a browser executing a webpage, the
method comprising:
establishing a persistent peer-to-peer connection between the browser and a

cryptographic device;
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receiving data, from the browser, via a persistent peer-to-peer connection between the
browser and the cryptographic device;
performing, by the cryptographic device, a cryptographic function on the data using a
cryptographic key stored on the cryptographic device, to produce a cryptographic result; and
transmitting, by the cryptographic device, the cryptographic result to the browser, over
the persistent peer-to-peer connection,
wherein establishing the persistent peer-to-peer connection comprises the steps of,
receiving, from the browser, signalling information including challenge
information,
transmitting, by the cryptographic device, response information including a

challenge response based on the challenge information.

19. A browser executing a webpage on a user device, the browser configured to:

establish a persistent peer-to-peer connection between the browser and a
cryptographic device;

in response to receiving a user input to the webpage, transmit data indicated by
the user input over the persistent peer-to-peer connection to the cryptographic device for
cryptographic processing of the data using a cryptographic key stored on the cryptographic
device, to produce a cryptographic result; and

receive the cryptographic result over the persistent peer-to-peer connection from
the cryptographic device,

wherein establishing the persistent peer-to-peer connection comprises the steps of,
signalling signalling information including challenge information,
receiving response information including a challenge response based on the

challenge information.

20. A cryptographic device configured to:

establish a persistent peer-to-peer connection between a browser executing a webpage,
and an cryptographic application executing on the cryptographic device;

receive data from the browser, via the persistent peer-to-peer connection;

perform a cryptographic function on the received data, using a cryptographic key stored
on the cryptographic device, to produce an cryptographic result;

transmit the cryptographic result to the browser, via the persistent peer-to-peer

connection,
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wherein establishing the persistent peer-to-peer connection comprises the steps of,
receiving signalling information including challenge information,
transmitting response information including a challenge response based on the

challenge information.
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