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SUBMARINE CABLE FAULT DETERMINING 
METHOD AND APPARATUS 

FIELD OF THE INVENTION 

[ 0001 ] This application relates to the field of submarine 
cable communication , and in particular , to a submarine cable 
fault determining method and apparatus . 

BACKGROUND OF THE INVENTION 

[ 0002 ] Development trend of the submarine cable com 
munication system is gradually opening the cable , to realize 
decoupling the submarine cable communication system and 
a terminal transmission equipment ( TTE ) . In other words , a 
same submarine cable communication system may purchase 
TTEs of different manufacturers . 
[ 0003 ] FIG . 1 shows a schematic architectural diagram of 
an open cable communication system , including a land 
terminal device 100 , an undersea device 200 , a network 
management system ( NMS ) 300 , and a TTE NMS 400. The 
land terminal device 100 includes an open cable access 
equipment ( OCAE ) 101 and a TTE 102. The undersea 
device 200 includes a submarine cable , an optical amplifier , 
a branching unit ( BU ) , a reconfigurable optical add - drop 
multiplexer ( ROADM ) , an optical equalizer ( OEQ ) , and 
other devices . The NMS 300 manages the OCAE 101 
through data communication network ( DCN ) , and indi 
rectly manages the undersea device 200 through the OCAE 
101. The TTE 102 communicates with the OCAE 101 
through an open interface . The TTE NMS 400 is responsible 
for managing the TTE 102. The TTE 102 may provide alarm 
information about a submarine cable fault , and send the 
alarm information to the NMS 300 by using the TTE NMS 
400 . 
[ 0004 ] However , because the TTE 102 may come from 
different manufacturers , there is no unified standard about 
communication of the alarm information between the TTE 
NMS 400 and the NMS300 . Therefore , it is very difficult in 
the prior arts to uniformly obtain alarm information about a 
submarine cable fault . 

the submarine cable fault determining method provided in 
an embodiment of this application , devices communicating 
through a submarine cable send heartbeat signals to each 
other , and the network management system collects results 
about whether each device receives the heartbeat signal from 
an opposite terminal , so as to determine that a fault occurs 
to the submarine cable between which two devices , thus 
realizing detecting whether a fault occurs to the submarine 
cable , without depending on TTE . 
[ 0008 ] In a possible implementation , the determining , by 
the network management system based on the first detection 
information and the second detection information , whether 
a fault occurs to the submarine cable between the first device 
and the second device includes that : if the first detection 
information indicates that the first device does not receive 
the second heartbeat signal from the second device through 
the submarine cable , the network management system deter 
mines that a fault occurs to the submarine cable in a 
transmission direction from the second device to the first 
device ; and if the first detection information indicates that 
the first device receives the second heartbeat signal from the 
second device through the submarine cable , the network 
management system determines that no fault occurs to the 
submarine cable in the transmission direction from the 
second device to the first device . 
[ 0009 ] In a possible implementation , the determining , by 
the network management system based on the first detection 
information and the second detection information , whether 
a fault occurs to the submarine cable between the first device 
and the second device includes that : if the second detection 
information indicates that the second device does not receive 
the first heartbeat signal from the first device through the 
submarine cable , the network management system deter 
mines that a fault occurs to the submarine cable in a 
transmission direction from the first device to the second 
device ; and if the second detection information indicates that 
the second device receives the first heartbeat signal from the 
first device through the submarine cable , the network man 
agement system determines that no fault occurs to the 
submarine cable in the transmission direction from the first 
device to the second device . 
[ 0010 ] In a possible implementation , before the receiving , 
by a network management system , first detection informa 
tion from a first device during a first preset time , and 
receiving second detection information from a second 
device during a second preset time , the method further 
includes : detecting , by the network management system , 
that no fault occurs to the first device and the second device . 
If a fault occurs to the first device or the second device , 
detection information sent thereby may be inaccurate or the 
network management system cannot receive the correspond 
ing detection information . 
[ 0011 ] In a possible implementation , before the receiving , 
by a network management system , first detection informa 
tion from a first device during a first preset time , the method 
further includes : receiving second indication information by 
the network management system , where the second indica 
tion information is used to indicate that the second device 
successfully sends the second heartbeat signal ; and before 
the receiving second detection information from a second 
device during a second preset time , the method further 
includes : receiving first indication information by the net 
work management system , where the first indication infor 
mation is used to indicate that the first device successfully 

SUMMARY OF THE INVENTION 

[ 0005 ] Embodiments of this application provide a subma 
rine cable fault determining method and apparatus for real 
izing detecting whether a fault occurs to a submarine cable , 
without depending on TTE . 
[ 0006 ] To achieve the foregoing objective , the following 
technical solutions are used in the embodiments of this 
application . 
[ 0007 ] According to a first aspect , a submarine cable fault 
determining method is provided , including : receiving , 
network management system , first detection information 
from a first device during a first preset time , and receiving 
second detection information from a second device during a 
second preset time , where the second detection information 
is used to indicate whether the second device receives a first 
heartbeat signal from the first device through a submarine 
cable , and the first detection information is used to indicate 
whether the first device receives a second heartbeat signal 
from the second device through the submarine cable ; and 
determining , by the network management system based on 
the first detection information and the second detection 
information , whether a fault occurs to the submarine cable 
between the first device and the second device . According to 
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sends the first heartbeat signal . The network management 
system may determine , based on the foregoing indication 
information , that a heartbeat signal of a transmit end is 
normally sent . 
[ 0012 ] In a possible implementation , before that the net 
work management system determines that a fault occurs to 
the submarine cable in a transmission direction from the 
second device to the first device , the method further 
includes : receiving , by the network management system , 
third detection information from the first device during a 
third preset time , where the third detection information is 
used to indicate whether the first device receives a fourth 
heartbeat signal from the second device through the subma 
rine cable . The network management system may determine , 
based on the detection information sent by the first device 
for multiple times , that a fault occurs to the submarine cable 
in the transmission direction from the second device to the 
first device . 
[ 0013 ] In a possible implementation , before that the net 
work management system determines that a fault occurs to 
the submarine cable in a transmission direction from the first 
device to the second device , the method further includes : 
receiving , by the network management system , fourth detec 
tion information from the second device during a fourth 
preset time , where the fourth detection information is used 
to indicate whether the second device receives a third 
heartbeat signal from the first device through the submarine 
cable . The network management system may determine , 
based on the detection information sent by the second device 
for multiple times , that a fault occurs to the submarine cable 
in the transmission direction from the first device to the 
second device . 
[ 0014 ] In a possible implementation , modulation frequen 
cies of the first heartbeat signal and the second heartbeat 
signal are higher than a cut - off frequency of an erbium 
doped fiber amplifier EDFA . In this way , the EDFA has little 
or no attenuation to a heartbeat signal . 
[ 0015 ] In a possible implementation , modulation depths of 
the first heartbeat signal and the second heartbeat signal are 
smaller than a preset threshold . In this way , service trans 
mission not affected , and an optical signal to noise ratio 
of a system is not reduced . 
[ 0016 ] In a possible implementation , carrier signals of the 
first heartbeat signal and the second heartbeat signal are 
modulated by means of total optical power . In this way , 
service bandwidth is not occupied . 
[ 0017 ] According to a second aspect , a submarine cable 
fault determining method is provided , including : sending , by 
a first device , a first heartbeat signal to a second device 
through a submarine cable , where the first heartbeat signal 
is sued to determine whether a fault occurs to the submarine 
cable in a transmission direction from the first device to the 
second device ; determining , by the first device , first detec 
tion information based on whether a second heartbeat signal 
from the second device is received during a first preset time 
through the submarine cable , where the first detection infor 
mation is used to indicate whether the first device receives 
the second heartbeat signal from the second device through 
the submarine cable ; and sending , by the first device , the first 
detection information to a network management system . 
According to the submarine cable fault determining method 
provided in an embodiment of this application , devices that 
communicate through a submarine cable send heartbeat 
signals to each other , and the network management system 

collects results about whether each device receives the 
heartbeat signal from an opposite terminal , so as to deter 
mine that a fault occurs to the submarine cable between 
which two devices , thus realizing detecting whether a fault 
occurs to the submarine cable , without depending on TTE . 
[ 0018 ] In a possible implementation , the method further 
includes : sending , by the first device , first indication infor 
mation to the network management system , where the first 
indication information is used to indicate that the first device 
successfully sends the first heartbeat signal . The network 
management system may determine , based on the foregoing 
indication information , that a heartbeat signal of a transmit 
end is normally sent . 
[ 0019 ] In a possible implementation , the method further 
includes : sending , by the first device , a third heartbeat signal 
to the second device , where the third heartbeat signal is used 
to determine whether a fault occurs to the submarine cable 
in the transmission direction from the first device to the 
second device . 
[ 0020 ] In a possible implementation , the method further 
includes : determining , by the first device , second detection 
information based on whether a fourth heartbeat signal from 
the second device is received during a second preset time 
through the submarine cable , where the second detection 
information is used to indicate whether the first device 
receives the fourth heartbeat signal from the second device 
through the submarine cable ; and sending , by the first 
device , the second detection information to the network 
management system . 
[ 0021 ] In a possible implementation , modulation frequen 
cies of the first heartbeat signal and the second heartbeat 
signal are higher than a cut - off frequency of an erbium 
doped fiber amplifier EDFA . In this way , the EDFA has little 
or no attenuation to the heartbeat signal . 
[ 0022 ] In a possible implementation , modulation depths of 
the first heartbeat signal and the second heartbeat signal are 
smaller than a preset threshold . In this way , service trans 
mission is not affected , and an optical signal to noise ratio 
of a system is not reduced . 
[ 0023 ] In a possible implementation , carrier signals of the 
first heartbeat signal and the second heartbeat signal are 
modulated by means of total optical power . In this way , 
service bandwidth is not occupied . 
[ 0024 ] According to a third aspect , a network management 
system is provided , including : a transceiver module , con 
figured to receive first detection information from first 
device during a first preset time , and receive second detec 
tion information from a second device during a second 
preset time , where the second detection information is used 
to indicate whether the second device receives a first heart 
beat signal from the first device through a submarine cable , 
and the first detection information is used to indicate 
whether the first device receives a second heartbeat signal 
from the second device through the submarine cable ; and a 
processing module , configured to determine , based on the 
first detection information and the second detection infor 
mation that are received by the transceiver module , whether 
a fault occurs to the submarine cable between the first device 
and the second device . 
[ 0025 ] In a possible implementation , the processing mod 
ule is specifically configured to : determine that a fault occurs 
to the submarine cable in a transmission direction from the 
second device to the first device if the first detection infor 
mation indicates that the first device does not receive the 
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second heartbeat signal from the second device through the 
submarine cable ; and determine that no fault occurs to the 
submarine cable in the transmission direction from the 
second device to the first device if the first detection infor 
mation indicates that the first device receives the second 
heartbeat signal from the second device through the subma 
rine cable . 
[ 0026 ] In a possible implementation , the processing mod 
ule is specifically configured to : determine that a fault occurs 
to the submarine cable in a transmission direction from the 
first device to the second device if the second detection 
information indicates that the second device does not receive 
the first heartbeat signal from the first device through the 
submarine cable ; and determine that no fault occurs to the 
submarine cable in the transmission direction from the first 
device to the second device if the second detection infor 
mation indicates that the second device receives the first 
heartbeat signal from the first device through the submarine 
cable . 
[ 0027 ] In a possible implementation , the processing mod 
ule is further configured to detect , before the first detection 
information is received from the first device during the first 
preset time and the second detection information is received 
from the second device during the second preset time , that 
no fault occurs to the first device and the second device . 
[ 0028 ] In a possible implementation , the transceiver mod 
ule is further configured to receive second indication infor 
mation before receiving the first detection information from 
the first device during the first preset time , where the second 
indication information is used to indicate that the second 
device successfully sends the second heartbeat signal ; and 
the transceiver module is further configured to receive first 
indication information before receiving the second detection 
information from the second device during the second preset 
time , where the first indication information is used to 
indicate that the first device successfully sends the first 
heartbeat signal . 
[ 0029 ] In a possible implementation , the transceiver mod 
ule is further configured to : receive third detection informa 
tion from the first device during a third preset time before the 
processing module determines that a fault occurs to the 
submarine cable in the transmission direction from the 
second device to the first device , where the third detection 
information is used to indicate whether the first device 
receives a fourth heartbeat signal from the second device 
through the submarine cable . 
( 0030 ] In a possible implementation , the transceiver mod 
ule is further configured to : receive fourth detection infor 
mation from the second device during a fourth preset time 
before the processing module determines that a fault occurs 
to the submarine cable in the transmission direction from the 
first device to the second device , where the fourth detection 
information is used to indicate whether the second device 
receives a third heartbeat signal from the first device through 
the submarine cable . 
[ 0031 ] In a possible implementation , modulation frequen 
cies of the first heartbeat signal and the second heartbeat 
signal are higher than a cut - off frequency of an erbium 
doped fiber amplifier EDFA . 
[ 0032 ] In a possible implementation , modulation depths of 
the first heartbeat signal and the second heartbeat signal are 
smaller than a preset threshold . 

[ 0033 ] In a possible implementation , carrier signals of the 
first heartbeat signal and the second heartbeat signal are 
modulated by means of total optical power . 
[ 0034 ] According to a fourth aspect , a first device is 
provided , including : a transceiver module , configured to 
send a first heartbeat signal to a second device through a 
submarine cable , where the first heartbeat signal is used to 
determine whether a fault occurs to the submarine cable in 
a transmission direction from the first device to the second 
device ; and a processing module , configured to determine 
first detection information based on whether the transceiver 
module receives a second heartbeat signal from the second 
device during a first preset time through the submarine 
cable , where the first detection information is used to 
indicate whether the first device receives the second heart 
beat signal from the second device through the submarine 
cable , where the transceiver module is further configured to 
send the first detection information to a network manage 
ment system . 
[ 0035 ] In a possible implementation , the transceiver mod 
ule is further configured to : send first indication information 
to the network management system , where the first indica 
tion information is used to indicate that the first device 
successfully sends the first heartbeat signal . 
[ 0036 ] In a possible implementation , the transceiver mod 
ule is further configured to send a third heartbeat signal to 
the second device , where the third heartbeat signal is used to 
determine whether a fault occurs to the submarine cable in 
the transmission direction from the first device to the second 
device . 
[ 0037 ] In a possible implementation , the processing mod 
ule is further configured to determine second detection 
information based on whether a fourth heartbeat signal from 
the second device is received during a second preset time 
through the submarine cable , where the second detection 
information is used to indicate whether the first device 
receives the fourth heartbeat signal from the second device 
through the submarine cable ; and the transceiver module is 
further configured to send the second detection information 
to the network management system . 
[ 0038 ] In a possible implementation , modulation frequen 
cies of the first heartbeat signal and the second heartbeat 
signal are higher than a cut - off frequency of an erbium 
doped fiber amplifier EDFA . 
[ 0039 ] In a possible implementation , modulation depths of 
the first heartbeat signal and the second heartbeat signal are 
smaller than a preset threshold . 
[ 0040 ] In a possible implementation , carrier signals of the 
first heartbeat signal and the second heartbeat signal are 
modulated by means of total optical power . 
[ 0041 ] According to a fifth aspect , a communication appa 
ratus is provided , including a processor and a memory , 
where the memory is configured to store a program , and the 
processor invokes the program stored by the memory , to 
implement the submarine cable fault determining method 
according to the first aspect and any implementation of the 
first aspect . 
[ 0042 ] According to a sixth aspect , a communication 
apparatus is provided , including a processor and a memory , 
where the memory is configured to store a program , and the 
processor invokes the program stored by the memory , to 
implement the submarine cable fault determining method 
according to the second aspect and any implementation of 
the second aspect . 
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[ 0043 ] According to a seventh aspect , a computer - read 
able storage medium is provided , where the computer 
readable storage medium stores an instruction , and when the 
instruction runs on a computer or a processor , the computer 
or the processor is enabled to implement the submarine 
cable fault determining method according to the first aspect , 
the second aspect , and any possible implementation of the 
first aspect and the second aspect . 
[ 0044 ] According to an eighth aspect , a computer program 
product containing an instruction is provided , where when 
the instruction runs on a computer or a processor , the 
computer or the processor is enabled to implement the 
submarine cable fault determining method according to the 
first aspect , the second aspect , and any possible implemen 
tation of the first aspect and the second aspect . 
[ 0045 ] According to a ninth aspect , a communication 
system is provided , including the network management 
system according to the third aspect and at least two first 
devices according to the fourth aspect , or including the 
communication apparatus according to the fifth aspect and at 
least two communication apparatuses according to the sixth 
aspect . 
[ 0046 ] For technical effects of the third aspect to the ninth 
aspect , reference may be made to content of all possible 
implementations of the first aspect and the second aspect . 

BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0047 ] FIG . 1 is a schematic architectural diagram of an 
open cable communication system according to an embodi 
ment of this application ; 
[ 0048 ] FIG . 2 is a schematic architectural diagram of a 
communication system according to an embodiment of this 
application ; 
[ 0049 ] FIG . 3 is a schematic structural diagram of a 
communication apparatus according to an embodiment of 
this application ; 
[ 0050 ] FIG . 4 is a schematic flowchart of a submarine 
cable fault determining method according to an embodiment 
of this application ; 
[ 0051 ] FIG . 5 is a schematic diagram I of an example of 
a submarine cable fault according to an embodiment of this 
application ; 
[ 0052 ] FIG . 6 is a schematic diagram II of an example of 
a submarine cable fault according to an embodiment of this 
application ; 
[ 0053 ] FIG . 7 is a schematic structural diagram of a 
network management system according to an embodiment 
of this application ; and 
[ 0054 ] FIG . 8 is a schematic structural diagram of a first 
device or a second device according to an embodiment of 
this application . 

like . In this application , the undersea device 13 is not 
required to have an intelligent monitoring function of moni 
toring the submarine cable fault . 
[ 0057 ] The OCAE 12 includes command response equip 
ments ( CREs ) . The CREs send heartbeat signals to each 
other and detect the heartbeat signal from the opposite 
terminal . Different OCAEs 12 may be located in different 
terminal stations ( for example , terminal stations 1 to 4 ) . 
[ 0058 ] The NMS may connect and manage all terminal 
stations through a data communication network ( DCN ) . 
Communication manners include : Huawei embedded con 
trol channel ( HWECC ) and the like in the band ; and virtual 
private network ( VNP ) , satellite communication , and the 
like out of the band . OCAEs of all terminal stations are 
connected to a unitized NMS . The NMS may further collect 
detection results of all CREs on the heartbeat signal by using 
the OCAEs , and comprehensively analyze according to a 
topology structure of the submarine cable , to determine 
whether a fault occurs and a span of the fault . Further , 
because the CRE detects in a real time manner , the NMS 
may also communication with the CRE in a real time 
manner . In this case , the NMS may quickly determine 
whether a fault occurs and a span of the fault . 
[ 0059 ] The NMS 11 and the OCAE 12 together may be 
referred to as a communication apparatus . For example , as 
shown in FIG . 3 , an embodiment of this application provides 
a schematic structural diagram of a communication appara 
tus . A communication apparatus 200 includes : at least one 
processor 201 , at least one memory 202 , and at least one 
communication interface 203. The at least one processor 
201 , the at least one memory 202 , and the at least one 
communication interface 203 may be connected by using a 
bus . 
[ 0060 ] The memory 202 is configured to store computer 
program codes . 
[ 0061 ] The processor 201 is configured to invoke the 
computer program codes stored by the memory 202 , to 
implement functions of a first device , a second device , or a 
network management system described in the following 
method embodiments . 
[ 0062 ] The communication interface 203 is configured to 
communicate with other communication apparatuses . The 
communication interface 203 may communication by means 
of fiber optic communications . 
[ 0063 ] As shown in FIG . 4 , this application provides a 
submarine cable fault determining method that is applied to 
the foregoing system . The method includes the following 
steps . 
[ 0064 ] S401 . A first device sends a first heartbeat signal to 
a second device through a submarine cable . 
[ 0065 ] Correspondingly , the second device receives the 
first heartbeat signal from the first device through the 
submarine cable . The first heartbeat signal is used to deter 
mine whether a fault occurs to the submarine cable in a 
transmission direction from the first device to the second 
device . 
[ 0066 ] The first device and the second device may be the 
OCAEs 12 described above , and further , may be the CRES 
described above . 
[ 0067 ] Optionally , after sending the first heartbeat signal 
to the second device through the submarine cable , the first 
device may send first indication information to a network 
management system . The first indication information is used 
to indicate that the first device successfully sends the first 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[ 0055 ] As shown in FIG . 2 , the communication system 
provided in embodiments of this application includes a 
network management system ( NMS ) 11 and at least two 
open cable access systems ( open cable access equipments , 
OCAE ) 12. Optionally , the system further includes an under 
sea device 13 . 
[ 0056 ] The undersea device 13 includes a submarine 
cable , an optical amplifier , a branching unit ( BU ) , a recon 
figurable optical add - drop multiplexer ( ROADM ) , and the 
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heartbeat signal . For example , the first indication informa 
tion may be transmitted through a done event . The done 
event indicates that an action is done , such as a command is 
sent or a signal from an opposite terminal is received , and 
the like , and is reported to the network management system 
by network elements . 
[ 0068 ] S402 . The second device sends a second heartbeat 
signal to the first device through the submarine cable . 
[ 0069 ] Correspondingly , the first device receives the sec 
ond heartbeat signal from the second device through the 
submarine cable . The second heartbeat signal is used to 
determine whether a fault occurs to the submarine cable in 
a transmission direction from the second device to the first 
device . 
[ 0070 ] Optionally , after sending the second heartbeat sig 
nal to the first device through the submarine cable , the 
second device may send second indication information to 
the network management system . The second indication 
information is used to indicate that the second device 
successfully sends the second heartbeat signal . For example , 
the second indication information may be transmitted 
through a done event . 
[ 0071 ] The heartbeat signals described in the embodi 
ments of this application may refer to particular signals that 
are periodically sent , such as contiguous bit 1 with a 
particular length , periodical signals of 0 and 1 with particu 
lar lengths ; this is not defined in this application . 
[ 0072 ] The first heartbeat signal and the second heartbeat 
signal may satisfy at least one of the following conditions : 
[ 0073 ] Modulation frequencies of the first heartbeat signal 
and the second heartbeat signal are higher than a cut - off 
frequency of an erbium doped fiber amplifier EDFA . In this 
way , the EDFA may be enabled to have little or no attenu 
ation to the heartbeat signal . 
[ 0074 ] Modulation depths of the first heartbeat signal and 
the second heartbeat signal are smaller than a preset thresh 
old , for example , are smaller by 5 % . In this way , service 
transmission is not affected , and an optical signal to noise 
ratio ( OSNR ) of a system is not reduced . 
[ 0075 ] Carrier signals of the first heartbeat signal and the 
second heartbeat signal are modulated by means of total 
optical power amplitude modulation . The modulation man 
ner of optical power may occupy no service bandwidth . 
[ 0076 ] It should be noted that the first heartbeat signal and 
the second heartbeat signal may be transmitted in a same 
optical fiber or may be transmitted in different optical fibers ; 
this is not defined in this application . 
[ 0077 ] S403 . The first device determines first detection 
information based on whether the second heartbeat signal 
from the second device is received during a first preset time 
through the submarine cable . 
[ 0078 ] The first detection information is used to indicate 
whether the first device receives the second heartbeat signal 
from the second device through the submarine cable . 
[ 0079 ] The first preset time may be a preset time after the 
first device sends the first heartbeat signal . 
[ 0080 ] S404 . The first device sends the first detection 
information to a network management system . 
[ 0081 ] Correspondingly , the network management system 
receives the first detection information from the first device 
during a second preset time . 
[ 0082 ] The second preset time may be a preset time after 
the network management system receives the first detection 
information at a previous time . 

[ 0083 ] It should be noted that before the network man 
agement system receives the first detection information from 
the first device during the second preset time , the network 
management system may detect whether a fault occurs to the 
first device . Otherwise , if a fault occurs to the first device , 
the first detection information fed back by the first device 
may be inaccurate , or the network management system 
cannot receive the first detection information from the first 
device during the second preset time . 
[ 0084 ] Manners for the network management system to 
detect whether a fault occurs to the first device may include : 
actively reporting a fault alarm to the network management 
system when a fault occurs to the first device , and subse 
quently detecting whether a fault occurs to the first device by 
querying stored fault alarms of devices after the network 
management system stores the fault alarm ; or actively 
querying , by the network management system to the first 
device , whether there is a fault alarm , to detect whether a 
fault occurs to the first device . 
[ 0085 ] Optionally , before the network management sys 
tem receives the first detection information from the first 
device during the second preset time , the network manage 
ment system may receive the second indication information 
from the second device . 
[ 0086 ] When the first device is the CRE described above , 
the first device may directly send the first detection infor 
mation to the network management system , or the OCAE 
collects the first detection information during a time period , 
and the first detection information is sent to the network 
management system by using the OCAE ; this is not defined 
in this application . 
[ 0087 ] S405 . The second device determines second detec 
tion information based on whether the first heartbeat signal 
from the first device is received during a third preset time 
through the submarine cable . 
[ 0088 ] The second detection information is used to indi 
cate whether the second device receives the first heartbeat 
signal from the first device through a submarine cable . 
[ 0089 ] The third preset time may be a preset time after the 
second device sends the second heartbeat signal . 
[ 0090 ] S406 . The second device sends the second detec 
tion information to the network management system . 
[ 0091 ] Correspondingly , the network management system 
receives the second detection information from the second 
device during a fourth preset time . 
[ 0092 ] It should be noted that before the network man 
agement system receives the second detection information 
from the second device during the fourth preset time , the 
network management system may detect whether a fault 
occurs to the second device . Otherwise , if a fault occurs to 
the second device , the second detection information fed 
back by the second device may be inaccurate , or the network 
management system cannot receive the second detection 
information from the second device during the fourth preset 
time . 
[ 0093 ] Manners for the network management system to 
detect whether a fault occurs to the second device may 
include : actively reporting a fault alarm to the network 
management system when a fault occurs to the second 
device , and subsequently detecting whether a fault occurs to 
the second device by querying stored fault alarms of devices 
after the network management system stores the fault alarm ; 
or actively querying , by the network management system to 



US 2021/0218469 A1 Jul . 15 , 2021 
6 

the second device , whether there is a fault alarm , to detect 
whether a fault occurs to the second device . 
[ 0094 ] Optionally , before the network management sys 
tem receives the second detection information from the 
second device during the fourth preset time , the network 
management system may receive the first indication infor 
mation from the first device . 
[ 0095 ] When the second device is the CRE described 
above , the second device may directly send the second 
detection information to the network management system , 
or the OCAE collects the second detection information 
during a time period , and the second detection information 
is sent to the network management system by using the 
OCAE ; this is not defined in this application . 
[ 0096 ] S407 . The network management system deter 
mines , based on the first detection information and the 
second detection information , whether a fault occurs to the 
submarine cable between the first device and the second 
device . 
[ 0097 ] Fiber optic communications is bidirectional com 
munications using a fiber pair . Although independent fibers 
are used to transmit and receive , if one fiber in a fiber pair 
has a problem , the bidirectional communications of trans 
mitting and receiving may be interrupted . The network 
management system may comprehensively analyze accord 
ing to a topology structure of the submarine cable and in 
combination with the first detection information and the 
second detection information , to determine whether a fault 
occurs to the submarine cable between the first device and 
the second device . 
[ 0098 ] Specifically , if the first detection information indi 
cates that the first device does not receive the second 
heartbeat signal from the second device through the subma 
rine cable , the network management system determines that 
a fault occurs to the submarine cable in the transmission 
direction from the second device to the first device . If the 
first detection information indicates that the first device 
receives the second heartbeat signal from the second device 
through the submarine cable , the network management 
system determines that no fault occurs to the submarine 
cable in the transmission direction from the second device to 
the first device . 
[ 0099 ] If the second detection information indicates that 
the second device does not receive the first heartbeat signal 
from the first device through the submarine cable , the 
network management system determines that a fault occurs 
to the submarine cable in the transmission direction from the 
first device to the second device . If the second detection 
information indicates that the second device receives the 
first heartbeat signal from the first device through the 
submarine cable , the network management system deter 
mines that no fault occurs to the submarine cable in the 
transmission direction from the first device to the second 
device . 
[ 0100 ] Further , to improve determining accuracy , a trans 
mit end may repeatedly send the heartbeat signals for N 
times , and for each heartbeat signal , a receive end may send 
detection information to a network device . Therefore , totally 
N pieces of detection information are sent . Only if all the N 
pieces of detection information indicate that the receive end 
does not receive the heartbeat signal , the network manage 
ment system determines that a fault occurs to a submarine 
cable in a transmission direction from the transmit end to the 
receive end . If at least one of the N pieces of detection 

information indicates that the receive end receives the 
heartbeat signal , the network management system may 
determine that no fault occurs to the submarine cable in the 
transmission direction from the transmit end to the receive 
end . For example , N may be 3 . 
[ 0101 ] It should be noted that the transmit end may be 
instructed by the network management system to repeatedly 
send the heartbeat signal , or the transmit end may initiatively 
and repeatedly send the heartbeat signal . 
[ 0102 ] For example , if the first device does not receive the 
second heartbeat signal that is from the second device during 
the first preset time through the submarine cable , the first 
device sends a third heartbeat signal to the second device . 
The third heartbeat signal is sued to determine whether a 
fault occurs to the submarine cable in the transmission 
direction from the first device to the second device . The first 
device determines fourth detection information based on 
whether the third heartbeat signal from the first device is 
received during a sixth preset time through the submarine 
cable . The fourth detection information is used to indicate 
whether the first device receives a fourth heartbeat signal 
from the second device through the submarine cable . The 
first device sends the fourth detection information to the 
network management system . 
[ 0103 ] If the second device does not receive the first 
heartbeat signal that is from the first device during the 
second preset time through the submarine cable , the second 
device sends the fourth heartbeat signal to the first device . 
The fourth heartbeat signal is sued to determine whether a 
fault occurs to the submarine cable in the transmission 
direction from the second device to the first device . The first 
device determines third detection information based on 
whether the fourth heartbeat signal from the second device 
is received during a fifth preset time through the submarine 
cable . The third detection information is used to indicate 
whether the first device receives the fourth heartbeat signal 
from the second device through the submarine cable . The 
first device sends the third detection information to the 
network management system . 
[ 0104 ] Before the network manageme system deter 
mines that a fault occurs to the submarine cable in the 
transmission direction from the second device to the first 
device , the network management system receives the third 
detection information from the first device during a seventh 
preset time . The third detection information is used to 
indicate whether the first device receives the fourth heartbeat 
signal from the second device through the submarine cable . 
[ 0105 ] Before the network management system deter 
mines that a fault occurs to the submarine cable in the 
transmission direction from the first device to the second 
device , the network management system receives the fourth 
detection information from the second device during an 
eighth preset time . The fourth detection information is used 
to indicate whether the second device receives the third 
heartbeat signal from the first device through the submarine 
cable . 
[ 0106 ] It should be noted that it is not defined in this 
application that there are only the two devices described 
above , and it is also not defined that merely whether a fault 
occurs to a submarine cable between the two devices is 
determined . When there are more than two devices , an 
intersection of the detection information may be taken , so as 
to determine whether a fault occurs to a submarine cable in 
a span between the devices . 
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[ 0107 ] For example , as shown in FIG . 5 , it is assumed that 
there are totally five spans S1 to $ 5 among four terminal 
stations . Table 1 displays detection information I that is 
received from devices by the network management system . 

TABLE 1 

Transmit Received end 

end CRE 1 CRE 2 CRE 3 CRE 4 

Y N 
N 

CRE 1 
CRE 2 
CRE 3 
CRE 4 

Y 
N 
Y 

Y 
Y 
N N 

Y N 

[ 0108 ] The transmit end shown in table 1 refers to an end 
transmitting a heartbeat signal , the receive end refers to an 
end receiving the heartbeat signal , Y represents that the 
detection information is that the receive end receives the 
heartbeat signal from the transmit end through a submarine 
able , and N represents that the detection information is that 

the receive end does not receive the heartbeat signal from the 
transmit end through the submarine cable . For example , 
using data in the first column as an example , if ?RE 1 is a 
transmit end and respectively sends heartbeat signals to 
CREs 2-4 , CRE 2 and CRE 4 receive the heartbeat signals 
sent by the CRE 1 , and CRE 3 does not receive the heartbeat 
signal sent by the CRE 1 . 
( 0109 ] It may be learned from the content shown in table 
1 that heartbeat signals sent to each other by the CRE 1 and 
the CRE 2 may be received by the other party . Therefore , no 
fault occurs to a submarine cable ( spans S1 - S3 ) between the 
CRE 1 and the CRE 2. Similarly , heartbeat signals sent to 
each other by the CRE 1 and the CRE 4 and by the CRE 2 
and the CRE 4 may be received by the other party . There 
fore , no fault occurs to a submarine cable ( spans S1 , S2 , and 
S5 ) between the CRE 1 and the CRE 4 , and no fault occurs 
to a submarine cable ( spans S3 and S5 ) between the CRE 2 
and the CRE 4 either . Moreover , as a receive end , CRE 3 
does not receive the heartbeat signal from another CRE . 
CRE 3 serves as a transmit end , and the other CREs also do 
not receive the heartbeat signal sent by the CRE 3. There 
fore , it may be determined that a fault occurs to a submarine 
cable in span S4 . 
[ 0110 ] For example , as shown in FIG . 6 , it is assumed that 
there are totally five spans S1 to S5 among four terminal 
stations . Table 2 displays detection information II that is 
received from devices by the network management system . 

the receive end does not receive the heartbeat signal from the 
transmit end through the submarine cable . For example , 
using data in the first column as an example , if ?RE 1 is a 
transmit end and respectively sends heartbeat signals to 
CREs 2-4 , CRE 3 and CRE 4 receive the heartbeat signals 
sent by the CRE 1 , and CRE 2 does not receive the heartbeat 
signal sent by the CRE 1 . 
[ 0112 ] It may be learned from the content shown in table 
2 that heartbeat signals sent to each other by the CRE 1 and 
the CRE 3 may be received by the other party . Therefore , no 
fault occurs to a submarine cable ( spans S1 and S4 ) between 
the CRE 1 and the CRE 3. Similarly , heartbeat signals sent 
to each other by the CRE 1 and the CRE 4 and by the CRE 
3 and the CRE 4 may be received by the other party . 
Therefore , no fault occurs to a submarine cable ( spans S1 , 
S2 , and S5 ) between the CRE 1 and the CRE 4 , and no fault 
occurs to a submarine cable ( spans S2 , S4 , and S5 ) between 
the CRE 3 and the CRE 4 either . Moreover , as a receive end , 
CRE 2 does not receive the heartbeat signal from another 
CRE . CRE 2 serves as a transmit end , and the other CRES 
also do not receive the heartbeat signal sent by the CRE 2 . 
Therefore , it may be determined that a fault occurs to a 
submarine cable in span S3 . 
[ 0113 ] According to the submarine cable fault determining 
method provided in the embodiments of this application , 
devices communicate through a submarine cable send heart 
beat signals to each other , and the network management 
system collects results about whether each device receives 
the heartbeat signal from an opposite terminal , so as to 
determine that a fault occurs to the submarine cable between 
which two devices , thus realizing detecting whether a fault 
occurs to the submarine cable , without depending on TTE . 
[ 0114 ] It may be understood that in the foregoing embodi 
ments , the methods and / or steps implemented by the net 
work management system may also be implemented by 
components ( such as a chip or a circuit ) that are applied to 
the network management system , and the methods and / or 
steps implemented by the network device may also be 
implemented by components applied to the network device . 
[ 0115 ] The solutions provided in the embodiments of this 
application are mainly described above from a perspective 
of interaction between various network elements . Corre 
spondingly , an embodiment of this application further pro 
vides a communication apparatus . The communication 
apparatus is configured to implement the foregoing methods . 
The communication apparatus may be the network manage 
ment system in the foregoing method embodiments , or may 
be a device including the foregoing network management 
system , or may be a component applied to the foregoing 
network management system . It may be understood that to 
implement the foregoing functions , the communication 
apparatus includes corresponding hardware structures and / 
or software modules for performing the functions . A person 
skilled in the art should be easily aware that units and 
algorithm steps in the examples described with reference to 
the embodiments disclosed in this specification may be 
implemented in a form of hardware or a combination of 
hardware and computer software . Whether a function is 
performed by hardware or hardware driven by computer 
software depends on particular applications and design 
constraints of the technical solutions . For each particular 
application , a person skilled in the art may use different 

TABLE 2 

Transmit Receive end 

end CRE 1 CRE 2 CRE 3 CRE 4 

Z Y 
N 

CRE 1 
CRE 2 
CRE 3 
CRE 4 

N 
Y 
Y 

Y 
N 
Y N 

N Y 

[ 0111 ] The transmit end shown in table 2 refers to an end 
transmitting a heartbeat signal , the receive end refers to an 
end receiving the heartbeat signal , Y represents that the 
detection information is that the receive end receives the 
heartbeat signal from the transmit end through a submarine 
cable , and N represents that the detection information is that 
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methods to implement the described functions , but it should 
not be considered that this implementation goes beyond the 
scope of this application . 
[ 0116 ] In the embodiments of this application , function 
modules of the communication apparatus may be divided 
according to the foregoing method embodiments . For 
example , each function module may be divided in corre 
spondence with each function , or at least two functions may 
be integrated into one processing module . The foregoing 
integrated module may be implemented in a form of hard 
ware , or may be implemented in a form of a software 
function module . It should be noted that the module division 
in the embodiments of this application is an example and is 
merely logical function division . There may be other divi 
sion manners in actual implementations . 
[ 0117 ] For example , the communication apparatus being 
the network management system in the foregoing method 
embodiments is used as an example . FIG . 7 shows a sche 
matic structural diagram of a network management system 
70. The network management system 70 includes a process 
ing module 701 and a transceiver module 702. The trans 
ceiver module 702 may also be referred to as a transceiver 
unit , and is configured to achieve a sending and / or receiving 
function , for example , may be a transceiver circuit , a trans 
ceiving machine , a transceiver , or a communication inter 
face . 

[ 0118 ] The transceiver module 702 is configured to 
receive first detection information from a first device during 
a first preset time , and receive second detection information 
from a second device during a second preset time , where the 
second detection information is used to indicate whether the 
second device receives a first heartbeat signal from the first 
device through a submarine cable , and the first detection 
information is used to indicate whether the first device 
receives a second heartbeat signal from the second device 
through the submarine cable . 
[ 0119 ] The processing module 701 is configured to deter 
mine , based on the first detection information and the second 
detection information that are received by the transceiver 
module 702 , whether a fault occurs to the submarine cable 
between the first device and the second device . 
[ 0120 ] Optionally , the processing module 701 is specifi 
cally configured to : 
[ 0121 ] determine that a fault occurs to the submarine cable 
in a transmission direction from the second device to the first 
device if the first detection information indicates that the 
first device does not receive the second heartbeat signal from 
the second device through the submarine cable ; and deter 
mine that no fault occurs to the submarine cable in the 
transmission direction from the second device to the first 
device if the first detection information indicates that the 
first device receives the second heartbeat signal from the 
second device through the submarine cable . 
[ 0122 ] Optionally , the processing module 701 is specifi 
cally configured to : 
[ 0123 ] determine that a fault occurs to the submarine cable 
in a transmission direction from the first device to the second 
device if the second detection information indicates that the 
second device does not receive the first heartbeat signal from 
the first device through the submarine cable ; and determine 
that no fault occurs to the submarine cable in the transmis 
sion direction from the first device to the second device if the 

second detection information indicates that the second 
device receives the first heartbeat signal from the first device 
through the submarine cable . 
[ 0124 ] Optionally , the processing module 701 is further 
configured to detect , before the transceiver module 702 
receives the first detection information from the first device 
during the first preset time and receives the second detection 
information from the second device during the second preset 
time , that no fault occurs to the first device and the second 
device . 
[ 0125 ] Optionally , the transceiver module 702 is further 
configured to receive second indication information before 
receiving the first detection information from the first device 
during the first preset time , where the second indication 
information is used to indicate that the second device 
successfully sends the second heartbeat signal . The trans 
ceiver module 702 is further configured to receive first 
indication information before receiving the second detection 
information from the second device during the second preset 
time , where the first indication information is used to 
indicate that the first device successfully sends the first 
heartbeat signal . 
[ 0126 ] Optionally , the transceiver module 702 is further 
configured to : receive third detection information from the 
first device during a third preset time before the processing 
module 701 determines that a fault occurs to the submarine 
cable in the transmission direction from the second device to 
the first device , where the third detection information is used 
to indicate whether the first device receives a fourth heart 
beat signal from the second device through the submarine 
cable . 
[ 0127 ] Optionally , the transceiver module 702 is further 
configured to : receive fourth detection information from the 
second device during a fourth preset time before the pro 
cessing module 701 determines that a fault occurs to the 
submarine cable in the transmission direction from the first 
device to the second device , where the fourth detection 
information is used to indicate whether the second device 
receives a third heartbeat signal from the first device through 
the submarine cable . 
[ 0128 ] Optionally , modulation frequencies of the first 
heartbeat signal and the second heartbeat signal are higher 
than a cut - off frequency of an erbium doped fiber amplifier 
EDFA . 
[ 0129 ] Optionally , modulation depths of the first heartbeat 
signal and the second heartbeat signal are smaller than a 
preset threshold . 
[ 0130 ] Optionally , carrier signals of the first heartbeat 
signal and the second heartbeat signal are modulated by 
means of total optical power . 
[ 0131 ] All relevant content of the steps involved in the 
foregoing method embodiments may be cited in the descrip 
tions about functions of the corresponding function modules 
or the descriptions about the foregoing method , and details 
are not described herein again . 
[ 0132 ] In the embodiments of this application , the network 
management system 70 is presented by means of dividing all 
function modules in an integrated manner . The “ module ” 
herein may refer to a particular ASIC , a circuit , a processor 
and a memory that execute one or more software or firmware 
programs , an integrated logic circuit , and / or another com 
ponent that can provide the foregoing function . In a simple 
embodiment , a person skilled in the art may conceive that 
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the network management system 70 may be in the form of 
the communication apparatus 200 shown in FIG . 3 . 
[ 0133 ] For example , the processor 201 in the communi 
cation apparatus 200 shown in FIG . 3 may invoke a com 
puter execution instruction stored in the memory 202 to 
enable the communication apparatus 200 to perform the 
submarine cable fault determining method in the foregoing 
method embodiments . 
[ 0134 ] Specifically , functions / implementation processes 
of the processing module 701 and the transceiver module 
702 in FIG . 7 may be implemented by means that the 
processor 201 in the communication apparatus 200 shown in 
FIG . 3 invokes the computer execution instruction stored in 
the memory 202. Alternatively , the functions / implementa 
tion processes of the processing module 701 in FIG . 7 may 
be implemented by means that the processor 201 in the 
communication apparatus 200 shown in FIG . 3 invokes the 
computer execution instruction stored in the memory 202 , 
and the functions / implementation processes of the trans 
ceiver module 702 in FIG . 7 may be implemented by using 
the communication interface 203 in the communication 
apparatus 200 shown in FIG . 3 . 
[ 0135 ] The communication apparatus 200 provided in the 
embodiments of this application may perform the foregoing 
submarine cable fault determining method . Therefore , for 
technical effects that may be obtained by the communication 
apparatus 200 , reference may be made to the foregoing 
method embodiments , and details are not described herein 
again . 
[ 0136 ] Alternatively , for example , the communication 
apparatus being the first device or the second device in the 
foregoing method embodiments is used as an example . FIG . 
8 shows a schematic structural diagram of a first device 80 . 
The first device 80 includes a processing module 801 and a 
transceiver module 802. The transceiver module 802 may 
also be referred to as a transceiver unit , and is configured to 
achieve a sending and / or receiving function , for example , 
may be a transceiver circuit , a transceiving machine , a 
transceiver , or a communication interface . 
[ 0137 ] The transceiver module 802 is configured to send a 
first heartbeat signal to a second device through a submarine 
cable , where the first heartbeat signal is sued to determine 
whether a fault occurs to the submarine cable in a transmis 
sion direction from the first device to the second device . 
[ 0138 ] The processing module 801 is configured to deter 
mine detection information based on whether the transceiver 
module receives a second heartbeat signal from the second 
device through the submarine cable , where the detection 
information is used to indicate whether the first device 
receives the second heartbeat signal from the second device 
through the submarine cable . 
[ 0139 ] The transceiver module 802 is further configured to 
send the detection information to a network management 
system . 
[ 0140 ] Optionally , the transceiver module 802 is further 
configured to : send first indication information to the net 
work management system , where the first indication infor 
mation is used to indicate that the first device successfully 
sends the first heartbeat signal . 
[ 0141 ] Optionally , the transceiver module 802 is further 
configured to send a third heartbeat signal to the second 
device , where the third heartbeat signal is sued to determine 
whether a fault occurs to the submarine cable in the trans 
mission direction from the first device to the second device . 

[ 0142 ] Optionally , the processing module 801 is further 
configured to determine second detection information based 
on whether a fourth heartbeat signal from the second device 
is received during a second preset time through the subma 
rine cable , where the second detection information is used to 
indicate whether the first device receives the fourth heartbeat 
signal from the second device through the submarine cable . 
The transceiver module 802 is further configured to send the 
second detection information to the network management 
system . 
[ 0143 ] Optionally , modulation frequencies of the first 
heartbeat signal and the second heartbeat signal are higher 
than a cut - off frequency of an erbium doped fiber amplifier 
EDFA . 
[ 0144 ] Optionally , modulation depths of the first heartbeat 
signal and the second heartbeat signal are smaller than a 
preset threshold . 
[ 0145 ] Optionally , carrier signals of the first heartbeat 
signal and the second heartbeat signal are modulated by 
means of total optical power . 
[ 0146 ] All relevant content of the steps involved in the 
foregoing method embodiments may be cited in the descrip 
tions about functions of the corresponding function modules 
or the descriptions about the foregoing method , and details 
are not described herein again . 
[ 0147 ] In the embodiments of this application , the first 
device 80 is presented by means of dividing all function 
modules in an integrated manner . The “ module ” herein may 
refer to a particular ASIC , a circuit , a processor and a 
memory that execute one or more software or firmware 
programs , an integrated logic circuit , and / or another com 
ponent that can provide the foregoing function . In a simple 
embodiment , a person skilled in the art may conceive that 
the first device 80 may be in the form of the communication 
apparatus 200 shown in FIG . 3 . 
[ 0148 ] For example , the processor 201 in the communi 
cation apparatus 200 shown in FIG . 3 may invoke a com 
puter execution instruction stored in the memory 202 to 
enable the communication apparatus 200 to perform the 
submarine cable fault determining method in the foregoing 
method embodiments . 
[ 0149 ) Specifically , functions / implementation processes 
of the processing module 801 and the transceiver module 
802 in FIG . 8 may be implemented by means that the 
processor 201 in the communication apparatus 200 shown in 
FIG . 3 invokes the computer execution instruction stored in 
the memory 202. Alternatively , the functions / implementa 
tion processes of the processing module 801 in FIG . 8 may 
be implemented by means that the processor 201 in the 
communication apparatus 200 shown in FIG . 3 invokes the 
computer execution instruction stored in the memory 202 , 
and the functions / implementation processes of the trans 
ceiver module 802 in FIG . 8 may be implemented by using 
the communication interface 203 in the communication 
apparatus 200 shown in FIG . 3 . 
[ 0150 ] The communication apparatus 200 provided in the 
embodiments of this application may perform the foregoing 
submarine cable fault determining method . Therefore , for 
technical effects that may be obtained by the communication 
apparatus 200 , reference may be made to the foregoing 
method embodiments , and details are not described herein 
again . 
[ 0151 ] An embodiment of this application further provides 
a communication apparatus , including a processor and a 
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memory . The memory is configured to store a program , and 
the processor invokes the program stored by the memory , to 
enable the communication apparatus to implement the sub 
marine cable fault determining method of the network 
management system in FIG . 4 . 
[ 0152 ] An embodiment of this application further provides 
a communication apparatus , including a processor and a 
memory . The memory is configured to store a program , and 
the processor invokes the program stored by the memory , to 
enable the communication apparatus to implement the sub 
marine cable fault determining methods of the first device 
and the second device in FIG . 4 . 
[ 0153 ] An embodiment of this application further provides 
a computer - readable storage medium . The computer - read 
able storage medium stores an instruction , and when the 
instruction runs on a computer or a processor , the computer 
or the processor is enabled to implement the submarine 
cable fault determining method of the network management 
system , the first device , or the second device in FIG . 4 . 
[ 0154 ] An embodiment of this application further provides 
a computer program product containing an instruction , 
where when the instruction runs on a computer or a proces 
sor , the computer or the processor is enabled to implement 
the submarine cable fault determining method of the net 
work management system , the first device , or the second 
device in FIG . 4 . 
[ 0155 ] An embodiment of this application further provides 
a chip system , where the chip system includes a processor 
that is applied to a communication apparatus to implement 
the submarine cable fault determining method of the net 
work management system in FIG . 4. For example , the 
network management system receives first detection infor 
mation from the first device during the first preset time , and 
receives second detection information from the second 
device during the second preset time , where the second 
detection information is used to indicate whether the second 
device receives the first heartbeat signal from the first device 
through the submarine cable , and the first detection infor 
mation is used to indicate whether the first device receives 
the second heartbeat signal from the second device through 
the submarine cable ; and the network management system 
determines , based on the first detection information and the 
second detection information , whether a fault occurs to the 
submarine cable between the first device and the second 
device . 
[ 0156 ] In a possible design , the chip system further 
includes a memory , where the memory is configured to save 
necessary program instructions and data of the network 
management system . The chip system may include a chip 
and an integrated circuit , and may also include a chip and 
another separate component ; this is not specifically defined 
in the embodiments of this application . 
[ 0157 ] An embodiment of this application further provides 
a chip system , where the chip system includes a processor 
that is applied to a communication apparatus to implement 
the communication method of the first device or the second 
device in FIG . 4. For example , a first device sends a first 
heartbeat signal to a second device through a submarine 
cable , where the first heartbeat signal is sued to determine 
whether a fault occurs to the submarine cable in a transmis 
sion direction from the first device to the second device ; the 
first device determines detection information based on 
whether a second heartbeat signal from the second device is 
received through the submarine cable , where the detection 

information is used to indicate whether the first device 
receives the second heartbeat signal from the second device 
through the submarine cable ; and the first device sends the 
detection information to a network management system . 
[ 0158 ] In a possible design , the chip system further 
includes a memory , where the memory is configured to save 
necessary program instructions and data of the first device or 
the second device . The chip system may include a chip and 
an integrated circuit , and may also include a chip and 
another separate component ; this is not specifically defined 
in the embodiments of this application . 
[ 0159 ] The communication apparatus , the computer stor 
age medium , the computer program product , and the chip 
system provided in this application are all configured to the 
implement the submarine cable fault determining method 
described above . Therefore , for beneficial effects that can be 
achieved thereby , reference may be made to the beneficial 
effects in the implementation provided above , and details are 
not described herein again . 
[ 0160 ] It should be understood that in various embodi 
ments of this application , a sequence number of each fore 
going process does not mean a sequential order for execu 
tion . An execution sequence of each process is determined 
based on functions and internal logic of the program , and 
should not constitute a limitation on the implementation 
processes of the embodiments of this application . 
[ 0161 ] Persons of ordinary skill in the art may be aware 
that , in combination with the examples described in the 
embodiments disclosed in this specification , units and algo 
rithm steps may be implemented by electronic hardware or 
a combination of computer software and electronic hard 
ware . Whether the functions are performed by hardware or 
software depends on particular applications and design 
constraints of the technical solutions . For each particular 
application , a person skilled in the art may use different 
methods to implement the described functions , but it should 
not be considered that this implementation goes beyond the 
scope of this application . 
[ 0162 ] A person skilled in the art may clearly understand 
that for ease and simplicity of description , for specific 
working processes of the foregoing system , device , and unit 
that are described above , reference may be made to corre 
sponding processes in the foregoing method embodiments , 
and details are not described herein again . 
[ 0163 ] In the embodiments provided in this application , it 
should be understood that the disclosed system , device , and 
method may be implemented in other manners . For example , 
the device embodiments described above are merely exem 
plary . For example , the division of units is only a division of 
logical functions . In actual implementations , there may be 
other division manners . For example , a plurality of units or 
components may be combined or integrated into another 
system , or some features may be ignored or not imple 
mented . In addition , the displayed or discussed mutual 
coupling or direct coupling or communications connection 
may be indirect coupling or communication connections 
through some interfaces , devices , or units , and may be in 
electrical , mechanical , or other forms . 
[ 0164 ] The units described as separated parts may be or 
may not be physically separated ; and parts displayed as units 
may be or may not be physical unit , that is , may be located 
at one place or may be distributed on a plurality of network 
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units . Some or all of the units may be selected according to 
actual requirements to achieve the objectives of the solutions 
of the embodiments . 
[ 0165 ] In addition , all functional units in the embodiments 
of this application may be integrated into one processing 
unit , or each unit may exist alone physically , or two or more 
units may be integrated into one unit . 
[ 0166 ] All or some of the foregoing embodiments may be 
implemented by software , hardware , firmware , or any com 
bination thereof . When a software program is used to 
implement the embodiments , the embodiments may be 
implemented completely or partially in a form of a computer 
program product . The computer program product includes 
one or more computer instructions . When the computer 
program instructions are loaded and executed on a computer , 
the procedure or functions according to the embodiments of 
this application are all or partially generated . The computer 
may be a general - purpose computer , a dedicated computer , 
a computer network , or another programmable apparatus . 
The computer instructions may be stored in a computer 
readable storage medium or may be transmitted from a 
computer - readable storage medium to another computer 
readable storage medium . For example , the computer 
instructions may be transmitted from a website , a computer , 
a server , or a data center to another website , computer , 
server , or data center in a wired ( for example , a coaxial 
cable , an optical fiber , or a digital subscriber line ( DSL ) ) or 
wireless ( for example , infrared , radio , or microwave ) man 
ner . The computer - readable storage medium may be any 
available medium accessible by the computer , or a data 
storage device , such as a server or a data center , integrating 
one or more usable media . The available medium may be a 
magnetic medium ( for example , a floppy disk , a hard disk , 
or a magnetic tape ) , an optical medium ( for example , a 
DVD ) , a semiconductor medium ( for example , a solid state 
drive ( SSD ) ) , or the like . 
[ 0167 ] The foregoing descriptions are merely specific 
implementations of this application , but are not intended to 
limit the protection scope of this application . Any variation 
or replacement readily figured out by a person skilled in the 
art within the technical scope disclosed in this application 
shall fall within the protection scope of this application . 
Therefore , the protection scope of this application shall be 
subject to the protection scope of the claims . 

1. A submarine cable fault determining method , compris 
ing : 

receiving , by a network management system , first detec 
tion information from a first device during a first preset 
time , and receiving second detection information from 
a second device during a second preset time , wherein 
the second detection information is used to indicate 
whether the second device receives a first heartbeat 
signal from the first device through a submarine cable , 
and the first detection information is used to indicate 
whether the first device receives a second heartbeat 
signal from the second device through the submarine 
cable ; and 

determining , by the network management system based 
on the first detection information and the second detec 
tion information , whether a fault occurs to the subma 
rine cable between the first device and the second 
device . 

2. The method according to claim 1 , wherein the deter 
mining , by the network management system based on the 

first detection information and the second detection infor 
mation , whether a fault occurs to the submarine cable 
between the first device and the second device comprises 
that : 

if the first detection information indicates that the first 
device does not receive the second heartbeat signal 
from the second device through the submarine cable , 
the network management system determines that a fault 
occurs to the submarine cable in a transmission direc 
tion from the second device to the first device ; and 

if the first detection information indicates that the first 
device receives the second heartbeat signal from the 
second device through the submarine cable , the net 
work management system determines that no fault 
occurs to the submarine cable in the transmission 
direction from the second device to the first device . 

3. The method according to claim 1 , wherein the deter 
mining , by the network management system based on the 
first detection information and the second detection infor 
mation , whether a fault occurs to the submarine cable 
between the first device and the second device comprises 
that : 

if the second detection information indicates that the 
second device does not receive the first heartbeat signal 
from the first device through the submarine cable , the 
network management system determines that a fault 
occurs to the submarine cable in a transmission direc 
tion from the first device to the second device ; and 

if the second detection information indicates that the 
second device receives the first heartbeat signal from 
the first device through the submarine cable , the net 
work management system determines that no fault 
occurs to the submarine cable in the transmission 
direction from the first device to the second device . 

4. The method according to claim 1 , wherein before the 
receiving , by a network management system , first detection 
information from a first device during a first preset time , and 
receiving second detection information from a second 
device during a second preset time , the method further 
comprises : 

detecting , by the network management system , that no 
fault occurs to the first device and the second device . 

5. The method according to claim 1 , wherein 
before the receiving , by a network management system , 

first detection information from a first device during a 
first preset time , the method further comprises : 

receiving second indication information by the network 
management system , wherein the second indication 
information is used to indicate that the second device 
successfully sends the second heartbeat signal ; and 

before the receiving second detection information from a 
second device during a second preset time , the method 
further comprises : 

receiving first indication information by the network 
management system , wherein the first indication infor 
mation is used to indicate that the first device success 
fully sends the first heartbeat signal . 

6. The method according to claim 2 , wherein before that 
the network management system determines that a fault 
occurs to the submarine cable in a transmission direction 
from the second device to the first device , the method further 
comprises : 

receiving , by the network management system , third 
detection information from the first device during a 
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third preset time , wherein the third detection informa 
tion is used to indicate whether the first device receives 
a fourth heartbeat signal from the second device 
through the submarine cable . 

7. The method according to claim 3 , wherein before that 
the network management system determines that a fault 
occurs to the submarine cable in a transmission direction 
from the first device to the second device , the method further 
comprises : 

receiving , by the network management system , fourth 
detection information from the second device during a 
fourth preset time , wherein the fourth detection infor 
mation is used to indicate whether the second device 
receives a third heartbeat signal from the first device 
through the submarine cable . 

8. The method according to claim 1 , wherein modulation 
frequencies of the first heartbeat signal and the second 
heartbeat signal are higher than a cut - off frequency of an 
erbium doped fiber amplifier EDFA . 

9. The method according to claim 1 , wherein modulation 
depths of the first heartbeat signal and the second heartbeat 
signal are smaller than a preset threshold . 

10. The method according to claim 1 , wherein carrier 
signals of the first heartbeat signal and the second heartbeat 
signal are modulated by means of total optical power . 

11. A submarine cable fault determining method , com 
prising : 

sending , by a first device , a first heartbeat signal to a 
second device through a submarine cable , wherein the 
first heartbeat signal is sued to determine whether a 
fault occurs to the submarine cable in a transmission 
direction from the first device to the second device ; 

determining , by the first device , first detection informa 
tion based on whether a second heartbeat signal from 
the second device is received during a first preset time 
through the submarine cable , wherein the first detection 
information is used to indicate whether the first device 
receives the second heartbeat signal from the second 
device through the submarine cable ; and 

sending , by the first device , the first detection information 
to a network management system . 

12. The method according to claim 11 , wherein the 
method further comprises : 

sending , by the first device , first indication information to 
the network management system , wherein the first 
indication information is used to indicate that the first 
device successfully sends the first heartbeat signal . 

13. The method according to claim 11 , wherein the 
method further comprises : 

sending , by the first device , a third heartbeat signal to the 
second device , wherein the third heartbeat signal is 
used to determine whether a fault occurs to the sub 
marine cable in the transmission direction from the first 
device to the second device . 

14. The method according to claim 11 , wherein the 
method further comprises : 

determining , by the first device , second detection infor 
mation based on whether a fourth heartbeat signal from 
the second device is received during a second preset 
time through the submarine cable , wherein the second 
detection information is used to indicate whether the 
first device receives the fourth heartbeat signal from the 
second device through the submarine cable ; and 

sending , by the first device , the second detection infor 
mation to the network management system . 

15. The method according to claim 11 , wherein modula 
tion frequencies of the first heartbeat signal and the second 
heartbeat signal are higher than a cut - off frequency of an 
erbium doped fiber amplifier EDFA . 

16. The method according to claim 11 , wherein modula 
tion depths of the first heartbeat signal and the second 
heartbeat signal are smaller than a preset threshold . 

17. The method according to claim 11 , wherein carrier 
signals of the first heartbeat signal and the second heartbeat 
signal are modulated by means of total optical power . 

18. A network management system , comprising : 
a transceiver module , configured to receive first detection 

information from a first device during a first preset 
time , and receive second detection information from a 
second device during a second preset time , wherein the 
second detection information is used to indicate 
whether the second device receives a first heartbeat 
signal from the first device through a submarine cable , 
and the first detection information is used to indicate 
whether the first device receives a second heartbeat 
signal from the second device through the submarine 
cable ; and 

a processing module , configured to determine , based on 
the first detection information and the second detection 
information that are received by the transceiver mod 
ule , whether a fault occurs to the submarine cable 
between the first device and the second device . 

19. The network management system according to claim 
18 , wherein the processing module is specifically configured 
to : 

determine that a fault occurs to the submarine cable in a 
transmission direction from the second device to the 
first device if the first detection information indicates 
that the first device does not receive the second heart 
beat signal from the second device through the subma 
rine cable ; and 

determine that no fault occurs to the submarine cable in 
the transmission direction from the second device to the 
first device if the first detection information indicates 
that the first device receives the second heartbeat signal 
from the second device through the submarine cable . 

20. The network management system according to claim 
18 , wherein the processing module is specifically configured 
to : 

determine that a fault occurs to the submarine cable in a 
transmission direction from the first device to the 
second device if the second detection information indi 
cates that the second device does not receive the first 
heartbeat signal from the first device through the sub 
marine cable ; and 

determine that no fault occurs to the submarine cable in 
the transmission direction from the first device to the 
second device if the second detection information indi 
cates that the second device receives the first heartbeat 
signal from the first device through the submarine 
cable . 

21. The network management system according to claim 
18 , wherein the processing module is further configured to 
detect , before the transceiver module receives the first 
detection information from the first device during the first 
preset time and receives the second detection information 
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from the second device during the second preset time , that 
no fault occurs to the first device and the second device . 

22. The network management system according to claim 
18 , wherein 

the transceiver module is further configured to receive 
second indication information before receiving the first 
detection information from the first device during the 
first preset time , wherein the second indication infor 
mation is used to indicate that the second device 
successfully sends the second heartbeat signal ; and 

the transceiver module is further configured to receive 
first indication information before receiving the second 
detection information from the second device during 
the second preset time , wherein the first indication 
information is used to indicate that the first device 
successfully sends the first heartbeat signal . 

23. The network management system according to claim 
19 , the transceiver module is further configured to : receive 

third detection information from the first device during a 
third preset time before the processing module determines 
that a fault occurs to the submarine cable in the transmission 
direction from the second device to the first device , wherein 
the third detection information is used to indicate whether 
the first device receives a fourth heartbeat signal from the 
second device through the submarine cable . 

24. The network management system according to claim 
20 , the transceiver module is further configured to : receive 
fourth detection information from the second device during 
a fourth preset time before the processing module deter 
mines that a fault occurs to the submarine cable in the 
transmission direction from the first device to the second 
device , wherein the fourth detection information is used to 
indicate whether the second device receives a third heartbeat 
signal from the first device through the submarine cable . 

25. - 30 . ( canceled ) 


