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57 ABSTRACT
A method for transaction settlement using guarantee tokens
includes: receiving a transaction request from a first finan-
cial institution including a receiving party digital address, a
digital token issued by the first financial institution to the
receiving party digital address, a sending party address, an
asset network identification, and an asset identification;
generating a guarantee token against the digital token;
generating an asset request transaction including the guar-
antee token, the receiving party digital address, the sending
party digital address, and the asset identification; transmit-
ting the asset request transaction to the asset network;
receiving an asset transaction from the asset network includ-
ing the asset, the receiving party digital address, and the
sending party digital address; generating an asset transfer
transaction including the receiving party digital address, the
sending party digital address, and the asset identification;
and transmitting the asset transaction to the receiving party
digital address.

400

Receive, by a receiving device of a processing server, a transaction request from a first financial insfitution,
the transaction request including at least an receiving party digital address, a digital token issued by the first
financial institution to the receiving party digital address, a sending party address, an asset network
identification, and an asset identification.

- 402

Generate, by a generation module of the processing server, a guarantee token against the digital token, the
guarantee token being a fokenized guarantee of the digital token issued by the first financial institution.

- 404

A 4

Generate, by the generation module of the processing server, an asset request transaction, the asset request
transaction including at least the guarantee token, the receiving party digital address, the sending party digital
address, and the asset identification.

— 406

A 4

Transmit, by a transmitting device of the processing server, the asset request transaction to the asset

- 408
network.

Receive, by the receiving device of the processing server, an asset fransaction from the asset network, the
asset fransaction including at least the asset, the receiving party digital address, and the sending party digital

- 410
address.

v

Generate, by the generation module of the processing server, an asset transfer transaction, the asset transfer
fransaction including at least the receiving party digital address, the sending party digital address, and the
asset identification.

- 412




=
> I "Old
A o o o o o B T o o o
-+ T T T T T T T T T T T T T
- i
- "
=
et " & CT T e 1 ﬁ
ol ! 8018 Bugndwion " _
S " upusS ' uonnyjsy| uonnysuy; ' 9ona( Buindwion
m " ! m [elouBUl] pUODSS [eoueul 3sil4 ' Buinpoey
1

! " _

" “ "
- < I.V » " o 1 .
- L o — “ — p— - “ " =
3 . = e — = "0 | =
S " ' — 1 ey
ﬁ I A 1 “ A
@ ! ' Janseg Buisseooid '
72 ! ! “
en ! “ _
N ! ! _
=] i ! _
'S i ! _
A " _ = "
o ! “ 901 — |
- i 1 — 1
s " ! ¥ [T SHomjaN uieyosoolg !

" L e e o o e e o o o e e o |

i
= i
=) i
= I A 2
< i
2 '
= "
= ]
A t
= " —
= !
- i VU
< I
2 ! T
= " > 121" o)
= ! WOMISN 19SSy
« i
£ " h
m e L1 YI0MIBN USHOL-NINIA
P ||||||||||||||||||||||||||||| aad



US 2023/0334446 Al

Oct. 19,2023 Sheet 2 of 14

Patent Application Publication

0ce ]

8l ]

9le

yie ]

c0g

¢ 'Old

-

-

-

4

-

20Ina(Q
Bunuwsuel |

Y

s|Inpo
uonepliiean

s|Inpo
uoneIsusD)

A 4

3[NpoiN
Bulkioanp

A 4

AV U W WU A

20Ina(Q
Buinleoay

A 4

SINPOIN
uonesIUNWWOoD

Aows|p

A

A 4

eleq

A

A 4

uteyoxoolg

_ =




vt
JoMIBN Jessy

US 2023/0334446 Al

o
fd
L3

9lg TER

189nbay V__%\,”uwz
- uonoesURl | SAI9ISY UeYoY00lg
- T T T T T T T e e e e e e e e e P
) 0Ll
en a0lAs(
= Bugndwion
2 Buipusg
S |||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
I —_
= 801
2., uopnisui
2 [B10UBUIH PUCDSS
to |||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
S e

159nbay mo—
= LonoesURl | SAIBISY 1OMBG BUISS890.d
=) ﬂ
ﬁ llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
< p— p— p—
2 453 0i€ 80¢ voL
w Jsonbay < 1s8nbey 1senbay sseyoing vonnsy|
- uofjoesuel] jiuusuesf uofoesuel | 1858y oNedey _m_ocmc_.n_ 18414
S e S —
= p — p— 20l
s 90¢ y0¢ a0¢ 801N8(]
.“lm.. 1s8nbey 8seYRIN e mw%%”gwww < uofjosies Bugndwon
M._ Jessy Jwisuel | oing Jossy jessy Buinsoey
~—
=
&
]
[~™




Yo
«
=
1
-+
& 73 e
m a_wwe.mo < uonoesuel | Jsenbay v
< s oL Jessy Jessy anisoey *HOMION 1958y
& S . S
z
[\ ol
uopoesuel | SIoMeN
- 1955y 91908 ureyoXoo|g
- e el ]
= (1
- 801A8(
= Bugndwion
2 Buipueg
S |||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
3 —
a 301
) uopnpsy|
2 [B10UBUI PUOJES
Mlh |||||||||||||||||||||||||||||| .2
o) 143 443 02¢ 8le e
uojoesuel | Jsenbay < jsonboy e ueyo | MS
1955y SA1909Y 1958y JWsuR. | Jessy sajueleNg oSG DUISSSa01d

vor
uopmnsy|
{BIOUBUI 8414

201
8018(
Bungnduwion
Buineoey

Patent Application Publication

o
f
L3



e piv
UsHo | S8jURIENS YIOMJBN J8SSY
Jsues |

9¢g
ux| Jsjsuel|
19SSy OAI800Y

US 2023/0334446 Al

gl
MIOMION
uleyoo0lg

[
801n8(
Bugnduwion
Buipusg

e
usyo] ssjuRIENY
OAIB0SY

801
uopnisul
[B1oUBUI PU0DSS

vee 43 —
Ux [ Jojsuel] ux | Jejsuel] moe
19SSy JIWSUEBS ] 1888y OjRJBUSD) {onsg BUIsssa0id

Oct. 19, 2023 Sheet 5 of 14

(133
Jessy Jwsued] |

A

voi
uonmasyj
jeloueul 3814

— 200
e JEX 801ne(]
Bugnduwion
Buineoey

Patent Application Publication

(3]



vl
OMISN Jossy

US 2023/0334446 Al

E
SIOMION
uleyooo|g

ort
801A8(]
Bugndwio)
Buipusg

8ve 9ve —
159nbay Weapay j50Nnbsy Weapsy 80}

Jwisuel | sejUBIEND uonmAsul
[I0UBUI PUOSSS

A

Oct. 19, 2023 Sheet 6 of 14

753 75¢ 05¢
abessepy ux|. < afessay jsenboey

JUSWS[)eS NsUEs | ux| juslusmies Wisepay eniposy

901
Jonieg Buissaoold

9G¢ yor
abessepy Ux| co%:m__mmc_
JUSLISOS BAI80eY _m_o:m:_u 18414

200
80IA8(]
Bugndwo)
Buineosey

[
Lo

Patent Application Publication
™



vl
OMISN Jossy

US 2023/0334446 Al

E
SIOMION
uleyooo|g

ort
801A8(]
Bugnduwio)
Buipueg

99¢ oe 79¢ —
B0NON 1di808Y 800N 1disooy AousLing 801

AousLing) jel4 Jwsue foueuing je; el &80 volmihstl
ORLIER! 1 J¥ed JEI BAIS08Y [eloueUl4 pucosg

A

Oct. 19, 2023 Sheet 7 of 14

89¢ 901
) S0I0N 10808}y Janag Buisssnold
aUeLINg el 8808y

09¢ 8c¢e vor
Aousiing < fouslng uogninsuy
18l Jusuel | 1Bl %o0un [BloURUL] 18114
201
801A8(]
Bugndwo)
Buineocey

Patent Application Publication

[
Lo
a2



US 2023/0334446 Al

Oct. 19, 2023 Sheet 8 of 14

Patent Application Publication

Ly

‘uoljeolUSp| J9sse
ay) pue ‘ssalppe [elbip Aued Buipuss sy ‘sseippe [eNbip AJed Bulaisosl sy ses| e Buipnjoul Uuonoesuel)
JajsUeJ) 19SSE 8} ‘UoNoBSURY) Jajsuel) Jasse Ue ‘Janles Buissesold auy jo sjinpow uone.sush sy Aq ‘sjessuso

A

0Ly

"ssaIppe
[enbip Aued Buipuss s pue ‘ssa.ppe [eNbip Aled Buiaieoss suy ‘Jesse suj 1ses)| 1e Bulpnjoul uonoesuel) 1asse
B “JIomjau JoSSE BU} WOJ) Uojjoesue.} josse Ue ‘Janles Buissaoo.d sy jo aolnep Buiaieosl su) AQ ‘anieosy

A

80

“lomjau
Jesse 8y 0] uonoesuel) 1senbal Jesse ay ‘JsAles Buisseo0id ay) Jo solAsp Bunjiisuel e Ag ‘Jusuel |

A

90

"UOIJeOIIUBP| 19SSE B PUB ‘SS8lppe
[enbip Aued Buipuss sy ‘ssaippe [enbip Aled Buiniedss sy ‘usyol asjue.lenb sy jses| Je Bulpnjoul uonoesuel)
1senbal Jesse ey} ‘Uonoesues; jsenbaeu jasse ue ‘Janlss Buissesold auy jo sjinpow uone.sush sy Aq ‘sjessuss

A

144

"uopnysUl [elroueUly Jsau ey Ag panssi Uexo} [e)ibip ey Jo esjuelenb paziueyo) e Buieq usyo ssjuesent
ay} ‘usyoy [eibip ey 1sulebe usyo) ssiue.lenb e ‘Uanles Buisseoo.d sy Jo sinpouw uonelsusb e Aq ‘ejeleus

A

oy 1

"UONEOILILBPI }OSSE UB pUB ‘UoleRusp!
yIomjau jasse Ue ‘ssaippe Aued Bulpuss e ‘ssalippe [ellbip Aued Buiaieoal sy 03 uolnyisul [eloueul)
1811 83 Ag penssi usyo] [e)bip e ‘ssalppe |elibip Aled Buiaieoss Ue jses)| je Buipnjoul 1senbal uonoesues sy
‘UopnIISUI [B1oUBUIY JSII B WO} }senbal uonoesuel) e ‘Jenles Buissaooid e o aoinep Buinieosl e A ‘nIeoay

Vv "Old

o
<



US 2023/0334446 Al

Oct. 19, 2023 Sheet 9 of 14

Patent Application Publication

gy "Old

0cy

‘uofnysul [eloueuly
18411 8 0} 8BesSAWI UoNoESURI) JUSWSNSS 84 ‘Jonlss Buisssooid au) Jo solrsp Bunjiwsues ay) A Jilsuel |

A

8l

"uonNIASUI [eIoU.UIL PU0SS SU) ) LONNISUI [elou.Ul) 1811 U} WoJ) Usyo) [enbip sy jo Juseanbs
Aous1ino Jel) e puss 0} sUoNoNJISUI pue usyo) [elbip sy 1ses| 18 Buipnjoul sBesssuu Uonoesues) JUsWS)Ies
ay) ‘obessall UonoesuUel) Juslises e ‘JsAlss Buisseooid au) Jo snpo uonelsusb sy Aq ‘sjeleusc)

A

9lYy

‘Usy0) e8jURIEND By} Buipnjoul 1senbal Wespal sy} ‘Uolnisul
[eloUBUl pUOYSS B Wolj1senbal Wespal & ‘joalss Buisssoold sy Jo soiasp BulAeosl sU) A] ‘oAIs0Y

A

14340

‘ssa.ppe [eNbip Aled
Buinieoa. sy 0} UonoBSUE.] Jajsuel} Jasse ay ‘Jeniss Buisseooid ayj jo soinep Bumiwsues; ayy A ‘Jwsuel |

o
<



s ——
; Vi

US 2023/0334446 Al

158nbsy
1988y SAIBOSY YoM 19ssy
........................ B e e
[ 3T
1s8nbay W %%uwz
= 19SSy 91909} WBLOYOOI
b~ TR Tt EEEEEEEERERES
S o
— 801A8(]
= Bupnduwion
2 Bupueg
S S —
B 905 _
=] uaY0) ssjuesens) 801
~ BAIB08Y uopnsul
2 x [BIDUBUIY PUODSS
to |||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
> p— — —— —
o 0l 805G ¥0S 206 501
158nbay < 1sonbay e Usyo| asjuerens) |e usyoL snjeig jon6g BUSsB00l
19SSy NWsuel | Jessy JWwisUe. | JuswAed

vor
uopmnsy|
{BIOUBUI 8414

201
8018(
Bungnduwion
Buineoey

Patent Application Publication

o
fo
[ o]



-
«
)
<
<
4 — —
gy 025 7S ST
4 usyo | snels < uonoesuel | oMo 1658
G JusWAR Jwsuel | Jossy HOMIS JosSY
T E s S
W —
8lg —
uonoesuel | /oﬁm v__%\,rwz
19SSy 9N909
=z v d uleLo%00|g
= e e —
— 0kl
— a0lne(
= Bupnduwion
2 Buipusg
S lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
A 4
Q 1443 500
m usyo] shies oINSy
RS Jswhed snsasy Ansul
< [BIOUBUI PUOSS
. e L
© coxow.wwaﬁm 8ze @
JuswiAed oAy o} Jensg buissaooid

¥Oi
uoBnysU|
fetoueUL4 15114

oot
80In8(
Bugnduwion
Buineoey

Patent Application Publication

w



US 2023/0334446 Al

Oct. 19,2023 Sheet 12 of 14

Patent Application Publication

o]

‘ssaippe Aled Buipuss ay) Y)im pejeloosse uonnyisul
[eloUBUI PUODSS B 0] UsY0) ssjuelent ay) ‘Jeales Buisseood sy Jo soinep Bumiwsuel e Ag Ywisuel |

A

0l9 ]

“lomjau
Jesse ay) 0] uonoesuel) 1senbal Jesse sy ‘Jenles Buisseao.d sy Jo solasp Bumiwsue.) e Ag ‘Jwsuel |

A

809

"UojeOlIUSPI 19SSE BU) pUB ‘Ssalppe [e)ibip
Aued Buipuss ay ‘ssa.ppe [enbip Aled Buiniedss sy ‘usyo} sniels JusuAed sy 1ses) je Buipnjoul uojoesues)
1senbal Jesse ey} ‘Uonoesues; jsenbaeu jasse ue ‘Janlss Buissesold auy jo sjinpow uone.sush sy Aq ‘sjessuss

4

909 -1

‘uonedinusp!
19SSE 8U) YIm PoIeIoosSe 1asse U Joj JusiuAed Jo sbessaw uonezuoyne JuswAed paziusyo) e Buieq Usyo)
shiels JuswiAed au ‘Usy0} shiels JuswiAed e ‘Jenles Buissaoold su jo ajnpow uolielsust sy Aq ‘sjelsusn

A

¥09

"uopnysUl [elroueUly Jsau ey Ag panssi Uexo} [e)ibip ey Jo esjuelenb paziueyo) e Buieq usyo ssjuesent
ay} ‘usyoy [eibip ey 1sulebe usyo) ssiue.lenb e ‘Uanles Buisseoo.d sy Jo sinpouw uonelsusb e Aq ‘ejeleus

A

209 1

"UONEOILILBPI }OSSE UB pUB ‘UoleRusp!
yIomjau jasse Ue ‘ssaippe Aued Bulpuss e ‘ssalippe [ellbip Aued Buiaieoal sy 03 uolnyisul [eloueul)
1811 83 Ag penssi usyo] [e)bip e ‘ssalppe |elibip Aled Buiaieoss Ue jses)| je Buipnjoul 1senbal uonoesues sy
‘UopnIISUI [B1oUBUIY JSII B WO} }senbal uonoesuel) e ‘Jenles Buissaooid e o aoinep Buinieosl e A ‘nIeoay

V9 'Old

o
©



US 2023/0334446 Al

Oct. 19, 2023 Sheet 13 of 14

Patent Application Publication

g9 Old

819 -1

‘ssa.ppe [eNbip Aled
Buinieoa. sy 0} UonoBSUE.] Jajsuel} Jasse ay ‘Jeniss Buisseooid ayj jo soinep Bumiwsues; ayy A ‘Jwsuel |

A

919

"UoljeolRUSP J9SSE
ay) pue ‘ssalppe [e1bip Aued Buipuss sy ‘ssaippe [eNbip Aled Buiaieosl sy 1ses| 1e Buipnjoul uonoesue.)
JajsUeJ) 19SSE 8} ‘UoNoBSURY) Jajsuel) Jasse Ue ‘Janles Buissesold auyj Jo sjinpow uone.sush ey Aq ‘sjeleuso

A

¥19

"ssaIppe
[enbip Ated Buipuss s pue ‘ssa.ppe [enbip Aled Buiaieoss sy ‘Jesse suj 1ses)| 1e Bulpnjoul Uuonoesuel) jasse
B “JIomjau JoSSE BU} WOJ) UojjoesUR.} josse Ue ‘Janles Buissaoo.d sy jo aolnep Buiaisosl su) AQ ‘anieosy

o
©



US 2023/0334446 Al

Oct. 19,2023 Sheet 14 of 14

Patent Application Publication

L 'Old

Aeldsiq

0c.
/
2zl /
4 /
nun abeuois
s|qeAoway =117 e < Kowap urepy
=Y\lq|
ool NI K R >
a|geAoway < 80.L
L1
LT
/ —
QL 1472
Al
L1 sapreH alnponiseyu| | aoel™| - -
42 suoleoIuUNWWOD Aeidsig
Aowsp
Aepuoosag
/
uled / 2oL
suonesIuNWWo) oL.
I/f .......... 90BLA| J P
ld/ .......... suoneosunwwo) [ 10$5890.d
9cL
/ / 7/
el 90. 0L
/
00L

/

0cL




US 2023/0334446 Al

METHOD AND SYSTEM OF TRANSACTION
SETTLEMENT AND SMART CONTRACT
ACCESS USING GUARANTEE TOKENS

FIELD

[0001] The present disclosure relates to transaction settle-
ment and smart contract access using guarantee tokens or a
combination of guarantee tokens and payment status tokens.
More particularly, the present disclosure relates to the settle-
ment of digital token transactions for assets secured by one
or more smart contracts.

BACKGROUND

[0002] The cryptocurrency market has seen tremendous
growth with a market cap of over $1.5 trillion dollars. Until
now, the market has largely served cryptocurrency insiders
without much benefit in mainstream use cases. Stablecoins,
predominantly used for moving into and out of cryptocur-
rency-trading positions, are moving into mainstream use
cases such as remittance, supplier B2B payments and com-
merce payments. However, stablecoins continue to suffer
from several issues including uncertain regulations, fraud
and unpredictable costs. At the same time, central banks are
exploring Central Bank Digital Currencies (CBDCs), which
could provide citizens with a digital version of fiat currency.
But movement towards CBDCs are likely to take different
paths in each country, take many years to go live, and
ultimately may not offer all the potential functionalities of
stablecoins. While current solutions still face challenges,
blockchain-based payments can have multiple benefits
including transparency (e.g., ability for participants to view
the status and details of transactions), immutability (e.g.,
ensuring transactions cannot be changed or deleted by other
parties), speed (e.g., potential to achieve faster transactions
particularly across borders), cost efficiencies (e.g., reducing
manual tasks and streamlining costs associated with cross
border money movement), and programmability (e.g., digi-
tally native payment tokens can be coded to execute pay-
ments when conditions are met, opening up innovative use
cases).

[0003] Currently, most of the innovation in cryptocurrency
technology focuses on the opportunities presented by decen-
tralized applications and services over those which are
centralized. However, there has been little innovation in the
cryptocurrency market with a focus on creating a flexible
financial infrastructure that satisfies regulatory requirements
and expectations, and that delivers consumer protections
while maintaining the stability of the current financial sys-
tem. Thus, there is a need for a novel solution for a regulated
payment service that enables the use of digital currencies
(e.g., cryptocurrencies) that retains the security features and
other benefits of cryptocurrency systems without the asso-
ciated volatility in value.

SUMMARY

[0004] A method for transaction settlement and smart
contract access using guarantee tokens is disclosed. The
method including: receiving, by a receiving device of a
processing server, a transaction request from a first financial
institution, the transaction request including at least an
receiving party digital address, a digital token issued by the
first financial institution to the receiving party digital
address, a sending party address, an asset network identifi-

Oct. 19, 2023

cation, and an asset identification; generating, by a genera-
tion module of the processing server, a guarantee token
against the digital token, the guarantee token being a token-
ized guarantee of the digital token issued by the first
financial institution; generating, by the generation module of
the processing server, an asset request transaction, the asset
request transaction including at least the guarantee token,
the receiving party digital address, the sending party digital
address, and the asset identification; transmitting, by a
transmitting device of the processing server, the asset
request transaction to the asset network; receiving, by the
receiving device of the processing server, an asset transac-
tion from the asset network, the asset transaction including
at least the asset, the receiving party digital address, and the
sending party digital address; generating, by the generation
module of the processing server, an asset transfer transac-
tion, the asset transfer transaction including at least the
receiving party digital address, the sending party digital
address, and the asset identification; and transmitting, by the
transmitting device of the processing server, the asset trans-
fer transaction to the receiving party digital address.

[0005] A system for transaction settlement and smart
contract access using guarantee tokens is disclosed. The
system including: a receiving device of a processing server
receiving a transaction request from a first financial institu-
tion, the transaction request including at least an receiving
party digital address, a digital token issued by the first
financial institution to the receiving party digital address, a
sending party digital address, an asset network identifica-
tion, and an asset identification; a generation module of the
processing server generating a guarantee token against the
digital token, the guarantee token being a tokenized guar-
antee of the digital token issued by the first financial
institution; the generation module of the processing server
generating an asset request transaction, the asset request
transaction including at least the guarantee token, the receiv-
ing party digital address, the sending party digital address,
and the asset identification; a transmitting device of the
processing server transmitting the asset request transaction
to the asset network; the receiving device of the processing
server receiving an asset transaction from the asset network,
the asset transaction including at least the asset, the receiv-
ing party digital address, and the sending party digital
address; the generation module of the processing server
generating an asset transfer transaction, the asset transfer
transaction including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and the transmitting device of the processing
server transmitting the asset transfer transaction to the
receiving party digital address.

[0006] A method for transaction settlement using guaran-
tee tokens and payment status tokens is disclosed. The
method including: receiving, by a receiving device of a
processing server, a transaction request from a first financial
institution, the transaction request including at least an
receiving party digital address, a digital token issued by the
first financial institution to the receiving party digital
address, a sending party address, an asset network identifi-
cation, and an asset identification; generating, by a genera-
tion module of the processing server, a guarantee token
against the digital token, the guarantee token being a token-
ized guarantee of the digital token issued by the first
financial institution; generating, by the generation module of
the processing server, a payment status token, the payment
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status token being a tokenized payment authorization mes-
sage of payment for an asset associated with the asset
identification; generating, by the generation module of the
processing server, an asset request transaction, the asset
request transaction including at least the payment status
token, the receiving party digital address, the sending party
digital address, and the asset identification; transmitting, by
a transmitting device of the processing server, the asset
request transaction to the asset network; transmitting, by the
transmitting device of the processing server, the guarantee
token to a second financial institution associated with the
sending party address; receiving, by the receiving device of
the processing server, an asset transaction from the asset
network, the asset transaction including at least the asset, the
receiving party digital address, and the sending party digital
address; generating, by the generation module of the pro-
cessing server, an asset transfer transaction, the asset transfer
transaction including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and transmitting, by the transmitting device of
the processing server, the asset transaction to the receiving
party digital address.

[0007] A system for transaction settlement using guaran-
tee tokens and payment status tokens is disclosed. The
system including: a receiving device of a processing server
receiving a transaction request from a first financial institu-
tion, the transaction request including at least an receiving
party digital address, a digital token issued by the first
financial institution to the receiving party digital address, a
sending party digital address, an asset network identifica-
tion, and an asset identification; a generation module of the
processing server generating a guarantee token against the
digital token, the guarantee token being a tokenized guar-
antee of the digital token issued by the first financial
institution; the generation module of the processing server
generating a payment status token, the payment status token
being a tokenized payment authorization message of pay-
ment for an asset associated with the asset identification; the
generation module of the processing server generating an
asset request transaction, the asset request transaction
including at least the payment status token, the receiving
party digital address, the sending party digital address, and
the asset identification; a transmitting device of the process-
ing server transmitting the asset request transaction to the
asset network; the transmitting device of the processing
server transmitting the guarantee token to a second financial
institution associated with the sending party address; the
receiving device of the processing server receiving an asset
transaction from the asset network, the asset transaction
including at least the asset, the receiving party digital
address, and the sending party digital address; the generation
module of the processing server generating an asset transfer
transaction, the asset transfer transaction including at least
the receiving party digital address, the sending party digital
address, and the asset identification; and the transmitting
device of the processing server transmitting the asset trans-
action to the receiving party digital address.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

[0008] The scope of the present disclosure is best under-
stood from the following detailed description of exemplary
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embodiments when read in conjunction with the accompa-
nying drawings. Included in the drawings are the following
figures:

[0009] FIG. 1 is a block diagram illustrating a high-level
system architecture for transaction settlement and smart
contract access using guarantee tokens in accordance with
exemplary embodiments.

[0010] FIG. 2 is a block diagram illustrating the process-
ing server of the system of FIG. 1 for transaction settlement
and smart contract access using guarantee tokens in accor-
dance with exemplary embodiments.

[0011] FIGS. 3A-3E is a flow diagram illustrating a pro-
cess for transaction settlement and smart contract access
using guarantee tokens as executed by the processing server
of FIG. 2 in the system of FIG. 1 in accordance with
exemplary embodiments.

[0012] FIGS. 4A-4B is a flow chart illustrating an exem-
plary method for transaction settlement and smart contract
access using guarantee tokens in accordance with exemplary
embodiments.

[0013] FIGS. 5A-5B is a flow diagram illustrating a pro-
cess for transaction settlement and smart contract access
using guarantee tokens and payment status tokens as
executed by the processing server of FIG. 2 in the system of
FIG. 1 in accordance with exemplary embodiments.
[0014] FIGS. 6A-6B is a flow chart illustrating an exem-
plary method for transaction settlement and smart contract
access using guarantee tokens and payment status tokens in
accordance with exemplary embodiments.

[0015] FIG. 7 is a block diagram illustrating a computer
system architecture in accordance with exemplary embodi-
ments.

[0016] Further areas of applicability of the present disclo-
sure will become apparent from the detailed description
provided hereinafter. It should be understood that the
detailed description of exemplary embodiments are intended
for illustration purposes only and are, therefore, not intended
to necessarily limit the scope of the disclosure.

DETAILED DESCRIPTION

Glossary of Terms

[0017] Blockchain— A public ledger of all transactions of
a blockchain-based currency. One or more computing
devices may comprise a blockchain network, which may be
configured to process and record transactions as part of a
block in the blockchain. Once a block is completed, the
block is added to the blockchain, and the transaction record
thereby updated. In many instances, the blockchain may be
a ledger of transactions in chronological order or may be
presented in any other order that may be suitable for use by
the blockchain network. In some configurations, transac-
tions recorded in the blockchain may include a destination
address and a currency amount, such that the blockchain
records how much currency is attributable to a specific
address. In some instances, the transactions are financial and
others not financial, or might include additional or different
information, such as a source address, timestamp, etc. In
some embodiments, a blockchain may also or alternatively
include nearly any type of data as a form of transaction that
is or needs to be placed in a distributed database that
maintains a continuously growing list of data records hard-
ened against tampering and revision, even by its operators,
and may be confirmed and validated by the blockchain
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network through proof of work and/or any other suitable
verification techniques associated therewith. In some cases,
data regarding a given transaction may further include
additional data that is not directly part of the transaction
appended to transaction data. In some instances, the inclu-
sion of such data in a blockchain may constitute a transac-
tion. In such instances, a blockchain may not be directly
associated with a specific digital, virtual, fiat, or other type
of currency.

System for Transaction Settlement and Smart Contract
Access Using Guarantee Tokens

[0018] FIG. 1 illustrates a system 100 for transaction
settlement and smart contract access using guarantee tokens
in accordance with exemplary embodiments.

[0019] The system 100 includes a receiving computing
device 102, a first financial institution 104, a processing
server 106, a second financial institution 108, a sending
computing device 110, and an asset network 114.

[0020] The receiving computing device 102 is a comput-
ing device associated with a user in the system 100. In an
embodiment, the user of the receiving computing device 102
is a customer of the first financial institution 104 (e.g., has
a transaction account with the first financial institution 104).
For example, the user of the receiving computing device 102
has a digital address, e.g., a digital wallet, for transacting
deposit tokens issued by the first financial institution 104.
Further, the receiving computing device 102 operates on the
asset network 114. For example, the user of the receiving
computing device 102 may have an account with or other-
wise access the asset network 114 to purchase one or more
assets (e.g., to purchase a Non-Fungible Token or “NFT” on
an NFT marketplace). Transactions involving the receiving
computing device 102 are described in more detail below
with reference to FIGS. 3A-6B. The receiving computing
device 102 may be a desktop computer, a notebook, a laptop
computer, a tablet computer, a handheld device, a smart-
phone, a thin client, or any other electronic device or
computing system capable of storing, compiling, and orga-
nizing audio, visual, or textual data and receiving and
sending that data to and from other computing devices, such
as the first financial institution 104, the processing server
106, the sending computing device 110, and/or one or more
nodes of the asset network 114. For example, the receiving
computing device 102 may be any type of electronic device
or computing system specially configured to perform the
functions discussed herein, such as the computer system 700
illustrated in FIG. 7. While only a single receiving comput-
ing device 102 is illustrated, it can be appreciated that the
system 100 can include any number of receiving computing
devices 102.

[0021] The first financial institution 104 is a financial
institution, such as an issuing bank, or any other entity
configured to issue transaction accounts that are suitable for
funding an electronic payment transaction with a fiat cur-
rency or digital tokens. The first financial institution 104 is
a financial entity that issues, but is not limited to, Central
Bank Digital Currencies (CBDCs), regulated stablecoins,
digitized deposit tokens, or any other suitable digital token
representing a legal claim on the first financial institution
104. For example, the first financial institution 104 may be,
but is not limited to, a bank, a central bank, an electronic
currency issuer, a stablecoin issuer, or any other suitable
financial entity capable of issuing digital tokens. In an
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embodiment where the first financial institution 104 is a
central bank, the digital tokens represent central bank liabili-
ties (e.g., CBDCs). In an embodiment where the first finan-
cial institution 104 is a bank, the digital tokens represent
digitized deposits, which is a digitalized form of deposit
liabilities. In an embodiment the first financial institution
104 is an electronic currency issuer, the digital tokens
represent electronic currency liabilities. In an embodiment
where the first financial institution 104 is a stablecoin issuer,
the digital tokens represent a legal claim associated with the
stablecoin holding. The digital token is a digital represen-
tation of the deposit liabilities of the relevant first financial
institution 104 such as, but not limited to, a legal claim on
the first financial institution 104, a withdrawal claim, a
depositor claim, a deposit insurance claim, etc. The under-
lying deposit and associated features for which the digital
token represents does not change because of tokenization.
The digital tokens issued by the first financial institution 104
include one or more of, but is not limited to, an amount to
be issued (e.g., a digital token fiat currency equivalent), a
currency (e.g., the fiat currency the digital token is issued
against), an issue date (e.g., the date the digital token is
created), and any other suitable metadata, (e.g., identifica-
tion of the first financial institution 104, identification of the
receiving computing device 102, a digital address of the
receiving computing device 102, etc.).

[0022] The first financial institution 104 may be a permis-
sioned entity on the multi-token network 112 that interacts
with the multi-token network 112 and offers customer-facing
products such as digital wallets. The first financial institution
104 is permitted to create and manage wallets (e.g., digital
addresses) for their customers (e.g., a user of the receiving
computing device 102), read transactions and balances from
the multi-token network 112, and submit transactions on
behalf of their customers (e.g., a user of the receiving
computing device 102). Further, the first financial institution
104 may issue a payment instrument to the receiving com-
puting device 102, such as a physical payment card, a virtual
payment card, a paper check, a virtual check, etc. The
receiving computing device 102 may receive the digital
wallets and/or other payment instrument(s) to convey pay-
ment credentials associated with the transaction account to
fund a payment transaction with that transaction account.

[0023] The processing server 106 may be a server, a
desktop computer, a notebook, a laptop computer, a tablet
computer, a handheld device, a smart-phone, a thin client, or
any other electronic device or computing system capable of
storing, compiling, and organizing audio, visual, or textual
data and receiving and sending that data to and from other
computing devices, such as the receiving computing device
102, the first financial institution 104, the second financial
institution 108, the sending computing device 110, and/or
the asset network 114. For example, the processing server
106 may be any type of electronic device or computing
system specially configured to perform the functions dis-
cussed herein, such as the computer system 700 illustrated
in FIG. 7. In an exemplary embodiment, the processing
server 106 is an operator node and/or administrative node on
the multi-token network 112 capable of receiving and trans-
mitting digital tokens to and from the first financial institu-
tion 104 and the second financial institution 108, generating
guarantee tokens against the digital tokens, generating pay-
ment status tokens for unlocking one or more smart con-
tracts on the asset network 114, receiving, generating, and/or
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transmitting transaction messages and requests to and from
the receiving computing device 102, the first financial insti-
tution 104, the second financial institution 108, the sending
computing device 110, and/or the asset network 114, receiv-
ing and transmitting assets to and from the asset network
114, the receiving computing device 102, and the sending
computing device 110, receiving guarantee token redeem
requests from the first financial institution 104 and the
second financial institution 108, and generating and trans-
mitting settlement transaction messages to the first financial
institution 104 and the second financial institution 108. The
processing server 106 is discussed in more detail with
reference to FIG. 2.

[0024] The second financial institution 108 is a financial
institution, such as a receiving bank, or any other entity
configured to issue transaction accounts that are suitable for
funding an electronic payment transaction with a fiat cur-
rency or digital tokens. The second financial institution 108
is a financial entity that issues, but is not limited to, Central
Bank Digital Currencies (CBDCs), regulated stablecoins,
digitized deposit tokens, or any other suitable digital token
representing a legal claim on the second financial institution
108. For example, the second financial institution 108 may
be, but is not limited to, a bank, a central bank, an electronic
currency issuer, a stablecoin issuer, or any other suitable
financial entity capable of issuing digital tokens. In an
embodiment where the second financial institution 108 is a
central bank, the digital tokens represent central bank liabili-
ties (e.g., CBDCs). In an embodiment where the second
financial institution 108 is a bank, the digital tokens repre-
sent digitized deposits, which is a digitalized form of deposit
liabilities. In an embodiment the second financial institution
108 is an electronic currency issuer, the digital tokens
represent electronic currency liabilities. In an embodiment
where the second financial institution 108 is a stablecoin
issuer, the digital tokens represent a legal claim associated
with the stablecoin holding. The digital token is a digital
representation of the deposit liabilities of the relevant second
financial institution 108 such as, but not limited to, a legal
claim on the second financial institution 108, a withdrawal
claim, a depositor claim, a deposit insurance claim, etc. The
underlying deposit and associated features for which the
digital token represents does not change because of tokeni-
zation. The digital tokens issued by the second financial
institution 108 include one or more of, but is not limited to,
an amount to be issued (e.g., a digital token fiat currency
equivalent), a currency (e.g., the fiat currency the digital
token is issued against), an issue date (e.g., the date the
digital token is created), and any other suitable metadata,
(e.g., identification of the second financial institution 108,
identification of the sending computing device 110, a digital
address of the sending computing device 110, etc.).

[0025] The second financial institution 108 may be per-
missioned entity on the multi-token network 112 that inter-
acts with the multi-token network 112 and offers customer-
facing products such as digital wallets. The second financial
institution 108 is permitted to create and manage wallets
(e.g., digital addresses) for their customers (e.g., a user of the
sending computing device 110), read transactions and bal-
ances from the multi-token network 112, and submit trans-
actions on behalf of their customers (e.g., a user of the
sending computing device 110). Further, the second finan-
cial institution 108 may issue a payment instrument to the
sending computing device 110, such as a physical payment
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card, a virtual payment card, a paper check, a virtual check,
etc. The sending computing device 110 may receive the
digital wallets and/or other payment instrument(s) to convey
payment credentials associated with the transaction account
to fund a payment transaction with that transaction account.

[0026] The sending computing device 110 is a computing
device associated with a user in the system 100. In an
embodiment, the user of the sending computing device 110
is a customer of the second financial institution 108 (e.g., has
a transaction account with the first financial institution 104).
For example, the user of the sending computing device 110
has a digital address, e.g., a digital wallet, for transacting
deposit tokens issued by the second financial institution 108.
Further, the sending computing device 110 operates on the
asset network 114. For example, the user of the sending
computing device 110 may have an account with or other-
wise access the asset network 114 through which the user of
the sending computing device 110 sells one or more assets
(e.g., an NFT on an NFT marketplace). Transactions involv-
ing the sending computing device 110 are described in more
detail below with reference to FIGS. 3A-6B. The sending
computing device 110 may be a desktop computer, a note-
book, a laptop computer, a tablet computer, a handheld
device, a smart-phone, a thin client, or any other electronic
device or computing system capable of storing, compiling,
and organizing audio, visual, or textual data and receiving
and sending that data to and from other computing devices,
such as the receiving computing device 102, the processing
server 106, the second financial institution 108, and/or one
or more nodes of the asset network 114. For example, the
sending computing device 110 may be any type of electronic
device or computing system specially configured to perform
the functions discussed herein, such as the computer system
700 illustrated in FIG. 7. While only a single sending
computing device 110 is illustrated, it can be appreciated
that the system 100 can include any number of sending
computing devices 110.

[0027] The asset network 114 is a network or platform that
enables the exchange (e.g., the purchase and sale) of assets
(e.g., products or services) between users using digital
tokens. The asset network 114 is capable of storing, com-
piling, and organizing audio, visual, or textual data and
receiving and sending that data to and from other computing
devices, such as the receiving computing device 102, and/or
the processing server 106, the sending computing device
110. For example, the asset network 114 may be operated or
supported by any type of electronic device or computing
system or plurality of electronic devices or computing
systems specially configured to perform the functions dis-
cussed herein, such as the computer system 700 illustrated
in FIG. 7. The asset network 114 may include a plurality of
user nodes (e.g., the receiving computing device 102 and the
sending computing device 110) that sell and/or purchase
assets on the asset network 114. For example, the asset
network 114 may be, but is not limited to, a retail payment
network, a business-to-business payment network, a supply
chain payment network, a cross-border person-to-person
payment network (e.g., remittent flows), a public crypto-
economy (e.g., an NFT marketplace, a decentralized finance
(DeFi) network, etc.), or any other suitable network for
facilitating the exchange of assets for digital tokens as will
be apparent to one skilled in the art. In the example of an
NFT marketplace, the asset network 114 facilitates the sale
and purchase of digital art (e.g., NFTs) between the receiv-
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ing computing device 102 and the sending computing device
110. Further, the asset network 114 may include one or more
smart contracts associated or linked to the assets being
bought and sold on the asset network 114 along with one or
more parameters for unlocking the smart contract and releas-
ing the asset. In the example of an NFT marketplace (e.g.,
the asset network 114), a smart contract holds the each of the
NFTs for sale (e.g., the asset), and defines one or more
parameters for unlocking the smart contract. For example,
the one or more parameters of the smart contract may define
an acceptable currency for purchase of the asset, etc.

[0028] In an embodiment of the system 100, the receiving
computing device 102, the first financial institution 104, the
processing server 106, the second financial institution 108,
and the sending computing device 110 are part of the
multi-token network 112. The multi-token network 112
facilitates transactions and communications between and
amongst traditional fiat currency users and crypto-native
users (e.g., the receiving computing device 102, the first
financial institution 104, the second financial institution 108,
and the sending computing device 110). The multi-token
network 112 enables multiple entities (e.g., companies,
governments, financial institutions, etc.) to issue and transfer
digital tokens and leverages regulated cryptocurrencies (e.g.,
stablecoins, CBDCs, etc.) as either token forms for trans-
actions or as assets to deliver instant settlement on the
multi-token network 112. The multi-token network 112
interacts with and/or is otherwise integrated with existing
traditional payment rails providing additional consumer
choice and benefit (e.g., conducting transaction with digital
tokens or with fiat currency). The multi-token network 112
is a private permissioned network system that maintains an
access control layer to allow selected actions to be per-
formed only by certain identifiable participants (e.g., the
receiving computing device 102, the first financial institu-
tion 104, the second financial institution 108, and the
sending computing device 110). For example, the multi-
token network 112 is capable of receiving, storing, process-
ing, and/or transmitting, digital tokens directly from address
to address (e.g., a digital address associated with the receiv-
ing computing device 102 and a digital address associated
with the sending computing device 110). The multi-token
network 112 is a programmable network operated on net-
work operator infrastructure and accessible to participants
through one or more application programming interfaces
(APIs). The APIs may be private and permissioned APIs
such that the nodes of the multi-token network 112 require
credentials issued by the multi-token network 112 to access
the multi-token network 112. For example, the multi-token
network 112 includes APIs compatible with each financial
institution (e.g., the first financial institution 104 and the
second financial institution 108) that participates in the
multi-token network 112. The multi-token network 112 is
capable of communicating and transacting across multiple
networks (e.g., the asset network 114 and the blockchain
network 116). While only a single blockchain network 116
and a single asset network 114 are illustrated in FIG. 1, it can
be appreciated that any number of blockchain networks 116
and/or asset networks 114 can be a part of the multi-token
network 112. Further, the multi-token network 112 is
capable of communicating and transacting across various
types of networks. For example, the blockchain network 116
and/or the asset network 114 may be a private, permissioned,
or public blockchain network and the first financial institu-
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tion 104 and the second financial institution 108 may each
be a part of a separate payment network.

[0029] In an embodiment, the multi-token network 112
may include a blockchain network 116. The blockchain
network 116 may be comprised of a plurality of blockchain
nodes including, but not limited to, the first financial insti-
tution 104, the processing server 106, and the second
financial institution 108. Each blockchain node of the block-
chain network 116 may be a computing system, such as
illustrated in FIG. 7, discussed in more detail below, that is
configured to perform functions related to the processing
and management of the blockchain, including the generation
of blockchain data values, verification of proposed block-
chain transactions, verification of digital signatures, genera-
tion of new blocks, validation of new blocks, and mainte-
nance of a copy of the blockchain.

[0030] The blockchain of the blockchain network 116 may
be a distributed ledger that is comprised of at least a plurality
of blocks. Each block may include at least a block header
and one or more data values. Each block header may include
at least a timestamp, a block reference value, and a data
reference value. The timestamp may be a time at which the
block header was generated and may be represented using
any suitable method (e.g., UNIX timestamp, DateTime,
etc.). The block reference value may be a value that refer-
ences an earlier block (e.g., based on timestamp) in the
blockchain. In some embodiments, a block reference value
in a block header may be a reference to the block header of
the most recently added block prior to the respective block.
In an exemplary embodiment, the block reference value may
be a hash value generated via the hashing of the block header
of the most recently added block. The data reference value
may similarly be a reference to the one or more data values
stored in the block that includes the block header. In an
exemplary embodiment, the data reference value may be a
hash value generated via the hashing of the one or more data
values. For instance, the block reference value may be the
root of a Merkle tree generated using the one or more data
values.

[0031] The use of the block reference value and data
reference value in each block header may result in the
blockchain being immutable. Any attempted modification to
a data value would require the generation of a new data
reference value for that block, which would thereby require
the subsequent block’s block reference value to be newly
generated, further requiring the generation of a new block
reference value in every subsequent block. This would have
to be performed and updated in every single node in the
blockchain network 116 prior to the generation and addition
of' a new block to the blockchain in order for the change to
be made permanent. Computational and communication
limitations may make such a modification exceedingly dif-
ficult, if not impossible, thus rendering the blockchain
immutable.

[0032] Insome embodiments, the blockchain may be used
to store information regarding blockchain transactions (e.g.,
a transaction request for the purchase of an asset on the asset
network 114) conducted between two different blockchain
wallets (e.g., a buyer digital address associated with the
receiving computing device 102 and a seller digital address
associated with the sending computing device 110). A block-
chain wallet may include a private key of a cryptographic
key pair that is used to generate digital signatures that serve
as authorization by a payer for a blockchain transaction,
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where the digital signature can be verified by the blockchain
network 116 using the public key of the cryptographic key
pair. In some cases, the term “blockchain wallet” or “digital
address” may refer specifically to the private key. In other
cases, the term “blockchain wallet” or “digital address” may
refer to a computing device (e.g., the receiving computing
device 102 and the sending computing device 110, etc.) that
stores the private key for use thereof in blockchain transac-
tions. For instance, each computing device may each have
their own private key for respective cryptographic key pairs
and may each be a blockchain wallet for use in transactions
with the blockchain associated with the blockchain network
116. Computing devices may be any type of device suitable
to store and utilize a blockchain wallet, such as a desktop
computer, laptop computer, notebook computer, tablet com-
puter, cellular phone, smart phone, smart watch, smart
television, wearable computing device, implantable comput-
ing device, etc.

[0033] Each blockchain data value stored in the block-
chain may correspond to a blockchain transaction or other
storage of data, as applicable. A blockchain transaction may
consist of at least: a digital signature of the sender of
currency or digital token (e.g., a digital address associated
with the receiving computing device 102) that is generated
using the sender’s private key, a blockchain address of the
recipient of currency or digital token (e.g., a digital address
associated with the sending computing device 110) gener-
ated using the recipient’s public key, and a blockchain
currency amount that is transferred or other data being
stored. In some blockchain transactions, the transaction may
also include one or more blockchain addresses of the sender
where blockchain currency or digital token is currently
stored (e.g., where the digital signature proves their access
to such currency or digital token), as well as an address
generated using the sender’s public key for any change that
is to be retained by the sender. Addresses to which crypto-
graphic currency or digital tokens have been sent that can be
used in future transactions are referred to as “output”
addresses, as each address was previously used to capture
output of a prior blockchain transaction, also referred to as
“unspent transactions,” due to there being currency or digital
tokens sent to the address in a prior transaction where that
currency or digital token is still unspent. In some cases, a
blockchain transaction may also include the sender’s public
key, for use by an entity in validating the transaction. For the
traditional processing of a blockchain transaction, such data
may be provided to a blockchain node (e.g., the processing
server 106, the first financial institution 104, and/or the
second financial institution 108) in the blockchain network
116, either by the sender or the recipient. The node may
verify the digital signature using the public key in the
cryptographic key pair of the sender’s wallet and also verify
the sender’s access to the funds (e.g., that the unspent
transactions have not yet been spent and were sent to address
associated with the sender’s wallet), a process known as
“confirmation” of a transaction, and then include the block-
chain transaction in a new block. The new block may be
validated by other nodes in the blockchain network 116
before being added to the blockchain and distributed to all
of the blockchain nodes in the blockchain network 116 in
traditional blockchain implementations. In cases where a
blockchain data value may not be related to a blockchain
transaction, but instead the storage of other types of data,
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blockchain data values may still include or otherwise
involve the validation of a digital signature.

[0034] In the system 100, blockchain nodes wanting to
conduct a transaction using digital tokens may submit those
digital tokens to the processing server 106 for facilitating the
transaction through the blockchain network 116. When a
receiving computing device 102 wants to purchase an asset
on the asset network 114 using a digital token issued by the
first financial institution 104, then the receiving computing
device 102 may submit a new blockchain transaction request
(e.g., an asset purchase request) to the blockchain network
116. The digital token issued by the first financial institution
104 will have a value equal to or greater than the purchase
price of the asset on the asset network 114. In an exemplary
embodiment, the receiving computing device 102 commu-
nicates with the blockchain network 116 via the first finan-
cial institution 104 (e.g., the financial institution that issued
the digital token). The transaction request may include the
digital address of the receiving computing device 102, a
digital token issued by the first financial institution 104, a
digital address of the sending computing device 110, an asset
network 114 identification, and an asset identification. In
some instances, the transaction request may include a digital
signature generated using the private key of the digital
address of the receiving computing device 102, which can be
validated by the processing server 106 using the public key
of'the digital address of the receiving computing device 102,
such as to validate that the receiving computing device 102
is authorized to use the digital address for which the trans-
action was submitted. In an embodiment, the receiving
computing device 102 and/or the first financial institution
104 may transmit the transaction request directly to the
processing server 106 using a traditional payment rail net-
work (e.g., there is no blockchain network 116).

[0035] The processing server 106 may receive the trans-
action request and may then generate a guarantee token
against the digital token (e.g., the guarantee token is gen-
erated having a value equivalent to the value of the digital
token). The guarantee token is created by one or more digital
addresses of the processing server 106. The guarantee token
may include one or more attributes, such as, but not limited
to, a unique symbol, an amount in circulation, and an
exchange value, etc. In an embodiment, the processing
server 106 stores the digital token in a database of the
processing server 106. The processing server 106 may
generate the transaction request in response to validating the
digital signature of the receiving computing device 102. The
guarantee token represents a tokenized guarantee of the
digital token issued by the first financial institution 104 (e.g.,
a guarantee of the funds represented by the digital token.)
For example, the guarantee token may be issued against a
liability of first financial institution 104 to the processing
server 106 and in turn represents a liability of the processing
server 106 to any subsequent bearer of the guarantee token
(e.g., the second financial institution 108 and/or the sending
computing device 110, etc.). The guarantee token may be
denoted in the same currency as the digital token against
which it is issued. The guarantee token is a fungible asset
and thus all issued guarantee tokens of the same currency
and value are indistinguishable from each other. The guar-
antee token is minted and transferred only within the multi-
token network 112 amongst registered participants in the
multi-token network 112 (e.g., the receiving computing
device 102, the first financial institution 104, the second
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financial institution 108, and the sending computing device
110, etc.). The processing server 106 may identify a smart
contract on the asset network 114 (e.g., the asset network
114 and asset identified in the transaction request) and
determine one or more parameters for unlocking the smart
contract. In generating the guarantee token, the processing
server 106 uses the one or more parameters of the smart
contract associated with the asset identified in the transac-
tion request to generate a guarantee token that will unlock
that smart contract and release the asset. In an embodiment,
the guarantee token may not operate to unlock a smart
contract on the asset network 114, but rather, the processing
server 106 may generate a payment status token for unlock-
ing a smart contract on the asset network 114. In such
embodiments, the guarantee token would not be transmitted
to the asset network 114. The payment status token may be
a tokenized payment authorization message of payment for
an asset on the asset network 114 generated using the one or
more parameters of the smart contract associated with the
asset identified in the transaction request. The payment
status token may include asset transaction metadata such as,
but not limited to, a transaction reference, a transaction
payment confirmation, the asset identification, an indication
of transaction payment failure, and an indication of trans-
action payment delay. The asset transaction metadata can be
used by the asset network 114 or any other external entity as
a proof of payment, transaction verifiability, and/or recon-
ciliation (e.g., if the asset network 114 wants to charge
commission to the processing server 106). The payment
status token is any suitable cryptographically verifiable
messaging token such as, but not limited to, a non-fungible
ERC 721 token, an ERC 20 token, etc. The processing server
106 may generate the payment status token on a private
blockchain network (e.g., the blockchain network 116) and
the private blockchain network may include a smart contract
for transferring the payment status token from the private
blockchain network to the asset network 114. The processing
server 106 generates an asset request transaction for the
asset on behalf of the receiving computing device 102. The
asset request transaction may include, but is not limited to,
the guarantee token, the receiving party digital address of the
receiving computing device 102, the sending party digital
address of the sending party computing device 110, and the
asset identification. In some embodiments, the asset request
transaction may include a digital address of the processing
server 106. In some instances, the asset request transaction
may include a digital signature generated using the private
key of'the digital address of the processing server 106 and/or
the receiving computing device 102, which can be validated
by the asset network 114 using the public key of the digital
address of the processing server 106 and/or the receiving
computing device 102, such as to validate that processing
server 106 and/or the receiving computing device 102 is
authorized to use the digital address for which the transac-
tion was submitted. The processing server 106 may transmit
the asset request to the blockchain network 116 for recor-
dation therein. In an embodiment where the processing
server 106 generates a payment status token, the asset
request transaction includes the payment status token instead
of the guarantee token and the processing server 106 may
transmit the guarantee token directly to the second financial
institution 108.

[0036] The asset network 114 may receive the asset
request transaction from the processing server 106 and
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generate an asset transaction. The asset network 114 may
generate the asset transaction in response to validating the
digital signature of the processing server 106 and/or the
receiving computing device 102. The asset transaction may
include, but is not limited to, the asset, the receiving party
digital address of the receiving computing device 102, the
sending party digital address of the sending party computing
device 110. The asset transaction may be generated by a
node of the asset network 114 on behalf of the sending
computing device 110 or directly by the sending computing
device 110. In some embodiments, the asset transaction may
include a digital address of the processing server 106. In
some instances, the asset request transaction may include a
digital signature generated using the private key of the
digital address of the node of the asset network 114 and/or
the sending computing device 110, which can be validated
by the processing server 106 using the public key of the
digital address of the node of the asset network 114 and/or
the sending computing device 110, such as to validate that
node of the asset network 114 and/or the sending computing
device 110 is authorized to use the digital address for which
the transaction was submitted. The asset network 114 may
transmit the guarantee token received in the asset request
transaction to the second financial institution 108 so that the
second financial institution 108 can redeem the currency
associated with the guarantee token. In some embodiments
the guarantee token may be transmitted to the digital address
of the sending computing device 110, which the sending
computing device 110 may submit to the second financial
institution 108. In embodiments where the asset network 114
receives a payment status token instead of a guarantee token
as part of the asset request transaction, the asset network 114
may transmit the payment status token to the second finan-
cial institution 108. Alternatively, the asset network 114 may
transmit the payment status token back to the processing
server 106, keep and store the payment status token, or keep
and destroy the payment status token.

[0037] The processing server 106 may receive the asset
transaction from the asset network 114 (e.g., via the node of
the asset network 114 and/or the sending computing device
110). The processing server 106 validate the digital signature
of the node of the asset network 114 and/or the sending
computing device 110 and transmit the asset transaction
and/or just the asset to the digital address of the receiving
computing device 102.

[0038] The processing server 106 may receive a redeem
request from the second financial institution 108. The
redeem request includes the guarantee token generated by
the processing server 106 in response to the transaction
request. The redeem request may also include a digital
address of the second financial institution 108. In some
instances, the redeem request may include a digital signature
generated using the private key of the digital address of the
second financial institution 108, which can be validated by
the processing server 106 using the public key of the digital
address of the second financial institution 108, such as to
validate that the second financial institution 108 is autho-
rized to use the digital address for which the transaction was
submitted. The processing server 106 may generate and
transmit a settlement transaction message to the first finan-
cial institution 104. The settlement transaction message may
include, but is not limited to, the digital token and instruc-
tions to send a fiat currency equivalent of the digital token
from the first financial institution 104 to the second financial
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institution 108. The settlement transaction message may also
include a digital address of the processing server 106. In
some instances, the settlement transaction message may
include a digital signature generated using the private key of
the digital address of the processing server 106, which can
be validated by the first financial institution 104 using the
public key of the digital address of the second processing
server 106, such as to validate that the processing server 106
is authorized to use the digital address for which the trans-
action was submitted.

[0039] The first financial institution 104 may receive the
settlement transaction message from the processing server
106 and unlock a fiat currency equivalent of the digital token
and transmit that fiat currency equivalent to the second
financial institution 108. In some embodiments, the first
financial institution 104 may unlock and transmit the fiat
currency in response to validating the digital signature of the
processing server 106 in the settlement transaction message.
The first financial institution 104 may transmit the fiat
currency to the second financial institution 108 or otherwise
settle the fiat currency owed to the second financial institu-
tion 108 using traditional payment rails and settlement
methods as will be apparent to one or ordinary skill in the
art.

[0040] The methods and systems discussed herein provide
for a technical solution to the problem of unregulated digital
currency transactions in digital currency networks that lack
the features and regulations of trust traditional payment
systems. By using digital tokens issued by financial institu-
tions backed by fiat currencies and issuing guarantee tokens
against those digital tokens for use in digital transactions,
transacting parties are enabled to transact using digital
tokens in a trusted and regulated system where the value of
the digital tokens is guaranteed. For example, the methods
and systems discussed herein provide for a solution to
support multiple tokens on a permissioned blockchain net-
work that enables the issuance and movement of digitized
deposit tokens from banks, non-bank-issued (but regulated)
stablecoins and CBDCs, all in the security and speed of a
leading-edge payment network. This will enable banks and
other regulated institutions to take advantage of the benefits
of blockchain and tokenized assets while still operating in a
regulated and trusted ecosystem. Thus, the methods and
systems discussed herein provide for a solution that com-
bines elements of traditional payment and currency settle-
ment services with the use of digital currencies resulting in
a regulated and stable digital currency network.

Processing Server

[0041] FIG. 2 illustrates an embodiment of the processing
server 106 in the system 100. It will be apparent to persons
having skill in the relevant art that the embodiment of the
processing server 106 illustrated in FIG. 2 is provided as
illustration only and may not be exhaustive to all possible
configurations of the processing server 106 suitable for
performing the functions as discussed herein. For example,
the computer system 700 illustrated in FIG. 7 and discussed
in more detail below may be a suitable configuration of the
processing server 106. In some embodiments, blockchain
nodes (e.g., the first financial institution 104 and the second
financial institution 108) in the blockchain network (e.g., the
blockchain network 116) illustrated in FIG. 1 may include

Oct. 19, 2023

the components illustrated in the processing server 106 of
FIG. 2 and be configured to perform the functions discussed
herein.

[0042] The processing server 106 may include a receiving
device 202. The receiving device 202 may be configured to
receive data over one or more networks via one or more
network protocols. In some instances, the receiving device
202 may be configured to receive data from the receiving
computing device 102, the first financial institution 104, the
second financial institution 108, the sending computing
device 110, the asset network 114, and other systems and
entities via one or more communication methods, such as
radio frequency, local area networks, wireless area net-
works, cellular communication networks, Bluetooth, the
Internet, etc. In some embodiments, the receiving device
202 may be comprised of multiple devices, such as different
receiving devices for receiving data over different networks,
such as a first receiving device for receiving data over a local
area network and a second receiving device for receiving
data via the Internet. The receiving device 202 may receive
electronically transmitted data signals, where data may be
superimposed or otherwise encoded on the data signal and
decoded, parsed, read, or otherwise obtained via receipt of
the data signal by the receiving device 202. In some
instances, the receiving device 202 may include a parsing
module for parsing the received data signal to obtain the data
superimposed thereon. For example, the receiving device
202 may include a parser program configured to receive and
transform the received data signal into usable input for the
functions performed by the processing server 106 to carry
out the methods and systems described herein.

[0043] The receiving device 202 may be configured to
receive data signals electronically transmitted by the receiv-
ing computing device 102, the first financial institution 104,
the second financial institution 108, the sending computing
device 110, the asset network 114, that may be superimposed
or otherwise encoded with new transactions for confirma-
tion, confirmed blockchain transactions, new blocks for
confirmation, confirmed blocks for addition to the block-
chain, messages regarding block confirmations, blockchain
network load data, etc. The receiving device 202 may also
be configured to receive data signals electronically trans-
mitted by receiving computing device 102, the first financial
institution 104, the second financial institution 108, the
sending computing device 110, the asset network 114, which
may be superimposed or otherwise encoded with transaction
requests, new blockchain transactions, public keys, digital
signatures, response messages, computational challenge
responses, etc. For example, the receiving device 202 may
receive the transaction request, the asset transaction, and the
redeem request as discussed above.

[0044] The processing server 106 may also include a
communication module 204. The communication module
204 may be configured to transmit data between modules,
engines, databases, memories, and other components of the
processing server 106 for use in performing the functions
discussed herein. The communication module 204 may be
comprised of one or more communication types and utilize
various communication methods for communications within
a computing device. For example, the communication mod-
ule 204 may be comprised of a bus, contact pin connectors,
wires, etc. In some embodiments, the communication mod-
ule 204 may also be configured to communicate between
internal components of the processing server 106 and exter-
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nal components of the processing server 106, such as
externally connected databases, display devices, input
devices, etc. The processing server 106 may also include a
processing device. The processing device may be configured
to perform the functions of the processing server 106
discussed herein as will be apparent to persons having skill
in the relevant art. In some embodiments, the processing
server 106 may include and/or be comprised of a plurality of
engines and/or modules specially configured to perform one
or more functions of the processing server 106, such as a
querying module 214, generation module 216, validation
module 218, etc. As used herein, the term “module” may be
software or hardware particularly programmed to receive an
input, perform one or more processes using the input, and
provides an output. The input, output, and processes per-
formed by various modules will be apparent to one skilled
in the art based upon the present disclosure.

[0045] The processing server 106 may also include a
memory 208. The memory 208 may be configured to store
data for use by the processing server 106 in performing the
functions discussed herein, such as public and private keys,
symmetric keys, etc. The memory 208 may be configured to
store data using suitable data formatting methods and
schema and may be any suitable type of memory, such as
read-only memory, random access memory, etc. The
memory 208 may include, for example, encryption keys and
algorithms, communication protocols and standards, data
formatting standards and protocols, program code for mod-
ules and application programs of the processing server 106,
and other data that may be suitable for use by the processing
server 106 in the performance of the functions disclosed
herein as will be apparent to persons having skill in the
relevant art. In some embodiments, the memory 208 may be
comprised of or may otherwise include a relational database
that utilizes structured query language for the storage, iden-
tification, modifying, updating, accessing, etc. of structured
data sets stored therein. The memory 208 may be configured
to store, for example, cryptographic keys, salts, nonces,
address generation and validation algorithms, digital signa-
ture generation and validation algorithms, hashing algo-
rithms for generating reference values, rules regarding gen-
eration of new blocks and block headers, a pool of pending
transactions, blockchain network load information, block-
chain wallet data, challenge difficulty data, etc. The memory
208 may further be configured to store communication
information for the receiving computing device 102, the first
financial institution 104, the second financial institution 108,
the sending computing device 110, and the asset network
114. The memory 208 may further be configured to store
digital coins received by the processing server 106 from the
receiving computing device 102, the first financial institu-
tion 104, the second financial institution 108, the sending
computing device 110, and the asset network 114.

[0046] The processing server 106 may also include block-
chain data 206, which may be stored in the memory 208 of
the processing server 106 or stored in a separate area within
the processing server 106 or accessible thereby. The block-
chain data 206 may include a blockchain, which may be
comprised of a plurality of blocks and be associated with the
blockchain network (e.g., the blockchain network 116). In
some cases, the blockchain data 206 may further include any
other data associated with the blockchain and management
and performance thereof, such as block generation algo-
rithms, digital signature generation and confirmation algo-
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rithms, collected mining bids, mining bid weighting and
selection rules, etc. In some cases, the blockchain data 206
may include communication data for the receiving comput-
ing device 102, the first financial institution 104, the second
financial institution 108, the sending computing device 110,
and the asset network 114. In some cases, the blockchain
data 206 may include data associated with blockchain wal-
lets for use in the purchase and sale of assets on the asset
network 114.

[0047] The processing server 106 may include a querying
module 214. The querying module 214 may be configured to
execute queries on databases to identity information. The
querying module 214 may receive one or more data values
or query strings and may execute a query string based
thereon on an indicated database, such as the memory 208
of the processing server 106 to identify information stored
therein. The querying module 214 may then output the
identified information to an appropriate engine or module of
the processing server 106 as necessary. The querying mod-
ule 214 may, for example, execute a query on the memory
208 to identify digital coins received from the receiving
computing device 102, the first financial institution 104, the
second financial institution 108, the sending computing
device 110, and the asset network 114. The querying module
214 may, for example query the asset network 114 to
identify one or more assets and one or more smart contracts
associated with the asset network 114 and/or the one or more
assets.

[0048] The processing server 106 may also include a
generation module 216. The generation module 216 may be
configured to generate data for use by the processing server
106 in performing the functions discussed herein. The
generation module 216 may receive instructions as input,
may generate data based on the instructions, and may output
the generated data to one or more modules of the processing
server 106. For example, the generation module 216 may be
configured to generate new blockchain data values, new
block headers, Merkle roots, new blocks, and other data for
operation of the blockchain. The generation module 216
may also be configured to generate a guarantee token against
one or more digital coins received from the receiving
computing device 102, the first financial institution 104, the
second financial institution 108, the sending computing
device 110, and the asset network 114. For example, the
generation module 216 may generate a guarantee token
based on a value of the digital token. Further, the generation
module 216 may be configured to generate a payment status
token for unlocking one or more smart contracts on the asset
network 114.

[0049] The processing server 106 may also include a
validation module 218. The validation module 218 may be
configured to perform validations for the processing server
106 as part of the functions discussed herein. The validation
module 218 may receive instructions as input, which may
also include data to be used in performing a validation, may
perform a validation as requested, and may output a result of
the validation to another module or engine of the processing
server 106. The validation module 218 may, for example, be
configured to confirm blockchain transactions by analyzing
blockchain data values in the blockchain to ensure that the
receiving computing device 102, the first financial institu-
tion 104, the second financial institution 108, the sending
computing device 110, and/or the asset network 114 are
authorized to use the transaction outputs included in the new
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transaction submission and that the transaction outputs have
not been previously used to transfer currency in another
transaction. The validation module 218 may also be config-
ured to validate digital signatures using public keys and
suitable signature generation algorithms. The validation
module 218 may be further configured to validate the digital
tokens, the guarantee tokens, the payment status tokens,
and/or the assets transacted in the system 100.

[0050] The processing server 106 may also include a
transmitting device 220. The transmitting device 220 may be
configured to transmit data over one or more networks via
one or more network protocols. In some instances, the
transmitting device 220 may be configured to transmit data
to the receiving computing device 102, the first financial
institution 104, the second financial institution 108, the
sending computing device 110, the asset network 114, and
other entities via one or more communication methods, local
area networks, wireless area networks, cellular communica-
tion, Bluetooth, radio frequency, the Internet, etc. In some
embodiments, the transmitting device 220 may be com-
prised of multiple devices, such as different transmitting
devices for transmitting data over different networks, such as
a first transmitting device for transmitting data over a local
area network and a second transmitting device for transmit-
ting data via the Internet. The transmitting device 220 may
electronically transmit data signals that have data superim-
posed that may be parsed by the receiving device 202. In
some instances, the transmitting device 220 may include one
or more modules for superimposing, encoding, or otherwise
formatting data into data signals suitable for transmission.

[0051] The transmitting device 220 may be configured to
electronically transmit data signals to the receiving comput-
ing device 102, the first financial institution 104, the second
financial institution 108, the sending computing device 110,
and the asset network 114 that are superimposed or other-
wise encoded with new blockchain data values, new blocks
for confirmation, confirmed blocks, messages regarding
block or transaction confirmations, and other data used in the
operation and management of the blockchain. The transmit-
ting device 220 may also be configured to electronically
transmit data signals to the receiving computing device 102,
the first financial institution 104, the second financial insti-
tution 108, the sending computing device 110, the asset
network 114, which may be superimposed or otherwise
encoded with the asset request transaction, the asset transfer
transaction, and the settlement transaction message, etc. as
discussed in more detail above.

Process for Transaction Settlement and Smart Contract
Access Using Guarantee Tokens

[0052] FIGS. 3A-3G illustrate a process 300 for transac-
tion settlement and smart contract access using guarantee
tokens in accordance with exemplary embodiments.

[0053] In step 302, the receiving computing device 102
selects an asset to acquire on the asset network 114. For
example, a user of the receiving computing device 102 may
select an NFT for sale by the sending computing device 110
on an NFT marketplace (e.g., the asset network 114). The
receiving computing device 102 generates an asset purchase
request at step 304 and at step 306 transmits the asset
purchase request to the first financial institution 104. The
asset purchase request may include, but is not limited to, a
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sending party address of the sending computing device 110,
an asset network 114 identification, an asset identification,
and a value of the asset.

[0054] In step 308, the first financial institution 104
receives the asset purchase request from the receiving com-
puting device 102. The first financial institution 104 may
check an account associated with the receiving computing
device 102 to verify that the receiving computing device 102
has a balance high enough to cover the value of the asset
purchase. At step 310, the first financial institution 104
generates a transaction request including at least a receiving
party digital address, a digital token issued by the first
financial institution 104 to the receiving party digital
address, a sending party address, an asset network identifi-
cation, an asset identification and transmits the transaction
request to the processing server 106 at step 312. The
processing server 106 is part of the multi-token network 112,
which may include a blockchain network (e.g., blockchain
network 116) and the first financial institution 104 may
transmit the transaction request to the blockchain network
116 at step 312.

[0055] In step 314, the processing server 106 receives the
transaction request from the first financial institution 104
and generates a guarantee token against the digital token at
step 318. The guarantee token including at least unique
symbol, an amount in circulation, and an exchange value. In
an embodiment, the processing server 106 may generate the
guarantee token on a private blockchain network within the
multi-token network 112. For example, the processing server
106 may be a node in a permissioned private blockchain
network for generating guarantee tokens for use in the
multi-token network 112. In an embodiment where the
guarantee token is generated on a private blockchain net-
work, a smart contract may be used to transfer the guarantee
token between the private blockchain network and a public
blockchain network (e.g., the asset network 114). The pro-
cessing server 106 may receive the transaction request
directly from the first financial institution 104 or the first
financial institution 104 may transmit the transaction request
to a blockchain network (e.g., the blockchain network 116)
and the processing server 106 and any other nodes (e.g., the
first financial institution 104 and the second financial insti-
tution 108) may receive the transaction request as a node in
a blockchain network (e.g., the blockchain network 116) at
step 316.

[0056] In step 320, the processing server 106 generates an
asset request transaction. The asset request transaction
includes, but is not limited to, the guarantee token, the
receiving party digital address of the receiving computing
device 102, the sending party digital address of the sending
computing device 110, and the asset identification. The
processing server 106 transmits the asset request transaction
to the asset network 114 at step 322.

[0057] In step 324, the asset network 114 (e.g., one or
more nodes of the asset network 114) receives the asset
request from the processing server 106. The asset request
may be received by a smart contract of the asset network 114
and/or associated with the asset. The asset network 114 may
process the asset request and generate an asset transaction at
step 326. For example, the asset network 114 may verify that
the guarantee token included in the asset request is capable
of unlocking the smart contract associated with the asset
network 114 and/or the asset. The asset transaction includes,
but is not limited to, the receiving party digital address of the
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receiving computing device 102 and the sending party
digital address of the sending computing device 110. At step
327, the asset network 114 transmits the asset transaction to
the processing server 106 and/or the blockchain network
116.

[0058] In step 328, the processing server 106 receives the
asset transaction from the asset network 114. The processing
server 106 may receive the asset transaction directly from a
node within the asset network 114 or a node in the asset
network 114 may transmit the asset transaction to a block-
chain network (e.g., the blockchain network 116) and the
processing server and any other nodes (e.g., the first finan-
cial institution 104 and the second financial institution 108)
may receive the transaction request as a node in a blockchain
network (e.g., blockchain network 116) at step 330.

[0059] In step 332, the processing server 106 generates an
asset transfer transaction. The asset transfer transaction
includes, but is not limited to, the receiving party digital
address of the receiving computing device 102, the sending
party digital address of the sending computing device 110,
and the asset identification. In step 334, the processing
server 106 transmits the asset transfer transaction to a
blockchain network (e.g., blockchain network 116) and/or
the digital address of the receiving computing device 102.
[0060] In step 336 and 337, the blockchain network 116
and the digital address of the receiving computing device
102 may receive the asset transfer transaction, respectively.
Alternatively, the processing server 106 may just transmit
the asset to the digital address of the receiving computing
device 102 at step 338. For example, the receiving comput-
ing device 102 is not part of the blockchain network (e.g.,
the blockchain network 116) and the digital address of the
receiving computing device 102 receives the asset at step
340.

[0061] Returning to step 326, the process 300 may also
proceed to step 342 where the asset network 114 transmits
the guarantee token of the asset transaction to the second
financial institution 108. In an embodiment, the guarantee
token is generated on a private blockchain network within
the multi-token network 112, the asset network 114 may first
send the guarantee token to the processing server 106 to
release the guarantee token from the private blockchain
network. In the embodiment where the guarantee token is
generated on a private blockchain network, the processing
server 106 may perform the step 342 after the guarantee
token has been released from the private blockchain net-
work. In step 344, the second financial institution 108
receives the guarantee token from the asset network 114 and
generates a redeem request including the guarantee token at
step 346. The second financial institution 108 transmits the
redeem request to the processing server 106 at step 348.
[0062] In step 350, the processing server 106 receives the
redeem request including the guarantee token from the
second financial institution 108. In step 352, the processing
server 106 generates a settlement transaction message. The
settlement transaction message includes, but is not limited
to, the digital token and instructions to send a fiat currency
equivalent of the digital token from the first financial insti-
tution 104 to the second financial institution 108. The
processing server 106 transmits the settlement transaction
message to the first financial institution 104 at step 354.
[0063] In step 356, the first financial institution 104
receives the settlement transaction message from the pro-
cessing server 106. The first financial institution 104 may
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validate the settlement transaction message (e.g., based on
the digital token itself, or based on a digital signature of the
processing server 106, etc.). In response to the settlement
transaction message, at step 358, the first financial institution
104 may unlock a fiat currency amount equivalent to the
digital token included in the settlement transaction message
and transmit that fiat currency to the second financial
institution 108 at step 360.

[0064] In step 362, the second financial institution 108
receives the fiat currency from the first financial institution
104. The second financial institution 108 may generate a
notice to the processing server 106 confirming receipt of the
fiat currency at step 364 and transit the notice at step 366.
The processing server 106 receives the notice from the
second financial institution 108 at step 368.

Exemplary Method for Transaction Settlement and Smart
Contract Access Using Guarantee Tokens

[0065] FIGS. 4A-4B illustrates a method 400 for transac-
tion settlement and smart contract access using guarantee
tokens in accordance with exemplary embodiments.

[0066] In step 402, a receiving device (e.g., the receiving
device 202) of a processing server (e.g., the processing
server 106) receives a transaction request from a first finan-
cial institution (e.g., the first financial institution 104). The
transaction request includes at least, but is not limited to, a
receiving party digital address, a digital token issued by the
first financial institution (e.g., the first financial institution
104) to the receiving party digital address, a sending party
address, an asset network identification (e.g., an identifica-
tion of the asset network 114), and an asset identification.
The digital token may be, but it not limited to, a digitized
deposit token, a CBDC, or any other suitable digital coin for
transacting in the system 100. The receiving party digital
address, the asset network identification, the sending party
digital address, and the asset identification may comprise a
digital asset contract (e.g., a contract to purchase or other-
wise procure the asset from the asset network 114). The asset
network 114 may be a non-fungible token (NFT) market-
place and the asset may be an NFT.

[0067] In step 404, a generation module (e.g., the genera-
tion module 216) of the processing server (e.g., the process-
ing server 106) generates a guarantee token against the
digital token, the guarantee token including a processing
device digital address. The guarantee token is a tokenized
guarantee of the digital token issued by the first financial
institution (e.g., the first financial institution 104). For
example, the processing server 106 generates a guarantee
token based on the value of the digital token. The guarantee
token represents a legal claim against the processing server
106 for the value of the digital token. The processing server
106 may identity (e.g., using the querying module 214) an
asset smart contract on the asset network 114 associated with
the asset. The asset smart contract may include one or more
asset purchase requirements for the asset. In generating the
guarantee token, the processing server 106 may utilize the
one or more requirements of the smart contract such that the
guarantee token unlocks the asset from the asset network
114.

[0068] In step 406, the generation module (e.g., the gen-
eration module 216) of the processing server (e.g., the
processing server 106) generates an asset request transac-
tion. The asset request transaction includes at least, but is not
limited to, the guarantee token, the receiving party digital
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address (e.g., the digital address of the receiving computing
device 102), the sending party digital address (e.g., the
digital address of the sending computing device 110), and
the asset identification. In step 408, a transmitting device
(e.g., the transmitting device 220) of the processing server
(e.g., the processing server 106) transmits the asset request
transaction to the asset network (e.g., the asset network 114).
The processing server 106 may transmit the asset request
transaction directly to the asset network 114 or the process-
ing server 106 may transmit the asset request transaction to
a blockchain network (e.g., the blockchain network 116) and
a node in the asset network 114 and any other nodes of the
blockchain network 116 may receive the asset request trans-
action as a node in a blockchain network 116.

[0069] Instep 410, the receiving device (e.g., the receiving
device 202) of the processing server (e.g., the processing
server 106) receives an asset transaction from the asset
network (e.g., a node of the asset network 114 and/or the
sending computing device 110). The asset transaction
includes at least, but it not limited to, the receiving party
digital address (e.g., the digital address of the receiving
computing device 102), and the sending party digital address
(e.g., the digital address of the sending computing device
110). In some embodiments, the asset transaction may be
received by a smart contract on the processing server 106.
[0070] In step 412, the generation module (e.g., the gen-
eration module 216) of the processing server (e.g., the
processing server 106) generates an asset transfer transac-
tion. The asset transfer transaction includes at least, but is
not limited to, the receiving party digital address (e.g., the
digital address of the receiving computing device 102), the
sending party digital address (e.g., the digital address of the
sending computing device 110), and the asset identification.
In step 414, the transmitting device (e.g., the transmitting
device 220) of the processing server (e.g., the processing
server 106) transmits the asset transfer transaction to the
receiving party digital address (e.g., the digital address of the
receiving computing device 102). In an embodiment, the
processing server 106 may only transmit the asset instead of
the entire asset transfer transaction. In some embodiments,
the asset transfer transaction may be generated via a smart
contract on the processing server 106.

[0071] Instep 416, the receiving device (e.g., the receiving
device 202) of the processing server (e.g., the processing
server 106) receives a redeem request from a second finan-
cial institution (e.g., the second financial institution 108).
The redeem request includes at least the guarantee token
(e.g., the guarantee token generated by the processing server
106 in step 404). In response to receiving the guarantee
token, the generation module (e.g., the generation module
216) of the processing server (e.g., the processing server
106) generates a settlement transaction message at step 418.
The settlement transaction message includes at least, but is
not limited to, the digitized deposit token (e.g., the digital
token issued by the first financial institution 104) and
instructions to send a fiat currency equivalent of the digi-
tized deposit token from the first financial institution (e.g.,
the first financial institution 104) to the second financial
institution (e.g., the second financial institution 108).
[0072] In step 420, the transmitting device (e.g., the trans-
mitting device 220) of the processing server (e.g., the
processing server 106) transmits the settlement transaction
message to the first financial institution (e.g., the first
financial institution 104). The settlement transaction mes-
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sage may be received and transmitted by the processing
server 106 using a smart contract.

Process for Transaction Settlement and Smart Contract
Access Using Guarantee Tokens and Payment Status Tokens

[0073] FIGS. 5A-5B illustrate a process 500 for transac-
tion settlement and smart contract access using guarantee
tokens and payment status tokens in accordance with exem-
plary embodiments. The process 500 shares steps 302-318 of
the process 300 and proceeds from step 318 to step 502. The
process 500 decouples the tokenized guarantee of the digital
token issued by the first financial institution and the smart
contract functions of the guarantee token. In the process 500,
the guarantee token functions as a tokenized guarantee of the
digital token issued by the first financial institution and a
payment status token functions to unlock a smart contract on
the asset network 114 associated with one or more assets. In
the process 500, the guarantee token is not transmitted to the
asset network 114.

[0074] In step 502, the processing server 106 generates a
payment status token. The payment status token includes
asset transaction metadata. The asset transaction metadata
includes one or more of, but is not limited to, a transaction
reference, a transaction payment confirmation, the asset
identification, an indication of transaction payment failure,
and an indication of transaction payment delay. The asset
transaction metadata can be used by the asset network 114
or any other external entity as a proof of payment, transac-
tion verifiability, and/or reconciliation (e.g., if the asset
network 114 wants to charge commission to the processing
server 106). The payment status token is any suitable
cryptographically verifiable messaging token such as, but
not limited to, a non-fungible ERC 721 token, an ERC 20
token, etc.

[0075] In step 504, the processing server 106 transmits the
guarantee token (e.g., the guarantee token generated at step
318) to the second financial institution 108. The second
financial institution 108 receives the guarantee token from
the processing server 106 at step 506. From the step 506, the
process 500 proceeds to steps 346-368 of the process 300.
[0076] In step 508, the processing server 106 generates an
asset request transaction. The asset request transaction
includes, but is not limited to, the payment status token, the
receiving party digital address of the receiving computing
device 102, the sending party digital address of the sending
computing device 110, and the asset identification. The
processing server 106 transmits the asset request transaction
to the asset network 114 at step 510.

[0077] In step 512, the asset network 114 (e.g., one or
more nodes of the asset network 114) receives the asset
request from the processing server 106. The asset request
may be received by a smart contract of the asset network 114
and/or associated with the asset. The asset network 114 may
receive the asset request directly from the processing server
106 or the processing server 106 may transmit the asset
request to a blockchain network at step 511 (e.g., the
blockchain network 116) and a node in the asset network 114
and any other nodes of the blockchain network 116 may
receive the asset request as a node in a blockchain network
116 at step 512.

[0078] The asset network 114 may process the asset
request and generate an asset transaction at step 514. For
example, the asset network 114 may verify that the payment
status token included in the asset request is capable of
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unlocking the smart contract associated with the asset net-
work 114 and/or the asset. The asset transaction includes, but
is not limited to, the receiving party digital address of the
receiving computing device 102 and the sending party
digital address of the sending computing device 110. At step
516, the asset network 114 transmits the asset transaction to
the processing server 106 and/or the blockchain network
116. At step 518, the blockchain network 116 receives the
asset transaction from the asset network 114. From the step
516, the process 500 proceeds to the steps 328-340 of the
process 300.

[0079] From the step 514, the process 500 may proceed to
the step 520 where the asset network 114 transmits the
payment status token to the second financial institution 108
(at step 522) and/or the processing server 106 (at step 524).
The second financial institution 108 and/or the processing
server 106 may receive the payment status token directly
from the asset network 114 or the asset network 114 may
transmit the payment status token to a blockchain network
(e.g., the blockchain network 116) and the second financial
institution 108 and/or the processing server 106 and any
other nodes of the blockchain network 116 may receive the
payment status token as a node in a blockchain network 116.
Steps 520-524 are optional in the process 500 and the asset
network 114 may retain the payment status token. In an
embodiment, steps 520-524 may occur simultaneously or
sequentially with the steps 504-368.

Exemplary Method for Transaction Settlement and Smart
Contract Access Using Guarantee Tokens and Payment
Status Tokens

[0080] FIGS. 6A-6B illustrates a method 600 for transac-
tion settlement and smart contract access using guarantee
tokens and payment status tokens in accordance with exem-
plary embodiments.

[0081] In step 602, a receiving device (e.g., the receiving
device 202) of a processing server (e.g., the processing
server 106) receives a transaction request from a first finan-
cial institution (e.g., the first financial institution 104). The
transaction request includes at least, but is not limited to, a
receiving party digital address, a digital token issued by the
first financial institution (e.g., the first financial institution
104) to the receiving party digital address, a sending party
address, an asset network identification (e.g., an identifica-
tion of the asset network 114), and an asset identification.
The digital token may be, but it not limited to, a digitized
deposit token, a CBDC, or any other suitable digital coin for
transacting in the system 100. The receiving party digital
address, the asset network identification, the sending party
digital address, and the asset identification may comprise a
digital asset contract (e.g., a contract to purchase or other-
wise procure the asset from the asset network 114). The asset
network 114 may be a non-fungible token (NFT) market-
place and the asset may be an NFT.

[0082] In step 604, a generation module (e.g., the genera-
tion module 216) of the processing server (e.g., the process-
ing server 106) generates a guarantee token against the
digital token, the guarantee token including a processing
device digital address. The guarantee token is a tokenized
guarantee of the digital token issued by the first financial
institution (e.g., the first financial institution 104). For
example, the processing server 106 generates a guarantee
token based on the value of the digital token. The guarantee
token represents a legal claim against the processing server

Oct. 19, 2023

106 for the value of the digital token. The processing server
106 may identity (e.g., using the querying module 214) an
asset smart contract on the asset network 114 associated with
the asset. The asset smart contract may include one or more
asset purchase requirements for the asset. In generating the
guarantee token, the processing server 106 may utilize the
one or more requirements of the smart contract such that the
guarantee token unlocks the asset from the asset network
114.

[0083] In step 606, the generation module (e.g., the gen-
eration module 216) of the processing server (e.g., the
processing server 106) generates a payment status token.
The payment status token is a tokenized payment authori-
zation message of payment for an asset associated with the
asset identification (e.g., the asset identification of the trans-
action request). The payment status token includes asset
transaction metadata. The asset transaction metadata
includes one or more of, but is not limited to, a transaction
reference, a transaction payment confirmation, the asset
identification, an indication of transaction payment failure,
and an indication of transaction payment delay. The asset
transaction metadata can be used by the asset network 114
or any other external entity as a proof of payment, transac-
tion verifiability, and/or reconciliation (e.g., if the asset
network 114 wants to charge commission to the processing
server 106). The payment status token is any suitable
cryptographically verifiable messaging token such as, but
not limited to, a non-fungible ERC 721 token, an ERC 20
token, etc. The processing server 106 may generate the
payment status token on a private blockchain network (e.g.,
the blockchain network 116) and the private blockchain
network may include a smart contract for transferring the
payment status token from the private blockchain network to
the asset network 114 as described in step 610 below.
[0084] In step 608, the generation module (e.g., the gen-
eration module 216) of the processing server (e.g., the
processing server 106) generates an asset request transac-
tion. The asset request transaction includes at least, but is not
limited to, the payment status token, the receiving party
digital address (e.g., the digital address of the receiving
computing device 102), the sending party digital address
(e.g., the digital address of the sending computing device
110), and the asset identification.

[0085] In step 610, a transmitting device (e.g., the trans-
mitting device 220) of the processing server (e.g., the
processing server 106) transmits the asset request transac-
tion to the asset network (e.g., the asset network 114). The
processing server 106 may transmit the asset request trans-
action directly to the asset network 114 or the processing
server 106 may transmit the asset request transaction to a
blockchain network (e.g., the blockchain network 116) and
a node in the asset network 114 and any other nodes of the
blockchain network 116 may receive the asset request trans-
action as a node in a blockchain network 116.

[0086] In step 612, the transmitting device (e.g., the trans-
mitting device 220) of the processing server (e.g., the
processing server 106) transmits the guarantee token to a
second financial institution (e.g., the second financial insti-
tution 108) associated with the sending party address (e.g.,
the digital address of the sending computing device 110).
[0087] Instep 614, the receiving device (e.g., the receiving
device 202) of the processing server (e.g., the processing
server 106) receives an asset transaction from the asset
network (e.g., a node of the asset network 114 and/or the
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sending computing device 110). The asset transaction
includes at least, but is not limited to, the asset, the receiving
party digital address (e.g., the digital address of the receiving
computing device 102), and the sending party digital address
(e.g., the digital address of the sending computing device
110). In some embodiments, the asset transaction may be
received by a smart contract on the processing server 106. In
some embodiments, the asset transaction may include the
payment status token. For example, once the asset network
114 has used the payment status token to confirm that
payment has been made for an asset on the asset network
114, the asset network 114 returns the payment status token
to the processing server 106. Alternatively, the asset network
114 may transmit the payment status token to the second
financial institution 108 or the asset network 114 may keep
and store or keep and destroy the payment status token.
[0088] In step 616, the generation module (e.g., the gen-
eration module 216) of the processing server (e.g., the
processing server 106) generates an asset transfer transac-
tion. The asset transfer transaction includes at least, but is
not limited to, the receiving party digital address (e.g., the
digital address of the receiving computing device 102), the
sending party digital address (e.g., the digital address of the
sending computing device 110), and the asset identification.
In step 618, the transmitting device (e.g., the transmitting
device 220) of the processing server (e.g., the processing
server 106) transmits the asset transfer transaction to the
receiving party digital address (e.g., the digital address of the
receiving computing device 102). In an embodiment, the
processing server 106 may only transmit the asset instead of
the entire asset transfer transaction. In some embodiments,
the asset transfer transaction may be generated via a smart
contract on the processing server 106.

[0089] From the step 618, the process 600 may proceed to
steps 416-420 of the process 400.

Computer System Architecture

[0090] FIG. 7 illustrates a computer system 700 in which
embodiments of the present disclosure, or portions thereof,
may be implemented as computer-readable code. For
example, the processing server 106 and blockchain nodes
within the blockchain network 116 of FIG. 1 and the
processing server 106 of FIG. 2 may be implemented in the
computer system 700 using hardware, non-transitory com-
puter readable media having instructions stored thereon, or
a combination thereof and may be implemented in one or
more computer systems or other processing systems. Hard-
ware may embody modules and components used to imple-
ment the methods of FIGS. 3A-6B.

[0091] If programmable logic is used, such logic may
execute on a commercially available processing platform
configured by executable software code to become a specific
purpose computer or a special purpose device (e.g., pro-
grammable logic array, application-specific integrated cir-
cuit, etc.). A person having ordinary skill in the art may
appreciate that embodiments of the disclosed subject matter
can be practiced with various computer system configura-
tions, including multi-core multiprocessor systems, mini-
computers, mainframe computers, computers linked or clus-
tered with distributed functions, as well as pervasive or
miniature computers that may be embedded into virtually
any device. For instance, at least one processor device and
a memory may be used to implement the above-described
embodiments.
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[0092] A processor unit or device as discussed herein may
be a single processor, a plurality of processors, or combi-
nations thereof. Processor devices may have one or more
processor “cores.” The terms “computer program medium,”
“non-transitory computer readable medium,” and “computer
usable medium” as discussed herein are used to generally
refer to tangible media such as a removable storage unit 718,
a removable storage unit 722, and a hard disk installed in
hard disk drive 712.

[0093] Various embodiments of the present disclosure are
described in terms of this example computer system 700.
After reading this description, it will become apparent to a
person skilled in the relevant art how to implement the
present disclosure using other computer systems and/or
computer architectures. Although operations may be
described as a sequential process, some of the operations
may in fact be performed in parallel, concurrently, and/or in
a distributed environment, and with program code stored
locally or remotely for access by single or multi-processor
machines. In addition, in some embodiments the order of
operations may be rearranged without departing from the
spirit of the disclosed subject matter.

[0094] Processor device 704 may be a special purpose or
a general-purpose processor device specifically configured
to perform the functions discussed herein. The processor
device 704 may be connected to a communications infra-
structure 706, such as a bus, message queue, network,
multi-core message-passing scheme, etc. The network may
be any network suitable for performing the functions as
disclosed herein and may include a local area network
(LAN), a wide area network (WAN), a wireless network
(e.g., WiFi), a mobile communication network, a satellite
network, the Internet, fiber optic, coaxial cable, infrared,
radio frequency (RF), or any combination thereof. Other
suitable network types and configurations will be apparent to
persons having skill in the relevant art. The computer system
700 may also include a main memory 708 (e.g., random
access memory, read-only memory, etc.), and may also
include a secondary memory 710. The secondary memory
710 may include the hard disk drive 712 and a removable
storage drive 714, such as a floppy disk drive, a magnetic
tape drive, an optical disk drive, a flash memory, etc.
[0095] The removable storage drive 714 may read from
and/or write to the removable storage unit 718 in a well-
known manner. The removable storage unit 718 may include
a removable storage media that may be read by and written
to by the removable storage drive 714. For example, if the
removable storage drive 714 is a floppy disk drive or
universal serial bus port, the removable storage unit 718 may
be a floppy disk or portable flash drive, respectively. In one
embodiment, the removable storage unit 718 may be non-
transitory computer readable recording media.

[0096] In some embodiments, the secondary memory 710
may include alternative means for allowing computer pro-
grams or other instructions to be loaded into the computer
system 700, for example, the removable storage unit 722 and
an interface 720. Examples of such means may include a
program cartridge and cartridge interface (e.g., as found in
video game systems), a removable memory chip (e.g.,
EEPROM, PROM, etc.) and associated socket, and other
removable storage units 722 and interfaces 720 as will be
apparent to persons having skill in the relevant art.

[0097] Data stored in the computer system 700 (e.g., in the
main memory 708 and/or the secondary memory 710) may
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be stored on any type of suitable computer readable media,
such as optical storage (e.g., a compact disc, digital versatile
disc, Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard
disk drive). The data may be configured in any type of
suitable database configuration, such as a relational data-
base, a structured query language (SQL) database, a distrib-
uted database, an object database, etc. Suitable configura-
tions and storage types will be apparent to persons having
skill in the relevant art.

[0098] The computer system 700 may also include a
communications interface 724. The communications inter-
face 724 may be configured to allow software and data to be
transferred between the computer system 700 and external
devices. Exemplary communications interfaces 724 may
include a modem, a network interface (e.g., an Ethernet
card), a communications port, a PCMCIA slot and card, etc.
Software and data transferred via the communications inter-
face 724 may be in the form of signals, which may be
electronic, electromagnetic, optical, or other signals as will
be apparent to persons having skill in the relevant art. The
signals may travel via a communications path 726, which
may be configured to carry the signals and may be imple-
mented using wire, cable, fiber optics, a phone line, a
cellular phone link, a radio frequency link, etc.

[0099] The computer system 700 may further include a
display interface 702. The display interface 702 may be
configured to allow data to be transferred between the
computer system 700 and external display 730. Exemplary
display interfaces 702 may include high-definition multime-
dia interface (HDMI), digital visual interface (DVI), video
graphics array (VGA), etc. The display 730 may be any
suitable type of display for displaying data transmitted via
the display interface 702 of the computer system 700,
including a cathode ray tube (CRT) display, liquid crystal
display (LCD), light-emitting diode (LED) display, capaci-
tive touch display, thin-film transistor (TFT) display, etc.
[0100] Computer program medium and computer usable
medium may refer to memories, such as the main memory
708 and secondary memory 710, which may be memory
semiconductors (e.g., DRAMs, etc.). These computer pro-
gram products may be means for providing software to the
computer system 700. Computer programs (e.g., computer
control logic) may be stored in the main memory 708 and/or
the secondary memory 710. Computer programs may also
be received via the communications interface 724. Such
computer programs, when executed, may enable computer
system 700 to implement the present methods as discussed
herein. In particular, the computer programs, when
executed, may enable processor device 704 to implement the
methods illustrated by FIGS. 3A-6B as discussed herein.
Accordingly, such computer programs may represent con-
trollers of the computer system 700. Where the present
disclosure is implemented using software, the software may
be stored in a computer program product and loaded into the
computer system 700 using the removable storage drive 714,
interface 720, and hard disk drive 712, or communications
interface 724.

[0101] The processor device 704 may comprise one or
more modules or engines configured to perform the func-
tions of the computer system 700. Each of the modules or
engines may be implemented using hardware and, in some
instances, may also utilize software, such as corresponding
to program code and/or programs stored in the main memory
708 or secondary memory 710. In such instances, program
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code may be compiled by the processor device 704 (e.g., by
a compiling module or engine) prior to execution by the
hardware of the computer system 700. For example, the
program code may be source code written in a programming
language that is translated into a lower-level language, such
as assembly language or machine code, for execution by the
processor device 704 and/or any additional hardware com-
ponents of the computer system 700. The process of com-
piling may include the use of lexical analysis, preprocessing,
parsing, semantic analysis, syntax-directed translation, code
generation, code optimization, and any other techniques that
may be suitable for translation of program code into a
lower-level language suitable for controlling the computer
system 700 to perform the functions disclosed herein. It will
be apparent to persons having skill in the relevant art that
such processes result in the computer system 700 being a
specially configured computer system 700 uniquely pro-
grammed to perform the functions discussed above.

[0102] Techniques consistent with the present disclosure
provide, among other features, systems and methods for
generating a digital three-dimensional representation of a
dental object during scanning with a dental imaging device.
While various exemplary embodiments of the disclosed
system and method have been described above it should be
understood that they have been presented for purposes of
example only, not limitations. It is not exhaustive and does
not limit the disclosure to the precise form disclosed. Modi-
fications and variations are possible in light of the above
teachings or may be acquired from practicing of the disclo-
sure, without departing from the breadth or scope. Although
operations can be described as a sequential process, some of
the operations can in fact be performed in parallel, concur-
rently, and/or in a distributed environment, and with pro-
gram code stored locally or remotely for access by single or
multi-processor machines. In addition, in some embodi-
ments the order of operations can be rearranged without
departing from the spirit of the disclosed subject matter. It
will be appreciated by those skilled in the art that the present
disclosure can be embodied in other specific forms without
departing from the spirit or essential characteristics thereof.
The presently disclosed embodiments are therefore consid-
ered in all respects to be illustrative and not restrictive. The
scope of the disclosure is indicated by the appended claims
rather than the foregoing description, and all changes that
come within the meaning, range, and equivalence thereof are
intended to be embraced therein.

What is claimed is:

1. A method for transaction settlement using guarantee
tokens, the method comprising:

receiving, by a receiving device of a processing server, a
transaction request from a first financial institution, the
transaction request including at least an receiving party
digital address, a digital token issued by the first
financial institution to the receiving party digital
address, a sending party address, an asset network
identification, and an asset identification;

generating, by a generation module of the processing
server, a guarantee token against the digital token, the
guarantee token being a tokenized guarantee of the
digital token issued by the first financial institution;

generating, by the generation module of the processing
server, an asset request transaction, the asset request
transaction including at least the guarantee token, the
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receiving party digital address, the sending party digital
address, and the asset identification;

transmitting, by a transmitting device of the processing

server, the asset request transaction to the asset net-
work;

receiving, by the receiving device of the processing

server, an asset transaction from the asset network, the
asset transaction including at least the asset, the receiv-
ing party digital address, and the sending party digital
address;

generating, by the generation module of the processing

server, an asset transfer transaction, the asset transfer
transaction including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and

transmitting, by the transmitting device of the processing

server, the asset transaction to the receiving party
digital address.

2. The method of claim 1, wherein the processing server,
the first financial institution, and the second financial insti-
tution are part of a blockchain network, and wherein the
transaction request, the asset request transaction, the asset
transaction, and the asset transfer transaction are recorded on
a blockchain of the blockchain network.

3. The method of claim of claim 1, further comprising:

receiving, by the receiving device of the processing

server, a redeem request from a second financial insti-
tution, the redeem request including the guarantee
token;

generating, by the generation module of the processing

server, a settlement transaction message, the settlement
transaction message including at least the digital token
and instructions to send a fiat currency equivalent of the
digital token from the first financial institution to the
second financial institution; and

transmitting, by the transmitting device of the processing

server, the settlement transaction message to the first
financial institution.

4. The method of claim 3, wherein the digital token is a
digitized deposit token.

5. The method of claim 1, wherein the processing server
generates the guarantee token on a private blockchain net-
work and wherein the private blockchain network includes
a smart contract for transferring the guarantee token from
the private blockchain network to the asset network.

6. The method of claim 1, wherein the receiving party
digital address, the asset network identification, the sending
party digital address, and the asset identification comprise a
digital asset contract.

7. The method of claim 1, wherein the transmitting the
asset request transaction to the asset network includes trans-
mitting the asset request transaction to a smart contract on
the asset network.

8. The method of claim 1, wherein the asset network is a
non-fungible token (NFT) marketplace and wherein the
asset is an NFT.

9. The method of claim 1, wherein the receiving of the
asset from the asset network and the transmitting the asset to
the receiving party digital address are executed by the
processing server using a smart contract.

10. The method of claim 1, further comprising:

identifying, by the processing server, an asset smart

contract on the asset network, the asset smart contract
having one or more asset purchase requirements; and
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wherein the guarantee token is generated to unlock the
asset smart contract.

11. A system for transaction settlement using guarantee
tokens, the method comprising:

a receiving device of a processing server receiving a
transaction request from a first financial institution, the
transaction request including at least an receiving party
digital address, a digital token issued by the first
financial institution to the receiving party digital
address, a sending party digital address, an asset net-
work identification, and an asset identification;

a generation module of the processing server generating a
guarantee token against the digital token, the guarantee
token being a tokenized guarantee of the digital token
issued by the first financial institution;

the generation module of the processing server generating
an asset request transaction, the asset request transac-
tion including at least the guarantee token, the receiv-
ing party digital address, the sending party digital
address, and the asset identification;

a transmitting device of the processing server transmitting
the asset request transaction to the asset network;

the receiving device of the processing server receiving an
asset transaction from the asset network, the asset
transaction including at least the asset, the receiving
party digital address, and the sending party digital
address;

the generation module of the processing server generating
an asset transfer transaction, the asset transfer transac-
tion including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and

the transmitting device of the processing server transmit-
ting the asset transaction to the receiving party digital
address.

12. The system of claim 11, wherein the processing server,
the first financial institution, and the second financial insti-
tution are part of a blockchain network, and wherein the
transaction request, the asset request transaction, the asset
transaction, and the asset transfer transaction are recorded on
a blockchain of the blockchain network.

13. The system of claim 11, further comprising:

the receiving device of the processing server receiving a
redeem request from a second financial institution, the
redeem request including the guarantee token;

the generation module of the processing server generating
a settlement transaction message, the settlement trans-
action message including at least the digital token and
instructions to send a fiat currency equivalent of the
digital token from the first financial institution to the
second financial institution; and

the transmitting device of the processing server transmit-
ting the settlement transaction message to the first
financial institution.

14. The system of claim 13, wherein the digital token is
a digitized deposit token.

15. The system of claim 11, wherein the processing server
generates the guarantee token on a private blockchain net-
work and wherein the private blockchain network includes
a smart contract for transferring the guarantee token from
the private blockchain network to the asset network.



US 2023/0334446 Al

16. The system of claim 11, wherein the receiving party
digital address, the asset network identification, the sending
party digital address, and the asset identification comprise a
digital asset contract.
17. The system of claim 11, wherein the transmitting the
asset request transaction to the asset network includes trans-
mitting the asset request transaction to a smart contract on
the asset network.
18. The system of claim 11, wherein the asset network is
a non-fungible token (NFT) marketplace and wherein the
asset is an NFT.
19. The system of claim 11, wherein the receiving of the
asset from the asset network and the transmitting the asset to
the receiving party digital address are executed by the
processing server using a smart contract.
20. The system of claim 11, further comprising:
the processing server identifying an asset smart contract
on the asset network, the asset smart contract having
one or more asset purchase requirements; and

wherein the guarantee token is generated to unlock the
asset smart contract.
21. A method for transaction settlement using guarantee
tokens and payment status tokens, the method comprising:
receiving, by a receiving device of a processing server, a
transaction request from a first financial institution, the
transaction request including at least an receiving party
digital address, a digital token issued by the first
financial institution to the receiving party digital
address, a sending party address, an asset network
identification, and an asset identification;
generating, by a generation module of the processing
server, a guarantee token against the digital token, the
guarantee token being a tokenized guarantee of the
digital token issued by the first financial institution;

generating, by the generation module of the processing
server, a payment status token, the payment status
token being a tokenized payment authorization mes-
sage of payment for an asset associated with the asset
identification;
generating, by the generation module of the processing
server, an asset request transaction, the asset request
transaction including at least the payment status token,
the receiving party digital address, the sending party
digital address, and the asset identification;

transmitting, by a transmitting device of the processing
server, the asset request transaction to the asset net-
work;
transmitting, by the transmitting device of the processing
server, the guarantee token to a second financial insti-
tution associated with the sending party address;

receiving, by the receiving device of the processing
server, an asset transaction from the asset network, the
asset transaction including at least the asset, the receiv-
ing party digital address, and the sending party digital
address;

generating, by the generation module of the processing

server, an asset transfer transaction, the asset transfer
transaction including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and

transmitting, by the transmitting device of the processing

server, the asset transaction to the receiving party
digital address.
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22. The method of claim 21, wherein the asset transaction
further includes the payment status token.

23. The method of claim 21, wherein the processing
server, the first financial institution, and the second financial
institution are part of a blockchain network, and wherein the
transaction request, the asset request transaction, the asset
transaction, and the asset transfer transaction are recorded on
a blockchain of the blockchain network.

24. The method of claim 21, wherein the processing
server generates the payment status token on a private
blockchain network and wherein the private blockchain
network includes a smart contract for transferring the pay-
ment status token from the private blockchain network to the
asset network.

25. The method of claim 21, wherein the transmitting the
asset request transaction to the asset network includes trans-
mitting the asset request transaction to a smart contract on
the asset network and the payment status token unlocks the
smart contract on the asset network.

26. The method of claim 21, wherein the payment status
token includes asset transaction metadata, the asset transac-
tion metadata including one or more of: a transaction
reference, a transaction payment confirmation, the asset
identification, an indication of transaction payment failure,
and an indication of transaction payment delay.

27. The method of claim 21, wherein the payment status
token is a non-fungible ERC-721 token.

28. A system for transaction settlement using guarantee
tokens and payment status tokens, the method comprising:

a receiving device of a processing server receiving a
transaction request from a first financial institution, the
transaction request including at least an receiving party
digital address, a digital token issued by the first
financial institution to the receiving party digital
address, a sending party digital address, an asset net-
work identification, and an asset identification;

a generation module of the processing server generating a
guarantee token against the digital token, the guarantee
token being a tokenized guarantee of the digital token
issued by the first financial institution;

the generation module of the processing server generating
a payment status token, the payment status token being
atokenized payment authorization message of payment
for an asset associated with the asset identification;

the generation module of the processing server generating
an asset request transaction, the asset request transac-
tion including at least the payment status token, the
receiving party digital address, the sending party digital
address, and the asset identification;

a transmitting device of the processing server transmitting
the asset request transaction to the asset network;

the transmitting device of the processing server transmit-
ting the guarantee token to a second financial institution
associated with the sending party address;

the receiving device of the processing server receiving an
asset transaction from the asset network, the asset
transaction including at least the asset, the receiving
party digital address, and the sending party digital
address;

the generation module of the processing server generating
an asset transfer transaction, the asset transfer transac-
tion including at least the receiving party digital
address, the sending party digital address, and the asset
identification; and
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the transmitting device of the processing server transmit-
ting the asset transaction to the receiving party digital
address.

29. The system of claim 28, wherein the asset transaction
further includes the payment status token.

30. The system of claim 28, wherein the processing
server, the first financial institution, and the second financial
institution are part of a blockchain network, and wherein the
transaction request, the asset request transaction, the asset
transaction, and the asset transfer transaction are recorded on
a blockchain of the blockchain network.

31. The system of claim 28, wherein the processing server
generates the payment status token on a private blockchain
network and wherein the private blockchain network
includes a smart contract for transferring the payment status
token from the private blockchain network to the asset
network.

32. The system of claim 28, wherein the transmitting the
asset request transaction to the asset network includes trans-
mitting the asset request transaction to a smart contract on
the asset network and the payment status token unlocks the
smart contract on the asset network.

33. The system of claim 28, wherein the payment status
token includes asset transaction metadata, the asset transac-
tion metadata including one or more of: a transaction
reference, a transaction payment confirmation, the asset
identification, an indication of transaction payment failure,
and an indication of transaction payment delay.

34. The system of claim 28, wherein the payment status
token is a non-fungible ERC-721 token.

#* #* #* #* #*



