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Description

BACKGROUND

[0001] There are a number of conference tools pres-
ently available for enabling people to conduct live meet-
ings, conferences, presentations, or other types of gath-
erings via the Internet, the public switched telephone net-
work (PSTN), or other voice and/or data networks. In
these cases, participants typically use a telephone, com-
puter, or other communication device that connects to a
conference system or server. The meetings include an
audio component and/or a visual component, such as, a
shared presentation, video, whiteboard, or other multi-
media, text, graphics, etc. These types of convenient
conference solutions have become an indispensable
form of communication for many businesses and individ-
uals.
[0002] Typically, such meeting events involve an or-
ganizer initially scheduling a meeting and sending meet-
ing invitations to the desired participants. Each invited
participant can be provided a subject of the meeting, a
location for the meeting and/or a call-in telephone
number, a time and date for the meeting, an access code
in the form of a pass code and, perhaps, a list of other
participants. An invited participant can then join other
meeting participants at the pre-designated location or
connect to the scheduled meeting via a conference call.
[0003] However, while existing conference, meeting,
grouping or other types of gathering systems offer many
benefits, there remain significant areas for new and im-
proved ideas for allowing users to easily and efficiently
access their data during the meeting and easily share
selected documents with their fellow meeting partici-
pants.
[0004] WO 2018 004935 A1 discloses methods for us-
ing a multi-factor authentication process to access serv-
ices in a computing service environment. A device, de-
tected by a voice-capturing endpoint within a defined ge-
ographical location, may be authenticated according to
a unique identification. Voice data received from the
voice-capturing endpoint can be authenticated. The au-
thenticated identity can be established according to the
authenticated device and the authenticated voice data.
A command, received via a voice command from the
voice-capturing endpoint, may be issued with the authen-
ticated identity to access the one or more services and/or
resources associated with the service provider environ-
ment according to the plurality of policies.

SUMMARY

[0005] It is the object of the present invention to provide
systems and methods for sharing of data items during
meetings with improved information security.
[0006] This object is solved by the subject matter of
the independent claims.
[0007] Embodiments are defined by the dependent

claims.
[0008] A system, in accord with a first aspect of the
invention, includes a processor and machine-readable
media including instructions which, when executed by
the processor, cause the processor to receive from a first
participant of a first meeting session, at a user authenti-
cation service, a first user authorization input for provid-
ing temporary session-limited access during the first
meeting session to a first data set that the first participant
is authorized to access. The instructions also cause the
processor to receive from the first participant, at the user
authentication service, a first credential authenticating
an identity of the first participant, and receive, at the user
authentication service, a first notification that the first par-
ticipant is actively participating in the first meeting ses-
sion. In addition, the instructions cause the processor to
enable, in response to receiving the first notification and
the receipt of the first credential, a temporary session-
limited access of a virtual assistant to the first data set
limited to a duration of the first meeting session, and re-
ceive, at the virtual assistant, during the duration of the
first meeting session and after the first notification, a first
spoken command from a second participant of the first
meeting session requesting rendering of a first electronic
content item included in the first data set. Furthermore,
the instructions cause the processor to render the first
electronic content item to the second participant in re-
sponse to the first spoken command and a determination
that the temporary session-limited access to the first data
set remains enabled.
[0009] A method, in accord with another aspect of the
invention, includes receiving from a first participant of a
first meeting session, at a user authentication service, a
first user authorization input for providing temporary ses-
sion-limited access during the first meeting session to a
first data set that the first participant is authorized to ac-
cess. The method also includes receiving from the first
participant, at the user authentication service, a first cre-
dential authenticating an identity of the first participant,
and receiving, at the user authentication service, a first
notification that the first participant is actively participat-
ing in the first meeting session. In addition, the method
includes enabling, in response to receiving the first noti-
fication and the receipt of the first credential, a temporary
session-limited access of a virtual assistant to the first
data set limited to a duration of the first meeting session,
and receiving, at the virtual assistant, during the duration
of the first meeting session and after the first notification,
a first spoken command from a second participant of the
first meeting session requesting rendering of a first elec-
tronic content item included in the first data set. Further-
more, the method includes rendering the first electronic
content item to the second participant in response to the
first spoken command and a determination that the tem-
porary session-limited access to the first data set remains
enabled.
[0010] This Summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
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scribed below in the Detailed Description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The drawing figures depict one or more imple-
mentations in accord with the present teachings, by way
of example only, not by way of limitation. In the figures,
like reference numerals refer to the same or similar ele-
ments. Furthermore, it should be understood that the
drawings are not necessarily to scale.

FIGS. 1A-1C are an implementation of a system with
which a group of participants in a meeting can re-
quest data from a virtual assistant during the meeting
session;
FIG. 2 is an implementation of temporary data ac-
cess authorization system;
FIG. 3 is a display diagram illustrating an implemen-
tation of a user interface for an application configured
to provide options for enabling a temporary data ac-
cess feature while generating a meeting invitation;
FIG. 4 is a display diagram illustrating an implemen-
tation of a user interface for an application configured
to provide options for enabling a temporary data ac-
cess feature while viewing a meeting invitation;
FIG. 5 is an implementation of a meeting room in
which a meeting is scheduled;
FIGS. 6A and 6B are display diagrams illustrating an
implementation of a user interface for an application
configured to provide options for providing authori-
zation to proceed with enabling a temporary data
access feature during an upcoming meeting;
FIG. 7 is an implementation of a meeting room in
which an organizer has successfully enabled the
temporary data access feature;
FIGS. 8A and 8B illustrate an implementation of a
meeting event during which a first user requests a
presentation of the first user’s own data;
FIGS. 9A and 9B illustrate an implementation of a
meeting event during which a second user requests
a presentation of another user’s data and is provided
access to the requested data object;
FIGS. 10A and 10B illustrate an implementation of
a meeting event during which a second user re-
quests a presentation of another user’s data and is
denied access to the requested data object;
FIG. 11 is an implementation of a general settings
interface for modifying the temporary data access
feature;
FIG. 12 is an implementation of a recurring meeting
invitation interface including options for modifying
the temporary data access feature;
FIGS. 13-17 are a process flow diagram of an im-
plementation for establishing access between a vir-
tual assistant and a user’s data during an activity or
event;
FIG. 18 is a flow diagram illustrating an implemen-
tation of an example process for authorizing and en-

abling session-limited access to user data;
FIG. 19 is a block diagram of an example computing
device, which may be used to provide implementa-
tions of the mechanisms described herein; and
FIG. 20 is a block diagram illustrating components
of an example machine configured to read instruc-
tions from a machine-readable medium.

DETAILED DESCRIPTION

[0012] In the following detailed description, numerous
specific details are set forth by way of examples in order
to provide a thorough understanding of the relevant
teachings. However, it should be apparent that the
present teachings may be practiced without such details.
In other instances, well known methods, procedures,
components, and/or circuitry have been described at a
relatively high-level, without detail, in order to avoid un-
necessarily obscuring aspects of the present teachings.
[0013] The following implementations introduce a
method and system for permitting a virtual assistant to
temporarily access a user’s data during a meeting event.
Currently, a user may be able to access and share elec-
tronic content items during a meeting as long as such
data originates from their own personal devices or ac-
counts. In other words, users must bring their own com-
puting devices to a meeting and/or log into another device
or application and manually locate their data and connect
their device to the meeting room’s telecommunications
system in order to present such content to other users in
the meeting. However, users on many occasions may
not carry their computing devices with them to their meet-
ings, the required devices or systems may not be avail-
able at the meeting site, the technical resources of the
room may not be conducive to the sharing of electronic
content from an individual device, and the sharing of data
by multiple participants can be hampered as each user
attempts to log-in to the meeting device and then must
log out to allow another user to subsequently share an
electronic content item. As will be discussed below, the
disclosed implementations offer a powerful set of tech-
nical solutions by which a user can ensure a timely and
ready temporary authorization to the meeting’s virtual as-
sistant in accessing the user’s own stored data. This au-
thorization is granted to the virtual assistant for a limited
duration, and allows one or more users to make some or
all portions of the users’ data accessible and readily
share-able. The option will be provided to the user in a
manner that maximizes convenience and efficiency. For
example, the option to grant temporary data access to
the virtual assistant during a meeting can be presented
to a user as he or she is scheduling the meeting, during
their review of a meeting invitation, and/or while viewing
reminders, calendar updates or previews, or other items
associated with meeting preparation, information, or no-
tifications. The option can also be offered and/or recon-
firmed during the time leading up to and even during the
meeting. By offering users the option to grant the virtual
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assistant a limited access to their data during one or more
workflow instances leading up to the meeting and/or dur-
ing the meeting, a user can enjoy a more dynamic and
simplified process by which to share their own content
with their colleagues and fellow participants. Further-
more, by providing multiple event opportunities to select
the temporary access feature, a user can customize the
manner in which such access occurs, per their prefer-
ences, and make changes at any stage leading up to,
and during, the meeting. For example, a user may au-
thorize temporary access during some meetings, and de-
cline such access to other meetings. In addition, the ac-
cess type settings or configuration may be adjusted for
each meeting event that occurs.
[0014] As a general matter, a meeting event ("meet-
ing") or a conference can refer to a real time communi-
cation session (which may be referred to as a "meeting
session") involving two or more participants (who may
be referred to as "meeting session participants," "meeting
participants," or "users"). Thus, a meeting can encom-
pass an event, activity, gathering, assembly, class, con-
ference, convention, summit, get-together, congrega-
tion, reunion, or the like that may be prescheduled, as
well as sessions that occur in a more ad-hoc or impromp-
tu manner. As will be discussed below, in some imple-
mentations, when a scheduled meeting event arises, the
participants who accepted the invitation can be contacted
to determine whether said users would like to authorize
the virtual assistant temporary access to their data.
[0015] In addition, the term "scheduled meeting" as
used herein will be understood to generally refer to a
communication session that has been scheduled for a
particular date/time. It should be understood that the dis-
closed implementations may also be applicable to meet-
ings that have not yet been scheduled or occur on the
spur of the moment. For example, as a user is creating
the meeting, or if a general meeting notice is communi-
cated and the time/date is to be announced or determined
at a later time (TBA/TBD), before a meeting has been
finalized, or two or more people who decide that they
would like to initiate a meeting at the present moment.
[0016] Furthermore, while the terms "call" or "calls" will
be used in the description, the described systems and
methods are also applicable to session-based telecom-
munications in general and are not limited to voice calls.
It will also be appreciated that the systems and methods
are not limited to sessions and are applicable to messag-
ing-based or packet-based communications. Thus, con-
ference calls can include exchange of as any combina-
tion of voice data, video data, text data, image data (e.g.,
presentation data), file data, or any other types of data.
[0017] As noted above, the option to grant access to
the virtual assistant to a user’s data during a scheduled
meeting (or impromptu meeting) can be configured to
occur at various workflow instances of a meeting lifecycle
and can have an effect on both the authorization process
as well as aspects of the meeting itself. A meeting life-
cycle includes the time during the meeting, as well as the

time prior to the meeting and the time after the meeting.
The workflow instances for a meeting therefore include
any step, event, action, or communication associated
with the meeting, and can include but is not limited to
creation of the meeting, receipt of a meeting invitation
("invite"), communications between invitees of the meet-
ing, meeting documents shared with invitees, agenda or
calendar notifications related to the meeting, meeting up-
dates, and so forth. Furthermore, the following implemen-
tations may refer to the concept of "first view", which re-
fers to an instance in which a participant first engages
with information for the meeting; for example, while cre-
ating the meeting or when initially receiving and opening
or accessing the meeting invite.
[0018] As introduced above, applications such as word
processors, publishers, spreadsheets, presentation soft-
ware, and others can be used to generate electronic doc-
uments or content. In general, the term "electronic con-
tent" or "document" includes any digital data that may be
presented (e.g., visually or audibly presented), including
but not limited to an electronic document, a media stream,
a web page, a hypertext document, an image, digital vid-
eo or a video recording, digital audio or an audio record-
ing, animation, a markup language document, such as a
HyperText Markup Language (HTML) or eXtensible
Markup Language (XML) document, a form having blank
components to accept entered data, or data describing
the application of a GUI, and other digital data. As an
example, this electronic content may include spread-
sheets, word documents, calendars, personnel informa-
tion, employee data, images, presentations, or other dig-
ital-based media.
[0019] Furthermore, within some types of documents,
the electronic content can be understood to include ele-
ments that will be referred to as content portions, or more
simply, portions. A "content portion" can be understood
to include any part of electronic content that is defined
or discernable as a part. For example, a content portion
may be automatically discerned from a characteristic of
the content portion itself (e.g., a letter, number, word,
sentence, paragraph, section, image, symbol, or chapter
of an electronic document, or other file format designa-
tion) or may be manually defined by a reviewer or end-
user (e.g., selected collection of words in an electronic
document, a selected portion of a digital image, a select-
ed group of cells in a spreadsheet, a selected region in
a slide from a presentation). Examples of content por-
tions include portions or pieces of electronic text or other
material within an electronic document, comments, dy-
namic content in the form of portions of media streams,
such as sections of digital video or frames or sets of
frames of digital video or digital audio, dynamic content
in the form of segments or frames of animations, elec-
tronic forms, form templates, form elements, form data,
actuatable element specifications or executable instruc-
tions, and various elements presentable or accessible
by reviewers within electronic content, including instanc-
es of scripted and non-scripted dynamic content and the
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like.
[0020] As a general matter, usage of the term "tempo-
rary data access" or "temporary access" or "data access"
refer to the capability of a user to grant a specified access
to a virtual assistant for a limited duration (e.g., the du-
ration of the meeting session) and establish a connection
between a system hosting the conference event and one
or more user data storage sites associated with a partic-
ular attendee when a predetermined date and time oc-
curs and/or specified conditions are met. For example,
if the temporary data access feature is enabled by a user,
the system can be configured to grant the specified ac-
cess level defined by user for the duration of a meeting,
and under the specified rules. However, the access token
will not become active until the session starts and the
user signs in to the session.
[0021] Furthermore, references to a communication
application, a scheduling application, an organizer appli-
cation may be understood to refer to any software appli-
cations configured to provide a means of scheduling,
viewing, modifying, joining a meeting, and/or communi-
cating or transmitting or receiving data associated with
the meeting. This can include any type of electronic cal-
endar or electronic scheduling system that is capable of
tracking a user’s meetings or appointments. Some such
programs can include Skype™, Microsoft Teams™, Mi-
crosoft Outlook™, GoToMeeting™, WebEx™, Zoom™,
Join.Me™, Google Hangouts™, AnyMeeting™, and other
applications that can provide conferencing tools and/or
facilitate communication or collaboration online. These
are non-limiting examples, and any other communica-
tion-related application may benefit from the disclosed
implementations. Specific references to a software ap-
plication by name throughout this description should not
therefore be understood to limit the use of the proposed
systems and methods. It should further be understood
that in some implementations, the application used to
enable temporary data access function may differ from
the application used to schedule the meeting, while in
other implementations, they may be the same.
[0022] In order to better introduce the technical solu-
tions offered by the disclosed systems and methods,
FIGS. 1A-1C present a high-level example of a repre-
sentative meeting environment ("environment") 100 for
implementing a conference management system. In dif-
ferent implementations, the environment 100 can include
one or more meeting attendees or simply "participants".
In this example, a first user 132 stands adjacent to a large
viewscreen 105 such as a computing device display, tel-
evision, or projector screen, and a second user 134, a
third user 136, and a fourth user 138 are seated at a
conference table 125. A first hourglass symbol 110 indi-
cates that the meeting is in progress (i.e., the current
scene is occurring within the period of time during which
the meeting event was scheduled).
[0023] In FIG. 1A, the first user 132 is accessing a vir-
tual assistant configured for use with this meeting room
via a computing device 160 located in the room. It can

be understood that the computing device 160 is config-
ured for connection to a network. As first user 132 initially
signs-in to the meeting via a meeting scheduler applica-
tion or the virtual assistant, the first user 132 may further
submit a request or confirmation that serves as authori-
zation for the virtual assistant to be granted temporary
access to one or more data points associated with an
account of the first user 132. For purposes of illustration,
this process is shown in FIG. 1A by a message 162 "Tem-
porary Data Access Authorization Request: Stanley Ny-
lund" that lets the user know that his request has been
processed by the virtual assistant or other agent.
[0024] In FIG. 1B, the first user 132 has submitted a
second request to the virtual assistant to retrieve a spe-
cific electronic content item 164 and present it on the
viewscreen 105. For example, the first user 132 may
speak a natural language command such as "Hey Cor-
tana, show us the Legal Document I created yesterday".
In response, Cortana - having been granted temporary
access to the first user’s 132 cloud storage account -
proceeds to identify the content item 164 corresponding
to the user’s request and display the content item 164 on
the viewscreen 105. At this time, a second hourglass
symbol 120 indicates that the current time continues to
align with the prescheduled meeting occurrence.
[0025] In contrast, in FIG. 1C, a third hourglass symbol
130 indicates that the scheduled meeting time has
passed, and the current time is outside of that period. In
response, the system has automatically revoked or ter-
minated the temporary access to the first user’s 132 data.
Thus, when the first user 132 - or any of the other par-
ticipants - attempt to continue to access the first users’
132 electronic content items via the virtual assistant, no
further data can be accessed, and the users can be in-
formed that the authorization has expired by presenta-
tion, for example, of a locked symbol 166.
[0026] Throughout this application, references will be
made to a host agent or virtual assistant. Virtual assist-
ants, such as Siri™, Google Now™, Amazon Echo™, and
Cortana™, are examples of a shift in human computer
interaction. A user may rely on a virtual assistant to fa-
cilitate carrying out certain computer-implemented tasks.
In operation, the user may directly issue a spoken com-
mand to the virtual assistant, such as by uttering, "As-
sistant, set up an appointment with John Smith on Tues-
day at 10 o’clock AM." The virtual assistant applies nat-
ural language processing to interpret the user’s spoken
command, and then carries out the user’s command.
[0027] A virtual assistant may also be referred to as a
virtual assistant system, a digital assistant, a digital as-
sistant system, a digital personal assistant, and/or an au-
tomated agent. As a general matter, such terms should
be understood to encompass a processing environment
that is adapted to utilize spoken cues from utterances
spoken in session to influence a render state for an in-
terface serving as a meeting assistant. Thus, some or all
of the processing environment may be referred to as,
included in, and/or include the virtual assistant. For ex-
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ample, in some implementations, this processing envi-
ronment includes a virtual assistant including an inter-
pretation module, an action-taking module, a response
generation module, a knowledge access module, a vir-
tual assistant information store, and a user information
store. In such implementations, the virtual assistant may
include program interfaces allowing other modules of
processing environment to interact with, control, and re-
ceive information from the virtual assistant.
[0028] In different implementations, the participants of
a meeting (e.g., first user 132, second user 134, third
user 136, and fourth user 138) may interact with the
processing engine using one or more devices, such as
computing device 160. In some examples, a telecommu-
nication service used to implement a meeting session
may include features enabling the participants to interact
with the processing engine without requiring additional
user devices to implement specific features for interac-
tion with processing engine. In addition, in some imple-
mentations, the processing engine can include a partic-
ipants identification module configured to identify the par-
ticipants participating in a spoken conversation session.
In some implementations in which the session is provided
via a telecommunication service (such as a teleconfer-
encing system), the telecommunication service may be
configured to identify to processing environment the par-
ticipants of the session (for example, such information
may be collected by the telecommunication service as
part of performing access control and/or identification of
participants of session). In some examples, some or all
of the participants may each be associated with a respec-
tive persistent unique identifier such as, but not limited
to, a username or a user ID, that is used across multiple
conversation sessions. In some examples, a temporary
unique identifier may be associated with each participant,
and simply used by processing environment to distin-
guish one participant from another during the spoken
conversation session. In other implementations, as
shown in FIGS. 1A-1C, where participants are not signed
into individual devices, the processing engine can be
configured to identify each user by their voices or follow-
ing video-based identification techniques.
[0029] Referring now to FIG. 2, a system 200 is pre-
sented for purposes of clarity. The system 200 includes
a meeting communication service 202 to establish meet-
ing sessions by which a plurality of individuals may com-
municate in real-time. A meeting session, or simply "ses-
sion" refers to a limited-duration activity, such as the oc-
currence of a meeting. In some examples, the meeting
communication service 202 provides a teleconferencing,
screen-casting, and/or data presentation capabilities.
The meeting communication service 202 also includes a
virtual assistant service 204 configured to provide the
virtual assistant services, described above with respect
to FIGS. 1A-1C, within and during meeting sessions pro-
vided by the meeting communication service 202. The
meeting communication service 202 also includes a
meeting agent service 206 configured to interoperate

with the virtual assistant service 204 and other elements
of the system 200 to provide specific meeting session-
oriented capabilities to meeting session participants via
spoken commands processed and interpreted by the vir-
tual assistant service 204. The meeting agent service
206 is further configured to provide meeting session par-
ticipants with access to network-accessible data storage
210 in order to provide access to user data 212 (which
may be referred to as a "user data set" or "data set") in
response to valid authentication of a user authorized to
access the user data 212. The user data storage 210 is
configured to operate in combination with a user authen-
tication service 214 which is configured to evaluate a
received credential, such as but not limited to, a password
or token (see, for example, FIGS. 6A and 6B) to authen-
ticate access to the user data storage 210. The meeting
agent service 206 is configured to interoperate with the
user authentication service 214 in order to obtain cre-
dentials providing temporary session-limited access to
the user data 212 in combination with appropriate con-
firmation from one or more participants authorized to ac-
cess the user data 212. In support of this temporary ses-
sion-limited access the user authentication service 214
is configured to receive and process such confirmations
from meeting session participants and generate and re-
spond to time restricted and session specific credentials
for use by the meeting agent service 206 and/or other
systems or services that may benefit from temporary ses-
sion-limited access to the user data 212 in a manner that
remains under control of the affected meeting session
participants.
[0030] In the example shown in FIG. 2, on the left-hand
side, a plurality of participants 220, including a first par-
ticipant 222, a second participant 224, and a third partic-
ipant 226, are shown for a meeting session 240 per-
formed through the meeting communication service 202.
In FIG. 2, in advance of the meeting session 240, the first
participant 222 is organizing the meeting session 240 by
use of a computing device 252. As part of this, the first
participant 222 identifies one or more invitees 230, in this
example including the second participant 224 and the
third participant 226. As a result, the second participant
224 receives a notification of the meeting session 240 at
a respective computing device 254. Similarly, the third
participant 226 receives a notification of the meeting ses-
sion 240 at a respective computing device 256. In some
examples, as part of the process of organizing the meet-
ing session 240, the first participant 222 may request that
some or all of the invitees 230 provide temporary session-
limited access to the user data storage 210 such as to
the user data 212. In some implementations, the invitees
230 may individually confirm the requested access to the
user data storage 210. In some examples, a meeting
participant 220 may assert fine-grain control over various
aspects of that access. For example, a participant 220
may specify particular restrictions for specific participants
220, as discussed herein.
[0031] On the right-hand side of FIG. 2, the plurality of
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participants 220 are shown while they are engaged in
the meeting session 240. In this particular example, the
first participant 222 and the second participant 224 are
together at a first location 242. For example, the first lo-
cation 242 may correspond to a meeting room specifically
arranged and providing facilities for teleconferencing.
The third participant 226 is also participating in the meet-
ing session 240, but at a second location 244 remote
from the first location 242. In order to indicate to the sys-
tem 200 that second participant 224 is actively partici-
pating in the meeting session 240 the second participant
224 makes use of a first meeting presence application
262 executing on a mobile computing device 260 such
as a smartphone device or tablet. The meeting presence
application 262 is configured to interact with various el-
ements of the system 200, such as meeting agent service
206 and/or the user authentication service 214, in order
to notify the system 200 as to the second participant 224
being actively present and participating in the meeting
session 240.
[0032] In different implementations, based on this in-
formation, the system 200 is configured to enable and
disable access to user data 212 requiring authentication
in connection with the second participant 224. In addition,
a meeting room computing device 270 is installed at the
first location 242 and is configured to execute a meeting
agent application 272 for interacting with the meeting
agent service 206. For example, the meeting agent ap-
plication 272 may be configured to respond to commands
received from the meeting agent service 206 resulting
from spoken commands received and processed by the
virtual assistant service 204 via the meeting room com-
puting device 270 or another computing device available
at the first location 242 or otherwise involved with the
meeting session 240 and/or participants 220. The meet-
ing agent application 272 may also be configured to
present a first user interface 276 via which the user data
212 obtained from the user data storage 210 may be
presented as a first rendered data 278. For example, this
may occur in response to a first spoken utterance 266
spoken by the first participant 222, captured by the meet-
ing room computing device 270, processed by the virtual
assistant service 204, and handled by the meeting agent
service 206. In some implementations, the first user in-
terface 276 might be displayed using a projector or other
large format display to facilitate viewing by multiple par-
ticipants 220. In some implementations, the meeting
room computing device 270 is configured to execute a
second meeting presence application 264 which may be
used much as described for the first meeting presence
application 262 to enable participants 220 to identify
when they are actively participating in the meeting ses-
sion 240. For example, the meeting room computing de-
vice 270 might include a touchscreen console or other
interface enabling a participant 220, such as the first par-
ticipant 222, to indicate their presence without the aid of
an additional computing device.
[0033] At the second location 244, the third participant

226 is participating in the meeting session 240 via a com-
puting device 280. For example, the computing device
280 may be a laptop or desktop computer or may be
configured similarly to the meeting room computing de-
vice 270 installed as a fixture at the second location 244.
Much as described for the meeting room computing de-
vice 270, a meeting agent application 282 is executed
on the computing device 280 and is configured to interact
with the meeting agent service 206. Additionally, the
meeting agent application 282 may be configured to
present a second user interface 284 via which the user
data 212 may be presented as a second rendered data
286 during the meeting session 240. In some examples,
rather than using a meeting presence application exe-
cuting on the computing device 280, the third participant
226 may instead utilize a meeting presence service 290,
for example embodied as a website or other network-
based service as a mechanism for indicating the active
participation of the third participant 226 in the meeting
session 240 to the system 200. As shown in FIG. 2, the
various services and computing devices communicate
with one another via a network 292.
[0034] Referring now to the sequence of FIGS. 3-10B,
an example of the proposed technical implementations
is presented. In FIG. 3, a new meeting is being scheduled
by an organizer 302 at a computing device 304 via a
native control, here illustrated as a scheduler user inter-
face 300 of a scheduling application ("application"). For
purposes of this description, a "native control" refers to
a mechanism for communicating content through a client
application to an application user. For example, native
controls may include pop-up windows that may be pre-
sented to a user as software application user interfaces
(UIs), interactive buttons, or other objects that may be
shown to a user through native application UIs, as well
as mechanisms that are native to a particular application
for presenting associated content with those native con-
trols. In different implementations, a native control can
include any other type of user interface such as a dialog
box, notification, alert, reminder, email, instant message,
or other application communication or presentation
means. In addition, a "trigger event" or "triggering event"
refers to an event (or specific sequence of events) asso-
ciated with a particular use of an application, which cor-
responds to a selection of an option offered via a native
control, or an event that matches a condition. In FIG. 3,
the triggering event may be understood to include a
’click’, toggle, or other input actions (such as a mouse
left-button or right-button click, a touchscreen tap, a se-
lection of data, or other input types).
[0035] The scheduler user interface 300 includes a plu-
rality of fields 310 for receiving meeting-related input, in-
cluding but not limited to a title field 312 ("Key strategies
for the upcoming year"), a location field 314 ("Williams
Building, Room 514"), a start field 316 (June 6, 2018 at
12:30 PM), an end field 318 (June 6, 2018 at 2:00 PM),
a meeting details field 320 ("Let’s get on the same page
about our game plan for the next year!"), and an partici-
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pants selection section 322. In different implementations,
the application can also be configured to present addi-
tional or other options to a user. As one example, a se-
lectable option 390 is included by which an organizer
may request that participants permit temporary access
(to a specified level) to the virtual assistant to the partic-
ipant’s data. In FIG. 3, the selectable option 390 is shown
in an active or "ON" mode, indicating that the user has
opted to activate this feature and be shown options and
settings corresponding to such a selection. While the se-
lectable option 390 is positioned beneath the start/end
fields in FIG. 3, it should be understood that in other im-
plementations, the option may appear differently and/or
may be displayed or generated anywhere else on the
screen(s) associated with the client’s system, including
spaced apart from, adjacent to, or around the scheduler
user interface 300.
[0036] Furthermore, while in some cases the default
setting is that virtual assistant temporary access is disa-
bled, in other implementations, the default or initial setting
may be that the virtual assistant should be provided tem-
porary access. This default may also be established by
the user by a general settings option (see FIG. 11). In
different implementations, the system can be configured
to allow the organizer to specify the access level for one
or more meeting participants, and this process can occur
as each participant is chosen. In some implementations,
such options may be offered or shown to the organizer
302 only if the selectable option 390 was enabled.
[0037] In the example of FIG. 3, as the organizer 302
- represented in the participants selection section 322 as
a first participant 306 ("Christie Cline") - adds or selects
individuals to invite to the meeting, she is also able to
designate or identify an access level or type for each
individual. In this case, the organizer 302 has entered a
request identifying that only her Calendar and OneDrive
(i.e., cloud storage account) be temporarily accessible
to the virtual assistant during the meeting being sched-
uled (see an organizer access designation 308). In other
words, at the time of the meeting, the organizer 302 ex-
pects the virtual assistant to respond to requests by the
organizer for electronic content associated with both her
calendar and her cloud storage account. Furthermore, in
some implementations, a first option 324 can be selected
by the organizer 302 to allow the meeting attendees to
also have permission to request the virtual assistant to
present her data (see FIGS. 9A and 9B).
[0038] In some implementations, as each invitee is se-
lected, the organizer 302 can be shown a separate native
control by which she may designate the access level de-
sired for this particular invitee. In other words, the organ-
izer can customize the various access levels for each
user that she feels would be of utility to her meeting. In
this example, the organizer 302 has identified a plurality
of invitees 360, including a first participant 362 ("Jason
Matterson"), a second participant 364 ("Carl Carson"),
and a third participant 366 ("Ben Martins"). At the time
each participant was identified for adding to the invitees

list (e.g., via a drop-down menu or address book), the
system allowed the organizer 302 to specifically select a
type/level of access grant 370 desired for each partici-
pant.
[0039] In FIG. 3, the first participant 362 has been as-
signed a first access designation 372, the second partic-
ipant has been assigned a second access designation
374, and the third participant 366 has been assigned a
third access designation 376. Each designation can (a)
identify the type of access (e.g., Read Access Only, Read
and Write Access) and (b) the data category, sites, or
stores that are specifically targeted by the access and
that the access will be limited to. In this example, the first
access designation 372 includes a read access of the
first participant’s root folder, as well as the first partici-
pant’s calendar. In addition, the second access designa-
tion 374 includes a read/write access of both the second
participant’s calendar and the data stored on the cloud
storage associated with the second participant’s ac-
count. The third access designation 376 includes a
read/write access of data stored on the cloud storage
associated with the third participant’s account. It should
be understood that in different implementations, the se-
lection of such designations is optional, a universal or
default designation can be identified for all participants,
and the designation(s) can be modified (or disregarded)
by the invitees, it can be helpful to the participants to
receive information or guidance regarding the type and
level of access that the organizer believes is required or
best suited for this meeting. While in this case the des-
ignation options were presented via a drop-down set of
choices (not shown) presented by the application in re-
sponse to selection of each participant, it should be un-
derstood that in other implementations, the option may
appear differently and/or may be displayed or generated
anywhere else on the screen(s) associated with the cli-
ent’s system, including spaced apart from, adjacent to,
or around the scheduler user interface 300, as well as
via another user interface or expanded section of the
scheduler user interface 300.
[0040] In addition, in some implementations, the
scheduler user interface 300 can be configured to provide
a second option 380 to classify this meeting as a closed
meeting. If the meeting is closed (as shown here), indi-
viduals not directly invited (i.e., not members of the in-
vitees list) are not permitted to attend, and therefore will
not be beneficiaries of the content items that will be
shared as a result of the temporary data access that may
be granted to the virtual assistant. For example, if an
outsider attempts to join the meeting, he or she will not
be able to submit any requests to the virtual assistant for
any content items that are temporarily accessible to the
virtual assistant, despite enablement or selection of first
option 324.
[0041] Once the organizer 302 has finalized the meet-
ing invitation, she may submit the request (see a third
option 374). In some implementations, the application
may also provide an (optional) settings option 350, which
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will be discussed further below with respect to FIGS. 11
and 12. It should be understood that a Settings option
may be made available on each of the user interfaces
described herein, whether or not explicitly identified.
[0042] In different implementations, the system de-
scribed herein can include provisions for facilitating en-
ablement of temporary access to the virtual assistant pri-
or to the meeting. For example, as noted earlier, during
different stages leading up to the meeting, the partici-
pants can access various options or settings to configure
or modify the type or level of temporary access desired.
FIG. 4 presents one example of a first viewing of a meet-
ing invite 400 corresponding to the new meeting that was
generated with reference to FIG. 3. In FIG. 4, the third
participant 364 is shown in receipt of meeting invite 400
that includes meeting information 410 specifying the var-
ious logistical details for the meeting, including when it
is scheduled, where it will be held, and other such infor-
mation. The invitation user interface 400 further includes
a set of attendance response options 420 with various
selectable options. These can be selected by a user to
facilitate the submission of a response by the user for
the meeting. This depiction may be understood to repre-
sent a user’s first view or "first instance" of the meeting
information, or may also generally represent subsequent
views of the invitation, a reminder invitation generated
by the system, or other types of meeting-related informa-
tion instances.
[0043] In this example, a notification 450 is also pre-
sented informing the third participant 364 that the organ-
izer has requested that the third participant 364 authorize
temporary access during this meeting. In some imple-
mentations, the application can offer an immediate ’opt-
out’ whereby the user can simply reject the activation of
this feature. If he does not opt-out ("NO"), the meeting
invite interface can expand to display additional options.
In this case, because the organizer had identified two
different access levels/types for the third participant, the
meeting invite 400 shows two options, including a first
access option 460 specifying the first data category that
was requested and a second access option 470 speci-
fying the second data category that was requested. In
FIG. 4, the third participant 362 has agreed to both of the
categories that were identified by the organizer. Thus, at
the time of the meeting, following submission of the req-
uisite authorization by the third participant 362, the virtual
assistant will be granted temporary access to these two
levels/types of data. In other implementations, the appli-
cation may also be configured to display further tempo-
rary access options, such as the addition of other levels
or types of access, limitations on the duration of the ac-
cess, permission by other attendees to access the data
during the meeting (as shown in FIG. 3), limitations on
the availability of the data to other participants, or other
such settings, for example by selection of a Settings
menu option 480. In other implementations, the third par-
ticipant 362 can return to a general settings menu (see
FIG. 11) at any time to modify these selections. In addi-

tion, it should be understood that, in different implemen-
tations, a user may continue to receive information for a
specific meetings on a collaboration, calendar, or agenda
component of a conferencing application, and one or
more of those instances can include options to modify
the temporary data access selections. Each instance can
include information that provides a user with details or a
message associated with a specific or particular confer-
ence event as well as an option to enable or modify tem-
porary data access features. A user may receive one,
two, three, or multiple instances over the course of the
pre-meeting workflow, where each instance that occurs
is in some way related to the upcoming scheduled meet-
ing. These notifications or indicators can also occur once
the scheduled meeting has begun, for example, via a
reminder email to the user that has failed to sign-in to the
meeting at the scheduled time.
[0044] For purposes of clarity, FIGS. 5-10B present an
implementation of a scenario in which a meeting event
for which temporary data access has been enabled is
attended by a plurality of participants. In FIG. 5, the or-
ganizer 302 has entered a conference room ("room") 500
that includes a conference table 525 and a viewscreen
505. In some implementations in which the meeting was
pre-scheduled, the viewscreen 505 can display a wel-
come message 510 for the users’ benefit including, for
example, information about the meeting and/or a count-
down timer reflecting the time left before the meeting ses-
sion is scheduled to begin. In this case, a time 520 (12:25
PM) is shown on a clock, which corresponds to the re-
maining time shown on the viewscreen 505 ("Starts in 5
minutes"). In many cases, an organizer can enter the
room earlier than the scheduled time to make final prep-
arations for the meeting and set-up equipment or review
various room system configurations.
[0045] Upon entering room 500, the organizer’s 302
presence may be automatically registered or detected
by the meeting room system in some implementations.
In other implementations, the organizer 302 can transmit
or input a signal to the system that corresponds to a
’meeting sign in’ event. As described in greater detail with
respect to FIG. 2, in response to this event, in some im-
plementations, the meeting event service can initiate an
authorization process. One example of such a process
is represented in FIGS. 6A and 6B. In FIG. 6A, in re-
sponse to the determination that the organizer has en-
tered the meeting room, a message 610 can be trans-
mitted to a registered account for an application on (for
example) a client device 600 associated with the organ-
izer 302 (here represented by a hand). In this case, the
message 602 can be presented on behalf of the virtual
assistant for the meeting, as indicated by a header 610.
In other implementations, the application may operate
independently of the virtual assistant, and the message
602 can differ in appearance and context. The message
602 further includes an option organizer specific option
620 by which the organizer may modify the scheduled
meeting time. The message 602 also includes a tempo-
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rary access authorization option 630, which includes an
access query 634 corresponding to the previously estab-
lished access settings selected by the organizer, a de-
scription or summary of the organizer’s designated data
636, and input options 638 ("YES" and "NO"). Other types
of access-related settings may also be provided, as illus-
trated by a settings submenu 640 and meeting-specific
options, such as an option 642 ("Additional meeting in-
formation") that may be actuated by the user to navigate
to other menus from which the user can review or change
various parameters associated with the meeting and/or
temporary access.
[0046] If the organizer 302 wishes to enable the tem-
porary data access, and selects "YES", in some imple-
mentations, the application may redirect the user to an-
other interface specially configured to authenticate the
organizer and verify the authorization being provided. In
FIG. 6B, one example of such a verification portal 650 is
being shown via client device 600. In some implementa-
tions, this portal 650 can be a web-based interface 652,
while in other implementations, the interface can be na-
tive to the client device. The portal 650 can include a type
of interface through which the user can confirm their iden-
tity in order to ensure the permissions being granted by
their presence and/or sign-in is authentic.
[0047] It may be appreciated that organizations may
wish to increase or supplement the security process
through which verification of a user occurs. While the
example of FIG. 6B depicts a two-factor authentication
(2FA) process, in other implementations, a more simple
single-factor authentication (SFA) may be used, where
the user simply presents an identification badge or phys-
ical security token in order to perform the verification.
However, in many cases, additional steps or inputs may
be required to better protect both the user’s credentials
and the resources the user can activate or select. As one
example, two-factor authentication (2FA), an example of
which is shown in FIG. 6B (sometimes referred to as two-
step verification or dual factor authentication) may be in-
corporated by the system to verify user identities. Two-
factor authentication often provides a higher level of as-
surance than authentication methods that depend on
SFA. In FIG. 6B, the system requires a 2FA process in
which users provide a first factor as well as a second
factor. These factors can comprise possession factors
or a physical security token (i.e., connected, disconnect-
ed, or contactless tokens), knowledge factors such as a
password, and inherence or biometric factors such as an
eye scan, fingerprint, or facial scan. Two-factor authen-
tication adds an additional layer of security to the authen-
tication process, which can decrease the likelihood of
unauthorized users gaining access to an organization’s
devices or user accounts, because in such cases pos-
session of the physical security token alone is not enough
to pass the authentication check. In addition, though this
process is shown taking place in conjunction with the
client device 600, in other implementations the authen-
tication can instead occur via computing devices that are

associated with the meeting room.
[0048] It should be understood that, in other implemen-
tations, no authorization process beyond that shown in
FIGS. 3 and 4 need be provided by the user. In other
words, in some implementations, the enablement or ac-
tivation of temporary data access at the time of the meet-
ing invite generation or viewing of the invite can serve as
sufficient authorization. In such cases, the act of signing
in or being present at the meeting event will automatically
trigger the initiation of temporary data access by the vir-
tual assistant on behalf of the user. Similarly, with respect
to FIG. 6A, in some implementations, once a user ena-
bled temporary data access via their own personal device
600, the step shown in FIG. 6B need not be required, as
the system can immediately enable the feature as re-
quested without attempting to obtain further verification
of the user’s authorization.
[0049] In FIG. 7, the illustration returns to a view of the
meeting room 500, where an optional confirmation mes-
sage 700 is being displayed to the organizer 302 via
viewscreen 505. In different implementations, the confir-
mation message 700 can be alternatively or also dis-
played on the client device itself. In this case, the confir-
mation message 700 ("You have successfully enabled
temporary access for the meeting’s virtual assistant. Feel
free to request any items from your cloud storage or cal-
endar during this meeting") informs the organizer at a
second time 720 (12:27 PM) shortly after the first time
520 (see FIG. 5) that the authorization has been verified
and, as represented by a cloud connection symbol 702,
the designated access granted to the virtual assistant for
the duration of this meeting event.
[0050] Referring now to FIG. 8A, it is seen that all par-
ticipants have arrived in the meeting room 500, including
the first participant 362, second participant 364, and third
participant 366. For purposes of illustration, it may be
understood that each participant is signed into the meet-
ing event, and was presented (either via a personal de-
vice or the room computing device(s)) an authentication
interface confirming their desire to grant temporary ac-
cess to the virtual assistant. In this example, the first par-
ticipant 362 ("Jason") and the third participant 366 ("Ben")
have each granted the designated access to the virtual
assistant. However, the second participant 364 ("Carl")
has not. In other words, the second participant 364 de-
clined the enablement of the temporary data access fea-
ture, and the virtual assistant does not have access to
any data for Carl.
[0051] In FIG. 8A, at a third time 820 (12:40 PM) the
third participant 366 voices a first request 810 for a par-
ticular electronic content item via a virtual assistant 805
(here, Cortana™) that is part of the third participant’s 366
own data. The third participant’s voice can be recognized
by the virtual assistant as (a) belonging to a person at-
tending the meeting and/or (b) belonging to the specific
person identified as Carl. The first request 810 is repre-
sented by an optional corresponding transcription on the
viewscreen 505 ("Hey Cortana, can you show us Ben’s
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Quarterly Budget 2019 spreadsheet?"). Once the virtual
assistant 805 receives the request, the virtual assistant
can immediately communicate with the user’s data stor-
age sites and locate the designated file or content item.
As shown in FIG. 8B, a first requested content item 850
(here a spreadsheet stored in Ben’s OneDrive account
which the virtual assistant was able to access) is imme-
diately or is very quickly following the request shared with
the meeting participants (here at a fourth time 822 that
still shows 12:40 PM), via viewscreen 505. Thus, the data
was very handily retrievable by a user. In this case, even
though the user did not bring their own personal comput-
ing device, there was no need to rely on having access
to their own physical computing device, trying to connect
their own device to the shared room display, or asking
another user to log out of their account so that they might
log in and search for the desired document.
[0052] Following the request by ‘Ben’ and the response
by the virtual assistant in FIGS. 8A and 8B, other partic-
ipants may wish to view other information. In FIG. 9A,
the first participant 362 ("Jason"), at a fourth time 920
(12:50 PM), voices a second request 910 for another
electronic content item via the virtual assistant 805 that
is part of the organizer’s 302 own data ("Hey Cortana,
can you show us Christie’s PowerPoint called The Year
Ahead?"). As seen earlier in FIG. 3, the organizer 302
opted to allow attendees to the meeting to access her
data. In this case, the first participant’s request can be
recognized by the virtual assistant as (a) belonging to a
person attending the meeting (’Jason’) and (b) belonging
to someone other than the person whose data is being
targeted. Because the organizer 302 has authorized this
type of interaction with her data, the second request 910
is valid. Thus, as illustrated in FIG. 9B, the virtual assist-
ant can immediately communicate with the organizer’s
data storage sites and locate the designated file or con-
tent item. As shown in FIG. 9B, a second requested con-
tent item 950 (here a PowerPoint stored in Christie’s One-
Drive account) is immediately or is very quickly following
the second request shared with the meeting participants.
Thus, at a sixth time 922 that still shows 12:50 PM), the
group can enjoy convenient and simplified access to the
desired data object via the viewscreen 505. In other
words, the data was very handily retrievable by a user
that did not ’own’ the data because the owner had pro-
vided permission for such a process in advance of the
meeting.
[0053] However, as noted earlier, in some implemen-
tations, a user may decline such access. For example,
following the request by ’Jason’ and the response by the
virtual assistant in FIGS. 9A and 9B, additional informa-
tion may be requested. In FIG. 10A, the organizer 302
("Christie"), at a sixth time 1020 (1:00 PM), submits a
third request 1010 for a specific electronic content item
via the virtual assistant 805 ("Hey Cortana, can you show
us Carl’s Research Report word document?"). As noted
earlier with respect to FIG. 8A, the second participant
364 ("Carl") elected not to authorize the temporary data

access. In this case, the organizer’s request can be rec-
ognized by the virtual assistant as (a) belonging to a per-
son attending the meeting (‘Christie’), (b) belonging to
someone other than the person whose data is being tar-
geted (’Carl’), and (c) the person whose data is being
targeted has not authorized temporary data access. Be-
cause the second participant 364 has not authorized this
type of interaction with his data, the third request 1010
is valid. Thus, as illustrated in FIG. 10B, immediately fol-
lowing the request - at a seventh time 1022 (1:00 PM) -
the virtual assistant responds by denying the request.
This is represented by a virtual assistant response 1050
("Sorry, I do not have access to Carl’s data. Can I help
you with something else?") that is shared with the meet-
ing participants. The second participant 364 can inde-
pendently or manually access his data if so desired, but
the system is unable to act on his behalf to access the
data in this case.
[0054] As noted above, in different implementations,
the system may include provisions for adjusting, modify-
ing, customizing, or otherwise specifying their preferred
temporary data access. In FIG. 11, one example of a
general settings interface 1100 is shown presenting a
plurality of selectable options to a user. In this example,
the settings user interface 1100 includes a first portion
labeled "General" 1102, and a second portion labeled
"Access Restrictions" 1104. In other implementations, al-
ternative or additional functions and options may be pro-
vided for the user to configure, and the appearance of
the user interface can vary widely from what is shown
here, while still providing users the ability to personalize
or ‘tweak’ the operation of the temporary access feature.
A few of these adjustable preferences will be described
now with reference to FIG. 11.
[0055] In some implementations, the system can be
configured to receive input from a user turning on or off
the feature itself. In other words, the user interface may
provide a means by which a user can request that no
prompts be provided regarding this feature (OFF), or that
such prompts are allowed (ON). Thus, a user can com-
pletely opt-out of the temporary access requests that are
submitted from organizers or during their own impromptu
meetings. In FIG. 11, the user has elected to enable a
first category 1110 "HOST DATA ACCESS". In response,
additional options are also made available, including a
first option 1120, a second option 1130, and a third option
1140. Each option allows a user to configure the imple-
mentation of the temporary access feature. For example,
if the first option 1120 ("Ask me at the start of each meet-
ing I am scheduled to join") is activated, the user will be
shown a prompt whenever they are approaching a sched-
uled meeting time that asks if they would like to authorize
the temporary data access. In addition, if the second op-
tion 1130 ("Ask me when I begin an impromptu meeting
event") is activated, if the system determines that a user
has initiated or joined a meeting that was not previously
scheduled or otherwise on the user’s calendar, the user
will be shown a prompt whenever they are approaching
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a scheduled meeting time that asks if they would like to
authorize the temporary data access. In some other im-
plementations, the user can bypass the per-meeting au-
thorization prompts for specified events. For example, if
the third option 1140 ("Automatically enable data access
during meetings with <Select Groups>") is activated, the
system can be configured to automatically grant the vir-
tual assistant temporary access to the user’s data during
any meeting that occurs with any of the selected groups.
In some implementations, the user can select all groups
or subsets of a group such as a listing of a smaller set of
individual persons.
[0056] In some implementations, the user may wish to
identify one or more restrictions or conditions that should
be applied when the feature is enabled. In FIG. 11, the
second portion 1104 includes a fourth option 1150, a fifth
option 1160, a sixth option 1170, and a seventh option
1180. In this example, if the fourth option 1150 ("Unlim-
ited Data Access?") is activated, then subsequent data
access sessions (e.g., during a meeting) will default to a
full access of the user’s account and data. In this case,
the fourth option 1150 has been turned OFF, and addi-
tional options have been made available. The fifth option
1160 provides an opportunity for the user to specify the
folders or data storage sites or applications that would
be made accessible to the virtual assistant when author-
ization is granted. The sixth option 1170 can allow a user
to specify folders or data storage sites or applications
that should never be made accessible to the virtual as-
sistant when authorization is granted. Thus, if the user
at a later time attempts to grant access to an ’off-limits’
folder, the system will deny access and notify the user
that they have identified such a folder as being blocked
from use with this feature. The user can then return to
the general settings interface 1100 and modify the se-
lected folders if they wish. Finally, in some implementa-
tions, the system can be configured to receive input from
a user specifying a time limit over which the feature can
be enabled without interruption via the seventh option
1180 ("Maximum duration of authorization irrespective
of meeting duration"). If a meeting event runs over or
otherwise exceeds the time limit specified (e.g., 45 min-
utes) the system will no longer allow the virtual assistant
the temporary data access, and can be configured to
require the user to re-authorize the temporary access in
order to proceed.
[0057] In different implementations, a user may be pro-
vided with more data access options during the meeting
invitation creation process. For purposes of illustration,
FIG. 12 depicts a meeting invite interface 1200 in which
logistical details 1234 for a recurring meeting event 12
are being inputted. In this case, the organizer 302 may
wish to establish a policy that applies to all of the meeting
instances that will occur as part of the recurring series.
As an example, a data access section 1244 is provided
within the larger meeting invite interface 1200 by which
the organizer 302 can request implementation of the tem-
porary data access feature for this set of meetings, as

well as the opportunity to identify folders that are to be
made accessible to the virtual assistant (host) during
each meeting.
[0058] In order to further the reader’s understanding
of the proposed systems, a schematic flow diagram de-
picting one implementation of the system is illustrated in
FIGS. 13 - 17. FIG. 13 presents a scenario in which the
first participant 222 acts as an organizer for the meeting
session 240 as described in connection with FIG. 2. In
an operation 1305 the first participant 222 makes use of
the computing device 252 to schedule the meeting ses-
sion 240 via the meeting agent service 206. In response,
in an operation 1310, the meeting agent service 206 re-
quests, from the user authentication service 214, ses-
sion-limited authentication tokens for the participants 220
identified by the first participant 222 in the operation 1305.
It is noted that FIGS. 13-17, the term "token" is inter-
changeable with "credential." In response to the request
made in operation 1310, in an operation 1315, the user
authentication service 214 generates one or more ses-
sion-limited authentication tokens for the meeting ses-
sion 240 and for the participants 220 identified for the
meeting session 240. In some implementations, a sep-
arate token will be generated for each of the participants.
In other implementations, a single token may be gener-
ated for the meeting session 240, rather than individual
per-participant tokens. In an operation 1320, in response
to the request at operation 1310, the user authentication
service 214 issues the session-limited authentication to-
kens generated at operation 1315 to the meeting agent
service 206. In an operation 1325, the meeting agent
service 206 stores the session-limited authentication to-
kens received in the operation 1320. Also, in an operation
1330, the meeting agent service 206 publishes the meet-
ing session 240 to the participants 220, including the first
participant 222 that organized the meeting session 240,
the second participant 224 (for example, via the comput-
ing device 254), and the third participant 226 (for exam-
ple, via the computing device 256).
[0059] In some examples, an optional pre-authoriza-
tion stage 1340 may be performed by one or more of the
participants 220; in FIG. 13 the second participant 224
will be shown as performing the pre-authorization stage
1340. The pre-authorization stage occurs before the
meeting session 240 begins. In some examples, the sec-
ond participant 224 may perform an action via the com-
puting device 254 to invoke a pre-authorization interface.
In some implementations, the pre-authorization interface
is provided by the user authentication service 214 at an
operation 1345. For example, the user authentication
service 214 may present the pre-authorization interface
in the form of a webpage presented via a web browser
application or chromeless panel on the computing device
254. In another example, the user can perform pre-au-
thorization via the meeting invitation as it is generated or
received (see FIGS. 3 and 4 above). In an operation 1350
the second participant 224 provides input to the pre-au-
thorization interface, thereby issuing a command at an
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operation 1355 to pre-authorize a token issued for the
second participant 224 for the meeting session 240. In
response to this command, in an operation 1360, the
user authentication service 214 records the pre-author-
ization by the second participant 224. This record may
include additional details, such as per-participant author-
ization. Also, the user authentication service 214 in an
operation 1365 reports the pre-authorization of the token
issued for the second participant 224. This report indi-
cates that the token has been pre-authorized, but the
token can still not be used until it later becomes enabled
or otherwise active during the meeting session 240 or a
period of time directly associated with the meeting ses-
sion 240. It should be understood that the pre-authoriza-
tion stage 1340 is optional and users may instead pro-
ceed directly to a meeting and authorize a token during
or immediately prior to the meeting time (see FIGS. 6A
and 6B). in some implementations, the pre-authorization
stage and the later authentication can both be utilized to
pre-configure the system to match the user’s own pref-
erences in advance.
[0060] Continuing from the example shown in FIG. 13,
FIG. 14 presents an example in which the user data 212
hosted by the user data service 210 is accessed by the
meeting agent service 206 using the session-limited au-
thentication tokens it was issued in operation 1320. In
some examples, as shown in FIG. 14, a set of operations
1410 is performed by the presence application 262 after
the meeting session 240 has started to notify the system
200 that the second participant 224 is actively participat-
ing in the meeting session 240. The set of operations
1410 may include an operation 1415 in which the pres-
ence application 262 signs the second participant 224
into the meeting session 240. In some implementations,
in response to the operation 1415, the meeting agent
service 206 may perform a corresponding sign-in action
for the second participant 224 with the meeting commu-
nication service 202 (see FIG. 2). It should be understood
that operation 1415 is optional. The set of operations
1410 includes an operation 1420 in which the presence
application 262 notifies the user authentication service
214 that the second participant 224 is actively participat-
ing in the meeting session 240.
[0061] In response to the notification received in the
operation 1420, at an operation 1425, the user authen-
tication service 214 enables a first token included in the
tokens generated at operation 1315 and associated with
the second participant 224. As mentioned in connection
with the operation 1315, the first token may be one of
multiple per-participant tokens generated for the meeting
session 240 or a single token generated for the meeting
session 240 (in which case, a per-participant flag or value
may be changed to reflect that the single token is enabled
with respect to the second participant 224). Additionally,
the set of operations 1410 includes an operation 1430 of
sending a notification to the meeting agent service 206
that the first token for the second participant 224 is ena-
bled, which may be recorded by the meeting agent serv-

ice 206. In some examples, as shown in FIG. 14, the
notification may be performed by the presence applica-
tion 262. In other examples, the notification may instead
be provided by the user authentication service 214. Al-
though not illustrated as discrete operations, FIG. 14 also
illustrates that a set of operations 1435 is similarly per-
formed to indicate to the system 200 that the first partic-
ipant 222 is also actively participating in the meeting ses-
sion 240, resulting in a similar enabling of a second token
(not illustrated in FIG. 14).
[0062] In an operation 1440 occurring after the set of
operations 1410, the first participant 222 issues the spo-
ken command 266 requesting that the user data 212 be
accessed by the meeting agent service 206. In response
to this command, at an operation 1445, the meeting agent
service 206 requests access to the user data 212 from
the user data service 210 using the first token that was
enabled in the operation 1425. In response to this re-
quest, at an operation 1450, the user data service 210
validates the first token received at the operation 1445
to authenticate the meeting agent service 206 for author-
ization of the request for the user data 212. Because the
first token was enabled at the operation 1425 and re-
mains enabled, the user authentication service 214 indi-
cates to the user data service 210 that the first token is
valid. Accordingly, at an operation 1455, the user data
service 210 provides the meeting agent service 206 with
the requested access to the user data 212. In the example
shown in FIG. 14, the meeting agent service 206, at an
operation 1460, causes the user data 212 to be rendered
at the first location 242 and the second location 244. For
example, the meeting agent service 206 may request a
content of the user data 212 and deliver the content to
the meeting room device 270 to be rendered by the meet-
ing room device 270.
[0063] Although not specifically shown in FIG. 14, in
this example, the third participant 226 has not performed
an operation or set of operations similar to the set of
operations 1410, and accordingly the system 200 has
not been notified that the third participant 226 is actively
participating in the meeting session 240. As a result, if
one of the participants 220 were to issue a spoken com-
mand for user data requiring authentication of the third
participant 226, a session-limited token created by the
user authentication service 214 for that purposes would
remain disabled and the command would be ineffective.
Although above is described an example in which the
first token was enabled in response to the operations
1410 performed via the presence application 262, in
some implementations and/or under various circum-
stances, the user authentication service 214 may auto-
matically enable the first token at or about a start time
previously identified for the meeting session 240 such as
during the initial scheduling of the meeting session 240
described in connection with the operation 1305 in FIG.
13.
[0064] Continuing the example of FIG. 14, FIG. 15 il-
lustrates an attempt to access the user data 212 after
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the meeting session 240 has ended. In an operation 1510
occurring after the end of the meeting session 240, the
first participant 222 issues the spoken command 266 re-
questing that the user data 212 be accessed by the meet-
ing agent service 206. FIG. 15 illustrates two alternative
sets of operations in response to the command issued
in the operation 1510 in which the system 200 responds
to, and ultimately rejects, the command due to the meet-
ing session 240 having ended. In a first set of operations
1520, the meeting agent service 206, in an operation
1525, determines that the meeting session 240 has end-
ed. For example, the meeting agent service 206 may
determine that a current time is after a recorded end time
for the meeting session 240, although other approaches
may be used to make this determination. In response to
the determination made in the operation 1525, at an op-
eration 1530, the meeting agent service 206 rejects the
command issued in the operation 1510, which may be
communicated to the first participant 222 in an operation
1535 (for example, by a verbal response rendered by the
meeting device 270).
[0065] In an alternative second set of operations 1550,
at an operation 1555, the meeting agent service 206 in-
stead requests access to the user data 212 from the user
data service 210 using the first token that was enabled
in the operation 1425, much as previously described for
the operation 1445. In response to this request, at an
operation 1560, the user data service 210 attempts to
validate the first token received at the operation 1555 to
authenticate the meeting agent service 206 for authori-
zation of the request to access the user data 212, much
as previously described for the operation 1450. However,
at an operation 1565, the user authentication service 214
determines that the meeting session 240 has ended, and
as a result indicates to the user data service 210 that the
first token is invalid. As a result, at an operation 1570,
the user data service 210 rejects the request received
from the meeting agent service 206 at the operation 1555.
Accordingly, at an operation 1575 the meeting agent
service 206 rejects the command issued at the operation
1510 much as in the operation 1530, which may be com-
municated to the first participant 222 in an operation 1580
(for example, by a verbal response rendered by the meet-
ing device 270).
[0066] It is understood that operations similar to those
described for the operation sets 1520 and/or 1550 may
also occur for a spoken command issued before the
meeting session 240 begins, due to the command occur-
ring outside of the context permitted by the first token
(the duration of the meeting session 240). By use of the
techniques shown in FIG. 16, authorization granted by
the second participant 224 will be temporary, and the
ability of other participants 220 or the meeting agent serv-
ice 206 to access the user data 212 will automatically
terminate at the close of the meeting session 240 and/or
not be permitted in advance of the meting session 240.
[0067] Continuing the example of FIG. 14, FIG. 16 il-
lustrates an example in which an attempt is made to ac-

cess the user data 212 during the meeting session 240,
but the attempt is rejected due to an associated partici-
pant no longer actively participating in the meeting ses-
sion 240. In some examples, as shown in FIG. 14, a set
of operations 1610 is performed by the presence appli-
cation 262 before the meeting session 240 has ended to
notify the system 200 that the second participant 224,
who was previously actively participating in the meeting
session 240, is no longer actively participating in the
meeting session 240. The set of operations 1610 may
include an operation 1615 in which the presence appli-
cation 262 signs the second participant 224 out of the
meeting session 240. In some implementations, in re-
sponse to the operation 1615, the meeting agent service
206 may perform a corresponding sign-out action for the
second participant 224 with the meeting communication
service 202 (see FIG. 2). It should be understood that
operation 1615 is optional. The set of operations 1610
includes an operation 1620 in which the presence appli-
cation 262 notifies the user authentication service 214
that the second participant 224 is no longer actively par-
ticipating in the meeting session 240.
[0068] In response to the notification received in the
operation 1620, at an operation 1625, the user authen-
tication service 214 disables the first token previously
enabled in the operation 1425 (see FIG. 14). As men-
tioned in connection with the operations 1315 and 1425,
the first token may be one of multiple per-participant to-
kens generated for the meeting session 240 or a single
token generated for the meeting session 240 (in which
case, a per-participant flag or value may be changed to
reflect that the single token is disabled with respect to
the second participant 224). Additionally, the set of op-
erations 1610 includes a operation 1430 of sending a
notification to the meeting agent service 206 that the first
token for the second participant 224 is disabled, which
may be recorded by the meeting agent service 206. In
some examples, as shown in FIG. 16, the notification
may be performed by the presence application 262. In
other examples, the notification may instead be provided
by the user authentication service 214.
[0069] In an operation 1640 occurring after the opera-
tion 1625 and before the end of the meeting session 240,
the first participant 222 issues the spoken command 266
requesting that the user data 212 be accessed by the
meeting agent service 206. Similar to FIG. 15, FIG. 16
illustrates two alternative sets of operations in response
to the command issued in the operation 1640 in which
the system 200 responds to, and ultimately rejects, the
command due to the second participant 224 no longer
actively participating in the meeting session 240. In a first
set of operations 1650, the meeting agent service 206,
in an operation 1655, determines that the second partic-
ipant 224 is not actively participating in the meeting ses-
sion 240 based on the notification received in the oper-
ation 1630. In response to the determination made in the
operation 1655, at an operation 1660, the meeting agent
service 206 rejects the command issued in the operation
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1640, which may be communicated to the first participant
222 in an operation 1665 (for example, by a verbal re-
sponse rendered by the meeting device 270).
[0070] In an alternative second set of operations 1670,
at an operation 1675, the meeting agent service 206 in-
stead requests access to the user data 212 from the user
data service 210 using the first token that was enabled
in the operation 1425, much as previously described for
the operations 1445 and 1555. In response to this re-
quest, at an operation 1680, the user data service 210
attempts to validate the first token received at the oper-
ation 1675 to authenticate the meeting agent service 206
for authorization of the request to access the user data
212, much as previously described for the operations
1450 and 1560. However, at an operation 1685, the user
authentication 214 determines that the second partici-
pant 224 is no longer actively participating in the meeting
session 240 based on the first token having been disa-
bled in the operation 1625, and as a result indicates to
the user data service 210 that the first token is invalid.
As a result, at an operation 1690, the user data service
210 rejects the request received from the meeting agent
service 206 at the operation 1675. Accordingly, at an
operation 1695 the meeting agent service 206 rejects the
command issued at the operation 1640 much as in the
operation 1660, which may be communicated to the first
participant 222 in an operation 1696 (for example, by a
verbal response rendered by the meeting device 270).
[0071] By use of the techniques shown in FIG. 16, the
second participant 224 is provided confidence that in the
event that the second participant 224 leaves the meeting
session 240 before a pre-scheduled end time or other
end of the meeting session 240, other participants of the
meeting session 240 will not have access to the user
data 212 in the absence of the second participant 224.
It is noted that in some examples, the second participant
224 may rejoin the meeting session 240 before it ends,
in response to which the system 200 may reenable the
first token much as previously discussed in FIG. 15.
[0072] Continuing the example of FIG. 14, FIG. 17 il-
lustrates an example in which a computing device asso-
ciated with a participant 220, rather than the meeting
agent service 206, makes use of the system 200 to obtain
session-limited authentication for accessing the user da-
ta 212. In this example, the computing device 280 asso-
ciated with the third participant 226 at the second location
244 attempts to access the user data 212. At an operation
1710, the computing device 280, in some examples via
the meeting agent application 282, requests at least a
second token from the user authorization service 214,
much as described for the operation 1310 (see FIG. 13).
In some examples, one or more new session-limited to-
kens may be generated by the user authentication serv-
ice 214, much as described for the operation 1315. In
some examples, the user authentication service 214 may
provide one or more of the same tokens provided to the
meeting agent service 206. In some examples, the re-
quest includes information that may be used to identify

the user data 212 and/or the second participant 224, and
the information applied by the user authentication service
214 to select or generate one or more tokens. In some
examples, the request identifies the third participant 226.
At an optional operation 1715 the user authentication
service 214 reviews details of an authorization granted
by the second participant 224 based on information in-
cluded in or determined based on the request to deter-
mine whether to provide the second token and/or deter-
mine particular limitations to be applied in connection with
the second token (for example, the authorization may
limit the third participant 226 to read-only access). It is
noted that different levels of authorization may be spec-
ified and/or applied for tokens issued to the meeting agent
service 206 versus tokens issues to other systems and
devices (such as the computing device 280, in this ex-
ample). In an operation 1720, in response to the request
at operation 1710, the user authentication service 214
issues the second token to the computing device 280.
[0073] At an operation 1725, the computing device 280
requests access to the user data 212 from the user data
service 210 using the second token issued and received
in the operation 1720. In response to this request, at an
operation 1730, the user data service 210 validates the
second token received at the operation 1730 to authen-
ticate the computing device 280 for authorization of the
request for the user data 212. At the time of the operation
1730 the user authentication service 214 determines the
second token is currently valid and indicates to the user
data service 210 that the second token is valid. Accord-
ingly, at an operation 1735, the user data service 210
provides the computing device 280 with the requested
access to the user data 212. For example, the computing
device 280 may request a content of the user data 212
for display and/or editing by an application executed by
the computing device 280. Alternatively or in addition to
the operations 1725, 1730, and 1735, at an operation
1740 after either the meeting session 240 has ended
and/or the second participant 224 is no longer actively
participating (see FIG. 16), the computing device 280
requests access to the user data 212 from the user data
service 210 using the second token issued and received
in the operation 1720. However, due to the meeting ses-
sion 240 having ended and/or the second participant 224
no longer actively participating, at an operation 1745 the
user data service 210, in combination with the user au-
thentication service 214, rejects the request, much as
previously described in FIGS. 15 and 16.
[0074] FIG. 18 is a flow diagram illustrating an imple-
mentation of an example process 1800 for authorizing
and enabling session-limited access to user data. In
some examples, some or all of the process 1800 may be
performed in combination with any of the features dis-
cussed in connection with FIGS. 1A-17. In FIG. 18, a first
operation 1810 includes receiving from a first participant
a user authorization input for providing temporary ses-
sion-limited access during a meeting session to a data
set that the first participant is authorized to access. In a
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second operation 1820, the process 1800 includes re-
ceiving from the first participant a first credential authen-
ticating an identity of the first participant. In a third oper-
ation 1830, the process 1800 includes receiving a notifi-
cation that the first participant is actively participating in
the meeting session. In a fourth operation 1840, the proc-
ess 1800 includes enabling, in response to the notifica-
tion and the receipt of the first credential, a temporary
session-limited access to the data set limited to a duration
of the meeting session. In a fifth operation 1850, the proc-
ess 1800 includes receiving, during the duration of the
meeting session and after the notification, a spoken com-
mand requesting rendering of an electronic content item
included in the data set. In a sixth operation 1860, the
process 1800 includes rendering the electronic content
item in response to the spoken command and a deter-
mination that the temporary session-limited access to the
data set remains enabled.
[0075] As a general matter, an example system for
management of conference calls can include a confer-
ence server (which in some implementations can include
more than one server). The server can be located in mul-
tiple geographic areas. In addition, the conference server
can be connected, often through a firewall, to a wide area
network (WAN), such as the Internet. The WAN can be
coupled to and accessed through either a wired connec-
tion or a wireless local area network (WLAN) that can
feature a wireless access point that operates, for exam-
ple, in accordance with one of the IEEE 802.11 specifi-
cations.
[0076] In some implementations, the conference serv-
er can also be connected to a public switched telephone
network (PSTN) via direct inward dialing (DID) trunks or
primary rate interface (PRI) trunks. The conference serv-
er can also communicate, often through a relay, with a
public land mobile network (PLMN), which can also be
referred to as a wireless wide area network (WWAN) or
a cellular network. In some cases, the PLMN can be con-
figured to be interconnected with or integrated into the
PSTN.
[0077] In addition, the system can include a number of
electronic devices, such as mobile devices and stationary
devices. These can include for example, a cellular phone,
a smartphone, a tablet, a netbook, a laptop, a PDA (per-
sonal digital assistant), or any other device enabled for
wireless communication. A mobile device can be
equipped for cellular communications through the PLMN,
for communications over WAN (accessed, for example,
through WLAN by connecting via Wi-Fi to wireless ac-
cess points) or it can be a dual-mode device capable of
both cellular and WAN/WLAN communications. Cellular
communications through the PLMN can include voice
communications and data communications, and mobile
device can support either or both these communication
channels.
[0078] A mobile device can also include one or more
radio transceivers and associated processing hardware
and software to enable wireless communications with

PLMN, and/or a WLAN via a wireless access point. In
different implementations, the PLMN and a mobile device
may be configured to operate in compliance with any one
or more of a number of wireless protocols, including
GSM, GPRS, CDMA, EDGE, UMTS, EvDO, HSPA,
3GPP, LTE, or a variety of others. In addition, a mobile
device can roam within PLMN and across PLMNs, in a
known manner, as its user moves. In some instances, a
dual-mode mobile device and/or the conference server
may be configured to facilitate roaming between PLMN
and wireless access points, and are thus capable of
seamlessly transferring sessions (such as voice calls)
from a connection with the cellular interface of a dual-
mode device (i.e., mobile device) to a WLAN interface of
the dual-mode device, and vice versa.
[0079] There may also be a relay that serves to direct
communications received over PLMN from a device to
the conference server. The relay can also direct commu-
nications from the conference server to the mobile device
via PLMN. Furthermore, in another implementation, a tel-
ephone set (such as a conventional landline telephone)
can communicate with the conference server through
PSTN.
[0080] In different implementations, the conference
server can be implemented on one or more servers hav-
ing suitable communications interfaces for connecting to
and communicating with other system components. The
conference server can include one or more processors,
a memory, and a data interface. The processor(s) can
be a single or multiple microprocessors, field program-
mable gate arrays (FPGAs), or digital signal processors
(DSPs) capable of executing particular sets of instruc-
tions. Computer-readable instructions can be stored on
a tangible non-transitory computer-readable medium,
such as a flexible disk, a hard disk, a CD-ROM (compact
disk-read only memory), and MO (magneto-optical), a
DVD-ROM (digital versatile disk-read only memory), a
DVD RAM (digital versatile disk-random access memo-
ry), or a semiconductor memory.
[0081] In some implementations, a memory stores us-
er-profile or account information and user preferences
for one or more users. The user-profile information can
include, for example, a user’s name, email address, lo-
cation data, place of employment, home address, or the
like. In addition, the user-profile information can include
device information for one or more electronic devices
(e.g., one or more mobile or computing devices and/or
one or more telephone sets) associated with a user. De-
vice information can include device’s phone number
(e.g., a cellular phone number or a landline number), a
personal identification number (PIN), an IP address, if
available, and so forth. In some embodiments, some or
all of the user-profile information, including device infor-
mation, can be retrieved, by the conference server, from
the electronic devices. For example, if user-information
for a particular electronic device includes device infor-
mation only for one device associated with the user, and
the device information includes only the IP address of
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the device, the conference server can use the IP infor-
mation to communicate with the electronic device, for
example, via WAN. The conference server can then re-
trieve from the electronic device additional device infor-
mation for the device itself (e.g., a cellphone number as-
sociated with the device) and/or device information for
other electronic devices associated with the same user
(e.g., a landline number of the user’s telephone set).
[0082] In one implementation, the conference server
implements the switching to connect session legs and
provides the conversion between, for example, a circuit-
switched call and a VoIP call, or to connect legs of other
media sessions. In some embodiments, in the context of
voice calls, the conference server provides a number of
additional functions including an automated attendant,
interactive voice responses, call forwarding, conference
call, or other such features. It can also implement certain
usage restrictions on enterprise users, such as blocking
international calls or toll free calls. In many embodiments,
Session Initiation Protocol (SIP) can be used to set-up,
manage, and terminate media sessions for voice calls.
Other protocols can also be employed by the conference
server, such as Web Services, Computer Telephony In-
tegration (CTI) protocol, Session Initiation Protocol for
Instant Messaging and Presence Leveraging Extensions
(SIMPLE), and various custom Application Programming
Interfaces (APIs).
[0083] The detailed examples of systems, devices,
and techniques described in connection with FIGS. 1-18
are presented herein for illustration of the disclosure and
its benefits. Such examples of use should not be con-
strued to be limitations on the logical process implemen-
tations of the disclosure, nor should variations of user
interface methods from those described herein be con-
sidered outside the scope of the present disclosure. In
some implementations, various features described in
FIGS. 1-18 are implemented in respective modules,
which may also be referred to as, and/or include, logic,
components, units, and/or mechanisms. Modules may
constitute either software modules (for example, code
embodied on a machine-readable medium) or hardware
modules.
[0084] In some examples, a hardware module may be
implemented mechanically, electronically, or with any
suitable combination thereof. For example, a hardware
module may include dedicated circuitry or logic that is
configured to perform certain operations. For example,
a hardware module may include a special-purpose proc-
essor, such as a field-programmable gate array (FPGA)
or an Application Specific Integrated Circuit (ASIC). A
hardware module may also include programmable logic
or circuitry that is temporarily configured by software to
perform certain operations, and may include a portion of
machine-readable medium data and/or instructions for
such configuration. For example, a hardware module
may include software encompassed within a program-
mable processor configured to execute a set of software
instructions. It will be appreciated that the decision to

implement a hardware module mechanically, in dedicat-
ed and permanently configured circuitry, or in temporarily
configured circuitry (for example, configured by software)
may be driven by cost, time, support, and engineering
considerations.
[0085] Accordingly, the phrase "hardware module"
should be understood to encompass a tangible entity ca-
pable of performing certain operations and may be con-
figured or arranged in a certain physical manner, be that
an entity that is physically constructed, permanently con-
figured (for example, hardwired), and/or temporarily con-
figured (for example, programmed) to operate in a certain
manner or to perform certain operations described here-
in. As used herein, "hardware-implemented module" re-
fers to a hardware module. Considering examples in
which hardware modules are temporarily configured (for
example, programmed), each of the hardware modules
need not be configured or instantiated at any one in-
stance in time. For example, where a hardware module
includes a programmable processor configured by soft-
ware to become a special-purpose processor, the pro-
grammable processor may be configured as respectively
different special-purpose processors (for example, in-
cluding different hardware modules) at different times.
Software may accordingly configure a particular proces-
sor or processors, for example, to constitute a particular
hardware module at one instance of time and to constitute
a different hardware module at a different instance of
time. A hardware module implemented using one or more
processors may be referred to as being "processor im-
plemented" or "computer implemented."
[0086] Hardware modules can provide information to,
and receive information from, other hardware modules.
Accordingly, the described hardware modules may be
regarded as being communicatively coupled. Where mul-
tiple hardware modules exist contemporaneously, com-
munications may be achieved through signal transmis-
sion (for example, over appropriate circuits and buses)
between or among two or more of the hardware modules.
In implementations in which multiple hardware modules
are configured or instantiated at different times, commu-
nications between such hardware modules may be
achieved, for example, through the storage and retrieval
of information in memory devices to which the multiple
hardware modules have access. For example, one hard-
ware module may perform an operation and store the
output in a memory device, and another hardware mod-
ule may then access the memory device to retrieve and
process the stored output.
[0087] In some examples, at least some of the opera-
tions of a method may be performed by one or more
processors or processor-implemented modules. Moreo-
ver, the one or more processors may also operate to
support performance of the relevant operations in a
"cloud computing" environment or as a "software as a
service" (SaaS). For example, at least some of the op-
erations may be performed by, and/or among, multiple
computers (as examples of machines including proces-

31 32 



EP 3 973 666 B1

18

5

10

15

20

25

30

35

40

45

50

55

sors), with these operations being accessible via a net-
work (for example, the Internet) and/or via one or more
software interfaces (for example, an application program
interface (API)). The performance of certain of the oper-
ations may be distributed among the processors, not only
residing within a single machine, but deployed across a
number of machines. Processors or processor-imple-
mented modules may be located in a single geographic
location (for example, within a home or office environ-
ment, or a server farm), or may be distributed across
multiple geographic locations.
[0088] FIG. 19 is a block diagram 1900 illustrating an
example software architecture 1902, various portions of
which may be used in conjunction with various hardware
architectures herein described, which may implement
any of the above-described features. FIG. 19 is a non-
limiting example of a software architecture and it will be
appreciated that many other architectures may be imple-
mented to facilitate the functionality described herein.
The software architecture 1902 may execute on hard-
ware that includes, among other things, document stor-
age 1070, processors, memory, and input/output (I/O)
components. A representative hardware layer 1904 is
illustrated and can represent, for example, the device
190 of FIG. 1. The representative hardware layer 1904
includes a processing unit 1906 and associated execut-
able instructions 1908. The executable instructions 1908
represent executable instructions of the software archi-
tecture 1902, including implementation of the methods,
modules and so forth described herein. The hardware
layer 1904 also includes a memory/storage 1910, which
also includes the executable instructions 1908 and ac-
companying data. The hardware layer 1904 may also
include other hardware modules 1912. Instructions 1908
held by processing unit 1908 may be portions of instruc-
tions 1908 held by the memory/storage 1910.
[0089] The example software architecture 1902 may
be conceptualized as layers, each providing various func-
tionality. For example, the software architecture 1902
may include layers and components such as an operating
system (OS) 1914, libraries 1916, frameworks 1918, ap-
plications 1920, and a presentation layer 1944. Opera-
tionally, the applications 1920 and/or other components
within the layers may invoke API calls 1924 to other layers
and receive corresponding results 1926. The layers illus-
trated are representative in nature and other software
architectures may include additional or different layers.
For example, some mobile or special purpose operating
systems may not provide the frameworks/middleware
1918.
[0090] The OS 1914 may manage hardware resources
and provide common services. The OS 1914 may in-
clude, for example, a kernel 1928, services 1930, and
drivers 1932. The kernel 1928 may act as an abstraction
layer between the hardware layer 1904 and other soft-
ware layers. For example, the kernel 1928 may be re-
sponsible for memory management, processor manage-
ment (for example, scheduling), component manage-

ment, networking, security settings, and so on. The serv-
ices 1930 may provide other common services for the
other software layers. The drivers 1932 may be respon-
sible for controlling or interfacing with the underlying
hardware layer 1904. For instance, the drivers 1932 may
include display drivers, camera drivers, memory/storage
drivers, peripheral device drivers (for example, via Uni-
versal Serial Bus (USB)), network and/or wireless com-
munication drivers, audio drivers, and so forth depending
on the hardware and/or software configuration.
[0091] The libraries 1916 may provide a common in-
frastructure that may be used by the applications 1920
and/or other components and/or layers. The libraries
1916 typically provide functionality for use by other soft-
ware modules to perform tasks, rather than rather than
interacting directly with the OS 1914. The libraries 1916
may include system libraries 1934 (for example, C stand-
ard library) that may provide functions such as memory
allocation, string manipulation, file operations. In addi-
tion, the libraries 1916 may include API libraries 1936
such as media libraries (for example, supporting presen-
tation and manipulation of image, sound, and/or video
data formats), graphics libraries (for example, an
OpenGL library for rendering 2D and 3D graphics on a
display), database libraries (for example, SQLite or other
relational database functions), and web libraries (for ex-
ample, WebKit that may provide web browsing function-
ality). The libraries 1916 may also include a wide variety
of other libraries 1938 to provide many functions for ap-
plications 1920 and other software modules.
[0092] The frameworks 1918 (also sometimes referred
to as middleware) provide a higher-level common infra-
structure that may be used by the applications 1920
and/or other software modules. For example, the frame-
works 1918 may provide various graphic user interface
(GUI) functions, high-level resource management, or
high-level location services. The frameworks 1918 may
provide a broad spectrum of other APIs for applications
1920 and/or other software modules.
[0093] The applications 1920 include built-in applica-
tions 1940 and/or third-party applications 1942. Exam-
ples of built-in applications 1940 may include, but are not
limited to, a contacts application, a browser application,
a location application, a media application, a messaging
application, and/or a game application. Third-party ap-
plications 1942 may include any applications developed
by an entity other than the vendor of the particular plat-
form. The applications 1920 may use functions available
via OS 1914, libraries 1916, frameworks 1918, and pres-
entation layer 1944 to create user interfaces to interact
with users.
[0094] Some software architectures use virtual ma-
chines, as illustrated by a virtual machine 1948. The vir-
tual machine 1948 provides an execution environment
where applications/modules can execute as if they were
executing on a hardware machine (such as the machine
1000 of FIG. 10, for example). The virtual machine 1948
may be hosted by a host OS (for example, OS 1914) or
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hypervisor, and may have a virtual machine monitor 1946
which manages operation of the virtual machine 1948
and interoperation with the host operating system. A soft-
ware architecture, which may be different from software
architecture 1902 outside of the virtual machine, exe-
cutes within the virtual machine 1948 such as an OS
1950, libraries 1952, frameworks 1954, applications
1956, and/or a presentation layer 1958.
[0095] FIG. 20 is a block diagram illustrating compo-
nents of an example machine 2000 configured to read
instructions from a machine-readable medium (for exam-
ple, a machine-readable storage medium) and perform
any of the features described herein. The example ma-
chine 2000 is in a form of a computer system, within which
instructions 2016 (for example, in the form of software
components) for causing the machine 2000 to perform
any of the features described herein may be executed.
As such, the instructions 2016 may be used to implement
modules or components described herein. The instruc-
tions 2016 cause unprogrammed and/or unconfigured
machine 2000 to operate as a particular machine config-
ured to carry out the described features. The machine
2000 may be configured to operate as a standalone de-
vice or may be coupled (for example, networked) to other
machines. In a networked deployment, the machine 2000
may operate in the capacity of a server machine or a
client machine in a server-client network environment, or
as a node in a peer-to-peer or distributed network envi-
ronment. Machine 2000 may be embodied as, for exam-
ple, a server computer, a client computer, a personal
computer (PC), a tablet computer, a laptop computer, a
netbook, a set-top box (STB), a gaming and/or entertain-
ment system, a smart phone, a mobile device, a wearable
device (for example, a smart watch), and an Internet of
Things (IoT) device. Further, although only a single ma-
chine 2000 is illustrated, the term "machine" includes a
collection of machines that individually or jointly execute
the instructions 2016.
[0096] The machine 2000 may include processors
2010, memory 2030, and I/O components 2050, which
may be communicatively coupled via, for example, a bus
2002. The bus 2002 may include multiple buses coupling
various elements of machine 2000 via various bus tech-
nologies and protocols. In an example, the processors
2010 (including, for example, a central processing unit
(CPU), a graphics processing unit (GPU), a digital signal
processor (DSP), an ASIC, or a suitable combination
thereof) may include one or more processors 2012a to
2012n that may execute the instructions 2016 and proc-
ess data. In some examples, one or more processors
2010 may execute instructions provided or identified by
one or more other processors 2010. The term "processor"
includes a multicore processor including cores that may
execute instructions contemporaneously. Although FIG.
20 shows multiple processors, the machine 2000 may
include a single processor with a single core, a single
processor with multiple cores (for example, a multicore
processor), multiple processors each with a single core,

multiple processors each with multiple cores, or any com-
bination thereof. In some examples, the machine 2000
may include multiple processors distributed among mul-
tiple machines.
[0097] The memory/storage 2030 may include a main
memory 2032, a static memory 2034, or other memory,
and a storage unit 2036, both accessible to the proces-
sors 2010 such as via the bus 2002. The storage unit
2036 and memory 2032, 2034 store instructions 2016
embodying any one or more of the functions described
herein. The memory/storage 2030 may also store tem-
porary, intermediate, and/or long-term data for proces-
sors 2010. The instructions 2016 may also reside, com-
pletely or partially, within the memory 2032, 2034, within
the storage unit 2036, within at least one of the proces-
sors 2010 (for example, within a command buffer or
cache memory), within memory at least one of I/O com-
ponents 2050, or any suitable combination thereof, dur-
ing execution thereof. Accordingly, the memory 2032,
2034, the storage unit 2036, memory in processors 2010,
and memory in I/O components 2050 are examples of
machine-readable media.
[0098] As used herein, "machine-readable medium"
refers to a device able to temporarily or permanently store
instructions and data that cause machine 2000 to operate
in a specific fashion. The term "machine-readable medi-
um," as used herein, does not encompass transitory elec-
trical or electromagnetic signals per se (such as on a
carrier wave propagating through a medium); the term
"machine-readable medium" may therefore be consid-
ered tangible and non-transitory. Non-limiting examples
of a non-transitory, tangible machine-readable medium
may include, but are not limited to, nonvolatile memory
(such as flash memory or read-only memory (ROM)), vol-
atile memory (such as a static random-access memory
(RAM) or a dynamic RAM), buffer memory, cache mem-
ory, optical storage media, magnetic storage media and
devices, network-accessible or cloud storage, other
types of storage, and/or any suitable combination there-
of. The term "machine-readable medium" applies to a
single medium, or combination of multiple media, used
to store instructions (for example, instructions 2016) for
execution by a machine 2000 such that the instructions,
when executed by one or more processors 2010 of the
machine 2000, cause the machine 2000 to perform and
one or more of the features described herein. According-
ly, a "machine-readable medium" may refer to a single
storage device, as well as "cloud-based" storage sys-
tems or storage networks that include multiple storage
apparatus or devices.
[0099] The I/O components 2050 may include a wide
variety of hardware components adapted to receive in-
put, provide output, produce output, transmit information,
exchange information, capture measurements, and so
on. The specific I/O components 2050 included in a par-
ticular machine will depend on the type and/or function
of the machine. For example, mobile devices such as
mobile phones may include a touch input device, where-
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as a headless server or IoT device may not include such
a touch input device. The particular examples of I/O com-
ponents illustrated in FIG. 20 are in no way limiting, and
other types of components may be included in machine
2000. The grouping of I/O components 2050 are merely
for simplifying this discussion, and the grouping is in no
way limiting. In various examples, the I/O components
2050 may include user output components 2052 and user
input components 2054. User output components 2052
may include, for example, display components for dis-
playing information (for example, a liquid crystal display
(LCD) or a projector), acoustic components (for example,
speakers), haptic components (for example, a vibratory
motor or force-feedback device), and/or other signal gen-
erators. User input components 2054 may include, for
example, alphanumeric input components (for example,
a keyboard or a touch screen), pointing components (for
example, a mouse device, a touchpad, or another point-
ing instrument), and/or tactile input components (for ex-
ample, a physical button or a touch screen that provides
location and/or force of touches or touch gestures) con-
figured for receiving various user inputs, such as user
commands and/or selections.
[0100] In some examples, the I/O components 2050
may include biometric components 2056 and/or position
components 2062, among a wide array of other environ-
mental sensor components. The biometric components
2056 may include, for example, components to detect
body expressions (for example, facial expressions, vocal
expressions, hand or body gestures, or eye tracking),
measure biosignals (for example, heart rate or brain
waves), and identify a person (for example, via voice-,
retina-, and/or facial-based identification). The position
components 2062 may include, for example, location
sensors (for example, a Global Position System (GPS)
receiver), altitude sensors (for example, an air pressure
sensor from which altitude may be derived), and/or ori-
entation sensors (for example, magnetometers).
[0101] The I/O components 2050 may include commu-
nication components 2064, implementing a wide variety
of technologies operable to couple the machine 2000 to
network(s) 2070 and/or device(s) 2080 via respective
communicative couplings 2072 and 2082. The commu-
nication components 2064 may include one or more net-
work interface components or other suitable devices to
interface with the network(s) 2070. The communication
components 2064 may include, for example, compo-
nents adapted to provide wired communication, wireless
communication, cellular communication, Near Field
Communication (NFC), Bluetooth communication, Wi-Fi,
and/or communication via other modalities. The de-
vice(s) 2080 may include other machines or various pe-
ripheral devices (for example, coupled via USB).
[0102] In some examples, the communication compo-
nents 2064 may detect identifiers or include components
adapted to detect identifiers. For example, the commu-
nication components 2064 may include Radio Frequency
Identification (RFID) tag readers, NFC detectors, optical

sensors (for example, one- or multi-dimensional bar
codes, or other optical codes), and/or acoustic detectors
(for example, microphones to identify tagged audio sig-
nals). In some examples, location information may be
determined based on information from the communica-
tion components 2062, such as, but not limited to, geo-
location via Internet Protocol (IP) address, location via
Wi-Fi, cellular, NFC, Bluetooth, or other wireless station
identification and/or signal triangulation.
[0103] While various implementations have been de-
scribed, the description is intended to be exemplary, rath-
er than limiting, and it is understood that any feature of
any implementation may be used in combination with or
substituted for any other feature or element in any other
implementation unless specifically restricted. Therefore,
it will be understood that any of the features shown and/or
discussed in the present disclosure may be implemented
together in any suitable combination. Accordingly, the
implementations are not to be restricted as long as they
fall within the scope of protection of the attached claims.
Also, various modifications and changes may be made
within the scope of the attached claims.
[0104] Unless otherwise stated, all measurements,
values, ratings, positions, magnitudes, sizes, and other
specifications that are set forth in this specification, in-
cluding in the claims that follow, are approximate, not
exact. They are intended to have a reasonable range that
is consistent with the functions to which they relate and
with what is customary in the art to which they pertain.
[0105] The scope of protection is limited solely by the
claims that now follow. That scope is intended and should
be interpreted to be as broad as is consistent with the
ordinary meaning of the language that is used in the
claims when interpreted in light of this specification and
the prosecution history that follows and to encompass all
structural and functional equivalents.
[0106] It will be understood that the terms and expres-
sions used herein have the ordinary meaning as is ac-
corded to such terms and expressions with respect to
their corresponding respective areas of inquiry and study
except where specific meanings have otherwise been
set forth herein. Relational terms such as first and second
and the like may be used solely to distinguish one entity
or action from another without necessarily requiring or
implying any actual such relationship or order between
such entities or actions. The terms "comprises," "com-
prising," or any other variation thereof, are intended to
cover a non-exclusive inclusion, such that a process,
method, article, or apparatus that comprises a list of el-
ements does not include only those elements but may
include other elements not expressly listed or inherent
to such process, method, article, or apparatus. An ele-
ment proceeded by "a" or "an" does not, without further
constraints, preclude the existence of additional identical
elements in the process, method, article, or apparatus
that comprises the element.
[0107] The Abstract of the Disclosure is provided to
allow the reader to quickly ascertain the nature of the
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technical disclosure. It is submitted with the understand-
ing that it will not be used to interpret or limit the scope
or meaning of the claims. In addition, in the foregoing
Detailed Description, it can be seen that various features
are grouped together in various examples for the purpose
of streamlining the disclosure. This method of disclosure
is not to be interpreted as reflecting an intention that the
claims require more features than are expressly recited
in each claim. Rather, as the following claims reflect, in-
ventive subject matter lies in less than all features of a
single disclosed example. Thus the following claims are
hereby incorporated into the Detailed Description, with
each claim standing on its own as a separately claimed
subject matter.

Claims

1. A system comprising:

a processor; and
machine-readable media including instructions
which, when executed by the processor, cause
the processor to:

receive from a first participant (132) of a first
meeting session, at a user authentication
service, a first user authorization input for
providing temporary session-limited access
during the first meeting session to a first da-
ta set that the first participant is authorized
to access;
receive from the first participant (132), at
the user authentication service, a first cre-
dential authenticating an identity of the first
participant (132);
receive, at the user authentication service,
a first notification that the first participant
(132) is actively participating in the first
meeting session;
enable, in response to receiving the first no-
tification and the receipt of the first creden-
tial, a temporary session-limited access of
a virtual assistant to the first data set limited
to a duration of the first meeting session;
receive, at the virtual assistant, during the
duration of the first meeting session and af-
ter the first notification, a first spoken com-
mand from a second participant (134) of the
first meeting session requesting rendering
of a first electronic content item included in
the first data set; and
render the first electronic content item to the
second participant (134) in response to the
first spoken command and a determination
that the temporary session-limited access
to the first data set remains enabled.

2. The system of claim 1, wherein the instructions fur-
ther cause the processor to:

receive from a third participant of the first meet-
ing session, at the user authentication service,
a second user authorization input for providing
temporary session-limited access during the
first meeting session to a second data set that
the third participant is authorized to access,
wherein the third participant is different than the
first participant;
receive from the third participant, at the user au-
thentication service, a second credential au-
thenticating an identity of the third participant;
receive, at the user authentication service, a
second notification that the third participant is
actively participating in the first meeting session;
enable, in response to receiving the second no-
tification and the receipt of the second creden-
tial, a temporary session-limited access of the
virtual assistant to the second data set limited
to the duration of the first meeting session;
receive, at the virtual assistant, during the dura-
tion of the first meeting session and after the
second notification, a second spoken command
from a fourth participant of the first meeting ses-
sion requesting rendering of a second electronic
content item included in the second data set; and
render the second electronic content item to the
fourth participant in response to the second spo-
ken command and a determination that the tem-
porary session-limited access to the second da-
ta set remains enabled.

3. The system of claim 2, wherein the instructions fur-
ther cause the processor to:

receive, at the virtual assistant, during the dura-
tion of the first meeting session, a third spoken
command from the first participant requesting
rendering of a third electronic content item in-
cluded in the second data set; and
render the third electronic content item to the
first participant in response to the third spoken
command and a determination that the tempo-
rary session-limited access to the second data
set remains enabled.

4. The system of claim 2, wherein the instructions fur-
ther cause the processor to:

receive, at the virtual assistant, during the dura-
tion of the first meeting session, a third spoken
command from the third participant requesting
rendering of a third electronic content item
stored in the first data set; and
render the third electronic content item to the
third participant in response to the third spoken
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command and a determination that the tempo-
rary session-limited access to the first data set
remains enabled.

5. The system of claim 1, wherein the instructions fur-
ther cause the processor to cause a first computing
device associated with the first participant to display
a first user interface including a first selectable option
for indicating prior to the first meeting session which
data set will correspond to the first data set.

6. The system of claim 1, wherein the instructions fur-
ther cause the processor to cause a first computing
device associated with the first participant to display
a first user interface including a first selectable option
for designating a type of access for the temporary
session-limited access that will be enabled during
the first meeting session, the type of access being
one of a read access, write access, and read and
write access.

7. The system of claim 1, wherein the instructions fur-
ther cause the processor to:

determine, during the first meeting session, that
the first participant is no longer actively partici-
pating in the first meeting session; and
disabling the temporary session-limited access
to the first data set in response to the determi-
nation that the first participant is no longer ac-
tively participating in the first meeting session.

8. The system of claim 7, wherein the instructions fur-
ther cause the processor to:

cause a first computing device associated with
a third participant of the first meeting session to
display a first user interface including a first se-
lectable option for identifying prior to the first
meeting session a third data set proposed for
the first data set; and
cause a second computing device associated
with the first participant to display a meeting in-
vitation with embedded control signals that,
when executed by the second computing de-
vice, cause the second computing device to dis-
play a second user interface including a time of
the first meeting session, a second selectable
option for indicating accepting or declining the
meeting invitation by the first participant, and a
third selectable option for indicating whether to
accept the proposed third data set as the first
data set.

9. A method comprising:

receiving (1810) from a first participant of a first
meeting session, at a user authentication serv-

ice a first user authorization input for providing
temporary session-limited access during the
first meeting session to a first data set that the
first participant is authorized to access;
receiving (1820) from the first participant, at the
user authentication service, a first credential au-
thenticating an identity of the first participant;
receiving (1830), at the user authentication serv-
ice, a first notification that the first participant is
actively participating in the first meeting session;
enabling (1840), in response to receiving the first
notification and the receipt of the first credential,
a temporary session-limited access of a virtual
assistant to the first data set limited to a duration
of the first meeting session;
receiving (1850), at the virtual assistant, during
the duration of the first meeting session and after
the first notification, a first spoken command
from a second participant of the first meeting
session requesting rendering of a first electronic
content item included in the first data set; and
rendering (1860) the first electronic content item
to the second participant in response to the first
spoken command and a determination that the
temporary session-limited access to the first da-
ta set remains enabled.

10. The method of claim 9, further comprising:

receiving from a third participant of the first meet-
ing session, at the user authentication service,
a second user authorization input for providing
temporary session-limited access during the
first meeting session to a second data set that
the third participant is authorized to access,
wherein the third participant is different than the
first participant;
receiving from the third participant, at the user
authentication service, a second credential au-
thenticating an identity of the third participant;
receiving, at the user authentication service, a
second notification that the third participant is
actively participating in the first meeting session;
enabling, in response to receiving the second
notification and the receipt of the second cre-
dential, a temporary session-limited access of
the virtual assistant to the second data set lim-
ited to the duration of the first meeting session;
receiving, at the virtual assistant, during the du-
ration of the first meeting session and after the
second notification, a second spoken command
from a fourth participant of the first meeting ses-
sion requesting rendering of a second electronic
content item included in the second data set; and
rendering the second electronic content item to
the fourth participant in response to the second
spoken command and a determination that the
temporary session-limited access to the second
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data set remains enabled.

11. The method of claim 10, further comprising:

receiving, at the virtual assistant, during the du-
ration of the first meeting session, a third spoken
command from the first participant requesting
rendering of a third electronic content item in-
cluded in the second data set; and
rendering the third electronic content item to the
first participant in response to the third spoken
command and a determination that the tempo-
rary session-limited access to the second data
set remains enabled.

12. The method of claim 10, further comprising:

receiving, at the virtual assistant, during the du-
ration of the first meeting session, a third spoken
command from the third participant requesting
rendering of a third electronic content item
stored in the first data set; and
rendering the third electronic content item to the
third participant in response to the third spoken
command and a determination that the tempo-
rary session-limited access to the first data set
remains enabled.

13. The method of claim 9, further comprising:

causing a first computing device associated with
a third participant of the first meeting session to
display a first user interface including a first se-
lectable option for identifying prior to the first
meeting session a third data set proposed for
the first data set; and
causing a second computing device associated
with the first participant to display a meeting in-
vitation with embedded control signals that,
when executed by the second computing de-
vice, cause the second computing device to dis-
play a second user interface including a time of
the first meeting session, a second selectable
option for indicating accepting or declining the
meeting invitation by the first participant, and a
third selectable option for indicating whether to
accept the proposed third data set as the first
data set.

14. The method of claim 9, further comprising causing
a first computing device associated with the first par-
ticipant to display a first user interface including a
first selectable option for indicating prior to the first
meeting session which data set will correspond to
the first data set.

Patentansprüche

1. System, umfassend:

einen Prozessor; und
maschinenlesbare Medien, die Anweisungen
beinhalten, die, wenn sie von dem Prozessor
ausgeführt werden, den Prozessor dazu brin-
gen:

von einem ersten Teilnehmer (132) einer
ersten Besprechungssitzung an einem Be-
nutzerauthentifizierungsdienst eine erste
Benutzerautorisierungseingabe zu emp-
fangen, um während der ersten Bespre-
chungssitzung temporären sitzungsbe-
grenzten Zugriff auf einen ersten Datensatz
bereitzustellen, auf den der erste Teilneh-
mer autorisiert ist, zuzugreifen;
von dem ersten Teilnehmer (132) an dem
Benutzerauthentifizierungsdienst eine ers-
te Anmeldeinformation zu empfangen, die
eine Identität des ersten Teilnehmers (132)
authentifiziert;
an dem Benutzerauthentifizierungsdienst
eine erste Benachrichtigung zu empfangen,
dass der erste Teilnehmer (132) aktiv an
der ersten Besprechungssitzung teilnimmt;
in Reaktion auf den Empfang der ersten Be-
nachrichtigung und den Empfang der ersten
Anmeldeinformation einen temporären sit-
zungsbegrenzten Zugriff eines virtuellen
Assistenten auf den ersten Datensatz zu
aktivieren, der auf eine Dauer der ersten Be-
sprechungssitzung begrenzt ist;
an dem virtuellen Assistenten während der
Dauer der ersten Besprechungssitzung und
nach der ersten Benachrichtigung einen
ersten gesprochenen Befehl von einem
zweiten Teilnehmer (134) der ersten Be-
sprechungssitzung zu empfangen, der das
Rendern eines ersten elektronischen In-
haltselements, das im ersten Datensatz be-
inhaltet ist, anfordert; und
in Reaktion auf den ersten gesprochenen
Befehl und ein Bestimmen, dass der tem-
poräre sitzungsbegrenzte Zugriff auf den
ersten Datensatz aktiviert bleibt, das erste
elektronische Inhaltselement für den zwei-
ten Teilnehmer (134) zu rendern.

2. System nach Anspruch 1, wobei die Anweisungen
den Prozessor weiter dazu bringen:

von einem dritten Teilnehmer der ersten Be-
sprechungssitzung an dem Benutzerauthentifi-
zierungsdienst eine zweite Benutzerautorisie-
rungseingabe zu empfangen, um während der
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ersten Besprechungssitzung temporären sit-
zungsbegrenzten Zugriff auf einen zweiten Da-
tensatz bereitzustellen, auf den der dritte Teil-
nehmer autorisiert ist, zuzugreifen, wobei sich
der dritte Teilnehmer vom ersten Teilnehmer un-
terscheidet;
von dem dritten Teilnehmer an dem Benutze-
rauthentifizierungsdienst eine zweite Anmelde-
information zu empfangen, die eine Identität des
dritten Teilnehmers authentifiziert;
an dem Benutzerauthentifizierungsdienst eine
zweite Benachrichtigung zu empfangen, dass
der dritte Teilnehmer aktiv an der ersten Bespre-
chungssitzung teilnimmt;
in Reaktion auf den Empfang der zweiten Be-
nachrichtigung und den Empfang der zweiten
Anmeldeinformation einen temporären sit-
zungsbegrenzten Zugriff des virtuellen Assis-
tenten auf den zweiten Datensatz zu aktivieren,
der auf die Dauer der ersten Besprechungssit-
zung begrenzt ist;
an dem virtuellen Assistenten während der Dau-
er der ersten Besprechungssitzung und nach
der zweiten Benachrichtigung einen zweiten ge-
sprochenen Befehl von einem vierten Teilneh-
mer der ersten Besprechungssitzung zu emp-
fangen, der das Rendern eines zweiten elektro-
nischen Inhaltselements, das im zweiten Daten-
satz beinhaltet ist, anfordert; und
in Reaktion auf den zweiten gesprochenen Be-
fehl und ein Bestimmen, dass der temporäre sit-
zungsbegrenzte Zugriff auf den zweiten Daten-
satz aktiviert bleibt, das zweite elektronische In-
haltselement für den vierten Teilnehmer zu ren-
dern.

3. System nach Anspruch 2, wobei die Anweisungen
den Prozessor weiter dazu bringen:

an dem virtuellen Assistenten während der Dau-
er der ersten Besprechungssitzung einen dritten
gesprochenen Befehl von dem ersten Teilneh-
mer zu empfangen, der das Rendern eines drit-
ten elektronischen Inhaltselements, das im
zweiten Datensatz beinhaltet ist, anfordert; und
in Reaktion auf den dritten gesprochenen Befehl
und ein Bestimmen, dass der temporäre sit-
zungsbegrenzte Zugriff auf den zweiten Daten-
satz aktiviert bleibt, das dritte elektronische In-
haltselement für den ersten Teilnehmer zu ren-
dern.

4. System nach Anspruch 2, wobei die Anweisungen
den Prozessor weiter dazu bringen:

an dem virtuellen Assistenten während der Dau-
er der ersten Besprechungssitzung einen dritten
gesprochenen Befehl von dem dritten Teilneh-

mer zu empfangen, der das Rendern eines drit-
ten elektronischen Inhaltselements, das im ers-
ten Datensatz gespeichert ist, anfordert; und
in Reaktion auf den dritten gesprochenen Befehl
und ein Bestimmen, dass der temporäre sit-
zungsbegrenzte Zugriff auf den ersten Daten-
satz aktiviert bleibt, das dritte elektronische In-
haltselement für den dritten Teilnehmer zu ren-
dern.

5. System nach Anspruch 1, wobei die Anweisungen
den Prozessor weiter dazu bringen, eine erste Re-
chenvorrichtung, die dem ersten Teilnehmer zuge-
ordnet ist, dazu zu bringen, eine erste Benutzero-
berfläche anzuzeigen, die eine erste auswählbare
Option beinhaltet, um vor der ersten Besprechungs-
sitzung anzugeben, welcher Datensatz dem ersten
Datensatz entsprechen wird.

6. System nach Anspruch 1, wobei die Anweisungen
den Prozessor weiter dazu bringen, eine erste Re-
chenvorrichtung, die dem ersten Teilnehmer zuge-
ordnet ist, dazu zu bringen, eine erste Benutzero-
berfläche anzuzeigen, die eine erste auswählbare
Option beinhaltet, um eine Zugriffsart für den tem-
porären sitzungsbegrenzten Zugriff, der während
der ersten Besprechungssitzung aktiviert werden
wird, zu benennen, wobei die Zugriffsart eines von
einem Lesezugriff, Schreibzugriff, und Lese- und
Schreibzugriff ist.

7. System nach Anspruch 1, wobei die Anweisungen
den Prozessor weiter dazu bringen:

während der ersten Besprechungssitzung zu
bestimmen, dass der erste Teilnehmer nicht
mehr aktiv an der ersten Besprechungssitzung
teilnimmt; und
in Reaktion auf das Bestimmen, dass der erste
Teilnehmer nicht mehr aktiv an der ersten Be-
sprechungssitzung teilnimmt, den temporären
sitzungsbegrenzten Zugriff auf den ersten Da-
tensatz zu deaktivieren.

8. System nach Anspruch 7, wobei die Anweisungen
den Prozessor weiter dazu bringen:

eine erste Rechenvorrichtung, die einem dritten
Teilnehmer der ersten Besprechungssitzung
zugeordnet ist, dazu zu bringen, eine erste Be-
nutzeroberfläche anzuzeigen, die eine erste
auswählbare Option beinhaltet, um vor der ers-
ten Besprechungssitzung einen dritten Daten-
satz zu identifizieren, der für den ersten Daten-
satz vorgeschlagen wird; und
eine zweite Rechenvorrichtung, die dem ersten
Teilnehmer zugeordnet ist, dazu zu bringen, ei-
ne Besprechungseinladung mit eingebetteten
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Steuersignalen anzuzeigen, die, wenn sie von
der zweiten Rechenvorrichtung ausgeführt wer-
den, die zweite Rechenvorrichtung dazu brin-
gen, eine zweite Benutzeroberfläche anzuzei-
gen, die eine Uhrzeit der ersten Besprechungs-
sitzung, eine zweite auswählbare Option, um
das Annehmen oder Ablehnen der Bespre-
chungseinladung durch den ersten Teilnehmer
anzugeben, und eine dritte auswählbare Option,
um anzugeben, ob der vorgeschlagene dritte
Datensatz als der erste Datensatz angenom-
men werden soll, beinhaltet.

9. Verfahren, umfassend:

Empfangen (1810), von einem ersten Teilneh-
mer einer ersten Besprechungssitzung, an ei-
nem Benutzerauthentifizierungsdienst, einer
ersten Benutzerautorisierungseingabe, um
während der ersten Besprechungssitzung tem-
porären sitzungsbegrenzten Zugriff auf einen
ersten Datensatz bereitzustellen, auf den der
erste Teilnehmer autorisiert ist, zuzugreifen;
Empfangen (1820), von dem ersten Teilnehmer,
an dem Benutzerauthentifizierungsdienst, einer
ersten Anmeldeinformation, die eine Identität
des ersten Teilnehmers authentifiziert;
Empfangen (1830), an dem Benutzerauthentifi-
zierungsdienst, einer ersten Benachrichtigung,
dass der erste Teilnehmer aktiv an der ersten
Besprechungssitzung teilnimmt;
Aktivieren (1840), in Reaktion auf den Empfang
der ersten Benachrichtigung und den Empfang
der ersten Anmeldeinformation,
eines temporären sitzungsbegrenzten Zugriffs
eines virtuellen Assistenten auf den ersten Da-
tensatz, der auf eine Dauer der ersten Bespre-
chungssitzung begrenzt ist;
Empfangen (1850), an dem virtuellen Assisten-
ten während der Dauer der ersten Bespre-
chungssitzung und nach der ersten Benachrich-
tigung, eines ersten gesprochenen Befehls von
einem zweiten Teilnehmer der ersten Bespre-
chungssitzung, der das Rendern eines ersten
elektronischen Inhaltselements, das im ersten
Datensatz beinhaltet ist, anfordert; und
Rendern (1860), in Reaktion auf den ersten ge-
sprochenen Befehl und ein Bestimmen, dass
der temporäre sitzungsbegrenzte Zugriff auf
den ersten Datensatz aktiviert bleibt, des ersten
elektronischen Inhaltselements für den zweiten
Teilnehmer.

10. Verfahren nach Anspruch 9, weiter umfassend:

Empfangen, von einem dritten Teilnehmer der
ersten Besprechungssitzung, an dem Benutze-
rauthentifizierungsdienst, einer zweiten Benut-

zerautorisierungseingabe, um während der ers-
ten Besprechungssitzung temporären sitzungs-
begrenzten Zugriff auf einen zweiten Datensatz
bereitzustellen, auf den der dritte Teilnehmer
autorisiert ist, zuzugreifen, wobei sich der dritte
Teilnehmer vom ersten Teilnehmer unterschei-
det;
Empfangen, von dem dritten Teilnehmer, an
dem Benutzerauthentifizierungsdienst, einer
zweiten Anmeldeinformation, die eine Identität
des dritten Teilnehmers authentifiziert;
Empfangen, an dem Benutzerauthentifizie-
rungsdienst, einer zweiten Benachrichtigung,
dass der dritte Teilnehmer aktiv an der ersten
Besprechungssitzung teilnimmt;
Aktivieren, in Reaktion auf den Empfang der
zweiten Benachrichtigung und den Empfang der
zweiten Anmeldeinformation, eines temporären
sitzungsbegrenzten Zugriffs des virtuellen As-
sistenten auf den zweiten Datensatz, der auf die
Dauer der ersten Besprechungssitzung be-
grenzt ist;
Empfangen, an dem virtuellen Assistenten wäh-
rend der Dauer der ersten Besprechungssitzung
und nach der zweiten Benachrichtigung, eines
zweiten gesprochenen Befehls von einem vier-
ten Teilnehmer der ersten Besprechungssit-
zung, der das Rendern eines zweiten elektroni-
schen Inhaltselements, das im zweiten Daten-
satz beinhaltet ist, anfordert; und
Rendern, in Reaktion auf den zweiten gespro-
chenen Befehl und ein Bestimmen, dass der
temporäre sitzungsbegrenzte Zugriff auf den
zweiten Datensatz aktiviert bleibt, des zweiten
elektronischen Inhaltselements für den vierten
Teilnehmer.

11. Verfahren nach Anspruch 10, weiter umfassend:

Empfangen, an dem virtuellen Assistenten,
während der Dauer der ersten Besprechungs-
sitzung, eines dritten gesprochenen Befehls von
dem ersten Teilnehmer, der das Rendern eines
dritten elektronischen Inhaltselements, das im
zweiten Datensatz beinhaltet ist, anfordert; und
Rendern, in Reaktion auf den dritten gesproche-
nen Befehl und ein Bestimmen, dass der tem-
poräre sitzungsbegrenzte Zugriff auf den zwei-
ten Datensatz aktiviert bleibt, des dritten elek-
tronischen Inhaltselements für den ersten Teil-
nehmer.

12. Verfahren nach Anspruch 10, weiter umfassend:

Empfangen, an dem virtuellen Assistenten,
während der Dauer der ersten Besprechungs-
sitzung, eines dritten gesprochenen Befehls von
dem dritten Teilnehmer, der das Rendern eines
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dritten elektronischen Inhaltselements, das im
ersten Datensatz gespeichert ist, anfordert; und
Rendern, in Reaktion auf den dritten gesproche-
nen Befehl und ein Bestimmen, dass der tem-
poräre sitzungsbegrenzte Zugriff auf den ersten
Datensatz aktiviert bleibt, des dritten elektroni-
schen Inhaltselements für den dritten Teilneh-
mer.

13. Verfahren nach Anspruch 9, weiter umfassend:

Bringen einer ersten Rechenvorrichtung, die ei-
nem dritten Teilnehmer der ersten Bespre-
chungssitzung zugeordnet ist, dazu, eine erste
Benutzeroberfläche anzuzeigen, die eine erste
auswählbare Option beinhaltet, um vor der ers-
ten Besprechungssitzung einen dritten Daten-
satz zu identifizieren, der für den ersten Daten-
satz vorgeschlagen wird; und
Bringen einer zweiten Rechenvorrichtung, die
dem ersten Teilnehmer zugeordnet ist, dazu, ei-
ne Besprechungseinladung mit eingebetteten
Steuersignalen anzuzeigen, die, wenn sie von
der zweiten Rechenvorrichtung ausgeführt wer-
den, die zweite Rechenvorrichtung dazu brin-
gen, eine zweite Benutzeroberfläche anzuzei-
gen, die eine Uhrzeit der ersten Besprechungs-
sitzung, eine zweite auswählbare Option, um
das Annehmen oder Ablehnen der Bespre-
chungseinladung durch den ersten Teilnehmer
anzugeben, und eine dritte auswählbare Option,
um anzugeben, ob der vorgeschlagene dritte
Datensatz als der erste Datensatz angenom-
men werden soll, beinhaltet.

14. Verfahren nach Anspruch 9, weiter umfassend, eine
erste Rechenvorrichtung, die dem ersten Teilneh-
mer zugeordnet ist, dazu zu bringen, eine erste Be-
nutzeroberfläche anzuzeigen, die eine erste aus-
wählbare Option beinhaltet, um vor der ersten Be-
sprechungssitzung anzugeben, welcher Datensatz
dem ersten Datensatz entsprechen wird.

Revendications

1. Système comprenant :

un processeur ; et
des supports lisibles par machine incluant des
instructions qui, lorsqu’elles sont exécutées par
le processeur, amènent le processeur à :

recevoir d’un premier participant (132)
d’une première session de réunion, au ni-
veau d’un service d’authentification d’utili-
sateurs, une première entrée d’autorisation
d’utilisateur pour fournir un accès temporai-

re limité par session pendant la première
session de réunion à un premier ensemble
de données auquel le premier participant
est autorisé à accéder ;
recevoir du premier participant (132), au ni-
veau du service d’authentification d’utilisa-
teurs, une première accréditation authenti-
fiant une identité du premier participant
(132) ;
recevoir, au niveau du service d’authentifi-
cation d’utilisateurs, une première notifica-
tion selon laquelle le premier participant
(132) participe activement à la première
session de réunion ;
activer, en réponse à la réception de la pre-
mière notification et à la réception de la pre-
mière accréditation, un accès temporaire li-
mité par session d’un assistant virtuel au
premier ensemble de données limité à une
durée de la première session de réunion ;
recevoir, au niveau de l’assistant virtuel,
pendant la durée de la première session de
réunion et après la première notification,
une première commande parlée d’un
deuxième participant (134) de la première
session de réunion demandant le rendu
d’un premier élément de contenu électroni-
que inclus dans le premier ensemble de
données ; et
rendre le premier élément de contenu élec-
tronique pour le deuxième participant (134)
en réponse à la première commande parlée
et au fait de déterminer que l’accès tempo-
raire limité par session au premier ensem-
ble de données est toujours activé.

2. Système selon la revendication 1, dans lequel les
instructions amènent en outre le processeur à :

recevoir d’un troisième participant de la premiè-
re session de réunion, au niveau du service
d’authentification d’utilisateurs, une seconde
entrée d’autorisation d’utilisateur pour fournir un
accès temporaire limité par session pendant la
première session de réunion à un deuxième en-
semble de données auquel le troisième partici-
pant est autorisé à accéder, dans lequel le troi-
sième participant est différent du premier
participant ;
recevoir du troisième participant, au niveau du
service d’authentification d’utilisateurs, une se-
conde accréditation authentifiant une identité du
troisième participant ;
recevoir, au niveau du service d’authentification
d’utilisateurs, une seconde notification selon la-
quelle le troisième participant participe active-
ment à la première session de réunion ;
activer, en réponse à la réception de la seconde
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notification et à la réception de la seconde ac-
créditation, un accès temporaire limité par ses-
sion de l’assistant virtuel au deuxième ensemble
de données limité à la durée de la première ses-
sion de réunion ;
recevoir, au niveau de l’assistant virtuel, pen-
dant la durée de la première session de réunion
et après la seconde notification, une deuxième
commande parlée d’un quatrième participant de
la première session de réunion demandant le
rendu d’un deuxième élément de contenu élec-
tronique inclus dans le deuxième ensemble de
données ; et
rendre le deuxième élément de contenu électro-
nique pour le quatrième participant en réponse
à la deuxième commande parlée et au fait de
déterminer que l’accès temporaire limité par
session au deuxième ensemble de données est
toujours activé.

3. Système selon la revendication 2, dans lequel les
instructions amènent en outre le processeur à :

recevoir, au niveau de l’assistant virtuel, pen-
dant la durée de la première session de réunion,
une troisième commande parlée du premier par-
ticipant demandant le rendu d’un troisième élé-
ment de contenu électronique inclus dans le
deuxième ensemble de données ; et
rendre le troisième élément de contenu électro-
nique pour le premier participant en réponse à
la troisième commande parlée et au fait de dé-
terminer que l’accès temporaire limité par ses-
sion au deuxième ensemble de données est tou-
jours activé.

4. Système selon la revendication 2, dans lequel les
instructions amènent en outre le processeur à :

recevoir, au niveau de l’assistant virtuel, pen-
dant la durée de la première session de réunion,
une troisième commande parlée du troisième
participant demandant le rendu d’un troisième
élément de contenu électronique stocké dans le
premier ensemble de données ; et
rendre le troisième élément de contenu électro-
nique pour le troisième participant en réponse
à la troisième commande parlée et au fait de
déterminer que l’accès temporaire limité par
session au premier ensemble de données est
toujours activé.

5. Système selon la revendication 1, dans lequel les
instructions amènent en outre le processeur à ame-
ner un premier dispositif de calcul associé au premier
participant à afficher une première interface utilisa-
teur incluant une première option sélectionnable
pour indiquer avant la première session de réunion

quel ensemble de données correspondra au premier
ensemble de données.

6. Système selon la revendication 1, dans lequel les
instructions amènent en outre le processeur à ame-
ner un premier dispositif de calcul associé au premier
participant à afficher une première interface utilisa-
teur incluant une première option sélectionnable
pour désigner un type d’accès pour l’accès tempo-
raire limité par session qui sera activé pendant la
première session de réunion, le type d’accès étant
l’un d’un accès en lecture, un accès en écriture et
un accès en lecture et écriture.

7. Système selon la revendication 1, dans lequel les
instructions amènent en outre le processeur à :

déterminer, pendant la première session de réu-
nion, que le premier participant ne participe plus
activement à la première session de réunion ; et
désactiver l’accès temporaire limité par session
au premier ensemble de données en réponse
au fait de déterminer que le premier participant
ne participe plus activement à la première ses-
sion de réunion.

8. Système selon la revendication 7, dans lequel les
instructions amènent en outre le processeur à :
amener un premier dispositif de calcul associé à un
troisième participant de la première session de réu-
nion à afficher une première interface utilisateur in-
cluant une première option sélectionnable pour iden-
tifier avant la première session de réunion un troi-
sième ensemble de données proposé pour le pre-
mier ensemble de données; et amener un second
dispositif de calcul associé au premier participant à
afficher une invitation à une réunion avec des si-
gnaux de commande intégrés qui, lorsqu’ils sont
exécutés par le second dispositif de calcul, amènent
le second dispositif de calcul à afficher une seconde
interface utilisateur incluant une heure de la session
de réunion, une deuxième option sélectionnable
pour indiquer l’acceptation ou le refus de l’invitation
à une réunion par le premier participant, et une troi-
sième option sélectionnable pour indiquer s’il faut
accepter le troisième ensemble de données proposé
comme premier ensemble de données.

9. Procédé comprenant :

une réception (1810) d’un premier participant
d’une première session de réunion, au niveau
d’un service d’authentification d’utilisateurs,
d’une première entrée d’autorisation d’utilisa-
teur pour fournir un accès temporaire limité par
session pendant la première session de réunion
à un premier ensemble de données auquel le
premier participant est autorisé à accéder ;
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une réception (1820) du premier participant, au
niveau du service d’authentification d’utilisa-
teurs, d’une première accréditation authentifiant
une identité du premier participant ;
une réception (1830), au niveau du service
d’authentification d’utilisateurs, d’une première
notification selon laquelle le premier participant
participe activement à la première session de
réunion ;
une activation (1840), en réponse à la réception
de la première notification et à la réception de
la première accréditation,
d’un accès temporaire limité par session d’un
assistant virtuel au premier ensemble de don-
nées limité à une durée de la première session
de réunion ;
une réception (1850), au niveau de l’assistant
virtuel, pendant la durée de la première session
de réunion et après la première notification,
d’une première commande parlée d’un deuxiè-
me participant de la première session de réunion
demandant le rendu d’un premier élément de
contenu électronique inclus dans le premier en-
semble de données ; et
un rendu (1860) du premier élément de contenu
électronique pour le deuxième participant en ré-
ponse à la première commande parlée et au fait
de déterminer que l’accès temporaire limité par
session au premier ensemble de données est
toujours activé.

10. Procédé selon la revendication 9, comprenant en
outre :

une réception d’un troisième participant de la
première session de réunion, au niveau du ser-
vice d’authentification d’utilisateurs, d’une se-
conde entrée d’autorisation d’utilisateur pour
fournir un accès temporaire limité par session
pendant la première session de réunion à un
deuxième ensemble de données auquel le troi-
sième participant est autorisé à accéder, dans
lequel le troisième participant est différent du
premier participant ;
une réception du troisième participant, au ni-
veau du service d’authentification d’utilisateurs,
d’une seconde accréditation authentifiant une
identité du troisième participant ;
une réception, au niveau du service d’authenti-
fication d’utilisateurs, d’une seconde notification
selon laquelle le troisième participant participe
activement à la première session de réunion ;
une activation, en réponse à la réception de la
seconde notification et à la réception de la se-
conde accréditation, d’un accès temporaire limi-
té par session de l’assistant virtuel au deuxième
ensemble de données limité à la durée de la
première session de réunion ;

une réception, au niveau de l’assistant virtuel,
pendant la durée de la première session de réu-
nion et après la seconde notification, d’une
deuxième commande parlée d’un quatrième
participant de la première session de réunion
demandant le rendu d’un deuxième élément de
contenu électronique inclus dans le deuxième
ensemble de données ; et
un rendu du deuxième élément de contenu élec-
tronique pour le quatrième participant en répon-
se à la deuxième commande parlée et au fait de
déterminer que l’accès temporaire limité par
session au deuxième ensemble de données est
toujours activé.

11. Procédé selon la revendication 10, comprenant en
outre :

une réception, au niveau de l’assistant virtuel,
pendant la durée de la première session de réu-
nion, d’une troisième commande parlée du pre-
mier participant demandant le rendu d’un troi-
sième élément de contenu électronique inclus
dans le deuxième ensemble de données ; et
un rendu du troisième élément de contenu élec-
tronique pour le premier participant en réponse
à la troisième commande parlée et au fait de
déterminer que l’accès temporaire limité par
session au deuxième ensemble de données est
toujours activé.

12. Procédé selon la revendication 10, comprenant en
outre :

une réception, au niveau de l’assistant virtuel,
pendant la durée de la première session de réu-
nion, d’une troisième commande parlée du troi-
sième participant demandant le rendu d’un troi-
sième élément de contenu électronique stocké
dans le premier ensemble de données ; et
un rendu du troisième élément de contenu élec-
tronique pour le troisième participant en réponse
à la troisième commande parlée et au fait de
déterminer que l’accès temporaire limité par
session au premier ensemble de données est
toujours activé.

13. Procédé selon la revendication 9, comprenant en
outre :

le fait d’amener un premier dispositif de calcul
associé à un troisième participant de la première
session de réunion à afficher une première in-
terface utilisateur incluant une première option
sélectionnable pour identifier avant la première
session de réunion un troisième ensemble de
données proposé pour le premier ensemble de
données ; et
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le fait d’amener un second dispositif de calcul
associé au premier participant à afficher une in-
vitation à une réunion avec des signaux de com-
mande intégrés qui, lorsqu’ils sont exécutés par
le second dispositif de calcul, amènent le se-
cond dispositif de calcul à afficher une seconde
interface utilisateur incluant une heure de la ses-
sion de réunion, une deuxième option sélection-
nable pour indiquer l’acceptation ou le refus de
l’invitation à une réunion par le premier partici-
pant, et une troisième option sélectionnable
pour indiquer s’il faut accepter le troisième en-
semble de données proposé comme premier
ensemble de données.

14. Procédé selon la revendication 9, comprenant en
outre le fait d’amener un premier dispositif de calcul
associé au premier participant à afficher une premiè-
re interface utilisateur incluant une première option
sélectionnable pour indiquer avant la première ses-
sion de réunion quel ensemble de données corres-
pondra au premier ensemble de données.
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