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SOFTWARE UPGRADING METHOD,
APPARATUS, AND SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2020/098352, filed on Jun. 28, 2020,
which claims priority to Chinese Patent Application No.
201911129069.3, filed on Nov. 18, 2019. The disclosures of
the aforementioned applications are hereby incorporated by
reference in their entireties.

TECHNICAL FIELD

The present application relates to a terminal software
upgrading technology, and in particular, to a software
upgrading method, apparatus, and system for an intelligent
connected vehicle.

BACKGROUND

With the development of intelligent connected vehicles,
on-line upgrading of automobile components by using an
over the air (OTA) technology has become an important
function of the intelligent connected vehicles. A vehicle
manufacturer upgrades related software of vehicles by using
an OTA function. This helps the manufacturer reduce recall
costs, quickly respond to requirements, and improve user
experience.

An intelligent connected vehicle includes a plurality of
components, for example, a central gateway, a T-box
(Telematics BOX, vehicle communication terminal in the
Internet of vehicles), a human-machine interaction (HMI)
controller, a mobile data center (MDC, Mobile Data Con-
troller), and an advanced driver assistant system (ADAS,
Advanced Driving Assistant System). The plurality of com-
ponents in the vehicle may need to be upgraded to imple-
ment OTA-based upgrading of the entire vehicle. In this
case, upgrading software with a relatively large storage
capacity needs to be downloaded. In addition to an intelli-
gent connected vehicle, a terminal includes various exis-
tence forms such as a smartphone, an industrial Internet of
Things device, and an intelligent robot. In addition, with the
progress of intelligent technologies, a terminal implements
increasing functions but has an increasingly complex inter-
nal structure. Therefore, during terminal software upgrad-
ing, there is an increasingly high requirement for storage
space of the terminal.

In a conventional technology, a single-module download-
ing solution is used. To be specific, one upgrade control
module is used to complete downloading, storage, block
division, and distribution of a terminal software upgrade
package and control each component in a terminal to com-
plete an upgrading operation. When a data volume of the
software upgrade package is quite large, a relatively high
requirement is put forwarded on storage space of the
upgrade control module in such a single-module download-
ing policy.

When there are sufficient storage resources in the upgrade
control module, as shown in FIG. 1, a method for down-
loading the terminal software upgrade package based on the
single module includes the following phases.

(1) Downloading phase: After an OTA cloud-side device
starts downloading, the upgrade control module checks its
own storage resource; and if the storage resource satisfies a
requirement for downloading the terminal software upgrade
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package, the upgrade control module downloads all software
upgrade packages from the OTA cloud-side device, and
verifies integrity of the downloaded files.

(2) Distribution phase: The upgrade control module
divides the software upgrade package, and distributes
upgrade package blocks to components that are in the
terminal and that need to be upgraded.

(3) Installation phase: The upgrade control module con-
trols the components that need to be upgraded, to install the
software upgrade package and activate upgrade software.

When there are insufficient storage resources in the
upgrade control module, as shown in FIG. 2, a method for
downloading the terminal software upgrade package based
on the single module includes: After the OTA cloud-side
device starts downloading, the upgrade control module
checks its own storage resource; and if the storage resource
does not satisfy a storage requirement of the terminal
software upgrade package, the upgrade control module
returns information that the resource is insufficient, and
terminates downloading, leading to an upgrade failure.

It can be learned that, when a local storage resource in the
upgrade control module is insufficient, terminal software
upgrading quite easily fails. Therefore, a method for increas-
ing a software upgrading success rate of the terminal is
urgently needed.

SUMMARY

In view of the foregoing technical problems in the con-
ventional technology, embodiments of the present applica-
tion provide a software upgrading method, apparatus, and
system. “Software” in the claims of the present application
and the summary in this specification is software in a broad
sense, including but not limited to firmware, a computer
program, an operating system, a driver, system software, or
an application program.

According to a first aspect, a software upgrading method
is provided, including: receiving storage resource informa-
tion of at least two components in a terminal, where the
storage resource information includes at least an available
storage capacity of each of the at least two components, and
the at least two components correspond to the at least two
available storage capacities; generating storage resource
feedback information based on the storage resource infor-
mation, where the storage resource feedback information
includes at least the available storage capacity of each
component; sending the storage resource feedback informa-
tion to a network side device; receiving upgrade package
block information generated by the network side device,
where the upgrade package block information includes at
least a one-to-one correspondence between a plurality of
upgrade package blocks for terminal software upgrading and
aplurality of components for storing the plurality of upgrade
package blocks, and the plurality of components are some or
all of the at least two components; generating, based on the
upgrade package block information, at least one piece of
indication information used to indicate the plurality of
components to obtain the plurality of upgrade package
blocks, where the plurality of components are in a one-to-
one correspondence with the plurality of available storage
capacities; and sending the at least one piece of indication
information to the plurality of components.

The foregoing method is a software upgrading method
performed on a terminal side. “At least some” is equivalent
to “some or all”. Optionally, the storage resource feedback
information further includes an identifier of each of at least
some of the at least two components. The at least two
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components may be all components in the terminal, or may
be only some components in the terminal, because there may
be a component in which a storage resource has been used
up or a component that reserves a storage resource for
another operation. The receiving storage resource informa-
tion of at least two components in a terminal may be
performed in one or more receiving manners. The receiving
manner includes but is not limited to cellular communica-
tion, Wi-Fi (Wireless Fidelity, wireless local area network),
WIMAX (Worldwide Interoperability for Microwave
Access), Bluetooth (Bluetooth communication technology),
ZigBee (ZigBee communication technology), optical com-
munication, satellite communication, infrared communica-
tion, transmission line communication, performing receiv-
ing through wiring on a hardware interface or a hardware
circuit board, obtaining a parameter from a software module,
or reading information from a storage device. In addition to
the available storage capacity of each of the at least two
components, the storage resource information may include
other information, for example, a quantity, identifiers, or a
total available storage capacity of the at least two compo-
nents. Not all of the available storage capacities of the at
least two components may be placed in the storage resource
feedback information because it may be determined, on the
terminal side based on the available storage capacity in the
storage resource information, that one or more networking
modules in the at least two components may not be used to
store a terminal software upgrade package. Certainly, the
foregoing determining operation may not be performed on
the terminal side but on a network side. Because upgrade
software may not need to occupy all of the at least two
components, the plurality of components may be some of the
at least two components. The sending the at least one piece
of indication information may be performed in one or more
sending manners. The sending manner includes but is not
limited to cellular communication. Wi-Fi (Wireless Fidelity,
wireless local area network), WiIMAX (Worldwide Interop-
erability for Microwave Access), Bluetooth (Bluetooth com-
munication technology), ZigBee (ZigBee communication
technology), optical communication, satellite communica-
tion, infrared communication, transmission line communi-
cation, performing sending through wiring on a hardware
interface or a hardware circuit board, inputting a parameter
into the software module, or writing information into the
memory. The storage resource information of the terminal is
reported to the network-side device, and the network-side
device adaptively obtains the plurality of upgrade package
blocks through division based on an actual available storage
resource in the terminal. This fully utilizes storage resources
in the plurality of components in the terminal, and reduces
software package storage pressure of the components on the
terminal side compared with a conventional technology. In
addition, because a relatively large quantity of random
storage resources need to be occupied during block division
of a relatively large data packet, a requirement for the
storage resources in the components on the terminal side can
be reduced when block division is performed on an upgrade
package on the network side. Finally, a software upgrading
success rate can be increased. Therefore, the software
upgrading method is more suitable for software upgrading of
the terminal (especially an intelligent connected vehicle).
According to the first aspect, in a first possible imple-
mentation of the software upgrading method, the upgrade
package block information further includes a download
address of each of the plurality of upgrade package blocks,
and each piece of indication information in the at least one
piece of indication information includes a download address
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4

of at least one of the plurality of upgrade package blocks.
Terminal software may be stored in one device on the
network side in a centralized manner, or may be stored in a
plurality of devices on the network side in a distributed
manner. Therefore, optionally, there are one or more down-
load addresses for the plurality of upgrade package blocks,
or at least some of the plurality of upgrade package blocks
share one download address. The download address is used
to indicate, to a component, a network side device in which
an upgrade package block corresponding to the component
is located.

According to the first aspect or the first possible imple-
mentation of the first aspect, in a second possible imple-
mentation of the software upgrading method, the upgrade
package block information further includes verification
information of each of the plurality of upgrade package
blocks, and each piece of indication information in the at
least one piece of indication information includes verifica-
tion information of at least one of the plurality of upgrade
package blocks. Each upgrade package block is indepen-
dently verified, so that a computing resource of a device in
the terminal can be further fully utilized. Optionally, the
upgrade package block information further includes a quan-
tity of the plurality of upgrade package blocks, and the
method further includes a step of performing overall veri-
fication based on a verification result of each upgrade
package block and the quantity of the plurality of upgrade
package blocks.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a third possible
implementation of the software upgrading method, the at
least one piece of indication information includes an exter-
nal communication resource used by the plurality of com-
ponents to obtain at least one of the plurality of upgrade
package blocks. The external communication resource is a
communication resource used by the components in the
terminal to communicate with a device outside the terminal
(for example, a cellular communication resource applied to
inter-vehicle network communication). The external com-
munication resource includes but is not limited to a com-
munication component, a communication channel, a com-
munication interface, or another communication resource
used for cellular communication, satellite communication,
Bluetooth communication, Wi-Fi (Wireless Fidelity, wire-
less local area network), or wired communication. Option-
ally, the external communication resource includes an exter-
nal communication resource of each of the plurality of
components, or an external communication resource of one
or more components other than the plurality of components
in the terminal. Optionally, each of the plurality of compo-
nents obtains one of the plurality of upgrade package blocks
by using an external communication resource of the com-
ponent or by using an external communication resource of
the terminal other than the external communication resource
of the component.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a fourth possible
implementation of the software upgrading method, the at
least one piece of indication information includes time
information used by the plurality of components to obtain at
least one of the plurality of upgrade package blocks. Option-
ally, the time information indicates that the plurality of
components obtain the plurality of upgrade package blocks
simultaneously or sequentially. Optionally, the time infor-
mation indicates that the plurality of components periodi-
cally obtain the at least one upgrade package block.
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According to any one of the first aspect or the foregoing
implementations of the first aspect, in a fifth possible imple-
mentation of the software upgrading method, before the
generating storage resource feedback information, the
method further includes: determining, based on the available
storage capacity of each of the at least two components, that
an available storage resource in the terminal satisfies a
storage requirement for terminal software upgrading. When
starting downloading to the terminal device, the network
side device sends a storage requirement of a plurality of
to-be-downloaded terminal software upgrade packages to
the terminal device, and the terminal device determines
whether the available storage resource in the terminal sat-
isfies the storage requirement of the plurality of terminal
software upgrade packages. In this way, the terminal device
has higher autonomy and privacy. Optionally, if a difference
obtained by subtracting a sum of storage space occupied by
the software upgrade packages from a sum of the available
storage capacities exceeds a predetermined threshold, it is
determined that the available storage resource in the termi-
nal satisfies the storage requirement for terminal software
upgrading.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a sixth possible
implementation of the software upgrading method, the at
least one piece of indication information is a plurality of
pieces of indication information, and the plurality of pieces
of indication information are in a one-to-one correspondence
with the plurality of components; and the sending the at least
one piece of indication information to the plurality of
components includes: sending, to each of the plurality of
components, one piece of indication information that is in
the plurality of pieces of indication information and that
corresponds to the component. Optionally, the plurality of
pieces of indication information are sent simultaneously or
sequentially.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a seventh possible
implementation of the software upgrading method, the at
least one piece of indication information is one piece of
indication information, and the sending the at least one piece
of indication information to the plurality of components
includes: sending the one piece of indication information to
each of the plurality of components. In this manner, the one
piece of indication information includes related information
used by each of the plurality of components to obtain one of
the plurality of upgrade package blocks. Optionally, the one
piece of indication information is sent to all of the plurality
of components simultaneously or sequentially.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in an eighth possible
implementation of the software upgrading method, the at
least one piece of indication information is one piece of
indication information, and the sending the at least one piece
of indication information to the plurality of components
includes: sending the one piece of indication information to
one of the plurality of components. In this manner, the one
piece of indication information may be transmitted between
the plurality of components.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a ninth possible
implementation of the software upgrading method, the
method further includes: sending a download instruction to
the plurality of components, where the download instruction
is used to instruct the plurality of components to obtain the
plurality of upgrade package blocks in a one-to-one corre-
spondence with the plurality of components.
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According to any one of the first aspect or the foregoing
implementations of the first aspect, in a tenth possible
implementation of the software upgrading method, the
method further includes: sending an upgrade package dis-
tribution instruction to the plurality of components, where
the upgrade package distribution instruction is used to
instruct the plurality of components to send one or more of
the plurality of upgrade package blocks to at least one
component in the terminal other than the plurality of com-
ponents, and the one or more upgrade package blocks are
obtained by the plurality of components by parsing the
plurality of upgrade package blocks in a one-to-one corre-
spondence with the plurality of components.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in an eleventh possible
implementation of the software upgrading method, the
method further includes: sending an installation activation
instruction to the plurality of components, where the instal-
lation activation instruction is used to instruct to install and
activate at least one piece of upgrade software in the
plurality of components, and the at least one piece of
upgrade software is obtained by the plurality of components
by parsing the plurality of upgrade package blocks in a
one-to-one correspondence with the plurality of compo-
nents.

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a twelfth possible
implementation of the software upgrading method, the avail-
able storage capacity includes at least one of an available
storage capacity in a random access memory (RAM) or an
available storage capacity in a read-only memory (ROM).

According to any one of the first aspect or the foregoing
implementations of the first aspect, in a thirteenth possible
implementation of the software upgrading method, each of
the plurality of upgrade package blocks includes all or some
of upgrade software packages used for upgrading at least
one component in the terminal.

According to a second aspect, a software upgrading
method is provided. The method is a software upgrading
method performed on a network side, and includes: receiv-
ing storage resource feedback information from a terminal
device, where the storage resource feedback information
includes at least an available storage capacity of each of a
plurality of components that are in the terminal device and
that may be used to store a plurality of upgrade package
blocks; dividing one or more software upgrade packages
into a plurality of upgrade package blocks based on the
storage resource feedback information, where the plurality
of upgrade package blocks are in a one-to-one correspon-
dence with at least some of the available storage capacities
of all the components; generating upgrade package block
information, where the upgrade package block information
includes at least a correspondence between the plurality of
upgrade package blocks and at least some of the available
storage capacities of all the components; and sending the
upgrade package block information to the terminal device.

Optionally, the dividing one or more software upgrade
packages into a plurality of upgrade package blocks
includes: performing block division and re-encapsulation on
a software upgrade package (for example, a vehicle upgrade
package) that occupies a relatively large storage capacity, to
obtain a plurality of upgrade package blocks, or performing
grouping and re-encapsulation on a plurality of software
upgrade packages (for example, one software upgrade pack-
age corresponds to one piece of upgrade software) to obtain
a plurality of upgrade package blocks. The one or more
software upgrade packages are divided into the plurality of
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upgrade package blocks that are in a one-to-one correspon-
dence with the at least some components. This fully utilizes
storage resources in the plurality of components in the
terminal, and reduces software package storage pressure of
the components on a terminal side compared with a con-
ventional technology. In addition, because a relatively large
quantity of random storage resources need to be occupied
during block division of a relatively large data packet, a
requirement for the storage resources in the components on
the terminal side can be reduced when block division is
performed on an upgrade package on the network side.
Finally, a software upgrading success rate can be increased.
Therefore, the software upgrading method is more suitable
for software upgrading of the terminal (especially an intel-
ligent connected vehicle).

According to the second aspect, in a first possible imple-
mentation of the software upgrading method, the upgrade
package block information includes at least one of verifica-
tion information of each of the plurality of upgrade package
blocks, a download address of each upgrade package block,
or a quantity of the plurality of upgrade package blocks. The
upgrade package block information includes the verification
information of each upgrade package block, so that each
upgrade package block can be independently verified,
thereby fully utilizing computing resources of a plurality of
available components in the terminal. The upgrade package
block information includes the download address of each
upgrade package block, and may indicate, to the plurality of
components in the terminal, a network side device config-
ured to obtain the plurality of upgrade package blocks. The
upgrade package block information includes the quantity of
upgrade package blocks, and may be used to perform overall
data integrity verification on the plurality of upgrade pack-
age blocks.

According to the second aspect or the first possible
implementation of the second aspect, in a second possible
implementation of the software upgrading method, before
the receiving storage resource feedback information from a
terminal device, the method further includes: sending a
software upgrading starting message to the terminal device.
In addition to the network side device, the terminal device
may start software upgrading.

According to any one of the second aspect or the fore-
going implementations of the second aspect, in a third
possible implementation of the software upgrading method,
before the dividing one or more software upgrade packages
into a plurality of upgrade package blocks, the method
further includes: determining, based on the storage resource
feedback information, that an available storage resource in
the terminal device satisfies a storage requirement for soft-
ware upgrading. Optionally, if a difference obtained by
subtracting a sum of storage space occupied by software
upgrade packages from a sum of the available storage
capacities exceeds a predetermined threshold, it is deter-
mined that the available storage resource in the terminal
device satisfies the storage requirement for software upgrad-
ing.

According to any one of the second aspect or the fore-
going implementations of the second aspect, in a fourth
possible implementation of the software upgrading method,
the dividing one or more software upgrade packages into a
plurality of upgrade package blocks includes: preferably
assigning an upgrade package block obtained by dividing a
software upgrade package that occupies relatively large
storage space to a component that has a relatively large
available storage capacity. The plurality of upgrade package
blocks are in a one-to-one correspondence with the plurality
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of components. In this manner, a case in which a software
upgrade package cannot be determined as any one of the
plurality of upgrade package blocks because the software
upgrade package is excessively large can be avoided as
much as possible.

According to any one of the second aspect or the fore-
going implementations of the second aspect, in a fifth
possible implementation of the software upgrading method,
the method further includes: sending an upgrade package
distribution instruction to at least one upgrade software
storage apparatus on the network side, where the upgrade
package distribution instruction is used to instruct the at
least one upgrade software storage apparatus on the network
side to send at least one of the plurality of upgrade package
blocks to the terminal device.

According to any one of the second aspect or the fore-
going implementations of the second aspect, in a sixth
possible implementation of the software upgrading method,
the method further includes: sending at least one of the
plurality of upgrade package blocks to the terminal device.

According to the sixth possible implementation of the
second aspect, in a seventh possible implementation of the
software upgrading method, before the sending at least one
of the plurality of upgrade package blocks to the terminal
device, the method further includes: receiving the at least
one of the plurality of upgrade package blocks from the at
least one upgrade software storage apparatus on the network
side.

According to any one of the second aspect or the fore-
going implementations of the second aspect, in an eighth
possible implementation of the software upgrading method,
the available storage capacity includes at least one of an
available storage capacity in a random access memory
(RAM) or an available storage capacity in a read-only
memory (ROM).

According to any one of the second aspect or the fore-
going implementations of the second aspect, in a ninth
possible implementation of the software upgrading method,
each of the plurality of upgrade package blocks includes all
or some of upgrade software packages used for upgrading at
least one component in the terminal.

According to a third aspect, a software upgrading appa-
ratus is provided. The apparatus includes: a receiving unit,
configured to receive storage resource information of at least
two components in a terminal, where the storage resource
information includes at least an available storage capacity of
each of the at least two components, and the at least two
components correspond to the at least two available storage
capacities; a processing unit, configured to generate storage
resource feedback information based on the storage resource
information, where the storage resource feedback informa-
tion includes at least the available storage capacity of each
component; and a sending unit, configured to send the
storage resource feedback information to a network side
device. The receiving unit is further configured to receive
upgrade package block information generated by the net-
work side device, where the upgrade package block infor-
mation includes at least a one-to-one correspondence
between a plurality of upgrade package blocks for terminal
software upgrading and a plurality of available storage
capacities in the at least two available storage capacities.
The processing unit is further configured to generate, based
on the upgrade package block information, at least one piece
of indication information used to indicate the plurality of
components to obtain the plurality of upgrade package
blocks, where the plurality of components are in a one-to-
one correspondence with the plurality of available storage
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capacities. The sending unit is further configured to send the
at least one piece of indication information to the plurality
of components.

The apparatus is a software upgrading apparatus on a
terminal side. “At least some” is equivalent to “some or all”.
Optionally, the storage resource feedback information fur-
ther includes an identifier of each of at least some of the at
least two components. The component is a component
connected to an internal network (for example, an intra-
vehicle network) of the terminal. The at least two compo-
nents may be all components in the terminal, or may be only
some components in the terminal, because there may be a
component in which a storage resource has been used up or
a component that reserves a storage resource for another
operation. The receiving storage resource information of at
least two components in a terminal may be performed in one
or more receiving manners. The receiving manner includes
but is not limited to cellular communication. Wi-Fi (Wire-
less Fidelity, wireless local area network), WiMAX (World-
wide Interoperability for Microwave Access). Bluetooth
(Bluetooth communication technology), ZigBee (ZigBee
communication technology), optical communication, satel-
lite communication, infrared communication, transmission
line communication, performing receiving through wiring
on a hardware interface or a hardware circuit board, obtain-
ing a parameter from a software module, or reading infor-
mation from a storage device. In addition to the available
storage capacity of each of the at least two components, the
storage resource information may include other information,
for example, a quantity, identifiers, or a total available
storage capacity of the at least two components. Not all of
the available storage capacities of the at least two compo-
nents may be placed in the storage resource feedback
information because it may be determined, on the terminal
side based on the available storage capacity in the storage
resource information, that one or more networking modules
in the at least two components may not be used to store a
terminal software upgrade package. Certainly, the foregoing
determining operation may not be performed on the terminal
side but on a network side. Because upgrade software may
not need to occupy all of the at least two components, the
plurality of components may be some of the at least two
components. The sending the at least one piece of indication
information may be performed in one or more sending
manners. The sending manner includes but is not limited to
cellular communication, Wi-Fi (Wireless Fidelity, wireless
local area network), WiIMAX (Worldwide Interoperability
for Microwave Access), Bluetooth (Bluetooth communica-
tion technology), ZigBee (ZigBee communication technol-
ogy), optical communication, satellite communication,
infrared communication, transmission line communication,
performing sending through wiring on a hardware interface
or a hardware circuit board, inputting a parameter into the
software module, or writing information into the memory.
The storage resource information of the terminal is reported
to the network-side device, and the network-side device
adaptively obtains the plurality of upgrade package blocks
through division based on an actual available storage
resource in the terminal. This fully utilizes storage resources
in the plurality of components in the terminal, and reduces
software package storage pressure of the components on the
terminal side compared with a conventional technology. In
addition, because a relatively large quantity of random
storage resources need to be occupied during block division
of a relatively large data packet, a requirement for the
storage resources in the components on the terminal side can
be reduced when block division is performed on an upgrade
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package on the network side. Finally, a software upgrading
success rate can be increased. Therefore, the software
upgrading method is more suitable for software upgrading of
the terminal (especially an intelligent connected vehicle).

Optionally, the receiving unit includes a plurality of
receiving subunits, and the plurality of receiving subunits
each are configured to receive storage resource information
of at least one of the at least two components in the terminal.
Optionally, the plurality of receiving subunits are located in
a plurality of different components in the terminal. Option-
ally, the plurality of receiving subunits receive the storage
resource information in at least one receiving manner. The
receiving manner includes but is not limited to cellular
communication, Wi-Fi (Wireless Fidelity, wireless local area
network), WiMAX (Worldwide Interoperability for Micro-
wave Access), Bluetooth (Bluetooth communication tech-
nology), ZigBee (ZigBee communication technology), opti-
cal communication, satellite communication, infrared
communication, transmission line communication, perform-
ing receiving through wiring on a hardware interface or a
hardware circuit board, obtaining a parameter from a soft-
ware module, or reading information from a storage device.

Optionally, the storage resource feedback information
further includes an identifier of at least one component in a
one-to-one correspondence with available storage capacities
of at least some of the plurality of components, and the at
least one component is some or all of the at least two
components.

Optionally, the sending unit includes a plurality of send-
ing subunits, and the plurality of sending subunits are
respectively configured to send the at least one piece of
indication information to the plurality of components.
Optionally, the plurality of sending subunits are located in a
plurality of different components in the terminal. Optionally,
the plurality of sending subunits send the storage resource
information in at least one sending manner, where the
sending manner includes but is not limited to cellular
communication. Wi-Fi (Wireless Fidelity, wireless local area
network), WiMAX (Worldwide Interoperability for Micro-
wave Access), Bluetooth (Bluetooth communication tech-
nology), ZigBee (ZigBee communication technology), opti-
cal communication, satellite communication, infrared
communication, transmission line communication, perform-
ing sending through wiring on a hardware interface or a
hardware circuit board, inputting a parameter into the soft-
ware module, or writing information into the memory.

According to the third aspect, in a first possible imple-
mentation of the software upgrading apparatus, the upgrade
package block information further includes a download
address of each of the plurality of upgrade package blocks;
and each piece of indication information in the at least one
piece of indication information includes a download address
of at least one of the plurality of upgrade package blocks.
Terminal software may be stored in one device on the
network side in a centralized manner, or may be stored in a
plurality of devices on the network side in a distributed
manner. Therefore, optionally, there are one or more down-
load addresses for the plurality of upgrade package blocks,
or at least some of the plurality of upgrade package blocks
share one download address. The download address is used
to indicate, to a component, a network side device in which
an upgrade package block corresponding to the component
is located.

According to the third aspect or the first possible imple-
mentation of the third aspect, in a second possible imple-
mentation of the software upgrading apparatus, the upgrade
package block information further includes verification
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information of each of the plurality of upgrade package
blocks, and each piece of indication information in the at
least one piece of indication information includes verifica-
tion information of at least one of the plurality of upgrade
package blocks. Each upgrade package block is indepen-
dently verified, so that a computing resource of a device in
the terminal can be further fully utilized. Optionally, the
upgrade package block information further includes a quan-
tity of the plurality of upgrade package blocks, and the
apparatus further performs a step of performing overall
verification based on a verification result of each upgrade
package block and the quantity of the plurality of upgrade
package blocks.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a third possible
implementation of the software upgrading apparatus, the at
least one piece of indication information includes an exter-
nal communication resource used by the plurality of com-
ponents to obtain at least one of the plurality of upgrade
package blocks. The external communication resource is a
communication resource used by the components in the
terminal to communicate with a device outside the terminal
(for example, a cellular communication resource applied to
inter-vehicle network communication). The external com-
munication resource includes but is not limited to a com-
munication component, a communication channel, a com-
munication interface, or another communication resource
used for cellular communication, satellite communication,
Bluetooth communication, Wi-Fi (Wireless Fidelity, wire-
less local area network), or wired communication. Option-
ally, the external communication resource includes an exter-
nal communication resource of each of the plurality of
components, or an external communication resource of one
or more components other than the plurality of components
in the terminal. Optionally, each of the plurality of compo-
nents obtains one of the plurality of upgrade package blocks
by using an external communication resource of the com-
ponent or by using an external communication resource of
the terminal other than the external communication resource
of the component.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a fourth possible
implementation of the software upgrading apparatus, the at
least one piece of indication information includes time
information used by the plurality of components to obtain at
least one of the plurality of upgrade package blocks. Option-
ally, the time information indicates that the plurality of
components obtain the plurality of upgrade package blocks
simultaneously or sequentially. Optionally, the time infor-
mation indicates that the plurality of components periodi-
cally obtain the at least one upgrade package block.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a fifth possible
implementation of the software upgrading apparatus, the
processing unit is further configured to determine, based on
the available storage capacity of each of the at least two
components, that an available storage resource in the termi-
nal satisfies a storage requirement for terminal software
upgrading. When starting downloading to the terminal
device, the network side device sends a storage requirement
of a plurality of to-be-downloaded terminal software
upgrade packages to the terminal device, and the terminal
device determines whether the available storage resource in
the terminal satisfies the storage requirement of the plurality
of terminal software upgrade packages. In this way, the
terminal device has higher autonomy and privacy. Option-
ally, if a difference obtained by subtracting a sum of storage
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space occupied by the software upgrade packages from a
sum of the available storage capacities exceeds a predeter-
mined threshold, it is determined that the available storage
resource in the terminal satisfies the storage requirement for
terminal software upgrading.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a sixth possible
implementation of the software upgrading apparatus, the at
least one piece of indication information is a plurality of
pieces of indication information, and the plurality of pieces
of'indication information are in a one-to-one correspondence
with the plurality of components; and the sending the at least
one piece of indication information to the plurality of
components includes: sending, to each of the plurality of
components, one piece of indication information that is in
the plurality of pieces of indication information and that
corresponds to the component. Optionally, the plurality of
pieces of indication information are sent simultaneously or
sequentially.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a seventh possible
implementation of the software upgrading apparatus, the at
least one piece of indication information is one piece of
indication information, and the sending the at least one piece
of indication information to the plurality of components
includes: sending the one piece of indication information to
each of the plurality of components. In this manner, the one
piece of indication information includes related information
used by each of the plurality of components to obtain one of
the plurality of upgrade package blocks. Optionally, the one
piece of indication information is sent to all of the plurality
of components simultaneously or sequentially.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in an eighth possible
implementation of the software upgrading apparatus, the at
least one piece of indication information is one piece of
indication information, and the sending the at least one piece
of indication information to the plurality of components
includes: sending the one piece of indication information to
one of the plurality of components. In this manner, the one
piece of indication information may be transmitted between
the plurality of components.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a ninth possible
implementation of the software upgrading apparatus, the
sending unit is further configured to send a download
instruction to the plurality of components, where the down-
load instruction is used to instruct the plurality of compo-
nents to obtain the plurality of upgrade package blocks in a
one-to-one correspondence with the plurality of compo-
nents.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a tenth possible
implementation of the software upgrading apparatus, the
sending unit is further configured to send an upgrade pack-
age distribution instruction to the plurality of components,
where the upgrade package distribution instruction is used to
instruct the plurality of components to send one or more of
the plurality of upgrade package blocks to at least one
component in the terminal other than the plurality of com-
ponents, and the one or more upgrade package blocks are
obtained by the plurality of components by parsing the
plurality of upgrade package blocks in a one-to-one corre-
spondence with the plurality of components.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in an eleventh possible
implementation of the software upgrading apparatus, the
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sending unit is further configured to send an installation
activation instruction to the plurality of components, where
the installation activation instruction is used to instruct to
install and activate at least one piece of upgrade software in
the plurality of components, and the at least one piece of
upgrade software is obtained by the plurality of components
by parsing the plurality of upgrade package blocks in a
one-to-one correspondence with the plurality of compo-
nents.

Optionally, the plurality of sending subunits are respec-
tively configured to send the download instruction, the
upgrade package distribution instruction, or the installation
activation instruction to the plurality of components.

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a twelfth possible
implementation of the software upgrading apparatus, the
available storage capacity includes at least one of an avail-
able storage capacity in a random access memory (RAM) or
an available storage capacity in a read-only memory (ROM).

According to any one of the third aspect or the foregoing
implementations of the third aspect, in a thirteenth possible
implementation of the software upgrading apparatus, each of
the plurality of upgrade package blocks includes all or some
of upgrade software packages used for upgrading at least
one component in the terminal.

According to a fourth aspect, a software upgrading appa-
ratus is provided. The software upgrading apparatus is
located on a network side and includes: a receiving unit,
configured to receive storage resource feedback information
from a terminal device, where the storage resource feedback
information includes at least an available storage capacity of
each of a plurality of components that are in the terminal
device and that may be used to store a plurality of upgrade
package blocks; a processing unit, configured to divide one
or more software upgrade packages into a plurality of
upgrade package blocks based on the storage resource
feedback information, where the plurality of upgrade pack-
age blocks are in a one-to-one correspondence with at least
some of the available storage capacities of all the compo-
nents; where the processing unit is further configured to
generate upgrade package block information, where the
upgrade package block information includes at least a cor-
respondence between the plurality of upgrade package
blocks and the at least some of the available storage capaci-
ties of all the components; and a sending unit, configured to
send the upgrade package block information to the terminal
device. The one or more software upgrade packages are
divided into the plurality of upgrade package blocks that are
in a one-to-one correspondence with the at least some
components. This fully utilizes storage resources in the
plurality of components in the terminal, and reduces soft-
ware package storage pressure of the components on a
terminal side compared with a conventional technology. In
addition, because a relatively large quantity of random
storage resources need to be occupied during block division
of a relatively large data packet, a requirement for the
storage resources in the components on the terminal side can
be reduced when block division is performed on an upgrade
package on the network side. Finally, a software upgrading
success rate can be increased. Therefore, the software
upgrading method is more suitable for software upgrading of
the terminal (especially an intelligent connected vehicle).

The receiving unit may receive the storage resource
feedback information in one or more receiving manners. The
receiving manner includes but is not limited to cellular
communication, Wi-Fi (Wireless Fidelity, wireless local area
network), WiMAX (Worldwide Interoperability for Micro-
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wave Access), Bluetooth (Bluetooth communication tech-
nology), ZigBee (ZigBee communication technology), opti-
cal communication, satellite communication, infrared
communication, transmission line communication, perform-
ing receiving through wiring on a hardware interface or a
hardware circuit board, obtaining a parameter from a soft-
ware module, or reading information from a storage device.

Optionally, the receiving unit includes a plurality of
receiving subunits, and the plurality of receiving subunits
each are configured to receive storage resource information
of at least one of the at least two components in the terminal.
Optionally, the plurality of receiving subunits are located in
a plurality of different components in the terminal. Option-
ally, the plurality of receiving subunits receive the storage
resource information in at least one receiving manner. The
receiving manner includes but is not limited to cellular
communication, Wi-Fi (Wireless Fidelity, wireless local area
network), WiMAX (Worldwide Interoperability for Micro-
wave Access), Bluetooth (Bluetooth communication tech-
nology), ZigBee (ZigBee communication technology), opti-
cal communication, satellite communication, infrared
communication, transmission line communication, perform-
ing receiving through wiring on a hardware interface or a
hardware circuit board, obtaining a parameter from a soft-
ware module, or reading information from a storage device.

The sending unit may send the upgrade package block
information in one or more sending manners. The sending
manner includes but is not limited to cellular communica-
tion, Wi-Fi (Wireless Fidelity, wireless local area network),
WIMAX (Worldwide Interoperability for Microwave
Access), Bluetooth (Bluetooth communication technology),
ZigBee (ZigBee communication technology), optical com-
munication, satellite communication, infrared communica-
tion, transmission line communication, performing sending
through wiring on a hardware interface or a hardware circuit
board, inputting a parameter into the software module, or
writing information into the memory.

Optionally, the sending unit includes a plurality of send-
ing subunits, and the plurality of sending subunits are
respectively configured to send the at least one piece of
indication information to the plurality of components.
Optionally, the plurality of sending subunits are located in a
plurality of different components in the terminal. Optionally,
the plurality of sending subunits send the storage resource
information in at least one sending manner, where the
sending manner includes but is not limited to cellular
communication, Wi-Fi (Wireless Fidelity, wireless local area
network), WiMAX (Worldwide Interoperability for Micro-
wave Access), Bluetooth (Bluetooth communication tech-
nology), ZigBee (ZigBee communication technology), opti-
cal communication, satellite communication, infrared
communication, transmission line communication, perform-
ing sending through wiring on a hardware interface or a
hardware circuit board, inputting a parameter into the soft-
ware module, or writing information into the memory.

Optionally, the dividing one or more software upgrade
packages into a plurality of upgrade package blocks
includes: performing block division and re-encapsulation on
a software upgrade package (for example, a vehicle upgrade
package) that occupies a relatively large storage capacity, to
obtain a plurality of upgrade package blocks, or performing
grouping and re-encapsulation on a plurality of software
upgrade packages (for example, one software upgrade pack-
age corresponds to one piece of upgrade software) to obtain
a plurality of upgrade package blocks. The one or more
software upgrade packages are divided into the plurality of
upgrade package blocks that are in a one-to-one correspon-
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dence with the at least some components. This fully utilizes
a storage resource in the terminal, and increases a software
upgrading success rate of the terminal. Therefore, the soft-
ware upgrading apparatus is more suitable for software
upgrading of the terminal (especially an intelligent con-
nected vehicle).

According to the fourth aspect, in a first possible imple-
mentation of the software upgrading apparatus, the upgrade
package block information includes at least one of verifica-
tion information of each of the plurality of upgrade package
blocks, a download address of each upgrade package block,
or a quantity of the plurality of upgrade package blocks. The
upgrade package block information includes the verification
information of each upgrade package block, so that each
upgrade package block can be independently verified,
thereby fully utilizing computing resources of a plurality of
available components in the terminal. The upgrade package
block information includes the download address of each
upgrade package block, and may indicate, to the plurality of
components in the terminal, a network side device config-
ured to obtain the plurality of upgrade package blocks. The
upgrade package block information includes the quantity of
upgrade package blocks, and may be used to perform overall
data integrity verification on the plurality of upgrade pack-
age blocks.

According to the fourth aspect or the first possible imple-
mentation of the fourth aspect, in a second possible imple-
mentation of the software upgrading apparatus, the sending
unit is further configured to send a software upgrading
starting message to the terminal device. In addition to the
network side device, the terminal device may start software
upgrading.

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in a third possible
implementation of the software upgrading apparatus, the
processing unit is further configured to determine, based on
the storage resource feedback information, that an available
storage resource in the terminal device satisfies a storage
requirement for software upgrading. Optionally, if a differ-
ence obtained by subtracting a sum of storage space occu-
pied by software upgrade packages from a sum of the
available storage capacities exceeds a predetermined thresh-
old, it is determined that the available storage resource in the
terminal device satisfies the storage requirement for soft-
ware upgrading.

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in a fourth possible
implementation of the software upgrading apparatus, the
dividing one or more software upgrade packages into a
plurality of upgrade package blocks includes: preferably
determining a software upgrade package that occupies rela-
tively large storage space as an upgrade package block
corresponding to a component that has a relatively large
available storage capacity. The plurality of upgrade package
blocks are in a one-to-one correspondence with the plurality
of components. In this manner, a case in which a software
upgrade package cannot be determined as any one of the
plurality of upgrade package blocks because the software
upgrade package is excessively large can be avoided as
much as possible.

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in a fifth possible
implementation of the software upgrading apparatus, the
sending unit is further configured to send an upgrade pack-
age distribution instruction to at least one upgrade software
storage apparatus on the network side, where the upgrade
package distribution instruction is used to instruct the at
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least one upgrade software storage apparatus on the network
side to send at least one of the plurality of upgrade package
blocks to the terminal device.

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in a sixth possible
implementation of the software upgrading apparatus, the
sending unit is further configured to send at least one of the
plurality of upgrade package blocks to the terminal device.

According to the sixth possible implementation of the
fourth aspect, in a seventh possible implementation of the
software upgrading apparatus, the receiving unit is further
configured to receive the at least one of the plurality of
upgrade package blocks from the at least one upgrade
software storage apparatus on the network side.

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in an eighth possible
implementation of the software upgrading apparatus, the
available storage capacity includes at least one of an avail-
able storage capacity in a random access memory (RAM) or
an available storage capacity in a read-only memory (ROM).

According to any one of the fourth aspect or the foregoing
implementations of the fourth aspect, in a ninth possible
implementation of the software upgrading apparatus, each of
the plurality of upgrade package blocks includes all or some
of upgrade software packages used for upgrading at least
one component in the terminal.

According to a fifth aspect, a software upgrading appa-
ratus is provided. The apparatus includes a memory and a
processor. The memory stores computer program instruc-
tions, and the processor runs the computer program instruc-
tions to perform the operation in any one of the first aspect
or the foregoing implementations of the first aspect.

According to the fifth aspect, in a first possible imple-
mentation of the software upgrading apparatus, the appara-
tus further includes a transceiver, configured to receive the
storage resource information or the upgrade package block
information, or configured to send at least one of the storage
resource feedback information, the at least one piece of
indication information, the download instruction, the
upgrade package distribution instruction, and the installation
activation instruction.

The software upgrading apparatus described in any one of
the third or fifth aspect or the foregoing implementations of
the third or fifth aspect may be applied to a terminal device
including but not limited to an intelligent connected vehicle,
a robot, a smart household device, or another form. When
being applied to an intelligent connected vehicle, the soft-
ware upgrading apparatus may be the intelligent connected
vehicle itself or a component in the intelligent connected
vehicle, for example, a central gateway, a T-box (Telematics
BOX, vehicle communication terminal in the Internet of
vehicles), a human-machine interaction (HMI) controller, a
mobile data center (MDC, Mobile Data Controller), an
advanced driver assistant system (ADAS, Advanced Driving
Assistant System), or an electronic control unit (ECU).
Alternatively, the software upgrading apparatus may be a
sub-apparatus in the foregoing components, or may be an
independent apparatus in the intelligent connected vehicle
other than the foregoing components.

According to a sixth aspect, a software upgrading appa-
ratus is provided. The apparatus includes a memory and a
processor. The memory stores computer program instruc-
tions, and the processor runs the computer program instruc-
tions to perform the operation in any one of the second
aspect or the foregoing implementations of the second
aspect.
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According to the sixth aspect, in a first possible imple-
mentation of the software upgrading apparatus, the appara-
tus further includes a transceiver, configured to receive the
storage resource feedback information or at least one of the
plurality of upgrade package blocks, or configured to send at
least one of the upgrade package block information, the
software upgrading starting message, the upgrade package
distribution instruction, and the at least one upgrade package
block.

The software upgrading apparatus described in any one of
the fourth or sixth aspect or the foregoing implementations
of the fourth or sixth aspect may be applied to a network
side. For example, the software upgrading apparatus exists
in a form of a server on the network side.

According to a seventh aspect, a terminal software
upgrading system is provided. The system includes the
software upgrading apparatus according to any one of the
third aspect or the foregoing implementations of the third
aspect and the software upgrading apparatus according to
any one of the fourth aspect or the foregoing implementa-
tions of the fourth aspect.

According to an eighth aspect, a terminal software
upgrading system is provided. The system includes the
software upgrading apparatus according to any one of the
fifth aspect or the foregoing implementations of the fifth
aspect and the software upgrading apparatus according to
any one of the sixth aspect or the foregoing implementations
of the sixth aspect.

According to a ninth aspect, a computer storage medium
is provided. The computer storage medium includes com-
puter instructions. When the computer instructions are run
by a processor, a software upgrading apparatus is enabled to
perform the method according to any one of the first aspect
or the foregoing implementations of the first aspect.

According to a tenth aspect, a computer storage medium
is provided. The computer storage medium includes com-
puter instructions. When the computer instructions are run
by a processor, a software upgrading apparatus is enabled to
perform the method according to any one of the second
aspect or the foregoing implementations of the second
aspect.

According to an eleventh aspect, a computer program
product is provided. When the computer program product
runs on a processor, a software upgrading apparatus is
enabled to perform the method according to any one of the
first aspect or the foregoing implementations of the first
aspect.

According to a twelfth aspect, a computer program prod-
uct is provided. When the computer program product runs
on a processor, a software upgrading apparatus is enabled to
perform the method according to any one of the second
aspect or the foregoing implementations of the second
aspect.

According to a thirteenth aspect, a vehicle software
upgrading method is provided. The method includes: receiv-
ing storage resource information of at least two components
in a vehicle, where the storage resource information includes
at least an available storage capacity of each of the at least
two components; and sending at least one piece of indication
information to the plurality of components in the vehicle,
where the at least one piece of indication information is used
to indicate the plurality of components to obtain a plurality
of upgrade package blocks, the plurality of upgrade package
blocks are obtained based on the storage resource informa-
tion by dividing one or more upgrade software packages,
and the plurality of components are in a one-to-one corre-
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spondence with at least some of the available storage
capacities of the at least two components.

According to a fourteenth aspect, a vehicle software
upgrading apparatus is provided. The apparatus includes: a
receiving unit, configured to receive storage resource infor-
mation of at least two components in a vehicle, where the
storage resource information includes at least an available
storage capacity of each of the at least two components; and
a sending unit, configured to send at least one piece of
indication information to a plurality of components in the
vehicle, where the at least one piece of indication informa-
tion is used to indicate the plurality of components to obtain
a plurality of upgrade package blocks, the plurality of
upgrade package blocks are obtained based on the storage
resource information by dividing one or more upgrade
software packages, and the plurality of components are in a
one-to-one correspondence with at least some of the avail-
able storage capacities of the at least two components.

According to a fifteenth aspect, a vehicle software upgrad-
ing method is provided. The method includes: sending
storage resource feedback information in a vehicle to a
network side device, where the storage resource feedback
information includes at least an available storage capacity of
each of at least two components in the vehicle; and receiv-
ing, from the network side device, upgrade package block
information generated by the network side device, where the
upgrade package block information includes at least a one-
to-one correspondence between a plurality of upgrade pack-
age blocks for vehicle software upgrading and at least some
of the available storage capacities of all the components.

According to a sixteenth aspect, a vehicle software
upgrading apparatus is provided. The apparatus includes: a
sending unit, configured to send storage resource feedback
information in a vehicle to a network side device, where the
storage resource feedback information includes at least an
available storage capacity of each of at least two compo-
nents in the vehicle; and a receiving unit, configured to
receive, from the network side device, upgrade package
block information generated by the network side device,
where the upgrade package block information includes at
least a one-to-one correspondence between a plurality of
upgrade package blocks for vehicle software upgrading and
at least some of the available storage capacities of all the
components.

According to a seventeenth aspect, a vehicle software
upgrading method is provided. The method includes: receiv-
ing storage resource feedback information from a vehicle,
where the storage resource feedback information includes at
least an available storage capacity of each of a plurality of
components that are in the vehicle and that may be used to
store a plurality of upgrade package blocks; and sending
upgrade package block information to a terminal device,
where the upgrade package block information includes at
least a one-to-one correspondence between a plurality of
upgrade package blocks and at least some of the available
storage capacities of all the components.

According to an eighteenth aspect, a vehicle software
upgrading apparatus is provided. The apparatus includes: a
receiving unit, configured to receive storage resource feed-
back information from a vehicle, where the storage resource
feedback information includes at least an available storage
capacity of each of a plurality of components that are in the
vehicle and that may be used to store a plurality of upgrade
package blocks; and a sending unit, configured to send
upgrade package block information to a terminal device,
where the upgrade package block information includes at
least a one-to-one correspondence between a plurality of
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upgrade package blocks and at least some of the available
storage capacities of all the components.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a flowchart of a software upgrading method used
when there are sufficient storage resources in a conventional
technology;

FIG. 2 is a flowchart of a software upgrading method used
when there are insufficient storage resources in a conven-
tional technology;

FIG. 3 is a schematic diagram of a typical application
scenario of the present application;

FIG. 4 is a schematic diagram of a first existence form of
a software upgrading apparatus on a terminal side according
to an embodiment of the present application;

FIG. 5 is a schematic diagram of second and third
existence forms of a software upgrading apparatus on a
terminal side according to an embodiment of the present
application;

FIG. 6 is a schematic diagram of a fourth existence form
of a software upgrading apparatus on a terminal side accord-
ing to an embodiment of the present application:

FIG. 7 is a schematic diagram of a first operation mode of
a software upgrading apparatus on a network side according
to an embodiment of the present application;

FIG. 8 is a schematic diagram of a second operation mode
of a software upgrading apparatus on a network side accord-
ing to an embodiment of the present application;

FIG. 9 is a schematic diagram of a third operation mode
of a software upgrading apparatus on a network side accord-
ing to an embodiment of the present application;

FIG. 10 is a schematic diagram of a fourth operation mode
of a software upgrading apparatus on a network side accord-
ing to an embodiment of the present application;

FIG. 11 is a schematic diagram of a fifth operation mode
of a software upgrading apparatus on a network side accord-
ing to an embodiment of the present application;

FIG. 12A and FIG. 12B are a flowchart of a software
upgrading method performed on a terminal side according to
Embodiment 1 of the present application;

FIG. 13A and FIG. 13B are a flowchart of a software
upgrading method performed on a network side according to
Embodiment 2 of the present application;

FIG. 14 is a flowchart of a phase of querying and reporting
a storage resource in a terminal in a software upgrading
method according to Embodiment 3 of the present applica-
tion:

FIG. 15 is a flowchart of a phase of performing block
division on a software upgrade package in the software
upgrading method according to Embodiment 3 of the present
application;

FIG. 16 is a first flowchart of a phase of sending upgrade
package block information and indication information in the
software upgrading method according to Embodiment 3 of
the present application;

FIG. 17 is a second flowchart of a phase of sending
upgrade package block information and indication informa-
tion in the software upgrading method according to Embodi-
ment 3 of the present application;

FIG. 18 is a third flowchart of a phase of sending upgrade
package block information and indication information in the
software upgrading method according to Embodiment 3 of
the present application;

FIG. 19 is a fourth flowchart of a phase of sending
upgrade package block information and indication informa-
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tion in the software upgrading method according to Embodi-
ment 3 of the present application:

FIG. 20 is a block diagram of a structure of a software
upgrading apparatus according to Embodiment 4 and
Embodiment 5 of the present application:

FIG. 21 is a block diagram of a structure of a software
upgrading system according to Embodiment 6 of the present
application:

FIG. 22 is a block diagram of a structure of a software
upgrading apparatus according to Embodiment 7 and
Embodiment 8 of the present application;

FIG. 23 is a schematic diagram of implementation, on a
T-box, of the software upgrading apparatus on a terminal
side that is provided in Embodiment 7 of the present
application; and

FIG. 24 is a schematic diagram of implementation, on a
human-machine interaction controller, of the software
upgrading apparatus on the terminal side that is provided in
Embodiment 7 of the present application.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of embodiments of the present application clearer, the
following clearly describes the technical solutions in
embodiments of the present application with reference to the
accompanying drawings in embodiments of the present
application. It is clearly that the described embodiments are
some but not all of embodiments of the present application.
All other embodiments obtained by a person of ordinary
skill in the art based on embodiments of the present appli-
cation without creative efforts shall fall within the protection
scope of the present application.

Embodiments of the present application may be applied to
an application scenario of upgrading a plurality of compo-
nents in a terminal (including but not limited to an intelligent
connected vehicle, a robot, or a smart household device).
FIG. 3 is a schematic diagram of a typical application
scenario of the present application. An intelligent connected
vehicle is connected to an OTA cloud through a wireless
communication channel to upload or download a message
and data related to vehicle software upgrading. The wireless
communication channel includes but is not limited to a
wireless communication channel in a form of 2G (2nd
generation mobile communication technology), 3G (3rd
generation mobile communication technology), 4G (4th
generation mobile communication technology), 5G (5th
generation mobile communication technology), Wi-Fi
(Wireless Fidelity, wireless local area network), WiMAX
(Worldwide Interoperability for Microwave Access), Blu-
etooth (Bluetooth communication technology), ZigBee
(ZigBee communication technology), optical transmission,
satellite communication, or infrared communication. Com-
ponents in the intelligent connected vehicle include a central
gateway, a T-box (Telematics BOX, vehicle communication
terminal in the Internet of vehicles), a human-machine
interaction (HMI) controller, a mobile data center (MDC,
Mobile Data Controller), an advanced driver assistant sys-
tem (ADAS, Advanced Driving Assistant System), a plural-
ity of electronic control units (ECU), and another compo-
nent.

An application scenario of an intelligent connected
vehicle is used as an example below to describe four typical
existence forms (an actual case is not limited to the four
typical existence forms) of a software upgrading apparatus
on a terminal side provided in embodiments of the present
application, including the following forms:
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In a first form, the software upgrading apparatus may exist
in an intelligent connected vehicle as an independent com-
ponent (refer to a software upgrading apparatus 401 in FIG.
4), has both an inter-vehicle network communication func-
tion and an intra-vehicle network communication function,
and is configured to exchange signaling or data with a
network side device and coordinate with another component
in the vehicle to store, distribute, install, or activate upgrade
software. In addition, the software upgrading apparatus 401
may also be a component that is in the vehicle and that needs
to be upgraded, and receives a software upgrade package
from the network side device and stores the software
upgrade package.

In a second form and a third form, the software upgrading
apparatus may be a conventional component (for example,
a T-box 501 in FIG. 5) in an intelligent connected vehicle or
a sub-apparatus in the conventional component, has both an
inter-vehicle network communication function and an intra-
vehicle network communication function, and is configured
to exchange signaling or data with the network side device
and coordinate with another component in the vehicle to
store, distribute, install, or activate upgrade software. In
addition, the T-box 501 in this case may also be a component
that is in the vehicle and that needs to be upgraded, and
receives a software upgrade package from the network side
device and stores the software upgrade package.

In a fourth form, the software upgrading apparatus may be
an intelligent connected vehicle (for example, an intelligent
connected vehicle 601 in FIG. 6), and completes, in coop-
eration with a plurality of components (for example, a T-box
602 and an MDC 603 in FIG. 6) in the intelligent connected
vehicle, a software upgrading method that is performed on
a terminal side and that is provided in embodiments of the
present application. For example, the MDC 603 does not
have an inter-vehicle network communication function,
exchanges signaling or data with the network side device by
using the T-box 602, and coordinates, by using an intra-
vehicle network communication function of the MDC 603,
with another component in the vehicle to store, distribute,
install, or activate upgrade software.

An application scenario of an intelligent connected
vehicle is used as an example below to describe five typical
operation modes (an actual case is not limited to the five
typical operation modes) of a software upgrading apparatus
on a network side provided in embodiments of the present
application, including the following modes:

In a first mode (refer to FIG. 7), all upgrade package
blocks used for software upgrading of a component in an
intelligent connected vehicle 704 are stored in a server 701
on a network side in a centralized manner, and the server 701
is the software upgrading apparatus on the network side
provided in embodiments of the present application. The
server 701 receives storage resource feedback information
from the intelligent connected vehicle 704, and sends
upgrade package block information and each of a plurality
of upgrade package blocks to the intelligent connected
vehicle 704.

In a second mode (refer to FIG. 8), a server 801 is the
software upgrading apparatus on a network side provided in
embodiments of the present application, and a plurality of
upgrade package blocks used for software upgrading of a
component in an intelligent connected vehicle 804 are stored
in a plurality of servers (including, for example, a server 802
and a server 803, and may or may not include a server 801)
on a network side in a distributed manner. The server 801
receives storage resource feedback information from the
intelligent connected vehicle 804, receives at least one
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upgrade package block from each of the server 802 and the
server 803, and sends upgrade package block information
and each of a plurality of upgrade package blocks to the
intelligent connected vehicle 804.

In a third mode (refer to FIG. 9), a server 901 is the
software upgrading apparatus on a network side provided in
embodiments of the present application, and a plurality of
upgrade package blocks used for software upgrading of a
component in an intelligent connected vehicle 904 are stored
in a plurality of servers (including, for example, a server 902
and a server 903, but not including a server 901) on a
network side in a distributed manner. The server 901
receives storage resource feedback information from the
intelligent connected vehicle 904, and sends upgrade pack-
age block information to the intelligent connected vehicle
804. After receiving an upgrade package distribution
instruction sent by the server 901, the server 902 and the
server 903 respectively send, to the intelligent connected
vehicle 904, at least one upgrade package block stored in the
server 902 and at least one upgrade package block stored in
the server 903.

In a fourth mode (refer to FIG. 10), a server 1001 is the
software upgrading apparatus on a network side provided in
embodiments of the present application, and a plurality of
upgrade package blocks used for software upgrading of a
component in an intelligent connected vehicle 1004 are
stored in a plurality of servers (including, for example, a
server 1002, a server 1003, and a server 1001) on a network
side in a distributed manner. The server 1001 receives
storage resource feedback information from the intelligent
connected vehicle 1004, and sends upgrade package block
information to the intelligent connected vehicle 1004. After
receiving an upgrade package distribution instruction sent
by the server 1001, the server 1002 and the server 1003
respectively send, to the intelligent connected vehicle 1004,
at least one upgrade package block stored in the server 1002
and at least one upgrade package block stored in the server
1003. The server 1001 also sends, to the intelligent con-
nected vehicle 1004, at least one upgrade package block
stored in the server 1001.

In a fifth mode (refer to FIG. 11), a server 1101 is the
software upgrading apparatus on a network side provided in
embodiments of the present application, and a plurality of
upgrade package blocks used for software upgrading of a
component in an intelligent connected vehicle 1104 are
stored in a plurality of servers (including, for example, a
server 1102 and a server 1103, and may or may not include
a server 1101) on a network side in a distributed manner. The
server 1101 receives storage resource feedback information
from the intelligent connected vehicle 1104, and sends
upgrade package block information to the intelligent con-
nected vehicle 1104. After receiving an upgrade package
distribution instruction sent by the server 1101, the server
1102 sends, to the intelligent connected vehicle 1104, at least
one upgrade package block stored in the server 1102. The
server 1103 sends, to the server 1101, at least one upgrade
package block stored in the server 1103. The server 1101
sends at least one upgrade package block (including the at
least one upgrade package block stored in server 1103) to the
intelligent connected vehicle 1104.

Embodiment 1 of the present application provides a
software upgrading method performed on a terminal side.
The method is performed by a software upgrading apparatus
on a terminal side (for example, the software upgrading
apparatus 401, the T-box 501, a sub-apparatus in the T-box
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501, or the intelligent connected vehicle 601 described
above). As shown in FIG. 12A and FIG. 12B, the method
includes the following steps.

Step 1201: Receive storage resource information of at
least two components in a terminal, where the storage
resource information includes at least an available storage
capacity of each of the at least two components, and the at
least two components correspond to the at least two avail-
able storage capacities.

Optionally, Embodiment 1 of the present application
includes step 1202: Determine, based on the available stor-
age capacity of each of the at least two components, that an
available storage resource in the terminal satisfies a storage
requirement for terminal software upgrading.

Step 1203: Generate storage resource feedback informa-
tion based on the storage resource information, where the
storage resource feedback information includes at least an
available storage capacity of each component.

Step 1204: Send the storage resource feedback informa-
tion to a network side device.

Step 1205: Receive upgrade package block information
generated by the network side device, where the upgrade
package block information includes at least a one-to-one
correspondence between a plurality of upgrade package
blocks for terminal software upgrading and a plurality of
components for storing the plurality of upgrade package
blocks, and the plurality of components are some or all of the
at least two components.

Step 1206: Generate, based on the upgrade package block
information, at least one piece of indication information
used to indicate the plurality of components to obtain the
plurality of upgrade package blocks, where the plurality of
components are in a one-to-one correspondence with the
plurality of available storage capacities.

Step 1207: Send the at least one piece of indication
information to the plurality of components.

Optionally, Embodiment 1 of the present application
includes step 1208: Send a download instruction to the
plurality of components, where the download instruction is
used to instruct the plurality of components to obtain the
plurality of upgrade package blocks in a one-to-one corre-
spondence with the plurality of components.

Optionally, Embodiment 1 of the present application
includes step 1209: Send an upgrade package distribution
instruction to the plurality of components, where the
upgrade package distribution instruction is used to instruct
the plurality of components to send one or more of the
plurality of upgrade package blocks to at least one compo-
nent in the terminal other than the plurality of components,
and the one or more upgrade package blocks are obtained by
the plurality of components by parsing the plurality of
upgrade package blocks in a one-to-one correspondence
with the plurality of components.

Optionally, Embodiment 1 of the present application
includes step 1210: Send an installation activation instruc-
tion to the plurality of components, where the installation
activation instruction is used to instruct to install and acti-
vate at least one piece of upgrade software in the plurality of
components, and the at least one piece of upgrade software
is obtained by the plurality of components by parsing the
plurality of upgrade package blocks in a one-to-one corre-
spondence with the plurality of components.

Embodiment 2 of the present application provides a
software upgrading method performed on a network side.
The method is performed by a software upgrading apparatus
(for example, the software upgrading apparatus 701, 801,

10

15

20

25

30

35

40

45

50

55

60

65

24

901, 1001, or 1101 described above) on a network side. As
shown in FIG. 13A and FIG. 13B, the method includes the
following steps.

Optionally, Embodiment 2 of the present application
includes step 1301: Send a software upgrading starting
message to a terminal device.

Step 1302: Receive storage resource feedback informa-
tion from the terminal device, where the storage resource
feedback information includes at least an available storage
capacity of each of a plurality of components that are in the
terminal device and that may be used to store a plurality of
upgrade package blocks.

Step 1303: Determine, based on the storage resource
feedback information, that an available storage resource in
the terminal device satisfies a storage requirement for soft-
ware upgrading.

Step 1304: Divide one or more software upgrade pack-
ages into a plurality of upgrade package blocks based on the
storage resource feedback information, where the plurality
of upgrade package blocks are in a one-to-one correspon-
dence with at least some of the available storage capacities
of all the components.

Step 1305: Generate upgrade package block information,
where the upgrade package block information includes at
least a correspondence between the plurality of upgrade
package blocks and the at least some of the available storage
capacities of all the components.

Step 1306: Send the upgrade package block information
to the terminal device.

Optionally, Embodiment 2 of the present application
includes step 1307: Receive at least one of the plurality of
upgrade package blocks from at least one upgrade software
storage apparatus on the network side.

Optionally, Embodiment 2 of the present application
includes step 1308: Send the at least one of the plurality of
upgrade package blocks to the terminal device.

Optionally, Embodiment 2 of the present application
includes step 1309: Send an upgrade package distribution
instruction to the at least one upgrade software storage
apparatus on the network side, where the upgrade package
distribution instruction is used to instruct the at least one
upgrade software storage apparatus on the network side to
send the at least one of the plurality of upgrade package
blocks to the terminal device.

In the software upgrading methods provided in Embodi-
ment 1 and Embodiment 2 of the present application, storage
resources in a plurality of components in the terminal are
fully utilized. In this way, a downloading success rate is
increased, and the methods are more suitable for a require-
ment for software upgrading of a relatively complex termi-
nal (especially an intelligent connected vehicle). In addition,
a plurality of upgrade package blocks may be downloaded
by using external communication resources of the plurality
of components in the terminal. In this way, communication
resources of the terminal are fully utilized, a download speed
is increased, and downloading reliability is improved. More-
over, the plurality of upgrade package blocks may be inde-
pendently verified by a plurality of components, so that a
computing resource in the terminal is fully utilized; and a
case in which upgrading of a component is affected due to
incomplete upgrade software block data of another compo-
nent is avoided.

Embodiment 1 and Embodiment 2 of the present appli-
cation are respectively related to software upgrading meth-
ods performed on a network side and a software upgrading
method performed on a terminal side. Embodiment 3 of the
present application provides a software upgrading method
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performed between two sides: a network side and a terminal
side, and the software upgrading method can be imple-
mented based on a combination of the two software upgrad-
ing methods that are respectively performed on the network
side and the terminal side and that are provided in Embodi-
ment 1 and Embodiment 2 of the present application.
Because there are a relatively large quantity of parallel
solutions in a phase of querying and reporting a storage
resource in a terminal, a phase of performing block division
on a software upgrade package, and a phase of sending
upgrade package block information and indication informa-
tion, the following describes the foregoing several phases in
detail by using FIG. 14 to FIG. 19. It should be noted that,
cross-reference may be made to Embodiment 1, Embodi-
ment 2, and Embodiment 3 of the present application.
Single-side operation steps on a terminal side or a network
side in FIG. 14 to FIG. 19 may also be applied to the
single-side operation methods in Embodiment 1 and
Embodiment 2 of the present application.

FIG. 14 is a flowchart of a phase of querying and reporting
a storage resource in a terminal in Embodiment 3 of the
present application. The phase includes the following steps.

Step 1401: A software upgrading apparatus on a network
side sends, to a terminal software upgrading apparatus, a
message for starting terminal software upgrading.

Step 1402: The terminal software upgrading apparatus
checks its own available storage resource (denoted as t).

Step 1403: The terminal software upgrading apparatus
initiates a storage resource query request to a terminal
component 1 and a terminal component 2.

Step 1404: The terminal component 1 and the terminal
component 2 check their own available storage resources.

Step 1405: The terminal component 1 and the terminal
component 2 report their own available storage resources
(respectively denoted as t, and t;) to the terminal software
upgrading apparatus.

Step 1406: The terminal software upgrading apparatus
calculates a sum of available storage resources in the ter-
minal, that is, calculates a sum of t, t,, and t, to determine
whether the available storage resources in the terminal
satisfy a storage requirement for terminal software upgrad-
ing.

If the available storage resources in the terminal satisfy
the storage requirement for terminal software upgrading, the
following steps are further performed: Step 1407a: The
terminal software upgrading apparatus generates storage
resource feedback information. Step 1408a: The terminal
software upgrading apparatus sends the storage resource
feedback information to the software upgrading apparatus
on the network side.

If the available storage resources in the terminal do not
satisfy the storage requirement for terminal software upgrad-
ing, the following step is further performed: Step 140756: The
terminal software upgrading apparatus returns an error to the
software upgrading apparatus on the network side, and
terminates terminal software upgrading.

It should be noted that, whether the available storage
resources in the terminal satisfy the storage requirement for
terminal software upgrading may be determined by a ter-
minal device or by a network side device.

In a phase of performing block division on a software
upgrade package, after receiving the storage resource feed-
back information sent by the terminal software upgrading
apparatus, the software upgrading apparatus on the network
side divides a plurality of terminal software upgrade pack-
ages into a plurality of upgrade package blocks with hash
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check values. A block division procedure is shown in FIG.
15, and includes the following steps.

Step 1501: Construct N empty sets that are respectively
denoted as I, . . . , and I, and mark a maximum capacity
value in each set by using N variables s,, . . ., and s,, where
s;~t—C, t, is an available storage resource of an i” compo-
nent of the terminal, and C is storage space occupied by a
hash check value.

Step 1502: Arrange M software upgrade packages in
descending order of sizes to obtain package,, package,, . . .
, and package,,, where each software upgrade package
includes data used for software upgrading of one terminal
component and occupies storage space P,.

Step 1503: Place package, in a set I, with a maximum
remaining available capacity starting from a software
upgrade package with a largest size (that is, package,),
where 1=u=<N. and let s,=s,-P,.

If 5,<0 in this case, it indicates that the block division
fails, and the following step is further performed: Step 1505:
Return block division failure information, and terminate
downloading.

If's,,=0 in this case, step 1503 is sequentially performed on
package, to package, ,until package, to package,,can all be
successfully added to the set, and the following step is
further performed: Step 1504: Package each non-empty set
and a corresponding hash value to obtain upgrade package
blocks, which are denoted as J, . . . , and J.. K is a quantity
of non-empty sets. J=I |H,, 1=<i<K, H,, is a hash check value
corresponding to I, and a calculation method is H,=Hash
(I,JIkey,). The software upgrading apparatus on the network
side stores device keys (key,,) corresponding to a plurality of
components (Id,,) in the terminal, and the device keys are the
same as device keys locally stored in the components.

Step 1506: The software upgrading apparatus on the
network side generates a block information package J,.
Content of the block information package J, includes a block
quantity K, a download address Address, of each block J,, a
corresponding download component Id,, and a hash check
value H,.

In the phase of performing block division on a software
upgrade package, a software upgrade package used for a
single to-be-upgraded component of the terminal is used as
a minimum unit, and a software upgrade package that
occupies maximum space is preferably considered and is
allocated to a block with maximum remaining space. The
block division is completed through iteration, and then a
hash check value is calculated for each piece of block data
to prepare for subsequent data integrity verification.

The following describes an execution procedure of a
phase of sending upgrade package block information and
indication information. There are four parallel technical
solutions.

For a first solution, refer to FIG. 16. The solution includes
the following steps.

Step 1601: The terminal software upgrading apparatus
receives upgrade package block information from the soft-
ware upgrading apparatus on the network side.

Step 1602: The terminal software upgrading apparatus
generates, for the terminal component 1, first indication
information used to indicate the terminal component 1 to
obtain one upgrade package block corresponding to the
terminal component 1, and generates, for the terminal com-
ponent 2, second indication information used to indicate the
terminal component 2 to obtain one upgrade package block
corresponding to the terminal component 2.

Step 1603: The terminal software upgrading apparatus
respectively sends the first indication information and the
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second indication information to the terminal component 1
and the terminal component 2.

For a second solution, refer to FIG. 17. The solution
includes the following steps.

Step 1701: The terminal software upgrading apparatus
receives upgrade package block information from the soft-
ware upgrading apparatus on the network side.

Step 1702: The terminal software upgrading apparatus
generates, for the terminal component 1 and the terminal
component 2, one piece of indication information that is
used to indicate the terminal component 1 to obtain an
upgrade package block corresponding to the terminal com-
ponent 1 and indicate the terminal component 2 to obtain an
upgrade package block corresponding to the terminal com-
ponent 2.

Step 1703: The terminal software upgrading apparatus
sends the one piece of indication information to both the
terminal component 1 and the terminal component 2.
Optionally, the terminal software upgrading apparatus may
send the one piece of indication information to the terminal
component 1 and the terminal component 2 simultaneously
or sequentially.

For a third solution, refer to FIG. 18. The solution
includes the following steps.

Step 1801: The terminal software upgrading apparatus
receives upgrade package block information from the soft-
ware upgrading apparatus on the network side.

Step 1802: The terminal software upgrading apparatus
generates, for the terminal component 1 and the terminal
component 2, first indication information that is used to
indicate the terminal component 1 to obtain an upgrade
package block corresponding to the terminal component 1
and indicate the terminal component 2 to obtain an upgrade
package block corresponding to the terminal component 2.

Step 1803: The terminal software upgrading apparatus
sends the first indication information to the terminal com-
ponent 1.

Step 1804: The terminal component 1 forwards the first
indication information to the terminal component 2.

For a fourth solution, refer to FIG. 19. The solution
includes the following steps:

Step 1901: The terminal software upgrading apparatus
receives upgrade package block information from the soft-
ware upgrading apparatus on the network side.

Step 1902: The terminal software upgrading apparatus
generates, for the terminal component 1 and the terminal
component 2, first indication information that is used to
indicate the terminal component 1 to obtain an upgrade
package block corresponding to the terminal component 1
and indicate the terminal component 2 to obtain an upgrade
package block corresponding to the terminal component 2.

Step 1903: The terminal software upgrading apparatus
sends the first indication information to the terminal com-
ponent 1.

Step 1904: The terminal component 1 deletes, from the
first indication information, information related to obtaining
of an upgrade package block by the terminal component 1,
and generates second indication information based on
remaining information in the first indication information.

Step 1905: The terminal component 1 sends the second
indication information to the terminal component 2.

Embodiment 4 and Embodiment 5 of the present appli-
cation provide a software upgrading apparatus on a terminal
side and a software upgrading apparatus on a network side
respectively, as shown in FIG. 20.
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The software upgrading apparatus 20 on the terminal side
provided in Embodiment 4 of the present application
includes:

a receiving unit 2001, configured to receive storage
resource information of at least two components in a termi-
nal and upgrade package block information generated by a
network side device, where the storage resource information
includes at least an available storage capacity of each of the
at least two components, the upgrade package block infor-
mation includes at least a one-to-one correspondence
between a plurality of upgrade package blocks for terminal
software upgrading and a plurality of components for storing
the plurality of upgrade package blocks, and the plurality of
components are some or all components of the at least two
components;

a processing unit 2002, configured to: generate storage
resource feedback information based on the storage resource
information, and generate, based on the upgrade package
block information, at least one piece of indication informa-
tion used to indicate the plurality of components to obtain
the plurality of upgrade package blocks, where the plurality
of components are in a one-to-one correspondence with the
plurality of available storage capacities; and the storage
resource feedback information includes at least the available
storage capacity of each of the at least two components; and

a sending unit 2003, configured to: send the storage
resource feedback information to a network side device, and
send the at least one piece of indication information to the
plurality of components.

The software upgrading apparatus 20 on the terminal side
provided in Embodiment 4 of the present application is, for
example, the software upgrading apparatus 401, the T-box
501, a sub-apparatus in the T-box 501, or the intelligent
connected vehicle 601.

The software upgrading apparatus 20 on the network side
provided in Embodiment 5 of the present application
includes:

a receiving unit 2001, configured to receive storage
resource feedback information from a terminal device,
where the storage resource feedback information includes at
least an available storage capacity of each of a plurality of
components that are in the terminal device and that may be
used to store a plurality of upgrade package blocks;

a processing unit 2002, configured to: divide one or more
software upgrade packages into a plurality of upgrade pack-
age blocks based on the storage resource feedback informa-
tion, and generate upgrade package block information,
where the plurality of upgrade package blocks are in a
one-to-one correspondence with at least some of a plurality
of components, and the upgrade package block information
includes at least a correspondence between the plurality of
upgrade package blocks and the at least some components;
and

a sending unit 2003, configured to send the upgrade
package block information to the terminal device.

The software upgrading apparatus 20 on the network side
provided by Embodiment 5 of the present application is, for
example, the foregoing software upgrading apparatuses 701,
801, 901, 1001, or 1101.

Only one or more of the units in Embodiment 4 and
Embodiment 5 may be implemented by software, hardware,
firmware, or a combination thereof. The software or firm-
ware includes but is not limited to computer program
instructions or code, and may be executed by a hardware
processor. The hardware includes but is not limited to
various integrated circuits, such as a central processing unit
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(CPU), a digital signal processor (DSP), a field program-
mable gate array (FPGA), or an application-specific inte-
grated circuit (ASIC).

Optionally, the receiving units 2001 in Embodiment 4 and
Embodiment 5 may use one or more receiving manners. The
receiving manner includes but is not limited to receiving a
parameter through cellular communication, Wi-Fi (Wireless
Fidelity, wireless local area network), WiMAX (Worldwide
Interoperability for Microwave Access), Bluetooth (Blu-
etooth communications technology), ZigBee (ZigBee com-
munications technology), optical communication, satellite
communication, infrared communication, transmission line
communication, a hardware interface, or a cable on a hard-
ware circuit board, or obtaining a parameter from a software
module, or reading information from a memory.

Optionally, the receiving unit 2001 in Embodiment 4 and
Embodiment 5 includes a plurality of receiving subunits,
and the plurality of receiving subunits each are configured to
receive storage resource information of at least one of the at
least two components in the terminal. Optionally, the plu-
rality of receiving subunits are located in a plurality of
different components in the terminal. Optionally, the plural-
ity of receiving subunits receive the storage resource infor-
mation in at least one receiving manner. The receiving
manner includes but is not limited to receiving a parameter
through cellular communication, Wi-Fi (Wireless Fidelity,
wireless local area network), WiIMAX (Worldwide Interop-
erability for Microwave Access), Bluetooth (Bluetooth com-
munications technology), ZigBee (ZigBee communications
technology), optical communication, satellite communica-
tion, infrared communication, transmission line communi-
cation, a hardware interface, or a cable on a hardware circuit
board, or obtaining a parameter from a software module, or
reading information from a memory.

Optionally, the sending units 2003 in Embodiment 4 and
Embodiment 5 may use one or more sending manners. The
sending manner includes but is not limited to sending a
parameter through cellular communication, Wi-Fi (Wireless
Fidelity, wireless local area network), WiMAX (Worldwide
Interoperability for Microwave Access), Bluetooth (Blu-
etooth communications technology), ZigBee (ZigBee com-
munications technology), optical communication, satellite
communication, infrared communication, transmission line
communication, a hardware interface, or a cable on a hard-
ware circuit board, or entering a parameter to a software
module, or writing information into a memory.

Optionally, the sending units 2003 in Embodiment 4 and
Embodiment 5 include a plurality of sending subunits, and
the plurality of sending subunits each are configured to send
the at least one piece of indication information to the
plurality of components. Optionally, the plurality of sending
subunits are located in a plurality of different components in
the terminal. Optionally, the plurality of sending subunits
send the storage resource information in at least one sending
manner. The sending manner includes but is not limited to
sending a parameter through cellular communication, Wi-Fi
(Wireless Fidelity, wireless local area network), WiMAX
(Worldwide Interoperability for Microwave Access), Blu-
etooth (Bluetooth communications technology), ZigBee
(ZigBee communications technology), optical communica-
tion, satellite communication, infrared communication,
transmission line communication, a hardware interface, or a
cable on a hardware circuit board, or entering a parameter to
a software module, or writing information into a memory.

Embodiment 6 of the present application provides a
software upgrading system. Refer to FIG. 21, the system
includes a network-side software upgrading apparatus 2101
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and a terminal software upgrading apparatus 2105. The
network-side software upgrading apparatus 2101 includes a
receiving unit 2102, a processing unit 2103, and a sending
unit 2104. The terminal software upgrading apparatus 2105
includes a sending unit 2106, a processing unit 2107, and a
receiving unit 2108. The network-side software upgrading
apparatus 2101 and the terminal software upgrading appa-
ratus 2105 may be implemented with reference to Embodi-
ment 4 and Embodiment 5 of the present application respec-
tively.

Embodiment 7 of the present application provides another
software upgrading apparatus on a terminal side. Refer to
FIG. 22, the apparatus includes a memory 2201, a processor
2202, and a transceiver 2203. The memory 2201 stores
computer program instructions. The processor 2202 runs the
computer program instructions to execute the software
upgrading method on the terminal side described in Embodi-
ment 1. The transceiver 2203 is configured to receive the
storage resource information or the upgrade package block
information, or configured to send at least one of the storage
resource feedback information, the at least one piece of
indication information, the download instruction, the
upgrade package distribution instruction, and the installation
activation instruction.

The software upgrading apparatus on the terminal side
provided in Embodiment 7 of the present application is, for
example, the software upgrading apparatus 401, the T-box
501, a sub-apparatus in the T-box 501, or the intelligent
connected vehicle 601. The following separately describes
an implementation of Embodiment 7 of the present appli-
cation on a specific component in an intelligent terminal by
using an example in which the software upgrading apparatus
is implemented on a T-box (refer to FIG. 23) and a man-
machine interaction controller (refer to FIG. 24).

For example, an internal composition structure of the
T-box is a structure of a T-box 23 shown in FIG. 23. The
T-box 23 includes a GPS (Global Positioning System)
antenna, a 3G/4G antenna, a C-V2X (Cellular Vehicle-to-
Everything) antenna, a WLAN (Wireless Local Area Net-
work) antenna, and a plurality of radio frequency units,
which are used for communication between a vehicle and an
extranet. A system-on-a-chip (SOC) integrates a processor,
a memory, a system-level chip control logic module, a
plurality of interface control modules, and a plurality of
interconnection buses, and is configured to provide a func-
tion such as control, computation, or storage for the T-box
23. As an implementation form of the processor, a micro
control unit may also provide a control or computation
function for the T-box 23. When gaining access to a cellular
communications network as a mobile communications ter-
minal, an intelligent connected vehicle uses an embedded
SIM (Subscriber Identity Module) card in the T-box 23 to
identify an identity. An embedded multimedia card provides
a storage function for the T-box 23. A security hardware
module provides a security protection function for the
intelligent connected vehicle to gain access the extranet. A
power management unit provides power supply manage-
ment for the T-box 23. In addition, the T-box 23 further
interacts with another component in the vehicle through a
plurality of buses (for example, a CAN bus and an Ethernet
bus) and interfaces (for example, a microphone interface and
a speaker interface).

The memory 2201 in Embodiment 7 may be implemented
by using the memory integrated in the system-on-a-chip or
another internal storage unit (for example, the embedded
multimedia card) in FIG. 23. The processor 2202 may be
implemented by using the micro control unit or the proces-
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sor integrated in the system-on-a-chip in FIG. 23. The
transceiver 2203 may be implemented by using the radio
frequency unit, the GPS antenna, the 3G/4G antenna, the
C-V2X antenna, the WLAN antenna, the CAN (Controller
Area Network) bus, the Ethernet bus or a pin connector in
FIG. 23.

For example, an internal composition structure of the
man-machine interaction controller is a structure of a man-
machine interaction controller 24 in FIG. 24, and the con-
troller includes a Wi-Fi (Wireless Fidelity, wireless local
area network) communications module and a Bluetooth
communications module used for communication between a
vehicle and an extranet. A system-on-a-chip (SOC) inte-
grates a processor, a memory, a system-level chip control
logic module, a plurality of interface control modules, and a
plurality of interconnection buses, and provides a function
such as control, computation, or storage for the man-ma-
chine interaction controller 24. As an implementation form
of the processor, a micro control unit may also provide a
control or computation function for the man-machine inter-
action controller 24. A multimedia processor provides a data
processing function for multimedia information such as an
image, audio, and a video. The man-machine interaction
controller 24 obtains signal input from various camera
sensors through an LVDS (Low-Voltage Differential Signal)
interface, and obtains data input from a microphone through
an analog signal interface. The man-machine interaction
controller 24 provides signal output for a USB panel, a
central control panel, a control panel, an instrument panel,
and a windshield head-mounted display through a USB
(Universal Serial Bus) port or the LVDS interface. In addi-
tion, the man-machine interaction controller 24 is further
connected to an in-vehicle network gateway, to perform
in-vehicle network communication with an in-vehicle com-
ponent such as a T-box.

The memory 2201 in Embodiment 7 may be implemented
by using the memory integrated in the system-on-a-chip or
another internal storage unit (for example, an embedded
multimedia card) in FIG. 24. The processor 2202 may be
implemented by using a microcontroller or the processor
integrated in the system-on-a-chip in FIG. 24. The trans-
ceiver 2203 may be implemented by using the Wi-Fi (Wire-
less Fidelity, wireless local area network) communications
module, the Bluetooth communications module, or the com-
munications bus between the in-vehicle network gateways in
FIG. 24.

Embodiment 8 of the present application provides still
another software upgrading apparatus on a network side.
Refer to FIG. 22, the apparatus includes a memory 2201, a
processor 2202, and a transceiver 2203. The memory 2201
stores computer program instructions. The processor 2202
runs the computer program instructions to execute the
software upgrading method on the network side described in
Embodiment 2, and is configured to receive the storage
resource feedback information or at least one of the plurality
of'upgrade package blocks, or configured to send at least one
of the upgrade package block information, the software
upgrading start message, the upgrade package distribution
instruction, and the at least one upgrade package block.

The software upgrading apparatus on the network side
provided by Embodiment 8 of the present application is, for
example, the foregoing software upgrading apparatuses 701,
801, 901, 1001, or 1101.

The processors in Embodiment 7 and Embodiment 8 of
the present application include but are not limited to various
CPUs. DSPs, microcontrollers, microprocessors, or artificial
intelligence processors.

10

15

20

25

30

35

40

45

50

55

60

65

32

The transceivers in Embodiment 7 and Embodiment 8 of
the present application include but are not limited to a
communication interface, a communications module, or a
communications connector. A communication form of the
transceiver includes but is not limited to 2G (2nd generation
mobile communications technology), 3G (3rd generation
mobile communications technology), 4G (4th generation
mobile communications technology), 5G (5th generation
mobile communications technology), and Wi-Fi (Wireless
Fidelity, wireless local area network), WiMAX (Worldwide
Interoperability for Microwave Access), Bluetooth (Blu-
etooth communications technology), ZigBee (ZigBee com-
munications technology), optical communication, satellite
communication, infrared communication, and the like.

A person skilled in the art may clearly understand that,
descriptions of embodiments provided in this application
may be mutually referenced. For ease and brevity of descrip-
tion, for example, for functions of the apparatuses and
devices and performed steps that are provided in embodi-
ments of this application, refer to related descriptions in
method embodiments of this application. Reference can also
be made between various method embodiments and between
various apparatus embodiments.

A person skilled in the art may understand that all or some
of the steps of the method embodiments may be imple-
mented by using hardware related to a program instruction.
The program may be stored in a computer-readable storage
medium. When the program is executed, some or all of the
steps of the method embodiments are performed. The fore-
going storage medium includes various media that can store
program code, such as a ROM, a RAM, a magnetic disk, or
an optical disc.

All or some of the foregoing embodiments may be
implemented by using software, hardware, firmware, or any
combination thereof. When software is used to implement
embodiments, all or some of embodiments may be imple-
mented in a form of a computer program product. The
computer program product includes one or more computer
instructions. When the computer program instructions are
loaded and executed on a computer, all or some of the
procedures or functions according to embodiments of the
present application are generated. The computer may be a
general-purpose computer, a dedicated computer, a com-
puter network, or another programmable apparatus. The
computer instructions may be stored in a computer-readable
storage medium or may be transmitted from a computer-
readable storage medium to another computer-readable stor-
age medium. For example, the computer instructions may be
transmitted from a website, computer, server, or data center
to another website, computer, server, or data center in a
wired (for example, a coaxial cable, an optical fiber, or a
digital subscriber line (DSL)) or wireless (for example,
infrared, radio, or microwave) manner. The computer-read-
able storage medium may be any usable medium accessible
by the computer, or a data storage device, such as a server
or a data center, integrating one or more usable media. The
usable medium may be a magnetic medium (for example, a
floppy disk, a hard disk, or a magnetic tape), an optical
medium (for example, a DVD), a semiconductor medium
(for example, a solid-state drive Solid-State Drive (SSD)), or
the like.

In the several embodiments provided in this application,
it should be understood that the disclosed system, apparatus,
and method may be implemented in other manners without
departing from the scope of this application. For example,
the described embodiment is merely an example. For
example, division into the modules or units is merely logical
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function division and may be other division in actual imple-
mentation. For example, a plurality of units or components
may be combined or integrated into another system, or some
features may be ignored or not performed. The units
described as separate parts may or may not be physically
separate, and parts displayed as units may or may not be
physical units, may be located in one position, or may be
distributed on a plurality of network units. Some or all the
modules may be selected according to an actual need to

achieve the objectives of the solutions of embodiments. A 10

person of ordinary skill in the art may understand and
implement embodiments without creative efforts.

In addition, the schematic diagrams illustrating the sys-
tem, apparatus, method, and different embodiments may be
combined or integrated with other systems, modules, tech-
nologies or methods without departing from the scope of this
application. In addition, the displayed or discussed mutual
couplings or direct couplings or communication connections
may be implemented through some interfaces. The indirect
couplings or communication connections between the appa-
ratuses or units may be implemented in electronic, mechani-
cal, or other forms.

The foregoing descriptions are merely specific implemen-
tations of this application, but are not intended to limit the
protection scope of this application. Any variation or
replacement readily figured out by a person skilled in the art
within the technical scope disclosed in this application shall
fall within the protection scope of this application. There-
fore, the protection scope of this application shall be subject
to the protection scope of the claims.

What is claimed is:

1. An upgrading apparatus, comprising:

at least one processor; and

one or more memories coupled to the at least one pro-

cessor and storing program instructions for execution

by the at least one processor to:

send storage-resource-feedback-information to a net-
work side device, wherein the storage-resource-feed-
back-information is used to indicate an available
storage capacity of each of multiple components in a
terminal; and

receive, from the network side device, upgrade-pack-
age-block-information, wherein the upgrade-pack-
age-block-information is used to indicate a one-to-
one correspondence between at least two upgrade-
package-blocks for upgrading the terminal and at
least two of the multiple components, and wherein
the at least two of the multiple components are used
to store the at least two upgrade-package-blocks.

2. The upgrading apparatus according to claim 1, wherein
the upgrade-package-block-information comprises at least
one of:

verification information of the at least two upgrade-

package-blocks;

at least one address for downloading the at least two

upgrade-package-blocks; or

a quantity of the at least two upgrade-package-blocks.

3. The upgrading apparatus according to claim 1, wherein
the one or more memories store the program instructions for
execution by the at least one processor to:

receive multiple pieces of storage-resource-information

from the multiple components, wherein the multiple
pieces of storage-resource-information are used to indi-
cate the available storage capacity of each of the
multiple components, and wherein the storage-re-
source-feedback-information is generated based on the
multiple pieces of storage-resource-information;
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send indication-information to at least one of the at least
two of the multiple components, wherein the indica-
tion-information is used to obtain the at least two
upgrade-package-blocks by the at least two of the
multiple components, and wherein the indication-infor-
mation is generated base on the upgrade-package-
block-information.
4. The upgrading apparatus according to claim 3, wherein
the indication-information comprises at least one of:
an address for downloading an upgrade-package-block;
verification information of an upgrade-package-block;
an external communication resource used by the at least
one of the at least two of the multiple components to
obtain an upgrade-package-block; or
time information for obtaining an upgrade-package-
block.
5. The upgrading apparatus according to claim 3, wherein:
the indication-information is multiple pieces of indica-
tion-information;
the multiple pieces of indication-information are in a
one-to-one correspondence with the at least two of the
multiple components; and
the one or more memories store the program instructions
for execution by the at least one processor to:
send each of the multiple pieces of indication-informa-
tion to a corresponding component of the at least two
of the multiple components.
6. The upgrading apparatus according to claim 3, wherein:
the indication-information is one piece of indication-
information; and
the one or more memories store the program instructions
for execution by the at least one processor to:
send the one piece of indication-information to at least
one of the at least two of the multiple components.
7. An upgrading apparatus, comprising:
at least one processor; and
one or more memories coupled to the at least one pro-
cessor and storing program instructions for execution
by the at least one processor to:
receive multiple pieces of storage-resource-informa-
tion from multiple components in a terminal,
wherein the multiple pieces of storage-resource-
information are used to indicate an available storage
capacity of each of the multiple components; and
send indication-information to at least one of the mul-
tiple components, wherein the indication-informa-
tion is used to obtain at least two upgrade-package-
blocks for upgrading the terminal by at least two of
the multiple components, wherein the at least two of
the multiple components are used to store the at least
two upgrade-package-blocks, and wherein the at
least two upgrade-package-blocks are in a one-to-
one correspondence with the at least two of the
multiple components.
8. The upgrading apparatus according to claim 7, wherein
the indication-information comprises at least one of:
an address for downloading tan upgrade-package-block;
verification information of an upgrade-package-block;
an external communication resource used by the at least
one of the multiple components to obtain an upgrade-
package-block; or
time information for obtaining the upgrade-package-
block.
9. The upgrading apparatus according to claim 7, wherein:
the indication-information is multiple pieces of indica-
tion-information;
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the multiple pieces of indication-information are in a
one-to-one correspondence with the at least two of the
multiple components; and

the one or more memories store the program instructions
for execution by the at least one processor to:
send each of the multiple pieces of indication-informa-

tion to a corresponding component of the at least two
of the multiple components.

10. The upgrading apparatus according to claim 7,
wherein:

the indication-information is one piece of indication-
information; and

the one or more memories store the program instructions
for execution by the at least one processor to:
send the one piece of indication-information to at least

one of the at least two of the multiple components.
11. The upgrading apparatus according to claim 7,
wherein the one or more memories store the program
instructions for execution by the at least one processor to:
send storage-resource-feedback-information to a network
side device, wherein the storage-resource-feedback-
information is generated based on the multiple pieces
of storage-resource-information and used to indicate an
available storage capacity of each of the multiple
components;
receive upgrade-package-block-information from the net-
work side device, where the upgrade-package-block-
information is used to indicate the one-to-one corre-
spondence, and wherein the indication-information is
generated base on the upgrade-package-block-informa-
tion.
12. The upgrading apparatus according to claim 11,
wherein the upgrade-package-block-information comprises
at least one of:
verification information of the at least two upgrade-
package-blocks;
at least one address for downloading the at least two
upgrade-package-blocks; or
a quantity of the at least two upgrade-package-blocks.
13. An upgrading apparatus, comprising:
at least one processor; and
one or more memories coupled to the at least one pro-
cessor and storing program instructions for execution
by the at least one processor to:
receive storage-resource-feedback-information from a
terminal, wherein the storage-resource-feedback-in-
formation is used to indicate an available storage
capacity of each of multiple components in the
terminal;

generate, based on the storage-resource-feedback-in-
formation, at least two upgrade-package-blocks for
upgrading the terminal, wherein the at least two
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upgrade-package-blocks are in a one-to-one corre-
spondence with at least two of the multiple compo-
nents; and

send upgrade-package-block-information to the termi-
nal, wherein the upgrade-package-block-information
is used to obtain the at least two upgrade-package-
blocks by the at least two of the multiple compo-
nents.

14. The upgrading apparatus according to claim 13,
wherein the upgrade-package-block-information comprises
at least one of:

verification information of the at least two upgrade-

package-blocks;

at least one address for downloading the at least two

upgrade-package-blocks; or

a quantity of the at least two upgrade-package-blocks.

15. The upgrading apparatus according to claim 13,
wherein the one or more memories store the program
instructions for execution by the at least one processor to:

send an upgrade-package-distribution-instruction to an

upgrade-software-storage-apparatus on a network side,
where the upgrade-package-distribution-instruction is
used to instruct the upgrade-software-storage-appara-
tus to send at least one of the at least two upgrade-
package-blocks to the terminal.

16. The upgrading apparatus according to claim 13,
wherein the one or more memories store the program
instructions for execution by the at least one processor to:

send at least one of the at least two upgrade-package-

blocks to the terminal.

17. The upgrading apparatus according to claim 16,
wherein the one or more memories store the program
instructions for execution by the at least one processor to:

receive the at least one of the at least two upgrade-

package-blocks from an upgrade-software-storage-ap-
paratus on a network side.

18. The upgrading apparatus according to claim 13,
wherein the at least two upgrade-package-blocks are gener-
ated by dividing at least one package for upgrading the
terminal.

19. The upgrading apparatus according to claim 13,
wherein the upgrade-package-block-information is used to
indicate the one-to-one correspondence.

20. The upgrading apparatus according to claim 13,
wherein the one or more memories store the program
instructions for execution by the at least one processor to:

determine, based on the storage-resource-feedback-infor-

mation, that an available storage resource in the termi-
nal satisfies a storage requirement for upgrading the
terminal.



