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step of verifying that the first piece of data and the second
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1
METHOD OF VERIFYING A
MICROCIRCUIT CARD, METHOD OF
PERSONALIZING A MICROCIRCUIT CARD,
RELATED MICROCIRCUIT CARD AND
ELECTRONIC DEVICE

BACKGROUND OF THE INVENTION
Field of the Invention

The present application claims the benefit of French
patent application No. 20 08 681 filed Aug. 25, 2020, which
is hereby incorporated by reference herein in its entirety.

Description of the Related Art

The present invention relates to the technical field of
microcircuit cards.

More specifically, it relates to a method for verifying a
microcircuit card accommodated (or housed) in an elec-
tronic device, a method for personalizing (or customizing) a
microcircuit card, a microcircuit card, and an electronic
device configured to accommodate (or house) a microcircuit
card.

Mobile telephones generally have two locations for
accommodating (or housing) two microcircuit cards. One of
these two microcircuit cards comprises a module for iden-
tification within a mobile telephone network, usually called
a “SIM card.” The other of the two cards may optionally
comprise either another SIM card or a card comprising a
memory module, general a “micro SD” card.

There are known microcircuit cards comprising both a
module for identification within a mobile telephone network
and a memory module. The use of such cards is advanta-
geous because it makes it possible to diversify the possi-
bilities for using the housing locations of mobile telephones.

SUMMARY OF THE INVENTION

In this context, the invention provides a method for
verifying a microcircuit card accommodated (or housed) in
an electronic device, the microcircuit card comprising a
module for identification within a mobile telephone network
storing a first piece of data, and a memory module storing a
second piece of data, comprising a step of verifying that the
first piece of data and the second piece of data comply with
(i.e. follow) a predetermined rule.

In this way, the identification module and the memory
module of the microcircuit card are assured of being the ones
initially expected on the microcircuit card, and are assured
of being properly configured as intended by the designer
and/or manufacturer of the microcircuit card.

In practice, the method may comprise a step in which a
data frame coming from the identification module is
received by the electronic device; said first piece of data can
then be located in a defined location in the received data
frame.

In addition, the method may comprise a step of reading
the second piece of data in a predetermined location of a data
table stored in the memory module.

It is also possible to have the method comprise a step of
locking the microcircuit card (and/or a step of displaying an
error message) if the first piece of data and the second piece
of data do not follow the predetermined rule.

For example, in practice the verification may consist in
determining whether the first piece of data is equal to the
second piece of data.
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The first piece of data is stored, for example, in the
identification module within a memory area that cannot be
modified by the user (in other words, with read-only access
for the user).

Furthermore, the second piece of data may be stored in the
memory module within a memory area that cannot be
modified by the user (in other words, with read-only access
for the user).

The invention also provides a method for personalizing
(or customizing) a microcircuit card comprising a module
for identification within a mobile telephone network, and a
memory module, comprising steps of:

retrieving a piece of data stored in the memory module,

recording the retrieved stored piece of data in the identi-

fication module.

The retrieved stored piece of data may in practice be
recorded in a storage area dedicated to a defined location in
a data frame to be transmitted.

The invention also provides a method for personalizing
(or customizing) a microcircuit card comprising a module
for identification within a mobile telephone network, and a
memory module, comprising steps of:

retrieving a piece of data stored in the identification

module,

recording of the retrieved stored data in a predetermined

location of a data table stored in the memory module.

Furthermore, the invention provides a microcircuit card
comprising a module for identification within a mobile
telephone network storing a first piece of data, and a
memory module storing a second piece of data, wherein the
first piece of data and the second piece of data comply with
(i.e. follow) a predetermined rule.

According to a conceivable embodiment, the first piece of
data and the second piece of data can be identical. As a
variant, the first piece of data and the second piece of data
verify a particular relationship.

Lastly, the invention provides an electronic device con-
figured to accommodate (or house) a microcircuit card
comprising a module for identification within a mobile
telephone network storing a first piece of data, and a
memory module storing a second piece of data, the elec-
tronic device comprising a processor programmed for veri-
fying that the first piece of data and the second piece of data
comply with (i.e. follow) a predetermined rule.

The electronic device can thus be equipped with the
microcircuit card and can then include the microcircuit card.

This electronic device and/or this microcircuit card can
further include certain optional features presented above in
terms of method.

Naturally, the various features, variants, and embodiments
of the invention can be combined with each other in various
combinations to the extent that they are not mutually incom-
patible or exclusive.

BRIEF DESCRIPTION OF THE DRAWINGS

In addition, various other features of the invention will
become apparent from the following description, provided
in reference to the drawings, which illustrate non-limiting
embodiments of the invention, and in which:

FIG. 1 is a schematic diagram of a microcircuit card
according to the invention,

FIG. 2 is a logic diagram showing a first conceivable
method for personalizing the microcircuit card of FIG. 1,

FIG. 3 is a logic diagram showing a second conceivable
method for personalizing the microcircuit card of FIG. 1,
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FIG. 4 shows a schematic diagram of an electronic device
equipped with the microcircuit card of FIG. 1, and

FIG. 5 is a logic diagram showing a method for verifying
a microcircuit card according to the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The microcircuit card 2 shown in FIG. 1 comprises a
module for identification within a mobile telephone network
4 (or SIM, which stands for “Subscriber Identity Module™),
a memory module 6, a first interface 8, and a second
interface 10.

These various components are mounted on a substrate 16
(made of plastic material), generally rectangular in shape
and described later herein.

The microcircuit card 2 (and therefore in practice the
substrate 16) has, for example, a thickness of between 0.5
mm and 0.9 mm (preferably between 0.6 mm and 0.8 mm).

The identification module 4 stores, for example, a cryp-
tographic key used in particular during an authentication
process when making a connection in the mobile telephone
network in question.

The first interface 8 is designed to make a connection
between the identification module 4 and an external elec-
tronic device as explained below.

Here, the first interface 8 comprises a plurality of contact
pads 12 (here, there are precisely six contact pads 12) flush
with the surface of the substrate 16. In the described
example, the contact pads 12 are arranged in two rows (in
this case, two rows of three contact pads 12 each) spaced
apart (typically by more than 2 mm).

Here, the first interface 8 is made in accordance with ETSI
standard “7S 102 221 V15.0.0 Smart Cards; UICC terminal
interface; Physical and logical characteristics.” In this
context in particular, each contact pad 12 is between 2 mm
and 2.2 mm wide and between 2.3 mm and 2.5 mm long.
Furthermore, the above-mentioned spacing between rows
may be between 4.6 mm and 5.6 mm.

As shown in FIG. 1, the contact pads 12 in the same row
are aligned and two neighboring contact pads 12 in the same
row are spaced apart by a distance of between 0.3 mm and
0.6 mm (preferably between 0.4 mm and 0.5 mm).

The identification module 4 is connected to at least some
of the contact pads 12 of the first interface 8 so as to be able
to make a connection to an external electronic device as
mentioned earlier (in practice, this connection is generally to
a processor of this external electronic device) and thus
exchange data with the external electronic device (that is, in
practice, with the processor of the external electronic
device).

The second interface 10 is designed to make a connection
between the memory module 6 and the external electronic
device mentioned earlier, as explained below.

Here, the second interface 10 comprises a plurality of
contact pads 14 (precisely eight contact pads 14 in the
present case) flush with the surface of the substrate 16. In the
described example, the contact pads 14 are aligned along an
edge 24 (called front edge 24 hereinafter) of the substrate 16.

Here, the second interface 10 is made in accordance with
the “Physical Layer Specification Ver 3.0” issued by the “SD
Card Association.” In this case in particular, two neighbor-
ing contact pads 14 are spaced apart, for example, by a
distance of between 0.1 mm and 0.5 mm.

The memory module 6 is connected electrically to at least
some of the contact pads 14 of the second interface 10 so as
to be able to make a connection to an external electronic
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device as mentioned earlier (in practice, this connection is
generally to a processor of this external electronic device)
and thus exchange data with the external electronic device
(that is, in practice, with the processor of the external
electronic device).

The substrate 16 comprises a front area 18 and a back area
20. (The directions of front and back are merely for the sake
of clarity of the description; the front corresponds to the
areas located toward the top in FIG. 1.)

The front area 18 bears the contact pads 14 of the second
interface 10 and ends (toward the front) with the front edge
24. As for the back area 20, it bears the contact pads 12 of
the first interface 8.

The substrate 16 has a first lateral edge 26 (on the left in
FIG. 1) and a second lateral edge 28 (on the right in FIG. 1)
each of which extends from front edge 24 to a back edge 30.

At the front area 18, the substrate 16 has a first width (that
is, a first distance between the lateral edges 26 and 28) and,
at the back area 20, a second width (that is, a second distance
between the lateral edges 26 and 28), the second width here
being greater than the first width (in other words: the second
distance being greater than the first distance).

In order to comply with the aforementioned specification,
in particular, the first width (or first distance) is, for example,
between 9 mm and 10.4 mm and/or the second width (or
second distance) is, for example, between 10.5 mm and 11.5
mm. As for the length of substrate 16 (that is, the distance
between the front edge 24 and the back edge 30), in this case
it is, for example, between 14.5 mm and 15.5 mm

As can be seen in FIG. 1, the second lateral edge 28 is
straight (or rectilinear). As for the first lateral edge 26, it
comprises a first straight part at the front area 18, a second
straight part in the back area 20, and an elbowed part
between the first straight part and the second straight part.

Here, the first lateral edge 26 furthermore defines a recess
22 (formed in practice by a hollow in the aforementioned
second straight part) at the back area 20.

FIG. 2 shows, in the form of a logic diagram, a first
conceivable method for personalizing (or customizing) the
microcircuit card 2.

According to this method, the memory module 6 is
personalized (or customized) in advance in step E2. This
step E2 is performed, for example, by means of an electronic
device of the manufacturer of the memory module 6, this
electronic device being in communication with the memory
module 6 via the second interface 10 described above.

During this step E2, data that will subsequently be usable
for the operation of the memory module 6 are therefore
written to the memory module 6. In particular, a piece of
data referred to hereinafter as “verification data” is written
to a predetermined location (or space) in a data table. In
practice, this location can be located in a memory area that
cannot be modified by the user (that is, read-only access for
the user).

In the exampled described here, the predetermined loca-
tion is a dedicated location (or space) for the serial number
(PSN field) in the card identification table (CID table, CID
standing for “Card Identification”). As an example, the piece
of verification data written (in step E2) to this location is the
string of bytes (in this case a string of four bytes):
64411931h (h indicating a hexadecimal notation).

As for subsequent steps E4 and E6 described below, they
are implemented later during the personalization (or cus-
tomization) of identification module 4 by means of a dedi-
cated electronic device (for example, a personalization
machine), generally separate from the manufacturer’s elec-
tronic device mentioned earlier.
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This dedicated electronic device is in communication with
memory module 6 by means of the second interface 10, and
in communication with the identification module 4 by means
of the first interface 8.

The method of FIG. 2 then comprises a step E4 of
retrieving the piece of verification data stored in the memory
module 6, in this case by reading this verification data in the
predetermined location of the above-mentioned data table
(this reading is done by the dedicated electronic device in
charge of personalizing the identification module 4). The
read piece of data here is: 64411931h, as indicated earlier.

The method of FIG. 2 then comprises a step E6 of
recording (that is, writing) the piece of verification data
retrieved in step E4 to the identification module 4, this
recording being done in a storage area dedicated to a defined
location (e.g. a defined field) in a data frame to be trans-
mitted.

In the example described here, this storage area is the one
that stores, in the identification module 4, the pre-issuing
data contained in the historical bytes of the answer to reset
(or ATR) supplied by identification module 4 according to
standard ISO 7816.

In practice, this storage location can, in practice, be
located in a memory area that cannot be modified by the user
(that is, read-only access for the user).

FIG. 3 shows, in the form of a logic diagram, a second
conceivable method for personalizing (or customizing) the
microcircuit card 2.

According to this method, identification module 4 is
personalized in advance in a step E10, for example by a
personalization machine of the manufacturer of the identi-
fication module 4 or a personalization machine operated on
behalf of the telephone network operator (the telephone
network operator managing the mobile telephone network
associated with the identification module 4).

This personalization machine is then in communication
with the identification module 4 via the first interface 8.

During this step E10, data that will subsequently be usable
for the operation of the identification module 4 are therefore
written to the identification module 4. In particular, a piece
of data referred to hereinafter as “verification data” is written
to a storage area dedicated to a location defined in a data
frame to be transmitted. In practice, this storage location
can, in practice, be located in a memory area that cannot be
modified by the user (that is, read-only access for the user).

In the example described here, this storage area is the one
that stores, in the identification module 4, the pre-issuing
data contained in the historical bytes of the answer to reset
(or ATR) supplied by identification module 4 according to
standard ISO 7816.

As an example, the following four bytes are stored during
this step E10: 64411931h as the first (four) bytes of the
pre-issuing data. Here, the first byte of these four bytes,
having a value of 64h in this case, corresponds in addition
to the tag 6h indicative of pre-issuing data, and to the length
4h of the pre-issuing data, in accordance with standard ISO
7816.

As for subsequent steps E12 and E14 described below,
they are implemented later during the personalization of the
memory module 6 by means of a dedicated electronic
device, generally separate from the personalization machine
mentioned earlier.

This dedicated electronic device is in communication with
memory module 6 by means of the second interface 10, and
in communication with the identification module 4 by means
of the first interface 8.
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The method of FIG. 3 then comprises a step E12 of
retrieving the piece of verification data stored in identifica-
tion module 4.
In the example described here, this step E12 is performed
(by means of the dedicated electronic device) by resetting
the identification module 4, receiving a data frame (here, the
answer to reset) issued by the identification module 4, and
extracting the piece of verification data from this data frame
(this piece of verification data being located in a defined
location of the data frame, this location being, in this case,
that of the pre-issuing data contained in the historical bytes
of'the answer to reset, precisely that of the first four bytes of
the pre-issuing data).
The retrieved (extracted) bytes here are the following
bytes: 64411931h.
The method of FIG. 3 then comprises a recording (i.e.
writing) step E14 for recording the piece of verification data
in a predetermined location of a data table stored in the
memory module 4. In practice, this location can be located
in a memory area that cannot be modified by the user (that
is, read-only access for the user).
In the exampled described here, the predetermined loca-
tion is a dedicated location (or space) for the serial number
(PSN field) in the card identification table (CID table, CID
standing for “Card Identification™). According to the afore-
mentioned example, the piece of verification data recorded
in this location is the string of bytes: 64411931h.
The method of FIG. 2 and the method of FIG. 3 thus allow
microcircuit card 2 to store the same piece of verification
data:
in the identification module 4, in the storage area dedi-
cated to the location (e.g. field) defined in the data
frame to be transmitted by identification module 4;

in the predetermined location (or space) of the data table
stored in the memory module 6.

As a variant, a first piece of verification data stored in said
storage area of the identification module 4 and a second
piece of verification data stored in the predetermined loca-
tion of the data table stored in memory module 6 can be
different but comply with a predetermined rule. As an
example, such a predetermined rule could specify that the
combination by exclusive OR (or XOR) of the first piece of
data and the second piece of data is zero.

FIG. 4 shows a schematic diagram of an electronic device
32 equipped with the microcircuit card 2.

Here, this electronic device 32 is a multifunction mobile
terminal (sometimes referred to as a “smartphone”). How-
ever, as a variant, it could be another type of electronic
device, for example a telematics module of a motor vehicle.

The electronic device 32 comprises a processor 34, a user
interface 36 (here a screen, such as a touchscreen), and a
card reader 38.

The card reader 38 comprises a housing designed to
accommodate the microcircuit card 2, and contact terminals
(not shown) designed to cooperate with, on the one hand, the
contact pads 12 of the first interface 8 and, on the other hand,
the contact pads 14 of the second interface 10.

These contact terminals make it possible to make separate
electrical connections from the first interface 8 and from the
second interface 10 to the processor 34.

Thus, when the microcircuit card 2 is accommodated (or
housed) in the card reader 38, the processor 34 can exchange
data with the identification module 4 via the first interface 8
and, independently, with the memory module 6 via the
second interface 10.

The processor 34 is in addition connected to the user
interface 36 and in particular can control the display of
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messages intended for the user on this user interface 36 (in
this case, on the screen mentioned earlier).

FIG. 5 gives an example of a method for verifying the
microcircuit card 2 by the electronic device 32.

This method starts with a step E20 for resetting the
identification module 4 by the processor 34. As already
indicated, in this case the identification module 4 complies
with standard ISO 7816 and resetting of the identification
module 4 here is performed by the processor 34 applying a
predefined voltage to contact pad RST of the first interface
8.

The electronic device 32 (specifically the processor 34
thereof in the present case) then receives in step E22 a data
frame (here, the ATR or Answer To Reset called for by
standard ISO 7816) coming from the identification module
4.

For example, this answer to reset has the following form
(in hexadecimal):

3B 9F 96 80 1F C6 80 31E0 73FE211B 6441193100
829000 A9.

In the example described here, the processor 34 first
verifies that the first byte of the historical bytes of the answer
to reset is indeed equal to 80h (step E24), that is, the answer
to reset is indeed in the expected format (that will make it
possible to extract the first piece of data as explained below).

In not (arrow N in FIG. 5), the method proceeds to error
processing step E34 described below.

If the verification of step E24 is positive (which is the case
in the answer-to-reset example given above), the method
proceeds (following arrow P in FIG. 5) with a step E26 in
which the processor 34 extracts a first piece of data located
in a location defined in the received data frame (e.g. in a
defined field of the received data frame). Here, the first
extracted piece of data corresponds to the first four bytes in
the pre-issuing data of the answer to reset.

In the answer-to-reset example given above, the pre-
issuing data are signaled by byte 64h (which in addition
indicates a length of four bytes for these pre-issuing data).
In this case, the processor 34 extracts the following bytes as
first data: 64411931h (four bytes including signaling byte
64h).

The processor 34 then proceeds, in step E28, with reading
of a second piece of data in a predetermined location of a
data table stored in the memory module 6. Here, this data
table is the card identification table (CID, standing for “Card
Identification”) and/or the predetermined location is the
location dedicated to the serial number (PSN field).

As described earlier, the second piece of data here is:
64411931h.

The processor 34 can then proceed to a step E30 of
verifying that the first piece of data and the second piece of
data comply (i.e. follow) with a predetermined rule.

Here, the verification consists in determining whether the
first piece of data is equal to the second piece of data (which
is indeed the case in the example above). As a variant,
another relationship between the first piece of data and the
second piece of data could be verified. As already indicated,
the combination by exclusive OR of the first piece of data
and the second piece of data could, for example, be verified
to be zero.

In the event of positive verification (arrow P in FIG. 5),
the operation of the electronic device 32 can proceed nor-
mally to step E32. This normal operation includes, for
example, a continuation of the reset phase and/or any step of
turning on the operation of the electronic device 32.

However, if verification step E30 fails (arrow N in FIG.
5), the processor 34 implements an error processing step
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E34. Indeed, in this case the microcircuit card is considered
not to have been produced according to the expected pro-
duction and personalization process, and this can, in certain
cases, result in a risk for the operation of the electronic
device 32.
The error processing step E34 comprises, for example (as
controlled by processor 34), the display of an error message
on the user interface 36.
The error processing step E34 can also include (as con-
trolled by processor 34) locking of the microcircuit card 2.
In practice, this locking may include locking the operation
(for example, through an absence of electrical power supply)
of the identification module 4 and/or locking of the opera-
tion (for example, through an absence of electrical power
supply) of the memory module 6.
Other types of locking can be considered as a supplement
or as a variant:
locking of the electronic device 32 until the microcircuit
card 2 is removed from the card reader 38;

locking of the terminal (even if microcircuit card 2 is
removed from the card reader 38);

locking of access to the telephone network associated
with the identification module 4 or locking of access to
any telephone network;

storing of the prohibition against using the identification

module 4 in the electronic device 32;

temporary locking of all the card readers.

Naturally, various other modifications may be made to the
invention within the context of the enclosed claims.

The invention claimed is:

1. A method of verifying a microcircuit card accommo-
dated in an electronic device, the microcircuit card equipped
with a memory module and an identification module for
identification within a mobile telephone network, the iden-
tification module storing a first piece of data, and the
memory module storing a second piece of data, the method
comprising:

a verification step of verifying that the first piece of data
and the second piece of data comply with a predeter-
mined rule;

a step of resetting the identification module; and

a receiving step of receiving an answer to reset from the
identification module by the electronic device, said first
piece of data being located in a defined location in the
received answer to reset.

2. The verification method according to claim 1, further

comprising:

a step of determining whether the first piece of data and
the second piece of data do not comply with the
predetermined rule; and

determining that the first piece of data and the second
piece of data do not comply with the predetermined
rule, and subsequently locking the microcircuit card.

3. The verification method according to claim 1, further
comprising:

a reading step of reading the second piece of data in a
predetermined location of a card identification table
stored in the memory module.

4. The verification method according to claim 3, further

comprising:

a step of determining whether the first piece of data and
the second piece of data do not comply with the
predetermined rule; and

determining that the first piece of data and the second
piece of data do not comply with the predetermined
rule, and subsequently locking the microcircuit card.
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5. The verification method according to claim 3, wherein
the verification consists in determining whether the first
piece of data is equal to the second piece of data.

6. A method of verifying a microcircuit card accommo-
dated in an electronic device, the microcircuit card equipped
with a memory module and an identification module for
identification within a mobile telephone network, the iden-
tification module storing a first piece of data, and the
memory module storing a second piece of data, the method
comprising:

a verification step of verifying that the first piece of data
and the second piece of data comply with a predeter-
mined rule;

a step of determining whether the first piece of data and
the second piece of data do not comply with the
predetermined rule; and

determining that the first piece of data and the second
piece of data do not comply with the predetermined
rule, and subsequently locking the microcircuit card.

7. The verification method according to claim 6, wherein
the verification consists in determining whether the first
piece of data is equal to the second piece of data.

8. The verification method according to claim 1, wherein
the verification consists in determining whether the first
piece of data is equal to the second piece of data.

9. The verification method according to claim 8, further
comprising:

a step of determining whether the first piece of data and
the second piece of data do not comply with the
predetermined rule; and

determining that the first piece of data and the second
piece of data do not comply with the predetermined
rule, and subsequently locking the microcircuit card.

10. A method of personalizing a microcircuit card that is
equipped with a memory module and an identification
module for identification within a mobile telephone net-
work, comprising steps of:
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retrieving a piece of data stored in the memory module in
a predetermined location in a card identification table;
and

recording said piece of data into a storage area of the
identification module storing pre-issuing data con-
tained in historical bytes of an answer to reset.

11. The method according to claim 10, wherein said piece
of data is recorded in a storage area dedicated to a defined
location in a data frame to be transmitted.

12. A method for personalizing a microcircuit card that is
equipped with a memory module and an identification
module for identification within a mobile telephone net-
work, comprising steps of:

resetting the identification module;

receiving a data frame issued by the identification mod-
ule;

extracting a piece of data from the received data frame;
and

recording the extracted piece of data in a predetermined
location of a data table stored in the memory module.

13. An electronic device configured to house a microcir-
cuit card equipped with a memory module and an identifi-
cation module for identification within a mobile telephone
network, the identification module storing a first piece of
data, and the memory module storing a second piece of data,
the electronic device comprising:

a processor programmed for verifying that the first piece
of data and the second piece of data comply with a
predetermined rule,

wherein the electronic device is configured to reset the
identification module and to receive an answer to reset
from the identification module, said first piece of data
being located in a defined location in the received
answer 1o reset.

14. The electronic device according to claim 13, wherein
the processor is programmed for reading the second piece of
data in a predetermined location of a card identification table
stored in the memory module.

#* #* #* #* #*



