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The present disclosure relates to methods, systems, and appa-
ratuses for dynamically linking a first security system and a
second security system. A method may include selectively
linking a first security system and a second security system
based on one or more link conditions. The method may fur-
ther include receiving one or more first sensor event messages
from the first security system and sending at least a portion of
the one or more first sensor event messages to the second
security system. The method may also include receiving one
or more second sensor event messages from the second secu-
rity system, and sending at least a portion of the one or more
second sensor event messages to the first security system. In
one aspect, the method may include selectively de-linking the
first security system and the second security system based on
one or more de-link conditions.
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DYNAMIC LINKING OF SECURITY
SYSTEMS

CROSS REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of U.S. Provi-
sional Patent Application No. 61/793,609 entitled “Linked
Security Systems,” filed on Mar. 15, 2013, and U.S. Provi-
sional Patent Application No. 61/785,210 entitled “Security
System Video and Image Functionality,” filed on Mar. 14,
2013, which are assigned to the assignee hereof.

TECHNICAL FIELD

[0002] This disclosure relates generally to security systems
and, more specifically, to dynamically linking one or more
separate security systems.

BACKGROUND OF RELATED ART

[0003] Security systems are widely used to protect property
and to provide personal safety. Security systems generally
include a control unit that controls the overall operation of the
system, one or more keypads providing user access to the
system, and various detectors and/or sensors.

[0004] Security systems may generate an alarm in response
to any number of events, such unauthorized entry, fire, medi-
cal emergency or manual alarm activation. The security sys-
tem may be associated with a service that remotely monitors
the status of the security system. Thus, if the security system
generates an alarm, a notification signal may be transmitted
via a wired and/or wireless communications link to a central
station. Upon receiving the notification, security service per-
sonnel at the central station may attempt to contact the prop-
erty owner or other party at the facility to verify the alarm. If
it is appropriate to do so, the security service representative
may, upon confirmation of the alarm, contact an emergency
response agency such as the police department, the fire
department, an emergency medical team, or other appropriate
entity.

[0005] One problem for many consumers is the need to
monitor multiple security systems at separate facilities. A
consumer may have one security system installed at home,
and another at work. Another consumer may have one secu-
rity system installed at his home, and a second at the home of
an elderly parent or neighbor. While the consumer is at one
facility, it may difficult to monitor the other facility without
missing alerts or notifications.

BRIEF SUMMARY

[0006] Disclosed herein are systems, methods, and devices
for dynamically linking security systems. In one implemen-
tation, a first security system includes a first control unit and
aplurality of first sensors. A second security system includes
a second control unit and a plurality of second sensors. The
first control unit may be configured to link to the second
control unit based upon the occurrence of one or more link
conditions, such that the first control unit sends first system
alarm condition messages for alarm conditions detected by
the first sensors to the second control unit. The first control
unit may also receive second system commands from the
second control unit and execute the second system commands
on the first security system. The second control unit may be
configured to send the second system commands. The first
controlunit may also be configured to de-link with the second
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control unit of the second security system based upon the
occurrence of one or more de-link conditions.

[0007] The first security system and the second security
system may selectively link and de-link. The first control unit
and the second control unit may, for example, automatically
link in response to one or more link conditions, and automati-
cally de-link in response to one or more de-link conditions.
[0008] Insome embodiments, the second control unit may
be configured to automatically link to the first control unit in
response to one or more link conditions such that the second
control unit sends second system alarm conditions for alarm
conditions detected by the second system sensors to the first
control unit. The second control unit may also receive first
system commands from the first control unit and execute the
one or more first system commands on the second security
system. The second control unit may also be configured to
automatically de-link to the first control unit in response to
one or more de-link conditions.

[0009] The first security system may be installed at a first
facility, and the second security system at a separate, second
facility. The control units of the first and second security
systems may send the alarm condition messages directly to
each other, or indirectly through a monitoring system. The
control units may also be configured to display the alarm
condition messages they receive on their respective displays,
and to visually or otherwise differentiate between the alarm
condition messages displayed.

[0010] Insome embodiments, the first and/or second secu-
rity system may include a video conference module config-
ured for establishing a video and audio communication ses-
sion with at least one other electronic device. For example, the
first control unit may include a video conference module
configured for establishing a video and audio communication
session with the second control unit of the second security
system. Similarly, the second control unit may include a video
conference module configured for establishing a video and
audio communication session with the first control unit of the
second security system. The first and/or second control unit
may also include acommunication interface for receiving and
transmitting audio and video data over a network based the
established video and audio communication session. In some
embodiments, the video and audio communication session
may be one-way, for example from the first control unit to the
second control unit. In other embodiments, the video and
audio communication session may be two-way, such that both
the first and second control units can receive and transmit
video and audio data to the other respective control unit.
[0011] Insome embodiments, the first and/or second secu-
rity system may include a camera configured to capture at
least one image of an access area. The first and/or second
security system may further include a control unit including a
database. The control unit may be configured to compare data
within the database to at least image captured by the camera
and allow access to a premises if the data and the at least
image adequately match. In one example, the first control unit
of the first security system may link with the second control
unit ofthe second security system to transmit data captured by
a camera of the first security system.

[0012] Another embodiment may include a link module
that links a first security system and a second security system.
The link module may be configured to selectively link the first
and second security systems based on one or more link con-
ditions. The link module may be configured to receive first
system sensor event messages generated by the first security
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system separate from the link module. The link module may
also be configured to receive first system commands of the
first security system. The link module may send second sys-
tem sensor event messages generated by the second security
system to the first security system and send second system
commands of the second security system to the first security
system, which may execute the second system commands.
The link module may also be configured to selectively de-link
the first and second security systems based on one or more
de-link conditions.

[0013] The link module may be similarly configured to
receive second system sensor event messages generated by
the second security system and the second system commands.
The link module may further send the first system sensor
event messages generated by the first security system to the
second security system, and send the first system commands
to the second security system for execution.

[0014] The link module may be implemented in the second
control unit, and a second link module may be implemented
in the first control unit. The link module and second link
module may communicate with each other. In other embodi-
ments, the link module may be implemented in a monitoring
system associated with the first security system and the sec-
ond security system.

[0015] The link module may filter first system sensor event
messages such that only a subset of the received first system
sensor event messages is sent to the second security system.
In one embodiment, the link module sends only sensor event
messages associated with first system alarm condition mes-
sages to the second security system.

[0016] Also disclosed is a method for linking security sys-
tems. The method may include selectively linking a first
security system and a second security system based on one or
more link conditions. The method may further include receiv-
ing one or more first sensor event messages from the first
security system and sending at least a portion of the one or
more first sensor event message to the second security system
that is separate from the first security system. The method
may also include receiving one or more second sensor event
messages from the second security system and sending at
least a portion of the second sensor event messages to the first
security system.

[0017] Insomeembodiments, a method for linking security
systems may include displaying on a second control unit for
the second security system at least a portion of the one or
more first sensor event messages received from the first secu-
rity system. In some cases, the method may include display-
ing on a first control unit for the first security system at least
a portion of the one or more second sensor event messages
received from the second security system. Some embodi-
ments may include sending one or more first commands for
the second security system, which first commands originate
with the first security system, to the second security system.

[0018] Some embodiments may include capturing at least
one image of an access area of a security system and compar-
ing the at least one image to stored data. The method may also
include granting access to a secured area if the at least one
image adequately matches the stored data.

[0019] In another specific embodiment, a method may
include retrieving a first network address at a communication
device of a security system and establishing a video commu-
nication link with a second communication device assigned
the first network address.
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[0020] Yet another embodiment of the present disclosure
comprises a computer-readable media storage storing
instructions that when executed by a processor cause the
processor to perform instructions in accordance with one or
more embodiments described herein.

[0021] Other aspects, as well as features and advantages of
various aspects, of the present disclosure will become appar-
ent to those of skill in the art though consideration of the
ensuing description, the accompanying drawings and the
appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG. 1 illustrates an embodiment of a security sys-
tem;
[0023] FIG. 2 is a block diagram of an embodiment of a

control unit of a security system;

[0024] FIG. 3 is a schematic block diagram illustrating one
embodiment of a system including a first facility, an opera-
tions center, and a second facility;

[0025] FIG. 4 is a schematic block diagram illustrating a
first and second security system with respective control units
implementing link modules;

[0026] FIG. 5 is a schematic block diagram illustrating a
link module implemented in a monitoring system and linking
a first security system and a second security system;

[0027] FIG. 6 is a schematic block diagram of one embodi-
ment of a link module;

[0028] FIG. 7 is an illustration of one embodiment of a
control unit for a first security system linked with a second
security system;

[0029] FIG. 8 is a block diagram of another embodiment of
a control unit of a security system;

[0030] FIG. 9 is a schematic block diagram illustrating one
embodiment of a system including a control unit, a network,
and an electronic device;

[0031] FIGS. 10 and 11 are schematic block diagrams illus-
trating embodiments of a security device;

[0032] FIG. 12 is a block diagram of another embodiment
of'a control unit of a security system; and

[0033] FIG. 13 is a flow chart diagram illustrating one
embodiment of a method for linking security systems.

DETAILED DESCRIPTION

[0034] Referring in general to the accompanying drawings,
various embodiments of the present disclosure are illustrated
to show the structure and methods for installing a component
within a system, such as a security system. Common elements
of the illustrated embodiments are designated with like
numerals. It should be understood that the figures presented
are not meant to be illustrative of actual views of any particu-
lar portion of the actual device structure, but are merely
schematic representations which are employed to more
clearly and fully depict embodiments of the disclosure.

[0035] The following provides a more detailed description
of ways to implement the present disclosure and various
representative embodiments thereof. In this description,
functions may be shown in block diagram form in order not to
obscure the present disclosure in unnecessary detail. Addi-
tionally, block definitions and partitioning of logic between
various blocks is exemplary of a specific implementation. It
will be readily apparent to one of ordinary skill in the art that
the present disclosure may be practiced by numerous other
solutions. For the most part, details concerning timing con-
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siderations and the like have been omitted where such details
are not necessary to obtain a complete understanding of the
present disclosure and are within the abilities of persons of
ordinary skill in the relevant art.

[0036] In this description, some drawings may illustrate
signals as a single signal for clarity of presentation and
description. It will be understood by a person of ordinary skill
in the art that the signal may represent a bus of signals,
wherein the bus may have a variety of bit widths and the
present disclosure may be implemented on any number of
data signals including a single data signal.

[0037] According to various embodiments of the present
disclosure, systems, methods, and devices are provided for
dynamically linking security systems. A first security system
may include a first control unit and a plurality of first sensors.
A second security system may include a second control unit
and a plurality of second sensors. The first control unit may be
configured to link to the second control unit based upon the
occurrence of one or more link conditions, such that the first
control unit sends first system alarm condition messages for
alarm conditions detected by the first sensors to the second
control unit. The first control unit may also receive second
system commands from the second control unit and execute
the second system commands on the first security system. The
second control unit may be configured to send the second
system commands. The first control unit may also be config-
ured to de-link with the second control unit of the second
security system based upon the occurrence of one or more
de-link conditions.

[0038] The first security system and the second security
system may selectively link and de-link. The first control unit
and the second control unit may, for example, automatically
link in response to one or more link conditions, and automati-
cally de-link in response to one or more de-link conditions.
[0039] According to various embodiments of the present
disclosure, a security system may include a control unit,
which may be configured for establishing a video and audio
communication session with at least one other electronic
device. For example, in one embodiment, a control unit of a
first security system may establish a video and audio commu-
nication session with a control unit of another security sys-
tem. In another embodiment, a first control unit (e.g., a pri-
mary control panel) ofa security system may establish a video
and audio communication session with another panel (e.g., a
secondary control panel) within the security system. In
another embodiment, a control unit of first security system
may be configured to establish a video and audio communi-
cation session with a remote computing device, such as a
mobile telephone.

[0040] In accordance with other various embodiments of
the present disclosure, a security system may include a cam-
era positioned at an access area (e.g., outside of a residence
and near a door) and configured to record and/or display video
of the access area. In one example, a control unit may be
configured to display live video (i.e., video captured by the
camera) of the access point on a display device of the control
unit (e.g., inside aresidence). In another example, video taken
by the camera may be recorded by the control unit (e.g., a
digital video recorder (DVR)) for subsequent viewing.
According to one embodiment, recording of events (i.e., via
the camera) may triggered be based on security system events
(e.g., if a door unlocks, if a window breaks, or if the camera
senses movement). In some embodiments, the live or
recorded video information gathered by the camera may be
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sent to a control unit of another security system, for example,
upon the occurrence of a link condition that causes the two
security systems to automatically link.

[0041] Further, according to other embodiments of the
present disclosure, a security system may include a camera
proximate an access area and configured to capture at least
one image of the access area. The security system may further
be configured to process the at least one image captured by the
camera to compare the at least one image to data (e.g.,
images) stored in a local database to determine whether
access to an area (e.g., a residence) should be granted to a
person depicted in the image. In some embodiments, the live
orrecorded video information gathered by the camera may be
sent to a control unit of another security system, for example,
upon the occurrence of a link condition that causes the two
security systems to automatically link, to enable the user of
the linked security system to influence the access determina-
tion.

[0042] As noted above, a security system may include one
or more sensors linked to a control panel, which may include
an interface that can be used by a user. It is noted that a
“control panel” may also be referred to herein as a “control
unit” or a “system controller,” Via a control panel, a user may
arm (e.g., when leaving their residence) and disarm (e.g.,
when entering their residence) the security system. The con-
trol panel may provide other functionality, such as a physical
duress alarm, two-way voice communication, a siren, etc.
Security sensors may be configured to monitor for various
events. For example, a door/window sensor may be config-
ured to detect when a door/window has been opened, a motion
detector may be configured to detect motion. Other sensors
may be configured to detect breaking of glass.

[0043] In addition to a local control panel, which monitors
sensor activity on premises, a security system may include a
central monitoring system. For residential security systems, a
remote central monitoring system can be a third party ven-
dor’s in some cases, the same company that installed the
alarm system. For commercial and industrial security sys-
tems, security or other personnel may monitor the premises.
In commercial and industrial settings, the control panel can be
integrated into a larger security system. In any event, when
sensor monitoring is activated and a sensor indicates a physi-
cal disturbance, the control panel can activate an alarm. In
response to an alarm, the control panel can activate an audible
siren and/or send an indication of the alarm to a central
monitoring entity via a security event signal. The central
monitoring entity can then initiate a response, such as con-
tacting the owner of the premises, sending security personnel,
contact authorities, or a combination thereof.

[0044] FIG. 1 illustrates an embodiment of a security sys-
tem 100, which may also be referred to as an “alarm system.”
The security system 100 includes sensors 101, a control unit
102, monitoring system 103, and remote activation system
131. Communication links 104 (which may be a combination
of wired and wireless communication links) couple sensors
101 to control unit 102. Wired communication links can
include circuit loops that are either detected as closed or open.
In some embodiments, sensors 101 and control unit 102 are
located in the same facility, such as in the same residence or
in the same building. Communication link 106 (which may be
a wired telephone connection, wired or wireless network
connection, cellular connection, etc., or combination thereot)
may couple the control unit 102 to monitoring system 103. In
other embodiments, the system shown in FIG. 1 may be



US 2014/0266681 Al

implemented without a monitoring system 103. In certain
embodiments, the monitoring system 103 may communicate
with multiple control units 102 belonging to other security
systems.

[0045] Sensors 101 monitor for certain events and report
relevant events to the control unit 102. Sensors 101 may
include any of a variety of different types of sensors, such as
door and window sensors, motion sensors, glass break sen-
sors (e.g., sensors that detect a physical break or detecting the
sound of a glass break), etc. The control unit 102 may be
configured to monitor sensors 101 for events or alarm condi-
tions via communication links 104 and to relay alarms to the
monitoring system 103 via communication link 106. The
sensors 101 may, in response to detecting an alarm condition,
send an alarm condition message to the control unit 102.
[0046] Control unit 102 may include sensor monitoring
module 111, user interface 112, and alarm module 113. Sen-
sor monitoring module 111 is configured to monitor sensors
101. Sensors 101 can sense and/or indicate a change in their
physical surroundings (e.g., a normally closed connection
becomes open, a signal indicating that the sound of breaking
glass was detected, etc.) which may be indicative of an unau-
thorized access, fire, or other event. The sensors 101 may
communicate messages on communication links 104. For
example, a circuit connected to a door sensor can transition
from closed to open (or to a resistance exceeding a pre-
determined resistance threshold) indicating that a door has
been opened. A motion sensor 101 can send an electrical
signal indicative of detected motion. Sensor monitoring mod-
ule 111 may monitor communication links 104 for alarm
condition messages sent from sensors 101. Upon sensor
monitoring module 111 receiving an alarm condition mes-
sage indicating the occurrence of an alarm condition, sensor
monitoring module 111 may send a signal to alarm module
113. The alarm module 113 may determine whether an alarm
condition has actually occurred before communicating with
the monitoring system 103.

[0047] User interface 112 can include an input interface and
an output interface. The input interface can comprise a physi-
cal input interface or virtual input interface that may include
a numeric key pad (e.g., for entering a disarm code, etc.),
sensor activation buttons, physical duress buttons, or other
input/output devices. The input interface can include a con-
denser for receiving audio input and/or communicating with
monitoring system 103. The output interface may include an
output display device that displays system status, such as
armed and disarmed, sensors/zones that have detected change
in physical surroundings, and other relevant information. The
output interface can also include a speaker that audibly out-
puts information similar to that displayed on the output dis-
play device. The speaker can also be used by monitoring
system 103 to communicate with a user of control unit 102.
Other input/output approaches may also be implemented as
part of the user interface 112.

[0048] The control unit 102 may also communicate over a
communication link 133 with a remote activation system 131.
The remote activation system 131 may allow a user to interact
with the control unit 102 remotely. For example, the user may
be able to arm and disarm the system 100 from a mobile
device such as a cellular phone using the remote activation
system 131.

[0049] Insome instances, the control unit 102 may be con-
figured to automatically link and delink with another control
unit of another security system separate from security system
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100, in response to one or more link/de-link conditions, as
will be described in greater detail below.

[0050] FIG. 2 is a block diagram of one embodiment of a
control unit 102. Control unit 102 may include a processor
122, memory 124, transceiver 144, and user interface 112.
User interface 112 may include various input/output (I/O)
devices, such as a display 134, which may comprise a touch
screen, and keypad 140. Control unit 102 may further include
a transceiver 144 for receiving and transmitting data over a
network. It is noted that a “communication interface” as
referred to herein may comprise transceiver 144 and user
interface 112. The control unit 102 may be capable of com-
municating over more than one network; for example, the
control unit 102 may be capable of communicating with a
radio frequency identification (RFID) tag, a wireless Internet
network, a cellular network, and others.

[0051] Generally, control unit 102 may operate under con-
trol of an operating system stored in memory 124, and inter-
face with a user to accept inputs and commands and to present
outputs through user interface 112. Control unit 102 may also
implement a compiler (not shown) which allows one or more
application programs (not shown) written in a programming
language to be translated into processor 122 readable code.
Instructions implementing an application program may be
tangibly embodied in a computer-readable medium. Further,
an application program may include instructions which,
when read and executed by processor 122, cause processor
122 to perform the steps necessary to implement and/or use
embodiments of the present disclosure. It is noted that an
application program and/or operating instructions may also
be tangibly embodied in memory 140 and/or data communi-
cations devices, thereby making a computer program product
or article of manufacture according to an embodiment the
present disclosure. As such, the term “application program”
as used herein is intended to encompass a computer program
accessible from any computer readable device or media. Fur-
thermore, portions of the application program may be distrib-
uted such that some of the application program may be
included on a computer readable media within control unit
102, and some of the application program may be included in
a remote device, such as a remote computer.

[0052] The control unit 102 may thus be a component in a
security system and/or a building automation system. The
control unit 102 may provide security and/or automation
functionality for a residence, an office, a building, or other
appropriate space.

[0053] In some embodiments, the control unit 102 may be
realized as a control panel. As used herein, the term “control
panel” refers to a standalone, dedicated unit for providing
security and/or building automation functionality. The term
“control panel” does not include a general purpose computer,
smart phone, tablet, or other general purpose device that may
run an application providing some security/automation func-
tionality.

[0054] The control unit 102 may further include a link
module 200. The link module 200 may be software, firmware,
hardware, or a combination thereof. While FIG. 2 illustrates
the link module 200 as a component of the control unit 102,
the link module 200 may, in other embodiments, be imple-
mented separate from the control unit 102. In one embodi-
ment, illustrated in FIG. 5, the link module 200 is imple-
mented as part of a monitoring system 103 providing services
for multiple security services. The link module 200 links a
first security system and a second security system; in certain
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embodiments, each security system can be monitored and/or
controlled from the other security system. For example, the
link module 200 may link a security system installed in a
home with a security system installed in an office, allowing a
user to monitor and manage the security system installed at
the office from the security system installed in the home. The
link module 200, for example, may automatically link and
de-link the two security systems upon the occurrence of one
or more link/de-link conditions.

[0055] FIG. 3 illustrates one embodiment of a system 300
including an operations center 304, a first facility 302, and a
second facility 306. A facility, as used herein, refers to a
physical location, and typically includes one or more struc-
tures. The first facility 302 may be a residence, and the second
facility 306 may be a business office. The first facility 302
may be a business office and the second facility 306 a con-
struction site. The first facility 302 and the second facility 306
may both be residences. Facilities other than those given in
the examples above may also be beneficially linked as
described herein.

[0056] The system 300 includes an operations center 304
implementing a monitoring system 103. While FIG. 3 illus-
trates an operation center 304 implementing the monitoring
system 103, the monitoring system 103 may, in certain
embodiments, be implemented without an associated opera-
tions center 304. The operations center 304 provides systems
and/or personnel that support the security functions of the
security system implemented at the facility 302. For example,
the control unit 102 may communicate with a monitoring
system 103 in the event of an alarm condition at the facility
302. A security representative situated at the operations cen-
ter 304 may review the alarm condition notifications commu-
nicated to the monitoring system 103. The security represen-
tative may attempt to contact an individual associated with the
first facility 302 by phone, through the first security system
310, or other. In appropriate circumstances, the individual
may contact an emergency response center and dispatch
emergency response personnel to the first facility 302. In
other instances, the monitoring system 103 may automati-
cally respond according to preset instructions to certain alarm
conditions.

[0057] For example, the first security system 310 may send
the monitoring system 103 an alarm condition notification
indicating that a fire alarm at the first facility 302 has been
triggered. The security representative at the operations center
304 may review the alarm condition notification sent to the
monitoring system 103 and attempt to contact a person at the
first facility 302. After confirming that there is a fire at the first
facility 302, the security representative may call 9-1-1 and ask
that firefighters be dispatched to the first facility 302. The
operations center 304 may provide a similar service for the
second facility 306. The monitoring system 103, for example
after confirming the fire alarm at the first facility, may auto-
matically notify fire personnel to respond to fire alarm at the
first facility 302.

[0058] The system 300 also includes a network 308. The
network 308 communicatively couples the first security sys-
tem 310 of the first facility 302 with one or more separate
devices, such as the monitoring system 103. The network 308
also, in the depicted embodiment, couples the second security
system 312 of the second facility 306 with the monitoring
system 103. The network 308 may be an Internet network, a
telephone network, a cellular network, or other variety of
communications network. In certain embodiments, the first
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security system 310 and the second security system 312 may
be configured to connect with more than one network 310;
such an embodiment may provide redundancy and make the
system 300 more robust.

[0059] The first facility 310 includes a first security system
310. The first security system 310 provides security services
for the first facility 302. The first security system 310 may
also provide additional services, such as home automation
services (like managing light and temperature), for the first
facility 302. The first security system 310 may include sen-
sors and control panels as depicted in FIGS. 1 and 2. The
second security system 312 may provide comparable services
for the second facility 306.

[0060] Beneficially, the first security system 310 of the first
facility 302 and the second security system 312 of the second
facility 306 may be linked. A link module 200 may provide
the link functionality for the system 300. The first security
system 310 may share information with the second security
system 312, and vice versa. As a result, an individual moving
between the first facility 302 and the second facility 306, or a
personresponsible for the security of both the first facility 302
and the second facility 306, may more easily manage security
at both locations.

[0061] FIG. 4 illustrates one embodiment of a first security
system 310 and a second security system 312 that are linked.
The first security system 310 includes a first control unit 402
and first sensors 412. The first sensors 412 may provide
information to the first control unit 402 as described above.
The first sensors 412 may detect one or more alarm conditions
and send one or more alarm condition messages to the first
control unit 402. As used herein, an alarm condition refers to
a condition detected by at least one of the first sensors 412,
which may be examples of sensors 101 described above in
reference to FIG. 1, that may indicate a potential alarm. For
example, a window being opened and a smoke detector
detecting smoke are both examples of alarm conditions. The
alarm condition need not always trigger an alarm; an open
window may be an alarm condition detected by a sensor 101,
412, but if the security system is not armed, the open window
may not trigger an alarm.

[0062] An alarm condition message refers to a communi-
cation indicating the occurrence of an alarm condition. For
example, a sensor 101, 412 may send an alarm condition
message to the first control unit 402 upon occurrence of an
alarm condition. Similarly, the first control unit 402 may send
an alarm condition message to a monitoring system 103 and/
or a second controlunit 404. The formatting and content of an
alarm condition message may change depending on the
device sending and the device receiving the alarm condition
message. For example, the alarm condition message sent by a
first sensor 412 to the first control unit 402 may be sent
according to the Z-Wave wireless communications protocol.
The alarm condition message sent by the control unit 402 to
the monitoring system 103 may be sent according to the
hypertext transfer protocol (HTTP), and may include addi-
tional and/or different information than the alarm condition
message sent by the first sensor 412.

[0063] The first control unit 402 may be configured to link
to the second control unit 404. The first control unit 402 may,
as shown in FIG. 4, link directly to the second control unit
404. For example, the second control unit 404 may be an
Internet-enabled device with a unique address. The first con-
trol unit 402 may be configured to send messages to the
address associated with the second control unit 404. In other
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embodiments, as shown in FIG. 5, the first control unit 402
communicates indirectly with the second control unit 404.
For example, the first control unit 402 may send messages to
a monitoring system 103. The monitoring system 103 may
then send those messages to the second control unit 404, or
make those messages available for retrieval by the second
control unit 404.

[0064] The first control unit 402 may be configured to send,
to the second control unit 404, one or more first system alarm
condition messages 450 (i.e., alarm condition messages for
the first security system 310) for alarm conditions detected by
the first sensors 412. For example, if a first sensor 412 detects
an open door and the first control unit 402 determines that the
first security system 310 is armed, the first control unit 402
may cause an alarm to sound at the first facility 302 and send
an alarm condition message 450 to the second control unit
404 indicating that the door is open and that the second
control unit 404 has sounded an alarm. The second control
unit 404 may notify a person at the second facility 306 that it
has received the alarm condition message 450; for example,
the second control unit 404 may display a message on a
display for the second control unit 404, create an audible alert,
or otherwise provide notification.

[0065] The first control unit 402 may also be configured to
receive one or more second system commands 470 from the
second control unit 404. As used herein, a command refers to
a communication that causes an action to occur on the first
security system 310. The first control unit 402 may be con-
figured to execute the second system commands 470 received
from the second control unit 404. To continue the example
above, a user at the second facility 306 may determine that the
door was opened by an employee who forgot to disarm the
first security system 310 before entering the first facility 302.
The user may send a second system command 470 that causes
the first control unit 402 to turn off the alarm at the first facility
302.

[0066] Other examples of second system commands 470
include a command that arms the first security system 310, a
command that remotely locks or unlocks a door that is con-
trolled by the first control unit 402, and a command that
adjusts the thermostat of the first facility 302. Other second
system commands 470 other than those listed in the above
non-exhaustive list may also be beneficially implemented.
[0067] Incertain embodiments, the second control unit 404
may be configured to initiate a communication session with
the first control unit 402 whereby a user of the first control
unit 402 can communicate with a user of the second control
unit 404. In one embodiment, the communication session is a
text-based communication session. In another embodiment,
the communication session is an audio communication ses-
sion; for example, both the first control unit 402 and the
second control unit 404 may have speakers and microphones,
allowing the users to speak to each other from the respective
control units. In another embodiment, the communication
session may be an audio-video communication session. In
certain embodiments, the first control unit 402 may also be
configured to allow a user to initiate a communication session
with the second control unit 404.

[0068] The first control unit 402 and the second control unit
404 may automatically link in response to one or more link
conditions. As used herein, a link condition refers to a con-
dition that, if met, results in the first control unit 402 linking
to the second control unit 404 such that the first security
system 310 and the second security system 312 are linked. In
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one embodiment, the link conditions are related to time and
date. For example, a link condition may specify that, at 6:00
pm on weekdays, the first control unit 402 links with the
second control unit 404. Another link condition may specify
that the first control unit 402 link with the second control unit
404 on weekends.

[0069] In some embodiment, the link condition may be
related to the status of the first security system 310. For
example, a link condition may specify that if the first security
system 310 is armed, the first control unit 402 should link
with the second control unit 404. Another possible link con-
dition is that only if the first security system 310 is in an
“armed (away)” status (i.e., the first security system 310 is
armed and no one is within the first facility 302) will the first
control unit 402 link with the second control unit 404. Other
possible link conditions, other than those provided here, may
also be used.

[0070] The first control unit 402 and the second control unit
404 may also automatically de-link in response to one or more
de-link conditions. The first control unit 402 may de-link the
first security system 310 and the second security system 312
in response to an authorized user entering the facility pro-
tected by the first security system 310 and disarming the first
security system 310. Other possible de-link conditions, other
than those provided here, may also be used.

[0071] The first control unit 402 and/or the second control
unit 404 may be further configured to allow a user to manually
link and de-link the first security system 310 and the second
security system 312. The first control unit 402 and the second
control unit 404 may require authorization from the user
before allowing the user to manually link or de-link the first
security system 310 and the second security system 312. For
example, the first control unit 402 may require a user to
provide a personal identification number (PIN), a password, a
biometric scan, or other form of authorization.

[0072] As shown in FIG. 4, the first control unit 402 may
include a first link module 422 and the second control unit 404
may include a second link module 424 to facilitate linking of
the first security system 310 and the second security system
312 and to implement one or more of the functions described
above. The first link module 422 and the second link module
424 may be implemented in software, firmware, hardware, or
some combination thereof on the respective first control unit
402 and the second control unit 404.

[0073] While FIG. 4 illustrates two security systems, any
number of security systems may be linked based upon the
needs of the user. Thus, a plurality of additional security
systems including additional control units, may link to the
second control unit 404.

[0074] FIG. 5 illustrates an embodiment of a first security
system 310 and a second security system 312 linked by a link
module 502 implemented within a monitoring system 103.
While FIG. 4 discussed the first control unit 402 sharing
alarm condition messages 450 with the second control unit
404, not all events detected by the first sensors 412 may be
alarm condition messages 450. Certain first sensors 412 in the
first security system 310 may be unrelated to alarms. For
example, a temperature sensor may report the ambient tem-
perature ata location in the first facility 302 to the first control
unit 402. The first control unit 402 may be configured to share
sensor event messages 550 with the link module 502. A sensor
event message, as used herein, refers to a communication
indicating a status of a sensor 412, whether an alarm condi-
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tion or other sensor condition. An alarm condition message is
one type of sensor event message.

[0075] While the example discussed in connection with
FIG. 4 dealt with an embodiment where only one security
system provides the other security system with information
and is controllable by the other security system, in certain
embodiments, both security systems provide updates to each
other and are controllable by the other security system. Each
security system may thus share the same information with the
other security system, and be controllable from the other
security system. For example, the first security system 310
may be installed at a first residence and the second security
system 312 may be installed at a second residence, an office,
etc. The second security system 312 may receive information
about the first security system 310 and provide that informa-
tion to the user of the second security system 312. The first
security system 312 may similarly receive information about
the second security system 312 and provide that information
to the user of the first security system 310. The user of the first
security system 312 may control aspects of the second secu-
rity system 312, and the user of the second security system
312 may control aspects of the first security system 310.
[0076] The link module 502 may link a first security system
310 installed at a user’s home and a second security system
312 installed at the user’s office. While at home, the user may
be able to monitor the status of the second security system 312
as the second security system 312 is linked to the first security
system 310 by the link module 502. The user may also be able
to control one or more features of the second security system
312 from the home using the first security system 310; for
example, the user may be able to arm and disarm the second
security system 312 and adjust the temperature at the office.
While at the office, the user may be able to similarly monitor
and manage the home with the first security system 310
through the second security system 312.

[0077] The link module 502 may be configured to receive
first system sensor event messages 550 generated by the first
security system 310 and to receive one or more first system
commands 552 of the first security system 310. The link
module 502 may also receive second system sensor events
562 and one or more second system commands 560 that are
generated by the second security system 312. The link mod-
ule 502 may send second system sensor events 562 to the first
security system 310, and send second system commands 560
of'the second security system 312 to the first security system
310. Similarly, the link module 502 may send first system
sensor events messages 550 and first system commands 552
to the second security system 312. The first security system
310 and the second security system 312 may be respectively
configured to execute the second system commands 560 and
first system commands 552 received from the link module
502.

[0078] Incertainembodiments, the link module 502 may be
configured to filter the first system sensor event messages 550
received from the first security system 310 such that the
second security system 312 receives only a subset of the first
system sensor event messages 550. The filtering may occur in
the monitoring system 103 or, in other embodiments, at the
first control unit 402. For example, the link module 502 may
filter the first system sensor event messages 550 such that
only those sensor events associated with alarm conditions are
sent to the second security system 312. In one embodiment, a
user can create one or more filters for the link module 502 to
implement.
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[0079] FIG. 6 illustrates one embodiment of communica-
tions 600 of a link module 601. The link module 601 may be
implemented as part of the first security system 310, the
second security system 312, the monitoring system 103, or
distributed across the aforementioned systems. The link mod-
ule 601 may implement one or more aspects of link modules
200, 422, 424, and/or 502 described above in reference to
FIGS. 2, 4, and/or 5. The link module 601, in the depicted
embodiment, includes a receive module 602, a filter module
604, a send module 606, a display module 608, and a selection
module 610.

[0080] The receive module 602 my receive first system
commands 552 and first system sensor events 550 from the
first security system 310, and second system commands 560
and second system sensor events 562 from the second secu-
rity system 312. Where the link module 601 is implemented
as part of the monitoring system 103, the receive module 602
may receive the above communications over a network 308 as
discussed above. Where the link module 601 is implemented
in a first control unit 402, the receive module 602 may receive
the first system commands 552 and the first system sensor
events 550 over a bus; for example, the sensor monitoring
module 111 discussed in connection with FIG. 1 may transmit
first system sensor events 550 over a Peripheral Component
Interconnect (PCI) bus. Where the link module 601 is imple-
mented as software on the first control unit 402, the receive
module 602 may receive the first system commands 552 and
first system sensor events 550 through function calls or other
features of an application programming interface (API).
[0081] The filter module 604 may apply one or more filter
rules to communications (such as the system commands and
sensor events) received by the receive module 602. The filter
module 604 may apply a first set of rules for the communi-
cations received from the first security system 310 and a
second set of rules for the communications received from the
second security system 312. The filter module 604 may cause
only a subset of the total first system sensor events 550
received by the receive module 602 to be sent to the second
security system 312, and vice versa. The filter module 604
may save the filter rules in a database, table, or other suitable
data structure.

[0082] The send module 606 may send the first system
commands 552 and the first system sensor events 550
received by the receive module 602 to the second security
system 312. The send module 606 may add additional infor-
mation to the first system commands 552 and the first system
sensor events 550 before sending them to the second security
system 312. In certain embodiments, the send module 606
may reformat the first system commands 552 and the first
system sensor events 550; for example, the receive module
602 may receive the communications according to a first
protocol, and the send module 606 may reformat the commu-
nications to conform to a second protocol. The send module
606 may perform similar functions for second system com-
mands 560 and second system sensor events 562.

[0083] Where the link module 601 is implemented on the
second control unit 404, the display module 608 may display
information concerning first system commands 552 and first
system sensor events 550 on a display of the second control
unit 404. The display module 608 may interact with the hard-
ware, operating system, and/or application of the second con-
trol unit 404 to display information. One example of a pos-
sible display is provided in connection with FIG. 7. A link
module 601 implemented on the first control unit 402 may
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perform similar functions for the second system commands
560 and the second system sensor events 562.

[0084] The selection module 610 may link and de-link the
first security system 310 and the second security system 312.
The selection module 610 may automatically link and de-link
the first security system 310 and the second security system
312 in response to link conditions and de-link conditions, as
described above. The selection module 610 may be further
configured to allow a user to manually link and de-link the
first security system 310 and the second security system 312.
[0085] In one embodiment, the selection module 610
allows the user to set up the link module 601 to provide the
linking functionality described herein. For example, when
setting up a link for the first time, the selection module 610
may request that the user provide a unique identifier that
identifies the second security system 312. The selection mod-
ule 610 may also require authentication and authorization
from both the first control unit 402 and the second control unit
404 before creating an initial link. Once the selection module
610 creates the initial link, it may store the relevant addresses
and information allowing the selection module 610 to auto-
matically link and de-link the first security system 310 and the
second security system 312 in the future.

[0086] FIG. 7 illustrates one embodiment of a control unit
700. The control unit 700, which may implement one or more
aspects of control unit 102, 402, and/or 404 described above
in reference to FIGS. 1, 2, 4, and/or 5, may include a speaker
702 through which audio information may be provided to a
user of the control unit 700. The control unit 700 may also
include a display 704 through which visual information may
be provided to the user. In certain embodiments, the display
704 is a touch screen display that can receive user input.
[0087] The display 704 may be configured to show a gen-
eral display area 708, a first facility display section 710, and
a second facility display section 712. The general display area
708 may be an area where the control unit 700 displays
general information unrelated to a particular facility; for
example, the control unit 700 may display the date, time,
weather, or other information in the general display area 708.
[0088] The control unit 700 may display information
related to the first facility 302 in the first facility display
section 710. The control unit 700 may store and display a
name for the first facility 302; for example, the display name
for the first facility 302 may be “Home.” The first facility
display section 710 may also include the status of the first
security system 310 at the first facility 302. In FIG. 7, the
status of the first security system 310 is “system ready, not
armed.” The first facility display section 710 may also display
the status of one or more first sensors 412 in the first security
system 310. In FIG. 7, the status of one first sensor 412 may
be “Window (open).” Thus, the control unit 700 may display
alarm condition messages and/or sensor event messages on
the display 704.

[0089] The first facility display section 710 may also dis-
play one or more touch icons allowing the user to receive
additional information about the first security system 310 and
to send commands to the first security system 310. In FIG. 7,
pressing the “security” icon may display a menu of security-
related options for the user such as, for example, arming or
disarming the first security system 310. Pressing the “ser-
vices” icon may display a menu of services-related options
for the user such as, for example, setting a temperature, turn-
ing lights on and off, locking doors, and other options. The
control unit may thus visually differentiate between first sys-
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tem alarm condition messages and/or sensor event messages
and second system alarm conditions and/or sensor event mes-
sages. Other configurations for displaying such information,
and differentiating between the two security systems are also
within the scope of the present disclosure.

[0090] The control unit 700 may also display information
related to the second facility 304 in the second facility display
section 712. The control unit 700 may store and display a
name for the second facility 304; in FIG. 7, the name of the
second facility 304 is “Office.” The second facility display
section 712 may include the status of the second security
system 312 and the status of one or more second sensors 414.
In FIG. 7, the status of the second security system 312 is
“System ready, armed” and the status of a second sensor 414
is “Door (open).” The control unit 700 may provide icons
(such as the “security” and “services”) that allow a user to
cause various security and service-related actions as
described above.

[0091] In the embodiment shown in FIG. 7, the second
security system 312 for the office has triggered an alarm since
the second security system 312 is armed and a door is open.
The second security system 312 may cause an alarm at the
office, such as an audio alarm, a visual alarm, or some com-
bination thereof. The control unit 700 may, however, be part
of'the first security system 310. Where the user is at the home
where the control unit 700 is installed, the user is unlikely to
hear or see the alarm sounding at the office.

[0092] The control unit 700 may be configured to provide
an alert when the second security system 312 is in an alarm
condition. For example, the control unit 700 may generate an
audible alarm through the speaker 702. The control unit 700
may generate a visual alarm by changing the color of the
second facility display section 712. For example, the control
unit 700 may create a red, flashing background for the second
facility display section 712 ifan alarm condition at the second
facility 304 is detected. In certain embodiments, the audible
and/or the visual component of the alarm generated by the
controlunit 700 may differ depending on whether the alarm is
for the home or the office. Such an embodiment may allow the
user to quickly determine where the alarm condition exists,
and whether the user is in present danger. Those of skill in the
art will appreciate the various alarms that may be generated
by the control unit 700.

[0093] The control unit 700 may also allow the user to
review and disable the alarm for the second security system
312 from the control unit 700 for the first security system 310.
The user may, for example, communicate with an individual
at the second facility 304 through the control unit 700. The
user may determine that an authorized individual accidentally
triggered the alarm and disable the alarm at the second facility
304. The user may, in one embodiment, press the “security”
icon in the second facility display section 712 to access an
icon from which the user can send a command to the second
security system 312 turning the alarm off and/or disarming
the second security system 312. The second facility display
section 712 may provide a confirmation that the alarm has
turned off.

[0094] The link module 601 may re-direct communications
from an operations center 304 intended for one security sys-
tem to the other, or to both linked security systems. In one
embodiment, the link module 601 designates one security
system as the dominant security system. A user may designate
the security system for whichever facility she is physically
present at as the dominant security system. For example, the
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user may designate the second security system 312 as the
dominant security system when the user is at the second
facility 306, and the first security system 310 as the dominant
security system when the user is at the first facility 302.
Communications from the operations center 304 may be
routed to the dominant security system. Thus, a security rep-
resentative may attempt to communicate with a user through
the controlunit for the second security system 312 inresponse
to an alarm for the second security system 312 sounding. If
the first security system 310 is the dominant security system
at the time of the communication, the link module 601 may
route the communication to the first security system 310.
[0095] In another embodiment, the link module 601 routes
communications from a security representative at the opera-
tions center 304 to both the first security system 310 and the
linked second security system 312 regardless of the security
system for which the communication is intended. The link
module 601 may further monitor for which security system
generates a response to the communication, and establish
communication between the responding security system and
the operations center 304.

[0096] For example, a security representative may attempt
to speak with a user through the second control unit 404 for
the second security system 312 in response to an alarm occur-
ring for the second security system 312. The link module 502
may cause the communication to come through both the
second control unit 404 and the first control unit 402. If the
first response is through the first control unit 402, the link
module 601 may route the communications from the security
representative for that communication session through the
first control unit 402.

[0097] Insomeembodiments, the display 704 of the control
unit 700 may also include a video display screen (not shown)
that displays video input received by the control unit 700. The
video display screen may be linked to the speaker 702 such
that received video and audio information may be presented
to auser in a synchronized manner. In some cases, the control
unit 700 may receive video and audio data from a wireless
device, such as mobile device, another security system,
another control unit of another security system, etc.

[0098] Insomeembodiments, the display 704 of the control
unit 700 may display video and audio data from another
control unit upon the occurrence of one or more link condi-
tions as described above. For example, upon the occurrence
and/or detection of an alarm condition at second security
system, the second security system may automatically link to
the first security system via control unit 700. If, for example,
the alarm condition is a door of the second facility being
opened when the second security system is armed, the second
security system may link to the first security system and send
video and audio data related to the alarm condition at the
second facility. For example, the data may be real-time data
such that a user at control unit 700 may see a live stream of
video and audio data coming from the door where the alarm
condition at the second facility occurred. In other scenarios,
the data may be recorded by the second security system and
the recoding of the video and audio data may be transmitted to
and displayed on the display 704 of the control unit 700. The
operation and functionality of the video and audio commu-
nication session will be described in greater detail below in
reference to FIGS. 8-12.

[0099] FIG. 8 is a block diagram of another example of a
control unit 802, according to an embodiment of the present
disclosure. Control unit 802 may include one or more aspects
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of control unit 102, 402, 404, and/or 700 described above in
reference to FIGS. 1, 2, 4, 5, and/or 7. Control unit 802 may
include a processor 122, memory 124, and user interface 112.
User interface 112 may include various input/output (I/O)
devices, such as a display 134, which may comprise a touch
screen, a transducer 804, a camera 806, a keypad 140, and a
speaker 808. Control unit 802 may further include a trans-
ceiver 144 for receiving and transmitting data (e.g., video,
audio, images) over a network. It is noted that a “communi-
cation interface” as referred to herein may comprise trans-
ceiver 144 and user interface 112.

[0100] According to one embodiment, display 134 may be
configured to display information, such as, for example,
video, images, or a combination thereof. Thus, a self-con-
tained system (i.e., control unit 802) may display audio and/or
video via user interface 112. In addition, camera 806 may be
configured to capture video and still images. Accordingly,
events that occur near control unit 802 may be displayed via
the user interface 112. Further, the captured events may be
recorded for subsequent viewing. According to one embodi-
ment, recording of events (i.e., via camera 806) may be trig-
gered based on security system events (e.g., if a door unlocks,
if a window breaks, or if the camera senses movement).
[0101] Further, transducer 804, which may comprise a
microphone, may be configured to receive an audio input and
convert the audio input into a electrical signal for transmis-
sion. Speaker 808 may be configured to convey an audio
output.

[0102] Memory 124 may include a video conferencing
module 810 and an image processing module 812, each of
which may comprise hardware, software, firmware, ora com-
bination thereof. Memory 124 may also include one or more
databases 814 for storing data. In FIG. 8, video conference
module 810 and image processing module 812 are illustrated
as being stored in memory 124 so as to be accessible and/or
executable by processor 122. However, it should be under-
stood that video conference module 810 and image process-
ing module 812 may be otherwise stored, even remotely.
[0103] As will be appreciated by a person having ordinary
skill in the art, videoconferencing is the conduct of a video-
conference (also known as a video conference or video-tele-
conference) by a set of telecommunication technologies
which allow two or more locations to communicate by simul-
taneous video and audio transmissions. According to various
embodiments of the present disclosure, video conferencing
module 810 may be configured for establishing a video and
audio communication session with at least one other elec-
tronic device, such as a control unit of another security sys-
tem, a mobile device, etc. More specifically, video conference
module 810 may identify a network address of a device and,
thereafter establish a communication session with the device
using the identified network address. Further, a communica-
tion interface, which may comprise user interface 112 and
transceiver 144, may be configured for receiving and trans-
mitting audio and video data over a network via an estab-
lished communication session. It is noted that video confer-
encing, as described herein, is not limited to two-way
conferencing. Rather, one-way, or more than two-way con-
ferences may be within the scope of the present disclosure.
[0104] FIG.9illustrates asystem 900 in accordance with an
embodiment of the present disclosure. System 900 comprises
a control unit 802 communicatively coupled to an electronic
device 902 via a communication network 904. Accordingly,
as will be understood by a person having ordinary skill in the
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art, control unit 802 may be configured to transmit and receive
video and audio content (e.g., a live video feed and/or a video
message) to and from electronic device 902 via communica-
tions network 904 to enable a user of control unit 802 to
communicate with a user of electronic device 902. Commu-
nications network 904 may comprise any suitable network
that enables video conferencing between two or more elec-
tronic devices. For example, network 904 may comprise a
local area network or a wide area network. Furthermore, it is
noted that network 904 may comprise a wireless network, a
wired network, or a combination thereof. Although system
900 is illustrated as only two communicatively coupled
devices, the present disclosure is not so limited. Rather, con-
trol unit 8§02 may be communicatively coupled to any number
of electronic devices via communication network 904, such
as one or more control units of other security systems.

[0105] According to one embodiment, electronic device
902 may include a control unit of another security system. As
such, according to one contemplated operation, a user of a
first security system (e.g., at a first residence) may participate
in a video conference with a user of another security system
(e.g., atasecond residence), such as in systems 100, 300, 400,
and/or 500 described above in reference to FIGS. 1, 3, 4,
and/or 5. According to another embodiment, electronic
device 902 may include a remote computing device. As a
more specific example, electronic device 902 may include a
personal computer or a mobile device, such as a mobile tele-
phone. According to another embodiment, control unit 802
and electronic device 902 may exist within a single security
system. Stated another way, control unit 802 may comprise a
primary control panel within a security system (e.g., proxi-
mate a front door of a residence) and electronic device 902
may comprise a secondary panel of the security system (e.g.,
in a bedroom of the residence). In accordance with yet
another embodiment, electronic device 902 may be located at
a technical support center. Therefore, in this embodiment, a
user of control unit 802 may receive technical support for
security system 100 via a video conference with a technician.

[0106] In accordance with other various embodiments of
the present disclosure, a security device, which may be part of
security system 100, 300, 400, and/or 500 described above in
reference to FIGS. 1, 3, 4, and/or 5, may include a camera
positioned proximate an access area (e.g., near a door or a
gate) and configured to capture video and/or images of an
access area. The video and/or images may be communicated
via a communications session with an electronic device 902,
such as a control unit of another security system, for example
to inform a user of the electronic device 902 of events occur-
ring at an access area associated with control unit 802.

[0107] With reference to FIG. 10, a block diagram 1000 of
an example security device 1002 is shown. The security
device 1002, which is configured to be positioned proximate
an access area, may include a camera 1004 and a transceiver
1006. According to one embodiment, camera 1004 may cap-
ture video and/or still images of an access area. Further, video
and/or images captured by camera 1004 may be transmitted
to control unit 802 (see FIG. 9) via transceiver 1006. Upon
receipt of data from transceiver 1006, control unit 802 may
display the data via user interface 112, store the data within
databases 814, or both. As such, a user positioned proximate
user interface 112 may view the access area to determine
whether to open a door for a person positioned within the
access area. According to one embodiment, recording of
events (i.e., via camera 1004) may triggered be based on
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security system events (e.g., if a door unlocks, if a window
breaks, or if the camera senses movement). In addition, the
video and/or images captured by camera 1004 may be com-
municated to a control unit 802 of another security system, for
example, via the techniques described above.

[0108] Further, with reference to FIG. 11, a block diagram
1100 of another example security device 1102 is shown. The
security device 1102 may include a camera 1104, a trans-
ceiver 1106, and a user interface 112 having a display 1108, a
speaker 1110, and/or a transducer 1112. As such, a user
positioned proximate user interface 112 may communicate
(e.g., audibly, visually, or both) with a person positioned
proximate the access area.

[0109] As noted above, a camera 1104 may capture still
images of an access area (e.g., an area proximate a door or a
gate outside of a residence). Further, according to one
embodiment, an image captured by camera 1104 may be
transmitted to control unit 802 and compared to data within
database 814. More specifically, a captured image may be
compared to one or more images stored within database 814
to determine if a person depicted in the captured image
matches an image of an authorized person. It is noted that
control unit 802 may utilize image processing module 812 to
identify one or more characteristics of an image. It is further
noted that device 1102 may capture and transmit a plurality of
images of a person positioned proximate thereto. Accord-
ingly, upon receipt of a plurality of images of a person, image
processing module 812 (see FIG. 8) may be configured to
identify an optimal image ofthe plurality of images, compare
the identified image to images of authorized persons and,
depending on whether the captured image matches an image
of an authorized person, grant or deny access.

[0110] According to another embodiment of the present
disclosure, control unit 802 may be configured to display
video, images, sound, or a combination thereof, captured
from one or more cameras positioned within a security sys-
tem, such as a system including aspects of systems 100, 300,
400, and/or 500 described above in reference to FIGS. 1,3, 4,
and/or 5. Therefore, in this embodiment, upon occurrence of
an alarm event, a user may view and, possibly hear, via user
interface 112, video, images, and/or audio captured by a
camera proximate a location of the alarm event.

[0111] It is noted that according to one or more embodi-
ments of the disclosure, a security system may include digital
video recorder (DVR) functionality. For example, control
unit 802 may include or may be operably coupled to a DVR.
Accordingly, any video that is conveyed to, or generated at,
control unit 802 may be recorded and stored at control unit
802. As a more specific example, video received via a video
conference, or video captured by a camera (i.e., a camera
proximate to or within control unit 802, or a camera remote
from control unit 802) may be recorded via the DVR and
stored within control unit 802. Further, according to other
embodiments of the present disclosure, video, images, and/or
audio stored within control unit 802 may be remotely played-
back. Stated another way, the security system, as described
herein may be configured for remote playback of media
(video, images, and/or audio) stored on the panel.

[0112] FIG. 12 is a block diagram of another example of a
control unit 1202 according to an embodiment of the present
disclosure. Control unit 1202 includes a processor 122,
memory 124, a user interface 112, and a link module 200.
User interface 112 includes various input/output (I/O)
devices, such as a display 134, which may comprise a touch



US 2014/0266681 Al

screen, a transducer 804, a camera 806, a keypad 140, and a
speaker 808. Control unit 1202 may further include a trans-
ceiver 144 for receiving and transmitting data (e.g., video,
audio, images) over a network. It is noted that a “communi-
cation interface” as referred to herein may comprise trans-
ceiver 144 and user interface 112.

[0113] Control unit 1202 may include one or more aspects
of control unit 102, 402, 404, and/or 700 described above in
reference to FIGS. 1,2, 4, 5, and/or 7. The link module 200 of
controlunit 1202 may link a first security system and a second
security system, such as by linking control unit 1202 to
another control unit of another security system. In some
embodiments, each security system can be monitored and/or
controlled from the other security system. The link module
200, in conjunction with the processor 122, the user interface
112 and the memory 124, may further trigger the establish-
ment of a video and audio communication session with
another security device, such as device 902, 1002, and/or
1202 described in reference to FIGS. 9,10, and/or 11, another
security system, another control unit of another security sys-
tem, etc. In some aspects, the establishment of the video and
audio commination session may be triggered when the link
module 200 automatically establishes a link with another
security system based on the occurrence of one or more link
conditions. The video and audio session may further be auto-
matically terminated when the link module 200 automatically
de-links the first and second security systems upon the occur-
rence of one or more de-link conditions.

[0114] FIG. 13 illustrates one embodiment of a method
1300 for linking two security systems. The method 1300 may
include selectively linking a first security system and a second
security system based on one or more link conditions at block
1305. The one or more link conditions may include a time of
day or predetermined schedule, a change in the armed or
active status of the first security system, etc. In some embodi-
ments, the one or more link conditions may be determined
and configured by a user of at least one of the first and second
security systems.

[0115] The method may further include, at block 1310,
receiving one or more first sensor event messages from a first
security system (e.g., 310) and sending, at block 1315, at least
a portion of the first sensor event messages to a second secu-
rity system (e.g., 312) that is separate from the first security
system (e.g. 310). In some embodiments, a link module, such
as first and/or second link modules 422, 424 implemented in
a first control unit 402 and/or a second control unit 404, or a
link module 502, 601 implemented in a monitoring system
103 may perform the steps 1305, 1310, and/or 1315.

[0116] The method 1300 may further include, at reference
numeral 1320, receiving one or more second sensor event
messages from the second security system (e.g., 312) and
sending, at reference numeral 1325, at least a portion of the
second sensor event messages to the first security system
(e.g., 310). In some embodiments, the link module 502, 601
may perform the steps 1320 and/or 1325.

[0117] In some embodiments, the method 1300 may also
include selectively de-linking the first security system and the
second security system based on one or more de-link condi-
tions. The one or more de-link conditions may include a
disarming event at one of the first and second security sys-
tems, for example. In some embodiments, the one or more
de-link conditions may be determined and configured by a
user of at least one of the first and second security systems.
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[0118] In other embodiments, the method 1300 may also
include displaying on a second control unit (e.g., 404) for the
second security system (e.g., 312) at least a portion of the first
sensor event messages received from the first security system
(e.g., 310). Similarly, the method 1300 may involve display-
ing on the first control unit (e.g., 402) for the first security
system (e.g., 310) at least a portion of the one or more second
sensor event messages received from the second security
system (e.g., 312). The method 1300 may further involve
sending first commands for the second security system (e.g.,
312), which first commands originated with the first security
system (e.g., 310), to the second security system (e.g., 312).
[0119] In some embodiments, method 1300 may further
include establishing a video and audio communication ses-
sion between the first and second security systems. Establish-
ing the video and audio communications session may be
performed between a first control unit (e.g., 402) of the first
security system (e.g., 310) and a second control unit (e.g.,
404) of the second security system (e.g., 312). The estab-
lished video and audio communication session may enable a
first user of the second control unit to communicate with a
second user of the first control unit. The video and audio
communication session may be automatically established
upon the first and second security systems selectively linking
in response to one or more link conditions. In some embodi-
ments, the video and audio communication session may be
automatically terminated upon the first and second security
systems selectively de-linking in response to one or more
delink conditions.

[0120] Although the foregoing description contains many
specifics, these should not be construed as limiting the scope
of'the disclosure or of any of the appended claims, but merely
as providing information pertinent to some specific embodi-
ments that may fall within the scopes of the disclosure and the
appended claims. Features from different embodiments may
be employed in combination. In addition, other embodiments
of the disclosure may also be devised which lie within the
scopes of the disclosure and the appended claims. The scope
of the disclosure is, therefore, indicated and limited only by
the appended claims and their legal equivalents. All additions,
deletions and modifications to the disclosure, as disclosed
herein, that fall within the meaning and scopes of the claims
are to be embraced by the claims.

What is claimed:

1. A security system comprising:

a first security system comprising a first control unit and a
plurality of first sensors communicatively connected to
the first control unit;

a second security system comprising a second control unit
and a plurality of second sensors communicatively con-
nected to the first control unit;

wherein the first control unit is configured to automatically
link to the second control unit upon the occurrence of
one or more link conditions such that one or more first
system alarm condition messages for alarm conditions
detected by the first sensors are available through the
second control unit, and wherein the first control unit is
configured to automatically de-link with the second con-
trol unit upon the occurrence of one or more de-link
conditions.

2. The security system of claim 1, wherein the second
control unit is configured to automatically link to the first
control unit upon the occurrence of the one or more link
conditions such that one or more second system alarm con-
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dition messages for alarm conditions detected by the second
sensors are available through the first control unit.

3. The security system of claim 1, wherein the first control
unit is configured to send the first system alarm condition
messages directly to the second control unit.

4. The security system of claim 1, wherein the first control
unit is configured to send the first system alarm condition
messages t0 a remote monitoring system, and wherein the
second security system retrieves the first system alarm con-
dition messages from the remote monitoring system.

5. The security system of claim 1, wherein the second
control unit is configured to display the one or more first
system alarm condition messages on a display of the second
control unit.

6. The security system of claim 1, wherein the second
control unit further comprises:

a video conference module configured for establishing a
video and audio communication session with at least one
other electronic device; and

a communication interface for receiving and transmitting
audio and video data over a network based on the estab-
lished video and audio communication session.

7. The security system of claim 6, wherein the at least one
other electronic device comprises the first control unit, and
wherein the established video and audio communication ses-
sion with the first control unit enables a first user of the second
control unit to communicate with a second user of the first
control unit.

8. The security system of claim 1, wherein the first control
unit is further configured to receive one or more second sys-
tem commands originating from the second security system
and execute the one or more second system commands on the
first security system.

9. The security system of claim 8, wherein the first control
unit receives the one or more second system commands from
at least one of the second control unit or a remote monitoring
system.

10. A link module that links a first security system and a
second security system, the link module configured to:

selectively link the first security system and the second
security system based on one or more link conditions;

receive one or more first system sensor event messages
generated by a first security system separate from the
link module;

receive one or more first system commands generated by
the first security system;

send one or more second system sensor event messages
generated by a second security system for the first secu-
rity system; and

send one or more second system commands of the second
security system for the first security system.

11. The link module of claim 10, further configured to

selectively link de-link the first security system and the sec-
ond security system based on one or more de-link conditions.
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12. The link module of claim 10, wherein the link module
is implemented in at least one of a first control unit for the first
security system, a second control unit for the second security
system, or a monitoring system associated with the first secu-
rity system and the second security system.
13. The link module of claim 10, further configured to filter
the one or more first system sensor event messages received
from the first security system such that only a subset of the
one or more first system sensor event messages is sent to the
second security system.
14. The link module of claim 13, wherein the link module
sends only sensor event messages associated with first system
alarm condition messages to the second security system.
15. The link module of claim 10, wherein the link module
is configured perform at least one of:
receiving the one or more first system sensor event mes-
sages generated by the first security system from a moni-
toring system communicatively connected to the first
security system and the second security system; or

send the one or more second system sensor event messages
and the second system commands to the monitoring
system communicatively connected to the first security
system and the second security system.

16. A method comprising:

selectively linking a first security system and a second

security system based on one or more link conditions;
receiving one or more first sensor event messages from the
first security system;

sending at least a portion of the one or more first sensor

event messages to the second security system that is
separate from the first security system;

receiving one or more second sensor event messages from

the second security system; and

sending at least a portion of the one or more second sensor

event messages to the first security system.

17. The method of claim 16, further comprising:

selectively de-linking the first security system and the sec-

ond security system based on one or more de-link con-
ditions.

18. The method of claim 16, further unit for the second
security system at least a portion of comprising displaying on
a second control the one or more first sensor event messages
received from the first security system.

19. The method of claim 18, further comprising displaying
on a first control unit for the first security system at least a
portion of the one or more second sensor event messages
received from the second security system.

20. The method of claim 16, further comprising sending
one or more first commands for the second security system,
which first commands originate with the first security system,
to the second security system.
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