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(57) ABSTRACT

A controller for triggering a pyrotechnic component of a
vehicle is designed to determine and store a trigger status of
the pyrotechnic component. The trigger status exhibits a
triggered state or a non-triggered state. The controller is
further designed, if the trigger status exhibits the non-
triggered state, to allow operation of the controller with a
pyrotechnic component in the vehicle without enabling the
pyrotechnic component. Further, the controller is designed,
if the trigger status exhibits the triggered state, to reset the
trigger status from the triggered state to the non-triggered
state when the pyrotechnic component is enabled.
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METHOD AND CONTROLLER FOR
PROTECTION FROM UNAUTHORIZED
INSTALLATION OF A PYROTECHNIC
COMPONENT

BACKGROUND AND SUMMARY

[0001] The invention relates to a vehicle having one or
more pyrotechnic components such as, for example, a driver
airbag module or a belt tensioner. In particular, the invention
relates to a method and a corresponding controller, by means
of which any unauthorized installation of a pyrotechnic
component can be prevented in an efficient and reliable
manner.

[0002] A vehicle can comprise one or more pyrotechnic
components such as, for example, an airbag module or a belt
tensioner. An airbag module can be, for example, an element
of the steering wheel of the vehicle, in which an airbag is
integrated. In the event of the triggering of the airbag,
driving means in the airbag module are electrically trig-
gered, and the gas-filled bag deploys its protective action.
[0003] Once triggered, it is necessary for the airbag mod-
ule to be completely replaced, as the selective repair of the
module is typically not possible. As costs for an airbag
module can be relatively high, a form of acquisitive crime
has developed, wherein airbag modules are removed and/or
stolen from other vehicles. These airbag modules are then
illicitly installed in vehicles having previously triggered
airbag modules, which it is necessary to replace.

[0004] The theft of airbag modules is a source of prejudice
for both vehicle users and insurers. The present document
addresses the technical object of the efficient and reliable
prevention of the illicit installation of a pyrotechnic com-
ponent, particularly an airbag module, in a vehicle, particu-
larly in the interests of preventing the associated acquisitive
crime.

[0005] This object is fulfilled by each of the independent
claims. Advantageous embodiments are described, among
others, in the dependent claims. It is hereby observed that
additional features of a patent claim which is dependent
upon an independent patent claim, in the absence of the
features of the independent patent claim, or in combination
with only a proportion of the features of the independent
patent claim, can form a standalone invention which is
independent of the combination of all the features of the
independent patent claim, and which can be the subject
matter of an independent claim, a divisional application or
a subsequent application. The same applies, in a correspond-
ing manner, to the technical instruction described in the
description, which can form an invention which is indepen-
dent of the features of the independent patent claims.
[0006] According to one aspect, a controller is described
for triggering a pyrotechnic component (particularly an
airbag module or a belt tensioner) of a (motor) vehicle. The
controller can be designed for installation in an on-board
network of the vehicle.

[0007] The controller is designed to determine and save a
trigger status of the pyrotechnic component. The trigger
status can be saved, for example, in a storage unit of the
controller, for example in the form of a flag. The trigger
status can exhibit, for example, a triggered state or a
non-triggered state. The controller can be designed to trigger
a pyrotechnic component which is connected to the control-
ler, as required (for example in the event of an accident), if
the trigger status exhibits the non-triggered state. Secondly,
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the controller can be (optionally) designed to prevent any
triggering of the pyrotechnic component which is connected
to the controller, if the trigger status exhibits the triggered
state. Thus, optionally, a disablement of triggering can be
executed, if the trigger status exhibits the triggered state.
Moreover, an indicator element of the vehicle can (prefer-
ably) be activated, or maintained in an active state, in order
to indicate the triggered state of the trigger status to a user
of the vehicle. Any resetting of the indicator element of the
vehicle (for example a warning light) can thus be prevented,
if the trigger status exhibits the triggered state.

[0008] The controller can be designed, if the trigger status
exhibits the non-triggered state, to allow operation of the
controller with a pyrotechnic component in the vehicle,
without enabling the pyrotechnic component. An efficient
initial installation of a pyrotechnic component in the vehicle
and/or in conjunction with the controller is permitted
accordingly. For example, the regulation trigger status can
be the non-triggered state. Installation of a pyrotechnic
component in a vehicle can thus be permitted during the
manufacture of the vehicle, without the execution of an
enabling process.

[0009] The controller can moreover be designed, if the
trigger status exhibits the triggered state (and a triggering of
the originally installed pyrotechnic component has thus
already been executed), to reset the trigger status from the
triggered state to the non-triggered state, if an enablement of
the pyrotechnic component is in force. The controller can
particularly be designed only to reset the trigger status from
the triggered state to the non-triggered state in the event that
an enablement of the pyrotechnic component (which is
newly installed in the vehicle) is in force. Alternatively or
additionally, the controller can be designed to maintain the
trigger status in the triggered state, in the event that no
enablement of the pyrotechnic component which is (newly)
installed in the vehicle is in force.

[0010] The controller can further be designed to reset the
indicator element of the vehicle for indicating a triggered
pyrotechnic component, in particular only in the event that
the trigger status has been reset from the triggered state to
the non-triggered state. Alternatively or additionally, the
controller can be designed to trigger the pyrotechnic com-
ponent which is (potentially newly) installed in the vehicle,
in particular only when required (for example in the event of
an accident involving the vehicle), if the trigger status has
been reset from the triggered state to the non-triggered state.
[0011] The controller can thus be designed to suppress the
operation of a newly installed pyrotechnic component in a
vehicle, if no successful enablement of the newly installed
pyrotechnic component has been executed. It can thus be
prevented that a (potentially stolen) pyrotechnic component
can be installed in the vehicle.

[0012] In an efficient and reliable manner, the controller
thus prevents the illicit installation of a pyrotechnic com-
ponent, for example an airbag, particularly in the interests of
eliminating the associated acquisitive crime.

[0013] The pyrotechnic component can comprise an iden-
tification means, which is designed to clearly identify the
pyrotechnic component from a plurality of different pyro-
technic components (and from the corresponding plurality of
identification means). The plurality of identification means
of the plurality of different pyrotechnic components, which
are permitted or enabled as replacement parts, can be saved
on a backend server.
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[0014] In an efficient manner, the identification means can
comprise a machine-readable code, particularly a barcode or
QR code, including a serial number of the pyrotechnic
component. Alternatively or additionally, the identification
means can comprise a human-readable serial number of the
pyrotechnic component.

[0015] The enablement of the pyrotechnic component
which is (newly) installed in the vehicle can then be
executed in a reliable and efficient manner on the basis of the
identification means of the pyrotechnic component (for
example by a comparison of the identification means with
the plurality of identification means of the plurality of
different pyrotechnic components, which are permitted or
enabled as replacement parts). In particular, the controller
can be designed either to enable or not enable the pyrotech-
nic component which is (newly) installed in the vehicle on
the basis of the identification means of the pyrotechnic
component. An efficient and reliable enablement of a pyro-
technic component which is (newly) installed in the vehicle
can thus be executed.

[0016] The controller can be designed, in the event that the
trigger status exhibits the triggered state, to detect that a new
pyrotechnic component has been installed in the vehicle.
This can be detected, for example, on the basis of an
electrical resistance of the pyrotechnic component. For
example, a previously triggered pyrotechnic component and
a (new) pyrotechnic component which has yet to be trig-
gered can exhibit different resistance values. The controller
can be designed to detect the resistance value of the pyro-
technic component which is connected to the controller.
[0017] The controller can moreover be designed to detect
that the new pyrotechnic component fulfils one or more
technical conditions, particularly with respect to electrical
resistance, by means of which (in principle and/or on a
purely technical basis) it is permitted for the trigger status to
be reset from the triggered state to the non-triggered state. In
particular, it can be detected that the pyrotechnic component
fulfils one or more conditions which permit the pyrotechnic
component to be operated, i.e. to be triggered, if required.
[0018] However, even in the event that the newly installed
pyrotechnic component fulfils the one or more technical
conditions for operation in the vehicle, a check can firstly be
executed by the controller as to whether or not an enable-
ment is in force. The trigger status can then, and particularly
only then, be reset from the triggered state to the non-
triggered state, if an enablement of the new pyrotechnic
component is in force. Any illicit installation of a new
pyrotechnic component in a vehicle can thus be prevented in
a particularly reliable manner. The controller can be
designed to execute a check as to whether a valid enabling
code for the enablement of the pyrotechnic component has
been entered via a user interface and/or via a servicing
interface of the vehicle. It is possible for the enabling code
to have been determined and entered, for example, by a
servicing engineer in a workshop, on the basis of the
identification means of the (newly installed) pyrotechnic
component. The trigger status can then, and particularly only
then, be reset from the triggered state to the non-triggered
state, if a valid enabling code has been entered. Any illicit
installation of a new pyrotechnic component in a vehicle can
thus be prevented in a particularly efficient manner.

[0019] The controller can be designed to identify and save
a plurality of different trigger statuses for a plurality of
different pyrotechnic components in a vehicle, and to
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execute a reset, in the event that an enablement for a
respective newly installed pyrotechnic component is in
force. In other words, the controller can be designed to
operate a plurality of different pyrotechnic components (for
different functions, for example for different airbag modules
or different belt tensioners), and to execute the monitoring
thereof for any illicit replacement. The different pyrotechnic
components can be connected at different interfaces of the
controller.

[0020] As described above, the regulation trigger status at
the time of manufacture of the vehicle can assume the
non-triggered state such that, during the manufacture of the
vehicle, a pyrotechnic component can be installed in the
vehicle without enabling the pyrotechnic component, which
can then (during the operation of the vehicle) be triggered by
the controller, as required. In addition, efficient manufacture
of a vehicle can thus be permitted (with no dedicated
enabling process).

[0021] According to a further aspect, a (road) motor
vehicle is described (particularly a passenger motor car, a
heavy goods vehicle, a bus or a motorcycle) which com-
prises the controller described in the present document.
[0022] According to a further aspect, a method is
described for protection against the unauthorized installation
of a pyrotechnic component in a vehicle. The method
comprises the determination and saving of a trigger status of
the pyrotechnic component, wherein the trigger status can
exhibit a triggered state or a non-triggered state. The
method, in the event that the trigger status exhibits the
non-triggered state, further comprises a facility for the
operation of the controller with a pyrotechnic component in
the vehicle, without enabling the pyrotechnic component.
The method, in the event that the trigger status exhibits the
triggered state, further comprises the resetting of the trigger
status from the triggered state to the non-triggered state, if
an enablement of the pyrotechnic component is in force.
[0023] For the enablement of a newly installed pyrotech-
nic component in the vehicle, the method can comprise the
execution of a check, particularly on the backend server of
a manufacturer of the vehicle, of the identification means of
the newly installed pyrotechnic component, in order to
establish whether the newly installed pyrotechnic compo-
nent has been enabled as a replacement part. The method can
further comprise feedback of enablement or non-enablement
to the controller of the vehicle for the triggering of the newly
installed pyrotechnic component. Generation and checking
of the identification means can be executed in a blockchain.
Any illicit installation of a pyrotechnic component in a
vehicle can thus be prevented in a particularly efficient and
reliable manner.

[0024] According to a further aspect, a software (SW)
program is described. The SW program can be designed to
run on a processor (for example on a controller of the
vehicle), in order to execute the method described in the
present document.

[0025] According to a further aspect, a storage medium is
described. The storage medium can comprise a SW program
which is designed to run on a processor, in order to execute
the method described in the present document.

[0026] It should be observed that the methods, devices and
systems described in the present document can be employed
either individually, or in combination with other methods,
devices and systems described in the present document.
Moreover, any aspects of the methods, devices and systems
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described in the present document can be mutually com-
bined in a variety of ways. In particular, the features of the
claims can be mutually combined in a variety of ways.
[0027] The invention is described in greater detail here-
inafter with reference to exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] FIG. 1a shows an exemplary vehicle having a
pyrotechnic component;

[0029] FIG. 15 shows an exemplary pyrotechnic compo-
nent; and
[0030] FIG. 2 is a flow diagram of an exemplary method

for protection against the unauthorized installation of a
pyrotechnic component.

DETAILED DESCRIPTION OF THE DRAWINGS

[0031] As described above, the present document
addresses the provision of efficient and reliable protection
against the unauthorized installation of a pyrotechnic com-
ponent such as, for example, an airbag module. In this
connection, FIG. 1a shows a vehicle 100 having a pyro-
technic component 110. The pyrotechnic component 110 can
be triggered by a controller 101 of the vehicle 100, for
example, in the event of the detection of a collision of the
vehicle 100.

[0032] FIG. 156 shows further details of the pyrotechnic
component 110 and the controller 101. The controller 101
can be designed, for the triggering of the pyrotechnic
component 110, to trigger an ignition unit 112 of the
pyrotechnic component 110, for example, by the application
of an ignition voltage to the ignition unit 112. The pyro-
technic component 110 is triggered in consequence, in order
to deliver a specific function (for example the inflation of an
airbag). Further to triggering, typically, the pyrotechnic
component 110 can no longer be employed, and must be
replaced.

[0033] The controller 101 can be designed to save the
trigger status 103 of the pyrotechnic component 110 (for
example in a status bit). The trigger status 103 can indicate
whether or not the pyrotechnic component 110 which is
installed in the vehicle 100 has already been triggered. If the
trigger status 103 indicates that the pyrotechnic component
110 has already been triggered, any further triggering of the
pyrotechnic component 110 can thus be suppressed. In other
words, any triggering of the pyrotechnic component 110 by
the controller 101, optionally, can then only be possible if
the trigger status 103 indicates that the pyrotechnic compo-
nent 110 has not yet been triggered (for example if the
trigger status 103 exhibits the non-triggered state).

[0034] The controller 101 can further be designed to
initiate the indication by an indicator unit 102 of the vehicle
100, for example on the dashboard of the vehicle 100, to the
effect that the pyrotechnic component 110 has already been
triggered (if the trigger status 103 indicates a pyrotechnic
component 110 which has previously been triggered, or if
the trigger status 103 exhibits the triggered state).

[0035] The controller 101 can be configured such that the
resetting of the trigger status 103, optionally, can only be
executed by authorized servicing personnel.

[0036] In the context of the manufacture of a vehicle 100,
the trigger status 103, in a regulation manner, can indicate
the non-triggered state of the pyrotechnic component 110.
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This permits an arbitrary pyrotechnic component 110 to be
installed in the vehicle 100 from a stock of pyrotechnic
components 110.

[0037] The controller 101 can additionally be configured
to execute a check as to whether a newly installed pyro-
technic component 110 is authorized for installation, in the
event that the trigger status 103 indicates a triggered state of
the pyrotechnic component 110. In other words, the instal-
lation and/or subsequent operation of a pyrotechnic compo-
nent 110, optionally, can only be permitted further to the
successful authorization of the newly installed pyrotechnic
component 110, if the trigger status 103 exhibits a triggered
state. It can thus be prevented, in an efficient and reliable
manner, that a stolen pyrotechnic component 110 can be
installed in another vehicle 100.

[0038] The pyrotechnic component 110, for example, on a
housing, can comprise an identification means 111. The
identification means 111 can be configured to clearly iden-
tify the pyrotechnic component 110. A particularly efficient
identification means 111 is a serial number which is applied
to the pyrotechnic component 110, for example, by stamping
thereupon.

[0039] In the context of the installation of the pyrotechnic
component 110, it can be necessary for a servicing engineer
to enter the serial number of the pyrotechnic component 110
into a servicing computer, and/or into a user interface and/or
servicing interface of the vehicle 100. A check can then be
executed (for example by a comparison with a backend
server of the manufacturer of the pyrotechnic component
110 and/or of the vehicle 100) as to whether the pyrotechnic
component 110 is authorized as a replacement part for
installation in a vehicle 100.

[0040] Further to the successful authorization of the
installed pyrotechnic component, a reset of the trigger status
103 can then be executed (to the non-triggered state). In
consequence, the indicator element 102 can also be reset
(such that it is no longer indicated that it is necessary for the
pyrotechnic component 110 to be replaced). The controller
101 can further be enabled for the triggering of the newly
installed pyrotechnic component 110 (for example in the
event of an accident).

[0041] A method is thus described by means of which, in
an efficient and reliable manner, any unauthorized installa-
tion of a pyrotechnic component 110 can be prevented. The
method is based upon the circumstance whereby the con-
troller 101 for a pyrotechnic component 110 is typically
permanently integrated in the on-board network of a vehicle
100, and cannot be replaced without complex authentication
measures. Any illicit manipulation of the trigger status 103
can thus be reliably prevented. During the manufacture of a
vehicle 100, an association is defined between one or more
electrical ignition circuit outputs of the controller 101 and
one or more pyrotechnic components 110 (for example a
driver airbag, side airbag, driver’s seatbelt tensioner, etc.). In
case of a triggering process, in the event of an accident, the
one or more ignition circuit outputs (and thus the corre-
sponding one or more pyrotechnic components 110) are
actuated in a specific sequence, and the triggering thereof is
executed. All sequences can be permanently saved in the
controller 101, in an event data recorder (EDR).

[0042] Actuation of an ignition circuit (for a specific
pyrotechnic component 110) inevitably results in the
destruction of the corresponding actuator (for example of the
pyrotechnic component 110). Loss of an actuator 110 further
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to the corresponding actuation or triggering thereof is
detected by the controller 101 and is saved in an internal
error memory (for example in the form of a trigger status
103). Indication of the loss of one or more actuators 110 is
typically delivered to the user of the vehicle 100 in a
continuous manner (for example by means of a warning
light 102).

[0043] Further to the replacement of an actuator (i.e. of a
pyrotechnic component 110), the controller 101 can execute
a check as to whether the electrical ignition circuit has
undergone repair, for example, whether the ignition circuit
again exhibits a stipulated electrical resistance. If this is the
case, optionally, the internal error status, particularly the
trigger status 103, can be reset. However, resetting of the
trigger status 103 can be suppressed, if no enablement of the
installed pyrotechnic component 110 has been executed
beforehand by a monitoring entity (for example by the
manufacturer of the component 110 and/or by the vehicle
manufacturer).

[0044] Optionally, clearance of the saved error, i.e. the
resetting of the trigger status 103, in the controller 101 can
only then be executed if the newly installed actuator 110 has
been enabled by an authorized entity. If no enablement of the
actuator has been executed, it will not be possible for the
error memory entry to be reset. In consequence, the error
message will be maintained, even after the installation of a
new actuator 110.

[0045] The enabling process can be executed as follows:
each actuator 110 has an individual serial number 111, which
can be applied to the respective component 110 in a visible
manner. The serial number 111 can be applied, for example,
in the form of a barcode, a QR code and/or in a legible form.
[0046] In conjunction with production, the manufacturer
of actuators 110 can refer the serial numbers 111 of indi-
vidual actuators 110 to the manufacturer of the vehicle 100.
The transmission and storage of serial numbers 111 can be
executed by the application of IT protective measures. The
servicing engineer who undertakes the repair of a triggered
actuator 110 can input or scan the serial number 111 of the
actuator 110, which can then be electronically transmitted to
the manufacturer of the vehicle 100 (for example on a
backend server). This can be executed via a communication
link between a computer in the workshop and a server of the
manufacturer. Information with respect to the repair process
(for example the saved error code and the serial number 111
of the replacement part 110) can also be transmitted.
[0047] The server of the manufacturer can compare the
serial number 111 with saved serial numbers of actuators 110
which are approved as the replacement part. In the event of
correct allocation, the enablement of error clearance can be
notified. Otherwise, enablement can be suppressed.

[0048] The entire sequence, from the generation of serial
numbers 111, the referral of a query to the manufacturer of
the vehicle 100 and the enablement of error clearance, can
be executed in a blockchain. Any manipulations can thus be
excluded in a reliable manner. The blockchain can also be
employed such that data are recorded during the manufac-
turing process of the vehicle 100. This can be undertaken by
the manufacturer of the actuator 110. Any additional data
logging operations in the manufacturing process of the
vehicle 100 can be omitted accordingly.

[0049] The process described can be scalable. Optionally,
the process described can be employed for only one or more
endangered components 110 of a vehicle 100. Non-critical
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components can optionally be excluded from monitoring
(and thus from the associated enabling process) by means of
a corresponding configuration in the controller 101.

[0050] The pyrotechnic component 110 described in the
present document can be implemented in an efficient man-
ner, with no additional safety measures (nowadays, an
identification means 111, particularly a serial number, is
typically already present). Theft protection is only activated
upon the exchange or replacement of a (previously triggered
or defective) pyrotechnic component 110. Saved informa-
tion, particularly the trigger status 103, on the controller 101
is employed for the execution of theft protection.

[0051] As described above, upon the triggering of a pyro-
technic component 110, the triggering process is saved in the
controller 101 in the form of the trigger status 103. At the
same time, a corresponding indicator 102 is typically acti-
vated in the vehicle 100 in a continuous manner. The
indicator 102 notifies the user that the safety system of the
vehicle 100 is impaired or is not fully functional.

[0052] Resetting of the saved trigger status, and of the
associated indicator 102, can only be executed in response
to evidence that an authorized replacement part has been
installed.

[0053] By means of the process described, additional
complexity can be eliminated from vehicle production, on
the grounds that no triggering has yet been saved in the
controller 101 (the trigger status 103 assumes the non-
triggered state). In this case, each pyrotechnic component
110 will be accepted by the controller 101 (with no enabling
process).

[0054] Additionally, the controller 101, in the event of a
repair (further to a saved triggering) can only be restored to
an error-free state once the origin of the replacement part
110 has been confirmed (in the context of an enabling
process).

[0055] FIG. 2 shows a flow diagram of an exemplary
(optionally, computer-implemented) method 200 for protec-
tion against the unauthorized installation of a pyrotechnic
component 110 in a vehicle 100. The method 200 can be (at
least partially) implemented by a controller 101 of the
vehicle 100. The method 200 comprises the determination
and saving 201, particularly the management, of a trigger
status 103 of the pyrotechnic component 110. The trigger
status 103 can exhibit a triggered state (if the pyrotechnic
component 110 which was previously installed in the vehicle
100 has been triggered, and can thus no longer be triggered)
or a non-triggered state (if the triggering of a pyrotechnic
component 110 is still possible). The trigger status 103 can
thus be expressed as a binary variable for the triggered state
(for example “1”) or for the non-triggered state (for example
“0”).

[0056] The method 200 further comprises, if the trigger
status 103 exhibits the non-triggered state, a facility 202 for
the operation of the controller 101 with a pyrotechnic
component 110 in the vehicle 100, with no (preliminary)
enablement of the pyrotechnic component 110. The regula-
tion trigger status 103 can assume the non-triggered state.
During the manufacture of the vehicle 100, this permits a
pyrotechnic component 110 to be installed in the vehicle
100, and employed thereafter, without the execution of an
enablement procedure. An efficient manufacturing process
of a vehicle 100 can thus be permitted.

[0057] The method 200 further comprises, if the trigger
status 103 exhibits the triggered state, the resetting 203 of
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the trigger status 103 from the triggered state to the non-
triggered state, provided that (and, optionally, only if) an
enablement of the pyrotechnic component 110 is in force. If
the trigger status 103 exhibits the triggered state, the execu-
tion of an enabling process for a newly installed pyrotechnic
component 110 can thus be required, in order to permit the
subsequent operation of the pyrotechnic component 110 in
the vehicle 100. Any unauthorized installation of a pyro-
technic component 110, and the associated acquisitive
crime, can thus be prevented in a reliable manner.
[0058] By means of the measures described in the present
document, the employment of non-triggered and potentially
stolen pyrotechnic component 110 can be prevented in an
efficient and reliable manner.
[0059] It can occur, moreover, that a counterfeit pyrotech-
nic component 110 is installed in a vehicle 100. A counterfeit
pyrotechnic component 110 can potentially be configured to
fulfil the one or more technical conditions, particularly with
respect to electrical resistance, which are required for the
resetting of the trigger status 103 from the triggered state to
the non-triggered state. Additionally, however, it can occur
that the counterfeit pyrotechnic component 110 is not func-
tional (for example on the grounds that the pyrotechnic
component 110 has no propellant). By means of the mea-
sures described in the present document, the installation of
a counterfeit pyrotechnic component 110 can be reliably
detected and potentially prevented.
[0060] Moreover, for example, on the Internet, pyrotech-
nic components 110 can frequently be offered for sale from
accident-damaged vehicles or from vehicles which have
sustained water damage. The exact origin and/or functional
condition of these pyrotechnic components 110 are generally
not known. In particular, typically, it cannot be guaranteed
that a pyrotechnic component 110 from a vehicle which has
sustained water damage (for example as a result of flooding)
will still be functionally capable, after drying. By means of
the measures described in the present document, the instal-
lation of a used pyrotechnic component 110 can be reliably
detected, and potentially prevented.
[0061] The present invention is not limited to the exem-
plary embodiments illustrated. In particular, it should be
observed that the description and the figures are only
intended to illustrate the principle of the proposed methods,
devices and systems in an exemplary manner.
1.-12. (canceled)
13. An apparatus for triggering a pyrotechnic component
of a vehicle, comprising:
a controller operatively configured to:
determine and save a trigger status of the pyrotechnic
component, wherein the trigger status exhibits a
triggered state or a non-triggered state;
in an event that the trigger status exhibits the non-
triggered state, permit operation of the controller
with a pyrotechnic component in the vehicle, without
enabling the pyrotechnic component; and
in an event that the trigger status exhibits the triggered
state, reset the trigger status from the triggered state
to the non-triggered state, when an enablement of the
pyrotechnic component is in force.
14. The apparatus according to claim 13, wherein the
controller is further operatively configured to:
only reset the trigger status from the triggered state to the
non-triggered state in an event that an enablement of
the pyrotechnic component is in force; and/or
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maintain the trigger status in the triggered state in an event
that no enablement of the pyrotechnic component
which is installed in the vehicle is in force.

15. The apparatus according to claim 13, wherein:

the pyrotechnic component comprises an identification

means, which is designed to identify the pyrotechnic
component from a plurality of different pyrotechnic
components; and
enablement of the pyrotechnic component which is
installed in the vehicle is executed on the basis of the
identification means of the pyrotechnic component; and

the controller is further operatively configured either to
enable or not enable the pyrotechnic component which
is installed in the vehicle on the basis of the identifi-
cation means of the pyrotechnic component.

16. The apparatus according to claim 15, wherein the
identification means comprises:

a machine-readable code; and/or

a human-readable serial number of the pyrotechnic com-

ponent.

17. The apparatus according to claim 16, wherein the
machine-readable code is a barcode or a QR code, including
a serial number of the pyrotechnic component.

18. The apparatus according to claim 13, wherein the
controller is further operatively configured to, in the event
that the trigger status exhibits the triggered state:

detect that a new pyrotechnic component has been

installed in the vehicle;

detect that the new pyrotechnic component fulfils one or

more technical conditions, with respect to electrical
resistance, by which it is permitted for the trigger status
to be reset from the triggered state to the non-triggered
state;

execute a check as to whether an enablement of the new

pyrotechnic component is in force; and

reset the trigger status from the triggered state to the

non-triggered state, only in the event than an enable-
ment of the new pyrotechnic component is in force.

19. The apparatus according to claim 13, wherein the
controller is further operatively configured to:

execute a check as to whether a valid enabling code for

the enablement of the pyrotechnic component has been
entered via a user interface and/or via a servicing
interface of the vehicle; and

reset the trigger status from the triggered state to the

non-triggered state only in the event that a valid
enabling code has been entered.

20. The apparatus according to claim 13, wherein the
controller is further operatively configured to:

reset the indicator element for indicating a triggered

pyrotechnic component only in the event that the
trigger status has been reset from the triggered state to
the non-triggered state; and/or

trigger the pyrotechnic component which is installed in

the vehicle, as required, only in the event that the
trigger status has been reset from the triggered state to
the non-triggered state.

21. The apparatus according to claim 13, wherein the
controller is further operatively configured to identify and
save a plurality of different trigger statuses for a plurality of
different pyrotechnic components in a vehicle, and to
execute a reset, in the event that an enablement for a
respective newly installed pyrotechnic component is in
force.
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22. The apparatus according to claim 13, wherein

the regulation trigger status at the time of manufacture of
the vehicle assumes the non-triggered state such that,
during the manufacture of the vehicle, a pyrotechnic
component can be installed in the vehicle without
enabling the pyrotechnic component, which can then be
triggered by the controller, as required.

23. A method for protection against unauthorized instal-
lation of a pyrotechnic component in a vehicle, the method
comprising:

determining and saving a trigger status of the pyrotechnic

component, wherein the trigger status exhibits a trig-
gered state or a non-triggered state;

in an event that the trigger status exhibits the non-

triggered state, permitting the operation of the control-
ler with a pyrotechnic component in the vehicle, with-
out enabling the pyrotechnic component; and

in an event that the trigger status exhibits the triggered

state, resetting the trigger status from the triggered state
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to the non-triggered state, when an enablement of the
pyrotechnic component is in force.

24. The method according to claim 23, wherein for the
enablement of a newly installed pyrotechnic component in
the vehicle, the method further comprising:

executing a check on a backend server of a manufacturer
of the vehicle, of an identification means of the newly
installed pyrotechnic component, in order to establish
whether the newly installed pyrotechnic component has
been enabled as a replacement part; and

feeding back the enablement or non-enablement to a
controller of the vehicle for triggering the newly
installed pyrotechnic component.

25. The method according to claim 24, wherein the
executing of the check of the identification means is carried
out in a blockchain.



