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400

J -

providing an optical input port

404

7

providing an optical output port

406

-

disposing an effective medium between the input port and
the output port

408

.

disposing a diaphragm between the effective medium and
the output port

FIG. 4
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500
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directing a light beam into an effective medium disposed via
an input port

504
subjecting the light beam to a refractive index gradient in
the effective medium in a direction perpendicular to a
propagation direction in the effective medium as a result of
absorption 506

-

limiting how much of the light beam reaches an output port
along the propagation direction

FIG. 5
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METHOD AND DEVICE FOR OPTICAL
POWER LIMITER

FIELD OF INVENTION

[0001] The present invention relates broadly to an optical
power limiter, a method of fabricating a optical power
limiter, a method of limiting optical power, a method of
upper bounding information leakage in quantum cryptogra-
phy, and a quantum cryptography system.

BACKGROUND

[0002] Any mention and/or discussion of prior art
throughout the specification should not be considered, in any
way, as an admission that this prior art is well known or
forms part of common general knowledge in the field.
[0003] Optical power limiters are used in a number of
applications, including for protecting optical components in
optical communication and sensing systems, limiting eaves-
dropper’s information in quantum cryptography applica-
tions, etc.

[0004] As will be appreciated by a person skilled in the art,
it only requires about 100 mW of optical power to cause
permanent damage to commercial optical equipment,
including photodetectors, modulators and amplifiers etc.
Similar to an electric fuse in an electric network, a power
limiter protects the optical network from damage due to
power spikes and surges. Also, it increases the reliability of
an optical system, since a damaged power limiter is easier to
repair and replace than a damaged optical equipment.
[0005] Moreover, power limiters have proven to be impor-
tant in quantum cryptography systems. Given that most
implementations of quantum cryptography systems require
low light operations for security reasons, limiting the energy
of incoming and outgoing optical signals is a central task.
Taking quantum key distribution (QKD) for example, the
transmitter which carries key encoding information may be
susceptible to Trojan horse attacks (THA) if there are no
power limiting devices in place. More specifically, an eaves-
dropper may inject a strong light pulse into the transmitter
and collect a certain fraction of the reflected signal which
now contains the modulation information of the transmitter.
Such an attack clearly threatens the security of QKD since
it cannot be detected. On the other hand, the amount of
information leakage via THA has a positive relationship
with the intensity of the incoming and reflected coherent
light from the transmitter. Thus, by limiting the input light
power, a power limiter can upper bound the amount of
leaked information. In addition to restricting the efficacy of
THA, limiting the input/output optical power is also of great
importance for other quantum cryptography protocols such
as the semi-device-independent protocols which assume the
energy of the underlying quantum system is bounded.
[0006] To practically bound the optical power, both active
monitoring and physical mechanism based on laser-induced
damage threshold have been deployed in quantum systems.
However, these measures may not provide security against
monitoring-related attacks, or may not be suitable for two-
way communication protocols such as the plug-and-play
configuration.

[0007] Considering the importance of such power limiting
devices in optical networks and quantum cryptography
systems, there is a need for a passive, reusable and cost
effective solution. The device should work for both continu-
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ous-wave and pulsed input laser. Simple structure and
replaceability of such devices are also desirable.

[0008] In one proposed design [Fiber-optical power lim-
iter based on liquid core optical fiber (IEEE Photonics
Technology Letters 24, 297-299, (2011))], the power limit-
ing effect in a liquid-core optical fiber (LCOF) has been
proposed, where the absorption of evanescent field in the
thin absorption layer deposited on the LCOF cladding will
cause heat accumulation, which increases the temperature of
the fiber. Since the thermal-optical coefficients of the core
and cladding experience differential heating, it decreases the
transmission efficiency of the light propagating in the fiber
core, and limits the final output power. However, liquid-core
optical fibers are not readily/commercially available and will
incur a large manufacturing cost.

[0009] In another proposed design [Fiber-optical power
limiter based on optical adhesive (Applied Optics 40, 6611
(2001))], the output power limiting is achieved by utilizing
the thermal-optical effect of the optical adhesive connecting
two fiber collimators. However, connection of two fiber
collimators with optical adhesive is a technically demanding
endeavor, which involves consistent UV curing of the adhe-
sive at every point, precise calibration of the collimators
caused by adhesive shrinkage, etc.

[0010] In another proposed design [Optical power limiter
based on photonic chip micro-ring resonator (Scientific
Reports 4, 6676, (2014))], the chip-based micro-ring reso-
nator has a specific working frequency. When the absorption
of the input light increases the temperature of the ring
resonator, its working wavelength will shift and therefore
attenuate the input light. Therefore, the power limiting effect
applies only on a specific working wavelength of the input
signal, and has limited power limitation on the output power.
[0011] Embodiments of the present invention seek to
address at least one of the above problems.

SUMMARY

[0012] In accordance with a first aspect of the present
invention, there is provided an optical power limiter com-
prising:

[0013] an optical input port;
[0014] an optical output port;
[0015] an effective medium disposed between the input

port and the output port; and

[0016] a diaphragm disposed between the effective
medium and the output port;

[0017] wherein the effective medium has a thermo-optic
coefficient such that a light beam entering the effective
medium from the input port experiences a refractive index
gradient in a direction perpendicular to a propagation direc-
tion in the effective medium as a result of absorption; and
[0018] wherein the diaphragm is disposed in a path of the
light beam for limiting how much of the light beam reaches
the output port.

[0019] In accordance with a second aspect of the present
invention, there is provided a method of fabricating the
optical power limiter comprising the steps of:

[0020] providing an optical input port;
[0021] providing an optical output port;
[0022] disposing an effective medium between the input

port and the output port; and
[0023] disposing a diaphragm between the effective
medium and the output port;



US 2023/0258965 Al

[0024] wherein the effective medium has a thermo-optic
coefficient such that a light beam entering the effective
medium from the direction of the input port experiences a
refractive index gradient in a direction perpendicular to a
propagation direction in the effective medium as a result of
absorption; and

[0025] wherein the diaphragm is disposed in a path of the
light beam for limiting how much of the light beam reaches
the output port.

[0026] In accordance with a third aspect of the present
invention, there is provided a method of limiting optical
power comprising the steps of:

[0027] directing a light beam into an effective medium
disposed via an input port;

[0028] subjecting the light beam to a refractive index
gradient in the effective medium in a direction perpendicular
to a propagation direction in the effective medium as a result
of absorption; and

[0029] limiting how much of the light beam reaches an
output port along the propagation direction.

[0030] In accordance with a fourth aspect of the present
invention, there is provided a method of upper bounding
information leakage in quantum cryptography using the
optical power limiter of the first aspect and/or the method of
the third aspect.

[0031] In accordance with a fifth aspect of the present
invention, there is provided a quantum cryptography system
comprising the optical power limiter of the first aspect
configured for upper bounding information leakage.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] Embodiments of the invention will be better under-
stood and readily apparent to one of ordinary skill in the art
from the following written description, by way of example
only, and in conjunction with the drawings, in which:
[0033] FIG.1 shows a schematic of a power limiter system
according to an example embodiment.

[0034] FIG. 2A shows the simulated output-input power
relationship at different effective medium lengths from 1 cm
to 20 cm with the same diaphragm width and at the same
position relative to the effective medium, and the experi-
mental data points are the results from the considered cases,
at a wavelength of 1550 nm, continuous wave, according to
example embodiments.

[0035] FIG. 2B shows the simulated output-input power
relationship analysis of the effect of diaphragm width and at
the same position relative to the effective medium and the
experimental data points are the results from the considered
cases, at a wavelength of 1550 nm, continuous wave,
according to example embodiments.

[0036] FIG. 3A shows calculated average output power of
a power limiter according to an example embodiment con-
sidering a constant-energy pulse input with varying input
power, using COMSOL.

[0037] FIG. 3B shows the calculated average output
power as a function of duty cycle for an average input power
of 20~mW, according to an example embodiment.

[0038] FIG. 4 shows a flow-chart illustrating a method of
fabricating the optical power limiter, according to an
example embodiment.

[0039] FIG. 5 shows a flowchart illustrating a method of
limiting optical power, according to an example embodi-
ment.
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[0040] FIG. 6 shows a schematic diagram illustrating an
example embodiment applied to a QKD system.

DETAILED DESCRIPTION

[0041] Embodiments of the present invention provide a
method and design for a reusable optical power limiting
device with an upper threshold on the output optical power.
In example embodiments, the maximum output optical
power of the device can be modeled by optical defocusing
effect, which is determined by the parameters of the optical
medium. Specifically, embodiments of the present invention
can limit the average power of both continuous-wave and
pulsed light. There are several advantages that can be
provided by embodiments of the present invention:

[0042] 1. Customizable power limiting threshold: By tun-
ing the parameters of example embodiments, a customizable
output power threshold of around mW or lower can be
achieved.

[0043] 2. Robust performance: The efficacy of example
embodiments relies only on the temperature gradient within
the optical medium, which is mainly determined by input
light energy and has negligible dependence on other
degrees-of-freedom. Hence, devices according to example
embodiments are highly robust against environmental
changes, particularly assuming that the surface temperature
can be well controlled as the power limiter according to an
example embodiment is located in a trusted device (trans-
mitter).

[0044] 3. Compact and cost-effective design: Composing
of only off-the-shelf optical components and having a simple
structure, example embodiments possess the advantage of
compact size, simple assembling, cost-effectiveness, etc.
[0045] Embodiments of the present invention described
herein provide a method and design for a passive optical
power limiter based on the thermo-optical defocusing effect,
and particularly the application in securing quantum cryp-
tographic applications. By modeling the example embodi-
ments, it is shown that a customizable power limiting in the
regime of ~mW or lower can be achieved. The design
according to example embodiments comprises of only off-
the-shelf components and has a simple architecture, which
possesses desirable features like compactness, robustness,
polarization and spectrum dimension independence, etc.
[0046] A schematic of a power limiter system 100 accord-
ing to an example embodiment is shown in FIG. 1, where an
effective medium 102 with negative thermo-optic coeflicient
is used to connect the input and output ports 101, 103 of the
power limiter 100, which are in turn coupled to respective
input and output fibers 104, 106. It is noted that in different
embodiments, the power limiter can be applied to free space,
or optical waveguides input/output. After the light has been
injected into the effective medium 102, here via collimator
108, the absorption of input light in the effective medium
102 creates a heat gradient perpendicular, here radially, to
the propagation direction z, which is then converted to a
refractive index gradient that in turn diverges the input laser
light, here radially, as indicated by arrows 110, 112 in FIG.
1. It is noted that a collimator may not be used where the
power limiter according to example embodiments is applied
to free space, i.e. without the need to interface to an external
waveguide. By adding a tunable diaphragm 114, the amount
of output power can be suitably controlled as will be
described in more detail next. It is noted that the present
invention is not limited to single tuning or ongoing tunabil-
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ity. For example, for a very specific use in specific condi-
tions, the power limiter may only need to be tuned once in
the manufacturing process. On the other hand, for use in
different systems/conditions, a continuous tunability func-
tion can also be added in example embodiments. Also, the
power limiter can be tuned physically and/or electronically
in example embodiment. The un-blocked portion 116 of the
diverging beam is coupled into the output fiber 106, here via
collimator 118.

[0047] Itis noted that in another example embodiment, by
placing a second diaphragm on the other side of the effective
medium, the power limiter can operate bi-directionally. In
one such embodiment, no other additional element(s) are
required for bi-directional operation.

[0048] Analytically, the laser intensity at position (r, z) in
the effective medium 102 can be expressed as

T a

_ az 1
ﬂpe,,z/as(z_ l-e ]] (9]

I(r,z)=1(r, 0)-exp [—az + o

[0049] where the input intensity I(r, 0) is assumed to be
Gaussian, a is the beam width, a is the absorption coefficient
of the prism, n is the refractive index, T is the temperature,
P is the incident laser power, and k is the thermal conduc-
tivity. The model in Eq (1) neglects the temperature gradient
in the z-direction as well as the radiative and convective heat
transfer. It also assumes that the beam shape is well approxi-
mated by a Gaussian profile when the input power is not too
high.

[0050] Itis noted that Eq(1) is a steady state model. If one
considers average power and average intensity\heat distri-
bution for pulsed light, Eq(1) can equally apply for pulsed
light.

[0051] To control the limiting power threshold, the effects
owing to the effective medium 102 length and diaphragm
114 width are analyzed using Eq (1). FIG. 2A shows the
simulated output-input power relationship at different effec-
tive medium lengths from 1 cm to 20 cm with the same
diaphragm width and at the same position relative to the
effective medium, and the experimental data points obtained
from measurements of example embodiments for some of
the effective medium lengths. The result clearly shows that
a limited output power at about 10 to 15 dBm input power
is achieved, and the simulation results in the curves in FIG.
2A accurately match the experimental results. A similar
analysis of the effect of diaphragm width and at the same
position relative to the effective medium is shown in FIG.
2B. The date shown in FIG. 2A and FIG. 2B was obtained
at a wavelength of 1550 nm, continuous wave, as a non-
limiting example. Similar effects are applicable for different
wavelengths, i.e. the invention is not limited to a particular
wavelength.

[0052] With the above modeling and experiment verifica-
tion, it is shown that embodiments of the present invention
can provide an effective way for limiting the outgoing
optical energy from a device, for example a QKD transmitter
600 in a QKD system 602 schematically shown in FIG. 6,
and similarly the incoming optical energy into a device, for
example a QKD receiver 604 in the QKD system 602
schematically shown in FIG. 6, which is important for many
applications, for example in practical quantum crypto-
graphic systems/protocols.
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[0053] Suitable materials for the effective medium for use
in example embodiments include, but are not limited to,
most known polymers, which have a negative thermo-optic
coefficient due to strong thermal expansion, including, but
not limited to, Poly(methyl methacrylate) (PMMA), epoxy,
sol-gel with diphenylsilane, silicone, Poly(methyl methacry-
late) (PEMA), Polyetheretherketone (PEEK), Polycarbon-
ate, Polystyrene, sol-gel, Urethane acrylate elastomer, Poly-
imide, Polyurethane, etc.

[0054] As another non-limiting example, some nonlinear
crystals and ionic materials with low melting point have
high thermal expansion and negative thermo-optic coeffi-
cient, including, but not limited to, ammonium dihydrogen
phosphate (ADP), potassium dihydrogen phosphate, (KDP),
and their isomorphs, barium beta-borate (BBO), deuterated
L-arginine phosphate (D-LAP), KNO, LiB,0s, LilO,,
TizAsSe;, Bismuth germanate (BGO), CaWO,, CaMoat,
PbMoO,,, AgCl, BaF,, CaF,, CdF,, CsBr, CsI, KBr, KC1, KI,
LiF, NaCl, NaF, TiBr, StF,, PbS, PbSe, PbTe.

[0055] It is noted that the power limiter according to
example embodiments, such as the power limiter 100 shown
in FIG. 1, uses only off-the-shelf components. The beam
width is typically on the order of a few hundred microm-
eters. As will be appreciated by a person skilled in the art,
current mechanical machining can easily achieve 1 pm
accuracy. As insertion loss is not a critical concern according
to example embodiments, the 1 pm accuracy is sufficient
according to example embodiments.

[0056] For example, the diaphragm for use in example
embodiments can be a tunable iris or interchangeable dia-
phragm, both of which are commonly used in optic systems.
[0057] To compare the pulse result with the continuous-
wave result according to various example embodiments, the
average output power of a power limiter according to an
example embodiment was calculated considering a constant-
energy pulse input using COMSOL. As shown in FIG. 3A,
the temperature simulation result shows that the higher the
input power, the faster the temperature rises. Even with the
same amount of input energy, higher input power would lead
to a higher maximum temperature. As a result, a higher
refractive index gradient and larger divergence of input laser
are expected according to example embodiments. Consid-
ering, as a non-limiting example, an average input power of
20~mW, the average output power as a function of duty
cycle is shown in FIG. 3B. Under the same energy condition,
pulsed input experiences greater power-limiting effect com-
pared to the continuous-wave cases, according to various
example embodiments.

[0058] The thermo-optic coefficient, TOC, can be modeled
by

roc=_ (n* = 1)(n* +2) o @)
ST T @b

[0059] where T is the temperature, n is the refractive
index, O is the electronic polarizability, and B is the volu-
metric expansion coefficient. For polymer, as a non-limiting
example, the thermo-optic coefficient is dominated by den-
sity changes caused by thermal expansion, which is inde-
pendent of the optical properties. For example, the TOC for
PMMA reported in a previous works varies from —1.30x10"
K™ to —1.37x10* K~! within the range of 472 nm to 1550
nm wavelength [G. Beadie, Appl. Opt. 54, F139-F143
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(2015); Zhang, Zhiyi, et al. Polymer 47.14, 4893-4896
(2006)]. As a result, the effect of optical defocusing is
pre-dominantly related to the absorption spectrum of the
effective medium, which is also easily tunable, e.g. by
doping, based on different application requirements, accord-
ing to various example embodiments.

[0060] In one embodiment, an optical power limiter is
provided comprising an optical input port; an optical output
port; an effective medium disposed between the input port
and the output port; and a diaphragm disposed between the
effective medium and the output port; wherein the effective
medium has a thermo-optic coefficient such that a light beam
entering the effective medium from the direction of the input
port experiences a refractive index gradient in a direction
perpendicular to a propagation direction in the effective
medium as a result of absorption; and wherein the dia-
phragm is disposed in a path of the light beam for limiting
how much of the light beam reaches the output port.
[0061] The diaphragm may be tunable for adjusting a limit
of how much of the light beam reaches the output port.
[0062] The effective medium may have a negative thermo-
optic coeflicient for diverging the light beam as a result of
the refractive index gradient.

[0063] The input port may comprise a collimator for
forming the light beam from an input light signal.

[0064] The input port may be configured for coupling to
free space, to an input fiber, or to an input waveguide.
[0065] The output port may comprise a collimator for
focusing the light beam after the diaphragm.

[0066] The output port may be configured for coupling to
free space, to an output fiber, or to an output waveguide.
[0067] FIG. 4 shows a flow-chart 400 illustrating a method
of fabricating the optical power limiter, according to an
example embodiment. At step 402, an optical input port is
provided. At step 404, an optical output port is provided. At
step 406, an effective medium is disposed between the input
port and the output port. At step 408, a diaphragm is
disposed between the effective medium and the output port;
wherein the effective medium has a thermo-optic coefficient
such that a light beam entering the effective medium from
the direction of the input port experiences a refractive index
gradient in a direction perpendicular to a propagation direc-
tion in the effective medium as a result of absorption; and
wherein the diaphragm is disposed in a path of the light
beam for limiting how much of the light beam reaches the
output port.

[0068] The method may comprise tuning the diaphragm
for adjusting a limit of how much of the light beam reaches
the output port.

[0069] The effective medium may have a negative thermo-
optic coeflicient for diverging the light beam as a result of
the refractive index gradient.

[0070] Providing the input port may comprise providing a
collimator for forming the light beam from an input light
signal.

[0071] The method may comprise configuring the input
port for coupling to free space, to an input fiber, or to an
input waveguide.

[0072] Providing the output port may comprise providing
a collimator for focusing the light beam after the diaphragm.
[0073] The method may comprise configuring the output
port for coupling to free space, to an output fiber, or to an
output waveguide.
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[0074] FIG. 5 shows a flowchart 500 illustrating a method
of limiting optical power, according to an example embodi-
ment. At step 502, a light beam is directed into an effective
medium disposed via an input port. At step 504, the light
beam is subjected to a refractive index gradient in the
effective medium in a direction perpendicular to a propaga-
tion direction in the effective medium as a result of absorp-
tion. At step 506, how much of the light beam reaches an
output port along the propagation direction is limited.
[0075] The method of may comprise adjusting a limit of
how much of the light beam reaches the output port.
[0076] The method may comprise diverging the light
beam as a result of the refractive index gradient.

[0077] The method may comprise collimating an input
light signal into the light beam.

[0078] The method may comprise input coupling the light
beam from free space, from an input fiber, or from an input
waveguide.

[0079] The method may comprise collimating the light
beam for focusing after the limiting.

[0080] The method may comprise output coupling to free
space, to an output fiber, or to an output waveguide.
[0081] In one embodiment, a method of upper bounding
information leakage in quantum cryptography is provided
using the above described optical power limiter and/or using
the above described method of limiting optical power.
[0082] In one embodiment, a quantum cryptography sys-
tem is provided comprising the above described optical
power limiter configured for upper bounding information
leakage.

[0083] Embodiments of the present invention can have
one or more of the following features and associated ben-
efits/advantages.

Feature Benefit/Advantage

Customizable power
limiting threshold

By tuning the parameters of the system, a
customizable output power threshold of
around mW or lower can be achieved.

The efficacy of embodiments of the present
invention relies only on the temperature
gradient within the optical medium, which is
mainly determined by input light energy and
has negligible dependence on other degrees-
of-freedom. Hence, devices according to
example embodiments are highly robust
against environmental changes.

Composing of only off-the-shelf optical
components and having a simple structure,
embodiments of the present invention
possess the advantage of compact size,
simple assembling, and cost-effective, etc.

Robust performance

Compact and cost-
effective design

Industrial Applications of Example Embodiments

[0084] Embodiments of the present invention can, for
example, be applied to the following areas:

[0085] 1. Optical communication

[0086] 2. Sensing

[0087] 3. Quantum Cryptography

[0088] As more specific non-limiting examples, optical

power limiters according to example embodiments can be
used in protecting optical components in optical communi-
cation and sensing systems, limiting eavesdropper’s infor-
mation in quantum cryptography applications, etc.
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[0089] The above description of illustrated embodiments
of the systems and methods is not intended to be exhaustive
or to limit the systems and methods to the precise forms
disclosed. While specific embodiments of, and examples for,
the systems components and methods are described herein
for illustrative purposes, various equivalent modifications
are possible within the scope of the systems, components
and methods, as those skilled in the relevant art will recog-
nize. The teachings of the systems and methods provided
herein can be applied to other processing systems and
methods, not only for the systems and methods described
above.

[0090] It will be appreciated by a person skilled in the art
that numerous variations and/or modifications may be made
to the present invention as shown in the specific embodi-
ments without departing from the spirit or scope of the
invention as broadly described. The present embodiments
are, therefore, to be considered in all respects to be illus-
trative and not restrictive. Also, the invention includes any
combination of features described for different embodi-
ments, including in the summary section, even if the feature
or combination of features is not explicitly specified in the
claims or the detailed description of the present embodi-
ments.

[0091] In general, in the following claims, the terms used
should not be construed to limit the systems and methods to
the specific embodiments disclosed in the specification and
the claims, but should be construed to include all processing
systems that operate under the claims. Accordingly, the
systems and methods are not limited by the disclosure, but
instead the scope of the systems and methods is to be
determined entirely by the claims.

[0092] Unless the context clearly requires otherwise,
throughout the description and the claims, the words “com-
prise,” “comprising,” and the like are to be construed in an
inclusive sense as opposed to an exclusive or exhaustive
sense; that is to say, in a sense of “including, but not limited
to.” Words using the singular or plural number also include
the plural or singular number respectively. Additionally, the
words “herein,” “hereunder,” “above,” “below,” and words
of similar import refer to this application as a whole and not
to any particular portions of this application. When the word
“or” is used in reference to a list of two or more items, that
word covers all of the following interpretations of the word:
any of the items in the list, all of the items in the list and any
combination of the items in the list.

1. An optical power limiter comprising:

an optical input port;

an optical output port;

an effective medium disposed between the input port and
the output port; and

a diaphragm disposed between the effective medium and
the output port;

wherein the effective medium has a thermo-optic coeffi-
cient such that a light beam entering the effective
medium from the direction of the input port experi-
ences a refractive index gradient in a direction perpen-
dicular to a propagation direction in the effective
medium as a result of absorption; and

wherein the diaphragm is disposed in a path of the light
beam for limiting how much of the light beam reaches
the output port.
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2. The power limiter of claim 1, wherein the diaphragm is
tunable for adjusting a limit of how much of the light beam
reaches the output port.

3. The power limiter of claim 1, wherein the effective
medium has a negative thermo-optic coefficient for diverg-
ing the light beam as a result of the refractive index gradient.

4. The power limiter of claim 1, wherein the input port
comprises a collimator for forming the light beam from an
input light signal.

5. The power limiter of claim 1, wherein the input port is
configured for coupling to free space, to an input fiber, or to
an input waveguide.

6. The power limiter of claim 1, wherein the output port
comprises a collimator for focusing the light beam after the
diaphragm.

7. (canceled)

8. A method of fabricating the optical power limiter
comprising the steps of:

providing an optical input port;

providing an optical output port;

disposing an effective medium between the input port and

the output port; and

disposing a diaphragm between the effective medium and

the output port;

wherein the effective medium has a thermo-optic coeffi-

cient such that a light beam entering the effective
medium from the direction of the input port experi-
ences a refractive index gradient in a direction perpen-
dicular to a propagation direction in the effective
medium as a result of absorption; and

wherein the diaphragm is disposed in a path of the light

beam for limiting how much of the light beam reaches
the output port.

9. The method of claim 8, wherein the diaphragm is
tunable for adjusting a limit of how much of the light beam
reaches the output port.

10. The method of claim 8, wherein the effective medium
has a negative thermo-optic coefficient for diverging the
light beam as a result of the refractive index gradient.

11. The method of claim 8, wherein providing the input
port comprises providing a collimator for forming the light
beam from an input light signal.

12. The method of claim 8, comprising configuring the
input port for coupling to free space, to an input fiber, or to
an input waveguide.

13. The method of claim 8, wherein providing the output
port comprises providing a collimator for focusing the light
beam after the diaphragm.

14. (canceled)

15. A method of limiting optical power comprising the
steps of:

directing a light beam into an effective medium disposed

via an input port;

subjecting the light beam to a refractive index gradient in

the effective medium in a direction perpendicular to a
propagation direction in the effective medium as a
result of absorption; and

limiting how much of the light beam reaches an output

port along the propagation direction.

16. The method of claim 15, comprising adjusting a limit
of how much of the light beam reaches the output port.

17. The method of claim 15, comprising diverging the
light beam as a result of the refractive index gradient.
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18. The method of claim 15, comprising collimating and
input light signal into the light beam.

19. The method of claim 15, comprising input coupling
the light beam from free space, from an input fiber, or from
an input waveguide.

20. The method of claim 15, comprising collimating the
light beam for focusing after the limiting.

21. (canceled)

22. A method of upper bounding information leakage in
quantum cryptography using the optical power limiter of
claim 1 or using the method of claim 15 or both.

23. A quantum cryptography system comprising the opti-
cal power limiter of claim 1 configured for upper bounding
information leakage.
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