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Systems and methods for remotely loading encryptionkeys in
card reader systems are provided. One such method includes
storing, at a card reader, a device identification number for
identifying the card reader, a first magnetic fingerprint of a
data card, and a second magnetic fingerprint of the data card,
wherein each of the first and second fingerprints includes an
intrinsic magnetic characteristic of the data card, encrypting,
using a first encryption key derived from the second finger-
print, information including the device identification number
and first fingerprint, sending the encrypted information to an
authentication server, receiving, from the authentication
server, a score indicative of a degree of correlation between
the first fingerprint and second fingerprint, and receiving,
when the score is above a preselected threshold, a second
encryption key from the authentication server, the second
encryption key encrypted using a third encryption key derived
from the first fingerprint.
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SYSTEMS AND METHODS FOR REMOTELY
LOADING ENCRYPTION KEYS IN CARD
READER SYSTEMS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] The present application claims priority to and the
benefit of Provisional Application No. 61/382,436, filed Sep.
13, 2010, entitled “SYSTEMS AND METHODS FOR
REMOTELY LOADING ENCRYPTION KEYS IN CARD
READER SYSTEMS?”, the entire content of which is incor-
porated herein by reference.

FIELD

[0002] The present invention relates generally to card
reader systems, and more specifically to systems and methods
for remotely loading encryption keys in card reader systems.

BACKGROUND

[0003] Automated Teller Machines (ATMs), PIN entry
devices, and point of sale (POS) terminals have become cen-
tral features of modern life and are prevalent in a number of
environments. For example, during the course of a day, a user
may utilize an ATM to conduct financial transactions, pur-
chase gas from a point of sale terminal in the form of a fuel
pump via a credit or debit card, and purchase food at the
grocery store with a point of sale terminal also with a credit or
debit card. In all of these instances, security is a prime con-
cern, and an individual’s data (card number, passwords,
account numbers, etc.) should be kept secure and out of reach
from unintended parties. In addition, access to controls and
machine settings should be secured. The securing of sensitive
data is normally accomplished through the use of encryption
or encoding of the data. Encrypted data is supposed to be
accessible only by an intended party with use of one or more
encryption keys to decipher the encoded information. The
widespread use of electronic transaction processing applica-
tions has increased the demands for improved features, case
of use, and improved security.

[0004] Remote Key Loading refers to the process of load-
ing symmetric encryption keys to a remotely located device,
such as an ATM, from a central administrative site. This
process generally encompasses two phases of key distribu-
tion. The first phase includes distribution of initial key
encrypting keys (KEKs) to a newly installed device. A KEK
is a type of symmetric encryption key that is used to encrypt
other keys so they can be securely transmitted over unpro-
tected paths. The second phase includes distribution of opera-
tional keys or replacement KEKs, enciphered under a KEK
currently installed in the device.

[0005] A new ATM or POS device, when it is delivered
from the manufacturer and being put into operation, generally
has none of the affiliated bank’s or service provider’s security
keys pre-installed. The process of getting the first key
securely loaded in the ATM or POS device is a difficult one.
Loading the first KEK into each ATM or POS device manu-
ally, in multiple clear text key parts has typically been the
preferred manner for performing a secure key loading pro-
cess. In this process, two separate people carry key part values
to the ATM, and load them manually. Once inside the ATM or
POS device, they are combined to form the actual KEK. In
this manner, neither of the two people has the entire key,
protecting the key value from disclosure or misuse. This
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method is labor-intensive and error-prone, making it expen-
sive for the banks or service providers.

[0006] Conventional methods for remote key loading have
used public key infrastructure (PKI), or asymmetric cryptog-
raphy, to load encryption keys into remotely located devices.
However, the infrastructure of both hardware and software
necessary to provide PKI remote key loading can be complex
and expensive. In addition, traditional PKI systems typically
require establishment of a trusted third party for issuing digi-
tal certificates that bind a public key with other preselected
information for verification purposes. Accordingly, systems
and methods for remote key loading that are less complex and
expensive than PKI would be beneficial.

SUMMARY

[0007] Aspects of the invention relate to systems and meth-
ods for remotely loading encryption keys in card reader sys-
tems. In one embodiment, the invention relates to a method
for remotely loading encryption keys into a card reader sys-
tem, the method including storing, at a card reader, a device
identification number for identifying the card reader, a first
magnetic fingerprint of a data card, and a second magnetic
fingerprint of the data card, wherein each of the first and
second magnetic fingerprints includes an intrinsic magnetic
characteristic of the data card, encrypting, using a first
encryption key derived from the second magnetic fingerprint,
information including the device identification number and
the first magnetic fingerprint, sending the encrypted informa-
tion to an authentication server, receiving, from the authenti-
cation server, a score indicative of a degree of correlation
between the first magnetic fingerprint and the second mag-
netic fingerprint, and receiving, when the score is above a
preselected threshold, a second encryption key from the
authentication server, the second encryption key encrypted
using a third encryption key derived from the first magnetic
fingerprint.

[0008] In another embodiment, the invention relates to a
system for remotely loading encryption keys, the system
including a card reader system including a card reader, and an
authentication server in communication with the card reader
system, the card reader system configured to store a device
identification number for identifying the card reader, a first
magnetic fingerprint of a data card, and a second magnetic
fingerprint of the data card, wherein each of the first and
second magnetic fingerprints includes an intrinsic magnetic
characteristic of the data card encrypt, using a first encryption
key derived from the second magnetic fingerprint, informa-
tion including the device identification number and the first
magnetic fingerprint, send the encrypted information to the
authentication server, receive, from the authentication server,
a score indicative of a degree of correlation between the first
magnetic fingerprint and the second magnetic fingerprint, and
receive, when the score is above a preselected threshold, a
second encryption key from the authentication server, the
second encryption key encrypted using a third encryption key
derived from the first magnetic fingerprint.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 is a schematic block diagram of a system,
including a card reader and a magnetic seed card, for perform-
ing initial (manufacturing) key seeding in accordance with
one embodiment of the present invention.
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[0010] FIG.2isaschematic block diagram of a point of sale
system, including a card reader and a cash register, for per-
forming device authentication and remote key loading using
seeded manufacturing keys in accordance with one embodi-
ment of the present invention.

[0011] FIG.3isaschematic block diagram of an automated
teller machine system including an automated teller machine
with an integrated card reader for performing device authen-
tication and remote key loading using seeded manufacturing
keys in accordance with one embodiment of the present
invention.

[0012] FIG. 4 is a schematic block diagram of a card reader
in accordance with one embodiment of the present invention.
[0013] FIG. 5 is a flowchart of an overall process for
remotely loading a key for use with a card reader in accor-
dance with one embodiment of the present invention.

[0014] FIG. 6 is a flowchart of a process for performing
initial (manufacturing) key seeding in accordance with one
embodiment of the present invention.

[0015] FIG. 7 is a flowchart of a process for performing
remote key loading using the manufacturing keys in accor-
dance with one embodiment of the present invention.

DETAILED DESCRIPTION

[0016] Referring now to the drawings, embodiments of
methods for remotely loading encryption keys include storing
successive readings of magnetic fingerprints of a magnetic
seed card within a card reader during manufacturing, sending
at least one of the magnetic fingerprints and a device identi-
fication number of the card reader to an authentication server
for storage, authenticating the card reader in the field using
the stored magnetic fingerprints and the device identification
number, sending a new encryption key (remote key) to the
card reader encrypted using one of the stored magnetic fin-
gerprints. In such case, the method can effectively remotely
load a new encryption key using one of the seeded magnetic
fingerprints as an encryption key and/or another of the seeded
magnetic fingerprints for device authentication.

[0017] In a number of embodiments, the methods for
remotely loading encryption keys include use of one or more
magnetic fingerprints for both authenticating a device and for
acting as a key encryption key for loading an encryption key
to be used for processing transactions. In several embodi-
ments, a portion of the magnetic fingerprint is used as the key
encryption key. In many embodiments, the magnetic finger-
print provided from the magnetic medium of the magnetic
seed card includes random and unique characteristics that are
well suited for use in both authentication and encryption key
generation. In several embodiments, the methods for
remotely loading encryption keys can be analogous to various
PKI systems without the overhead associated with initial key
generation and establishing a trusted third party.

[0018] FIG.1isaschematicblock diagram ofasystem 100,
including a card reader 102 and a magnetic seed card 104, for
performing initial (manufacturing) key seeding in accordance
with one embodiment of the present invention. In addition to
the card reader 102 and the magnetic seed card 104, the
system 100 further includes a computer 106 for executing
programming instructions for seeding the card reader 102, a
network 108, and an authentication server 110. The seeding
computer 106 is coupled to the card reader 102 and to the
authentication server 110 via the network 108. The card
reader 102 includes a non-volatile memory 112, a portion of
which can be referred to as a key slot, for storing encryption
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keys and magnetic fingerprints of the seed card 104 that can
be used as encryption keys. The key slots include firstkey slot
112-1, second key slot 112-2 up to last key slot 112-N.
[0019] In operation, the magnetic seed card 104 can be
swiped through the card reader 102. Based on the information
obtained from the magnetic stripe of the seed card 104, the
card reader 102 can generate a first magnetic fingerprint and
store it in the first key slot 112-1. The first magnetic finger-
print can be a value indicative of an intrinsic magnetic char-
acteristic of the seed card 104. In several embodiments, the
intrinsic magnetic characteristic includes a remanent noise
characteristic unique to the magnetic stripe of the seed card
104. Systems and methods for reading data cards and gener-
ating magnetic fingerprints therefrom are described in U.S.
Pat. No. 6,098,881 to Deland, Ir., et al., U.S. Pat. Nos. 7,478,
751, 7,210,627, and 7,377,433 to Morley et al. and U.S.
patent application Ser. Nos. 11/949,722, 11/935,980 and
12/011,301, the entire content of each is hereby incorporated
by reference.

[0020] The magnetic key card 104 can be swiped a second
time through the card reader 102. Based on the information
obtained from the seed card 104, the card reader 102 can
generate a second magnetic fingerprint and store it in the
second key slot 112-2. The second magnetic fingerprint can
be a value indicative of the intrinsic magnetic characteristic of
the seed card 104. In several embodiments, the intrinsic mag-
netic characteristic includes a remanent noise characteristic
unique to the magnetic stripe of the seed card 104. While not
bound by any particular theory, the remanent noise charac-
teristic is generally repeatable. However, the first and second
magnetic fingerprints are very unlikely to be identical due to
the random nature of the remanent noise. The computer 106
can also be used to store a unique device identification num-
ber within the card reader 102. In several embodiments, the
device identification number is provided from an external
computing device.

[0021] In a number of embodiments, the card reader 102
sends the stored magnetic fingerprints and device identifica-
tion number of the card reader to the authentication server
along a secure communication channel within the network
108. In several embodiments, the network 108 is a proprietary
network provided and operated by a manufacturer of the card
readers. In other embodiments, the network 108 can be unse-
cure and the computer 106 and authentication server 110 can
provide encryption services for securing the communication
of the stored magnetic fingerprints and device identification
numbers from hackers.

[0022] FIG. 2 is aschematic block diagram of a point of sale
system 200, including a card reader 202 and a cash register
205, for performing device authentication and remote key
loading using seeded manufacturing keys (212-1, 212-2) in
accordance with one embodiment of the present invention.
The cash register 205 is coupled to the card reader 202 and an
authentication server 210 via a network 208. The point of sale
system 200 enables a card user to make a payment or conduct
another financial transaction. The card reader 202 includes a
non-volatile memory 212, a portion of which can be referred
to as a key slot, for storing encryption keys and more particu-
larly, the magnetic fingerprints of a seed card that are used as
encryption keys.

[0023] Inoperation, the cashregister 205 and/or card reader
202 can enter an authentication mode. In such case, the card
reader 202 can encrypt the first magnetic fingerprint and
device identification number, using a value generated from
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the second magnetic fingerprint as the encryption key (e.g.,
such as a subset of the second magnetic fingerprint), and send
the encrypted information to the authentication server 210.
The authentication server 210 can receive the encrypted infor-
mation and decrypt it using a value generated from the stored
copy of the second magnetic fingerprint. The authentication
server 210 can compare the first and second magnetic finger-
prints and generate a score indicative of a degree of correla-
tion between the fingerprints. In one embodiment, the score is
a numerical value with a preselected range (e.g., 0 to 100).
The authentication server 210 can send the score to the card
reader 202. If the score is not greater than a preselected
correlation threshold, the card reader 202 can be disabled
and/or otherwise treated as an unauthorized device by the
cash register 205 and/or the authentication server 210. If the
score is greater than a preselected correlation threshold, the
authentication server 210 can send a first remote encryption
key encrypted, using a value generated from the first magnetic
fingerprint as the encryption key (e.g., such as a subset of the
first magnetic fingerprint), to the card reader 202. The card
reader 202 can receive the information, decrypt the first
remote encryption key and store it for subsequent use.
[0024] In the embodiment illustrated in FIG. 2, the cash
register 205 and card reader 202 are shown as separate
devices. In other embodiments, the cash register 205 and card
reader 202 form a single integrated device and are operated as
a single system. In such case, the single system sends and
receives communications from the authentication server.
[0025] FIG. 3 is a schematic block diagram of a automated
teller machine system 300 including an automated teller
machine 307 with an integrated card reader 302 for perform-
ing device authentication and remote key loading using
seeded manufacturing keys in accordance with one embodi-
ment of the present invention. The ATM 307 is coupled to an
authentication server 310 via a network 308. The ATM 307
and card reader 302 enable a card user to perform a number of
financial transactions, including, for example, a typical ATM
financial transaction such as a withdrawal. The card reader
302 includes a non-volatile memory 312 for storing encryp-
tion keys and the magnetic fingerprints of a seed card that can
be used as encryption keys. In several embodiments, the ATM
307 and card reader 302 can operate in a manner similar to the
cash register and card reader described in FIG. 2.

[0026] FIG. 4 is a schematic block diagram of a card reader
400 in accordance with one embodiment of the present inven-
tion. The card reader 400 includes a magnetic sensor 402, an
analog to digital converter (ADC) 404, a processor 406, a
memory 408, and an input/output (I/O) interface 410. In
operation, the magnetic sensor 402, which can also be
referred to as a magnetic reading head, can read a magnetic
data card swiped through the card reader and generate an
analog signal corresponding to the magnetic information read
from the magnetic stripe of the data card. The analog signal is
received by the ADC 404, converted to a digital signal and
provided to the processor 406. The processor 406 can store
the digital signal in the memory 408 and generate a magnetic
fingerprint based thereon. The processor 406 can also encrypt
the magnetic fingerprint with an encryption key stored in the
memory if appropriate. The memory 408 can also be used to
store a device identification number assigned to the card
reader. The processor 406 can send and receive information
via the I/O interface 410.

[0027] The memory 408 can include both volatile and non-
volatile memory. In several embodiments, the memory 408 is
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secured by various anti-tampering and theft prevention
mechanisms. In one such embodiment, the processor 406 and
memory 408 are implemented using a secure microcontroller.
The card reader 400 can also include additional features such
as a tamper resistant housing with tamper detection circuitry.
In addition, the card reader 400 can include additional fea-
tures such as those described in U.S. Pat. No. 7,703,676, the
entire content of which is incorporated herein by reference.
[0028] FIG. 5 is a flowchart of an overall process 500 for
remotely loading a key for use with a card reader in accor-
dance with one embodiment of the present invention. In sev-
eral embodiments, this process can be performed in conjunc-
tion with the systems described above. The process begins by
performing (502) initial key seeding at a manufacturing loca-
tion by storing, within the card reader, successive readings of
magnetic fingerprints of a magnetic seed card. The magnetic
fingerprints can be values indicative of a intrinsic magnetic
characteristic of the seed card. In several embodiments, the
card reader receives an analog signal indicative of the mag-
netic information obtained from a magnetic stripe of the data
card. In such case, a magnetic fingerprint may be generated
from the analog signal using various processing techniques
described in the patents referenced above. The process then
transmits (504) one or more of the stored magnetic finger-
prints and a stored device identification number to a trusted
authentication system/server. Once the card reader is placed
in the field, the process can authenticate (506) the card reader
device using the stored magnetic fingerprints. In several
embodiments, the card reader device sends the stored mag-
netic fingerprints to the trusted authentication server for stor-
age in a database during the initial seeding.

[0029] The process can determine (508) whether the device
was authenticated by the trusted authentication server, often
based on a score. In one embodiment, the trusted authentica-
tion server attempts to decrypt information sent by the card
reader/device. However, if the authentication server’s stored
magnetic fingerprints do not properly correspond those of the
card reader/device, then the decryption will be unsuccessful
and the device will not be authenticated. If the device was not
authenticated, then the process considers the device as being
unauthorized (510) and can disable the device and/or other-
wise prevent operation thereof. If the device was authenti-
cated, the process can use (512) the stored magnetic finger-
prints, at the trusted authentication server, to encrypt a new
remote key to be loaded within the card reader. The process
can then send (514) the encrypted remote key from the trusted
authentication system to the card reader device, thereby hav-
ing remotely loaded a new key using the seeded magnetic
fingerprints as both a seed to generate an encryption key and
as a unique device authentication value. In several embodi-
ments, the remotely loaded encryption key is an initial fixed
key for a key management system such as derived unique key
per transaction (DUKPT). In such case, the initial fixed key
can be used to derive a unique key for each transaction.
[0030] In one embodiment, the process can perform the
sequence of actions in any order. In another embodiment, the
process can skip one or more of the actions. In other embodi-
ments, one of more of the actions are performed simulta-
neously. In some embodiments, additional actions can be
performed.

[0031] FIG. 6is aflowchart of a process 600 for performing
initial (manufacturing) key seeding in accordance with one
embodiment of the present invention. In several embodi-
ments, the process can be performed by a card reader during
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a manufacturing process for the reader. In one such case, the
process can be performed by any ofthe card readers described
above (e.g., card reader of FIG. 1). The process begins by
determining whether an input has been received for entering
(602) a seeding mode. If not, the process keeps checking. If
the input for entering a seeding mode is received, the process
stores (604) a device identification number of the card reader
assigned by an external device. In several embodiments, the
card reader receives the assigned device identification num-
ber from a seeding computer in a manufacturing environment.

[0032] The process then reads (606) a first magnetic finger-
print from a seed data card where the fingerprint includes
intrinsic magnetic characteristics of the data card. In a num-
ber of embodiments, the intrinsic characteristics include a
remanent noise characteristic of the magnetic stripe material
of the seed data card. In such case, the magnetic fingerprint
can be a value representative of the remanent noise charac-
teristic of the data card. The process then stores (608) the first
magnetic fingerprint with the card reader. The process then
reads (610) a second magnetic fingerprint from the seed data
card including intrinsic magnetic characteristics of the data
card. In some embodiments, the first and second magnetic
fingerprints are read from different seed data cards. The pro-
cess then stores (612) the second magnetic fingerprint with
the card reader. In some embodiments, the first magnetic
fingerprint and second magnetic fingerprint are obtained one
after another. In other embodiments, the process obtains the
first magnetic fingerprint at one stage in a manufacturing
process and obtains the second magnetic fingerprint at a final
stage in the manufacturing process. After storing the second
magnetic fingerprint, the process sends (614) the first and
second magnetic fingerprints and device identification num-
ber to a trusted authentication server. In processing a number
of card readers, the trusted authentication server can populate
a database of magnetic fingerprints indexed by the assigned
device identification number.

[0033] In one embodiment, the process can perform the
sequence of actions in any order. In another embodiment, the
process can skip one or more of the actions. In other embodi-
ments, one of more of the actions are performed simulta-
neously. In some embodiments, additional actions can be
performed.

[0034] FIG.7isaflowchart ofaprocess 700 for performing
remote key loading using the manufacturing keys in accor-
dance with one embodiment of the present invention. In sev-
eral embodiments, the process can be performed by a card
reader in the field. In one such case, the process can be
performed by any of the card readers described above (e.g.,
card readers of FIG. 2 and FIG. 3). The process begins by
determining whether an input has been received for entering
(702) an authentication mode. If not, the process keeps check-
ing. If the input for entering a authentication mode is
received, the process encrypts (704), using a value generated
from the second magnetic fingerprint as an encryption key
(e.g., a subset of the second magnetic fingerprint), informa-
tion including the device authentication number and the
stored first magnetic fingerprint. In several embodiments, the
first and second magnetic fingerprints are 54 byte values and
a subset of the second magnetic fingerprint is used to generate
the encryption key for transporting the device authentication
number and the stored first magnetic fingerprint. In one
embodiment, the subset is a 8 byte, 16 byte or 24 byte value
derived from the 54 byte magnetic fingerprint. The process
then sends (706) the encrypted information to a trusted
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authentication server. The trusted authentication server can
decrypt the information using the a value generated from the
indexed second magnetic fingerprint that it has stored for the
device identification number of the transmitting card reader.
[0035] Theprocess can then receive (708), from the trusted
authentication server, a score indicative of a degree of corre-
lation between the first and second magnetic fingerprints. The
process can determine whether (710) the score is greater than
a preselected correlation threshold. If it is not, the process
considers the card reader device as being unauthorized (712)
and can disable the device and/or otherwise prevent operation
thereof. Ifthe score is greater than the preselected correlation
threshold, the process can receive (714), from the trusted
authentication server, a first remote encryption key encrypted
using a value generated from the first magnetic fingerprint as
the encryption key (e.g., a subset of the first magnetic finger-
print). The process can decrypt the first remote encryption key
and store (716) it within the card reader. In several embodi-
ments, the remotely loaded encryption key is an initial fixed
key for a DUKPT key management system.

[0036] In one embodiment, the process can perform the
sequence of actions in any order. In another embodiment, the
process can skip one or more of the actions. In other embodi-
ments, one of more of the actions are performed simulta-
neously. In some embodiments, additional actions can be
performed.

[0037] While the above description contains many specific
embodiments of the invention, these should not be construed
as limitations on the scope of the invention, but rather as
examples of specific embodiments thereof. Accordingly, the
scope of the invention should be determined not by the
embodiments illustrated, but by the appended claims and
their equivalents.

[0038] In one embodiment, for example, the processes
described herein can be used in conjunction with just a read
head rather than a card reader. In other embodiments, the
processes described herein can be used in conjunction with
other suitable devices.

What is claimed is:
1. A method for remotely loading encryption keys into a
card reader system, the method comprising:
storing, at a card reader, a device identification number for
identifying the card reader, a first magnetic fingerprint of
adata card, and a second magnetic fingerprint of the data
card, wherein each of the first and second magnetic
fingerprints comprises an intrinsic magnetic character-
istic of the data card;
encrypting, using a first encryption key derived from the
second magnetic fingerprint, information comprising
the device identification number and the first magnetic
fingerprint;
sending the encrypted information to an authentication
server;
receiving, from the authentication server, a score indicative
of a degree of correlation between the first magnetic
fingerprint and the second magnetic fingerprint; and
receiving, when the score is above a preselected threshold,
a second encryption key from the authentication server,
the second encryption key encrypted using a third
encryption key derived from the first magnetic finger-
print.
2. The method of claim 1, wherein the first magnetic fin-
gerprint and the second magnetic fingerprint are obtained
from information stored in a magnetic stripe of the data card.
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3. The method of claim 1, wherein the first magnetic fin-
gerprint and the second magnetic fingerprint are obtained
from successive readings of information stored in a magnetic
stripe of the data card.

4. The method of claim 1, wherein the device identification
number is provided to the card reader by an external device.

5. The method of claim 1, wherein the intrinsic magnetic
characteristic comprises a remanent noise characteristic of
the data card.

6. The method of claim 1, wherein the card reader is a
component of a system selected from the group consisting of
a point of sale system and an automated teller machine sys-
tem.

7. The method of claim 1, wherein the encrypting, using the
first encryption key derived from the second magnetic finger-
print, the information comprising the device identification
number and the first magnetic fingerprint comprises:

storing, at the authentication server, the first magnetic fin-

gerprint, the second magnetic fingerprint, and the device
identification number; and

encrypting, using the first encryption key derived from the

second magnetic fingerprint, the information compris-
ing the device identification number and the first mag-
netic fingerprint.

8. The method of claim 1, further comprising:

storing, when the score is below the preselected threshold,

information indicating that the card reader is an unau-
thorized device.

9. The method of claim 1, further comprising:

attempting, at the authentication server, to decrypt the

encrypted information;

storing, when the attempting to decrypt is not successful,

information indicating that the card reader is an unau-
thorized device.

10. The method of claim 1, wherein the score is a numerical
value in a range from 0 and 100.

11. The method of claim 1, wherein the second encryption
key is configured for use as a transaction key.

12. The method of claim 12, wherein the transaction key is
a base key for DUKPT.

13. The method of claim 1, wherein the storing, at the card
reader, the device identification number for identifying the
card reader, the first magnetic fingerprint of the data card, and
the second magnetic fingerprint of the data card comprises:

sending, from the card reader, the first and second magnetic

fingerprints and the device identification number to the
authentication server.

14. The method of claim 1, wherein the storing, at the card
reader, the device identification number for identifying the
card reader, the first magnetic fingerprint of the data card, and
the second magnetic fingerprint of the data card comprises:

receiving an analog signal indicative of the magnetic infor-

mation obtained from a magnetic stripe of the data card;
generating the first magnetic fingerprint based on the ana-
log signal.

15. The method of claim 1, wherein the first magnetic
fingerprint comprises a digital value selected from the group
consisting of an 8 byte value, a 16 byte value, a 24 byte value,
and a 54 byte value.

16. A system for remotely loading encryption keys, the
system comprising:

a card reader system comprising a card reader; and

an authentication server in communication with the card

reader system;
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the card reader system configured to:

store a device identification number for identifying the card
reader, a first magnetic fingerprint of a data card, and a
second magnetic fingerprint of the data card, wherein
each of the first and second magnetic fingerprints com-
prises an intrinsic magnetic characteristic of the data
card;

encrypt, using a first encryption key derived from the sec-

ond magnetic fingerprint, information comprising the
device identification number and the first magnetic fin-
gerprint;

send the encrypted information to the authentication

server;

receive, from the authentication server, a score indicative

of a degree of correlation between the first magnetic
fingerprint and the second magnetic fingerprint; and

receive, when the score is above a preselected threshold, a

second encryption key from the authentication server,
the second encryption key encrypted using a third
encryption key derived from the first magnetic finger-
print.

17. The system of claim 16, wherein the authentication
server is configured to:

generate the score indicative of a degree of correlation

between the first magnetic fingerprint and the second
magnetic fingerprint; and

send the score to the card reader system.

18. The system of claim 16, wherein the authentication
server is configured to:

attempt to decrypt the encrypted information;

store, when the attempt to decrypt is not successtul, infor-

mation indicating that the card reader system is an unau-
thorized device.
19. The system of claim 16, wherein the first magnetic
fingerprint and the second magnetic fingerprint are obtained
from information stored in a magnetic stripe of the data card.
20. The system of claim 16, wherein the first magnetic
fingerprint and the second magnetic fingerprint are obtained
from successive readings of information stored in a magnetic
stripe of the data card.
21. The system of claim 16, wherein the device identifica-
tion number is provided to the card reader by an external
device.
22. The system of claim 16, wherein the intrinsic magnetic
characteristic comprises a remanent noise characteristic of
the data card.
23. The system of claim 16, wherein the card reader is a
component of a system selected from the group consisting of
a point of sale system and an automated teller machine sys-
tem.
24. The system of claim 16, wherein the authentication
server is configured to:
store the first magnetic fingerprint, the second magnetic
fingerprint, and the device identification number; and

encrypt, using the first encryption key derived from the
second magnetic fingerprint, the information compris-
ing the device identification number and the first mag-
netic fingerprint.

25. The system of claim 16, wherein the authentication
server is configured to:

store, when the score is below the preselected threshold,

information indicating that the card reader is an unau-
thorized device.
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26. The system of claim 16, wherein the score is a numeri- 28. The system of claim 27, wherein the transaction key is
cal value in a range from 0 and 100. a base key for DUKPT.

27. The system of claim 16, wherein the second encryption
key is configured for use as a transaction key. ok ow R



