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A method for processing a resource access request in a net-
work based on a software defined network (SDN) protocol
includes receiving a resource access request forwarded by a
first SDN switch in the network, wherein there exists no
forwarding rule matching the resource access request in the
first SDN switch; obtaining, according to the resource access
request, resource server information of a resource server
where the requested resource is stored, wherein the resource
server is located in the network; generating a forwarding rule
corresponding to the resource access request according to the
resource server information; and sending to the first SDN
switch at least one portion of the forwarding rule correspond-
ing to the resource access request, so that the first SDN switch
forwards the resource access request according to the at least
one portion of the forwarding rule.
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PROCESSING RESOURCE ACCESS
REQUEST IN NETWORK

[0001] This application claims priority to Chinese Patent
Application No. 201410037628.9, filed Jan. 26,2014, and all
the benefits accruing therefrom under 35 U.S.C. §119, the
contents of which in its entirety are herein incorporated by
reference.

BACKGROUND

[0002] The present invention relates to resource access
requests, and more specifically, to a method and system for
processing a resource access request in a network.

[0003] In current intranet networks like an enterprise net-
work, a campus network and so on, there exists a growing
conflict between user demands for data distribution and
actual capabilities of a network. For example, the amount of
files stored and forwarded in a network gets increasingly
huge, and users expect a wider transmission bandwidth so as
to ensure a faster transmission speed. However, as infrastruc-
ture is upgraded slowly and user demands vary dynamically,
there might exist one impulse-type user demand for obtaining
network resources in a short time, and also there might exist
continuous access demands for some network resources in a
time period. In this case, it is hard to satisfy users’ data access
demands with existing network architecture.

SUMMARY

[0004] According to one embodiment of the present inven-
tion, there is provided a method for processing a resource
access request in a network based on a software defined
network (SDN) protocol, comprising: receiving a resource
access request forwarded by a first SDN switch in the net-
work, wherein there exists no forwarding rule matching the
resource access request in the first SDN switch; obtaining,
according to the resource access request, resource server
information of a resource server where the requested resource
is stored, wherein the resource server is located in the net-
work; generating a forwarding rule corresponding to the
resource access request according to the resource server
information; and sending to the first SDN switch at least one
portion of the forwarding rule corresponding to the resource
access request, so that the first SDN switch forwards the
resource access request according to the at least one portion of
the forwarding rule.

[0005] According to another embodiment of the present
invention, there is provided a system for processing a
resource access request in a network based on a software
defined network (SDN) protocol, comprising: a transmission
module configured to receive a resource access request for-
warded by a first SDN switch in the network, wherein there
exists no forwarding rule matching the resource access
request in the first SDN switch; a content management mod-
ule configured to obtain, according to the resource access
request, resource server information of a resource server
where the requested resource is stored, wherein the resource
server is located in the network; a forwarding management
module configured to generate a forwarding rule correspond-
ing to the resource access request according to the resource
server information, wherein the transmission module is fur-
ther configured to send to the first SDN switch at least one
portion of the forwarding rule corresponding to the resource
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access request, so that the first SDN switch forwards the
resource access request according to the at least one portion of
the forwarding rule.

[0006] By means of the embodiments of the present inven-
tion, network users’ resource accessing can be accelerated
efficiently.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Through the more detailed description of some
embodiments of the present disclosure in the accompanying
drawings, the above and other objects, features and advan-
tages of the present disclosure will become more apparent,
wherein the same reference generally refers to the same com-
ponents in the embodiments of the present disclosure.
[0008] FIG.1shows an exemplary computer system/server
12 which is applicable to implement the embodiments of the
present invention;

[0009] FIG. 2 shows a schematic view of system architec-
ture of an enterprise network based on a SDN protocol
according to one embodiment of the present invention;
[0010] FIG. 3 shows a flowchart of a method for processing
aresource access request according to one embodiment of the
present invention;

[0011] FIG. 4 shows a schematic view of a flow for pro-
cessing a resource access request according to one embodi-
ment of the present invention; and

[0012] FIG. 5 shows a block diagram of a system for pro-
cessing a resource access request according to one embodi-
ment of the present invention.

DETAILED DESCRIPTION

[0013] Exemplary embodiments will be described in more
detail with reference to the accompanying drawings, in which
the preferable embodiments of the present disclosure have
been illustrated. However, the present disclosure can be
implemented in various manners, and thus should not be
construed to be limited to the embodiments disclosed herein.
On the contrary, those embodiments are provided for the
thorough and complete understanding of the present disclo-
sure, and completely conveying the scope of the present dis-
closure to those skilled in the art.

[0014] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “mod-
ule” or “system.” Furthermore, aspects of the present inven-
tion may take the form of a computer program product
embodied in one or more computer readable medium(s) hav-
ing computer readable program code embodied thereon.
[0015] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
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one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

[0016] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as portion of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0017] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.

[0018] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0019] Aspects of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0020] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
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an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0021] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operations to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

[0022] In view of the above discussed drawbacks, it is
desired to provide a solution capable of accelerating network
resource accessing.

[0023] Referring now to FIG. 1, in which an exemplary
computer systeny/server 12 which is applicable to implement
the embodiments of the present invention is shown. Computer
system/server 12 is only illustrative and is not intended to
suggest any limitation as to the scope of use or functionality
of embodiments of the invention described herein.

[0024] As shown in FIG. 1, computer system/server 12 is
shown in the form of a general-purpose computing device.
The components of computer system/server 12 may include,
but are not limited to, one or more processors or processing
units 16, a system memory 28, and a bus 18 that couples
various system components including system memory 28 to
processor 16.

[0025] Bus 18 represents one or more of any of several
types of bus structures, including a memory bus or memory
controller, a peripheral bus, an accelerated graphics port, and
a processor or local bus using any of a variety of bus archi-
tectures. By way of example, and not limitation, such archi-
tectures include Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

[0026] Computer system/server 12 typically includes a
variety of computer system readable media. Such media may
be any available media that is accessible by computer system/
server 12, and it includes both volatile and non-volatile
media, removable and non-removable media.

[0027] System memory 28 can include computer system
readable media in the form of volatile memory, such as ran-
dom access memory (RAM) 30 and/or cache memory 32.
Computer systeny/server 12 may further include other remov-
able/non-removable, volatile/non-volatile computer system
storage media. By way of example only, storage system 34
can be provided for reading from and writing to a non-remov-
able, non-volatile magnetic media (not shown and typically
called a “hard drive”). Although not shown, a magnetic disk
drive for reading from and writing to a removable, non-vola-
tile magnetic disk (e.g., a “floppy disk™), and an optical disk
drive for reading from or writing to a removable, non-volatile
optical disk such as a CD-ROM, DVD-ROM or other optical
media can be provided. In such instances, each can be con-
nected to bus 18 by one or more data media interfaces. As will
be further depicted and described below, memory 28 may
include atleast one program product having a set (e.g., at least
one) of program modules that are configured to carry out the
functions of embodiments of the invention.

[0028] Program/utility 40, having a set (at least one) of
program modules 42, may be stored in memory 28 by way of
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example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an implemen-
tation of a networking environment. Program modules 42
generally carry out the functions and/or methodologies of
embodiments of the invention as described herein.

[0029] Computer system/server 12 may also communicate
with one or more external devices 14 such as a keyboard, a
pointing device, a display 24, etc.; one or more devices that
enable a user to interact with computer system/server 12;
and/or any devices (e.g., network card, modem, etc.) that
enable computer system/server 12 to communicate with one
or more other computing devices. Such communication can
occur via Input/Output (I/O) interfaces 22. Still yet, computer
system/server 12 can communicate with one or more net-
works such as a local area network (LAN), a general wide
area network (WAN), and/or a public network (e.g., the Inter-
net) via network adapter 20. As depicted, network adapter 20
communicates with the other components of computer sys-
tem/server 12 via bus 18. It should be understood that
although not shown, other hardware and/or software compo-
nents could be used in conjunction with computer system/
server 12. Examples include, but are not limited to, micro-
code, device drivers, redundant processing units, external
disk drive arrays, RAID systems, tape drives, and data archi-
val storage systems, etc.

[0030] Inventors of the present invention find that in a local
area network like an enterprise network or a campus network,
network traffic has some features specific to this enterprise
network or campus network. For example, when the CEO of
an enterprise presents an important speech, there are huge
number of downloads of and accesses to the speech video
among users within this enterprise network; for a specific
team, some software or application needs to be downloaded
and installed by everyone, which also leads to huge concen-
trated accesses to the software or application, etc. Therefore,
if a network-wide observation is capable, such requests are
predictable to some extent. The predictability helps network
administrators to make deployment in advance and download
some hot resources to resource servers within this enterprise
network for caching, thereby helping to accelerate network
resource accessing.

[0031] For example, ifit is found more than 10% machines
have accessed a certain resource in 30 minutes, then it may be
judged this resource is a hot resource at a high probability. Or
if recently there are many requests for virtual machine
images, then more files of this type may be cached in a
resource server.

[0032] Note although an enterprise network is taken here as
an example to illustrate various embodiments of the present
application, those skilled in the art may understand the
embodiments of the present application are not limited to an
enterprise network but may be applied to other local area
network or intranet having similar characteristics, such as a
campus network, a data center network, a net bar, etc.
[0033] To achieve the management of resource access
requests, SDN architecture based on a software defined net-
work (SDN) protocol is used here for implementing the
embodiments of the present invention.

[0034] SND is a novel network innovation architecture,
which splits control functionality from network switch equip-
ment and immigrates it to a logically independent network
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control system, thereby achieving flexible control of network
traffic. The control system may run on a general-purpose
server, and any user can program control functionality at any
time, so that control functionality is no longer confined in a
router. Moreover, the control system provides a set of APIs
via which users can monitor, manage and maintain the control
system.

[0035] Therefore, in an SDN network there are a logic
control layer and a device layer. The control layer is a portion
that makes forwarding decisions in the data network, com-
prising management, routing protocol, routing policy, etc.
The device layer comprises query, exchange and cache with
respect to each packet, e.g., comprising switches (SDN
switches) supporting a SDN protocol (e.g., Opentlow proto-
col).

[0036] SDN provides great flexibility for network design,
planning and management; users can develop various appli-
cation programs, and logic network topology is defined by
software so as to satisfy different demands for network
resources, without caring physical topological structure of
the underlying network.

[0037] FIG. 2 shows a schematic view of system architec-
ture of an enterprise network based on a SDN protocol
according to one embodiment of the present invention.

[0038] Asseen from FIG. 2, the architecture comprises two
layers, namely a device layer and a control layer. The device
layer may comprise SDN switches supporting a SDN proto-
col, such as edge switches connecting users, resource pool
switches (RP switches) connecting a resource pool, or any
switches based on a SDN protocol between edge switches and
RP switches. The resource pool may comprise resource serv-
ers for caching resources within the enterprise network.
These resource servers also belong to one portion of the
device layer.

[0039] According to one embodiment of the present inven-
tion, besides traditional components supporting SDN, the
control layer may further comprise a forwarding manager and
a content manager. The forwarding manager is used for man-
aging request forwarding. The content manager manages
contents of the resource pool. In addition, the control layer
may further comprise a policy manager for providing a
requested forwarding policy.

[0040] A brief introduction is given below to the workflow
of SDN by taking data stream forwarding as an example. In
SDN, SDN switches need to forward packets according to
forwarding rules given by the control layer. When a SDN
switch receives the first packet of the data stream, since in the
SDN switch locally there is no forwarding rule about the
packet, the SDN switch has to forward the packet to the
control layer so as to obtain a corresponding forwarding rule
from the control layer and store it to a local flow table. After-
wards, when the SDN switch receives a next packet of the
same data stream, the SDN switch compares address infor-
mation of the packet with rule information in the local flow
table. If a consistent entry is found, then the SDN switch
forwards the packet according to rule information in the flow
table. In this procedure, the control layer only needs to per-
form routing computation with respect to the first packet of
each stream and store the result in a local flow table of the
switch, and then subsequent decision is implemented by look-
ing up the local flow table, thereby improving the forwarding
efficiency.
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[0041] Withreference to a flowchart shown in FIG. 3, illus-
tration is presented below to a process flow of the control
layer according to one embodiment of the present invention.
[0042] Inblock S310, the control layer receives a resource
access request forwarded by a first SDN switch in a network,
wherein in the first SDN switch there exists no forwarding
rule matching the resource access request.

[0043] The resource access request may be a request for
resources either outside or inside an enterprise network.
[0044] According to one embodiment of the present inven-
tion, the first SDN switch may be an edge switch in the
network or any other switch in the network. As mentioned
above, the edge switch is a switch directly connected to with
users. Under a SDN protocol, the edge switch, upon receiving
a resource access request from a user, first checks whether or
notthere is a forwarding rule matching the request in the edge
switch. If no forwarding rule matching the request is found,
then the edge switch forwards the request to the control layer.
[0045] In block S320, the control layer, according to the
received resource access request, obtains resource server
information of a resource server where requested resources
are stored, wherein the resource server is located in the enter-
prise network and is connected with other switch in the net-
work via a RP switch. This operation may be implemented by
a content manager in the control layer.

[0046] According to one embodiment of the present inven-
tion, the content manager can maintain a content table, which
contains information related to resources stored within the
enterprise network, such as information of a resource server
where requested resources are stored.

[0047] Inblock S330, the control layer generates a forward-
ing rule corresponding to the resource access request accord-
ing to the resource server information. This operation may be
implemented by a forwarding manager in the control layer.
[0048] According to one embodiment of the present inven-
tion, the forwarding manager, according to learned network
topology information and the information of a resource server
where requested resources are stored, can determine a for-
warding path from the first SDN switch to the resource server,
and then generate a corresponding forwarding rule according
to the forwarding path.

[0049] In block S340, the control layer sends to the first
SDN switch at least one portion of the forwarding rule cor-
responding to the resource access request, so that the first
SDN switch can forward the resource access request accord-
ing to the at least one portion of the forwarding rule.

[0050] The forwarding rule generated in block S330 may
comprise forwarding rules of various SDN switches on the
forwarding path from the first SDN switch to the resource
server, so in block S340, only a forwarding rule associated
with the first SDN switch is sent to the first SDN switch.
[0051] Thus, with respect to an access request, submitted
by an enterprise network user, for resources on a network
outside the enterprise network, if it is determined the
resources have been saved on a server inside the enterprise
network, then the request may be directly forwarded to the
server inside the enterprise network, whereby access to the
resources is accelerated. Those skilled in the art may under-
stand the embodiments of the present invention are also appli-
cable to requests for resources inside the enterprise network.
For example, when an employee in China wants to access
resources on an American server, if the content manager finds
the resources are already stored on a resource server located
in China, then according to the method described above, the
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resource access request for resources on the American server
is forwarded to the resource server located in China for
responding to the request, whereby the response speed is
accelerated.

[0052] To finally forward the resource access request to a
corresponding resource server, each switch on the forwarding
path from the first SDN switch to the resource switch needs to
perform forwarding according to the forwarding rule gener-
ated by the control layer. At this point, different implementa-
tions may be used to send to the corresponding switch the
forwarding rule generated by the control layer.

[0053] For example, after the control layer generates the
forwarding rule, the forwarding rule or at least one portion
thereof is proactively sent to respective second SDN switches
on the forwarding path from the first SDN switch to the
resource server. Thus, after receiving the resource access
request forwarded from the preceding switch, these switches
can forward this request according to the corresponding for-
warding rule until the request reaches the resource server. In
this manner, when respective second SDN switches receive a
packet about the resource access request, they do not have to
wait for the control layer to perform processing, thereby
greatly shortening the forwarding latency.

[0054] Or the control layer, after generating the forwarding
rule, sends the forwarding rule only to an SDN switch from
which the resource access request comes. Where the first
SDN switch forwards the resource access request to a second
SDN switch on the forwarding path, the second SDN switch
first checks whether or not there exists a forwarding rule
matching the request in the second SDN switch. If no
matched forwarding rule is found, the second SDN switch
then forwards the request to the control layer.

[0055] Thecontrol layer, after receiving the resource access
request forwarded by the second SDN switch, sends at least
one portion of the forwarding rule corresponding to the
resource access request to a second SDN switch so that the
second SDN switch forwards the resource access request
according to the rule. An advantage of such processing is
although the second SDN switch has to obtain the forwarding
rule from the control layer when receiving the request, the
storage requirement on switches is reduced.

[0056] Note the second switch mentioned here not only
refers to a switch connected with the first switch, but may
comprise any switch on the forwarding path from the first
switch to the resource server, so there might exist more than
one second switch.

[0057] In above block S320, a resource server to be
accessed may be determined according to a predefined policy
provided by a policy manager in the control layer. For
example, it is found by querying the content table that more
than two resource servers contain to-be-accessed resources,
whereas the policy manager indicates a resource server with
less accesses is to be accessed in order to maintain a load
balance, so it is determined according to records in the con-
tent table that the resource server with less accesses is
accessed. This policy may be predetermined or dynamically
modified in real time so as to flexibly adapt to different
demands of network users.

[0058] Moreover, in this flow resources to be cached to a
resource server in the network may be determined according
to the predetermined policy, so that resources may be cached
to the resource server in advance, and the resources together
with related information of the resource server storing the
resources are stored in the content table. For example, if it is
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found that accesses of enterprise network users to a specific
resource on the Internet soar in a specific time period, it is
predicted that access demands on the resource will keep
increasing in a future time period, then at this point the
resource is downloaded to the resource server and related
information is stored in the content table. Thus, when receiv-
ing a further access request for the resource from enterprise
network users, by querying the content table, a resource
server storing the resource may be found, and further the
access to the Internet changes to the access to the resource
server inside the enterprise network, thereby effectively
accelerating users’ resource retrieval.

[0059] As introduced above, the content manager may
maintain a content table. For example, a content metadata DB
may be located either inside or outside the content manager.
The content table is used for recording resource statistics of
the resource pool. Table 1 below shows an example of the
content table.

TABLE 1

Example of Content Table

Recent Sum Age Timeout
Request RP_ID Hit Hit (s) (s)
ibm.com/geni__talk.mp4 0x01 100 1000 1800 3600
ibm.com/other__resource 0x02 200 2000 2000 3600
[0060] Wherein the Request field stores a resource name as

a keyword, which is usually a URL.

[0061] RP_ID is resource server 1D, which stores ID of a
resource server having a requested resource. The field may
contain more than one server ID, which means that the
resource may exist in multiple resource servers at the same
time. The control layer implements a load balance to deter-
mine which resource server to be accessed.

[0062] Recent Hit and Sum Hit record the number of hits. If
more than one server provides the same resource, then the
control layer may use the number of hits as a basis for load
balance.

[0063] The Age field records how long the content has
stayed on the resource server.

[0064] The Timeout field is used for indicating how often
content in the resource pool should be refreshed. When the
age of a resource reaches timeout, the resource should be
updated from the original server.

[0065] Note above description of the content table is merely
exemplary. Those skilled in the art may further take different
content table forms and include different field information to
the content table, according to concrete applications and dif-
ferent policies.

[0066] With reference to a schematic view shown in FIG. 4
and by taking an enterprise network as an example, descrip-
tion is presented below a schematic view of a concrete
example of a process flow with respect to a resource access
request inside the enterprise network.

[0067] First of all, as shown by arrow 1, the edge switch
receives from a user a resource access request for accessing a
certain resource on the Internet. As shown in this figure, a
source 1P address of the request is 192.168.0.2 and located
inside the enterprise network; a destination IP address of the
to-be-accessed resource is 99.34.56.14, which indicates an IP
address outside the enterprise network.
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[0068] Theedgeswitch, by checking aheader of the request
packet for example, tries to match the packet to internal rules
of the edge switch. If a matched rule is found, then the edge
switch forwards the request according to the rule, just as
shown by arrow 4. If no matched rule is found, then as shown
by arrow 2, the edge switch sends the request to the control
layer.

[0069] The control layer checks the content table according
to the requested resource. If the content table does not contain
any information related to the requested resource, then “for-
ward-to-Internet” rules are generated. At this point, the edge
switch, acting as a traditional switch, forwards the request to
a correct port which finally reaches the Internet gateway, and
the resource is accessed from the Internet.

[0070] If the content table contains information related to
the requested resource, then “forward-to-resource pool” rules
are generated according to a different policy, and by arrow 3
the generated rules are sent to the edge switch. For example,
the forwarding rule sent to the edge switch may be
“SrcIP=192.168.0.2, dstIP=99.34.56.14, OUTPUT:port 27,
wherein “SrcIP=192.168.0.2” indicates a source IP of the
request is 192.169.0.2, which is located inside the enterprise
network; “dstIP=99.34.56.14” indicates a destination IP of
the request is 99.34.56.14, which indicates an IP address
outside the enterprise network; “OUTPUT:port 2” indicates
the request is to be outputted from port 2 of the switch.
[0071] The edge switch forwards the request according to
the matched rule; if the rule indicates the request should be
forwarded to the resource pool, then as shown by arrow 4, the
edge switch follows the rule to forward the request to the RP
switch. If other switch also exists on the path from the edge
switch to the RP switch, then the edge switch follows the rule
to forward the request to the other switch. Similarly, the
switch may obtain from the control layer forwarding rules
“srcIP=192.168.0.2, dstIP=99.34.56.14, OUTPUT:port 3~
and send the request from port 3 according to the rules.
[0072] After receiving the request, the RP switch checks its
internal rules; if matched rules are found, then the request is
forwarded to a corresponding resource server, just as shown
by arrow 7. If no matched rules are found, then the RP switch
sends the request to the control layer, as shown by arrow 5.
[0073] The control layer checks the content table so as to
obtain information of a resource server to which the request
should be sent, such as ID of the resource server, generates
forwarding rules for the RP switch, and sends generated rules
to the RP switch by arrow 6.

[0074] For example, forwarding rules for the RP switch
connected with the resource server may be “srcIP=192.168.
0.2, dstIP=99.34.56.14, newDstIP=192.168.100.1, OUT-
PUT:port 4.” Wherein “newDstIP=192.168.100.1" repre-
sents a new destination IP address, indicating an IP address of
a resource server where the resource is located. Why this new
destination IP address is needed is that a server only processes
requests whose destination IP addresses are the server
address, so it is necessary to replace the request’s destination
IP address 99.34.56.14 with the resource server’s IP address
192.168.100.1 at the RP switch, so as to obtain a response of
the resource server.

[0075] Atarrow 7, the resource server sends the request to
a resource server inside the resource pool according to the
received rule. At arrow 8, the server replies a response to the
RP switch. At this point, the response’s source IP address is
the resource server’s IP address 192.168.100.1, and the des-
tination IP address is 192.168.100.1.
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[0076] According to the forwarding rule obtained by arrow
6 or the rule obtained from the control layer, the RP switch
modifies the response, i.e., replaces the resource server’s [P
address with the previous external 1P address, and sends the
response to the edge switch by arrow 9.

[0077] The edge switch sends the response to a client by
arrow 10.
[0078] In this manner, the request which used to access a

resource on an external website is forwarded to a server inside
the enterprise network, thereby efficiently improving user
access speed.

[0079] Moreover, by using the forwarding rule to process
the header of the request packet forwarded by the switch, the
header is replaced with information of the resource server so
as to obtain resources from the resource server, and after a
response is returned, the header is restored according to the
rule of the control layer. Finally the response reaches the user.
Therefore, this process is transparent to the user, just as the
user accesses the original website.

[0080] Inthe flow shown in FIG. 4, corresponding rules on
the RP switch may be calculated when the edge switch
accesses the control layer. Thus, steps 5 and 6 in FI1G. 4 are not
needed. Moreover, if a large file needs to be downloaded, then
the request is divided into multiple packets, steps 2 and 3 are
executed for the first packet only but not executed for subse-
quent packets, for the subsequent packets forwarding is per-
formed directly according to forwarding rules in the edge
switch.

[0081] With reference to FIG. 5, description is presented
below to a block diagram of a control system where one
embodiment of the present invention is implemented. Control
system 500 may comprise a transmission module 510, a con-
tent management module 520 and a forwarding management
module 530.

[0082] According to one embodiment of the present inven-
tion, transmission module 510 is configured to receive a
resource access request forwarded by a first SDN switch in a
network, wherein there exists no forwarding rule matching
the resource access request in the first SDN switch. Content
management module 520 is configured to obtain, according to
the resource access request, resource server information of a
resource server where the requested resource is stored,
wherein the resource server is located in the network. For-
warding management module 530 is configured to generate a
forwarding rule corresponding to the resource access request
according to the resource server information. Transmission
module 510 is further configured to send to the first SDN
switch at least one portion of the forwarding rule correspond-
ing to the resource access request, so that the first SDN switch
forwards the resource access request according to the at least
one portion of the forwarding rule.

[0083] According to one embodiment of the present inven-
tion, forwarding management module 530 is further config-
ured to: determine a forwarding path from the first SDN
switch to the resource server according to network topology
information and the resource server information; and gener-
ate a forwarding rule corresponding to the resource access
request according to the forwarding path.

[0084] According to one embodiment of the present inven-
tion, transmission module 510 is further configured to send to
at least one second SDN switch at least one portion of the
forwarding rule corresponding to the resource access request,
so that the at least one second SDN switch forwards the
resource access request according to at least one portion of the
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forwarding rule, wherein the at least one second SDN switch
is located on a forwarding path from the first SDN switch to
the resource server.

[0085] According to one embodiment of the present inven-
tion, transmission module 510 is further configured to:
receive a resource access request forwarded by at least one
second SDN switch, wherein the at least one second SDN
switch is located on a forwarding path from the first SDN
switch to the resource server. Forwarding management mod-
ule 530 is configured to obtain the generated forwarding rule
corresponding to the resource access request. Transmission
module 510 is further configured to send to at least one second
SDN switch at least one portion of the forwarding rule cor-
responding to the resource access request, so that the at least
one second SDN switch forwards the resource access request
according to at least one portion of the forwarding rule.
[0086] According to one embodiment of the present inven-
tion, resource server information of the resource server stor-
ing the requested resource is stored in a content table.
[0087] According to one embodiment of the present inven-
tion, control system 500 further comprises a policy manage-
ment module 540 configured to provide a requested forward-
ing policy. And according to one embodiment of the present
invention, policy management module 540 may be further
configured to determine, according to the predetermined
policy, a resource to be cached to a resource server in the
network. And content management module 520 is configured
to cache the determined resource to the resource server.
[0088] The forwarding management module, the content
management module and the policy management module
each can support an API for the user so that the user can
configure these management modules via the API and some
information may be displayed to the user. The user may
specify some management policies about the resource pool,
for example, may formulate policies according to the recent
access time, access counts, file type and so on.

[0089] Note although the embodiments of the present
invention are illustrated here by taking an enterprise network
user’s access to a resource on the Internet as an example,
various aspects of the present invention are not limited to
access to resources on the Internet. For example, the present
invention is also applicable to access of uses in different areas
to resources inside an enterprise network. To take an example,
for employees with the same enterprise but working across
the world, if it is predicted or detected there is a demand
among employees in China for huge number of accesses to
resources on a US server, then by means of the method of the
embodiment of the present invention, the resources may be
cached to the locality for accelerating access.

[0090] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
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chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

[0091] The descriptions of the various embodiments of the
present invention have been presented for purposes of illus-
tration, but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations
will be apparent to those of ordinary skill in the art without
departing from the scope and spirit of the described embodi-
ments. The terminology used herein was chosen to best
explain the principles of the embodiments, the practical appli-
cation or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art
to understand the embodiments disclosed herein.

1. A method for processing a resource access request in a
network based on a software defined network (SDN) proto-
col, comprising:

receiving a resource access request forwarded by a first

SDN switch in the network, wherein there exists no
forwarding rule matching the resource access request in
the first SDN switch;

obtaining, according to the resource access request,

resource server information of a resource server where
the requested resource is stored, wherein the resource
server is located in the network;

generating a forwarding rule corresponding to the resource

access request according to the resource server informa-
tion; and
sending to the first SDN switch at least one portion of the
forwarding rule corresponding to the resource access
request, so that the first SDN switch forwards the
resource access request according to the at least one
portion of the forwarding rule.
2. The method according to claim 1, wherein the generating
a forwarding rule corresponding to the resource access
request according to the resource server information com-
prises:
determining a forwarding path from the first SDN switch to
the resource server according to network topology infor-
mation and the resource server information; and

generating the forwarding rule corresponding to the
resource access request according to the forwarding
path.

3. The method according to claim 2, further comprising:

sending to at least one second SDN switch at least one

portion of the forwarding rule corresponding to the
resource access request, so that the at least one second
SDN switch forwards the resource access request
according to the forwarding rule, wherein the at least one
second SDN switch is located on the forwarding path
from the first SDN switch to the resource server.

4. The method according to claim 2, further comprising:

receiving a resource access request forwarded by at least

one second SDN switch, wherein the at least one second
SDN switch is located on the forwarding path from the
first SDN switch to the resource server; and

sending to the at least one second SDN switch at least one

portion of the forwarding rule corresponding to the
resource access request, so that the at least one second
SDN switch forwards the resource access request
according to the at least one portion of the forwarding
rule.
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5. The method according to claim 1, wherein the resource
server information of the resource server storing the
requested resource is stored in a content table.

6. The method according to claim 1, further comprising:

determining, according to a predetermined policy, a
resource to be cached to aresource server in the network;
and

caching the determined resource to the resource server.

7. A system for processing a resource access request in a
network based on a software defined network (SDN) proto-
col, comprising:

a transmission module configured to receive a resource
access request forwarded by a first SDN switch in the
network, wherein there exists no forwarding rule match-
ing the resource access request in the first SDN switch;

a content management module configured to obtain,
according to the resource access request, resource server
information of a resource server where the requested
resource is stored, wherein the resource server is located
in the network;

a forwarding management module configured to generate a
forwarding rule corresponding to the resource access
request according to the resource server information,

wherein the transmission module is further configured to
send to the first SDN switch at least one portion of the
forwarding rule corresponding to the resource access
request, so that the first SDN switch forwards the
resource access request according to the at least one
portion of the forwarding rule.

8. The system according to claim 7, wherein the forwarding

management module is further configured to:

determine a forwarding path from the first SDN switch to
the resource server according to network topology infor-
mation and the resource server information; and

generate the forwarding rule corresponding to the resource
access request according to the forwarding path.

9. The system according to claim 8, wherein the transmis-

sion module is further configured to:

send to at least one second SDN switch at least one portion
of the forwarding rule corresponding to the resource
access request, so that the at least one second SDN
switch forwards the resource access request according to
the forwarding rule, wherein the at least one second
SDN switch is located on the forwarding path from the
first SDN switch to the resource server.

10. The system according to claim 8, wherein the transmis-

sion module is further configured to:

receive a resource access request forwarded by at least one
second SDN switch, wherein the at least one second
SDN switch is located on the forwarding path from the
first SDN switch to the resource server; and

send to the at least one second SDN switch at least one
portion of the forwarding rule corresponding to the
resource access request, so that the at least one second
SDN switch forwards the resource access request
according to the at least one portion of the forwarding
rule.

11. The system according to claim 8, wherein the resource
server information of the resource server storing the
requested resource is stored in a content table.

12. The system according to claim 8, further comprising: a
policy management module configured to determine, accord-
ing to a predetermined policy, a resource to be cached to a
resource server in the network, and

the content management module is configured to cache the
determined resource to the resource server.

#* #* #* #* #*



