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ABSTRACT

The present invention utilizes token-based authentication to
verify the identity of a user computer. A host server computer
transmits a main challenge via light code to an ancillary
computer or software program having access to the token.
The token translates the main challenge and provides a coun-
terchallenge response back to the host computer over a back
channel, distinct from the channel over which the main chal-
lenge arrived.
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Binary Sequence Red Channel Green Channel Blue Channel
0000000 5 11 17
1000000 35 5 0
0100000 119 59 29
1100000 125 59 29
0010000 5 5 125
1111111 179 11 35
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SYSTEM AND METHOD FOR SECURE
SINGLE OR MULTI-FACTOR
AUTHENTICATION

RELATED APPLICATIONS

[0001] This application is a continuation-in-part of, and
claims priority under 35 U.S.C. §120 from, U.S. patent appli-
cations Ser. Nos. 14/578,307; 14/578,315; 14/578,325;
14/783,328; 14/783,331; 14/578,335; 14/578,337 the disclo-
sures of which are incorporated herein by reference all titled
SYSTEM AND METHOD FOR COMMUNICATION
OVER COLOR ENCODED LIGHT PATTERNS and all filed
Dec. 19,2014, and all of which claim priority under 35 U.S.C.
§120 from, U.S. patent application Ser. No. 14/028,380, filed
Sep. 16, 2013, the disclosure of which is incorporated herein
by reference.

FIELD OF THE INVENTION

[0002] The present invention relates to the field of secure
information transmission and more specifically to the field of
color-encoded communications.

BACKGROUND

[0003] Secure single and multi-factor user identification
and authentication technologies represent the future of next
generation solutions. Their benefits are many—the possibil-
ity of eliminating altogether the idea of a username and pass-
word, as well as secure authentication via symmetric and
public key cryptography. These technologies will ultimately
see widespread adoption due to the ever increasing threat of
cyberespionage, cyberwar, and advanced persistent threats.
[0004] Based on previous work, it has been shown that it is
reasonably fast and also a reliable means to send data out-of-
band as a light-based color stream transmission over a com-
puter screen or similar device. We describe here how light-
based color stream transmitted data can be used to achieve
single or multi-factor push-based authentication—alleviating
the need for usernames and passwords, and securing systems
from bad actors.

[0005] In the 1920’s, a series of experiments were con-
ducted on human sight that led to the specification of what is
called the CIE xyz color space. This color space contains all
perceivable colors (or gamut) that the human eye can detect.
Most computer monitors, televisions and other similar
devices use and RGB (red/green/blue) color space model,
which s a subset of the CIE xyz color space due to the fact that
these devices cannot recreate every possible human percep-
tible color. By combining different values of three primary
colors (red, green, and blue), any color within the RGB color
space gamut can be created. Not to be overlooked, white is the
combination of all three primary colors and black is the
absence of any color.

[0006] Most electronic displays in use today represent
color with 8 bits of precision; that is, the intensity of each
color channel (red, green, or blue) can be represented as an
8-bit number (0-255 decimal, or 0x00-0xFF hex). A modern
electronic display is capable of producing on the order of 16.7
million distinct colors using this method.

[0007] In order to transmit data through a display device,
the sequential presentation of colors representing encoded
data must be presented as a “video” color stream, or alterna-
tively, presented via dedicated software to mimic a “video”
color stream—at a frame rate that can be reproduced reliably
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on a given display device. The refresh rate of a given display
device will dictate the highest achievable video frame rate,
with 60 Hz being a common baseline on desktop computer
displays. 15-30 frames per second (or more) video can be
reliably displayed on such devices, meaning that raw data
transfer rates on the order of a few tens to a few hundred bits
per second could be achieved assuming a data encoding den-
sity of 3 to 8 bits per distinct color. By increasing either or
both data encoding density and number of frames displayed
per second, the data transfer rate can be increased accord-
ingly.

[0008] Many different electronic sensors are capable of
detecting colors, and most work off of the same principle—a
photo-sensitive device behind one or more color filters. For
example, an imaging sensor that you would find in a digital
camera consists of thousands (or millions) of pixels, with
each individual pixel being behind a red, green, or blue color
filter. By counting the number of photons hitting the sensor
over a given period of time (integration), a relative digital
count of each red, green and blue pixel can be ascertained—
the combination of which would yield a digital representation
of the sensed color.

[0009] Other than common multi-pixel imaging sensors,
there also exists a class of device which is basically a dedi-
cated “single-pixel” color sensor; that is, a sensor that is only
able to detect a single color at a time. These sensors typically
use an array of photo-sensitive elements, each with a corre-
sponding red, green, or blue (and sometimes also clear) color
filter—the output of such sensors is a digital count represent-
ing the overall illumination of each color channel. An
example of such a sensor is the TCS3414 digital color sensor
manufactured by Austria Micro Systems (AMS). Similar sen-
sors are also manufactured by Hamamatsu and Avago Tech-
nologies as well as others. They are generally available in
very small packages (approximately 2 mm times. 2 mm
square) and at very low price points (a few dollars each).
These sensors are used in industry for a number of purposes
including monitor backlight color temperature monitoring/
correction, industrial process control, instrumentation (colo-
rimeters), consumer toys, etc.

[0010] Most electronic sensors described above do not
respond equally to a given primary (red, green or blue) color.
The exhibited unequal channel response, together with poten-
tial inconsistent repeatability and overall sensitivity charac-
teristics can create challenges if such single pixel sensors
were to be used to sense and decode a stream of encoded
“video” color stream data. Additionally, inconsistencies
between display devices (display technology, spectral
response, brightness, contrast, gamma response, etc.) further
complicate matters. What is needed is a novel method con-
sidering such challenges inherent in the color sensor and the
transmitting display that will allow the sensor to operate at
relatively high frequencies of 15-30 frames per second (or
more) to decode a single-color “video” color stream, and
effectively to become a single-pixel “video camera”.

[0011] In recent years, much of the research and develop-
ment in the communications industry has been concentrated
in the area of digital signal transmission. As is well known in
the art, digital signal transmission typically involves trans-
mission of data with a carrier frequency. The carrier fre-
quency is modulated by data so that a frequency bandwidth is
occupied by the transmitted signal. The growing demand for
access to data and communication services has placed a sig-
nificant strain on the available bandwidth in traditional chan-
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nels. Moreover, there is an ever increasing demand for
increased data communication rates for the purpose of
decreasing the data transmission time. An increase of the rate
of the data typically results in an increased bandwidth
requirement, placing a further strain upon the available band-
width for transmission of signals. In the case of this invention,
there is no true “carrier” to modulate on top of the changing
sequence of colors themselves (the color stream) becomes an
embedded “clock”.

[0012] In an effort to increase the data rates without sacri-
ficing the available bandwidth, a number of increasingly
sophisticated coded modulation schemes have been devel-
oped. For example, quadrature amplitude modulation
(QAM), traditionally implemented over RF or audio chan-
nels, employs both amplitude and phase modulation in order
to encode more data within a given frequency bandwidth.
Another modulation technique involves multiple phase shift
keying (MPSK) to increase data capacity within a given band-
width. These high level modulation schemes are very sensi-
tive to channel impairments. That is, the information encoded
by means of such techniques is often lost during transmission
due to noise, Rayleigh fading and other factors which are
introduced over the communication medium.

[0013] Inorder to compensate for the increased sensitivity
of'these high level modulation schemes, various forward error
correction coding techniques have been employed. One such
error coding technique is trellis coded modulation (or TCM).
Trellis coded modulation is desirable since it combines both
coding and modulation operations to provide effective error
control without sacrificing power and bandwidth efficiency.
Furthermore, it has been shown that trellis coded modulation
schemes perform significantly better than their un-coded
equivalents with the same power and bandwidth efficiency.
Trellis codes have been developed for many of the high-level,
high-rate modulation schemes, including well-known 8-PSK
modulation and Square 16 QAM modulation in addition to
others.

SUMMARY

[0014] The present invention includes a light-based com-
munication method and system for the color-coded transmis-
sion of a message. The system includes a transmitter for
emitting a color stream communication representing under-
lying data that is detected and translated by a receiver. The
transmitter is initialized to transmit the color stream transmis-
sion composed of data converted into original code color
triplets selected from stock code color triplets within a pre-
defined color gamut. The color stream transmission may be
further modified according to one of the embodiments of the
present invention.

[0015] In a calibration embodiment of the present inven-
tion, the color stream transmission includes a calibration
array of original calibration color triplets representative of
volumetric extents of code color triplet channels. In a framing
embodiment of the present invention, calibration color trip-
lets segment the color stream transmission into logically
divisible frame components. In an error-correcting embodi-
ment of the present invention, convolutional coding is applied
to binary data, which is then mapped to code colors for
subsequent transmission. In a multiple transmission embodi-
ment of the present invention, the calibration array is a trans-
mission element distinct from the transmission element that
transmits the data transmission element.
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[0016] The transmitter transmits the color stream transmis-
sion, which is then received on a receiver that is distinct from
the transmitter. The receiver includes a sensor adapted to
interpret color flashes as received color triplets. It is preferred
that the receiver has a priori environmental knowledge of any
calibration colors, particularly those that may be used in
framing. At least one embodiment of the present invention
utilizes oversampling of the color stream transmission by
linearly cascading constituents of the sensor such that the
sensor is able to fractionally sample available colors as
flashed.

[0017] A correction calculation includes a gamut calibra-
tion derived from normalizing the calibration color triplets
based on a multidimensional difference between the received
color triplets and original color triplets of any calibration
array. When a gamma calculation is desired to be included in
the correction calculation, a plot of each of triplet channel
may be partitioned by use of intermediate color triplets or
other means, including a priori knowledge thereof or use of a
database of values for comparable transmitters. Gamma cor-
rection values are used to substantially equalize spacing
between stock colors as received by the receiver.

[0018] Rather than rely on a premise that color flashes can
be understood as received, the present invention attempts to
approximate code colors as transmitted by plotting received
code color triplets, after application of said correction cali-
bration, as multidimensional plot points. A nearest neighbor
plot point is sought from a multidimensional plot of stock
code colortriplet points representative of a binary string. Inan
error code embodiment, the multidimensional plot may use
planes of co-sets that lack an adjacent plot point neighbor.
Data is extracted from the color stream transmission by trans-
lating the binary strings corresponding to the code colors to a
translated data bit sequence.

[0019] Preferred uses of the present invention include
anonymous communication over a network and validation of
commercial transactions. In the anonymous communication
embodiment, the receiver is pre-loaded with one or more
private keys associated with one or more public keys. Mes-
sages may be encrypted with the public key, received with the
receiver, and then decrypted pursuant to the private key. In the
commercial transaction embodiment of the present invention,
the data of the color stream transmission includes a validation
key converted into original code color triplets selected from
stock code color triplets. When alphanumeric information is
displayed on a client computer from a server computer (e.g.,
a bank), a user of the client computer can validate the server
computer’s authenticity by translating color code flashes with
the receiver, and optionally, inputting the validation key to the
client computer.

[0020] An authentication embodiment of the present inven-
tion includes a system and method for two-channel authenti-
cation. The system includes a token, preferably physical,
communicating with an ancillary computer. The ancillary
computer augments the interaction between a user and host
computer over a main channel by utilizing a back channel for
authentication. When a user computer is confronted by a
challenge screen with a light stream transmission encoding a
main challenge, a receiver (on the token or ancillary com-
puter) receives the color flashes of the transmission as a main
challenge. The main challenge, decoded or raw or some mix-
ture thereof, is sent to the host computer via a backchannel.
The host computer may make a decision at that point to
proceed with the transaction, cancel the transaction, or seek
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further authentication. Further authentication may include a
counterchallenge and response from the host to the user via
the backchannel.

[0021] These aspects of the invention are not meant to be
exclusive. Furthermore, some features may apply to certain
versions of the invention, but not others. Other features,
aspects, and advantages of the present invention will be
readily apparent to those of ordinary skill in the art when read
in conjunction with the following description, and accompa-
nying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG.11is a view of the process of the present inven-
tion.
[0023] FIG.2isaview ofa preferred initializing step of the

present invention.

[0024] FIG. 3 is a view of a correlation table of the present
invention.
[0025] FIGS. 4A and 4B are views of a simplified forward

error correction system of the present invention, and a pre-
ferred forward error correction system of the present inven-
tion, respectively.

[0026] FIG. 5 is a view of a preferred transmitting step of
the present invention.

[0027] FIG. 6 is a view of a preferred receiving step of the
present invention.

[0028] FIG. 7 is a view of a preferred ascertaining step of
the present invention.

[0029] FIGS. 8A-8Bisaview ofapreferred frame structure
of the present invention.

[0030] FIG. 8C is a view of a multi-frame color stream
transmission of the present invention.

[0031] FIG. 9 is a view of a single plane of signal constel-
lations (and their subset constituents) of the present invention.
[0032] FIG.10is a detailed view of a single plane of signal
constellations (and their subset constituents) of the present
invention.

[0033] FIG. 11 is a view of the multi-plane signal constel-
lation-mapping step of the present invention, visualized.
[0034] FIG. 12 is a view of the signaling space mapping
step of the present invention, visualized.

[0035] FIG.13isaview ofa preferred system ofthe present
invention.
[0036] FIG. 14 is a view of a computing ecosystem of the

present invention.

[0037] FIG. 15 is a view of a computing ecosystem of the
present invention.

[0038] FIG. 16 is a view of a preferred commercial valida-
tion version of the present invention.

[0039] FIG. 17 is a view of a preferred (optionally anony-
mous) communication version of the present invention.
[0040] FIG. 18 is a view of an example sensor array
embodiment of the present invention.

[0041] FIG. 19 is a view of a preferred linear aperture
“cascade” capture step of the present invention.

[0042] FIG.201saview ofa preferred system ofthe present
invention.
[0043] FIG. 21 is a view of a preferred method of the

present invention.

[0044] FIG. 22 is a view of a preferred method of the
present invention.

[0045] FIG.23isaview ofa preferred system of the present
invention.
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DETAILED DESCRIPTION

[0046] The present invention permits data to be securely
transmitted and received as a color-coded transmission
stream. Referring firstto FIG. 1, a generalized embodiment of
the color-coded transmission process 100 is shown. The pro-
cess 100 includes the steps of initializing 102 the transmis-
sion system for encoding data, transmitting 104 color-en-
coded data as a color stream, receiving 106 the color stream,
extracting 108 the underlying data of the color stream, and
using 110 the data. Initializing 102 the transmission system
includes the sub-steps related to preparing data for transmis-
sion as an encoded color stream.

[0047] Turning now to FIG. 2, the initializing step 102
includes inputting 202 data desired to be transmitted as an
encoded color stream. The data may include any content
capable of representation in binary format. Examples of
information include audio, visual, and character symbols,
(e.g. alpha-numeric and ASCII symbols). Then, as is shown in
FIGS. 2-3, a correlation table 924 is initialized 204. Initial-
ization of the correlation table may include populating a
correlation table, accessing a pre-existing correlation, or oth-
erwise making ready a correlation table. The correlation table
of the present invention includes a series of related values
associating color attributes with binary values. The preferred
color set quantity of the present invention is a power of two,
and more preferably 128 colors. The preferred binary value
set quantity of the present invention is a 7-bit value, which is
matched to the 128 colors of the preferred color set. The
correlation table may associate the binary values, also
referred to herein as binary strings, to colors, or to attributes
of colors. The preferred color attributes of the present inven-
tion includes Red-Green-Blue values (hereinafter, “RGB val-
ues”), however, other means of characterizing colors may be
used, such as cyan-magenta-yellow-black, hue-saturation-
lightness, hue-saturation-value, etc. The set of possible colors
available for use as a code color is referred to as “stock” code
colors herein.

[0048] Message data is then translated 206 into one or more
binary values derived from the binary values representative of
the data concatenated. By translating, it is meant that the data
desired to be the subject of a secure transmission of the
present invention is replaced by a digital binary string. As will
be discussed later in this disclosure, the preferred invention
sends burst transmissions or frames of encoded light
sequences as a color stream wherein each color corresponds
to auniform binary length. By “burst transmission” it is meant
the transmission of one entity, e.g. a color, to be representative
of many entities, e.g. bits. As the binary string resulting from
the translation 206 may not be evenly divisible by the uniform
binary length, it is preferred that the digital binary string is
padded 214 to be a multiple of the non-error corrected input
that results in the uniform binary length output. The digital
string should be padded with additional “spare” and inert bits
to create a binary string that is a multiple of six in the present
invention. These padded bits should be understood by the
system and process of the present invention to not be repre-
sentative of underlying data, in other words, inert. Because
the preferred color encoding of the present invention includes
color flashes that correspond to a uniform binary length of
seven bits, which are derived from the process of error encod-
ing six bits of binary data, the preferred padding 214 will pad
the digital binary string to a multiple of six. For example a
digital binary data string of one thousand two hundred and
four bits may be padded to a length of one thousand two
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hundred and six bits. The digital string may be directly
derived from the data or may be derived through an interme-
diate encryption routine, which is a part of the translation
step.

[0049] Asisshownby FIGS.2,4A, and 4B, the datamay be
encoded 208 into a forward error correction code string
adapted for transmission. To minimize the effects of noise as
well as other channel impairments, one or more error encod-
ing techniques are used in order to provide for accurate trans-
mission and detection of data, especially when very high level
modulation schemes are employed. Unlike prior uses of for-
ward error correction code, the coding is multidimensional in
nature and not directly applied to the entity transmitted (here,
the color), but rather the entity (here, binary values) underly-
ing the transmitted entity. Convolutional coding is a forward
error correction coding technique that is designed and opti-
mized according to a specific modulation scheme. A convo-
Iutional encoder encodes information symbols based upon
the present input symbol and the state of the encoder. The
present state of the encoder is determined by the bits which
previously entered the encoder. That is, the encoded symbol is
a function of the present input symbol and also symbols that
entered the encoder before the present input symbol. A con-
volutional encoder has memory. Convolutional codes are
typically implemented by shift registers and logic gates (e.g.,
XOR gates). The output of the encoder is a function of the
present state of the input and the value of the bits presently
stored within the registers.

[0050] FIG. 4A illustrates an exemplary embodiment of a
convolutional encoder 350 implemented by means of shift
registers, XOR gates and the input state of the binary string.
The encoder 350 is shown here in order to illustrate a simpli-
fied implementation of a convolutional encoder of the present
invention. The encoder 350 includes an input register 304
shift register memory units 306, 314 as well as XOR gates
308, 316. A one-bit input from the digital string 302 is
encoded into a two-bit output 312 to provide a rate %2 encod-
ing.

[0051] In this encoder, data bits are provided at a rate of k
bits per second. Channel symbols are output at a rate of n=2k
symbols per second. The input bit is stable during the encoder
cycle. The encoder cycle starts when an input clock edge
occurs. When the input clock edge occurs, the output of the
left register 306 is clocked into the right register 314, the
previous contents of the input 304 are clocked into the left
register 306, and a new input bit becomes available to the
input 304. Then the outputs of the upper and lower modulo-
two adders become stable. The output cycles through two
states: in the first state, it selects and outputs the output of the
upper XOR gate 308; in the second state, it selects and outputs
the output of the lower XOR gate 316.

[0052] Assume that the outputs of both shift registers are
initially cleared; i.e. their outputs are zeroes. The first clock
cycle makes the first input bit, a zero, available to the encoder.
The register outputs are both zeroes for the encoded digital
string 312. The inputs to the XOR gates, 308, 316 are all
zeroes, so the output of the encoder is 00.

[0053] The second clock cycle makes the second bit avail-
able to the encoder. The left-hand register 306 clocks in the
previous bit, which was a zero, and the right-hand register
clocks in the zero output by the left-hand register. The inputs
to the top XOR gate are 100, so the output is a one. The inputs
to the bottom XOR gate are 10, so the output is also a one. So
the encoder outputs 11 to the encoded digital string 312.
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[0054] The third clock cycle makes the third bit, a zero,
available to the encoder. The left-hand register clocks in the
previous bit, which was a one, and the right-hand register
clocks in the zero from two bit-times ago. The inputs to the
top XOR gate are 010, so the output is a one. The inputs to the
bottom XOR gate are 00, so the output is zero. So the encoder
outputs 10 to the encoded digital string 312. The nature of the
rate %5, K=3 convolutional encoder is that each input bit has
an effect on three successive pairs of output symbols. That is
an extremely important point and that is what gives the con-
volutional code its error-correcting power. Such an error-
correction encoding scheme will be applicable when one bit
of data is coded 208 into two bits of coded data, which in turn
is represented by a color corresponding to the two bits of
coded data. The preferred embodiment of the present inven-
tion, however, utilizes a six/seven rather than a one/two con-
volutional coding scheme. The present invention is not meant
to be restricted to any particular means of forward error
correction.

[0055] The preferred means of forward error correction,
which is for six/seven coding, is depicted in FIG. 4B. Here,
the bit sequence is divided into multiples of six bits 302 (M1,
M2, M3, M4, M5, M6) for parallel encoding, rather than the
one/two serial encoding described in FIG. 4A. The forward
error coded output 310 seven bit sequence 312 derived from
the input 304 six bit sequence 302 includes six informational
bits along with one error correction bit. In reviewing the input
bits 302, the bits are depicted from most significant bit, M1, to
least significant bit, M6. M1 to M6 do not undergo alteration
and are passed unfiltered to the output. A seventh bit, B7, is
generated which serves a purely error correcting function.
The preferred formulation is as depicted in FIG. 4B and
includes XOR gates 316, state registers 390, and AND logic
gates 392. The coded bit string M1, M2, M3, M4, M5, M6,
and B7 is then correlated to a color 210.

[0056] After the digital input string has been encoded to
form (an optionally padded) digital binary string, the output
of'encoded seven bit sequences are mapped 210 to code color
“symbols” to form a sequence of transmission code colors
based on the color correlation table 924 such as is shown in
FIG. 3. Forexample, a binary string of eighty-four bits may be
formed into a color stream transmission sequence of twelve
colors from the color correlation table. As another example,
the encoded bit sequence of 001010101110101010110 may
be matched, simplistically, to the colors green: blue: magenta,
which is how underlying data might be represented at the
present point in the transmission process.

[0057] As shown in FIG. 2 with further reference to FIG.
8A-8C, a code color sequence representative of the data—as
previously encoded, padded, and translated—is created. The
present invention then forms the message communication
into its color stream transmission form 274 by framing 220
color components 262 of the encoded color sequence into one
or more “frames” 260. Framing relates to the problem of
locating the beginning and end of data elements. Data ele-
ments of the frame include logical subdivisions of the code
color stream, wherein the frame may be divided into a header
266, payload 268, cyclic redundancy check data 270, and
others. Those portions of the frame related to validation of the
transmission, as opposed to a precursor for translation from
binary to data or a means for calibrating a component used in
the transmission of the color stream, may be referred to as a
validation sequence. A simple version of the frame 260 may
include merely the code colors, ¢0, c1, 2, etc. 262 along with
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a white, w, or black, k, calibration colors. A code color
includes those colors that are translatable from a color to a
binary value or string to reconstruct the underlying data of the
transmission; a calibration color includes those colors uti-
lized to calibrate a component used in the transmission of the
color stream. As will be discussed later, it is preferred that the
present invention regularly sample white and black colors
during the color stream transmission, as well as sample the
“corners” of an RGB, or other triplet, parallelepiped; how-
ever, all of these elements may not be present in each frame.
The use of white, black, triplet corners, or other reserved
colors may be used to identify frame attributes (such as frame
type, meaning, specific interpretation of the frame contents,
etc.). FIG. 8A is an example of a single frame, where c0. .. cB
represents each color within the “color stream” sequence of
the frame. FIG. 8B shows the contents of a single example
frame, from a purely data perspective (above the symbol
level). FIG. 8C is an example of a complete message trans-
mission, comprised of multiple frames (F0 . . . F3) repeating
indefinitely.

[0058] The checksum or cyclic redundancy check data 270
(which may be forward error corrected) helps ensure the
integrity ofthe delivered data payload. The cyclic redundancy
data may be a direct function of one or more colors, or
indirectly as the binary data that the colors represent. The
checksums and/or CRCs are computed on the contents of the
message payload and/or the message header. As discussed
elsewhere in this disclosure, white and black symbols may be
used for scale/offset calibration as well as for framing pur-
poses.

[0059] As the “white” symbol is comprised of full intensity
Red, Green, Blue values (RGB=255,255,255) when dis-
played by a display device (or “transmitter”), this will always
be sampled as the highest relative digital counts to the other
transmitted symbols as it represents the highest possible
luminance within the signal. Conversely, the “black” symbol
(RGB=0, 0, 0) will always be sampled as the lowest relative
digital counts to the other transmitted symbols. Therefore, the
“white” color may be used as a frame delimiter or start-of-
frame marker (or contrariwise, the black symbol could be
used to delimit frames). Given that the sensor of the receiver
may also have a “clear” channel, this channel may be used to
detect the highest or lowest overall luminance transmitted
within a sequence (which will naturally correspond to white/
black). This saves several real-time math operations in prac-
tice, simplifying the framing process and allowing the ready
identification of frame boundaries with very little computa-
tional work.

[0060] Additionally, the nature of black and white color
symbols permits detection on a basis other than their chro-
matic characteristics. Color flashes may be understood by the
present invention in multiple ways, including by chromatic
characteristics, sequence position, luminescence, or accord-
ing to any other means known in the art. These multiple bases
of detection are referred to herein as the environmental char-
acteristics of the color.

[0061] A black symbol may be transmitted periodically,
preferably once per frame, to allow each frame to be cali-
brated in terms of scale/offset individually. Since the white
symbol may conveniently serve the purpose to permit detec-
tion of frame boundaries by itself, the location of the black
symbol in the frame sequence could be arbitrary; therefore, it
is possible to vary the location of the black symbol and use
this to encode an additional piece of contextual information
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(or additional data bits) per frame. Contrariwise, detection of
frames bounded by black symbols renders arbitrary the loca-
tion of the white symbol within a frame sequence; therefore
the white symbol may be used to encode an additional piece
of contextual information (or additional data bits) per frame.
As an example, suppose several different types of frames
were queued for transmission, the location of the black sym-
bol (or white depending on chosen frame delimiters) within
the frame could be used to denote these different types of
frames (e.g.—frame type one would have a black position=2,
frame type two would have a black position=3, etc.). Note that
this idea could also be extended to use any of the reserved
non-data-carrying protocol overhead symbols (including
gamut “calibration” symbols discussed elsewhere) to encode
contextual information. It is also entirely possible to combine
these ideas—using the order, location, or existence of a black,
white, or other non-data carrying symbol to encode different
frame types, additional data bits, and other extraneous con-
textual information or attributes simultaneously.

[0062] The header 266 is presently designed to convey
information about the number of frames to expect to receive,
as well as which frame number is currently being received.
This is important, given that the present invention desires to
reduce the amount of time it takes to transmit and receive an
entire message transmission. Considering that all frames
comprising a message transmission are preferably repeated
sequentially, the header information allows the receiver
(which may not have started receiving at the beginning of a
message transmission) to piece together the contents (frames)
of'a message received in any order.

[0063] Although the present invention describes simple
point-to-point communications, the invention may be further
expanded to include routed color stream communications and
as such include the header classes (as encoded color stream
data elements) similar to IPv4 or IPv6, including version,
total length, identification flags, fragment offset, time-to-live,
protocol, header checksum, source identifier, and destination
identifier. Each frame 260 of a complete message color
stream transmission 274 is concatenated together to form the
entire message transmission color stream. As is shown in FIG.
8C, it is preferred that the message transmission color stream
is repeated.

[0064] Returning to FIG. 2, with reference to FIGS. 13 and
20, the system 900 of the present invention includes a trans-
mitter 902 and a receiver 904. The preferred mechanism for
transmitting a message communication includes a Graphical
User Interface (“GUI”) 912 specific to the system. The ideal
GUI may include a web page or native application that can be
personalized on a use-by-use basis. The web page or native
application may be divided into a submission portal and a
transmission web page. The submission portal may accept the
data input 202 of the process of the present invention, pref-
erably through a secured connection (such as https). The
transmission URI implements the transmission step 104 and
may be accessible by password or otherwise be publicly
available.

[0065] The present invention may rely on memory and
computer elements for implementation. FIGS. 14-15 depict a
computer ecosystem 700 of the present invention. By ecosys-
tem it is meant one or more computers 702 that are organiza-
tionally related. The ecosystem may include computers under
common ownership, computers that belong to the same net-
work or series of networks, computers that are collaborating,
etc. The present invention may be provided as a computer
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program product, or software that may include a computer-
readable storage medium 704 having stored thereon instruc-
tions, which may be used to perform the process of the present
invention across a computer ecosystem 700 according to the
various embodiments disclosed herein.

[0066] A computer 702 of the present invention may
include any combination of one or more computer readable
media 704. The computer readable medium may be a com-
puter readable signal medium or a computer readable storage
medium. A computer readable storage medium may be, for
example, but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), an
optical fiber, a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device,
orany suitable combination of the foregoing. In the context of
this document, a computer readable storage medium 704 may
be any tangible medium that can contain, or store a program
for use by or in connection with an instruction execution
system, apparatus, or device.

[0067] A computer readable signal medium 704 may
include a propagated data signal with computer readable pro-
gram code embodied therein, for example, in baseband or as
part of a carrier wave. Such a propagated signal may take any
of a variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer read-
able medium that is not a computer readable storage medium
and that can communicate, propagate, or transport a program
for use by or in connection with an instruction execution
system, apparatus, or device.

[0068] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
[0069] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0070] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0071] The flowchart and block diagrams in the figures
described below illustrate the architecture, functionality, and
operation of possible implementations of systems, methods,
and computer program products according to various
embodiments of the present invention. In this regard, each
block in the flowchart or block diagrams may represent a
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module, segment, or portion of code, which comprises one or
more executable instructions for implementing the specified
logical function(s). It should also be noted that, in some
alternative implementations, the functions noted in the block
may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the function-
ality involved. Furthermore, the functionality of one block
may be subsumed by the functionality of another block as a
substep thereof. It will also be noted that each block of the
block diagrams and/or flowchart illustration, and combina-
tions of blocks in the block diagrams and/or flowchart illus-
tration, can be implemented by special purpose hardware-
based systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

[0072] An ecosystem 700 may further include a computer
network or data network that allows computers to exchange
data. In a computer network of the present invention, net-
worked computing devices pass data to each other along data
connections. The connections between nodes are established
using cable media, wireless media, or other media. The Inter-
net or other exterior network 790 may be a component of the
ecosystem 700. Nodes may include hosts such as personal
computers, phones, servers, and networking hardware. Two
such devices are networked together when one device is able
to exchange information with the other device, whether or not
they have a direct connection to each other. Computer net-
works of the present invention support applications such as
access to the World Wide Web, shared use of application and
storage servers, printers, and fax machines, and use of email
and instant messaging applications. Computer networks may
be included irrespective of the physical media used to trans-
mit their signals, the communications protocols to organize
network traffic, the network’s size, topology, and organiza-
tional intent.

[0073] Itis preferred that the network of the present inven-
tion have at least one boundary 720, and potentially multiple
boundaries if a demilitarized zone is utilized. The boundary
720 may include any number of layers designed to regulate
and secure the flow of information between networks. Bound-
ary layers of the present invention may include enterprise
content management software, firewalls, filters, threat man-
agement software, alarms, etc. Software for establishing a
boundary may be run on a server 710 with server storage 730
of the present invention, which may include directory ser-
vices controlling access credentials.

[0074] To combat security risks posed by network connec-
tions, firewalls are frequently used. A firewall may be a hard-
ware or software component that filters network traffic so that
communications with unauthorized third parties are blocked
but legitimate network functions may be carried out. Fre-
quently, the filters applied by a firewall are specified by a set
of policies defining characteristics of network messages that
either should pass through the firewall or that should be
blocked. Because different levels of communication may be
appropriate depending on the origin or destination of mes-
sages, firewall policies may be provided for each application
that executes on a computing device and communicates over
a network.

[0075] A firewall may have an outward side facing a global
network, such as the Internet. The opposite side of the firewall
may be a private network that is protected by the firewall. The
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private network may include any number of host machines
(e.g., computers) each addressable by its own IP address. The
physical construction of the network may be such that all data
packets intended for one of the IP addresses behind the fire-
wall pass through the firewall. Using the firewall rules, which
may be set by a network administrator or other user, the
firewall may determine whether to allow or deny certain data
packets and/or determine where to route particular data pack-
ets based on the IP addresses to which the packets are
directed. The determination of where to route data packets
may be done using the IP addresses of the host machines in
the private network.

[0076] Depending on the addressing scheme used by the
network, the IP addresses of the host machines may be static
or dynamic. Static IP addresses do not change over time, and
thus once they are set in the firewall rules, there is no need to
update them. The Internet Protocol version Four (IPv4)
addressing system commonly uses static addressing, while
IPv6 may use dynamic addressing. Dynamic IP addresses
may change over time and thus, there is a need to update the
firewall rules as changes occur. When a small Local Area
Network (LAN), such as a domestic network in a private
residence, is linked to a larger network such as the Internet,
the link is often through a gateway router acting as a firewall.
One ofthe functions of'the firewall is to protect the LAN from
intrusion from outside.

[0077] A service directory accessible by a server 710, usu-
ally on server storage 730, stores information about network
resources across a domain. An example of a directory service
is Active Directory. The main purpose of Active Directory is
to provide central authentication and authorization services
for Windows-based computers. Active Directory also allows
administrators to assign policies, deploy software, and apply
critical updates to an organization. Active Directory stores
information and settings in a central database.

[0078] An Active Directory structure is a hierarchical
framework of objects. The objects fall into three broad cat-
egories: resources (e.g. printers), services (e.g. e-mail) and
users (e.g., user accounts and groups). The Active Directory
provides information on the objects, organizes the objects,
controls access and sets security. Certain objects can also be
containers of other objects. An object is uniquely identified by
its name and has a set of attributes—the characteristics and
information that the object can contain—defined by a
schema, which also determines the kind of objects that can be
stored in the Active Directory.

[0079] Typically, the highest object in the hierarchy is the
domain. The domain can be further sub-divided into contain-
ers called Organizational Units. Organizational units give a
semblance of structure to the organization either based on
administrative structure or geographical structure. The orga-
nizational unit is the common level at which to apply group
policies, which are Active Directory objects themselves
called Group Policy Objects. Policies can also be applied to
individual objects or attributes as well as at the site level (i.e.,
one or more [P subnets).

[0080] The present invention may use one of more commu-
nication networks to foster information exchange throughout
the computers of the ecosystem. Communication networks
might either be private or public. In a private network, com-
munications between multiple computers occur in a secure
environment that prevents access from outside the network
without appropriate authentication. These networks are con-
sidered as “trusted” networks because the communication
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signals securely travel from one computer to another within
the private network without being exposed to the external
environment.

[0081] Public networks such as the Internet, on the other
hand, are not secure because the communication over these
networks is not private and is susceptible to interception by
other computers. In addition, the public networks cannot
guarantee the delivery of the data packets being sent. They
allow packets to be injected into, or ejected out of, the net-
works indiscriminately, and analyzed while in transit. To keep
data sent over a public network private, a Virtual Private
Network (VPN) is commonly established on top of a public
network when two computers use the public network to com-
municate with each other. In a Virtual Private Network, data
sent from one computer to another is encrypted by a security
gateway and transmitted in encrypted form over the public
network to a second security gateway connected to the receiv-
ing computer. The second gateway decrypts the data before
forwarding it to the receiving computer. Such a private chan-
nel established on top of another network is referred to as a
network tunnel.

[0082] In order to set up a Virtual Private Network, a user
first establishes a path to a VPN server and goes through an
AAA process (Authentication, Authorization and Account-
ing) for identification and authorization to create a secure
tunnel with the server. Once the user is authorized, a secure
network tunnel is established between the user and the VPN
server over the public network, using a VPN protocol such as
IPsec. This process requires a VPN client on the user’s side, a
VPN server and other VPN hardware on the other side of the
tunnel, as well as appropriate user configurations.

[0083] Today’s private networks often include wireless net-
works such as WiMAX to accommodate mobile access. In
addition, to provide mobility access in a large geographic
area, a private enterprise often relies on third-party wireless
infrastructures besides its own wireless network. In this case,
a user’s device would need to be authenticated by both a
third-party gateway and an enterprise authentication server
before it could access the enterprise network. User credentials
are typically requested by and securely returned to the third-
party gateway. Once the user is authenticated and authorized,
the user may communicate with the third-party wireless gate-
way.

[0084] The present invention includes files 708, which may
include executable instructions by which the present inven-
tion runs, or files upon and with which the present invention
interacts. The documents may be on local storage 704 or
shared storage 730 and be created, accessed, edited, and/or
otherwise modified using any of a number of applications,
including for example and without limitation Final Cut Pro,
Avid, Microsoft Office applications (Word, Excel, Power
Point, Outlook, Visio, etc.), Adobe Reader or Acrobat,
AutoCAD, SolidWorks, or any other suitable document edit-
ing application. The content of the documents may be audio
tracks, video clips, images, word processing documents, pre-
sentations, spreadsheets, business documents, engineering
documents, databases, etc.

[0085] AsshownbyFIGS. 1,2, 5,13, and 20 the transmitter
902 transmits 104 the color stream transmission. One of the
complexities of color communication ameliorated by the
present invention is the generalized application of color com-
munications to a wide variety of transmitter transmission
screens. Transmission screens may include CRT monitors,
LED, LCD, Plasma, surface projections, and other forms of
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visual and non-visual graphic display known in the art. Color
CRTs are usually constructed with three electron guns which
direct electron beams respectively at red, green, and blue
phosphors located on the viewing screen. A problem arises in
that, as a result of the manufacturing process, some non-
uniformity results from insufficient levels of cleanliness or
irregularities in the size of the phosphor dots and possibly in
aperture masks used therewith. There results a non-unifor-
mity in display which, while possibly being acceptable for
day-to-day situations, is excessively troublesome where
accurate presentation of standardized colors is required.

[0086] LED video screens are made up of individual panels
having a predetermined number and arrangement of control-
lable LEDs. The panels and/or modules are mounted next to
each other and their outputs are controlled such that they
appear to be one large display screen. Unfortunately, LEDs
are known for decaying over time. This means that the LEDs
will not be as bright and/or as colorful as they were prior to
their first use. Thus, after monthly and yearly operation of an
LED video screen, the LEDs on the panels, modules, etc. that
make-up the screen will eventually decay, affecting the
brightness and/or color of the screen. Depending upon how
the LED video screen was being used and what it had been
displaying, the decay level of the LEDs on the individual
panels and modules may be different from panel to panel and
module to module. That is, because some LEDs will be used
more frequently than others depending upon e.g., their loca-
tion and what the screen was being used to display, uniformity
of the screen (particularly with respect to its brightness and
color output) will get worse over time.

[0087] Although prior methods of color and gamma cor-
rection attempt to solve color discrepancies globally (i.e.—at
the transmitter screen level), the present invention further
solves screen color discrepancies for the purposes of color
stream transmission locally (i.e.—at the software level) with-
out affecting the overall global screen-level correction or
calibration. The present invention is capable of preparing 212
a transmitter, rather than relying solely on the transmitter’s
inherent functional characteristics for the accuracy of the
transmission. The transmitter may be prepared directly 216,
i.e. using native screen characteristics, or adjustments thereto,
of the transmitter screen and rely on transmission/reception-
based correction, or prepared 218 via preparation computer
program 920, i.e. transmitted using correction applied via
transmitter software layer. For example, a software program-
applied color correction may apply an offset delta of (-5, 1,
-1) to an “olive” depiction of a color on a transmitter screen
in order to adjust a transmitter’s inaccurate display of olive
from RGB (133, 127, 1) to the true RGB olive of (128, 128, 0)
via transmitter software correction. The software-corrected
color adjustment of the present invention takes multiple
forms, which will be further described in this specification. At
the simplest level, the preparation of the transmitter may
simply include accessing a transmitter capable of transmis-
sion of color stream sequences at a suitable frame rate and
gamut.

[0088] The transmitter readies the color stream sequence
and in preparation 212 of transmission checks the transmit-
ter’s storage medium 704 or otherwise queries for correction
instructions or coefficients 922 to apply 216, 218 to the immi-
nent transmission. If a correction value is not available, the
preparation of the transmitter may include powering the
transmitter, starting the transmitter program (if any), or
checking the attributes of the transmitter such as gamut,
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gamma, refresh rate, etc. The transmitter preferably includes
an algorithmic logic unit 702 (ALU/CPU) in connection with
storage media 704. Correction instructions may apply to any
aspect of the color stream transmission and may include such
characteristics as chromacity, luminance, gamma, etc. A pre-
ferred means of correction instructions includes a web cookie
922 (if implemented via a website), or by inference or detec-
tion of display characteristics from other means. A web
cookie 922 is commonly characterized as a small piece of data
sent from a website and stored in a user’s web browser while
the user is browsing that website. Every time the user loads
the website, the browser sends the cookie back to the server to
notify the website of the user’s previous activity. A user that
accesses the broadcast URI multiple times may avoid con-
temporaneous calibration of a transmission screen and
instead rely on results of a previous calibration for color
gamut/gamma correction that could be stored in the cookie.

[0089] A secondpreferred means of correction includes use
of correction instructions 922 that include a global look up
table that correlates standardized transmission device screen
characteristics to a universal correction value; however, such
correction means has limited applicability. Furthermore, the
potential for universal application of a standardized correc-
tion value based on a model of transmitter is further chal-
lenged by a user’s capacity to manually modity the transmit-
ter from its preset characteristics. Although web browsers
utilizing generic devices, such as tower/monitor combina-
tions and laptops, convey minimal information regarding the
physical display devices on which they operate, web browsers
for mobile devices often can convey more information. In
particular, the Hypertext Transter Protocol (HTTP) identifies
the client software originating the request, using a user-agent
header. The user agent string may identity application type,
operating system, software vendor, or software revision, by
submitting a characteristic identification string to a server. In
cases where mobile devices transmit a user agent string, the
user agent string may identity the mobile device, and in turn,
identify the transmission screen characteristics indirectly.
Although desktop or laptop computer displays may vary
widely, display screens for, say, APPLE IPHONE devices by
version will not vary significantly for purposes of the present
invention. Useful information may be gleaned from common
repositories of device information, such as WURFL files.
WURFL, the Wireless Universal Resource File, is a Device
Description Repository (DDR), i.e. a software component
that maps HTTP Request headers to the profile of the HTTP
client (Desktop, Mobile Device, Tablet, etc.) that issued the
request. For devices wherein transmitter software is tied to
one or a few specific transmission screens, the present inven-
tion may provide a correction value to the transmitter based
on a prior calibration for a specific mobile device’s transmis-
sion screen by identifying the corresponding mobile device
using the device description repository, or by identifying the
corresponding device directly through native software API’s.

[0090] Alternatively, and as discussed elsewhere in this
specification, a user may provide a correction value to the
GUI via correction input fields 910 or other input method.
Once received, the process 100 may make an adjustment to
the depiction of colors on the transmitter. A transmitter imple-
mented in a web page may use html attributes to alter the color
depiction of a transmission screen, whereas a transmitter
implemented in a native application may alter the color depic-
tion directly. HTML color codes are hexadecimal triplets
representing the colors red, green, and blue (#RRGGBB).
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These color codes can be used to change the color of the
background, text, and other elements on a web page. When a
color stream sequence is received by the transmitter for the
purposes of transmission, the present invention may select a
color particularized for the transmission screen characteris-
tics other than a color with the identical hexadecimal identi-
fier. For example, a computer display having decayed color
attributes may as part of a message color stream transmission
be tasked to transmit red #800000 (RGB 128, 0, 0), but
instead may transmit red #880000 (RGB 136, 0, 0), because
for this particular display #880000 (RGB 136, 0, 0) may be
closer to red #800000 than that monitor’s depiction of red
#800000.

[0091] The transmitter 902 may consist of a unit that pos-
sesses merely a color display or even a single RGB LED for
the rapid depiction of colors. The preferred means of emitting
230 a color stream transmission is by the creation and posi-
tioning 228 of one or more discrete transmission elements
914. The use of a transmission element (a box, circle or other
geometric shape) permits transmission of a code color
sequence at a predefined location with predefined dimen-
sions, both of which may be controlled via program code, e.g.
HTML code or native application code. A transmission ele-
ment 914 sized to be approximately equivalent to the size of
a sensor or a sensor’s optic 928 on a receiver 904, of the
receiver body, minimizes the likelihood of third-party inter-
ception of the color stream transmission. That is, the body of
the receiver can be used to physically block the view of the
transmission element. Furthermore, a rapid succession of
color stream transmissions by a transmitting element of a
larger size could possibly induce seizures in a very sensitive
patient.

[0092] The present invention can further make use of the
additional spatial sampling pixels available to an integrated
video camera that is capturing a transmission by incorporat-
ing calibration targets on-screen instead of, or in addition to,
embedding a calibration signal within the color stream trans-
mission. This could not only increase the accuracy of the
decoding process, but could also increase the data transfer
rate by optionally removing the embedded calibration signal.
Additionally, it could be possible to achieve a higher bit
density encoding by making use of the fact that all possible
signaling levels may be displayed on screen simultaneously
as part of the calibration target.

[0093] Another method to increase the data transfer rate is
to use multiple transmitting regions on-screen as transmis-
sion elements 9144, 9145. This could be used in conjunction
with overlaid calibration targets, or without. This method
would result in multiple parallel transmissions occurring
simultaneously, able to be decoded by the smart device with
an integrated video camera. The transmission elements may
be divided into a calibration transmission element 9145 and a
data transmission element 914a. The calibration transmission
element 9145 includes those color flashes later described as
part of a calibration array of the present invention. The cali-
bration element preferably includes the corners of the range
of color triplets, which for RGB triplets may include (0,0,0);
(255,255,255); (0, 255, 255), (0,0, 255); (255,255,0); (255,0,
0); (255,0,255); and (255,0,255)—or restrained versions
thereof that represent the corners of the triplet as represented
multidimensionally, e.g. (0,0,0); (192, 192, 192); (0, 192,
192); (0,0, 192); (192, 192,0); (192,0,0); (192,0, 192); and
(192,0,192). The calibration transmission element, because it
need not include data-carrying code colors, may statically
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display the calibration colors for constant availability of cali-
bration correction. The data transmission element 9144 pro-
vides the color stream transmission as described in the
present invention, the sole difference being that inclusion of
the now-separately transmitted calibration array would be
redundant. Any number of transmission elements of any vari-
ety may be used.

[0094] The transmitter then emits 230 the color stream
sequence created during the initialization 102 step. By the
terms emission and transmission, it is meant the sending of
photons related to colors portrayed by the present invention;
in many instances this may include a change in color, and in
other instances merely the display of a static color. The emis-
sion is simply the color stream sequence, which preferably
includes the color sequence, corresponding to the data as
padded and encoded, and then appropriately framed (with or
without calibration elements in a calibration array), transmit-
ted as a stream of changing colors that are preferably then
repeated 232. The use of frames by the present invention
permits a receiver to ascertain the beginning, and potentially
the number of frames to expect as well as the frame order in
more complex framing schemes, of the color stream. The
receiver 904 then receives 106 the color stream transmission.

[0095] As shown by FIGS. 1, 6, and 13, the preferred
receiver 904 of the present invention is a distinct unit that can
be transported readily. The preferred receiver is a fob, sized to
be portable, with a sensor 928, output 908, actuator 906, and
computer components. The computer components may
include an algorithmic logic unit 702 (ALU/CPU) in connec-
tion with storage media 704. The storage media preferably
includes a computer program instruction set 934 for operating
the steps of the process 100 present invention as well as
interacting with components of the system 900 of the present
invention. The receiver is loaded 234 to understand the envi-
ronmental characteristics, significance, and substance of the
color stream transmissions of the present invention, such as
framing information, padding, color-matching, as well as
other routines implemented in the initializing step 102. Two
important files maintained by the storage 704 of the receiver
904 includes the correlation table 924 as well as operational
instructions 938 that provide a priori environmental knowl-
edge of standardized frame elements and characteristics.
Standardized frame elements may include the significance of
white symbols (occurrence and location), the significance of
black symbols (occurrence and location), the significance of
other non-data carrying symbols, calibration symbols and
methods, header label types, significance of header label
types, how many frames to expect for a specific header label
type, the sequence number of frame types, etc. Instructions
for performing the calibration process of the present inven-
tion are also stored in the storage medium 704.

[0096] The receiver sensor 928 oversamples 286 the color
stream transmission emitted from the transmitter. By over-
sampling, it is meant that sensor 928 captures light and color
at a rate significantly higher than the color stream transmis-
sion rate. A preferred capture (or oversampling) rate is twice
that of the transmission rate, and an even more preferred
capture rate is eight to ten times or more the transmission rate.
The receiver detects, and differentiates 236 between, the vari-
ous components of the color stream transmission with refer-
ence to framing instructions as understood by the operational
instructions 938. The receiver 904 using the sensor 928
samples the color stream sequence as a series of numeric
values corresponding to the digital counts of the sensor’s



US 2015/0215312 Al

RGB channels (and optionally a clear channel value). The
numeric values may be transformed into RGB triplets, HSV
triplets, or other means of characterizing colors into three
base constituents corresponding to red, green, and blue levels.

[0097] As shown by FIGS. 1, 7, 12, and 13, the present
invention extracts 108 the underlying data that was the subject
of'the coding of the initialization step 102. The extraction 108
may begin by characterizing 240 each color as received by the
sensor into its characteristics, which may include constituent
triplets, intensity, or other attributes of the received color. In
order to decode a transmitted color stream sequence, one
must first find a way to relate the color spaces of the trans-
mitter and receiver. The transmitter screen transmits colors
based on RGB triplets associated with the (corrected or cali-
brated) intended color at the transmitter, while the receiver
receives a representation of the transmitted color as relative
digital counts for each RGB channel. Because each possible
transmitter will potentially have a different response to an
input color, as well as the differing transmission environmen-
tal concerns (ambient lighting, other noise sources, etc.), the
receiver essentially has no “context” to operate within—it
generally does not know a priori what the exact transmission
conditions are at the time of reception. Rarely, will a trans-
mitter, absent preparation according to the present invention
or specialized calibration, be capable of transmitting colors in
form that fails to deviate from the triplets associated there-
with. It is up to the receiver to relate discrete digital counts
received by the sensor to color samples and ultimately to
known color values from the correlation table.

[0098] For the present invention, a preliminary step in
reduction to practice was to see how transmitted colors and
received colors are related by a specimen sensor. The inves-
tigation included a defined 4x4x4 regular orthogonal grid of
points in three-dimensions corresponding to the RGB color
channels, with each axis going from 0 to 255. So the trans-
mitter color space is defined as:

C={(0, 85, 170, 255)x(0, 85, 170, 255)x(0, 85, 170,
255)}(“x* denotes the Cartesian product).

[0099] During transmission, initial experimentation used
gamma-corrected colors using an exponent of 2.0, so a given
color C,~(r,, g, b,;) becomes (r,"**, g,,**°, b,,**°). While
the computer system and display used actually had a gamma
of 2.2, 2.0 was used as a compromise because other target
systems use different exponents (for example, older APPLE
computers use 1.8 for instance). Also, use of an inexact expo-
nent tested the ruggedness of the process and system. Colors
were transmitted in a random sequence in C,, at varying frame
rates, and a large number of samples were taken with the
sensor at varying sample rates and integration times.

[0100] Depending on the characteristics of the monitor,
there can be a large amount of noise in the received digital
count data that makes the overall orthogonal grid shape in C,
hard to see. Applying a low-pass FIR filter to the data reduces
the noise considerably, after which the overall shape of the
data emerges more clearly. Still, the received “points” in C,.
were actually clouds of closely-spaced points (the three-di-
mensional orthogonal grid pattern was clearly visible how-
ever), with less dense points occurring between valid grid
points due to sampling “transitions” between valid symbol
colors (i.e.—the sensor integrating over two successive color
transitions). After manually cleaning up the data (to remove
transition samples between valid symbol points) a k-means
clustering algorithm was applied to produce the actual points
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in C, (more accurately the mean point of each detected cluster
around a valid transmitted symbol point).

[0101] Transmitter models vary dramatically, and as even
similar models can be adjusted to vary one from the other, a
receiver needs a basis for accurately understanding a color
stream communication of the present invention over a wide
variety of transmitter models and in diverse environments.
Transmission of a color includes many bases for inaccuracy
that may compound during the transmission process. A first
source of inaccuracy is a transmitter’s potential discrepancy
in transmitting a specific color within a color gamut that is
understood by a sensor unit to be the same color as transmit-
ted. This inaccuracy may be caused by degradation of the
transmitter’s transmission cells, or otherwise faulty initial
programming related to translation of an RGB triplet to a
transmitted color. A second source of inaccuracy may be the
inability to accurately compensate for the gamma curve (if
any) of the transmitter. The so-called “gamma curve” of a
transmitter directly impacts the preferred even spacing of
colors received within a transmission. A third source of inac-
curacy is introduced by ambient conditions, such as environ-
mental lighting or other artifacts induced by a transmitter
unrelated to the color stream transmission.

[0102] The key to ensuring correct interpretation of a
received color stream communication is through calibration
242 based on colors supplied as part of a calibration array in
the framing step 220 to determine their multidimensional
relationship, and furthermore their normalization into a
roughly orthogonal shape. Rather than attempt to rely on the
inherent accuracy of the transmitter or the ability to under-
stand, for example, a transmission of olive (128, 128, 0) as
olive (128, 128, 0) at the receiver, the present invention may
perform a calibration that corrects colors based on their rela-
tive relationship with one or more other colors, or their rela-
tionships within the entire transmission color gamut. The
calibration 242 begins with a gamut calibration for each cor-
ner of a parallelepiped based on a three-dimensional repre-
sentation of'a triplet to discern the potential shape and volume
of the transmission gamut. Each of these corners, including
white and black, can be a component of a multidimensional
representation that conveys information about the gamut.
Furthermore, the calibration determines the discrepancy
between received values and an ideal, orthogonal triplet value
set. A color correction matrix is calculated that can be applied
to individual received color stream samples within the gamut.
The calibration 242 then proceeds to determine effects of the
transmitter’s gamma value by logically subdividing the chan-
nel gamut for each triplet element into evenly spaced colors
and ascertaining the position of each color within the channel
gamut.

[0103] The color correction calibration 242 begins by
ascertaining the available color gamut for elements of a color
triplet, e.g. HSV, RGB, etc. Rigorous examination of received
colors to transmitted colors revealed that when expressed
volumetrically (i.e.—the three RGB color channels mapped
into a 3-dimensional coordinate system), C, and C, have an
affine relationship: the “cube” defined by the points in C,
(anchored at the origin 0, 0, 0) maps to a parallelepiped in C,
offset from the origin by positive amounts in all three axes
(dueto the difference in relative channel sensitivity and wave-
length sensitivity overlap as well as response characteristics
of the transmitter). The parallelepiped’s shear tends positive
in the Green/Red and Green/Blue planes, and tends zero in the
Blue/Red planes. The shear’s magnitude is greatest in Green
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as Red and Blue increase. This means that the transformation
from C, to C, can be defined as follows:

P RS YR e 8

Grec(Agsr ™ trans)H{Agsg*Qirans)H(Ag—sp*Dipns) +o1f-
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[0104] Note that these relationships imply a linear interfer-
ence between the color channels. These equations relate the
two color spaces regardless of environmental conditions. Fur-
ther, environmental ambient lighting changes only affect the
scale and offset of the parallelepiped in C,, and have insig-
nificant effects on its angles. This is extremely important as it
means one can define an affine transformation A,_,, between
C,and C,:

= *
4 == 7Lshear Ast

[0105] Wherel,,,, is a (linear) shear transform, and A, is
an (affine) scale and translate. L, . tends to be constant
across all environmental conditions for a given display, while
only A, changes to any significant degree.

[0106] Upon discerning the scale and offset of the signal,
then one can compute the inverse of A, __, (theinverse of A, _,,)
and map points in C, back to C,. Instead of computing L.,
directly (which is also possible), a slightly different approach
may be more suitable. We defined a new color space C,,,
dubbed “normalized receiver space.” C,,, is simply C, normal-
ized to one and translated to zero. Specifically,

—>r

Coro={ (R Rmin) R Rowin)> QR Romin) (&Rmax—
&rmin)s (ORi=bRmin) (PRmax—DRomin)) >

Where cri=(rg;, bg;, cri) are the points in C, and g,/ zmins
Ermax! Ermins Prmax! Drmim are the maximum/minimum Red,
Green, and Blue component digital count values found in C,.

[0107] Then by computing the 4x4 affine transformation

matrix A, _,, which mapped C,, to C,, the over-determined
system was solved as such:

Ayt Con_comer_17b 0 1

At Crn_comer_2=r_coer_2

At Crn_comer_3=1r_comer_3

At Crn_comer_a=lr_corner_a

Ayt Crn_comer_5=lr_comner_s

Ayt Crn_comer_6=tr_corner_6

Ay Crn_comer _77b_corner_7

Ayt Crn_comer_8=1r_comner_s8
[0108] Where c,,, .omer ; are the eight “corner” points of
the parallelepiped inC,, andt, . aretheeight “comer”

points of the box in C,,,. This system produces 8#3=24 linear
equations to solve for 12 unknowns (the bottom row of A,,,_,,
must be (0, 0, 0, 1)). A least squares solver computed an
approximation of A, __; and once A was known A, __,
can be redefined as:

TH—>1

= *
S L S

[0109] Where A, _,,, is a scale and translate affine transfor-

mation that maps C, to C,,,.
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[0110] If the minimum and maximum values of C, are
known, then one can compute A, _,,,,; however these values
vary environmentally. Therefore the sensor should periodi-
cally sample (RGB=255, 255, 255) (White) and (RGB=0, 0,
0) (Black) at run-time and compute the scale and offset from
these values—essentially a periodic 2-point calibration. It is
important that these values be sampled periodically instead of
justonce because even small motions of the sensor, especially
those that change angle relative to the display, can cause large
differences in scale/offset.

[0111] The preferred algorithms use some combination of
the White and Black colors ((255, 255, 255), (0, 0, 0)) not only
for scale/offset calibration but also as a framing delimiter to
indicate the start of a message “frame”, each frame containing
6-18 symbols or more depending on message length and
information encoding density. Details of framing are dis-
cussed elsewhere in this specification.

[0112] Assuming that the sensor can reliably detect the
periodic White and Black colors within a sequence, one can
compute A, _,,, as:

TABLE 1
Affine Correction
V(Rax = Ronin) 0 0 =R = R/
0 V(G = G 0 G~ G
Gorin
0 0 UBpax = Biuin)  ~(Bnax = Brin)/
B,
0 0 0 1

[0113] WhereR, /R, ., G,.../G,andB, /B, . arethe
RGB channel component digital count values of the White
and Black colors within a given sequence. By applying this
matrix to the transmitted colors, they can be effectively
mapped into the corresponding transmitter color space for
further decoding.

[0114] The calibrating step 242 may further be refined to
restrict the available mapped points to prearranged, preferred
spacing. As shown in FIGS. 7 and 12, the color triplet may be
expressed as a point in space within a color-space volume.
The received color’s triplet constituents, e.g. RGB, form the
XYZ dimensions.

[0115] As shown in FIGS. 7,11, and 13, the preferred way
to perform color gamut calibration is to send a special “cali-
bration frame” to the receiver (or optionally embed the cali-
bration sequence described herein within a color stream
transmission frame at the expense of increased transmission
time). Essentially, this preferred calibration frame consists of
just full intensity white, black, red, green, blue, red/green,
red/blue, etc. In other embodiments of the present invention,
a restrained corner frame may be sent that is representative of
the corners without reaching the full extent of the corners,
(e.g. 192, 192, 0), etc. It is less preferred to use a restrained
calibration array set because “shrinking” the three-dimen-
sional parallelepiped through which the calibration matrix is
calculated introduces unnecessary imprecision. It is preferred
to use only the 8 “corners,” or extents representative thereof,
of the cubic signaling space of the gamut, which when
expressed volumetrically resembles a parallelepiped shape
(the exact shape depending on both the transmitter and receiv-
ing sensor characteristics). From this, one can calculate a
correction matrix via least-squares fit (or other mathematical
means) to reduce the gamut to approximately cubic form
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while mitigating and/or eliminating the effects of inter-chan-
nel interference at the same time. This can be done in real-
time using a least-squares solver (or by other means) to derive
the color correction matrix. It is also possible to use only a
subset of the corners of the cubic signaling space (for
example, only white, black, red, green, and blue) as this
would yield a much faster computation at the expense of a
slight reduction in color correction accuracy.

[0116] To extend this further, one could use symbol posi-
tion context encoding, described elsewhere in this specifica-
tion, to associate a calibration frame to any given monitor
uniquely. The transmitting software 920 may be responsible
for tracking each unique display and associating the corre-
sponding symbol position context encoding for it. Consider-
ing that the receiving device can store its calculated calibra-
tion coefficients with the unique “context” identifier
corresponding to the unique display, the transmitter can then
later send any arbitrary sequence of data frames with the same
symbol position contextual encoding. This allows the
receiver to look-up the appropriate calibration to map the
receiver’s color space into the transmitter’s color space. Note
that this scheme requires absolutely no additional protocol
overhead when used with the black (or white) symbol exclu-
sively—and very little overhead when used with other con-
textual symbols.

[0117] Another method to derive a color gamut calibration
involves the use of the white-point response of a given moni-
tor, that is, the normalized RGB sample values of the white
symbol, as an index into a pre-defined lookup table of cali-
bration coefficients. This method would require taking
samples from many different unique monitors using many
different display technologies to build a multi-dimensional
correlation lookup table a priori. The advantage of this
method is that it would not require any prior user-guided color
gamut calibration process, nor would it require any additional
protocol or transmission overhead. The disadvantage is that
the calibration could very well be inexact since it uses a
lookup table of calibration coefficients—an “outlier” display
could possibly break this scheme. This can be mitigated
somewhat by the use of Trellis Coded Modulation (“TCM”)
and Forward Error Correction (“FEC”) in the coding and
modulation described elsewhere.

[0118] Note that it is also possible to combine one or more
of'these methods to ultimately apply a color gamut calibration
such as starting with a lookup table approach, and falling back
on a calibration array for real-time calibration.

[0119] The calibration 242 may further attempt to calculate
a gamma correction. The color gamut calibration calculation
described above only takes into account the overall shape/
extents of the transmitter and receiver color spaces—one
should also address the problem of calibrating the location
and relatively even spacing of the symbols within the volume
of the signaling space. The actual output gamma of the dis-
play (and its uniformity) along with the gamma exponent
used to derive the transmission color set dictates whether or
not the symbols within the signaling space are evenly spaced,
or otherwise optimized. A calibration correction is preferred
to account for the non-optimum case in real-time.

[0120] Some classes of transmitting device displays (such
as smartphones, tablets, etc.) can be pre-calibrated by mea-
suring their actual gamma output a priori and choosing the
gamma-corrected transmission color set accordingly. This is
applicable when the transmitter software knows what plat-
form it’s operating on—such as by utilizing the common
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“user-agent” encoding present in web browsers, or by other
means (native software APIs for example). Generally, these
classes of devices do not allow an end-user to change or
calibrate the RGB gamma response of the display—only
simple controls such as brightness or contrast. Furthermore,
the actual gamma output of each device could reasonably be
assumed to be consistent from device to device given that
there should be very little or no variation in display output for
a given distinct device. This concept is generally not feasible
in a desktop environment however, since this particular class
of device can have any combination of display types con-
nected to it. Therefore, alternative solutions to the problem
may be used.

[0121] Onealternative to using a fixed transmission gamma
incorporates the idea of an interactive gamma calibration
between the transmitting computer system and the receiving
device—essentially preparing 212 the transmitter by receiv-
ing an instruction to adjust 216 the transmission gamut/
gamma dynamically in software, or by making modifications
218 to the overall gamut/gamma calibration of the transmitter
either at the operating system level or at the monitor front-
panel level. To do this, the transmitter software, or hardware
as the case may be, would be implemented with calibration
controls to allow adjustment to the gamma exponent used to
map colors into symbol space for each of the RGB channels
(described above). The transmitter would send one or more
repeating special calibration sequences to the receiving
device, which could also include a gamut calibration at the
same time. The receiver would then receive the special cali-
bration sequence(s) and calculate the actual gamma response
of the transmitter, optionally per channel, which would then
be displayed 288 in some form on the receiving device’s
display either as a numeric value, a correction value from the
expected ideal gamma encoding, or as a graphical represen-
tation such as distance from a target reticle. The preferred
GUI includes input fields 910 for color characteristics,
including gamma and triplet values for preparing 212 the
transmitter for accurate gamut/gamma transmission. The user
would input these values to modify the transmitter output
gamut/gamma (or optionally adjust the transmitter gamma
controls some other way accordingly) to optimize and equal-
ize (as much as practically possible) the distance between
symbols in each of the three RGB channels as detected by the
receiver 904. The receiver may output 244 these values via the
receiver output display 908, which may be capable of graphi-
cal or character symbol display. Essentially, this scheme
forms a closed control loop to calibrate the receiving device to
any given display’s output gamma. As this type of calibration
happens entirely at the transmitter itself, no gamma calibra-
tion coefficients need to be stored on the receiving device.

[0122] Another solution to the problem of calculating
gamma correction is the possibility of detecting the gamma
offset in the received signal and then calculating a transform
to correct the signal “on-the-fly” by the receiving device (or
alternatively, modifying the actual signal constellation sam-
pling points in the receiver accordingly). This could be done
one of two ways.

[0123] The first method involves sending a known calibra-
tion sequence consisting of substantially evenly spaced trans-
mission intermediate symbols for each RGB channel, includ-
ing the use of only a single intermediate symbol exactly in the
middle of the constellation signaling space to derive a gamma
curve approximation. The receiving device would then apply
a curve fit to the resulting received sample point(s) to measure
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the transmitter gamma curve. The signal could then be
gamma-calibrated by inverting this curve fitand applying itto
the samples in each of the RGB channels. Alternatively, con-
stellation mapping points could be modified based on the
received spacing. This is not optimal however, as transmitting
with an incorrect gamma puts some received symbols closer
together and some farther apart. Therefore, it is possible that
the symbol matching/forward error correction could fail
given these circumstances.

[0124] Another approach is to use statistical and/or com-
putational geometry methods to identify the most likely con-
stellation point mapping from the received data, ignoring the
gamma correction altogether. This would require buffering
many received samples and processing the samples a poste-
riori. Extending this idea further, and considering there is a
somewhat predictable pattern to the transmission (induced by
the TCM/FEC described elsewhere) it may be possible to
perform soft-decision maximum-likelihood decoding with-
out regard to gamut or gamma calibration. This would repre-
sent the ideal scenario, since no outside user intervention or
special transmitted calibration sequences would be required.

[0125] Once the calibration correction, composed of a
gamut calibration, gamma calibration, and/or other calibra-
tion value, has been calculated 242, the received, corrected
color value is then compared to the constellation of possible
stock symbols to approximate 248 the true original color, i.e.,
as transmitted, from the received color. By approximation, it
is meant that the process accepts the color stream transmis-
sion color constituents as received and applies the calibration
correction as calculated in 242 to ascertain the color constitu-
ent, e.g. code color flash, of the color stream transmission
intended to be transmitted by the transmitter. Turning now to
FIGS. 1, 7, and 9-13, the present invention utilizes a closed
quantity set of preferred, predefined spacing of potential color
symbols as data-carrying code colors. The preferred data-
carrying color symbol quantity is one-hundred twenty eight;
the transmitter’s color correlation table and the receiver’s
color correlation table are standardized to the closed quantity
set number. The preferred number of colors used in the
present invention consists of six red values, six green values,
and four blue values. When a particular quantity of color
symbols is used, then each point representative of a data-
carrying color symbol may be translated 246 into a binary
sequence represented by the data-carrying color symbol.
[0126] Gottfried Ungerboeck, in a paper entitled “Channel
Coding with Multilevel/Phase Signals,” published January,
1982 in IEEE TRANSACTIONS ON INFORMATION
THEORY, Vol. IT-28, No. 1, and herein incorporated by ref-
erence, argued that error performance of convolutional codes
could be improved if designed by maximizing the Euclidean
distances between trellis paths which merge into and out of
the same state. This is accomplished by tailoring the convo-
Iutional coding scheme to the signal constellation of a given
modulation technique so that the operations of error coding
and modulation are essentially combined.

[0127] Take as an example the depiction in FIG. 9, which
graphically represents partitioning a CROSS-32 signal set
constellation inspired by the Ungerboeck method. A complex
signal constellation 610 is broken up into subsets 620 or
cosets. The preferred breakdown of symbols is the use of
symbols within the “cross™ to be symbol sets 612 that corre-
late to predetermined data-carrying color symbols within the
gamut. At the corners of the plane, there are reserved calibra-
tion sets 614 for calibration rather than symbol translation
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(non-data carrying symbols). When considered volumetri-
cally, as shown in FIGS. 11-12, the calibration sets 614 rep-
resent the extents of the volume, RGB. It is a feature of a set
partitioning method that the minimum Fuclidean distances
measured between any of the points on the subset constella-
tions exceed the minimum Fuclidean distance between points
on the constellation from which the subsets are derived. Thus,
for example, as shown in FIG. 10, the minimum Euclidean
distance between any two points on the original constellation
at the top of the trellis coding tree is less than the minimum
Euclidean distance between any points of the constellation
shown in subsets B. In like fashion, the minimum Euclidean
distances between any two points on the constellation subsets
C is greater than the minimum Fuclidean distance between
any two points in the subset B, and so on. As detailed above,
an increased minimum Euclidean distance between any two
points in a signal constellation ensures that the probability of
mistaking similar encoder output sequences is minimized
The error performance of the coded scheme is a function of
the minimum Fuclidean distance between any two given
paths. To reduce the probability of error, the minimum
Euclidean distance must be increased. Specifically,

d=V(do)
dy=V(4(dy)
dy=~(8)d,

Furthermore, any of the Ungerbock set constellations may be
used with the present invention, such as 4-PSK, 8-PSK, 16
QAM, 64-QASK, 128-CROSS, etc.

[0128] As is shown in greater detail in FIG. 10, each data-
carrying color available to the process for information trans-
mission should be equated to a symbol point 612 for a stock
code color. In the CROSS-32 scheme, there is allowance for
five bits of binary data. Rather than attempt a single plane
corresponding to 128 data-carrying color symbol points pre-
ferred by the present invention, it is preferred that the present
invention include quantized planes stacked in three dimen-
sions to relate two additional bits of data. Two stacked planes
may represent the two states associated with an extra binary
digit; four stacked planes may represent the four states asso-
ciated with two extra binary digits, etc. In other words, the
lowest plane may represent 00, the next highest plane may
represent 01, the next, 10, and the highest 11. The exact binary
representation is arbitrary, and the binary digits encoded
within the stacked planes do not necessarily need to contain
error correction information. As shown in FIG. 11, the use of
discrete, quantized signal constellation planes permits
increased coding density. The present invention preferably
interleaves subset/opposite subset definitions in the Z-plane
to maximize the Euclidean distance between symbol points in
the X, Y and Z axes simultaneously by removing adjacent
neighbor points—thereby preserving the error correcting
properties of the code in the Z axis while simultaneously
expanding it to work in all three dimensions at a higher bit
density than conventional, planar CROSS-32. Because the
Euclidean distance between symbols is maximized in all
three dimensions (given the alternating coset definitions in
the Z plane), the coding, modulation, and use of the three-
dimensional signaling space are nearly optimal. The multidi-
mensional plot of a received, and preferably calibration-cor-
rected, code color may be compared to available plots to
locate a nearest neighbor point. Because “adjacent neighbor”
plot points are removed in the symbol optimization of co-set
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creation, the likelihood of determining a transmitted triplet
from a received triplet is further increased by a comparison of
the point as received to the nearest neighbor point.

[0129] For purposes of clarification, “adjacent neighbor”
and “nearest neighbor” are used, respectively, to describe the
nearest stock triplet point—whether or not available in an
applicable co-set—and the available plot point closest to a
received triplet plot point.

[0130] When the front-panel contrast/brightness controls
of the display are maximized (or nearly so), colors near the
top of the extents of RGB input values tend to “run together”
(e.g. differentiating between RGB channel value=228 and
RGB channel value=255 is indiscernible or hard to discern).
A goal of the present invention is to create an evenly spaced
three-dimensionally orthogonal symbol set within the display
gamut of a given monitor. To do this, the RGB color space can
be divided into even steps. For example, to create a 6x6x4
matrix (corresponding to the CROSS-32 symbol set
described above utilizing four Z-planes) we must divide the
red/green channels by five and the blue channel by three. To
compensate for display saturation, the present invention may
arbitrarily restrain the RGB extents of the data-carrying sig-
naling space to approximately 87.5% of maximum while
leaving the non-data-carrying calibration/protocol overhead
symbols at 100%. Note that 87.5% was determined experi-
mentally, but could vary anywhere between 50% and 99%.
Using the above example, the data-carrying color symbol set
would be equally spaced from RGB=0...223 in this case (for
each of the color channels). White, Black, and the rest of the
protocol overhead symbols would use the full RGB extents of
0 and 255 per channel, or could optionally be truncated as
well. Furthermore, the restraint of code colors to be some
percentage of full intensity may affect other aspects of the
present invention, for example the even spacing of the stock
code colors may be based fractionally of the restrained maxi-
mum (e.g., 223) rather than the actual maximum (i.e., 255).
[0131] To get an evenly spaced output from the monitor, the
transmitted RGB values must be gamma-corrected accord-
ingly. This can be done by applying a fixed gamma exponent.
As long as a given monitor’s actual response gamma is rea-
sonably close to the gamma exponent used to encode the color
set, correct symbol decoding is readily carried out at the
receiver (and is also aided by the forward-error-correcting
nature of the TCM scheme described above). A fixed gamma
encoding could be applicable in closely controlled environ-
ments; when the opposite is true however, additional mea-
sures must be taken to ensure the reliable decoding of the
transmission.

[0132] When data-carrying color symbols are translated to
septets, or other binary value, the septets are decoded 250,
which is the reverse of encoding. As further explained in
relation to coding, convolutional encoding and Viterbi decod-
ing provides for a reduced likelihood of undetected errors at
the receiver. A convolutional encoder correctly configured
ensures that there are specific state paths, which are typically
expressed in a Trellis diagram. For example assume that in a
serial transmission FEC encoded one/two system, a three-bit
data stream 1-0-0 is properly encoded as 11-10-11 by the
encoder as described above. Also suppose that the receiver
detects the transmitted signal erroneously as 11-11-11. In
order to determine what the original transmitted data was, the
decoder performs a maximum likelihood decision based upon
the possible state transition paths that the encoder might have
taken. Since the encoder is typically set to state O at initial-
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ization, the decoder assumes that the detected sequence of
data bits began in state 0. The decoder then examines all of the
paths that began at state 0 and terminate at a state three
symbols later. In order to identify the most likely path, the
decoder determines the probability that the detected data
sequence was produced by one of multiple paths until a prob-
ability has been calculated for each possible path. The path
having the highest probability is then selected as the actual
path according to either hard or soft decision methods
described in greater detail below.

[0133] In the preferred embodiment of the six/seven for-
ward error correction code system, eight possible encoding
states (which in the preferred FEC of FIG. 4B, corresponds to
the three least significant binary digits formed by M5, M6,
B7) are used along with a maximum likelihood Viterbi
decoder to identify the most likely transmission sequence
based upon the smallest cumulative Euclidean distance met-
ric as described below.

[0134] Typically, Trellis decoding techniques calculate
path probabilities based upon either Hamming or Euclidean
distances between the detected signal and the signals gener-
ated by the possible trellis paths. In accordance with the
teachings of the present invention, Fuclidean distances are
used as the measure of path probability, as discussed in
greater detail below. However, in order to provide a clearer
understanding of the method of determining the probability
of a possible trellis path, a brief discussion of Hamming
distance is also provided.

[0135] Hamming distance is defined as the number of bits
by which two binary sequences differ. For example, the Ham-
ming distance between the binary words 110 and 101 is two,
while the Hamming distance between the binary words 111
and 011 is one, etc. Based upon a Hamming distance evalu-
ation of the possible paths, the probability that a given path
has generated a received data sequence can be determined by
calculating and adding the Hamming distance for a predeter-
mined number of pairs.

[0136] Another measure of the probability that a given path
has generated a binary sequence is based upon Euclidean
distance. Euclidean distance is the length of a straight line
between two points in space (in this case, within a 3-dimen-
sional signal constellation). In general, probability measures
based upon Euclidean distances exhibit better accuracy than
probability measures based upon Hamming distance. This is
because probability measurements based upon Euclidean dis-
tance take into account the received signal characteristics,
which is discarded when using Hamming distance as a prob-
ability metric. The probability that the detected signal has
been generated by the trellis path represented between poten-
tial symbol triplets and received symbol triplets is a distance
function of the square root of the sum of the squares of the
distances in 3 dimensions. The greater the distance function
along a given path, the less likely that path is to be the one that
generated the detected signal sequence. In this manner, a
more accurate estimation of the transmitted data sequence
can be obtained. If there is an error in data, the binary digits
may be reformed 250 in the decoding stage according to the
above-mentioned principles of path likelihood.

[0137] The complexity of a signaling system decreases its
inherent accuracy. As the number of points in the signaling
constellation (i.e., the number of possible output values) and
the number of states in the trellis encoder increase, the num-
ber of possible trellis paths increases as well. The symbols’
binary sets are discerned and translated 246 from a table of
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triplet values associated with the colors, i.e. the correlation
table run in reverse. When the present disclosure describes
“burst” transmissions, it is meant the use of a single entity to
convey multiple data components. Although burst transmis-
sion is a pre-existing concept, the concept of applying error
correction to a lengthy data component (e.g., bit sequence)
based on a single data component (e.g., color flash) and then
using the lengthy data component to check the accuracy of the
single data component is a key concept of the present inven-
tion. Returning to FIG. 7, the decoding binary sets are reas-
sembled 250 into their pre-transmission form and the infor-
mation of the coded sequence is extracted and then displayed
288, if desired.

[0138] Turning now to FIGS. 1, 2, 7, and 16, the present
invention includes a method 100 for validating a commercial
transaction. The method 100 includes establishing 276 a cli-
ent-server connection between a client computer 702 and a
server computer 710 over a network. The commercial trans-
action may include the exchange of any alphanumeric infor-
mation, particularly information that is sensitive in nature.
Examples of network communications that may be capable of
the validation of the present invention include financial
instruction transmissions, bank account access, electronic
mail, and the like. The establishing step may include any form
of protocol-based interaction between physically disparate
computing systems. Access control and authentication of
remote users has been a problem of increasing importance,
particularly in the field of electronic funds transfer (EFT), and
other fields requiring secure data communications. Generally
“secure” privacy mechanisms, such as those known as public
key crypto systems may be used with the present invention. In
general, the public key system includes multiple terminals
coupled through a communications medium, wherein each
terminal has an associated encryption procedure (or transfor-
mation or operator) E and different decryption procedure (or
transformation or operator) D, which may be applied to a
message M. These transformations E and D are related so that
E(M)=C and D(C)=M. Moreover, pairs of transformations E
and D are relatively easy to generate, but D is substantially not
derivable from E. As used herein, the term “substantially not
derivable” means not practically feasible. In addition, the
encryption transformation and the decryption transformation
are inversely related so that E(D(M))=D(E(M))=M. An
encryption transformation meeting these conditions is
referred to as a “trap-door,” or one-way function.

[0139] Each terminal may generate its own encryption key,
decryption key pair (E, D). By way of example, a first termi-
nal (denoted A) may be characterized by an encryption key
EA and a decryption key DA, and a second terminal (denoted
B) may be characterized by an encryption key EB and a
decryption key DB. In a typical public key system, the
encryption keys EA and EB are made publically available,
while the decryption keys are kept secret by the respective
terminals Terminal A may then use terminal B’s encryption
key to send an encrypted message C=EB(M)) to terminal B
over an open, or non-secure, channel. Since only terminal B
knows DB and DB is substantially not derivable from EB,
only terminal B can determine the message content of the
encrypted message by reverse transforming C, i.e. DB
(C-DB (EB (M))=M.

[0140] Moreover, if terminal A had further encoded C with
its secret decryption key (i.e. DA (EB (M))=C), then terminal
B can decode the message using terminal A’s known encryp-
tion key (EA) and its own secret decryption key DB to obtain
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the message M, i.e. EA (DB (C)=M), and be assured that only
terminal A could have authored the message (since only ter-
minal A could generate a message that could be decoded with
EA).

[0141] The integrity of public key systems is primarily
dependent on the degree of confidence in the one-way trap-
door function. There are many approaches to the implemen-
tation of public key crypto systems. One very popular method
is RSA, which is based on the difficulty of factoring large
composite numbers. Another method is Elliptic Curve, which
is based on the algebraic structure of elliptic curves over finite
fields. While all known approaches may be considered to be
“breakable” in some sense (for example, by brute force), at
the time of writing RSA algorithms using key lengths greater
than or equal to 2048 bits and Elliptic Curve algorithms using
key lengths greater than or equal to 256 bits appear secure to
presently known practical attack vectors. Given that it is
impractical to transmit a 2048-bit encryption key over the
present invention, Elliptic Curve is the preferred means of
security for public key cryptography based color stream
transmissions due to its significantly reduced key length
requirements to attain the same levels of security. Note that it
is possible to use symmetric or “secret key” cryptography
also with the preferred invention, or in combination with
public key cryptography. Symmetric algorithms rely on a
pre-shared common key used for both encryption and decryp-
tion. Examples of symmetric algorithms include DES (Data
Encryption Standard) and AES (Advanced Encryption Stan-
dard), among others. A Message Authentication Code (MAC)
is a cryptographic hash function utilizing a secret key and
operating over a given message, which is designed to provide
a measure of message authenticity (i.e. an attacker would
need to know the secret MAC key in order to forge a message
to a given recipient). Typically, MAC’s are appended to (an
optionally encrypted) message to prove the message is
authentic and has not been tampered with.

[0142] A transmitter is initialized 102 on the client com-
puter for transmitting a color stream transmission from the
server computer. The color stream transmission includes a
validation key and a full or partial MAC translated 206 to
binary, optionally 214 padded, 208, 210 FEC encoded, and
220 framed as described elsewhere in this specification. The
color stream transmission is transmitted 104 from the trans-
mitter displayed on the client computer at an appropriate
transmission frame rate based on the characteristics of the
transmitter. A message authentication code (MAC), or a por-
tion thereof, is separately displayed as alpha-numeric char-
acters on the client computer which was generated from the
server computer based on the contents of the validation key.
The color stream transmission is received 106 on a distinct
receiver. When the receiver is positioned proximate to said
transmission screen, the receiver receives 108 and extracts the
validation key and the (partial) MAC from the color stream
message transmission and may display 288 the validation key
on the receiver screen output. The entire MAC, or a portion
thereof, may also be displayed on the receiver screen out-
put—the purpose being so the user may verity the authentic-
ity of the message (the MAC or partial MAC would match
what was displayed on the client computer). The validation
key may be self-validating; in other words the subject, exist-
ence, or other characteristic of the validation key may authen-
ticate the server computer or the information provided
thereby. The receiver can also calculate a MAC on the vali-
dation key and compare it to the received MAC (or partial
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MAC) to validate authenticity. The input 110 of the validation
key may also initiate a process that leads to the authentication
of the client computer or its information. Furthermore, the
receiver may include an accelerometer (or other input device)
in signaled communication with the AL.U 702 of the receiver.
The accelerometer (or other input device) may signal 272
state transitions in the receiver, such as turning on, turning off,
erasing screen output, pausing screen output, and other func-
tions related to the display, retention, and processing of infor-
mation.

[0143] Consider the case where a user’s computer is com-
promised in some way, perhaps with malware, a Trojan horse,
a virus, etc. This attack vector, commonly known as man-in-
the-middle or man-in-the browser, is able to modify and/or
conceal the information exchanged between a user on one
host computer and a service on a different host computer. For
example, during an online banking funds transfer an
exploited user’s browser would show the exploited user its
requested transfer of a specific amount of money from their
account to another approved account. In reality the attacker
could transfer an identical or larger sum to its own designated
account without the knowledge of the user and with no visual
indication in the browser. Below is an illustration of how the
present invention might ensure the security of an online-
banking transfer scenario:

[0144] User A logs into his/her bank and creates an online
funds transfer transaction in the amount of $10,000 to account
number “1234567.” The online banking system sends a con-
firmation of the transaction back to the user with the amount,
$10,000, and account number, 1234567, in plaintext, which is
displayed in the browser. It also sends an encrypted color
stream message transmission consisting of the transfer
amount, the account number, and a validation code. The
transmission appears as a series of sequential colors on the
transmitter screen. The user receives and decodes the
encrypted color stream transmission using an implementing
device. The transfer amount and account number appear on
the token display along with the validation code. If the color
stream message transmission information matches what is
displayed in the browser window (or application) of the
online banking system, the user enters the validation code
into the browser (application) and the transaction is pro-
cessed. If, however, the light/color-based transmitted infor-
mation does not match what is displayed, the user could
assume that their host computer is compromised and the user
would not enter the validation code. The transaction would
therefore not be completed and the user would take the appro-
priate steps to disinfect its computer.

[0145] Turning now to FIGS. 1, 6 and 17, the present inven-
tion further includes a public communication system and
method 100 amenable to (optionally anonymous) communi-
cations. In this scenario, public key cryptography is imple-
mented within the implementing device allowing one user to
encrypt a message that only the implementing device can
decrypt.

[0146] The distinct receiver 904 of the present invention is
loaded 234 with one or more private keys stored in memory
990. The receiver is associated 284 with a common identifier
and one or more public keys in a public key escrow database
in the memory 990, wherein the public key(s) for each
receiver are a function of the private key(s) held only within
the implementing device. As implementing devices are
manufactured, each receiver is preferably assigned a random
serial number. One or more public/private key pair(s) for the
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implementing device are generated, and the public key(s) are
recorded in a “key escrow database” along with the corre-
sponding implementing device’s serial number. The private
key(s) are loaded into the implementing device (or com-
pletely generated on the device) and never extracted or
recorded elsewhere.

[0147] The public key(s) are published 264 over a public
network. A party that desires to send information as a private
message to the owner of an implementing device, establishes
276 a client-server connection between the sender’s client
computer 702 and an escrow server computer 710 over the
network to access the public key(s). The transmitter is initial-
ized 102 to transmit the message encrypted pursuant to one of
the public keys corresponding to the implementing device
and converted into a color stream message transmission. The
color stream transmission is transmitted 106 and then
received 106 on the message recipient’s implementing
device. The color stream message transmission is then
decrypted with the corresponding private key on the imple-
menting device and reviewed to ascertain 108 the original
message. It is preferred that the information is displayed 288
as characters on the output screen of the receiver 904.

[0148] Asshownin FIGS. 13 and 17, the preferred receiver
904 of'the present invention includes an accelerometer 906 or
other means of signal input, e.g. a button. The accelerometer
is in signaled communication with the ALU 702 of the
receiver. The accelerometer may signal 272 state transitions
in the accelerometer, such as turning on, turning off, erasing
screen output, pausing screen output, and other functions
related to the display, retention, and processing of informa-
tion. In an ideal scenario, a message recipient can receive a
secured message and with the simple shake of the wrist blank
the receiver screen, and perhaps those portions of memory
704 dedicated to the cipher, the received information, or even
the private decryption key(s) on the implementing device; in
the latter case, making it impossible to further recover the
original message from a replayed transmission.

[0149] The (optionally anonymous) communication
method works best when anonymity is maintained from point
to point throughout the communication. However, it is pre-
ferred that a public database of identifiers is maintained via
which a message recipient can be queried 278 and identified
and contacted. In one scenario, a message recipient may sign
up for an account for publication of the identifier, for which
the identifier may be a pseudonym—or even a name if
desired. The serial number may be used as the common iden-
tifier, or may be retained by the system for correlation with
another common identifier. When a message sender posts
information to the system for a potential recipient, the system
locates the account of the recipient and posts the encrypted
message to the recipient’s account. Alternatively, the
encrypted message could be sent and presented in some other
form, such as through an email service. The recipient may
download the message at his convenience, or a predetermined
qualifier (such as an expiry time) may be placed on the mes-
sage. The user retrieves messages specific to their implement-
ing device’s serial number. Total anonymity is achieved by
performing the encryption off-line; that is, the message is
completely encrypted prior to being received by a service
rendering it unrecoverable by the operator of the service. This
can further be achieved by performing the public key encryp-
tion step with an ephemeral key, or rather, a randomly gener-
ated public/private key pair, on a disconnected device (i.e.—
one not connected to any network) or via a completely client-
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side browser-based application or smart phone application.
By utilizing both a unique encryption key pair as well as a
unique decryption key pair to create a shared key, one
achieves perfect forward secrecy—the inability to recover all
originally transmitted messages in the future if a single key is
compromised.

[0150] Color sensing devices often rely on a dedicated
array of photo-sensitive elements logically acting as a single
unit. However, as shown by FIGS. 1, 6, 13, 18 and 19 the
present invention may oversample 286 incoming color
sequences at a rate greater than the capabilities of the sensor
array acting unitarily, making the present invention seem-
ingly inapplicable to devices with traditional color reception
arrays, e.g. cameras, including smartphone cameras. The tra-
ditional sensor array 120 of a digital camera (video or other-
wise) is composed of many sensor constituents 122. A sensor
used in a digital camera comprises a 2-D array of many
photo-sensitive elements or cells. An analog-to-digital con-
verter turns each pixel’s value into a digital count value. Some
(if not most) sensor arrays may be configured to capture
images in a way that does not capture the entire sensor array
simultaneously, but rather captures different parts of the sen-
sor at different points in time. Sensors may either be activated,
e.g. in a rolling shutter technique, or obscured to create the
cascading effect of the present invention. For example, the
movement of a linear aperture may reveal the desired sensor
constituents, the aperture sliding from top to bottom (or bot-
tom to top, or right to left, or left to right) in order to expose
the sensor constituents.

[0151] For purposes of this disclosure the reception rate of
the sensor in its unitary state will be referred to as “native
reception rate” while the reception rate of the senor during
constituent cascading will be referred to as the “cascade rate.”
The cascade rate is the rate at which a directed subgroup of
sensor constituents enact a reading, while the reception rate is
the rate at which all constituents, acting unitarily, enact a
reading. Oversampling color sequences of a color stream
transmission permits reconstruction of the signal with higher
temporal fidelity, which ultimately correlates to higher
decoding accuracy in the presence of noise or other signal
impairment artifacts. Furthermore, the implementation of
sensor cascading permits the use of the present invention with
sensors having a native reception rate too slow to effectively
oversample a color stream transmission in order to recon-
struct the signal with sufficient temporal fidelity. For
example, the built-in video camera of an ordinary smart
device (a phone, tablet, etc.) is usually able to record video at
20-30 frames per second or higher (some newer devices are
capable of 60 fps video).

[0152] Unfortunately, 20-30 frames per second as a record-
ing frame rate is not high enough by itself to accurately
reconstruct a transmitted color sequence as it does not satisfy
the Nyquist-Shannon sampling theorem (assuming the trans-
mitting frame rate is greater than or equal to half of the native
reception rate). That is, if we consider a modest color stream
transmission rate of 20 frames per second, the theorem states
that we must sample the signal at a rate at least twice the
fundamental frequency of the transmission to reconstruct the
signal (at least 40 Hz in this case). In practice, the sampling
rate needs to be much higher than 2x to accommodate signal
variations and noise using current methods. Also of note, it is
possible to under-sample the color stream transmission over a
much longer period of time in order to reconstruct the signal
at a higher temporal fidelity using a very low sampling rate
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(on the order of 1-60 Hz or so). This technique essentially
captures the “alias” of the signal over a longer period of time.
[0153] Applicant’s investigations have experimentally
used a sampling rate of 240-360 Hz (approximately 8-12x
oversampling) with good success. What is needed is a way to
extract higher frequency signal components out of an inte-
grated video camera only able to record at 24-30 fps.

[0154] As shown in greater detail in FIG. 19, by cascading
sensor constituents linearly, or alternatively in other logical
subgroups, the entire frame of video is not captured all at once
(i.e—a snapshot of the entire scene at a single instant in
time), but rather each frame of video is captured by scanning
across the scene line-by-line very rapidly in either the vertical
or horizontal direction. The line scanning rate must be high
enough to achieve complete frame capture at normal video
frame rates of 24-30+ frames per second. FIG. 19 depicts a
simplified progression of the cascading sensor constituents
by row in a 10x10 sensor array S1-S10 (1-10, corresponding
to the ten states of the sensor array during the cascade) cap-
turing the change from COLOR 1, C1, to COLOR 2, C2, and
the intermediate colors there between (Ct). The resulting
image is shown as [1-110. The sensor array during the cascade
captures in the active row only the color present at the time of
the capture. A single fully-read-out image still shows an
abbreviated history of the color change. A drawback of an
image with non-uniform color schemes bearing the results of
ultrafast color stream capture is the inherent inability to dif-
ferentiate between colors in a sequence, e.g. C1 and C2, and
transition colors, Ct. This drawback may be overcome by
statistically sampling the area occupied by a color value, and
utilizing differential algorithms to locate minima and maxima
corresponding to color shifts.

[0155] Consider an example of an integrated video camera
having a sensor of 640 (horizontal)x480 (vertical) pixels
using a horizontal (top-to-bottom) cascading capture method
and recording video at 30 frames per second. In this example,
each line within each frame of video consists of 640 indi-
vidual pixels, and each line would be sampled at 30 fpsx480
lines=14,400 lines per second (or Hz). Now consider an inte-
grated video camera recording a scene of a transmitted color
sequence at 20 Hz (using the above example parameters),
with the transmitted color sequence occupying at least %4 of
each captured video frame. If we use the individual cascaded
scan lines of each video frame to derive the samples of the
transmitted color sequence, we can effectively oversample
the transmitted signal at a rate of 14,400 lines per second* 4
of a frame=3,600xoversampling-well over the 2x(40 Hz)
oversampling rate requirement dictated by Nyquist-Shannon
and well over the practical oversampling rate requirement of
8-12x (160-240 Hz). Sampling and decoding accuracy could
also be increased by implementing a suitable video region
tracking system; that is, the ability to track the location of the
transmitted color stream within the received video frames.
[0156] Turning now to FIGS. 21-24, a system 600 and
method 650 of performing secure single or multi-factor push
authentication using three computing devices, a user client
computer 602, a host server computer 604, and an ancillary
computer 606. The client, host, and ancillary computer may
include any computing devices known in the art, but as the
present invention will be discussed in terms of Internet secu-
rity, the preferred computing devices are those utilized in the
traditional client-server network architecture. For example a
user computer may include a personal computer, a host server
computer as a dedicated appliance, and an ancillary computer
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as a smartphone or tablet. This is not to say that both the user
computer and ancillary computer could not both be smart-
phones or tablets.

[0157] The communication of the present invention relies
ontwo distinct means of information transfer, a main channel
608 and a back channel 610. The main channel 608 of the
present invention includes the connection between the user
client computer and the host server computer over the local
network or Internet, in any form utilized to form such a
connection. The back channel 610 includes the connection
means of the main channel, as long as the user-host interac-
tion is subject to a distinct network session, as well as Wi-Fi
and telephone connections (including tower-based, satellite,
and physical line connections). Any means of connection that
results in a distinct session may be considered a back channel
for purposes of the present invention. A session is a semi-
permanent interactive information interchange, also known
as a dialogue, a conversation or a meeting, between two or
more communicating devices, or between a computer and
user. A session is set up or established at a certain point in
time, and then torn down at some later point.

[0158] Theancillary computer further includes one or more
tokens. In a preferred version of the present invention, the
ancillary computer is coupled, physically or in directed sig-
naled communication, to a hardened physical token. By
physical it is meant that the token includes more than a soft-
ware file; by hardened, it is meant that the token is relatively
impervious to breach attempts, includes countermeasures, or
otherwise employs tamper detection means and may also
include authorization information hardwired into the struc-
ture of the token. The physical token is akin to that of a
dongle, which connects to a computing device to provide
authorization; however, the physical token of the present
invention operates in a distinct manner as described herein.
[0159] The preferred secure physical token of the present
invention is a receiver 904 of the present invention amenable
to to plug into an ancillary computer, e.g. a smart mobile
device that also optionally contains a color sensor for recep-
tion of color flashes of a color stream transmission. For pur-
poses of the present disclosure the combination of an ancil-
lary computer with the physical token such that they are in
signaled communication with each other is termed ancillary
security complex. Because functionality of the token can in
many respects be assumed by the ancillary computer, and vice
versa, it is most convenient to speak of the security operation
of the two as a unit. For example, the color sensor may be
integrated within the token, or integrated within the mobile
device as a function of the camera of the device. There are
numerous ways to connect an external device to a smart
mobile device depending on which interfaces and connectors
the mobile device implements. There is USB (or more accu-
rately, mini or micro-USB connectors), there are device-spe-
cific connectors (such as the Apple Lightning connector), and
there are numerous RF-based channels—Bluetooth, Blue-
tooth low-energy, Wi-Fi, and recently NFC. One problem
with designing accessories for mobile smart devices is the
lack of interface standardization and specifications—for
example, some models of mobile device allow you to draw
power from their USB connector, some do not. This makes it
very difficult to manufacture one device that will consistently
work across multiple product lines from multiple vendors.
[0160] One interface, often overlooked and common to just
about all mobile device platforms, is the audio jack—de-
signed for headphones and the like. As shown by others (such
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as Square), this interface can be exploited to provide 2-way
communications to an accessory while also (optionally) har-
vesting power from the audio signal itself. By implementing
a software audio modem on both the smart mobile device as
well as the accessory, reliable data communications can be
achieved.

[0161] The physical token described herein can leverage
the audio jack to provide 2-way communication to a secure
microprocessor, which optionally contains a color optical
sensor. Not to be overlooked, this device could also leverage
USB or device-specific connectors in different embodiments.
Due to the relatively high current draw of current generation
secure microelectronics and optical sensors and the vast dif-
ferences in mobile device hardware, it is generally not fea-
sible to consistently harvest a significant amount of power
from an audio port connector (in the form of a sine wave
transmitted over one of the two outbound audio channels and
then rectified by the token). Therefore, a device containing a
single-use or alternatively a rechargeable battery to augment
its power needs is preferred. One problem with this scheme is
how to hermetically seal it and still activate the device (i.e.—
turn it on and oft) without a button or related actuation. The
use of'an audio jack interface is not ideally suited to powering/
recharging the token from harvested power, rather the alter-
nating attributes of the audio signal provide just enough
power through harvesting to turn a voltage regulator, or an
electronic switch, on to allow current to flow from a battery to
the remainder of the electronics contained in the token.
Essentially, the present invention could utilize one channel
(L/R) of the outbound audio jack interface as a switch itself,
while providing two-way communications over the remain-
ing outbound audio channel and inbound (MIC) connection.
[0162] In order to provide useful authentication and iden-
tification services, public/private and symmetric keys, serial
number, etc. are programmed into the secure microprocessor
or memory of the physical token, or ancillary computer in the
case of soft token, at time of manufacture, or optionally later
over either the ancillary computer interface or the optional
optical interface. The token accessory device would be paired
with a mobile-device application to provide a hybrid soft/hard
token solution—the mobile device application would com-
municate with the hardware accessory token, and would also
leverage the phone’s data connection (Wi-Fi, Cellular, etc.) to
communicate with a network-connected service over the back
channel to provide processing, identification, and authentica-
tion services in conjunction with the physical token acces-
sory.

[0163] To ensure the security of the attached physical token
accessory, several methods could be used to prevent someone
from using a stolen token accessory. A token accessory could
store the last-connected phone identifier (serial number, tele-
phone number, ESN; etc.) and require a PIN or other passcode
to be entered on the smart device prior to token use on a new
smart device. Alternatively, a PIN or passcode could be
required every time the accessory was to be used in higher-
security scenarios. If the smart mobile device implemented a
biometric or other user-identifying sensor or service, that
could also be used in lieu of (or in addition to) a PIN or
passcode. A cryptographic handshake could be used between
a (registered) mobile device application and the token acces-
sory also, effectively “locking™ the token accessory to that
particular device and mobile application.

[0164] In lower-security scenarios, a smart device mobile
application could serve entirely as a “soft-token” (without the
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corresponding hardware accessory device) by utilizing the
smart device’s processor and (optionally) its video camera in
lieu of a color sensor on the physical token. This scenario
however places the root of trust at the smart mobile device,
forcing a user to trust the device manufacturer and all of the
various software layers contained therein. It is preferable to
place the root of trust on a hardened secure token that is not
easily compromised.

[0165] The present invention includes a smart mobile
device with a network back-channel (such as Wi-Fi or cellular
network) paired 652 with and a soft-token mobile application
(as described above), or a hybrid mobile application/con-
nected hardware token accessory with an (optional) optical
color sensor. The system and method is best described in the
form of a browser-based web application, however the system
and method is equally applicable to enterprise systems, cus-
tom applications, mobile application/browser authentication
(i.e—authenticating a user to an application running on the
smart mobile device itself), and operating system-level
authentication (e.g., desktop user sign-on). The use of the
term browser in the present invention includes any software
product adapted to perform one or more standard HTTP
transactions such as GET and POST. In the following sce-
nario, a user on a client computer intends to log in to a website
using the above-described apparatus and starts by visiting a
website, and being presented with a login screen.

[0166] As the initial visit HTTP request 654 to the login
page, or challenge screen, is processed by the hosting servers,
a main challenge 614 as a session identifier in the form of a
random number, optionally encrypted and/or authenticated
with a cryptographic message authentication code (MAC), is
generated (and optionally along with a unique per-session a
priori random generated challenge) and stored together for a
period of time equal to a pre-defined session timeout value.
This session identifier (random number) is encoded as a
color-stream transmission, embedded within the login page,
and displayed 656 to the user as a color flash light stream
sequence. In optional scenarios, the session identifier (ran-
dom number) could also be displayed directly to the user
alongside the color stream sequence in plaintext. The main
challenge may include any known form of challenge-re-
sponse protocol. A connection is optionally maintained
between the user’s browser session and the hosting servers to
provide two-way communications to the user session via
browser JavaScript or similar behavioral language. In addi-
tion to traditional Internet web site access, the present inven-
tion may further include any form of computer to computer
communication where there includes a challenge screen that
is blocking access to a transaction, presumably for purposes
of security. An example of non-webpage based transactions
that may be blocked with a challenge screen includes Telnet
(or SSH) access and VPN access.

[0167] The user then starts the (above described) mobile
application (or the application is self-activating in the event it
runs in the background) and places his smart device (with
optional connected accessory token) proximate to the color
stream transmission to receive the color flash transmission
bearing the main challenge. The main challenge is color
encoded as described within this disclosure. The ancillary
computer includes an application that establishes an (option-
ally secure) network back-channel connection to the hosting
servers in the background. The distinct nature of the main
channel and the back channel provides a layer of security that
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counteracts the effects of a man-in-the-middle eavesdropper
in the communication path of the main challenge.

[0168] The main challenge is decoded pursuant to the
present invention. The transmission can either be decoded
locally (i.e.—on the attached accessory token or by the smart
device mobile application), or optionally the raw or partially
processed optical signal containing the session identifier and
optional MAC could be transmitted 658 back to the hosting
servers, or a distinct third party computer 612 operated by a
trusted third party (e.g., cloud-based processing), for further
signal processing in order to extract the transmitted sequence
(the session identifier). By “raw” it is meant that the data is
available only as sensor output without any further decoding
related to substantively determine the main challenge from
the color flash sequence. In either event, as response 616 the
registered serial number of the physical token or smart device
application, or other uniquely identifying identity informa-
tion is transmitted back to the hosting servers along with the
(fully or partially or raw) processed optical signal containing
the main challenge, here a random number. The hosting com-
puter has access to the serial number via a database available
in memory 990, locally or externally. In scenarios where
color-stream transmission is not possible, the plaintext ran-
dom number (described above) could be entered directly into
the mobile application by the user and sent back to the hosting
servers along with a uniquely identifying ID. In other sce-
narios, it may be preferable for the accessory token or smart
mobile device application to “cryptographically sign” the
optical signal or decoded/decrypted session identifier to pro-
vide additional security assurances as to the origin of the
signal.

[0169] Once the session identifier, for example as a random
number, is received at the hosting servers (and optionally
decrypted), the user’s smart mobile device (and its connec-
tion to the hosting servers) is correlated 660 with the initial
browser visit to the login page. A preferred form of correla-
tion includes a directory pairing users with identification
information from the receiver of the user, and any other autho-
rization attributes that may be advantageous to be included in
a directory. This could be done by several methods, including
direct lookup of the session identifier (e.g., a random number)
within the stored session, as well as by IP address geo-loca-
tion, browser request headers, mobile ESN, etc. Essentially,
this step ties an out-of-band mobile device to a given user
session. At this point, the hosting servers know that a user
with a mobile device possessing a unique serial number (ob-
tained either from the smart device application or from the
attached accessory token) wishes to authenticate.

[0170] The serial number is correlated to a specific user, a
session, or otherwise to an activity related to the user, and a
decision is made 662 by a decision engine whether to proceed
with the authentication request based on the correlation and
optionally by other factors, including mobile device identifier
(ESN, phone number, etc.), geo-location, request headers,
etc. . . . If the hosting servers decide that it is not to proceed
with an authentication request, a message could be relayed
back to the original browser session (or optionally nothing at
all), as well as back to the smart mobile device indicating
some problem. In this event, no further actions are required,
and the network connections are optionally terminated.
[0171] Ifthe authentication is to proceed, the hosting serv-
ers sends a (optionally a priori previously generated) per-
session challenge (or optionally generate a new counterchal-
lenge 618) and send 664 that challenge back to the mobile
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device over the out-of-band network backchannel. The coun-
terchallenge is then forwarded to the mobile application (and
optionally the attached hardware token accessory) to be
answered. The smart device application and/or the attached
token accessory answers 620 the challenge (or not) and sends
666 the answer back to the hosting servers for verification.
This challenge request/response is ideally carried out in the
form of public key cryptography optionally using digital sig-
natures but could also be carried out using symmetric key
cryptography. The specifics ofthe counterchallenge/response
protocol may be any version of challenge/response available
to the art and need not include a color stream transmission.

[0172] In the event that the hosting servers are able to
validate the challenge, the out-of-band smart device mobile
network connection can be terminated and the challenge
screen may be closed and the user passed to the transaction
screen where it may perform substantive actions. Remember-
ing that the hosting servers still maintain an active network
connection to the browser-based session, the hosting servers
may then send an authentication cookie 670, secure URL, or
other means of identifying the authenticated browser session
to the hosting servers, back to the browser to identify the (now
authenticated) browser session in future requests. The code
running in the browser could then automatically redirect 672
the user’s browser session to a secure transaction page, one
whose access would normally be preconditioned on encoun-
tered and fulfilling the requirements of a challenge or login
screen, automatically—without any further user intervention.
[0173] Inorder to handle the use case where an application
running on the smart mobile device itself wishes to authenti-
cate a user, several scenarios are possible depending on the
embodiment. Regardless of whether the embodiment is
implemented as a software-only solution or a hybrid soft-
ware/hardware token solution running on and/or attached to
the smart mobile device, the authenticating mobile applica-
tion can also perform an “in-band” challenge/response
directly to authenticate a user. In this case, the optical channel
is not used at all and instead all communications between the
authenticating application and the attached token (or option-
ally software-only token implementation) occur directly on
the smart mobile device. In the event a network-connected
application wishes to send authentication information to a
series of hosting servers, the smart mobile device simply
creates another network connection to the hosting servers to
process the authentication request.

[0174] Although the present invention has been described
in considerable detail with reference to certain preferred ver-
sions thereof, other versions would be readily apparent to
those of ordinary skill in the art. Therefore, the spirit and
scope of the appended claims should not be limited to the
description of the preferred versions contained herein.

What is claimed is:
1. A WAN authentication system comprising:

ahardened physical token, with a token nontransitory com-
puter-readable storage medium comprising token iden-
tification information;

a user client computer, with a client arithmetic logic unit
(“ALU”) and a client nontransitory computer-readable
storage medium, having a browser for sending HTTP
requests over a wide area network (“WAN™);

an ancillary computer, with an ancillary ALLU and an ancil-
lary nontransitory computer-readable storage medium,
in signaled, direct node-to-node communication with
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said physical token to permit access to said physical
token identification information as an ancillary security
complex;

a receiver, in signaled communication with said ancillary
computer, having a sensor adapted to interpret color
flashes as a data stream;

a host server computer with a server ALU and a server
nontransitory computer-readable storage medium,
available to both said user computer and said ancillary
computer over said WAN for providing a WAN-acces-
sible challenge screen protecting a WAN-accessible
transaction screen;

a user directory file, available to said host computer,
adapted to correlate token identification information
with said user client computer;

a main channel authentication protocol, initiated by said
host server computer over said WAN to said user client
computer, wherein said host server transmits to said user
client computer a color stream transmission of color
flashes, embedded in said challenge screen, light-encod-
ing a main challenge during a WAN session;

a back channel authentication protocol: initiated by said
ancillary computer over said WAN to said host server
computer, wherein said ancillary computer transmits to
said host server computer over a back channel a chal-
lenge response comprising said main challenge, derived
from said data stream as accepted by said receiver, and
token identification information to correlate a user to
said session; and

a decision engine adapted to determine a validity of a
session based on said back channel authentication pro-
tocol.

2. The system of claim 1 wherein said back channel authen-
tication protocol is a staged back channel authentication pro-
tocol further comprising a counterchallenge from said host
server computer over said back channel to said ancillary
computer comprising counterchallenge data; and a counter-
challenge response from said ancillary security complex to
said host server computer.

3. The system of claim 2 further comprising a soft token,
issued from said host server computer to said user client
computer, wherein said host server computer reads said soft
token to permit direct access to said WAN-accessible trans-
action screen without recourse to said challenge screen.

4. The system of claim 1 wherein said challenge response
includes an ancillary computer device characteristic.

5. The system of claim 1 wherein said challenge response
includes an ancillary computer transaction characteristic.

6. The system of claim 1 wherein said challenge screen
includes said light-encoded color stream transmission and a
plaintext, decoded representation of said main challenge.

7. The system of claim 1 further comprising a WAN-acces-
sible trusted third-party computer, with a third-party arith-
metic logic unit (“ALU”) and a third-party nontransitory
computer-readable storage medium, adapted to receive a
transmission from said ancillary computer to decode said
light-encoded color stream transmission into said main chal-
lenge.

8. The system of claim 7 wherein said back channel authen-
tication protocol includes said user client computer transmit-
ting to said host server computer, through said third-party
computer as an intermediary, over said back channel said
challenge response.
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9. The system of claim 1 wherein said challenge response
comprises said main challenge as a raw data stream and token
identification information.

10. The system of claim 1 wherein said challenge response
comprises said main challenge as decoded data and token
identification information.

11. The system of claim 1 wherein said hardened physical
token includes unique token identification information.

12. The system of claim 1 wherein said receiver is physi-
cally integrated with said hardened, physical token.

13. The system of claim 1 wherein said receiver includes a
video camera, on said ancillary computer, having a frame rate
adapted to accept said color stream transmission.

14. The system of claim 1 wherein said token is a physical
token.

15. The system of claim 1 wherein said color stream trans-
mission comprises: data converted into original code color
triplets selected from stock code color triplets within a pre-
defined color gamut and a calibration array of original cali-
bration color triplets representative of volumetric extents of
code color triplet channels, including a null triplet set and a
full triplet set, and at least one intermediate color triplet per
triplet channel; and wherein said receiver has a priori envi-
ronmental knowledge of said calibration array, and said
receiver adapted to:

calculate a correction calibration by discerning: a gamut
calibration, derived from normalizing said calibration
color triplets based on a multidimensional difference
between said received color triplets and said original
color triplets of said calibration array, and a gamma
calibration by partitioning a plot of each of said triplet
channels by said intermediate color triplet and adjusting
said gamma value to substantially equalize spacing
between said stock colors as received by said receiver;

approximate said original code color triplets by plotting
received code color triplets, after application of said
correction calibration, as multidimensional plot points
to locate a nearest neighbor from a multidimensional
plot of stock code color triplet points representative of a
binary string; and

extract said main challenge from said color stream trans-
mission by translating said binary string to a translated
data bit sequence.

16. A WAN authentication system comprising:

a host server computer with a server arithmetic logic unit
(“ALU”) and a server nontransitory computer-readable
storage medium, available over a wide area network
(“WAN”) for providing a WAN-accessible challenge
screen protecting a WAN-accessible transaction screen;

a user client computer, with a client ALU and a client
nontransitory computer-readable storage medium, hav-
ing a browser for sending HTTP requests over said WAN
and a cookie issued subsequent to a main channel
authentication protocol and a back channel authentica-
tion protocol;

ahardened physical token, with a token nontransitory com-
puter-readable storage medium comprising token iden-
tification information;

an ancillary computer, with an ancillary ALLU and an ancil-
lary nontransitory computer-readable storage medium,
in signaled, direct node-to-node communication with
said physical token to permit access to said physical
token identification information as an ancillary security
complex;
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a receiver, in signaled communication with said ancillary
computer, having a sensor adapted to interpret color
flashes as a data stream;

a user directory file, available to said host computer,
adapted to correlate physical token identification infor-
mation with said user client computer;

wherein said main channel authentication protocol is ini-
tiated by said host server computer over said WAN to
said user client computer and said host server transmits
to said user client computer a color stream transmission
of color flashes, embedded in said challenge screen,
light-encoding a main challenge during a WAN session;

wherein said back channel authentication protocol is initi-
ated by said ancillary computer over said WAN to said
host server computer and said ancillary computer trans-
mits to said host server computer over a back channel a
challenge response comprising said main challenge,
derived from said data stream as accepted by said
receiver, and token identification information to corre-
late a user to said session; and

a decision engine adapted to determine a validity of a
user-host session based on said back channel authenti-
cation protocol, issue said cookie to said user computer,
and advance said user computer through said challenge
screen directly to said transaction screen upon recogni-
tion of said cookie in said user computer.

17. The system of claim 16 wherein said back channel
authentication protocol is a staged back channel authentica-
tion protocol further comprising a counterchallenge from said
host server computer over said back channel to said ancillary
computer comprising counterchallenge data; and a counter-
challenge response from said ancillary security complex to
said host server computer.

18. A WAN authentication process comprising:

associating a hardened physical token, having a token non-
transitory computer-readable storage medium, with an
ancillary computer, having an ancillary arithmetic logic
unit (“ALU”) and an ancillary nontransitory computer-
readable storage medium, in signaled, direct node-to-
node communication to permit access to said physical
token identification information as an ancillary security
complex;

initiating a wide area network (“WAN”) browser session
between a user computer and a host computer, wherein
said host computer provides a WAN-accessible chal-
lenge screen protecting a WAN-accessible transaction
screen,

displaying on said user client computer a color stream
transmission of color flashes, embedded in said chal-
lenge screen, light-encoding a main challenge during
said WAN browser session, initiated by said host server
computer over said WAN to said user client computer;

interpreting color flashes with a receiver, in signaled com-
munication with said ancillary security complex, as a
data stream;

transmitting from said main complex said main challenge
and token information via a back channel to said host
computer; and

correlating said physical token information to said browser
session; and

proceeding beyond said challenge screen to transaction
screen upon validation of said ancillary security com-
plex.
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19. The process of claim 18 further comprising:

sending a counterchallenge from said host computer on
said back channel to said ancillary security complex;
and

answering said counterchallenge from said ancillary secu-
rity complex on said back channel to said host computer.

20. The process of claim 19 further comprising issuing a
cookie from said host computer to said user computer subse-
quent to completion of said challenge and said counterchal-
lenge.

21. The process of claim 20 further comprising advancing
said user computer through said challenge screen directly to
said transaction screen upon recognition of said cookie in said
user computer.

22. A WAN authentication system comprising:

a user client computer, with a client arithmetic logic unit
(“ALU”) and a client nontransitory computer-readable
storage medium, having a browser for sending HTTP
requests over a wide area network (“WAN”") with a hard-
ened physical token, with a token nontransitory com-
puter-readable storage medium comprising token iden-
tification information;

an ancillary software program, on said user client com-
puter, in signaled, direct communication with said
physical token to permit access to said physical token
identification information;

a receiver, in signaled communication with said ancillary
software program, having a sensor adapted to interpret
color flashes as a data stream;
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a host server computer with a server ALU and a server
nontransitory computer-readable storage medium,
available to said user computer said WAN for providing
a WAN-accessible challenge screen protecting a WAN-
accessible transaction screen;

a user directory file, available to said host computer,
adapted to correlate token identification information
with said user client computer;

a main channel authentication protocol, initiated by said
host server computer over said WAN to said user client
computer browser, wherein said host server transmits to
said user client computer a color stream transmission of
color flashes, embedded in said challenge screen, light-
encoding a main challenge during a WAN session;

a back channel authentication protocol: initiated by said
ancillary software over said WAN to said host server
computer, wherein said ancillary computer transmits to
said host server computer over a back channel, distinct
from said main channel, a challenge response compris-
ing said main challenge, derived from said data stream as
accepted by said receiver, and token identification infor-
mation to correlate a user to said session; and

a decision engine adapted to determine a validity of said
session based on said back channel authentication pro-
tocol.



