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FREQUENCY HOPPING METHOD FOR A 
RADO DEVICE 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

0001 Exemplary embodiments of the present invention 
relate to a frequency hopping method for a radio. 
0002 Radios that use a frequency hopping method are 
common knowledge today. This method is used to reduce 
transmission errors (for example as a result of fading) and 
also to prevent the transmitted information (voice or data) 
from being recovered by unauthorized third parties. However, 
known receivers can already be used to record the individual 
hops in these frequency hopping methods over a wide band 
and then to recover the information contained in the signal 
using classification methods ("de-hopping). 
0003 Exemplary embodiments of the present invention 
are directed to a method that can be used to prevent this 
recovery of information from the received signal. 
0004. According to exemplary embodiments of the 
present invention, the individual frequency hops involve one 
or more of the following signal parameters being changed on 
a pseudo random basis: 
0005 1. Switching between different, related or unrelated, 
modulation types (e.g. QPSK, FSK, ASK, FM. . . . ). 
0006 2. Switching the bandwidth. In order to be able to 
switch between different bandwidths, it is advantageous for 
Supplementary data to be inserted for the useful data at higher 
bandwidths. This can be accomplished using of one of the 
following alternatives: 

0007 oversampling the signal when transmitting ana 
log data, Such as Voice—this also guarantees constant or 
better robustness towards transmission errors on 
account of the inserted redundancy; 

0008 multiplying the useful data when transmitting 
digital useful data—this likewise guarantees constant or 
better robustness toward transmission errors on account 
of the inserted redundancy; 

0009 inserting an information sequence that is known 
to the receiver, for example a pseudo random bit 
sequence (e.g. pseudo noise (PN) sequences) or bits of 
an error recognition code or error correction code (e.g. 
CRC or parity)—these additional bits can also be used 
by the receiver in order to correct transmission errors 
using mathematical methods. Furthermore, this makes it 
more difficult for a potential (unauthorized) eavesdrop 
per to identify the actually transmitted data (useful data). 
The bandwidth is obtained from the modulation type and 
the symbol rate. The quantity of Supplementary bits 
required for setting the desired bandwidth is obtained 
from the modulation alphabet and the clock rate of the 
modulator. 

0010. The supplementary data (supplementary bits) can be 
positioned in the overall data stream by means of one of the 
following alternatives: 

0011 inserting the supplementary data after the useful 
data—in this case, however, the useful data can be 
extracted relatively easily by unauthorized third parties: 

0012 alternately stringing together useful data and 
Supplementary data, i.e. n bits of useful data, Zbits of 
Supplementary data, n bits of useful data, Z bits of 
Supplementary data, etc., the parameters n and Z being 
prescribed by the controller and being able to change 
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dynamically during the transmission in a further 
embodiment of the invention; 

0013 inserting the supplementary data in accordance 
with the two alternatives above plus additional interleav 
ing, i.e. pseudo randomly permuting, the overall data in 
order to hamperor prevent extraction of the useful data 
by unauthorized third parties. 

0014 Inafurtherform of the invention, the bandwidth can 
also be varied by virtue of the data being transmitted either in 
a relatively short or a relatively long transmission period for a 
hop, with a relatively short hop transmission period produc 
ing a relatively high bandwidth and a relatively long hop 
transmission period producing a relatively low bandwidth. 
This requires no supplementary data to be inserted into the 
signal. However, a correlation between bandwidth and trans 
mission period must be accepted. 
00.15 3. Varying the transmission period of a hop, wherein 
in one specific embodiment the pause period between the 
individual hops can additionally be varied as a further param 
eter. In this case, Supplementary data can also be inserted for 
the useful data, with the methods cited above being able to be 
used, in principle. 
0016. The changes to said signal parameters are advanta 
geously made during the Switching times of the frequency 
Switching and therefore apply for the entire duration of a hop. 
0017. The signal parameters can be changed for each new 
hop, but this is not necessary. By way of example, provision 
may also be made for a change to be made only for each 
second or third hop. Clearly, any other sequences of hops at 
which changes are meant to be made are also possible in this 
case. Pseudo random change patterns are likewise advanta 
geous in this context in order to hamper classification. 
0018. As a particular advantage, the following changes to 
signal properties are combined with one another: 
0019 a) changing the modulation type and changing the 
bandwidth. 
0020 b) changing the modulation type and changing the 
transmission period of a frequency hop—in addition to 
changing the transmission period, it is also possible for the 
pause period between two directly Successive frequency hops 
to be combined with changing the modulation type. 
0021 c) changing the bandwidth and changing the trans 
mission period of a frequency hop—in addition to changing 
the transmission period, it is also possible for the pause period 
between two directly Successive frequency hops to be com 
bined with changing the bandwidth. 
0022. The switching between the individual modulation 
types and the bandwidths and the adjustment of the transmis 
sion period of a hop are effected using a pseudo random 
pattern that can be generated using a key generator, for 
example (for example using a linear feedback shift register). 
This pattern needs to be the same for the transmitter and the 
receiver and is advantageously chosen Such that correlations 
between modulation type, bandwidth, transmission period of 
the hop and frequency range are minimized. 
0023. Without limiting the general nature, the method 
according to the invention can be used not only for transmit 
ting Voice but also for general data transmission (any bit 
streams). 
0024. The invention has the following advantages: 

0.025 Avoidance of de-hopping and of consequently 
possible decoding of the signal using the parameters 
signal bandwidth, power density distribution or modu 
lation type. As a result, potential de-hopping now has 
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only the direction (and possibly also the signal strength) 
available as a single selection criterion. However, as 
Soon as the frequency hopping range of the transmitteris 
larger than the scanning bandwidth of a direction finder, 
then although the direction of the individual transmis 
sion packets could be determined they would at best be 
perceived as various bursts from a particular direction. 

0026. Modulation type recognition units require a cer 
tain time in order to robustly recognize a modulation 
type. Although technological progress means that this 
period of time is becoming increasingly shorter, a rapid 
change—as made possible with the method according to 
the invention—makes recognition impossible while the 
(arbitrarily adjustable) transmission period of the fre 
quency hop is shorter than the time required for recog 
nition. 

0027. The high dimensionality of the adjustable param 
eters hampers the entry of Such a radio in an emitter 
database or makes it impossible. This in turnhampers or 
makes impossible automatic identification of the radio. 

0028. It is not possible to make out explicitly how many 
radioS/transmissions there are. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

0029. The invention is explained in more detail using spe 
cific exemplary embodiments with reference to figures, in 
which: 

0030 FIG. 1 shows the signal flow in the transmitter in 
accordance with a first embodiment of the method according 
to the invention; 
0031 FIG. 2 shows the signal flow in the transmitter in 
accordance with a second embodiment of the method accord 
ing to the invention; 
0032 FIG. 3 shows the control logic for the inventive 
variation of the signal parameters in the radio; 
0033 FIG. 4 shows the signal flow in the receiver on the 
basis of the method according to the invention; 
0034 FIG. 5 shows the control logic for the inventive 
variation of the signal parameters in the reception appliance. 

DETAILED DESCRIPTION 

0035 FIG. 1 illustrates the signal flow in the transmitter. 
Additional bits are inserted into the useful data (digitized 
Voice signal, binary data) from a Supplementary data source 
(for example generated pseudo random bits) or by producing 
repetitions of the useful data or by oversampling, depending 
on the current bandwidth and the modulation type used. The 
useful data and Supplementary data are distributed in the data 
stream on the basis of the positions or interleaving matrices 
prescribed by the controller. Next, the data stream extended in 
this manner is forwarded via a multiplexer to all modulators 
(one modulator per modulation type) in parallel, which pro 
duce IQ data in baseband. Inline with the currently prescribed 
modulation type, however, only one of the modulator output 
signals is passed to a mixer by means of a Switch. This mixer 
modulates the IQ data in line with the center frequency of the 
current hop into the prescribed RF band. As a result, the useful 
data to be transmitted are therefore modulated onto an RF 
carrier. The controller controls the signal production and pro 
vides the cited components with the parameters which are 
required for hop production. As can be seen from FIG. 1, the 
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controller also provides the modulators with the signal clock, 
as this is required for varying the signal bandwidth. 
0036. In the receiver, the received signal is down-con 
verted to baseband in light of the hop control described in 
FIG. 1 and is demodulated by the prescribed demodulator. 
The useful data are extracted from the inserted supplementary 
data on the basis of the pattern. In this context, the inserted 
Supplementary data can also be used to be able to determine 
the useful data more robustly. 
0037. In a further embodiment, which is not shown, the 
modulators can be driven in parallel (in this respect in an 
identical manner to FIG. 1). The baseband signals produced 
by each of the modulators are added and the Sum signal is 
up-converted to the intended RF frequencies. In this context, 
it is advantageous if the individual baseband signals have 
different IF frequencies in order to simulate a plurality of 
radios in the RF signal for an unauthorized receiver. 
0038 FIG. 2 shows the signal flow in the transmitter for a 
further embodiment of the method according to the invention. 
The difference in respect of the embodiment shown in FIG. 1 
is based on the data stream (useful data and possibly Supple 
mentary data inserted therein) shown in FIG.2 being supplied 
not to all modulators in parallel but rather only to the modu 
lator that is currently intended for producing the modulation. 
This is accomplished with an additional demultiplexer con 
nected downstream of the multiplexer and which forwards the 
output signal from the multiplexer only to the respectively 
active modulator. The remainder of the modulators are deac 
tivated. 

0039 Instead of one modulator for each modulation type, 
a further embodiment may also involve the provision of a 
universal modulator that is able to produce all required modu 
lation types. 
0040 FIG. 3 shows the control logic for switching the 
individual signal parameters, as implemented in the control 
ler (FIGS. 1 and 2). In this case, a pseudo random generator 
(e.g. in the form of a 16-bit linear feedback shift register) is 
used to actuate a decoder for the modulation type Switching, 
a decoder for the bandwidth switching, a decoder for the hop 
transmission period Switching, a decoder for the hop pause 
period Switching and a decoder for Switching the center fre 
quency, respectively. It should be noted here that the decoder 
for the bandwidth switching requires the data rate of the 
original signal, the modulation type, the hop transmission 
period and the hop pause period as further inputs. The respec 
tive output signal from the decoders is, as described in FIGS. 
1 and 2, used to control the signal flow in the transmitter. The 
control logic shown in FIG. 3 is in sync with the control logic 
provided in the reception appliance, which will be explained 
in more detail further below. 

0041. By way of example, the individual decoders can be 
actuated by virtue of individual bits from the pseudo random 
generator being used exclusively for actuating a particular 
decoder, e.g.: 

0.042 bits Nos. 1 to 4 for actuating the modulation type 
decoder, 

0.043 bits Nos. 5 and 6 for actuating the bandwidth 
decoder, etc. 

0044) For the number of bits required, the following 
applies, for example: 
0045 Number of bits per decoder-log (number of pos 
sible states, e.g. number of modulation types or number of 
bandwidths, etc.), rounded up to an integer. 
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0046 Alternatively, it is also possible for individual out 
puts (bits) of the pseudo random generator to be used for a 
plurality of decoders, but this can result in an undesirable 
correlation between the parameters that are to be varied. 
0047. In order to process the transmitted signals produced 
on the basis of the frequency hopping method according to the 
invention and to arrive at the useful data contained therein, the 
operating parameters Switched on a pseudo random basis 
during transmission need to be exactly simulated and 
adjusted in the receiver. To this end, first it is necessary for 
synchronization to occur between radio and radio receiver. 
This can be effected by a training or synchronization 
sequence (bit pattern) and/or a pulse pattern, which are 
exchanged between transmitter and receiver (handshake) on a 
user-defined (adjustable) channel prior to the actual transmis 
S1O. 

0.048 Depending on the signal properties produced during 
transmission, reception of the signal involves the following 
methods being used to extract the useful data: 
0049. 1. Switching the modulation type: a switch is made 

to the relevant demodulator in line with the modulation type 
used during transmission, e.g. (QPSK, FSK, ASK, FM, ...). 
0050 2. Switching the bandwidth: in order to be able to 
decode the data, it is necessary to filter out the added Supple 
mentary data from the transmitted data in the case of rela 
tively high bandwidths. This can be accomplished particu 
larly by means of one of the following alternatives: 

0051 undersampling the (analog) signal; 
0.052 using the known inserted (digital) information 
sequence to correct transmission errors at bit level and to 
parameterize the equalizer (using Channel estimation). 
The volume of supplementary data to be filtered out is 
obtained from the modulation alphabet and the clock 
rate of the modulator. 

0053 Filtering the (analog) voice signal in order to 
improve the Voice quality in the case of noisy transmis 
S1O. 

0054 If the bandwidth has been varied in the transmitter 
such that the data have been transmitted either in a relatively 
short or in a relatively long hop transmission period, no 
Supplementary data need to be inserted into the signal. The 
hop transmission period needs to be parameterized in the 
receiver by the controller accordingly. 
0055 3. Varying the transmission period of a hop: in this 
case it may also be necessary to remove Supplementary data, 
with the methods cited above being able to be used, in prin 
ciple. 
0056 FIG. 4 shows the signal flow in the receiver on the 
basis of an embodiment of the method according to the inven 
tion. 
0057 When the signal is received, the signal down-con 
Verted to baseband by a mixer is advantageously routed to a 
plurality of demodulators in parallel. The demodulators cor 
respond to the possible modulation types for the transmitted 
signal. Next, a multiplexer selects the data stream from the 
demodulator that is respectively required at this time and 
Supplies it to the further signal processing. 
0058 Alternatively, the down-converted signal can be 
switched directly to the currently required demodulator, as a 
result of which the multiplexerconnected downstream of the 
demodulators is not required. 
0059. In each of the two alternatives cited, the output 
signal from the currently required demodulator is Subse 
quently subjected to data extraction. This involves removing 
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the Supplementary bits inserted during the transmission. If the 
method of oversampling has been chosen to increase the 
bandwidth during transmission, the signal can in this case be 
undersampled in accordance with the oversampling factor. 
An advantage in this context is integer oversampling during 
transmission, as this allows the additional samples to be eas 
ily sorted out during reception. If error detection bits or error 
correction bits have been inserted as supplementary bits to 
increase the bandwidth, these can be used for error recogni 
tion or avoidance when they have been extracted. 
0060 FIG. 5 shows the control logic for the inventive 
variation of the signal parameters in the reception appliance. 
The control logic corresponds to the controller of the radio as 
shown in FIG. 3. So that the correct operating parameters, 
which are required on the basis of the current signal properties 
of the received signal, can be adjusted during reception, the 
controllers in the radio and in the reception appliance need to 
be synchronized to one another. By way of example, this can 
be accomplished by applying a training or synchronization 
sequence (bit pattern) and/or a pulse pattern to the pseudo 
random generators in the radio and reception appliance prior 
to the transmission. 
0061 The foregoing disclosure has been set forth merely 
to illustrate the invention and is not intended to be limiting. 
Since modifications of the disclosed embodiments incorpo 
rating the spirit and Substance of the invention may occur to 
persons skilled in the art, the invention should be construed to 
include everything within the scope of the appended claims 
and equivalents thereof. 

1-24. (canceled) 
25. A frequency hopping method for a radio, comprising: 
modulating a signal onto an RF carrier and transmitting the 
RF signal; 

varying, for a Subsequent signal of a Subsequent transmis 
sion following one or more frequency hops, at least two 
of the following signal properties on a pseudo random 
basis 
bandwidth, 
modulation type, 
transmission period of a frequency hop, 

transmitting the Subsequent signal with the varied at least 
two signal properties. 

26. The method as claimed in claim 25, wherein a change 
to the bandwidth or to the transmission period of the fre 
quency hop involves adding Supplementary data to useful 
data in the Subsequent signal. 

27. The method as claimed in claim 26, wherein supple 
mentary data are added by multiplying the useful data. 

28. The method as claimed in claim 26, wherein supple 
mentary data are added by oversampling the Subsequent sig 
nal. 

29. The method as claimed in claim 26, wherein supple 
mentary data are added by inserting pseudo random informa 
tion. 

30. The method as claimed in claim 26, wherein the supple 
mentary data are inserted into a data stream of the Subsequent 
signal as a block after the useful data. 

31. The method as claimed in claim 26, wherein the supple 
mentary data are inserted into a data stream of the Subsequent 
signal alternately with the useful databased on a scheme in 
bits of useful data, Zbits of supplementary data, n bits of 
useful data, Zbits of Supplementary data,..., where n and Z 
are integers. 
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32. The method as claimed in claim 31, wherein the param 
eters n and Z are dynamically changed during the transmis 
S1O. 

33. The method as claimed claim 26, wherein following 
addition of the Supplementary data, overall data comprising 
the Supplementary data and the useful data are permuted in 
accordance with an interleaver matrix. 

34. The method as claimed in claim 26, wherein the supple 
mentary data are added by inserting bits of an error recogni 
tion code or error correction code. 

35. The method as claimed in claim 25, wherein the band 
width is changed by changing a transmission period of a 
frequency hop. 

36. The method as claimed in claim 25, wherein a respec 
tive modulator produces individual modulation types, 
wherein the signal to be modulated is supplied to all of the 
respective modulators in parallel. 

37. The method as claimed in claim 36, wherein output 
signals from the respective modulators are added and these 
output signals have different intermediate frequencies. 

38. The method as claimed in claim 25, wherein a respec 
tive modulator produces individual modulation types, 
wherein the Subsequent signal to be modulated is Supplied 
only to that modulator which is used for a current frequency 
hop. 

39. The method as claimed in claim 38, wherein a pseudo 
random generator actuates at least two of the following 
decoders: 

a decoder for changing the modulation type, 
a decoder for changing the bandwidth, to which a data rate 

of the Subsequent signal, the transmission period of the 
frequency hop, a pause period between two directly 
Successive frequency hops and the modulation type are 
Supplied as further input variables, 

a decoder for changing the transmission period of the fre 
quency hop, 

a decoder for changing a center frequency of the Subse 
quent signal. 
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40. The method as claimed in claim 39, wherein particular 
output bits from the pseudo random generator are associated 
exclusively with a particular decoder. 

41. The method as claimed in claim 39, wherein particular 
output bits from the pseudo random generator are associated 
with a plurality of decoders. 

42. A method for receiving a frequency hopping signal by 
a receiver, comprising: 

receiving a transmitted frequency hopping signal; 
adjusting reception properties of the receiver correspond 

ing to a known pseudo random variation of at least two of 
the signal properties of the transmitted signal: 
bandwidth, 
modulation type, 
transmission period of a frequency hop, 

wherein the receiver is in sync with a transmitter of the 
transmitted frequency hopping signal. 

43. The method as claimed in claim 42, wherein a change 
to the bandwidth or to the transmission period of the fre 
quency hop involves filtering out Supplementary data. 

44. The method as claimed in claim 43, wherein the filtered 
Supplementary data are used to correct transmission errors on 
the basis of redundancy contained in the Supplementary data. 

45. The method as claimed in claim 43, wherein the filtered 
Supplementary data are used for channel estimation and to 
adjust an equalizer for correcting channel fading effects. 

46. The method as claimed in claim 43, wherein prior to the 
filtering out of the Supplementary data, data in an overall data 
stream are permuted in accordance with a deinterleaver 
matrix. 

47. The method as claimed in claim 43, wherein the supple 
mentary data are filtered out during transmission of analog 
signals by undersampling. 

48. The method as claimed in claim 47, wherein samples of 
the Supplementary data are used to improve a voice signal 
perturbed by transmission errors, using filters. 

c c c c c 


