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IDENTITY INFORMATION PROCESSING
METHOD, DATABASE CONTROL SYSTEM,
AND RELATED DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Application No. PCT/CN2016/098064, filed on Sep. 5,
2016, the disclosure of which is hereby incorporated by
reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communica-
tions technologies, and in particular, to an identity informa-
tion processing method, a database control system, a service
capability exposure function, a home subscriber server, and
a communications system.

BACKGROUND

[0003] In the era of mobile Internet, operators are con-
tinuously seeking for a technical manner of exposing a
teleservice capability and integrating the teleservice capa-
bility into an Internet service, to develop a new service mode
and a source of revenue.

[0004] Ina communications network that includes a third-
party application server and a service capability exposure
function SCEF, a 3GPP network device usually uses the
service capability exposure function SCEF to securely pro-
vide a third-party application server with a key function
device for service capability exposure in a 3GPP commu-
nications network.

[0005] According to a current standard, the third-party
application identifies UE by using an external identity
(External identity). However, a correspondence between the
external identity and a UE identity IMSI/MSISDN needs to
be subscribed in an HSS for the identity. Therefore, when the
third-party application performs a monitoring event, a third-
party application SCS/AS requests network information
from a related 3GPP device by using the SCEF, and a 3GPP
network element device determines UE identity information
(an IMSI/MSISDN value) based on the subscribed corre-
spondence, to obtain network information that is in a 3GPP
network and that is of a UE corresponding to the UE identity
information.

[0006] Through research on the prior art, the inventor of
this application finds that the prior art has the following
problems:

[0007] In the prior art, a correspondence between an
external identity information and an IMSI/MSISDN needs to
be subscribed in a subscription database in advance for each
UE. Consequently, a subscription process is complex, main-
tenance is inconvenient when a data volume is large, and
load of the subscription database is increased.

SUMMARY

[0008] Embodiments of this application provide an iden-
tity information processing method, a database control sys-
tem, a service capability exposure function, and a home
subscriber server, so as to dynamically establish a corre-
spondence between external identity information and intra-
network identity information.
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[0009] A first aspect of the embodiments of this applica-
tion provides an identity information processing method,
including:

[0010] After a third-party application server receives an [P
address of UE and allocates external identity information to
the UE, a database control system obtains registration infor-
mation sent by the third-party application server. The reg-
istration information includes the IP address and the external
identity information that are corresponding to each other, in
other words, the IP address and the external identity infor-
mation belong to same UE. The external identity informa-
tion is allocated by the third-party application server to a
UE, and the external identity information is used to identify
the UE in an external device of a communications network,
for example, the third-party application server.

[0011] After the database control system obtains the IP
address in the registration information, the database control
system sends the IP address to a target network element, so
that the target network element can perform corresponding
processing based on the IP address.

[0012] The database control system receives intra-network
identity information from the target network element. The
intra-network identity information is obtained by the target
network element based on the IP address, the intra-network
identity information may be information used to uniquely
identify a terminal in the communications network, for
example, may be an IMSI/MSISDN or a private IP address.
The corresponding terminal may be determined by using the
intra-network identity information, the intra-network iden-
tity information may be stored in the target network element,
and the target network element may find the corresponding
intra-network identity information by using the obtained IP
address.

[0013] After the database control system obtains the intra-
network identity information, the database control system
establishes a correspondence between the external identity
information and the intra-network identity information.
[0014] In the solution provided in this embodiment of this
application, the database control system may establish the
correspondence between the external identity information
and the intra-network identity information by obtaining the
external identity information from the third-party applica-
tion server and obtaining the intra-network identity infor-
mation from the target network element. In this way, the
correspondence between the external identity information
and the intra-network identity information is dynamically
established, so as to reduce correspondence establishment
complexity compared with the prior art.

[0015] Optionally, there may be the following possible
implementations of sending, by the database control system,
the IP address to the target network element and receiving
intra-network identity information from the target network
element.

[0016] With reference to the first aspect of the embodi-
ments of this application, in a first implementation of the
first aspect of the embodiments of this application, the target
network element includes a PGW, and the intra-network
identity information includes an IMSI/MSISDN. Informa-
tion stored in the PGW includes the IMSI/MSISDN, and
therefore, the IMSI/MSISDN, of the UE, that is correspond-
ing to the IP address may be obtained from the PGW.
[0017] Optionally, with reference to the first implementa-
tion of the first aspect of the embodiments of this applica-
tion, in a second implementation of the first aspect of the
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embodiments of this application, when the IP address is a
public IP address, the method further includes: Because the
PGW is both an entrance from which an external network
sends data to the UE and a device that is responsible for
allocating the IP address to the UE, after the PGW receives
the public IP address sent by the database control system, the
PGW obtains a private IP address based on the public IP
address; the PGW obtains the IMSI/MSISDN based on the
private IP address; and the PGW sends the IMSI/MSISDN
to the database control system. Alternatively, when the IP
address is a private IP address, the method further includes:
The PGW receives the private IP address sent by the
database control system; the PGW obtains the IMSI/
MSISDN based on the private IP address; and the PGW
sends the IMSI/MSISDN to the database control system.
[0018] Optionally, with reference to the first aspect of the
embodiments of this application, in a third implementation
of'the first aspect of the embodiments of this application, the
target network element includes a MEC, the MEC is pro-
vided with a NAT function, the IP address is a public IP
address, the intra-network identity information includes a
private IP address, and the database control system obtains
the private IP address from the MEC. The private IP address
is obtained by the MEC based on the public IP address.
Because the MEC stores the private IP address of the UE, the
database control system may obtain, from the MEC, the
private IP address, of the UE, that is corresponding to the
public IP address, to establish the correspondence between
the external identity information and the private IP address.
[0019] Optionally, with reference to the third implemen-
tation of the first aspect of the embodiments of this appli-
cation, in a fourth implementation of the first aspect of the
embodiments of this application, after the database control
system establishes the correspondence between the external
identity information and the intra-network identity informa-
tion, the method further includes:

[0020] The database control system receives a deletion
request sent by the third-party application server, and the
deletion request is generated by the third-party application
server when a terminal corresponding to the private 1P
address exits the third-party application server.

[0021] The database control system deletes the correspon-
dence between the external identity information and the
private IP address in the intra-network identity information
according to the deletion request. A different private IP
address may be assigned to the UE each time the UE
accesses a network. To update in time the correspondence
between the external identity information and the private IP
address in the database control system, the third-party appli-
cation server may generate the deletion request after the
third-party application server detects that the UE exits the
third-party application server, to instruct the database con-
trol system to delete the correspondence between the exter-
nal identity information and the private IP address of the UE.
[0022] Optionally, with reference to any one of the first
aspect, or the first to the fourth implementations of the first
aspect of the embodiments of this application, in a fifth
implementation of the first aspect of the embodiments of this
application, after the database control system establishes the
correspondence between the external identity information
and the intra-network identity information, the method fur-
ther includes: The database control system receives external
identity information sent by a preset network element, in
other words, after the database control system completes
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establishment of the correspondence between the external
identity information and the intra-network identity informa-
tion, the database control system may receive external
identity information sent by another network element. In this
way, the database control system may determine, based on
the correspondence between the external identity informa-
tion and the intra-network identity information, an IMSI/
MSISDN that is corresponding to the external identity
information sent by the preset network element. Then, the
database control system sends the determined IMSI/
MSISDN to the preset network element. In this way, the
database control system may provide a related network
element with the intra-network identity information by using
the established correspondence between the external identity
information and the intra-network identity information.
[0023] Optionally, the preset network element in the fifth
implementation includes an HSS, an SCEF, or a MEC.
[0024] Optionally, with reference to the first implementa-
tion of the first aspect of the embodiments of this applica-
tion, in a sixth implementation of the first aspect of the
embodiments of this application, when the database control
system obtains the intra-network identity information from
the PGW, the database control system obtains, from the
PGW, an identity IP address corresponding to the intra-
network identity information. The identity IP address is
determined by the PGW based on the IP address, so that the
IP address is associated with the identified IP address. After
the database control system obtains the identified IP address,
the database control system establishes a correspondence
between the external identity information and an IMSI/
MSISDN based on the IP address sent by the third-party
application server and the identity IP address sent by the
PGW. The IP address and the external identity information
that are in the registration information sent by the third-party
application server are corresponding to each other, and the
intra-network identity information and the identity IP
address that are sent by the PGW are corresponding to each
other. Because the identity IP address is determined by the
PGW based on the IP address, the correspondence between
the external identity information and the IMSI/MSISDN
may be conveniently established by using the association
between the IP address and the identity IP address without
requiring other information, thereby improving correspon-
dence establishment efficiency.

[0025] Optionally, based on the sixth implementation, the
method in this embodiment of this application further
includes: A correspondence between the external identity
information, the IP address and/or the identity IP address,
and the IMSI/MSISDN is established by using the associa-
tion between the IP address and the identity IP address, so
that the correspondence includes richer content to provide
more services for other network elements.

[0026] A second aspect of the embodiments of this appli-
cation provides an identity information processing method,
including:

[0027] When a third-party application server needs to
perform a monitoring event on UE in the third-party appli-
cation server, a service capability exposure function SCEF
receives a first monitoring request sent by the third-party
application server. The first monitoring request includes
external identity information and monitoring type informa-
tion, the monitoring type information is used to indicate a
type of the monitoring event of the third-party application
server, and the UE corresponding to the monitoring event in
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the monitoring type information is the same as UE corre-
sponding to the external identity information.

[0028] The SCEF sends the external identity information
to a database control system.

[0029] The SCEF receives intra-network identity informa-
tion sent by the database control system, and the intra-
network identity information is obtained by the database
control system from a pre-established correspondence
between the external identity information and the intra-
network identity information based on the external identity
information sent by the SCEF.

[0030] After the SCEF obtains the intra-network identity
information, the SCEF sends a second monitoring request to
an HSS, and the second monitoring request includes the
intra-network identity information and the monitoring type
information, so that after determining a corresponding MME
based on the intra-network identity information, the HSS
requests, from the MME, monitoring event information
corresponding to the monitoring type information.

[0031] In the solution provided in this embodiment of this
application, the SCEF may obtain the intra-network identity
information from the database control system, to perform
the monitoring request initiated by the third-party applica-
tion server. However, in the prior art, the SCEF obtains the
intra-network identity information from subscription data of
the HSS. In the method in this embodiment of this applica-
tion, the correspondence between the intra-network identity
information and the external identity information is stored in
the database control system instead of the HSS, so as to
reduce data maintenance of the HSS and the like.

[0032] Optionally, with reference to the second aspect of
the embodiments of this application, the intra-network iden-
tity information includes an IMSI or an MSISDN. The IMSI
or the MSISDN in the intra-network identity information for
communication may identify the UE. The SCEF obtains the
IMSI or the MSISDN, and sends the IMSI or the MSISDN
to the HSS, so that the HSS can determine, based on the
IMSI or the MSISDN, the MME in which the UE is located,
to request the MME to perform the monitoring request
initiated by the third-party application server.

[0033] A third aspect of the embodiments of this applica-
tion provides an identity information processing method,
including:

[0034] After a third-party application server initiates a
monitoring event to UE in the third-party application server
to send a monitoring request to an SCEF, and the SCEF
obtains external identity information and monitoring type
information, the SCEF sends a monitoring request to an
HSS, and the HSS obtains the external identity information
and the monitoring type information from the SCEF.
[0035] The HSS sends the external identity information to
a database control system.

[0036] The HSS receives intra-network identity informa-
tion sent by the database control system, and the intra-
network identity information is obtained by the database
control system from a pre-established correspondence
between the external identity information and the intra-
network identity information based on the external identity
information sent by the HSS.

[0037] Because an MME may process the monitoring
event initiated by the third-party application server, the HSS
determines the MME based on the intra-network identity
information.
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[0038] The HSS requests, from the MME, monitoring
event information corresponding to the monitoring type
information, so that the MME can process the monitoring
event initiated by the third-party application server.

[0039] In the identity information processing method in
this embodiment of this application, after obtaining the
external identity information and the monitoring type infor-
mation, the HSS may send the external identity information
to the database control system that pre-establishes the cor-
respondence between the external identity information and
the intra-network identity information, so that the database
control system returns the corresponding intra-network
identity information IMSI/MSISDN. The HSS determines
the MME based on the IMSI/MSISDN, and initiates, to the
MME, the monitoring request corresponding to the moni-
toring type information. The HSS may obtain the IMSI/
MSISDN from the database control system. However, in the
prior art, the HSS obtains the IMSI/MSISDN from subscrip-
tion data of the HSS. In the method in this embodiment of
this application, the correspondence between the intra-net-
work identity information IMSI/MSISDN and the external
identity information is stored in the database control system,
so as to reduce data maintenance of the HSS and the like.
[0040] Optionally, with reference to the third aspect of the
embodiments of this application, the intra-network identity
information includes an IMSI or an MSISDN. The IMSI or
the MSISDN in the intra-network identity information for
communication may identify the UE. The HSS obtains the
IMSI or the MSISDN, so that the HSS can determine, based
on the IMSI or the MSISDN, the MME in which the UE is
located, to request the MME to perform the monitoring
request initiated by the third-party application server.
[0041] A fourth aspect of the embodiments of this appli-
cation provides a database control system, where the data-
base control system has functions of the foregoing database
control system. The functions may be implemented by using
hardware, or may be implemented by executing correspond-
ing software by hardware. The hardware or the software
includes one or more modules corresponding to the func-
tions.

[0042] In a possible implementation, the database control
system includes:

[0043] a first receiving unit, configured to receive regis-
tration information sent by a third-party application server,
where the registration information includes an IP address of
UE and external identity information of the UE, and the
external identity information is allocated by the third-party
application server to the UE;

[0044] a first sending unit, configured to send the IP
address to a target network element, where

[0045] the first receiving unit is further configured to
receive intra-network identity information of the UE that is
returned by the target network element based on the IP
address; and

[0046] a first processing unit, configured to establish a
correspondence between the external identity information
and the intra-network identity information.

[0047] In another possible implementation, the database
control system includes:

[0048] a transceiver and a processor, where

[0049] the transceiver performs the following action:
receiving registration information sent by a third-party
application server, where the registration information
includes an IP address and external identity information that
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are corresponding to each other, and the external identity
information is allocated by the third-party application server
to a UE;

[0050] the transceiver further performs the following
action: sending the IP address to a target network element;
[0051] the transceiver further performs the following
action: receiving intra-network identity information sent by
the target network element, where the intra-network identity
information is obtained by the target network element based
on the IP address; and

[0052] the processor performs the following action: estab-
lishing a correspondence between the external identity infor-
mation and the intra-network identity information.

[0053] A fifth aspect of the embodiments of this applica-
tion provides a service capability exposure function, where
the service capability exposure function has functions of the
foregoing database control system. The functions may be
implemented by using hardware, or may be implemented by
executing corresponding software by hardware. The hard-
ware or the software includes one or more modules corre-
sponding to the functions.

[0054] Ina possible implementation, the service capability
exposure function includes:

[0055] a third receiving unit, configured to receive a first
monitoring request sent by a third-party application server,
where the first monitoring request includes external identity
information and monitoring type information; and

[0056] a third sending unit, configured to send the external
identity information to a database control system, where
[0057] the third receiving unit is configured to receive
intra-network identity information sent by the database
control system, where the intra-network identity information
is obtained by the database control system from a pre-
established correspondence between the external identity
information and the intra-network identity information
based on the external identity information sent by the SCEF;
and

[0058] the third sending unit is configured to send a
second monitoring request to an HSS, where the second
monitoring request includes the intra-network identity infor-
mation and the monitoring type information, so that after
determining a corresponding MME based on the intra-
network identity information, the HSS requests, from the
MME, monitoring event information corresponding to the
monitoring type information.

[0059] In another possible implementation, the service
capability exposure function includes:

[0060] a transceiver and a processor, where

[0061] the transceiver performs the following action:
receiving a first monitoring request sent by a third-party
application server, where the first monitoring request
includes external identity information and monitoring type
information;

[0062] the transceiver further performs the following
action: sending the external identity information to a data-
base control system;

[0063] the transceiver further performs the following
action: receiving intra-network identity information sent by
the database control system, where the intra-network iden-
tity information is obtained by the database control system
from a pre-established correspondence between the external
identity information and the intra-network identity informa-
tion based on the external identity information sent by the
SCEF; and
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[0064] the transceiver further performs the following
action: sending a second monitoring request to an HSS,
where the second monitoring request includes the intra-
network identity information and the monitoring type infor-
mation, so that after determining a corresponding MME
based on the intra-network identity information, the HSS
requests, from the MME, monitoring event information
corresponding to the monitoring type information.

[0065] A sixth aspect of the embodiments of this applica-
tion provides a home subscriber server, where the home
subscriber server has functions of the foregoing database
control system. The functions may be implemented by using
hardware, or may be implemented by executing correspond-
ing software by hardware. The hardware or the software
includes one or more modules corresponding to the func-
tions.

[0066] In a possible implementation, the home subscriber
server includes:
[0067] a fourth receiving unit, configured to receive exter-

nal identity information and monitoring type information
that are sent by an SCEF;

[0068] a fourth sending unit, configured to send the exter-
nal identity information to a database control system, where
[0069] the fourth receiving unit is configured to receive
intra-network identity information sent by the database
control system, where the intra-network identity information
is obtained by the database control system from a pre-
established correspondence between the external identity
information and the intra-network identity information
based on the external identity information sent by the fourth
sending unit; and

[0070] a fourth processing unit, configured to determine
an MME based on the intra-network identity information,
where

[0071] the fourth sending unit is configured to request,
from the MME, monitoring event information correspond-
ing to the monitoring type information.

[0072] In another possible implementation, the home sub-
scriber server includes:

[0073]

[0074] the transceiver performs the following action:
receiving external identity information and monitoring type
information that are sent by an SCEF;

[0075] the transceiver further performs the following
action: sending the external identity information to a data-
base control system;

[0076] the transceiver further performs the following
action: receiving intra-network identity information sent by
the database control system, where the intra-network iden-
tity information is obtained by the database control system
from a pre-established correspondence between the external
identity information and the intra-network identity informa-
tion based on the external identity information sent by the
transceiver;

[0077] the processor performs the following action: deter-
mining an MME based on the intra-network identity infor-
mation; and

[0078] the transceiver further performs the following
action: requesting, from the MME, monitoring event infor-
mation corresponding to the monitoring type information.
[0079] A seventh aspect of the embodiments of this appli-
cation provides a computer storage medium, where the

a transceiver and a processor, where
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computer storage medium stores program code, and the
program code is used to instruct to perform the method in the
first aspect.

[0080] An eighth aspect of the embodiments of this appli-
cation provides a computer storage medium, where the
computer storage medium stores program code, and the
program code is used to instruct to perform the method in the
second aspect.

[0081] A ninth aspect of the embodiments of this appli-
cation provides a computer storage medium, where the
computer storage medium stores program code, and the
program code is used to instruct to perform the method in the
third aspect.

[0082] A tenth aspect of the embodiments of this applica-
tion provides a communications system. In a first possible
implementation of the tenth aspect, the communications
system includes a database control system, a target network
element, and a third-party application server. The database
control system is the database control system in the fourth
aspect, and the database control system may be configured
to implement functions of the database control system in the
first aspect.

[0083] Optionally, with reference to the first possible
implementation of the tenth aspect, in a second implemen-
tation, the target network element includes a PGW or a
MEC.

[0084] Optionally, with reference to the first possible
implementation of the tenth aspect, in a third implementa-
tion, the communications system further includes a service
capability exposure function and a home subscriber server.
[0085] The service capability exposure function is the
service capability exposure function in the fifth aspect, and
the service capability exposure function may be configured
to implement functions of the service capability exposure
function in the second aspect.

[0086] The home subscriber server is the home subscriber
server in the sixth aspect, and the home subscriber server
may be configured to implement functions of the home
subscriber server in the third aspect.

[0087] The embodiments of this application have the
following advantages:

[0088] The database control system obtains the registra-
tion information that is sent by the third-party application
server and that includes the IP address of the UE and the
external identity information of the UE, and the external
identity information is allocated by the third-party applica-
tion server to the UE. The database control system sends the
IP address to the target network element, so that after the
target network element obtains the intra-network identity
information based on the IP address, the database control
system obtains the intra-network identity information from
the target network element. The database control system
may establish the correspondence between the external
identity information and the intra-network identity informa-
tion. In this way, the database control system may establish
the correspondence between the external identity informa-
tion and the intra-network identity information by obtaining
the external identity information from the third-party appli-
cation server and obtaining the intra-network identity infor-
mation from the target network element. However, in the
prior art, a correspondence between external identity infor-
mation and intra-network identity information in a commu-
nications network is recorded in an HSS through subscrip-
tion, and consequently the subscription process is complex,
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and a large amount of data is to be maintained. In the method
in the embodiments of this application, the correspondence
between the external identity information and the intra-
network identity information is dynamically established, so
as to reduce correspondence establishment complexity com-
pared with the prior art.

BRIEF DESCRIPTION OF DRAWINGS

[0089] FIG. 1is a schematic diagram of a communications
network architecture according to embodiments of this
application;

[0090] FIG. 2 is a schematic diagram of an identity
information processing method according to an embodiment
of this application;

[0091] FIG. 3 is a schematic diagram of an identity
information processing method according to another
embodiment of this application;

[0092] FIG. 4 is a schematic diagram of an identity
information processing method according to another
embodiment of this application;

[0093] FIG. 5 is a schematic diagram of an identity
information processing method according to an embodiment
of this application;

[0094] FIG. 6 is a schematic diagram of an identity
information processing method according to another
embodiment of this application;

[0095] FIG. 7 is a schematic structural diagram of a
database control system according to an embodiment of this
application;

[0096] FIG. 8 is a schematic structural diagram of a PGW
according to an embodiment of this application;

[0097] FIG. 9 is a schematic structural diagram of hard-
ware of a database control system according to an embodi-
ment of this application;

[0098] FIG. 10 is a schematic structural diagram of a
service capability exposure function according to an
embodiment of this application;

[0099] FIG. 11 is a schematic structural diagram of a home
subscriber server according to an embodiment of this appli-
cation; and

[0100] FIG. 12 is a network architecture diagram of a
communications system according to an embodiment of this
application.

DESCRIPTION OF EMBODIMENTS

[0101] The following clearly describes the technical solu-
tions in the embodiments of this application with reference
to the accompanying drawings in the embodiments of this
application. Apparently, the described embodiments are
merely some but not all of the embodiments of this appli-
cation. All other embodiments obtained by persons skilled in
the art based on the embodiments of this application without
creative efforts shall fall within the protection scope of this
application.

[0102] In the specification, claims, and accompanying
drawings of this application, the terms “first”, “second”,
“third”, “fourth™, and so on (if any) are intended to distin-
guish between similar objects but do not necessarily indicate
a specific order or sequence. It should be understood that the
data termed in such a way are interchangeable in proper
circumstances so that the embodiments described herein can
be implemented in other orders than the order illustrated or

2

described herein. Moreover, the terms “include”, “contain”
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and any other variants mean to cover the non-exclusive
inclusion, for example, a process, method, system, product,
or device that includes a list of steps or units is not
necessarily limited to those expressly listed steps or units,
but may include other steps or units not expressly listed or
inherent to such a process, method, system, product, or
device.

[0103] Referring to a communications network architec-
ture shown in FIG. 1, the communications network archi-
tecture includes network elements such as an SCEF (English
full name: Service Capability Exposure Function), an HSS
(English full name: Home Subscriber Server), a PGW (Eng-
lish full name: PDN Gateway), an MME (English full name:
Mobility Management Entity), an eNB (English full name:
E-UTRAN NodeB), and a third-party application server
SCS/AS. An SCS (English full name: Service Capability
Server) and an AS (English full name: Application Server)
are third-party application servers in the embodiments of
this application. The SCEF may securely provide a third-
party application with a key function for service capability
exposure in a communications network by using a 3GPP
network interface.

[0104] In some embodiments of this application, the net-
work architecture shown in FIG. 1 further includes a data-
base control system, and the database control system may
establish a correspondence between external identity infor-
mation and intra-network identity information.

[0105] In some embodiments of this application, a NAT
(English full name: Network Address Translation) device is
deployed in the network architecture shown in FIG. 1.

[0106] In some embodiments of this application, the com-
munications network architecture shown in FIG. 1 further
includes a MEC (English full name: Mobile Edge Comput-
ing). The MEC is provided with a NAT function in some
embodiments.

[0107] According to a current standard, the third-party
application identifies UE (English full name: User Equip-
ment) by using external identity information, and a corre-
spondence between the external identity information and an
identity IMSI (English full name: International Mobile Sub-
scriber Identification Number)/MSISDN (English full name:
Mobile Subscriber International ISDN/PSTN number) of the
UE is subscribed in the HSS. Consequently, a large amount
of data is to be maintained for the HSS, and such a
subscription process is relatively complex. After the corre-
spondence between the external identity information and the
identity IMSI/MSISDN of the UE is subscribed in the HSS,
the third-party application server sends, to the SCEF, a
monitoring request that includes external identity informa-
tion of the UE and a monitoring event type. The SCEF
obtains identity information (an IMST\MSISDN) of the UE
from the HSS based on the external identity information,
obtains, based on the IMSI\MSISDN of the UE, an MME or
an SGSN to which the UE is attached, and requests corre-
sponding monitoring information from the MME/SGSN, for
example, sends a subscription data insertion request to the
MME/SGSN, so that the MME/SGSN (English full name:
Serving GPRS Support Node) performs corresponding pro-
cessing. Then, the MME/SGSN sends a subscription data
insertion reply to the HSS, so that the HSS sends a moni-
toring response to the SCEF. After receiving the monitoring
response, the SCEF sends the monitoring response to the

Jun. 27,2019

third-party application server SCS/AS, to complete the
monitoring request initiated by the third-party application
server.

[0108] In an identity information processing method
according to an embodiment of this application, the database
control system obtains registration information that is sent
by the third-party application server and that includes an IP
(English full name: Internet Protocol) address and external
identity information, and the external identity information is
allocated by the third-party application server to a UE. The
database control system sends the IP address to a target
network element, so that after the target network element
obtains intra-network identity information based on the IP
address, the database control system obtains the intra-net-
work identity information from the target network element.
In this way, the database control system may establish a
correspondence between the external identity information
and the intra-network identity information. In this way, the
database control system may establish the correspondence
between the external identity information and the intra-
network identity information by obtaining the external iden-
tity information from the third-party application server and
obtaining the intra-network identity information from the
target network element. However, in the prior art, a corre-
spondence between external identity information and intra-
network identity information in a communications network
is recorded in an HSS through configuration, and conse-
quently the configuration process is complex, and a large
amount of data is to be maintained. In the method in this
embodiment of this application, the correspondence between
the external identity information and the intra-network iden-
tity information is dynamically established, so as to reduce
correspondence establishment complexity compared with
the prior art.

[0109] The identity information processing method in this
embodiment of this application includes establishing the
correspondence between the external identity information
and the intra-network identity information, and includes
usage of the correspondence in some embodiments.

[0110] It can be understood that the intra-network identity
information in this embodiment of this application is infor-
mation that may be used to uniquely identify the UE in a
communications network, and the communications network
includes a 3GPP communications network. For example, the
intra-network identity information includes but is not limited
to an IMSI/MSISDN, a private IP address, and the like, and
the IMSI/MSISDN includes either an IMSI or an MSISDN.
However, in some embodiments of this application, the
intra-network identity information may include both the
IMSI and the MSISDN, in other words, the correspondence
between the external identity information and the intra-
network identity information includes both the IMSI and the
MSISDN. This is not limited in this embodiment of this
application.

[0111] In the identity information processing method in
this embodiment of this application, there are a plurality of
specific methods for establishing the correspondence
between the external identity information and the intra-
network identity information. Two methods thereof are
illustrated below.

[0112] 1. The database control system obtains the intra-
network identity information from the PGW to establish the
correspondence between the external identity information
and the intra-network identity information.
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[0113] It can be understood that an embodiment shown in
FIG. 2 is described by using the PGW as an example. In an
identity information processing method in this embodiment
of this application, the database control system may obtain
the intra-network identity information from another gateway
device, provided that the gateway device is a device that
includes an IP address assigned to the UE and/or stores one
or more pieces of intra-network identity information such as
an IMSI and an MSISDN. This is not specifically limited in
this embodiment of this application.

[0114] Referring to the identity information processing
method shown in FIG. 2, the method may be applied to the
network architecture shown in FIG. 1. A procedure of the
method includes the following steps.

[0115] Step 201: UE logs in to a third-party application
server.
[0116] The UE logs in to the third-party application server

to connect to the third-party application server. In some
embodiments, the UE may log in to the third-party appli-
cation server for the first time, and a user may register with
the third-party application server by using the UE, in other
words, the UE registers as a member of a third-party
application.

[0117] For example, the user logs in to a database control
system of a third-party application Microblog A by using a
mobile phone, and registers as a new user of Microblog A.
[0118] Step 202: The third-party application server allo-
cates external identity information to the UE, and obtains a
public IP address of the UE.

[0119] After the UE connects to the third-party application
server, the third-party application server allocates the exter-
nal identity information to the UE, and the third-party
application server obtains an IP address of the UE. The
external identity information is allocated by the third-party
application server to the UE, and may be used to identify the
UE in the third-party application server. For example, the
external identity information may be account identity infor-
mation used by the third-party application to identify the
UE. The third-party application server may obtain the IP
address of the UE from a data packet sent by the UE. In some
embodiments, the third-party application server has allo-
cated the external identity information to the UE and stored
the external identity information. In this case, the third-party
application server may obtain the prestored external identity
information. After determining the IP address of the UE and
the external identity information, the third-party application
server may send the IP address and the external identity
information to a database control system.

[0120] For example, the UE registers with the application
Microblog A by using an account name “AA123”, the
database control system of the application Microblog A
allocates external identity information “AA123” to the
newly registered UE, and obtains a public IP address:
“145.13.0.0” of the UE from the data packet sent by the UE.
[0121] It can be understood that in some embodiments of
this application, the IP address obtained by the third-party
application server may be a private IP address.

[0122] Step 203: A database control system obtains reg-
istration information sent by the third-party application
server.

[0123] The registration information includes the IP
address of the UE and the external identity information of
the UE. The IP address and the external identity information
are corresponding to each other, in other words, the IP
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address and the external identity information belong to same
UE. The registration information is information that is sent
by the third-party application server to the database control
system and that includes the IP address and the external
identity information. In some embodiments, the registration
information may have other names. This is not specifically
limited in this embodiment of this application. To enable the
database control system to establish a correspondence, the
third-party application server in this embodiment sends the
IP address and the external identity information to the
database control system by using the registration informa-
tion.

[0124] It can be understood that the IP address in the
registration information may be a public IP address or a
private IP address. This is not specifically limited in this
embodiment of this application.

[0125] A public network and a private network are two
Internet access manners.

[0126] In a private network access manner, an [P address
obtained by a computer accessing a network is a reserved
address in the Internet, and the reserved address is in the
following three forms: 10.x.x.x, 172.16.xx to 172.31.x.x,
and 192.168.x.x. A computer accessing a private network
accesses the Internet according to a NAT (network address
translation) protocol by using a common gateway. The
computer accessing the private network may send a con-
nection request to other computers in the Internet, but other
computers in the Internet cannot send a connection request
to the computer accessing the private network.

[0127] In a public network access manner, an IP address
obtained by a computer accessing a network is a non-
reserved address in the Internet. A computer accessing a
public network and other computers in the Internet may
randomly access each other.

[0128] NAT (Network Address Translation) implements
mutual translation between a private IP address and a public
IP address, and translates a large quantity of private IP
addresses into one or a few public IP addresses, so as to use
fewer public IP addresses. A most typical application of the
NAT is as follows: In a local area network, the NAT may be
used to share an Internet connection to allow other comput-
ers in the local area network to access the Internet, provided
that only one computer accesses the Internet. By using the
NAT protocol, a computer in the local area network may
access a computer in the Internet, but the computer in the
Internet cannot access the computer in the local area net-
work. Software such as Internet connection sharing in a
Windows operating system, Sygate, WinRoute, and natd in
UNIX/Linux uses the NAT protocol to share an Internet
connection. Almost all private network Internet access man-
ners provided by ISPs (Internet service providers) are based
on the NAT protocol.

[0129] Step 204: The database control system sends an IP
address to a PGW.

[0130] After the database control system obtains the IP
address of the UE, the database control system sends the IP
address to the PGW. The IP address includes a public IP
address and/or a private IP address.

[0131] For example, after the database control system
obtains the IP address in the registration information, when
the database control system determines that there is no
intra-network identity information corresponding to the
external identity information in the registration information,
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the database control system sends the [P address to the PGW
to obtain the corresponding intra-network identity informa-
tion.

[0132] Step 205: The PGW obtains an IMSI/MSISDN
based on the IP address.

[0133] When the IP address is the public IP address, the
PGW is both an entrance from which an external network
sends data to the UE and a device that is responsible for
allocating the IP address to the UE. After obtaining the
public IP address, the PGW may obtain, based on the public
IP address of the UE, a corresponding private IP address
from information stored in the PGW, and obtain the IMSI/
MSISDN of the UE. After determining that the IMSI/
MSISDN is the intra-network identity information, the PGW
sends the IMSI/MSISDN to the database control system as
the intra-network identity information.

[0134] Insomeembodiments, a NAT device is deployed in
a communications network. The database control system
sends the public IP address to the PGW, the PGW may
obtain the private IP address by using the NAT device based
on the public IP address sent by the database control system,
and the PGW obtains the IMSI/MSISDN based on the
private 1P address, and sends the private IP address, the
public IP address, and the IMSI/MSISDN to the database
control system. The private IP address and the public IP
address may be recorded as an identity IP address, and the
public IP address is the same as the public IP address
obtained from the database control system. After being sent
to the database control system, the identity IP address is used
to enable the database control system to match indexes
based on the IP address and the identity IP address and
establish a correspondence between the intra-network iden-
tity information and the external identity information.
Optionally, the identity IP address may include a public IP
address or a private IP address, in other words, the identity
1P address may be the private IP address or the public IP
address, or include both the private IP address and the public
IP address. This is not specifically limited in this embodi-
ment of this application. In this embodiment of this appli-
cation, the PGW uses the private IP address and the public
IP address as the identity IP address, and sends, to the
database control system, both the identity IP address and the
intra-network identity information IMSI/MSISDN that are
corresponding to each other.

[0135] For example, after the PGW obtains a public IP
address “145.13.0.0” sent by the database control system,
the PGW finds, based on the public IP address, a private IP
address, of the UE, that is corresponding to the public IP
address: “145.13.3.10”, and a corresponding IMSI/
MSISDN: “460030912121001/13912345678”. The PGW
determines the IMSI/MSISDN as the intra-network identity
information, and determines the public IP address “145.13.
0.0” and the private IP address “145.13.3.10” as identity IP
addresses. The PGW sends the IMSI/MSISDN, the private
1P address “145.13.3.10”, and the public IP address “145.
13.0.0” to the database control system.

[0136] When the IP address is the private IP address, the
database control system may send the private IP address to
the PGW. After receiving the private IP address sent by the
database control system, the PGW obtains the corresponding
IMSI/MSISDN based on the private IP address, and sends
the IMSI/MSISDN to the database control system. In some
embodiments, the PGW further returns the identity IP
address to the database control system. In this case, the PGW
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may determine the private IP address as the identity IP
address, or may determine both the public IP address
received by the PGW and the private IP address as the
identity IP addresses.

[0137] It can be understood that the PGW may send the
intra-network identity information IMSI/MSISDN to the
database control system, or the PGW may send both the
IMSI/MSISDN and the identity IP address to the database
control system.

[0138] Step 206: The database control system receives
intra-network identity information sent by the PGW, where
the intra-network identity information includes the IMSI/
MSISDN.

[0139] The PGW sends the IMSI/MSISDN to the database
control system, so that the database control system obtains
the IMSI/MSISDN. When the PGW further sends other
information, the database control system may also obtain the
other information. For example, in this embodiment, when
obtaining the intra-network identity information IMSI/
MSISDN from the PGW, the database control system
obtains the identity IP address: a private IP address or a
public IP address from the PGW. The intra-network identity
information IMSI/MSISDN and the identity IP address are
corresponding to each other and belong to same UE.
[0140] Step 207: The database control system establishes
a correspondence between the external identity information
and the IMSI/MSISDN.

[0141] Because the IP address and the external identity
information that are obtained by the database control system
in step 203 belong to same UE, after the database control
system sends the IP address to the PGW, the IMSI/MSISDN
fed back by the PGW based on the IP address is correspond-
ing to the IP address, in other words, the IMSI/MSISDN also
belongs to the UE, so that the database control system can
establish the correspondence based on the received IMSI/
MSISDN and the external identity information. The IMSI/
MSISDN and the external identity information in the cor-
respondence belong to the same UE. As shown in Table 1,
Table 1 shows the correspondence that is between the
external identity information and the IMSI/MSISDN and
that is established by the database control system. The
database may establish one or more correspondences. This is
not specifically limited in this embodiment of this applica-
tion.

TABLE 1

IMSI/MSISDN External identity information

460030912121001/13912345678  AA123
460010123421123/13888888888 12345

[0142] In some embodiments, the database control system
has obtained the external identity information and the IP
address of the UE in step 203, and after the database control
system obtains the intra-network identity information IMSI/
MSISDN, the database control system establishes the cor-
respondence between the external identity information and
the IMSI/MSISDN based on the IP address and the identity
IP address. For example, when the IP address obtained by
the database control system in step 203 is a public IP
address, and the identity IP address is the public IP address,
the database control system establishes the correspondence
between the external identity information and the IMSI/
MSISDN in a manner shown in Table 2. Table 2 shows
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examples of two correspondences. Examples of one or more
correspondences may be further included in this embodi-
ment of this application. This is not specifically limited in
this embodiment of this application. After establishing the
correspondence, the database control system may store the
correspondence to prepare for subsequent usage of the
correspondence. For example, when the third-party applica-
tion server initiates the monitoring request, the database
control system provides a service for the monitoring request.
When obtaining the external identity information sent by the
third-party application server, the database control system
may determine the corresponding intra-network identity
information based on the correspondence, to provide the
intra-network identity information for a corresponding net-
work device.

[0143] When NAT is deployed, the IP address of the UE
that is obtained by the third-party application server is a
public 1P address obtained after the NAT. The IP address of
the UE in a 3GPP communications network is a private
network address. The database control system sends the
public IP address to the PGW. The PGW obtains, based on
the public IP address, a private IP address corresponding to
the public IP address and the IMSI/MSISDN, and then sends
the IMSI/MSISDN and the private IP address to the database
control system. In this way, the database control system
establishes the correspondence between the external identity
information and the intra-network identity information
IMSI/MSISDN in a manner shown in Table 3.

[0144] It can be understood that when the IP address
obtained by the database control system in step 203 is the
private IP address, the database control system sends the
private IP address to the PGW. After the PGW obtains the
corresponding IMSI/MSISDN based on the private IP
address, in addition to the IMSI/MSISDN, the PGW may
further return the identity IP address to the database control
system when the private IP address is the identity IP address.
In this case, the database control system may establish the
correspondence between the external identity information
and the intra-network identity information IMSI/MSISDN
by using the identity IP address.

TABLE 2
External identity Public IP
IMSI/MSISDN information address
460030912121001/13912345678  AA123 145.13.0.0
460010123421123/13888888888 12345 141.14.64.0
TABLE 3
External
identity
Public Private IP infor-
IMSI/MSISDN address IP address mation
460030912121001/13912345678 145.13.0.0 145.13.3.10 AA123
460010123421123/13888888888 141.14.64.0  141.14.72.24 12345

[0145] After establishing the correspondence between the
external identity information and the IMSI/MSISDN, the
database control system may store the correspondence. In
some embodiments, the database control system may further
establish and store a correspondence between the external
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identity information, the IMSI/MSISDN, the public IP
address, and/or the private IP address.

[0146] In this way, after the database control system
establishes the correspondence between the external identity
information and the intra-network identity information, the
database control system receives the external identity infor-
mation sent by the preset network element, and the database
control system determines, based on the correspondence
between the external identity information and the intra-
network identity information, the IMSI/MSISDN corre-
sponding to the external identity information sent by the
preset network element, so that the database control system
can send the determined IMSI/MSISDN to the preset net-
work element. The preset network element includes an HSS
or an SCEF. This is described in detail in the following
manner 1 and manner 2.

[0147] It can be understood that in some embodiments, the
database control system establishes the correspondence
between the external identity information and the IMSI/
MSISDN by using the public IP address and the identity IP
address. To be specific, when the PGW returns the public IP
address and the IMSI/MSISDN, in other words, the identity
IP address is the public IP address, the database control
system establishes the correspondence between the external
identity information and the IMSI/MSISDN based on the
public IP address. When the PGW returns the private IP
address and the IMSI/MSISDN, in other words, the identity
IP address is the private IP address, the database control
system establishes the correspondence between the external
identity information and the IMSI/MSISDN based on the
public IP address and the private IP address. When the PGW
returns the public IP address, the private IP address, and the
IMSI/MSISDN, in other words, the identity IP address is the
private 1P address and the public IP address, the database
control system establishes the correspondence between the
external identity information and the IMSI/MSISDN based
on the public IP address and the private IP address. In the
identity information processing method in this embodiment
of this application, the correspondence between the external
identity information and the intra-network identity informa-
tion may be further established in another manner. This is
not specifically limited in this embodiment of this applica-
tion.

[0148] In some embodiments of this application, the data-
base control system may directly establish the correspon-
dence between the external identity information and the
IMSI/MSISDN. For example, when the PGW returns the
IMSI/MSISDN to the database control system, the database
control system directly establishes the correspondence
between the external identity information and the IMSI/
MSISDN based on a correspondence between transmitted
messages. For example, after the database control system
directly sends the IP address in the received registration
information to the PGW, and the PGW returns the corre-
sponding IMSI/MSISDN, the database control system estab-
lishes the correspondence between the external identity
information in the registration information and the IMSI/
MSISDN.

[0149] Alternatively, in some embodiments, the database
control system may identify the external identity informa-
tion by using a preset identity, and send the preset identity
and the IP address to the PGW. After the PGW obtains the
intra-network identity information based on the IP address,
the PGW sends the intra-network identity information and



US 2019/0200197 Al

the preset identity to the database control system, so that the
database control system can establish the correspondence
between the external identity information and the intra-
network identity information by pairing the target identity.
In this case, the PGW does not send the identity IP address
to the database control system. In conclusion, a specific
method for establishing the correspondence between the
external identity information and the intra-network identity
information is not specifically limited in this embodiment of
this application.

[0150] It can be understood that in this embodiment, the
intra-network identity information is the IMSI/MSISDN.
However, there may be a plurality of manners of setting the
intra-network identity information in this embodiment of
this application. This is not specifically limited in this
embodiment of this application. For example, in some
embodiments of this application, the intra-network identity
information may be the private IP address. In this case, the
PGW may not need to obtain and send the IMSI/MSISDN
to the database control system. In this case, the correspon-
dence that is between the external identity information and
the intra-network identity information and that is established
by the database control system is a correspondence between
the external identity information and the private IP address.
In this case, after obtaining the private IP address, the
database control system may establish the correspondence
between the external identity information and the private IP
address. In some embodiments, the intra-network identity
information may further include the private IP address in
addition to the IMSI/MSISDN. In some embodiments, the
intra-network identity information may include both the
IMSI and the MSISDN.

[0151] In conclusion, the database control system may
establish the correspondence between the external identity
information and the intra-network identity information by
obtaining the external identity information from the third-
party application server and obtaining the intra-network
identity information from the target network element. How-
ever, in the prior art, a correspondence between external
identity information and intra-network identity information
in a 3GPP communications network is recorded through
subscription, and consequently the subscription process is
complex, and a large amount of data is to be maintained. In
the method in this embodiment of this application, the
correspondence between the external identity information
and the intra-network identity information is dynamically
established, so as to reduce correspondence establishment
complexity compared with the prior art.

[0152] After the database control system establishes the
correspondence between the external identity information
and the intra-network identity information, the communica-
tions system may perform a corresponding operation by
using the correspondence, for example, provide a service for
the monitoring request initiated by the third-party applica-
tion. The following lists two examples in which the intra-
network identity information in the correspondence estab-
lished by the database control system is the IMSI/MSISDN
and the third-party application server initiates the monitor-
ing request, to describe usage of the correspondence
between the external identity information and the intra-
network identity information in the database control system.
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[0153] Manner 1:

[0154] Referring to FIG. 3, a procedure of an identity
information processing method according to an embodiment
of this application includes the following steps.

[0155] Step 301: An SCEF obtains a first monitoring
request from a third-party application server.

[0156] The first monitoring request includes external iden-
tity information and monitoring type information.

[0157] When the third-party application server needs to
monitor a UE in the third-party application server, the
third-party application server determines external identity
information of the UE and determines to-be-monitored
monitoring type information. The third-party application
server sends the first monitoring request to the SCEF, and the
first monitoring request includes the external identity infor-
mation and the monitoring type information, so that the
SCEF obtains the first monitoring request.

[0158] For example, when an application Microblog A
needs to know geographical location information of a user
“AA123” to perform a location-based service, a database
control system of the application Microblog A determines
external identity information “AA123” of the UE and a
monitoring type “geographical location information obtain-
ing”, and sends, to the SCEF, a monitoring request that
includes information about “AA123” and “geographical
location information obtaining”, so that after obtaining the
monitoring request, the SCEF can obtain the external iden-
tity information “AA123” and the monitoring type “geo-
graphical location information obtaining”.

[0159] Step 302: The SCEF sends external identity infor-
mation to a database control system.

[0160] That the SCEF sends the obtained external identity
information to the database control system may be that the
SCEF sends the external identity information to the database
control system by sending the monitoring request that car-
ries the external identity information to the database control
system.

[0161] Step 303: The database control system obtains a
corresponding IMSI/MSISDN from a pre-established corre-
spondence between the external identity information and
intra-network identity information based on the external
identity information sent by the SCEF.

[0162] The database control system stores the pre-estab-
lished correspondence between the external identity infor-
mation and the intra-network identity information IMSI/
MSISDN, for example, establishes the correspondence
according to the embodiment shown in FIG. 2. After the
database control system obtains the external identity infor-
mation sent by the SCEF, the database control system
queries a corresponding IMSI/MSISDN in the pre-estab-
lished correspondence between the external identity infor-
mation and the intra-network identity information based on
the external identity information. After obtaining the IMSI/
MSISDN, the database control system sends the IMSI/
MSISDN to the SCEF.

[0163] For example, after the database control system
obtains the external identity information “AA123” sent by
the SCEF, the database control system may find, based on
the pre-established correspondence in Table 1 or Table 2, the
IMSI/MSISDN “460030912121001/13912345678” corre-
sponding to “AA123”, and then the database control system
sends the IMSI/MSISDN to the SCEF.

[0164] Step 304: The SCEF obtains the IMSI/MSISDN
from the database control system.
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[0165] Step 305: The SCEF sends a second monitoring
request to an HSS.

[0166] The second monitoring request includes the intra-
network identity information IMSI/MSISDN and the moni-
toring type information. To perform the monitoring request
of the third-party application server, after the SCEF deter-
mines the HSS in which the UE corresponding to the
monitoring request is located, the SCEF may send the
obtained IMSI/MSISDN and the monitoring type informa-
tion to the HSS, in other words, the SCEF sends the second
monitoring request to the HSS. After obtaining the second
monitoring request, the HSS determines a corresponding
MME based on the IMSI/MSISDN in the second monitoring
request, and requests, from the MME, monitoring event
information corresponding to the monitoring type informa-
tion, to complete the monitoring request of the third-party
application server. A specific method for processing a moni-
toring event by the MME is not specifically limited in this
embodiment of this application.

[0167] For example, after obtaining the IMSI/MSISDN
“460030912121001/13912345678”, the SCEF obtains the
second monitoring request based on the IMSI/MSISDN and
the previously obtained monitoring type information “geo-
graphical location information obtaining”, and sends the
monitoring request to the HSS. After the HSS obtains the
second monitoring request, the HSS may determine, based
on the IMSI/MSISDN, the MME in which the UE is located,
to initiate, to the MME based on the monitoring type
information “geographical location information obtaining”,
a request for obtaining location information of a target UE
corresponding to the IMSI/MSISDN. After the MME
obtains the request from the HSS, the MME performs
processing to obtain the geographical location information
of the target UE. For example, the geographical location
information is “Luohu district, Shenzhen”, or the geographi-
cal location information is a location area identity such as a
cell ID of the target UE. Then, the MME returns the
geographical location information to the HSS, the HSS
returns the geographical location information to the SCEF,
and the SCEF returns the geographical location information
to the database control system of the application Microblog
A.

[0168] In the identity information processing method in
this embodiment of this application, when the third-party
application server initiates the monitoring request to the
SCEF, the SCEF may obtain the intra-network identity
information IMSI/MSISDN from the database control sys-
tem that pre-establishes the correspondence between the
external identity information and the intra-network identity
information, and send the IMSI/MSISDN and the monitor-
ing type information to the HSS, so that the HSS can
determine the corresponding MME based on the IMSI/
MSISDN, and request, from the MME, the monitoring event
corresponding to the monitoring type information. The
SCEF may obtain the IMSI/MSISDN from the database
control system. However, in the prior art, the SCEF obtains
the IMSI/MSISDN from subscription data of the HSS.
[0169] It can be understood that in the embodiment of
Manner 1, the monitoring request is performed by using the
intra-network identity information IMSI/MSISDN. This
embodiment of this application is not limited to a case in
which the intra-network identity information is the IMSI/
MSISDN, and the intra-network identity information may be
further other intra-network identity information such as a
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private IP address. For example, when a correspondence
between external identity information and a private IP
address is pre-established in the database control system, the
SCEF may obtain the corresponding private IP address from
the database control system based on the external identity
information sent by the third-party application server, to
perform the monitoring request of the third-party application
server based on the private IP address.

[0170] In Manner 1, when the third-party application
server initiates the monitoring request, after the SCEF
obtains the intra-network identity information from the
database control system, the SCEF sends the intra-network
identity information to the HSS, to perform a subsequent
monitoring operation. There are other processes of perform-
ing the monitoring request initiated by the third-party appli-
cation server, and the database control system may provide
the intra-network identity information to different network
elements. The following manner 2 describes an example in
which the HSS directly obtains the intra-network identity
information from the database control system.

[0171] Manner 2:

[0172] Referring to FIG. 4, a procedure of an identity
information processing method according to an embodiment
of this application includes the following steps.

[0173] Step 401: An SCEF obtains a monitoring request
from a third-party application server.

[0174] The monitoring request includes an IP address,
external identity information, and monitoring type informa-
tion.

[0175] When the third-party application server needs to
monitor a UE in the third-party application server, the
third-party application server sends, to the SCEF, the moni-
toring request that includes the IP address, the external
identity information, and the monitoring type information.
The IP address may be obtained by a third-party application
from a data packet sent by the UE that needs to be moni-
tored, and the external identity information may be obtained
by reading information stored in the third-party application
server.

[0176] Forexample, a third-party application Microblog A
needs to obtain geographical location information of a target
UE, and after determining that external identity information
of the target UE is “AA123” and determining that monitor-
ing type information “geographical location information
obtaining”, a database control system of the application
Microblog A sends the monitoring request that carries
“AA123” and “geographical location information obtain-
ing” to the SCEF. In some cases, the monitoring type
information may be replaced with identity information, and
a network element that obtains a monitoring type identity
may determine a monitoring step in a corresponding map-
ping table based on the identity.

[0177] Step 402. An HSS obtains external identity infor-
mation and monitoring type information from the SCEF.
[0178] After the SCEF obtains the monitoring request sent
by the third-party application server, the SCEF may deter-
mine, based on the IP address in the monitoring request, the
HSS in which the UE is located, and then send the external
identity information and the monitoring type information in
the monitoring request to the HSS. For example, the SCEF
sends, to the HSS, another monitoring request that includes
the external identity information and the monitoring type
information, so that the HSS obtains the external identity
information and the monitoring type information.
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[0179] Step 403: The HSS sends the external identity
information to a database control system.

[0180] To obtain an IMSI or an MSISDN to determine that
an MME performs the monitoring request of the third-party
application server, the HSS sends the external identity
information to that database control system that stores a
pre-established correspondence between the external iden-
tity information and the IMSI/MSISDN.

[0181] Step 404: The database control system obtains an
IMSI/MSISDN from a pre-established correspondence
between the external identity information and the IMSI/
MSISDN based on the external identity information sent by
the HSS.

[0182] After the database control system obtains the exter-
nal identity information sent by the HSS, because the
database control system stores the pre-established corre-
spondence between the external identity information and the
IMSI/MSISDN, the database control system may obtain,
based on the correspondence, the IMSI/MSISDN corre-
sponding to the external identity information sent by the
HSS. After obtaining the IMSI/MSISDN, the database con-
trol system may send the IMSI/MSISDN to the HSS.
[0183] For example, after obtaining the external identity
information “AA123” and the monitoring type information
“geographical location information obtaining”, the HSS
sends “AA123” to the database control system, and the
database control system finds the corresponding IMSI/
MSISDN “460030912121001/13912345678” from the pre-
established correspondence in Table 1 or Table 2 based on
“AA123”, so that the database control system can send the
IMSI/MSISDN to the HSS.

[0184] Step 405: The HSS obtains the IMSI/MSISDN
from the database control system.

[0185] Step 406: The HSS determines an MME based on
the IMSI/MSISDN.

[0186] Because the IMSI/MSISDN is corresponding to the
UE, and the UE is corresponding to the monitoring request
of the third-party application server, the MME determined
by the HSS based on the IMSI/MSISDN is an MME to
which the UE is attached.

[0187] Step 407: The HSS requests, from the MME,
monitoring event information corresponding to the monitor-
ing type information.

[0188] After the HSS determines the MME, the HSS may
send the monitoring request to the MME, to request, from
the MME, the monitoring event information corresponding
to the monitoring type information. A processing method in
which the MME performs a monitoring event is not spe-
cifically limited in this embodiment of this application,
provided that the monitoring request initiated by the third-
party application server can be completed.

[0189] Forexample, after determining, based on the IMSI/
MSISDN, the MME in which the UE is located, the HSS
initiates, to the MME based on the monitoring type infor-
mation “geographical location information obtaining”, a
request for obtaining location information of the target UE
corresponding to the IMSI/MSISDN. After the MME
obtains the request from the HSS, the MME performs
processing to obtain the geographical location information
of the target UE. For example, the geographical location
information is “Luohu district, Shenzhen”, or the geographi-
cal location information is a location area such as a cell ID
of the target UE. Then, the MME returns the geographical
location information to the HSS, the HSS returns the geo-
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graphical location information to the SCEF, and the SCEF
returns the geographical location information to the database
control system of the application Microblog A.

[0190] In the identity information processing method in
this embodiment of this application, after obtaining the
external identity information and the monitoring type infor-
mation, the HSS may send the external identity information
to the database control system that pre-establishes the cor-
respondence between the external identity information and
the intra-network identity information, so that the database
control system returns the corresponding intra-network
identity information IMSI/MSISDN. The HSS determines
the MME based on the IMSI/MSISDN, and initiates, to the
MME, the monitoring request corresponding to the moni-
toring type information. The HSS may obtain the IMSI/
MSISDN from the database control system. However, in the
prior art, the HSS obtains the IMSI/MSISDN from subscrip-
tion data of the HSS. In other words, the method in this
embodiment of this application is a method different from a
prior-art approach of obtaining the intra-network identity
information, and the correspondence between the intra-
network identity information IMSI/MSISDN and the exter-
nal identity information is stored in the database control
system instead of the HSS, so as to reduce data maintenance
of the HSS and the like.

[0191] It can be understood that in the embodiment of
Manner 2, the monitoring request is performed by using the
intra-network identity information IMSI/MSISDN. This
embodiment of this application is not limited to a case in
which the intra-network identity information is the IMSI/
MSISDN, and the intra-network identity information may be
further other intra-network identity information such as a
private IP address or a public IP address. For example, when
a correspondence between external identity information and
a private IP address is pre-established in the database control
system, the SCEF may obtain the corresponding private IP
address from the database control system based on the
external identity information sent by the third-party database
control system, to perform, based on the private IP address,
the monitoring request corresponding to the third-party
database control system.

[0192] 2. The database control system obtains the intra-
network identity information from the Mobile Edge Com-
puting (MEC for short) platform to establish the correspon-
dence between the external identity information and the
intra-network identity information.

[0193] The MEC is a Mobile Edge Computing function,
may not be a specific device and may be a portfolio of a
function device. By using this function, a data stream may
connect to a local application server by using the function
device.

[0194] In a MEC scenario, the database control system
may obtain the intra-network identity information from the
MEC. When the MEC is locally provided with a NAT
function, if the MEC cannot obtain the MSISDN/IMSI of the
UE in the 3GPP network, the intra-network identity infor-
mation may be a private IP address. After the database
control system obtains the private IP address from the MEC,
the database control system may establish a correspondence
between the external identity information and the private IP
address. An identity information processing method that is
to be described below is a case in which a network archi-
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tecture includes a MEC. Referring to FIG. 5, a procedure of
the identity information processing method includes the
following steps.

[0195] Step 501: UE logs in to a third-party application
server. In this process, the UE registers with a third-party
application device.

[0196] For example, a user logs in to a database control
system of a third-party application Microblog A by using the
UE, and registers with Microblog A by using a new account.
The account name is “AA123.”

[0197] Step 502. The third-party application server allo-
cates external identity information to the UE, and obtains a
public IP address of the UE.

[0198] The UE registers with the third-party application
device, and the third-party application server allocates the
external identity information to the UE, and obtains the
public IP address of the UE from a data packet sent by the
UE. The external identity information may be identity
information used by a third-party application servicer to
identify the UE.

[0199] Forexample, after the UE registers with Microblog
A by using the account name “AA123”, the database control
system of Microblog A allocates “AA123” to the UE to serve
as the external identity information, and the database control
system of Microblog A obtains the public IP address “145.
13.0.0” from the data packet sent by the UE.

[0200] It can be understood that in other embodiments of
this application, if the UE does not register with but logs in
to the third-party application server, after the third-party
application server determines that the third-party application
server stores the external identity information previously
allocated to the UE, the third-party application server may
directly read the external identity information.

[0201] After the third-party application server allocates
the external identity information to the UE and obtains the
public IP address of the UE, the third-party application
server may send registration information that includes the
external identity information and the public IP address to the
database control system. The registration information may
be replaced with other names. This is not specifically limited
in this embodiment of this application, provided that the
external identity information and the public IP address are
included and sent by the third-party application server to the
database control system.

[0202] Step 503: A database control system obtains reg-
istration information sent by the third-party application
server.

[0203] The registration information includes the public IP
address and the external identity information that are cor-
responding to each other, in other words, the public IP
address and the external identity information belong to a
same UE.

[0204] The database control system may obtain, in another
manner, the registration information sent by the third-party
application server. For example, the database control system
may obtain the registration information sent by the third-
party application server, by using a MEC, specifically, a
capability exposure function of the MEC.

[0205] Step 504: The database control system sends the
public IP address to a MEC.

[0206] The database control system sends, to the MEC, the
public IP address obtained from the third-party application
server.
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[0207] Step 505: The MEC obtains a corresponding pri-
vate IP address based on the public IP address.

[0208] After the MEC obtains the public IP address sent
by the database control system, because the MEC is locally
provided with the NAT function, and the MEC records the
private IP address of the UE, the MEC may obtain the
corresponding private 1P address based on the public IP
address, and send the private IP address to the database
control system.

[0209] For example, after the database control system
sends the public IP address of the UE to the MEC, the MEC
obtains, based on the public IP address “145.13.0.0”, the
private IP address “145.13.3.10” corresponding to the UE.
[0210] Step 506: The database control system receives the
private IP address sent by the MEC.

[0211] Step 507: The database control system establishes
a correspondence between the external identity information
and intra-network identity information.

[0212] The public IP address sent by the third-party appli-
cation server is corresponding to the external identity infor-
mation, and the private IP address sent by the MEC to the
database control system is corresponding to the public IP
address. Therefore, the database control system establishes
a correspondence between the external identity information
and the private IP address by matching the public IP address
and the private IP address. As shown in Table 3, after being
established, the correspondence may be stored, to provide a
corresponding service for a network device.

[0213] In some embodiments, the database control system
may establish a correspondence between the external iden-
tity information, the public IP address, and the intra-network
identity information.

TABLE 4

Private IP address External identity information

145.13.3.10 AA123
141.14.72.24 12345
[0214] It can be understood that in some embodiments, in

step 506, the MEC may send both the private IP address and
the public IP address, so that the database control system can
establish the correspondence between the private IP address
and the external identity information by using the public IP
address. In some embodiments, the database control system
may establish the correspondence between the private IP
address and the external identity information based on a
correspondence between messages, to be specific, after
sending the public IP address corresponding to the external
identity information to the MEC, the database control sys-
tem receives the private IP address returned by the MEC,
and the database control system may directly establish the
correspondence between the private IP address and the
external identity information. In some embodiments, the
database control system may identity the external identity
information by using a preset identity, and send the preset
identity to the MEC, so that the MEC can determine the
private IP address by using the preset identity, and the
database control system can establish the correspondence
between the external identity information and the private IP
address by using the preset identity.

[0215] After the database control system establishes the
correspondence between the external identity information
and the intra-network identity information, the database
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control system may receive external identity information
sent by a preset network element, and then the database
control system determines, based on the correspondence
between the external identity information and the intra-
network identity information, intra-network identity infor-
mation corresponding to the external identity information
sent by the preset network element. After determining the
intra-network identity information, the database control sys-
tem sends the determined intra-network identity information
to the preset network element. In this way, the correspon-
dence is applied. The preset network element may be the
MEC.

[0216] Step 508: The UE exits the third-party application
server.
[0217] Step 509: The third-party application server gen-

erates a deletion request.

[0218] A different private IP address may be assigned to
the UE each time the UE accesses a network. To update in
time the correspondence between the external identity infor-
mation and the private IP address in the database control
system, the third-party application server may generate the
deletion request after the third-party application server
detects that the UE exits the third-party application server, to
instruct the database control system to delete the correspon-
dence between the external identity information and the
private IP address of the UE.

[0219] Step 510: The database control system obtains the
deletion request from the third-party application server.
[0220] Specifically, the database control system may
obtain the deletion request from the third-party application
server in another manner. For example, the database control
system may obtain the deletion request from the third-party
application server by using the MEC (for example, the
capability exposure function of the MEC).

[0221] Step 511: The database control system deletes a
correspondence between the external identity information
and the private IP address according to the deletion request.
[0222] The deletion request is corresponding to the UE of
the third-party application server. After the database control
system obtains the deletion request, the database control
system determines the correspondence between the external
identity information and the intra-network identity informa-
tion of the corresponding UE according to the deletion
request, and deletes the correspondence. In this case,
because a private IP address assigned to the UE frequently
changes, the database control system may delete an unnec-
essary correspondence according to the deletion request, so
as to use less storage space, and prepare for establishing a
next correspondence between the external identity informa-
tion and the private IP address of the UE.

[0223] It can be understood that step 509 to step 511 are
probable solutions, and step 509 to step 511 may not be
included in some embodiments of this application. For
example, the database control system may delete the corre-
spondence between the external identity information and the
private IP address in a preset time period. Alternatively, the
database control system does not delete the correspondence.
[0224] It can be understood that the database control
system may determine the correspondence between the
external identity information and the intra-network identity
information of the corresponding UE according to the dele-
tion request, and delete the correspondence. In the foregoing
embodiment, the deletion request is generated when the
third-party application detects the exit of the UE. In some
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embodiments, the deletion request may be generated by a
third-party database control system in a preset time period.
Alternatively, when detecting that the public IP address of
the UE is different from a public IP address used during
previous login, a third-party database control system gen-
erates the deletion request and sends the deletion request to
the database control system. In other words, a specific
scenario of generating the deletion request is not limited in
this embodiment of this application.

[0225] It can be understood that in the foregoing embodi-
ment, a scenario in which the MEC is provided with a NAT
device and the intra-network identity information is the
private IP address is described. In other embodiments of this
application, the MEC may be provided with no NAT device,
and the intra-network identity information may not be
limited to the private IP address. This is not specifically
limited in this embodiment of this application.

[0226] In conclusion, in the technical solution provided in
this embodiment of this application, the database control
system obtains the registration information that is sent by the
third-party application server and that includes the IP
address and the external identity information that are cor-
responding to each other, and the external identity informa-
tion is allocated by the third-party application to a UE. The
database control system sends the IP address to the MEC, so
that after the MEC obtains the private IP address based on
the IP address, the database control system obtains the
private IP address from the MEC. The database control
system may establish the correspondence between the exter-
nal identity information and the private IP address. In this
way, the database control system may establish the corre-
spondence between the external identity information and the
intra-network identity information by obtaining the external
identity information from the third-party application server
and obtaining the private IP address from the MEC. When
the third-party application server initiates the monitoring
request, the database control system that pre-establishes the
correspondence between the external identity information
and the private IP address may provide the private [P address
for the corresponding network element, so as to improve
processing efficiency of the monitoring request initiated by
the third-party application server in the network, and reduce
load of other network elements. For example, some network
elements may obtain the private IP address of the UE from
the MEC, and perform, based on the private IP address, the
monitoring request used by the third-party application for
the UE. The correspondence between the private IP address
and the external identity information is dynamically estab-
lished, so as to simplify the correspondence establishment
process.

[0227] An example in which the intra-network identity
information in the correspondence is the private IP address
and the third-party application server initiates the monitor-
ing request is used below to describe how the database
control system uses the correspondence in the database
control system after establishing the correspondence
between the external identity information and the private IP
address.

[0228] Step 601: A MEC receives a monitoring request
sent by a third-party application server.

[0229] The monitoring request includes external identity
information of UE and a monitoring event type. The moni-
toring event type is not specifically limited in this embodi-
ment of this application.
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[0230] For example, when the third-party application
server needs to obtain current address information of UE, the
third-party application server sends the monitoring request
to the MEC, and the monitoring request includes the external
identity information of the UE and an address obtaining
request.

[0231] Step 602: The MEC sends external identity infor-
mation of UE to a database control system.

[0232] After obtaining the monitoring request sent by the
third-party application server, the MEC sends, to the data-
base control system, the external identity information car-
ried in the monitoring request, so that the database control
system returns a private IP address corresponding to the
external identity information.

[0233] Step 603: The database control system obtains a
corresponding private IP address from a pre-established
correspondence between a private IP address and the exter-
nal identity information based on the external identity infor-
mation sent by the MEC.

[0234] The database control system stores the pre-estab-
lished correspondence between the private IP address and
the external identity information. After obtaining the exter-
nal identity information sent by the MEC, the database
control system performs a query in the correspondence
based on the obtained external identity information, to
obtain the private IP address corresponding to the external
identity information sent by the MEC.

[0235] Step 604: The MEC receives the private IP address
sent by the database control system.

[0236] After obtaining the private IP address correspond-
ing to the external identity information sent by the MEC, the
database control system sends the private IP address to the
MEC.

[0237] Step 605: The MEC obtains monitoring event
information based on the private IP address and a monitoring
event type.

[0238] After the MEC receives the private IP address sent
by the database control system, the MEC may obtain the
corresponding monitoring event information based on the
private IP address and the monitoring event request obtained
in step 601. A specific method for obtaining the monitoring
event information is not specifically limited in this embodi-
ment of this application. For example, the MEC may obtain
the corresponding monitoring event information from a
related device, for example, instruct an access network to
obtain information of a terminal device in the access net-
work.

[0239] In conclusion, in the technical solution provided in
this embodiment of this application, the database control
system receives the IP address sent by the third-party
application server, and the database control system obtains
the private IP address from the MEC, so that the database
control system can establish the correspondence between the
external identity information and the private IP address. In
this way, during subsequent work, the MEC may send the
obtained external identity information of the UE to the
database control system, so that the database control system
obtains the corresponding private IP address from the pre-
established correspondence between the private IP address
and the external identity information based on the external
identity information, and feeds back the private IP address to
the MEC. In this way, the MEC performs a corresponding
subsequent operation based on the private IP address sent by
the database control system, for example, performs the
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monitoring request. In this way, the MEC may obtain the
private IP address of the same UE from the database control
system based on the external identity information of the UE,
so as to conveniently and quickly obtain the private IP
address of the UE.

[0240] Specifically, FIG. 7 shows a database control sys-
tem according to an embodiment of this application. FIG. 7
is a schematic structural diagram of a database control
system. The database control system shown in FIG. 7 may
be configured to implement functions of the database control
system in the foregoing embodiments, and the database
control system specifically includes a first receiving unit
701, a first sending unit 702, and a first processing unit 703.
[0241] The first receiving unit 701 is configured to receive
registration information sent by a third-party application
server. The registration information includes an IP address
of UE and external identity information of the UE, and the
external identity information is allocated by the third-party
application server to the UE.

[0242] The first sending unit 702 is configured to send the
IP address to a target network element.

[0243] The first receiving unit 701 is further configured to
receive intra-network identity information of the UE that is
returned by the target network element based on the IP
address.

[0244] The first processing unit 703 is configured to
establish a correspondence between the external identity
information and the intra-network identity information.
[0245] Optionally, the target network element includes a
PGW, and the intra-network identity information includes an
IMSI/MSISDN.

[0246] Optionally, the database control system is con-
nected to the PGW. FIG. 8 is a schematic structural diagram
of the PGW.

[0247] When the IP address is a public IP address, the
PGW includes:
[0248] a second receiving unit 801, configured to receive

the public IP address sent by the database control system;
[0249] a second processing unit 802, configured to obtain
a private IP address based on the public IP address, where
[0250] the second processing unit 802 is configured to
obtain an IMSI/MSISDN based on the private IP address;
and

[0251] a second sending unit 803, configured to send the
IMSI/MSISDN to the database control system.

[0252] Alternatively, when the IP address is a private IP
address, the PGW includes: a second receiving unit 801,
configured to receive the private IP address sent by the
database control system; a second processing unit 802,
configured to obtain an IMSI/MSISDN based on the private
IP address; and a second sending unit 803, configured to
send the IMSI/MSISDN to the database control system.
[0253] Optionally,

[0254] the first receiving unit 701 is further configured to
receive external identity information sent by a preset net-
work element;

[0255] the first processing unit 703 is further configured to
determine, based on the correspondence between the exter-
nal identity information and the intra-network identity infor-
mation, an IMSI/MSISDN corresponding to the external
identity information sent by the preset network element; and
[0256] the first sending unit 702 is further configured to
send the determined IMSI/MSISDN to the preset network
element.
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[0257] Optionally, the preset network element includes an
HSS or an SCEF.

[0258] Optionally, the target network element includes a
MEC, the IP address is a public IP address, and the intra-
network identity information includes a private IP address.
[0259] Optionally,

[0260] the first receiving unit 701 is configured to receive
a deletion request sent by the third-party application server,
where the deletion request is sent by the third-party appli-
cation server when a terminal corresponding to the private
IP address exits the third-party application server; and
[0261] the first processing unit 703 is further configured to
delete the correspondence between the external identity
information and the intra-network identity information
according to the deletion request.

[0262] In the technical solution provided in this embodi-
ment of this application, the first receiving unit 701 receives
the registration information that is sent by the third-party
application server and that includes the IP address and the
external identity information that are corresponding to each
other, and the external identity information is allocated by
the third-party application server to the end user. The first
sending unit 702 sends the IP address to the target network
element, so that after the target network element obtains the
intra-network identity information based on the IP address,
the first receiving unit 701 obtains the intra-network identity
information from the target network element. The first
processing unit 703 may establish the correspondence
between the external identity information and the intra-
network identity information. In this way, the database
control system may establish the correspondence between
the external identity information and the intra-network iden-
tity information by obtaining the external identity informa-
tion from the third-party application server and obtaining the
intra-network identity information from the target network
element. However, in the prior art, a correspondence
between external identity information and intra-network
identity information in a communications network is
recorded in an HSS through subscription, and consequently
the subscription process is complex, and a large amount of
data is to be maintained. In the method in this embodiment
of this application, the correspondence between the external
identity information and the intra-network identity informa-
tion is dynamically established, so as to reduce correspon-
dence establishment complexity and reduce load of the HSS
compared with the prior art.

[0263] FIG. 9 shows a database control system according
to another embodiment of this application, specifically
including: The database control system 900 may greatly
vary with configuration or performance, and may include
one or more central processing units (central processing
unit, CPU) 922 (for example, one or more processors), a
memory 1932, and one or more storage media 930 (for
example, one or more mass storage devices) storing an
application program 942 or data 944. The memory 932 and
the storage medium 930 may perform temporary storage or
permanent storage. The program stored in the storage
medium 930 may include one or more modules (which are
not shown in the figure), and each module may include a
series of instruction operations in the database control
system. Further, the central processing unit 922 may be
configured to communicate with the storage medium 930,
and perform, in the database control system 900, the series
of instruction operations in the storage medium 930.
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[0264] The database control system 900 may further
include one or more power supplies 926, one or more wired
or wireless network interfaces 950, one or more input/output
interfaces 958, and/or one or more operating systems 941,
for example, Windows Server™, Mac OS X™, UNIX™,
Linux™, and FreeBSD™,

[0265] The steps performed by the database control sys-
tem in the foregoing embodiments may be based on the
structure of the database control system shown in FIG. 9.
Functions of the database control system shown in FIG. 7
may be implemented based on the hardware structure of the
database control system shown in FIG. 9.

[0266] Details are as follows:

[0267] The central processing unit 922 specifically has the
following functions: receiving registration information sent
by a third-party application server, where the registration
information includes an IP address of UE and external
identity information of the UE, and the external identity
information is allocated by the third-party application server
to the UE; sending the IP address to a target network
element; receiving intra-network identity information of the
UE that is returned by the target network element based on
the IP address; and establishing a correspondence between
the external identity information and the intra-network iden-
tity information.

[0268] Optionally, the target network element includes a
PGW, and the intra-network identity information includes an
IMSI/MSISDN.

[0269] Optionally, based on the foregoing method, the
central processing unit 922 specifically has the following
functions: a first receiving unit, receiving external identity
information sent by a preset network element; determining,
based on the correspondence between the external identity
information and the intra-network identity information, an
IMSI/MSISDN corresponding to the external identity infor-
mation sent by the preset network element; and sending the
determined IMSI/MSISDN to the preset network element.
[0270] Optionally, the preset network element includes an
HSS or an SCEF.

[0271] Optionally, the target network element includes a
MEC, the IP address is a public IP address, and the intra-
network identity information includes a private IP address.
[0272] Optionally, the central processing unit 922 specifi-
cally further has the following functions: receiving a dele-
tion request sent by the third-party application server, where
the deletion request is sent by the third-party application
server when a terminal corresponding to the private IP
address exits the third-party application server; and deleting
the correspondence between the external identity informa-
tion and the intra-network identity information according to
the deletion request. In this embodiment, the central pro-
cessing unit 922 may obtain the registration information that
is sent by the third-party application server and that includes
the IP address and the external identity information that are
corresponding to each other, and the external identity infor-
mation is allocated by the third-party application server to
the end user. The central processing unit 922 sends the IP
address to the target network element, so that after the target
network element obtains the intra-network identity informa-
tion based on the IP address, the central processing unit 922
obtains the intra-network identity information from the
target network element. The central processing unit 922 may
establish the correspondence between the external identity
information and the intra-network identity information. In
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this way, the database control system may establish the
correspondence between the external identity information
and the intra-network identity information by obtaining the
external identity information from the third-party applica-
tion server and obtaining the intra-network identity infor-
mation from the target network element. However, in the
prior art, a correspondence between external identity infor-
mation and intra-network identity information in a commu-
nications network is recorded in an HSS through subscrip-
tion, and consequently the subscription process is complex,
and a large amount of data is to be maintained. In the method
in this embodiment of this application, the correspondence
between the external identity information and the intra-
network identity information is dynamically established, so
as to reduce correspondence establishment complexity com-
pared with the prior art.

[0273] Specifically, FIG. 10 shows a service capability
exposure function according to an embodiment of this
application. FIG. 10 is a schematic structural diagram of a
service capability exposure function. The service capability
exposure function shown in FIG. 10 may be configured to
implement functions of the service capability exposure
function in the foregoing embodiments, and the service
capability exposure function specifically includes a third
receiving unit 1001 and a third sending unit 1002.

[0274] The third receiving unit 1001 is configured to
receive a first monitoring request sent by a third-party
application server, and the first monitoring request includes
external identity information and monitoring type informa-
tion.

[0275] The third sending unit 1002 is configured to send
the external identity information to a database control sys-
tem.

[0276] The third receiving unit 1001 is further configured
to receive intra-network identity information sent by the
database control system, and the intra-network identity
information is obtained by the database control system from
a pre-established correspondence between the external iden-
tity information and the intra-network identity information
based on the external identity information sent by the SCEF.
[0277] The third sending unit 1002 is further configured to
send a second monitoring request to an HSS, and the second
monitoring request includes the intra-network identity infor-
mation and the monitoring type information.

[0278] Optionally, the intra-network identity information
includes an IMSI or an MSISDN. In this embodiment, when
the third-party application server initiates the monitoring
request to the third receiving unit 1001, the third sending
unit 1002 sends the external identity information to the
database control system. After the database control system
obtains the intra-network identity information from the
pre-established correspondence between the external iden-
tity information and the intra-network identity information,
the third receiving unit 1001 receives the intra-network
identity information IMSI/MSISDN sent by the database
control system. The third sending unit 1002 sends the
IMSI/MSISDN and the monitoring type information to the
HSS, so that the HSS can determine a corresponding MME
based on the IMSI/MSISDN, and request, from the MME, a
monitoring event corresponding to the monitoring type
information. The SCEF may obtain the IMSI/MSISDN from
the database control system. However, in the prior art, the
SCEF obtains the IMSI/MSISDN from subscription data of
the HSS.
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[0279] Further, there is another embodiment of the service
capability exposure function SCEF in this embodiment of
this application. Referring to the hardware structure of the
database control system shown in FIG. 9, the SCEF also has
a hardware structure similar to the hardware structure of the
database control system shown in FIG. 9. To be specific, the
SCEF specifically includes: The SCEF may greatly vary
with configuration or performance, and may include one or
more central processing units (central processing unit, CPU)
922 (for example, one or more processors), a memory, and
one or more storage media (for example, one or more mass
storage devices) storing an application program or data. The
memory and the storage medium may perform temporary
storage or permanent storage. The program stored in the
storage medium may include one or more modules (which
are not shown in the figure), and each module may include
a series of instruction operations in the database control
system. Further, the central processing unit may be config-
ured to communicate with the storage medium, and perform,
in the SCEF, the series of instruction operations in the
storage medium.

[0280] The SCEF may further include one or more power
supplies, one or more wired or wireless network interfaces,
one or more input/output interfaces, and/or one or more
operating systems, for example, Windows Server™, Mac
OS X™, UNIX™, Linux™, and FreeBSD™.

[0281] The steps performed by the SCEF in the foregoing
embodiments may be based on the SCEF having the struc-
ture shown in FIG. 9. Functions of the SCEF shown in FIG.
10 may be implemented based on the hardware structure of
the SCEF in this embodiment of this application. Details are
as follows:

[0282] The central processing unit of the SCEF has the
following functions:

[0283] receiving a first monitoring request sent by a third-
party application server, where the first monitoring request
includes external identity information and monitoring type
information; sending the external identity information to a
database control system; receiving intra-network identity
information sent by the database control system, where the
intra-network identity information is obtained by the data-
base control system from a pre-established correspondence
between the external identity information and the intra-
network identity information based on the external identity
information sent by the SCEF; and sending a second moni-
toring request to an HSS, where the second monitoring
request includes the intra-network identity information and
the monitoring type information.

[0284] Optionally, the intra-network identity information
includes an IMSI or an MSISDN.

[0285] In this embodiment, the central processing unit of
the SCEF sends the external identity information to the
database control system to obtain the intra-network identity
information IMSI/MSISDN from the database control sys-
tem, and sends the IMSI/MSISDN and the monitoring type
information to the HSS, so that the HSS can determine a
corresponding MME based on the IMSI/MSISDN, and
request, from the MME, a monitoring event corresponding
to the monitoring type information. The database control
system pre-establishes the correspondence between the
external identity information and the intra-network identity
information. The SCEF may obtain the IMSI/MSISDN from
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the database control system. However, in the prior art, the
SCEF obtains the IMSI/MSISDN from subscription data of
the HSS.

[0286] Specifically, FIG. 11 shows a home subscriber
server according to an embodiment of this application. FIG.
11 is a schematic structural diagram of an HSS. The HSS
shown in FIG. 11 may be configured to implement functions
of the HSS in the foregoing embodiments, and the HSS
specifically includes a fourth receiving unit 1101, a fourth
sending unit 1102, and a fourth processing unit 1103.
[0287] The fourth receiving unit 1101 is configured to
receive external identity information and monitoring type
information that are sent by an SCEF.

[0288] The fourth sending unit 1102 is configured to send
the external identity information to a database control sys-
tem.

[0289] The fourth receiving unit 1101 is further configured
to receive intra-network identity information sent by the
database control system. The intra-network identity infor-
mation is obtained by the database control system from a
pre-established correspondence between the external iden-
tity information and the intra-network identity information
based on the external identity information sent by the HSS.
[0290] The fourth processing unit 1103 is configured to
determine an MME based on the intra-network identity
information.

[0291] The fourth sending unit 1102 is configured to
request, from the MME, monitoring event information cor-
responding to the monitoring type information.

[0292] Optionally, the intra-network identity information
includes an IMSI or an MSISDN. In conclusion, in this
embodiment of this application, after the fourth receiving
unit 1101 obtains the external identity information and the
monitoring type information, the fourth sending unit 1102
may send the external identity information to the database
control system that pre-establishes the correspondence
between the external identity information and the intra-
network identity information, so that the database control
system returns the corresponding intra-network identity
information IMSI/MSISDN. After the fourth receiving unit
1101 obtains the intra-network identity information from the
database control system, the fourth processing unit 1103
determines the MME based on the IMSI/MSISDN, and the
fourth sending unit 1102 initiates, to the MME, the moni-
toring request corresponding to the monitoring type. The
HSS may obtain the IMSI/MSISDN from the database
control system. However, in the prior art, the HSS obtains
the IMSI/MSISDN from subscription data of the HSS.
[0293] Further, there is another embodiment of the home
subscriber server in this embodiment of this application.
Referring to the hardware structure of the database control
system shown in FIG. 9, the home subscriber server also has
a hardware structure similar to the hardware structure of the
database control system shown in FIG. 9. To be specific, the
HSS specifically includes: The HSS may greatly vary with
configuration or performance, and may include one or more
central processing units (central processing unit, CPU) 922
(for example, one or more processors), a memory, and one
or more storage media (for example, one or more mass
storage devices) storing an application program or data. The
memory and the storage medium may perform temporary
storage or permanent storage. The program stored in the
storage medium may include one or more modules (which
are not shown in the figure), and each module may include
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a series of instruction operations in the database control
system. Further, the central processing unit may be config-
ured to communicate with the storage medium, and perform,
in the HSS, the series of instruction operations in the storage
medium.

[0294] The HSS may further include one or more power
supplies, one or more wired or wireless network interfaces,
one or more input/output interfaces, and/or one or more
operating systems, for example, Windows Server™, Mac
OS X™, UNIX™, Linux™, and FreeBSD™.

[0295] The steps performed by the HS S in the foregoing
embodiments may be based on the structure of the HSS.
Function of the HSS shown in FIG. 11 may be implemented
based on the hardware structure of the HSS in this embodi-
ment of this application.

[0296] Details are as follows:

[0297] The central processing unit of the HSS has the
following functions: receiving external identity information
and monitoring type information that are sent by an SCEF;
sending the external identity information to a database
control system; receiving intra-network identity information
sent by the database control system, where the intra-network
identity information is obtained by the database control
system from a pre-established correspondence between the
external identity information and the intra-network identity
information based on the external identity information sent
by the HSS; determining an MME based on the intra-
network identity information; and requesting, from the
MME, monitoring event information corresponding to the
monitoring type information.

[0298] Optionally, the intra-network identity information
includes an IMSI or an MSISDN.

[0299] In this embodiment, after obtaining the external
identity information and the monitoring type information,
the central processing unit of the HSS may send the external
identity information to the database control system that
pre-establishes the correspondence between the external
identity information and the intra-network identity informa-
tion, so that the database control system returns the corre-
sponding intra-network identity information IMSI/
MSISDN. After obtaining the intra-network identity
information from the database control system, the central
processing unit of the HSS determines the MME based on
the IMSI/MSISDN, and initiates, to the MME, the monitor-
ing request corresponding to the monitoring type informa-
tion. The HSS may obtain the IMSI/MSISDN from the
database control system. However, in the prior art, the HSS
obtains the IMSI/MSISDN from subscription data of the
HSS.

[0300] FIG. 12 is a network architecture diagram of a
communications system according to an embodiment of this
application. The communications system includes a data-
base control system 1201, a target network element 1202,
and a third-party application server 1203.

[0301] The database control system is the database control
system in any one of the embodiments shown in FIG. 2 to
FIG. 7, and FIG. 9. For details, refer to the foregoing
example embodiments. Details are not described herein
again.

[0302] Optionally, the target network element includes a
PGW 1204 or a MEC 1205.

[0303] Optionally, the communications system further
includes a service capability exposure function SCEF 1206
and a home subscriber server HSS 1207.



US 2019/0200197 Al

[0304] The service capability exposure function is the
service capability exposure function in any one of the
embodiments shown in FIG. 2, FIG. 3, and FIG. 10. For
details, refer to the foregoing example embodiments. Details
are not described herein again.

[0305] The home subscriber server is the home subscriber
server in any one of the embodiments shown in FIG. 2, FIG.
4, and FIG. 11. For details, refer to the foregoing example
embodiments. Details are not described herein again.
[0306] It may be clearly understood by persons skilled in
the art that, for the purpose of convenient and brief descrip-
tion, for a detailed working process of the foregoing system,
apparatus, and unit, reference may be made to a correspond-
ing process in the foregoing method embodiments, and
details are not described herein.

[0307] In the several embodiments provided in this appli-
cation, it should be understood that the disclosed system,
apparatus, and method may be implemented in other man-
ners. For example, the described apparatus embodiment is
merely an example. For example, the unit division is merely
logical function division and may be other division in actual
implementation. For example, a plurality of units or com-
ponents may be combined or integrated into another system,
or some features may be ignored or not performed. In
addition, the displayed or discussed mutual couplings or
direct couplings or communication connections may be
implemented by using some interfaces. The indirect cou-
plings or communication connections between the appara-
tuses or units may be implemented in electrical, mechanical,
or other forms.

[0308] The units described as separate parts may or may
not be physically separate, and parts displayed as units may
or may not be physical units, may be located in one position,
or may be distributed on a plurality of network units. Some
or all of the units may be selected according to actual needs
to achieve the objectives of the solutions of the embodi-
ments.

[0309] In addition, functional units in the embodiments of
this application may be integrated into one processing unit,
or each of the units may exist alone physically, or two or
more units are integrated into one unit. The integrated unit
may be implemented in a form of hardware, or may be
implemented in a form of a software functional unit.
[0310] When the integrated unit is implemented in the
form of a software functional unit and sold or used as an
independent product, the integrated unit may be stored in a
computer-readable storage medium. Based on such an
understanding, the technical solutions of this application
essentially, or the part contributing to the prior art, or all or
a part of the technical solutions may be implemented in the
form of a software product. The computer software product
is stored in a storage medium and includes several instruc-
tions for instructing a computer device (which may be a
personal computer, a database control system, a network
device, or the like) to perform all or a part of the steps of the
methods described in the embodiments of this application.
The foregoing storage medium includes: any medium that
can store program code, such as a USB flash drive, a
removable hard disk, a read-only memory (ROM, Read-
Only Memory), a random access memory (RAM, Random
Access Memory), a magnetic disk, or an optical disc.
[0311] The foregoing embodiments are merely intended
for describing the technical solutions of this application, but
not for limiting this application. Although this application is
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described in detail with reference to the foregoing embodi-
ments, persons of ordinary skill in the art should understand
that they may still make modifications to the technical
solutions described in the foregoing embodiments or make
equivalent replacements to some technical features thereof,
without departing from the spirit and scope of the technical
solutions of the embodiments of this application.

1. An identity information processing method, compris-
ing:

receiving, by a database control system, registration infor-

mation sent by a third-party application server, wherein
the registration information comprises an Internet Pro-
tocol (IP) address of user equipment (UE) and external
identity information of the UE, and wherein the exter-
nal identity information is allocated by the third-party
application server to the UE;

sending, by the database control system, the IP address to

a target network element;
receiving, by the database control system, intra-network
identity information of the UE that is returned by the
target network element based on the IP address; and
establishing, by the database control system, a correspon-
dence between the external identity information and the
intra-network identity information.

2. The method according to claim 1, wherein the target
network element comprises a packet data network gateway
(PGW), and wherein the intra-network identity information
comprises an international mobile subscriber identity (IMSI)
or a mobile subscriber international ISDN number
MSISDN.

3. The method according to claim 2, wherein

when the IP address is a public IP address, the method

further comprises:

receiving, by the PGW, the public IP address sent by the
database control system;

obtaining, by the PGW, a private IP address based on
the public IP address;

obtaining, by the PGW, the IMSI or MSISDN based on
the private IP address; and

sending, by the PGW, the IMSI or MSISDN to the
database control system; or

when the IP address is a private IP address, the method

further comprises:

receiving, by the PGW, the private IP address sent by
the database control system;

obtaining, by the PGW, the IMSI or MSISDN based on
the private IP address; and

sending, by the PGW, the IMSI or MSISDN to the
database control system.

4. The method according to claim 1, wherein the target
network element comprises a Mobile Edge Computing
(MEC), wherein the IP address is a public IP address, and
wherein the intra-network identity information comprises a
private IP address.

5. The method according to claim 4, wherein the method
further comprises:

receiving, by the database control system, a deletion

request sent by the third-party application server,
wherein the deletion request is sent by the third-party
application server when a terminal corresponding to the
private IP address exits the third-party application
server; and



US 2019/0200197 Al

deleting, by the database control system, the correspon-
dence between the external identity information and the
intra-network identity information according to the
deletion request.
6. The method according to claim 1, wherein after the
establishing, by the database control system, a correspon-
dence between the external identity information and the
intra-network identity information, the method further com-
prises:
receiving, by the database control system, external iden-
tity information sent by a preset network element;

determining, by the database control system based on the
correspondence between the external identity informa-
tion and the intra-network identity information, intra-
network identity information that corresponds to the
external identity information sent by the preset network
element; and

sending, by the database control system, the determined

intra-network identity information to the preset net-
work element.

7. The method according to claim 6, wherein the preset
network element comprises a home subscriber server (HSS),
a service capability exposure function (SCEF), or a Mobile
Edge Computing (MEC).

8. An identity information processing method, compris-
ing:

receiving, by a service capability exposure function

(SCEF), a first monitoring request sent by a third-party
application server, wherein the first monitoring request
comprises external identity information and monitoring
type information;

sending, by the SCEF, the external identity information to

a database control system;

receiving, by the SCEF, intra-network identity informa-
tion sent by the database control system, wherein the
intra-network identity information is obtained by the
database control system from a pre-established corre-
spondence between the external identity information
and the intra-network identity information based on the
external identity information sent by the SCEF; and

sending, by the SCEF, a second monitoring request to a
home subscriber server (HSS), wherein the second
monitoring request comprises the intra-network iden-
tity information and the monitoring type information.

9. An identity information processing method, compris-
ing:

receiving, by a home subscriber server (HSS), external
identity information and monitoring type information
that are sent by a service capability exposure function
(SCEP),

sending, by the HSS, the external identity information to
a database control system;

receiving, by the HSS, intra-network identity information
sent by the database control system, wherein the intra-
network identity information is obtained by the data-
base control system from a pre-established correspon-
dence between the external identity information and the
intra-network identity information based on the exter-
nal identity information sent by the HSS;

determining, by the HSS, a mobility management entity
MME based on the intra-network identity information;
and
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requesting, by the HSS from the MME, monitoring event
information corresponding to the monitoring type
information.

10. The method according to claim 9, wherein the intra-
network identity information comprises an IMSI or an
MSISDN.

11. A database control system, comprising:

a receiver, the receiver configured to receive registration
information sent by a third-party application server,
wherein the registration information comprises an
Internet Protocol (IP) address of a user equipment (UE)
and external identity information of the UE, and
wherein the external identity information is allocated
by the third-party application server to the UE;

a transmitter, the transmitter configured to send the IP
address to a target network element, wherein

the receiver is further configured to receive intra-network
identity information of the UE that is returned by the
target network element based on the IP address; and

at least one processor, the at least one processor config-
ured to establish a correspondence between the external
identity information and the intra-network identity
information.

12. The database control system according to claim 11,
wherein the target network element comprises a packet data
network gateway (PGW), and wherein the intra-network
identity information comprises an international mobile sub-
scriber identity (IMSI) or a mobile subscriber international
ISDN number (MSISDN).

13. The database control system according to claim 11,
wherein the target network element comprises a Mobile
Edging Computing (MEC), wherein the IP address is a
public IP address, and wherein the intra-network identity
information comprises a private IP address.

14. The database control system according to claim 13,
wherein

the receiver is configured to receive a deletion request
sent by the third-party application server, wherein the
deletion request is sent by the third-party application
server when a terminal corresponding to the private IP
address exits the third-party application server; and

the at least one processor is configured to delete the
correspondence between the external identity informa-
tion and the intra-network identity information accord-
ing to the deletion request.

15. The database control system according to claim 11,

wherein

the receiver is further configured to receive external
identity information sent by a preset network element;

the at least one processor is further configured to deter-
mine, based on the correspondence between the exter-
nal identity information and the intra-network identity
information, intra-network identity information that
corresponds to the external identity information sent by
the preset network element; and

the transmitter is further configured to send the deter-
mined intra-network identity information to the preset
network element.

16. The database control system according to claim 15,
wherein the preset network element comprises a home
subscriber server (HSS), a service capability exposure func-
tion (SCEF), or a Mobile Edge Computing (MEC).

17. A service capability exposure function (SCEF), com-
prising:
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receiver, the receiver configured to receive a first

monitoring request sent by a third-party application

server, wherein the first monitoring request comprises
external identity information and monitoring type
information; and

a transmitter, the transmitter configured to send the exter-
nal identity information to a database control system,
wherein

the receiver is further configured to receive intra-network
identity information sent by the database control sys-
tem, wherein the intra-network identity information is
obtained by the database control system from a pre-
established correspondence between the external iden-
tity information and the intra-network identity infor-
mation based on the external identity information sent
by the SCEF; and

the transmitter is further configured to send a second
monitoring request to an HSS, wherein the second
monitoring request comprises the intra-network iden-
tity information and the monitoring type information.

18. A home subscriber server (HSS), comprising:

a receiver, the receiver configured to receive external
identity information and monitoring type information
that are sent by an SCEF;

a transmitter, the transmitter configured to send the exter-
nal identity information to a database control system,
wherein

the receiver is further configured to receive intra-network

identity information sent by the database control sys-

tem, wherein the intra-network identity information is
obtained by the database control system from a pre-
established correspondence between the external iden-
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tity information and the intra-network identity infor-
mation based on the external identity information sent
by the HSS; and

at least one processor, the at least one processor config-

ured to determine a mobility management entity
(MME) based on the intra-network identity informa-
tion, wherein

the transmitter is configured to request, from the MME,

monitoring event information corresponding to the
monitoring type information.

19. A communications system, wherein the communica-
tions system comprises a database control system, a target
network element, and a third-party application server; and

wherein the database control system is configured to:

receive registration information sent by a third-party
application server, wherein the registration informa-
tion comprises an Internet Protocol (IP) address of
user equipment (UE) and external identity informa-
tion of the UE, and wherein the external identity
information is allocated by the third-party applica-
tion server to the UE;

send the IP address to a target network element;

receive intra-network identity information of the UE
that is returned by the target network element based
on the IP address;

and establish a correspondence between the external
identity information and the intra-network identity
information.

20. The communications system according to claim 19,
wherein the target network element comprises a packet data
network gateway (PGW) or a Mobile Edge Computing
(MEQ).



