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(57) ABSTRACT

Disclosed herein is a method of connection of home appli-
ance to a network, a network-connection system for home
appliances, and an apparatus related to a network-connec-
tion setting for home appliances. The network connection
method of home appliance includes operations in which a
terminal device receives an input of an authentication key of
an access point (AP) apparatus and the terminal device or the
AP apparatus verifies and authenticates the authentication
key; a home appliance is set to be in a state of communi-
cating with the terminal device; the home appliance is
interconnected to the terminal device and the terminal
device transmits an identification number and the certifi-
cated authentication key of the AP apparatus to the home
appliance; and the home appliance is connected to the AP
apparatus based on the identification number and the authen-
tication key of the AP apparatus.
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HOME APPLIANCE, NETWORK
CONNECTION SYSTEM FOR HOME
APPLIANCE AND NETWORK CONNECTION
METHOD OF HOME APPLIANCE

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of application
Ser. No. 16/745,497, filed Jan. 17, 2020, which is a con-
tinuation of application Ser. No. 15/117,438, now U.S. Pat.
No. 10,598,784, which is the National Stage of International
Application No. PCT/KR2015/000847, filed Jan. 27, 2015,
which claims priority to Korean Patent Application No.
10-2014-0013455, filed Feb. 6, 2014, the disclosures of
which are incorporated herein by reference into the present
disclosure as if fully set forth herein.

BACKGROUND

1. Field

[0002] Embodiments of the present disclosure relate to a
method of connection of home appliance to a network, a
network-connection system for home appliances, and an
apparatus related to a network-connection setting for home
appliances.

2. Description of Related Art

[0003] In general, a home appliance represents an electri-
cal appliance used in the household. Home appliances may
include a refrigerator, a washing machine, a television, a
radio, an audio, a cleaner, an air conditioner, an oven, a
Smart TV, a digital camera, a home computer or a laptop,
and various types of electronic appliances used in the house
hold.

[0004] In recent, a home appliance may include various
processors, such as micro control unit (MCU). The MCU
represents a control device, which includes a central pro-
cessing unit (CPU), storage such as random access memory
(RAM) or read only memory (ROM) and various modules,
such as various ports implemented as a single chip. Home
appliances may provide a variety of information necessary
for a user and may perform an operation corresponding to
the instruction received from a user by using the processor.
Therefore, home appliances may refer to as smart device or
smart appliance. The smart device or smart appliance rep-
resents a device or an appliance in which functions of
thereof are not limited, and thus substantial portion of
function is changeable and expandable through various
application programs.

SUMMARY

[0005] Therefore, it is an aspect of the present disclosure
to provide a network connection system for home appliance
and a method of connection of home appliance to a network
configured to allow a user to easily set a network connection
of home appliance without an error.

[0006] In accordance with one aspect of the present dis-
closure, a network connection method of home appliance
includes an operation in which a terminal device receives an
input of an authentication key of an access point (AP)
apparatus and the terminal device or the AP apparatus
verifies and authenticates the authentication key; an opera-
tion in which a home appliance is set to be in a state of
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communicating with the terminal device; an operation in
which the home appliance is interconnected to the terminal
device and the terminal device transmits an identification
number and the certificated authentication key of the AP
apparatus o the home appliance; and an operation in which
the home appliance is connected to the AP apparatus based
on the identification number and the authentication key of
the AP apparatus.

[0007] The network connection method of home appliance
may further include an operation in which the terminal
device displays an operation method of setting the home
appliance to be in a state of communicating with the terminal
device

[0008] The network connection method of home appliance
may further include an operation in which the terminal
device searches a home appliance, which is set to be in a
state of communicating with the terminal device.

[0009] The home appliance and the terminal device may
be communicated with each other by using Wi-Fi direct.
[0010] The network connection method may further
include an operation in which the AP apparatus is connected
to the terminal device.

[0011] The network connection method may further
include an operation in which the home appliance is con-
nected to the AP apparatus and then the home appliance
accesses to a server device via the AP apparatus.

[0012] The network connection method may further
include an operation in which, when the home appliance
accesses to the server device, the server device registers the
home appliance to a user account related to the terminal
device.

[0013] The network connection method may further
include an operation in which the terminal device verifies
the authentication hey by determining whether the authen-
tication key is identical to an authentication key of the AP
apparatus stored in the terminal device.

[0014] The terminal device may repeatedly receive an
input of the authentication key to verify the authentication
key until the authentication key is authenticated.

[0015] The network connection method may further
include an operation in which the terminal device or the
home appliance transmits the user authentication informa-
tion to a server device, and in this case the server device may
perform a user authentication based on the user authentica-
tion information.

[0016] The terminal device may include at least one of a
desktop computer, a laptop computer, a smart phone, a
cellular phone, a tablet PC, a Smart TV, a digital cameras, a
personal digital assistant (PDA), a remote controller, and a
portable gaming device.

[0017] The home appliance may include at least one of a
refrigerator, a washing machine, a television, a radio, an
audio, a cleaner, an air conditioner, a home computer, an
oven, a Smart TV, a digital camera, or a laptop.

[0018] In accordance with one aspect of the present dis-
closure, a home appliance includes a communication unit
connected to a network and configured to receive access
point (AP) apparatus access information, and a processor
configured to try a connection to an AP apparatus by using
the AP apparatus access information, and configured to
control to connect to a server device via the AP apparatus by
using stored Internet Protocol (IP) address when connected
to the AP apparatus
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[0019] The processor may perform a user authentication
procedure by using user authentication information received
from the communication unit when accessing to the server
device.

[0020] The communication unit may receive the access
point (AP) apparatus access information from the terminal
device, wherein the access point (AP) apparatus access
information may include at least one of an identification
number of an AP apparatus and an authentication key of the
AP apparatus.

[0021] The communication unit may further receive server
device access information to access to the server device.
[0022] The home appliance may further include a setting
unit configured to set the home appliance to be in a state of
communicating with a terminal device.

[0023] In accordance with one aspect of the present dis-
closure, a network connection system of home appliance
includes an access point (AP) apparatus connected to an
external network, a terminal device configured to receive an
input of an authentication key of the AP apparatus, and at
least one home appliance interconnected to the first terminal
device by being set to be in a state of communicating with
the terminal device, configured to receive an identification
number and the authentication number of the AP apparatus,
and connected to the AP apparatus based on the identifica-
tion number and the authentication number, wherein the
terminal device or the AP apparatus may authenticate the
authentication key by verifying the authentication number.
[0024] The terminal device may display an operation
method of setting the home appliance to be in a state of
communicating with the terminal device.

[0025] The terminal device may search a home appliance,
which is set to be in a state of communicating with the
terminal device

[0026] The home appliance and the terminal device may
be communicated with each other by using Wi-Fi direct.

[0027] The AP apparatus may be connected to the terminal
device.
[0028] The network connection system of home appliance

may further include a server device to which the home
appliance is accessed via the AP apparatus after connected to
the AP apparatus.

[0029] The server device may register the home appliance
to a user account related to the terminal device when the
home appliance accesses to the server device.

[0030] The terminal device or the home appliance may
transmit user authentication information to the server
device, and the server device may perform a user authenti-
cation based on the user authentication information.

[0031] The terminal device may verify the authentication
key by determining whether the authentication key is iden-
tical to an authentication key of the AP apparatus stored in
the terminal device.

[0032] The terminal device may repeatedly receive an
input of the authentication key to verify the authentication
key until the authentication key is authenticated.

[0033] The terminal device may include at least one of a
desktop computer, a laptop computer, a smart phone, a
cellular phone, a tablet PC, a Smart TV, a digital cameras, a
personal digital assistant (PDA), a remote controller, and a
portable gaming device.

[0034] The home appliance may include at least one of a
refrigerator, a washing machine, a television, a radio, an
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audio, a cleaner, an air conditioner, a home computer, an
oven, a Smart TV, a digital camera, or a laptop.

[0035] As is apparent from the above description, accord-
ing to the proposed network connection system of home
appliance and a network connection method of home appli-
ance, a user may easily set a network connection of home
appliance so that user convenience may be improved.
[0036] According to the system and method, an error,
which may be generated in a process of accessing to an
access point (AP) apparatus of home appliance, may be
prevented so that home appliance may be reliably accessed
to the AP apparatus.

[0037] According to the system and method, it may be
verified and prevented that a home appliance is connected to
the AP apparatus by a malicious user, and thus safety of
using home appliance may be improved.

[0038] A user may more easily set a network connection of
home appliance, in which a network connection is set by
other user

BRIEF DESCRIPTION OF THE DRAWINGS

[0039] These and/or other aspects of the invention will
become apparent and more readily appreciated from the
following description of the embodiments, taken in conjunc-
tion with the accompanying drawings of which:

[0040] FIG. 1is a diagram of a network connection system
of home appliance in accordance with one embodiment of
the present disclosure;

[0041] FIG. 2 is a flow chart illustrating an exemplary
process of displaying a method of setting home appliance on
an external terminal device appliance;

[0042] FIGS. 3 and 4 are views illustrating an exemplary
screen displayed on an external terminal device while setting
home appliance;

[0043] FIG. 5 is a view illustrating selecting ranking of a
wireless access point (AP) apparatus ;

[0044] FIGS. 6 and 7 are views illustrating an exemplary
screen displayed on an external terminal device while setting
a home appliance;

[0045] FIG. 8 is a flow chart illustrating a process of
displaying a method of setting home appliance on an exter-
nal terminal device in accordance with another embodiment
of the present disclosure;

[0046] FIG. 9 is a view illustrating an exemplary screen
displayed on an external terminal device while setting home
appliance;

[0047] FIG. 10 is a flow chart illustrating a process of
registering a home appliance, which is to communicate with
a first terminal device, at the first terminal device in accor-
dance with one embodiment of the present disclosure;
[0048] FIG. 11 is a flow chart illustrating a process of
connecting a home appliance to a AP apparatus;

[0049] FIG. 12 is a view illustrating an exemplary screen
displayed on a terminal device while setting home appli-
ance;

[0050] FIG. 13 is a flow chart illustrating a network
connection method of home appliance by using a second
terminal device in accordance with one embodiment of the
present disclosure;

[0051] FIG. 14 is a view illustrating an exemplary screen
displayed on an external terminal device during a process of
setting a network connection of home appliance by using a
second terminal device;
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[0052] FIG. 15 is a flow chart illustrating a process of
setting a network connection of a plurality of home appli-
ances in accordance with one embodiment of the present
disclosure; and

[0053] FIGS. 16 to 19 are views illustrating an exemplary
screen displayed on an external terminal device during a
process of setting a network connection of a plurality of
home appliances.

DETAILED DESCRIPTION

[0054] Hereinafter a network connection system of home
appliance will be described with reference to FIG. 1. FIG. 1
is a diagram of a network connection system of home
appliance in accordance with one embodiment of the present
disclosure. As illustrated in FIG. 1, a network connection
system of home appliance may include at least one first
terminal 10, a server device 20, an access point (AP)
apparatus 30, and at least one home appliance 40 and 40aq.
The first terminal 10, the server device 20 and the AP
apparatus 30 may transmit/receive data through a wired/
wireless communication network. For example, the sever
device 20 and the AP apparatus 30 may transmit/receive data
to each other through a wired communication network. The
first terminal 10 and the AP 30 may transmit/receive data to
each other through a wireless communication network. The
at least one home appliance 40 and 404, and the first terminal
device 10 or the AP 30 may transmit/receive data to each
other through a wireless communication network.

[0055] A wired communication network represents a com-
munication network capable of transmitting/receiving an
electrical signal by using a communication medium, such as
a wire. Various devices, such as loaded cable, coaxial cable
or fiber optic cable, may be used as a communication
medium of the wired communication network. A wireless
communication network represents a communication net-
work capable of transmitting/receiving an electrical signal
without a medium, such as a wire.

[0056] A wireless communication network may be a net-
work built by various wireless communication systems. The
wireless communication network may include both of a
local area communication network and a telecommunication
network. The wireless communication network may trans-
mit data by using various communication systems, such as
Bluetooth™, Zigbee™, WirelessHART, near field commu-
nication (NFC), Wi-Fi, Wi-Fi Direct, GSM/3GPP-based
communication system i.e., GSM, HSDPA, LTE Advanced,
3GPP2-based communication system, i.e., CDMA, or
WiMAX-based communication system, i.e., WiBro.

[0057] The first terminal device 10 may receive an input of
an authentication key from a user. The authentication key
inputted into the first terminal device 10 may be serial
numbers constituting at least one of characters, numbers,
and various symbols. The serial number may be a password.
In addition, the authentication key may be electronic infor-
mation, such as a public certificate. As needed, the first
terminal device 10 may verify and authenticate inputted
authentication key. For example, the first terminal device 10
may authenticate that the inputted authentication key is
correct by determining whether the inputted authentication
key is identical to previously inputted authentication key, or
whether the inputted authentication key is identical to a
predetermined value. As needed, the first terminal device 10
may repeatedly receive an authentication key from a user
until authenticating an authentication key is completed.
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[0058] The first terminal device 10 may include at least
one of a desktop computer, a laptop computer, a smart
phone, a cellular phone, a tablet PC, a Smart TV, a digital
camera, a personal digital assistant (PDA), a remote con-
troller, and a portable gaming device. Other than the above,
the first terminal device 10 may include various devices
capable of transmitting/receiving data to/from other device
in the outside by using a certain wired/wireless communi-
cation network. In the first terminal device 10, a communi-
cation module may be installed for the communication. As
for a wireless communication, the communication module
may include an antenna, and a wireless communication chip.
As for a wired communication, the communication module
may include a wired communication cable, and a LAN card
to which a wired communication cable is mounted. In
addition, the first terminal device 10 may further include a
processor to process data, which is transmitted/received
through a communication module. The processor may be a
processing device in which an arithmetic logic operator, a
register, a program counter, an instruction decoder and a
control circuit are installed on a single silicon chip. A certain
processor may be realized by at least one semiconductor
chip disposed on a certain printed circuit board embedded in
a housing of the first terminal device 10. The first terminal
device 10 may be provided with a display unit to display an
image. The display unit may be realized by a display device
manufactured by using liquid crystal display (LCD), light
emitting diode (LED) or organic light emitting diode
(OLED). According to the control of the processor, the
display unit may display a method of setting connection
between the home appliance 40 and 40a and the AP appa-
ratus 30 by using characters, images, or videos and the like.

[0059] In accordance with one embodiment of the present
disclosure, the network connection system of home appli-
ance may further include a second terminal device 11. The
second terminal device 11 may be the same type of the first
terminal device 10 or may be the different type of the first
terminal device 10. For example, the first terminal device 10
may be a smart phone and the second terminal device 11
may be a tablet PC. A user of the first terminal device 10 and
a user of the second terminal device 11 may be the same or
may be different.

[0060] The server device 20 may receive data from at least
one of the first terminal device 10 and the second terminal
device 11, may perform operation, determination, and pro-
cess based on the received data, and may transmit a result of
performing, such as operation, determination, and process,
to at least one of the first terminal device 10 and the second
terminal device 11. The server device 20 may be realized by
at least one computing device. In other words, the server
device 20 may be realized by a plurality of computing
devices. Each of the plurality of computing devices may
perform the same functions or different functions from each
other.

[0061] The AP apparatus 30 represents an apparatus con-
figured to allow various wireless devices to be connected to
a wired device. The AP apparatus 30 may be provided with
a slot connected to a wired communication cable, and may
transmit/receive data to/from the server device 20 via the
wired communication cable. The AP apparatus 30 may
include a router connected to the wired communication
network. In addition, the AP apparatus 30 may be connected
to at least one the first terminal device 10 and the second
terminal device 11, or the home appliance 40 and 40a via a
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wireless communication network. The AP apparatus 30 may
include a wireless communication module for a wireless
communication network. The wireless communication mod-
ule of the AP apparatus 30 may include an antenna and a
wireless communication chip. The AP apparatus 30 may
perform a communication by using various communication
standards, such as IEEE 802.11 standard. Particularly, the
AP apparatus 30 may perform communication by using
various communication technologies, such as WiFi, near
field communication (NFC), or Bluetooth™. In order to
secure the wireless communication, the AP apparatus 30
may encrypt a packet by using a variety of encryption
methods, and may transmit the encrypted packets to the
outside.

[0062] The AP apparatus 30 may receive an authentication
key from an external terminal device, and when the inputted
authentication key is correct the AP apparatus 30 may allow
the external terminal device to be connected the AP appa-
ratus 30. For example, the AP apparatus 30 may receive an
authentication key from the home appliance 40 and 40aq,
may determine whether the received authentication key is
identical to pre-stored authentication key, and may allow the
home appliance 40 and 40a to be connected to the AP
apparatus 30 when the received authentication key is iden-
tical to pre-stored authentication key. When the AP appara-
tus 30 allows the connection, the home appliance 40 and 40a
may be connected to the AP apparatus 30, and may be
connected to an external network through the AP apparatus
30.

[0063] The authentication key may be serial numbers
constituting at least one of characters, numbers, and various
symbols. The serial number may be a password. In addition,
an authentication key may be electronic information, such as
a public certificate.

[0064] The home appliance 40 and 40 may include a
communication module and a processor. The communica-
tion module is configured to communicate with at least one
of the first terminal device 10, the second terminal device 11,
and the AP apparatus 30, and the processor is configured to
control the overall operation of the home appliance 40 and
40a. The communication module may be a wired commu-
nication module or a wireless communication module. As
for a wired communication, the communication module may
include a wired communication cable, and a LAN card in
which a wired communication cable is mounted. As for a
wireless communication, the communication module may
include an antenna, and a wireless communication chip. The
communication module may communicate with at least one
of the first terminal device 10, the second terminal device 11,
and the AP apparatus 30 by using various communication
technologies, such as WiFi, near field communication
(NFC), or Bluetooth™. For example, the home appliance 40
and 40a may perform a data communication with the first
terminal 10 or the second terminal 11 by using WiFi direct.
The processor may be realized by various processing
devices, such as micro control unit (MCU). The processor
may a control communication module, and may process data
received through the communication module. The processor
may generate a control command configured to try to access
to the AP apparatus 30 by using an identification number and
an authentication key of the AP apparatus 30 received from
the first terminal device 10 via the communication module.
[0065] As needed, the home appliance 40 and 40a may
further include a display unit to display a variety of infor-
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mation and an input unit to receive various instructions from
a user. The display unit may be a display device realized by
liquid crystal display (LCD), light emitting diode (LED) or
organic light emitting diode (OLED). The input unit may be
directly installed in the home appliance 40 and 40qa, or may
be installed on an external device connected to the home
appliance. The external device connected to the home appli-
ance may include a remote control device. In accordance
with one embodiment, the input unit may receive an instruc-
tion of entering the home appliance to an access point
connection mode so that at least one home appliance may be
connected to an AP apparatus. In accordance with embodi-
ments, the home appliance 40 and 40 may include a touch
screen unit. The touch screen unit may receive an input of an
instruction from a user according to a touch operation of a
user while displaying an image. Therefore, the touch screen
unit may provide a function of display unit and a function of
input unit at the same time.

[0066] The home appliance 40 and 40a¢ may include a
refrigerator, a washing machine, a television, a radio, an
audio, a cleaner, an air conditioner, an oven, a digital
camera, a Smart TV, and a home computer or various types
of electronic appliances other than a laptop.

[0067] Hereinafter a method of setting a network connec-
tion of home appliance by using the first terminal device will
be described with reference to FIGS. 2 to 12.

[0068] FIG. 2 is a flow chart illustrating an exemplary
process of displaying a method of setting home appliance on
an external terminal device appliance and FIGS. 3 and 4 are
views illustrating an exemplary screen displayed on an
external terminal device while setting home appliance. FIG.
2 illustrates an example of the server 20 including three of
server device 21 to 23. This is for convenience of descrip-
tion, but the sever device 20 may be one, two or more than
four. This may be determined according to the random
choice of a system designer. A first server device 21 of FIG.
2 may be an application storage server in which at least one
application (referred to as APP on the drawings) is stored.
The application may be programed to implement a network
connection method. The first server 21 may store an appli-
cation or updated file of application, may transmit the
application or the updated file of application to the first
terminal device 10 and the second terminal device 11
according to a request of the first terminal device 10. The
second sever device 22 may be an authority process server
for processing a user’s network setting authority. A third
server device 23 may be a server device managed by a
service provider providing a home network service, such as
a remote control of home appliance, and may manage an
account of a user subscribed to the service. The user account
may include user information and a list of home appliance,
which is registered by a user. Even when a user is not in the
house, the user may remotely control the home appliances
registered in the user account by connecting to the third
server device 23 via a wired/wireless communication net-
work of out of the house.

[0069] Referring to FIG. 2, the first terminal device 10
may receive an application from the first server device 21 (s
100) so that the home appliance 40 may be connected to the
AP 30 to be connected to a network. When the application
is already installed in the first terminal device 10, s 100 may
be omitted. When the application installed in the first
terminal device 10 is needed to be updated, an application
update file may be transmitted from the first server device 21
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to the first terminal device 10. The first terminal device 10
may install the application received from the first server
device 21 or may install the application update file received
from the first server device 21, and then may execute the
installed application (s 101).

[0070] When the application is executed, the first terminal
device 10 may be connected to the third server device 23 via
a network. The first terminal device 10 may transmit user
authentication information to the third server device 23 to
access to the third server device 23 by using a pre-registered
user account (s 102). If a user account registered in the third
server device 23 is absent, the third server device 23 may
perform registration process to register a user account.
Hereinafter for convenience of description, it is assumed that
apre-registered user account is already existed. User authen-
tication information may include at least one of user iden-
tification number (ID) and password for authentication. The
ID and password for authentication may be formed by at
least one of symbol, character and number. The ID may
include a variety type of indicators capable of identifying a
person, such as a user’s e-mail address, register number and
mobile phone number. As needed, the first terminal device
10 may display an input window to receive user identifica-
tion number and a password for authentication for user
authentication. The first terminal device 10 may store user
identification number and a password for authentication in
advance. The user authentication information may be
encrypted for security before transmitted to the third server
device 23.

[0071] The third server device 23 may receive authenti-
cation information, and may perform user authentication
based on the received authentication information. In this
case, the third server device 23 may analyze encrypted
authentication information and may perform user authenti-
cation based on the analyzed authentication information. If
user authentication succeeds, the third server device 23 may
access to the registered user account and may transmit a first
access token related to a network setting authority of the
home appliance 40. If user authentication is failed, the third
server device 23 may transmit information related to failure
ofuser authentication to the first terminal device 10. The first
terminal device 10 may output user authentication failure
message on a screen, i.e., a display unit based on the
information related to failure of user authentication. As
needed, the first terminal device 10 may output user authen-
tication failure message in a sound.

[0072] When the first terminal device 10 receives the first
access token, the first terminal device 10 may request an
authority of access to the home appliance 40 by transmitting
the first access token to the second server device 22 (s 104).
For the integrity of the first access token, the second server
device 22 may transmit the received the first access token to
the third server device 23 (s 105), and the third sever device
23 may transmit information for the integrity of the first
access token, such as a result of user authentication, to the
second server device 22. When the integrity of the first
access token is proved, the second server device 22 may
determine to provide network connection setting service of
home appliance (s 107), and may transmit a result of
determination to the first terminal device 10 (s 108).
[0073] The first terminal device 10 may display a certain
screen I, as illustrated in FIG. 3, while performing the
above-mentioned process. An image and a video, which is to
indicate that a variety of processes related to an authentica-
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tion are performed, may be displayed on a portion of the
screen 1. In accordance with one embodiment, the first
terminal device 10 may inform that the authentication pro-
cess is performed to a user by outputting a sound.

[0074] When receiving a result of determination from the
second server device 22, the first terminal device 10 may
determine the AP apparatus 30 to which the home appliance
is connected. In this case, the first terminal device 10 may
display an input window a, as illustrated in FIG. 4, to receive
the determination of the AP apparatus 30 and an authenti-
cation key of the AP apparatus 30. In the input window a, a
variety of information to display the AP apparatus 30, such
as security setting al and signal intensity a4, may be
displayed. In addition, a button a3 to select other AP
apparatus, an authentication key input portion a5 to receive
an authentication key of AP apparatus, a OK button aé and
a cancel button a7, both of which are to receive an instruc-
tion for performing function of following step, such as
transmitting an authentication key, may be displayed in the
input window a.

[0075] If a plurality of AP apparatuses 30 is present, the
first terminal device 10 may determine at least one AP
apparatus 30 among the plurality of AP apparatuses 30 based
on AP connection ranking. The AP apparatus connection
ranking may be determined based on a variety of standards.
For example, the AP apparatus connection ranking may be
generated based on at least one of a connection time between
the AP apparatus 30 and the first terminal device 10, a
connection time between the AP apparatus 30 and at least
one of the home appliance 40 and 404, access time, which
is a time point when the first terminal device 10 or at least
one of the home appliance 40 and 40a is connected to the AP
apparatus 30, radio wave strength of the AP apparatus 30,
and a result of selecting AP apparatus by a user.

[0076] FIG. 5 is a view illustrating selecting ranking of
access point (AP) apparatus. For example, as illustrated in
FIG. 5, the AP apparatus 30 may be selected in the following
order: a AP apparatus to which the first terminal device 10
or at least one home appliance 40 and 40q is currently
connected, a AP apparatus to which the first terminal device
10 or at least one home appliance 40 and 40q is most
recently connected, a AP apparatus having the highest signal
strength, and a AP apparatus selected by a user. In other
words, the first terminal device 10 may confirm that the AP
apparatus 30 currently connected thereto is present, and may
select the AP apparatus 30 currently connected thereto.
When the AP apparatus 30 currently connected to the first
terminal device 10 is absent, the first terminal device 10 may
confirm that the AP apparatus 30 most recently connected
thereto is present by reading access records, and when the
AP apparatus 30 most recently connected thereto is present,
the first terminal device 10 may access to the AP apparatus
30 most recently connected to the first terminal device 10.
When the AP apparatus 30 most recently connected to the
first terminal device 10 is absent, the first terminal device 10
may select an AP apparatus having the highest signal
strength among a plurality of AP apparatuses 30. When the
AP apparatus 30 is not determined by using the above-
mentioned method, the first terminal device 10 may receive
an input of a command related to selection of the AP
apparatus 30 from a user by displaying a message of request
of selecting the AP apparatus 30. As needed, a user may
arbitrarily select the AP apparatus 30 regardless of selection
ranking of the AP apparatus.
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[0077] The purpose of selecting the AP apparatus 30
through the first terminal device 10 is that the home appli-
ance 40 and 40q is connected to communicate with the AP
apparatus 30 so that corresponding home appliance 40 and
40a access to the third server device 23 via the AP apparatus
30, and the third server device 23 registers the corresponding
home appliance 40 and 40aq to the list of the user account. In
other words, the terminal device 10 may generate authenti-
cation information to be connected to the AP apparatus 30,
and may transmit the authentication information to the home
appliance 40 and 40a, and then the home appliance 40 and
40a may be connected to the AP apparatus 30 by using the
received authentication information. Therefore, user’ incon-
venience, which is a user connects the home appliance 40
and 40a to the AP apparatus 30 by directly operating the
home appliance 40 and 40q, may be relieved.

[0078] When the AP apparatus 30 is determined, the user
may input an authentication key to the AP apparatus 30 into
the authentication key input portion a5 of the first terminal
device 10 (s 111), and the first terminal device 10 may
transmit the inputted authentication key to the AP apparatus
30 (s 112). The AP apparatus may identify whether the
authentication key is identical to an authentication key
stored in the AP apparatus 30 by verifying the received
authentication key (s 113). The AP apparatus 30 may iden-
tify the authentication key and then may transmit a result of
identification to the first terminal device 10 (s 114). When
the received authentication key is identical to an authenti-
cation key of the AP apparatus 30, the AP apparatus 30 may
transmit information, which is the received authentication
key is identical to an authentication key of the AP apparatus
30, to the first terminal device 10. When the received
authentication key is different from an authentication key of
the AP apparatus 30, the AP apparatus 30 may transmit
information, which is the received authentication key is
different from an authentication key of the AP apparatus 30,
to the first terminal device 10.

[0079] In a state where the terminal device 10 is connected
to the AP apparatus 30, or the terminal device 10 was
connected to the AP apparatus 30 in previous, information
related to an authentication key of the corresponding AP
apparatus 30 may be stored in a memory unit installed in the
first terminal device 10 and thus the first terminal device 10
may perform a process of determining whether an authen-
tication key inputted by a user is correct by itself.

[0080] When the selected AP apparatus 30 and an authen-
tication key, which is to be connected to the AP apparatus 30,
are inputted into the first terminal device 10, the first
terminal device 10 may generate network setting informa-
tion and store the network setting information in the memory
unit. The stored network setting information may be trans-
mitted to the home appliance 40 and 40a so that the
corresponding home appliance 40 and 40a may be allowed
to be connected to the AP apparatus 30. In addition, the
network setting information may include information about
a user account registered on the third server device 23.
Therefore, the home appliance 40 and 40a access to the third
sever device 23 via the AP apparatus 30, and an authenti-
cation process may be performed by using registered user
account of the network setting information so that the
corresponding home appliance 40 and 40a may be registered
on the user account.

[0081] A process of determining whether an authentica-
tion key to the AP apparatus 30 inputted by a user is correct,
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is important. In a state where network setting information is
generated by using an incorrect authentication key and then
transmitted to the home appliance 40 and 40a, when the
home appliance 40 and 40q tries to connect to the AP
apparatus 30 by using the network setting information, the
connection to the AP apparatus 30 may be failed due to the
incorrect authentication key. When the connection between
the home appliance 40 and 40a and the AP apparatus 30 is
failed, it may take a certain period of time that the user
receives feedback information about the failure, and there
may be inconvenience, which is a user repeatedly performs
a process of selecting the AP apparatus 30 and inputting an
authentication key. However, as mentioned above, since the
first terminal device 10 generates network setting informa-
tion only when an authentication key to the selected AP
apparatus 30 is correct, there may be no errors in network
setting information transmitted to the home appliance 40 and
40a, and thus there may be no possibility of failing when the
home appliance 40 and 40« is connected to the AP apparatus
30 as far as there is no problems in the AP apparatus 30.
[0082] FIGS. 6 and 7 are views illustrating an exemplary
screen displayed on an external terminal device while setting
ahome appliance. When the first terminal device 10 receives
information, which is an authentication key is identical, a
screen related to setting b and ¢, as illustrated in FIGS. 6 and
7, may be displayed to a user (s 200). For example, the first
terminal device 10 may display a variety of information b1
to explain methods, such as a method of connecting the
home appliance 40 and 40a to the AP apparatus 30, as
illustrated in FIG. 6. Information related to a network setting
method may be displayed by using at least one of text,
image, sound, and video. A user may set the home appliance
40 and 40a to be a state where the home appliance 40 and
40a is capable of communicating with the first terminal
device 10 or the AP apparatus 30, with reference to what
displayed on a screen b of the first terminal device 10. For
example, the user may set the first terminal device 10 and the
AP apparatus 30 to be a communicable state by operating
setting devices, such as a button, a touch screen, and a knob
provided on the home appliance 40 and 40a.

[0083] When the first terminal device 10 is a device
provide with a touch screen, the first terminal device 10 may
further display a next content display button b2 configured
to provide additional information to a user.

[0084] As needed, the first terminal device 10 may display
text information c1 about a method of connecting the home
appliance 40 and 40a to the AP apparatus 30, as illustrated
in FIG. 7. For example, when a display unit of the home
appliance 40 and 40q is realized by a touch screen, the text
information c¢1 may include information about that network
connection setting of the home appliance 40 and 40a may be
performed when a certain portion ¢2 of the touch screen is
touched. The first terminal device 10 may display an
example of a screen ¢3 displayed on the display unit of the
home appliance 40 and 40a as well as the text information
cl so that convenience for user understanding may be
achieved.

[0085] Meanwhile, when receiving information that an
authentication key is not correct, the terminal device 10 may
output an error message and a request message of inputting
an authentication key again.

[0086] FIG. 8 is a flow chart illustrating a process of
displaying a method of setting home appliance on an exter-
nal terminal device in accordance with another embodiment
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of the present disclosure. As illustrated in FIG. 8, a network
connection method of home appliance may further include s
120 and s 121 for selecting at least one home appliance 40
as a home appliance subject to be access to the AP appliance
30 among the plurality of home appliance 40 and 40q, which
are intended to be a network connection. As the same as
illustrated in FIG. 2, when an application is operated in the
first terminal device 10 (s 101), the user authentication
information may be transmitted to the third server device 23
(s 102), and the third server device 23 may transmit the first
access token to the first terminal device 10. The first terminal
device 10 may transmit the first access token to the second
server device 22 so that network connection of the home
appliance 40 and 40a may be set (s 104 to s 108).

[0087] FIG. 9 is a view illustrating an exemplary screen
displayed on an external terminal device while setting home
appliance. As mentioned above, when the first terminal
device 10 obtains an authority of setting up network con-
nection of home appliance, the first terminal device 10 may
display an appliance selection screen e configured to select
an appliance, as illustrated in FIG. 9, by using an application
installed in the first terminal device 10 (s 120). Selection
tools, such as an icon, configured to select at least one home
appliance among the plurality of home appliances as a home
appliance subject to access to the AP appliance, may be
displayed on the appliance selection screen e of the first
terminal device 10. When a display unit of the first terminal
device 10 is realized by a touch screen, the selection tools
may include a plurality of buttons el to e3 operated by a
touch. The plurality of buttons el to e3 may be realized by
an image having a shape of an external appearance of the
home appliance so that a user may intuitionally select a
home appliance, which is subject to setting up network
connection. The first terminal device 10 may display the
plurality of buttons el to e3 corresponding to a plurality of
home appliances based on pre-stored information related to
the plurality of home appliances. The pre-stored information
related to the plurality of home appliances may be previ-
ously stored in the application by a system designer, or may
be transmitted from a corresponding home appliance, may
be transmitted from a separated server device, or may be
directly inputted from a user. In order that a user selects
home appliances having high possibility of being registered
to the first terminal device 10, such as a refrigerator, a
washing machine, an air conditioner, a robot cleaner, an
oven, or a TV, the appliance selection screen e may include
selection buttons el to e3 corresponding to the home appli-
ances. The appliance selection screen e of FIG. 9 illustrates
an example of displaying selection buttons el to e3 corre-
sponding to the plurality of home appliances, but when the
first terminal device 100 stores information related to a
single home appliance, the appliance selection screen e of
FIG. 9 may illustrate a selection button corresponding to a
single home appliance.

[0088] The user may select the home appliance 40 and 40a
corresponding to selected selection tools el to e3 among the
plurality of home appliances by touch operating at least one
of the plurality of selection buttons el to €3 (s 121). When
the home appliance 40 and 40a is selected, the AP apparatus
30 to which the home appliance 40 and 40qa is connected
may be selected (s 122). The AP apparatus 30 may be
automatically selected by the first terminal device 10 or may
manually be selected by a user. When the AP apparatus 30
is selected, the user may input an authentication key to the
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AP apparatus 30 to the AP apparatus 30 (s 123). The
selection and determination of the AP apparatus 30 (s 122)
and the input of authentication key (s 123) may be the same
as the selection of the AP apparatus 30 (s 110) and the input
of authentication key (s 111) of FIG. 2. The first terminal
device 10 may transmit an authentication key to the AP
apparatus 30 to the AP apparatus 30 (s 112). The AP
apparatus 30 may verify the authentication key (s 113) and
may transmit a result of verification to the first terminal
device (s 114). When receiving the result of verification that
is the authentication key is correct, the first terminal device
10 may display a screen related to setting, as illustrated in
FIG. 6 or 7, (s 200). From the transmission of the authen-
tication key to the first terminal device 10 to the displaying
of the screen related to setting (s 112 to s 200) may be the
same as the description of FIG. 2.

[0089] Hereinafter a case where a user selects at least one
home appliance image among home appliance images el to
e3 to register a corresponding home appliance to the first
terminal device 10 will be described in detail as an example.
For example, when the user selects a home appliance image,
such as an air conditioner image €2, among the home
appliance images el to e3 displayed on a screen of the first
terminal device 10, according to an operation procedure
programed on an application installed in the first terminal
device 10, a manual for air conditioner operation may be
displayed on a screen of the first terminal device 10 so that
an air conditioner may perform a network communication
with the first terminal device 10.

[0090] The home appliance 40, such as an air conditioner,
may use a wireless communication, such as, Wi-Fi Direct,
Bluetooth™, near field communication (NFC) to perform
network communication with the first terminal device 10,
but the home appliance 40 is not always prepared for the
network communication and thus operation methods to
prepare the network communication may be different from
each other according to each appliance. For convenience, a
state where a home appliance is ready to perform a network
communication with an external device may be referred to
as ‘AP mode’. For the network communication between the
home appliance and the first terminal device 10, the home
appliance 40, which is intended to perform a network
communication with the first terminal device 10, is in the AP
mode and the first terminal device 10 also operates a
wireless communication module, such as Wi-Fi direct.
Therefore, in the displaying of the home appliance selection
screen (s 130), when a user selects an air conditioner image
e2, a manual, which is for a user to inform how to operate
an air conditioner to convert into a AP mode, as illustrated
in FIG. 6, may be displayed.

[0091] When the user operates the air conditioner as the
manual displayed on the first terminal device 10, the air
conditioner may be converted into the AP mode. In addition,
when the user selects a command input unit b2 configured to
proceed with a following step to register a home appliance,
as illustrated in FIG. 6, the first terminal device 10 may start
to search a home appliance in an AP mode in the surround-
ings by operating a wireless communication module, such as
Wi-Fi direct. When the user selects an air conditioner
searched by the first terminal device 10, a pairing between
the first terminal device 10 and the air conditioner may be
performed to perform the network communication with each
other.
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[0092] FIG. 10 is a flow chart illustrating a process of
registering a home appliance, which is to communicate with
a first terminal device, at the first terminal device in accor-
dance with one embodiment of the present disclosure. Refer-
ring to FIG. 10, a network connection method of home
appliance may include an appliance registration process.
Particularly, the network connection method of home appli-
ance may further include s 130 and s 131 for storing
information related to at least one home appliance capable of
setting a network connection to the first terminal device 10,
as a home appliance to access to the AP apparatus 30. From
starting application operation to transmitting a result of
determination (s 101 to s 108) may be the same as the
description as illustrated in FIGS. 2 and 8. As illustrated in
FIG. 10, when the first terminal device 10 obtains an
authority of setting up network of home appliance, the first
terminal device 10 may display a home appliance selection
screen e, as illustrated in FIGS. 9 and 10 (s 130). The home
appliance selection screen e may include an addition tool
configured to add a home appliance. When a display unit of
the first terminal device 10 is realized by a touch screen, the
home appliance addition tool may include an addition button
e4 operated by a touch. The addition button e4 may be
realized by an image, such as plus symbol (+), so that a user
may intuitionally select a home appliance, which is subject
to network connection setting. The user may select an image
of a home appliance to be registered among images dis-
played on the home appliance selection screen e of the first
terminal device 10. When an image of a home appliance to
be registered is absent among images displayed on the home
appliance selection screen e, a command of adding an
appliance may be inputted by operating the addition button
e4 (s 131).

[0093] The communication module of the home appliance
40 may be driven to communicate with the first terminal
device 10, and the home appliance 40 and the first terminal
device 10 may perform a communication with each other by
using each communication module (s 134). In this case, the
home appliance 40 and the first terminal device 10 may
perform a communication with each other by using WiFi
direct. When the home appliance 40 and the first terminal
device 10 are connected to each other, the home appliance
may transmit a device registration request to the first termi-
nal device 10. In this case, the home appliance 40 may
transmit information related to home appliance to the first
terminal device 10 (s 134). The information related to home
appliance may include identification number to identity the
home appliance. The identification number may include at
least one of serial number of the home appliance 40, internet
protocol (IP) address of the home appliance 40, mac address
of the home appliance. When receiving the information
related to the home appliance 40, the first terminal device 10
may register the home appliance 40 by storing the received
information. The first terminal device 10 may display the
registered home appliance 40 as the selection button el to e3
on the device selection screen e, as illustrated in FIG. 9. As
needed, the first terminal device 10 may transmit informa-
tion related to determination of device registration and
registration to the home appliance 40. The home appliance
40 may receive the information related to determination of
registration and registration, and store the information
related to determination of registration and registration.
When the first terminal device 10 tries to control the home
appliance 40 from the outside, the home appliance 40 may
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determine whether to accept the control of the first terminal
device 10 based on the received information related to
determination of registration and registration.

[0094] FIG. 11 is a flow chart illustrating a process of
connecting a home appliance to an AP apparatus. As
described with reference to FIGS. 2 to 10, when the first
terminal device 10 displays a screen related to setting (s
200), the home appliance 40 may display a setting screen for
setting up a network (s 201), and an access point (AP)
connection mode configured to allow the home appliance 40
to be connected to the AP apparatus may be started (s 202).
According to one embodiment, the home appliance 40 may
receive an input of an instruction of starting the AP connec-
tion mode from a user via an input unit, such as a mechanical
button, a touch screen, and the likes. In addition, the home
appliance 40 may receive an input of the instruction of
starting the AP connection mode from a user by a remote
controller by using NFC or infrared rays. For example, a
user may operate a mechanical button, a touch screen of the
home appliance 40, or a remote controller of the home
appliance 40 so that the home appliance 40 may enter the AP
connection mode. When the AP connection mode is started,
the home appliance 40 may display a certain setting screen.
According to another embodiment, the home appliance 40
may enter the AP connection mode according to a control
command transmitted from the first terminal device 10.

[0095] When the home appliance 40 starts the AP connec-
tion mode, the home appliance 40 and the first terminal
device 10 may try to connect to each other via a wired/
wireless communication network (s 204 and s 203). Here the
wireless communication network may be a communication
network by using Wi-Fi direct. When the home appliance 40
and the first terminal device 10 are connected each other via
a wired/wireless communication network (s 205), the first
terminal device 10 may transmit an identification number
and an authentication key of the AP apparatus 30 to the home
appliance 40 (s 210). The identification number of the AP
apparatus 30 may be previously stored in the first terminal
device 10. The authentication key of the AP apparatus 30
may be inputted by a user (s 111 of FIG. 2), and may be
correct due to verified independently by the first terminal
device 10 (s 113 of FIG. 2). According to embodiments, the
first terminal device 10 may transmit a unique identification
number. For example, the unique identification number may
be a temporary identification number to be used at a time
when the home appliance 40 is connected to the AP appa-
ratus 30. Information transmitted from the first terminal
device 10 to the home appliance 40 may be transmitted after
being encrypted. The home appliance 40 may try to connect
to the AP apparatus 30 by using the received the identifi-
cation number and authentication key of the AP apparatus 30
(s 211). For example, the home appliance 40 may try to
connect to the AP apparatus 30 by using a wireless com-
munication system, such as Wi-Fi, or NFC. The home
appliance 40 may temporarily or non-temporarily store the
received the identification number and authentication key of
the AP apparatus 30 in a storage device built in the home
appliance 40. The storage device may include a disk storage
device and a semiconductor memory device.

[0096] As the home appliance 40 transmits the identifica-
tion number and the verified authentication key of the AP
apparatus 30 to the AP apparatus 30, the home appliance 40
may be successfully connected to the AP apparatus 30
without failure. The AP apparatus 30 may transmit infor-



US 2021/0234712 Al

mation related to successful connection to the home appli-
ance 40 (s 212). When the connection with the AP apparatus
30 succeeds, the home appliance 40 may transmit informa-
tion about the home appliance 40 to the third server device
23 via the AP apparatus 30 (s 220). The reason of which the
home appliance 40 is successfully connected to the AP
apparatus 30 at the same time while accessing to the third
server device 23 is that it is already programmed in micro
controlling unit (MCU) built-in the home appliance 40. In
other words, it means that when the home appliance 40
succeeds in initial connection to internet network, Internet
Protocol address to be connected has already been pro-
grammed in the MCU of the home appliance 40. Therefore,
when the home appliance 40 is connected to the AP appa-
ratus 30, the home appliance 40 may determine to be
connected to Internet network, and may access to the third
server device by using pre-determined IP address.

[0097] The third server device 23 may receive information
about the home appliance 40 and may register the received
information about the home appliance 40 to a user account
as a home appliance (s 220a). The user account may be
previously stored in the third server device 23. The user
account pre-stored in the third server device 23 may be
related to the first terminal device 10 and the second terminal
device 11. For example, the user account pre-stored in the
third server device 23 may be assigned to each serial number
of the first terminal device 10. The user account may be
generated when a user accesses to the third server device 23.
As mentioned above, the first terminal device 10 may
receive the first access token by accessing to the third server
device 23 (s 103). When the first terminal device 10 trans-
mits an identification number and an authentication key of
the AP apparatus 30 to the home appliance 40 (s 210),
because of transmitting the first access token to the home
appliance 40, the home appliance 40 may automatically
access to a user account registered in the third server device
23 by using the received first access token, and the third
server device 23 may register the home appliance 40 at a
user account of the first terminal device 10. According to
embodiments, the first terminal device 10 may store used
user authentication information by accessing to the third
server device 23 and when the first terminal device 10
transmits an identification number and an authentication key
of'the AP apparatus 30 to the home appliance 40 (s 210), the
user authentication information may be transmitted at the
same time, and thus the home appliance 40 may automati-
cally access to a user account registered to the third server
device 23 by using the received user authentication infor-
mation. At this time, the user authentication information
may include at least one of a user identification number (ID)
and password for authentication.

[0098] As mentioned above, when the home appliance 40
is registered to the user account of the third server device 23,
the third server device 23 may transmit information that is
the home appliance 40 is registered to the user account, to
the first terminal device 10. The first terminal device 10 may
output an indication of completion of registering home
appliance on a screen as illustrated in FIG. 12.

[0099] In addition, the third server device 23 may transmit
a result of registration of the home appliance 40 to the home
appliance 40 (s 221). The home appliance 40 may receive
the result of registration, and may transmit a request signal
requesting the second access token to the third server device
23 in response to the received result of registration. In
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response to the request signal of the home appliance 40, the
third server device 23 may transmit the second access token
related to an access authority of network connection of the
home appliance 40 to the home appliance 40 (s 223).
According to embodiments, other server devices 21 and 22
other than the third server device 23 may receive a request
signal of the second access token and may transmit the
second access token to the home appliance 40. In addition,
receiving a request signal of the second access token and
transmitting the second access token may be performed by
another device, which is not shown in drawings. A variety of
data transmitted from the home appliance 40 to the third
server device 23, and a variety of data transmitted from the
third server device 23 to the home appliance 40 may be
transmitted after encrypted. Depending on reception of the
second access token, the home appliance 40 may be con-
nected to an external network via the AP apparatus 30. FIG.
12 is a view illustrating an exemplary screen displayed on a
terminal device while setting home appliance. According to
an embodiment, when the home appliance 40 is connected
to the external network, the home appliance 40 may transmit
information related to successful connection to an external
network to the first terminal device 10. The first terminal
device 10 may display a screen d related to completion of
connection, as illustrated in FIG. 2, on a display unit in
response to reception of information related to successful
connection to the external network. The screen d related to
completion of connection may include a message dl of
completed connection.

[0100] According to an embodiment, the first terminal
device 10 may transmit a request signal of performing test
to perform test to the home appliance 40 (s 230). In response
to reception of the request signal of performing test, the
home appliance may perform network connection test for at
least one of the presence of network connection, reliability
of network connection, a network speed (s 231). The result
of determination of test may be transmitted to the first
terminal device 10 (s 232).

[0101] As mentioned above, when the home appliance 40
accesses to the AP apparatus 30 or the network connection
test is completed, the home appliance 40 may perform a
communication by accessing to the external network via the
AP apparatus 30 (s 240). In this case, the home appliance 40
may access to the external network according to the second
access token.

[0102] Hereinafter a setting method of network connec-
tion of home appliance by using a second terminal device
different from the first terminal will be described with
reference to FIGS. 13 and 14.

[0103] FIG. 13 is a flow chart illustrating a network
connection method of home appliance by using a second
terminal device in accordance with one embodiment of the
present disclosure. As illustrated in FIG. 13, a network
connection of home appliance may be set up by using the
second terminal device 11 different from the first terminal
10. In this case, according to an embodiment, the home
appliance 40 may be connected to the AP apparatus 30 (s
320). The home appliance 40 may obtain an access authority
of the AP apparatus 30 by using an authentication key and
an identification number of the AP apparatus 30 received
from at least one of the first terminal device 10 and the
second terminal device 11, and then the home appliance 40
may be connected to the AP apparatus 30 by using the
obtained access authority. For setting up a network connec-
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tion of home appliance by using the second terminal device
11, an application may be executed in the second terminal
device 11 (s 300). The application may be received from the
first server device 21 and may be installed. When the
application is executed, the second terminal device 11 may
receive an input of authentication information to authenti-
cate a user and may transmit the received user authentication
information to the third server device 23 (s 301). The user
authentication information may include at least one of user
identification number and password for authentication. The
user authentication information may be the same as or
different from authentication information transmitted from
the first terminal device 10 at the above-mentioned as s 102.
The second terminal device 11 may receive an input of user
identification number and password for authentication from
a user. In this case, the second terminal device 11 may
display an input window to receive an input of the user
identification number and password for authentication on a
display unit. The second terminal device 11 may previously
store the user identification number and password for
authentication. The user authentication information may be
encrypted for security before transmitted to the third server
device 23. After the third server device 23 receives authen-
tication information and performs user authentication based
on the received authentication information, the first access
token related to an authority of setting network of the home
appliance 40 may be transmitted to the second terminal
device 11 when the user authentication succeeds (s 302).

[0104] When receiving the first access token, the second
terminal device 11 may request of transmitting of user
information to the second server 22 (s 303). The user
information may include a variety of information and an
authority which is needed for network connection setting of
the home appliance 40. According to embodiments the
second terminal device 11 may request an authority to access
the home appliance 40 by transmitting the first access token
to the second server device 22. The second server device 22
may receive a request signal of user information transmis-
sion and may transmit the user information to the second
terminal device 11 in response to the request signal of user
information transmission (s 304). When receiving the user
information, the second terminal device 11 may display a
screen related to setting on a display unit of the second
terminal device 11 (s 310). As illustrated in FIG. 13, the
second terminal device 11 may not receive an authentication
key to a separated AP apparatus 30. Therefore, a user may
easily connect the home appliance 40 to a network without
inputting an additional authentication key after authenticat-
ing by using a temporary authentication key.

[0105] After a screen related to setting is displayed (s
310),the second terminal device 11 may transmit a request
signal of transmitting the second access token to the third
server device 23 (s 311). According to embodiments, the
second terminal device 11 may request the second access
token to other servers 21 and 22 other than the third server
device 23. The third server device 23 may receive the
request signal of transmitting the second access token, and
then in response to the request signal of transmitting the
second access token, the third server device 23 may transmit
the second access token to the home appliance 40 (s 312). In
this case, the second access token may be transmitted to the
home appliance 40 via the AP apparatus 30. The home
appliance 40 may receive the second access token and may
be connected to an external network according to the
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received second access token. The home appliance 40 may
access to the AP apparatus 30, and may be connected to the
external network via accessed the AP apparatus 30.

[0106] FIG. 14 is a view illustrating an exemplary screen
displayed on an external terminal device during a process of
setting a network connection of home appliance by using a
second terminal device. When the second terminal device 11
performs a communication with the second server device 22
(s 303 and s 304) or sets network connection of the home
appliance 40, the second terminal device 11 may display an
authentication screen f, as illustrated in FIG. 14. An authen-
tication screen f may be a screen related to setting displayed
on a display unit of the second terminal device 11. The
authentication screen f may include a display window f1
displaying a description of the user action required for the
authorization. The display window fl1 may include an OK
button {2 and a cancel button f3 to receive an input of an
instruction of a user about whether to proceed or to cancel
the next step.

[0107] Hereinafter a method of network connection of the
plurality of home appliances will be described with refer-
ence to FIGS. 15 to 19. FIG. 15 is a flow chart illustrating
a process of setting a network connection of a plurality of
home appliances in accordance with one embodiment of the
present disclosure and FIGS. 16 to 19 are views illustrating
an exemplary screen displayed on an external terminal
device during a process of setting a network connection of
a plurality of home appliances. As illustrated in FIG. 15,
according to a network connection method of the plurality of
home appliances, at first, the first terminal device 10 may
display a group data generation screen g, as illustrated in
FIG. 16. The group data generation screen g is a screen
displayed to a user in order to generate at least one group
data by grouping the plurality of home appliances. The
group data generation screen g may include selection tools
g1 to g5 indicating the plurality of home appliances (s 400).
In addition, the group data generation screen g may include
an addition tool g4 to add a new home appliance, a group
data generation tool g5 for grouping of home appliances, and
a collective call tool g6 to call generated group data. The
selection tool gl to g3, the addition tool g4, the group data
generation tool g5, and the collective call tool g6 may be
realized by an image so that a user intuitionally recognizes
the function thereof. When the first terminal device 10
displays a group data generation screen g on a touch screen,
a user may start to generate group data by touch operating
the group data generation tool g5 to generate group data. The
first terminal device 10 may display a device selection
screen gg, as illustrated in FIG. 17, in response to the touch
operation. When the device selection screen gg is displayed,
a user may select at least one home appliance among the
plurality of home appliances by touch operating at least one
of the plurality of selection tools gl to g3 displayed on the
device selection screen gg (s 410). In this case, distinctive
marks g21 and g31 may further be displayed on home
appliances g2 and g3 so that the home appliances g2 and g3
selected by a user and other home appliance g1 non-selected
by auser are distinguished from each other. For example, as
illustrated in FIG. 17, marks g21 and g31, such as a dotted
line, may be displayed around the home appliances g2 and
g3. According to embodiments, animation effects, such as
that the home appliances g2 and g3 are flashed, or the color
of'the home appliance g2 and g3 are changed, may be further
displayed to distinguish the home appliance g2 and g3
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selected by a user from the other home appliance gl non-
selected by a user. As mentioned above, when at least one
home appliance g2 and g3 are selected, the first terminal
device 10 may group at least one selected home appliance (s
420), and may generate group data including the at least one
selected home appliance (s 430). When the group data is
generated, the first terminal device 10 may further display a
group data selection tool g7 corresponding to the generated
group data on the group data generation screen g, as illus-
trated in FIG. 18. The group data selection tool g7 may be
displayed by a certain image. The group data selection tool
g7 may be displayed by a folder image to indicate a group
of the plurality of home appliances.
[0108] When a user set up a network connection of the
home appliances 40 and 40a, the user may select at least one
home appliances 40 and 40a by touching the group data
selection tool g7 including at least one home appliance or the
collective call tool g6, and then may perform network
connection setting of the at least one home appliance 40 and
40q at the same time. In this case, the user may select group
data and then may select all or some of home appliance in
the group data (s 400). When a user touches the group data
selection tool g7 and the collective call tool g6, the first
terminal device 10 may display a group selection window g8
in which an image indicating at least one home appliance g8
and g9 is displayed, as illustrated in FIG. 19. A user may
select some of home appliance g9 or all of home appliance
£9 and g10 to select all of home appliance or some of home
appliance in the group data. As mentioned above, the
selected home appliance 40 and 40a may be connected to the
AP apparatus 30 (s 450) and may be connected to an external
network (s 460).
[0109] Although a few embodiments of the present inven-
tion have been shown and described, it would be appreciated
by those skilled in the art that changes may be made in these
embodiments without departing from the principles and
spirit of the invention, the scope of which is defined in the
claims and their equivalents.
What is claimed is:
1. A home appliance comprising:
a communication circuit;
a memory configured to store address information for
accessing a server; and
a processor configured to:
in response to a user input, control the communication
circuit to operate as an access point (AP) for con-
necting to a terminal device,
receive, while the communication circuit is operated as
the AP, authentication information including a pass-
word for connecting to an external AP apparatus
from the terminal device, wherein the password is
stored in the terminal device prior to the communi-
cation circuit connecting to the terminal device,
control the communication circuit to establish a com-
munication link with the external AP apparatus using
the authentication information, and
in response to establishing the communication link
with the external AP apparatus, control the commu-
nication circuit to access the server based on the
address information via the external AP apparatus.
2. The home appliance of claim 1, wherein the home
appliance further comprises a display and the processor is
further configured to:
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control the display to display a state in which the com-

munication circuit is operated as an access point.

3. The home appliance of claim 1, wherein the processor
is further configured to:

receive the address information for accessing the external

AP apparatus from the terminal device while the com-
munication circuit is operated as the AP.

4. The home appliance of claim 1, wherein the processor
is further configured to:

receive identification information of a user for registering

the home appliance to a user account registered in the
server from the terminal device while the communica-
tion circuit is operated as the AP.
5. The home appliance of claim 4, wherein the home
appliance is registered to the user account based on the
identification information when the home appliance
accesses the server.
6. The home appliance of claim 1, wherein:
the processor is further configured to:
receive a command for controlling the home appliance
from the server; and
control the home appliance based on the command,
wherein the command is generated by the server based
on a request information transmitted from the termi-
nal device to the server.
7. The home appliance of claim 1, wherein the external
AP apparatus is selected among a plurality of external AP
apparatus stored in the terminal device by a user.
8. The home appliance of claim 1, wherein the processor
is further configured to receive the user input for operating
the communication circuit as an AP from a remote controller
of the home appliance.
9. A method for controlling a home appliance, the method
comprising:
receiving a user input for control a communication circuit
of the home appliance to operate as an access point
(AP),

connecting the communication circuit to a terminal device
in response to a request for access from a terminal
device while the communication circuit is operated as
the AP,
receiving authentication information including a pass-
word for connecting to an external AP apparatus from
the terminal device while the communication circuit is
operated as the AP, wherein the password is stored in
the terminal device prior to the communication circuit
connecting to the terminal device,
connecting the communication circuit to the external AP
apparatus using the authentication information, and

accessing a server based on address information stored in
a memory of the home appliance via the external AP
apparatus.

10. The method of claim 9, further comprising:

displaying a state in which the communication circuit is

operated as an access point on a display of the home
appliance.

11. The method of claim 9, further comprising:

receiving the address information for accessing the exter-

nal AP apparatus from the terminal device while the
communication circuit is operated as the AP.

12. The method of claim 9, further comprising:

receiving identification information of a user for register-

ing the home appliance to a user account registered in
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the server from the terminal device while the commu-
nication circuit is operated as the AP.

13. The method of claim 9, further comprising:

receiving a command for controlling the home appliance

from the server; and

controlling the home appliance based on the command,

wherein the command is generated by the server based on

a request information transmitted from the terminal
device to the server.

14. The method of claim 9, wherein the external AP
apparatus is selected among a plurality of external AP
apparatus stored in the terminal device by a user.

15. The method of claim 9, wherein the user input for
operating the communication circuit as an AP is input from
a remote controller of the home appliance.

16. A non-transitory, computer readable medium compris-
ing instructions that, when executed by a processor of a
home appliance, cause the processor to:

in response to a user input, control a communication

circuit to operate as an access point (AP) for connecting
to a terminal device;

receive, while the communication circuit is operated as

the AP, authentication information including a pass-
word for connecting to an external AP apparatus from
the terminal device, wherein the password is stored in
the terminal device prior to the communication circuit
connecting to the terminal device;

control the communication circuit to establish a commu-

nication link with the external AP apparatus using the
authentication information;

retrieve address information from a memory of the home

appliance; and

in response to establishing the communication link the

external AP apparatus, control the communication cir-
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cuit to access a server based on the address information
via the external AP apparatus.

17. The non-transitory, computer readable medium of
claim 16, wherein the instructions when executed further
cause the processor to:

control a display of the home appliance to display a state

in which the communication circuit is operated as an
access point.

18. The non-transitory, computer readable medium of
claim 16, wherein the instructions, when executed, further
cause the processor to:

receive the address information for accessing the external

AP apparatus from the terminal device while the com-
munication circuit is operated as the AP.

19. The non-transitory, computer readable medium of
claim 16, wherein:

the instructions, when executed, further cause the proces-

sor to receive identification information of a user for
registering the home appliance to a user account reg-
istered in the server from the terminal device while the
communication circuit is operated as the AP, and

the home appliance is registered to the user account based

on the identification information when the home appli-
ance accesses the server.

20. The non-transitory, computer readable medium of
claim 16, wherein:

the instructions, when executed, further cause the proces-

sor to:

receive a command for controlling the home appliance
from the server; and

control the home appliance based on the command,

wherein the command is generated by the server based
on a request information transmitted from the termi-
nal device to the server.
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